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Cisco IOS Release 11.2 Paradigm

® Caveatsfor Release 11.2(1) Through 11.2(4), page 61
® Cisco Connection Online, page 63
® Documentation CD-ROM, page 64

Cisco I0S Release 11.2 Paradigm

Similar to atrain rolling down atrack and picking up passengers, after arelease of Cisco 10S
software is released to customersit picks up software fixes along the way and is rereleased as
maintenance rel eases. Maintenance rel eases provide the most stable software for your network, for
thefeaturesyou need. In addition to the mainline software “train,” thereis an early deployment (ED)
train. The ED train-Release 11.2 P-delivers fixes to software defects and support for new Cisco
platforms and features. Figure 1 shows the Cisco 10S 11.2 and 11.2 P train software rel eases.

Figure1l Cisco IOS Release 11.2 Software Releases
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Note Cisco 1600 seriesrouters run only Release 11.2 P software.

Release 11.2 Pincludes all the functionality of the features described in Table 1 and Table 2 in the
section “Cisco |0S Feature Sets for Cisco 1600 Series Routers’, all the features described in the
section “Additional Software Features for the Cisco 1600 series’, and the software caveat
information for Release 11.2.

To determine which Cisco |0S maintenance release is running on your Cisco 1600 seriesrouter, log
on to the router and enter the show version User EXEC command, as shown below:

router> show version

Cisco Internetwork Operating System Software

IOS (tm) 1600 Software (Cl1600-Y-L), Version 11.2(8.5)P, MAINTENANCE INTERIM SOFTWARE
Copyright (c) 1986-1997 by cisco Systems, Inc.

Compiled Fri 12-Sep-97 00:36 by ccai

Image text-base: 0x0200544C, data-base: 0x023028C0

ROM: System Bootstrap, Version 11.1(10)AA, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

ROM: 1600 Software (C1600-BOOT-R), Version 11.1(10)AA, EARLY DEPLOYMENT RELEASE SOFTWARE
(£c1)

router uptime is 1 minute
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Cisco 1600 Series Routers

System restarted by reload
System image file is "master/cl1600-y-1.112-8.5.P", booted via tftp from 223.255.254.254

cisco 1601 (68360) processor (revision C) with 9728K/512K bytes of memory.
Processor board ID 05681524, with hardware revision 00000000
Bridging software.

X.25 software, Version 2.0, NET2, BFE and GOSIP compliant.

1 Ethernet/IEEE 802.3 interface(s)

1 serial(sync/async) network interface(s)

System/IO memory with parity disabled

2048K bytes of DRAM onboard 8192K bytes of DRAM on SIMM
System running from RAM

8K bytes of non-volatile configuration memory.

8192K bytes of processor board PCMCIA flash (Read/Write)
Configuration register is 0x0

Cisco 1600 Series Routers

The Cisco 1600 seriesroutersdeliver the next-generation set of features and benefitsfor small-office
Internet and intranet access: WAN flexibility, end-to-end security, end-to-end quality of service, ease
of use, deployment, and management. The Cisco 1600 series routers connect small offices with
Ethernet LANSsto the public Internet and to acompany’sinternal intranet or corporate LAN through
several WAN connections such as ISDN, asynchronous serial, and synchronous serial. The

Cisco 1600 series routers include the following models: Cisco 1601, Cisco 1602, Cisco 1603,
Cisco 1604, and Cisco 1605-R.

Cisco 1601 through Cisco 1604 router models include one Ethernet port, one built-in WAN port,
and one WAN interface card expansion slot for additional connectivity and flexibility. The

Cisco 1601 includes a built-in serial WAN port; the Cisco 1602 has an onboard 56-kbps four-wire
channel service unit/data service unit (CSU/DSU); the Cisco 1603 has an ISDN BRI S/T port; and
the Cisco 1604 includesan ISDN BRI U interfacewith abuilt-in NT1 device. The Cisco 1605-R has
two Ethernet LAN interfaces and one WAN interface card slot.

The following WAN interface cards are supported by the Cisco 1600 series routers:

® 1-port seria

® 1-port ISDN BRI with S/T interface

® 1-port ISDN BRI with NT1 and U interface

® 1-port ISDN Leased Line BRI S/'T WAN interface (Cisco 1603 and Cisco 1604 routers only)
® 1-port 56/64kbps DSU/CSU WAN interface

Cisco I0S Documentation

For Cisco 10S Release 11.2, the Cisco 10S documentation set consists of eight documentation
modules. Each documentation module has a configuration guide, a command reference, and five
supporting documents.

Note The most up-to-date Cisco |OS documentation can be found on the latest Documentation
CD-ROM and on the Web. These electronic documents contain updates and modifications made
after the paper documents were printed.
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Cisco I0S Documentation

The books and chapter topics are as follows:

Books

Chapter Topics

Configuration Fundamentals Configuration Guide
Configuration Fundamentals Command Reference

Access Server and Router Product
Overview

User Interface

System Images and Configuration Files
Using ClickStart, Autolnstall, and Setup
Interfaces

System Management

Security Configuration Guide
Security Command Reference

Network Access Security
Terminal Access Security
Accounting and Billing
Traffic Filters

Controlling Router Access

Network Data Encryption with Router
Authentication

Access Services Configuration Guide
Access Services Command Reference

Terminal Lines and Modem Support
Network Connections

AppleTak Remote Access

SLIP and PPP

XRemote

LAT

Telnet

TN3270

Protocol Translation

Configuring Modem Support and Chat
Scripts

X.3PAD
Regular Expressions

Wide-Area Networking Configuration Guide
W de-Area Networking Command Reference

ATM

Dial-on-Demand Routing (DDR)
Frame Relay

ISDN

LANE

PPP for Wide-Area Networking
SMDS

X.25and LAPB

Network Protocols Configuration Guide, Part 1
Network Protocols Command Reference, Part 1

IP
IP Routing

Network Protocols Configuration Guide, Part 2
Network Protocols Command Reference, Part 2

AppleTalk
Novell IPX
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New Features in Release 11.2(11) P for the Cisco 1600 Series Routers

Books Chapter Topics
» Network Protocols Configuration Guide, Part 3 Apollo Domain
» Network Protocols Command Reference, Part 3 Banyan VINES
DECnet
ISO CLNS
XNS

» Bridging and IBM Networking Configuration Guide  Transparent Bridging

» Bridging and IBM Networking Command Reference  Source-Route Bridging
Remote Source-Route Bridging
DLSw+
STUN and BSTUN
LLC2and SDLC
IBM Network Media Translation
DSPU and SNA Service Point Support
SNA Frame Relay Access Support
APPN
NCIA Client/Server Topologies
IBM Channel Attach

 Cisco |0S Software Command Summary

» Access Services Quick Configuration Guide
e System Error Messages

» Debug Command Reference

 Cisco Management Information Base (MIB) User
Quick Reference

These documents are avail able as printed manual's or electronic documents. For electronic
documentation of Release 11.2 router and access server software features, refer to the Cisco 10S
Release 11.2 configuration guides and command references located in the Cisco |OS Release 11.2
database on the Documentation CD-ROM. You can also access Cisco technical documentation on
the World Wide Web at http://www.cisco.com.

New Features in Release 11.2(11) P for the Cisco 1600 Series Routers

This section describes the new Cisco 10S Firewall feature set and Context-Based Access Control
feature, available only in software release 11.2(11) P and above.

The Cisco I0S Firewall Feature Set: Context-Based Access Control
The Cisco |OS Firewall feature set combines existing Cisco |0S firewall technology and the new
context-based access control feature to provide an effective, robust firewall.

The Cisco |0S Firewall feature set is designed to prevent unauthorized, external individuals from
gaining accessto your internal network, and to block attacks on your network, while at the sametime
allowing authorized users to access network resources.
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New Features in Release 11.2(10) P for the Cisco 1600 Series Routers

You can use the Cisco 10S Firewall feature set to configure your Cisco 10S device as.

® Anlnternet firewall or part of an Internet firewall

® A firewall between groupsin your internal network

® A firewal providing secure connections to branch offices

® A firewall between your company’s network and your company’s partners’ networks
The Ciso |OS Firewall feature set provides the following capabilities:

® Protectsinternal networks from intrusion.

® Monitors traffic through network perimeters

® Enables network commerce via the World Wide Web.

Context-based access control (CBAC) isanew feature which providesintelligent filtering of packets
through the firewall. CBAC createstemporary openingsin thefirewall to permit packetsthat are part
of apermissible session. (These packets are normally blocked at thefirewall.) A permissible session
is one that originates from within your protected internal network.

New Features in Release 11.2(10) P for the Cisco 1600 Series Routers

Cisco 10S software Release 11.2(10) P and above supports the following features in Cisco 1600
router plus feature sets:

® Virtual Private Dial-up Networks (VPDN)
® RADIUS

Virtual Private Dial-up Networks

Virtual private dial-up networks (VPDN) allow separate and autonomous protocol domainsto share
common accessinfrastructure including modems, access servers, and ISDN routers. VPDN usesthe
Level 2 Forwarding protocol (L2F) which permits the tunneling of link level frames.

Using L2F tunneling, an Internet Service Provider (ISP) or other access service can create avirtua
tunnel to link acustomer’s remote sites or remote users with corporate home networks. In particular,
anetwork access server at the | SP point of presence (POP) exchanges PPP messages with the remote
users, and communicates by L2F requests and responses with the customer’s home gateway to set
up tunnels. L2F passes protocol-level packets through the virtual tunnel between endpoints of a
point-to-point connection.

Frames from the remote users are accepted by the | SP POP, stripped of any linked framing or
transparency bytes, encapsulated in L 2F, and forwarded over the appropriate tunnel. The customer’s
home gateway accepts these L 2F frames, strips the L2F encapsulation, and process the incoming
frames for the appropriate interface.

Note Thisimplementation of VPDN supports PPP dial-up only.
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New Features in Release 11.2(10) P for the Cisco 1600 Series Routers

RADIUS

To configure virtual private dial-up networks, see the “PPP for Wide-Area Networking” section of
the Wide-Area Networking Configuration Guide. Thisinformation is aso available at the following
URL on the Documentation CD-ROM and on CCO (as described in the section “ Cisco Connection
Onling” later in this document):

http://www.cisco.com/univercd/data/doc/software/11_2/cwan/4cppp.htm# NDEX 11038

Remote Authentication Dial-In User Service (RADIUS) is adistributed client/server system that
secures networks agai nst unauthorized access. In the Cisco implementation, RADIUS clientsrun on
Cisco routers and send authentication requests to a central RADIUS server, which contains all user
authenti cation and network service accessinformation. RADIUS isafully open protocol, distributed
in source code format, that can be modified to work with any security system currently available on
the market.

Cisco supports RADIUS under its Authentication, Authorization, and Accounting (AAA) security
paradigm. RADIUS can be used with other AAA security protocols, such as TACACS+, Kerberos,
or local usernamelookup. RADIUS has been implemented in avariety of network environmentsthat
require high levels of security while maintaining network access for remote users.

Use RADIUS in the following network environments that require access security:

Networks with multiple-vendor access servers, each supporting RADIUS—For example, access
serversfrom several vendorsuseasingle RADIUS server-based security database. Inan 1P-based
network with multiple vendor's access servers, dialin users are authenticated through aRADIUS
server that has been customized to work with the Kerberos security system.

Turn-key network security environments in which applications support the RADIUS
protocol—For example, in an access environment that usesa“ smart card” access control system.
In one case, RADIUS has been used with Enigma's security cards to validate users and grant
access to network resources.

Networks already using RADIUS—You can add a Cisco router with RADIUS to the network.
Thismight be the first step when you transition to a Terminal Access Controller Access Control
System (TACACSH).

Networksin which a user must only access a single service—Using RADIUS, you can control
user access to a single host, to asingle utility such as Telnet, or to a single protocol such as
Point-to-Point Protocol (PPP). For example, when auser logsin, RADIUS identifiesthis user as
having authorization to run PPP using IP address 1.2.3.4 and access-list N is started.

Networks that require resource accounting—You can use RADIUS accounting independently of
RADIUS authentication or authorization. The RADIUS accounting functions allow data to be
sent at the start and end of services, indicating the amount of resources (such astime, packets,
bytes, and so on) used during the session. An Internet service provider (I1SP) might use a
freeware-based version of RADIUS access control and accounting software to meet special
security and billing needs.

RADIUS s not suitable in the following network security situations:

Multiprotocol access environments—RADIUS does not support the following protocols:

AppleTalk Remote Access Protocol (ARAP)
NetBIOS Frame Protocol Control Protocol (NBFCP)
NetWare Asynchronous Services Interface (NASI)
X.25 PAD connections
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New Features in Release 11.2(9) P for the Cisco 1600 Series Routers

® Router-to-router situations—RADIUS does not provide two-way authentication. RADIUS can
be used to authenticate from one router to a non-Cisco router if the non-Cisco router requires
RADIUS authentication.

® Networks using avariety of services—RADIUS generally binds a user to one service model.

To configure RADIUS on a Cisco 1600 router, see the “Configuring Network Access Security”
section of the Security Configuration Guide. Thisinformation isalso available at the following URL
on the Documentation CD-ROM and on CCO (as described in the section “ Cisco Connection
Onling” later in this document):

http://www.cisco.com/univercd/data/doc/software/11_2/csecur/2caaa.htm

New Features in Release 11.2(9) P for the Cisco 1600 Series Routers

This section provides information about the new Cisco 1600 hardware introduced with Cisco 10S
software Release 11.2(9) P:

® Cisco 1605-R Router—This new router provides two Ethernet LAN interfaces and one WAN
interface card slot. One Ethernet interface can be dedicated to an internal LAN while a second
perimeter LAN allows usersfrom an untrusted network (such asthe Internet) to access resources
such as Web and FTP servers.

® |SDN Leased Line BRI S/'T WAN Interface Card—This card is supported on Cisco 1603 and
1604 routers. The card provides an additional ISDN 64 kbps leased line on the B1 channel that
supports Frame Relay encapsulation, PPP encapsulation, and PPP compression.

® 56/64kbps DSU/CSU WAN Interface Card—This 4-wire, SNMP-manageable DSU/CSU card
supports 56- or 64-kbps Digital Data Service (DDS) and Leased Line and Switched 56 kbps. The
following synchronous serial WAN services/protocolsare supported: Frame Relay, SMDS, X.25,
PPP, LAPB, and HDLC. Card diagnostics can be retrieved using Telnet or the console port.

New Features in Release 11.2 P for the Cisco 1600 Series Routers

This section is divided into the following subjects:
® Routing Protocols

® Desktop Protocols

® Wide-Area Networking Features

® |BM Functionality

® Security Features

® Network Management
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New Features in Release 11.2 P for the Cisco 1600 Series Routers

Routing Protocols

This section describes routing protocol features that are new in theinitial release of Cisco 10S
Release 11.2 P

IP Protocol and Feature Enhancements
The following new I P protocol software features are available:

® On Demand Routing—On Demand Routing (ODR) is a mechanism that provides
minimum-overhead | P routing for stub sites. The overhead of ageneral dynamic routing protocol
isavoided, without incurring the configuration and management overhead of using static routing.

A stub router is the periphera router in a hub-and-spoke network topology. Stub routers
commonly have a WAN connection to the hub router and a small number of LAN network
segments (stub networks) that are connected directly to the stub router. To provide full
connectivity, the hub routers can be statically configured to know that a particular stub network
is reachable via a specified access router. However, if there are multiple hub routers, many stub
networks, or asynchronous connections between hubs and spokes, the overhead required to
statically configure knowledge of the stub networks on the hub routers becomes too great.

ODR simplifiesinstallation of 1P stub networks in which the hub routers dynamically maintain
routes to the stub networks. Thisis accomplished without requiring the configuration of an IP
routing protocol at the stub routers. With ODR, the stub advertises | P prefixes corresponding to
the IP networksthat are configured on its directly connected interfaces. Because ODR advertises
IP prefixes, rather than | P network numbers, ODR is ableto carry Variable Length Subnet Mask
(VLSM) information.

Once ODR is enabled on a hub router, the router beginsinstalling stub network routesin the IP
forwarding table. The hub router can also be configured to redistribute these routes into any
configured dynamic IP routing protocols. | P does not need to be configured on the stub router.
With ODR, arouter is automatically considered to be a stub when no IP routing protocols have
been configured on it.

The routing protocol that ODR generates is propagated between routers using Cisco Discovery
Protocol (CDP). Thus, ODR is partially controlled by the configuration of CDP. Specifically,

— |f CDPisdisabled, the propagation of ODR routing information will cease.

— By default, CDP sends updates every 60 seconds. This update interval may not be frequent
enough to provide fast reconvergence of I P routers on the hub router side of the network. A
faster reconvergence rate may be necessary if the stub connects to several hub routersvia
asynchronous interfaces (such as modem lines).

— ODR may not work well with dial-on-demand routing (DDR) interfaces, as CDP packets
will not cause a DDR connection to be made.

It isrecommended that 1P filtering be used to limit the network prefixes that the hub router will
permit to be learned dynamically through ODR. If the interface has multiplelogical | P networks
configured (viathe | P secondary command), only the primary IP network is advertised through
ODR.
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New Features in Release 11.2 P for the Cisco 1600 Series Routers

Open Shortest Path First (OSPF) Enhancements
The following features have been added to Cisco’s OSPF software:

® OSPF On-Demand Circuit—OSPF On-Demand Circuit isan enhancement to the OSPF protocol ,
as described in RFC 1793, that allows efficient operation over demand circuits such as I SDN,
X.25 SV Cs, and dial-up lines. Previously, the period nature of OSPF routing traffic mandated that
the underlying data-link connection needed to be open constantly, resulting in unwanted usage
charges. With this feature, OSPF Hellos and the refresh of OSPF routing information is
suppressed for on-demand circuits (and reachability is presumed), allowing the underlying
data-link connections to be closed when not carrying application traffic.

The feature allows the consolidation on a single routing protocol and the benefits of the OSPF
routing protocol across the entire network, without incurring excess connection costs.

If the router is part of a point-to-point topology, only one end of the demand circuit needs to be
configured for OSPF On-Demand Circuit operation. In point-to-multipoint topologies, all
appropriate routers must be configured with OSPF On-Demand Circuit. All routersin an area
must support this feature—that is, be running Cisco 10S Software Release 11.2 or greater.

® OSPF Not-So-Stubby Areas (NSSA)—As part of the OSPF protocol’s support for scalable,
hierarchical routing, peripheral portions of the network can be defined as “stub” areas, so that
they do not receive and process external OSPF advertisements. Stub areas are generally defined
for low end routers with limited memory and CPU, that have low-speed connections, and arein
adefault route configuration.

OSPF Not-So-Stubby-Areas (NSSA) definesamore flexible, hybrid method, whereby stub areas
can import external OSPF routes in alimited fashion, so that OSPF can be extended across the
stub to backbone connection.

NSSA enables OSPF to be extended across a stub area to backbone area connection to become
logically part of the same network.

Network Address Translation

Network Address Trandation (NAT) provides a mechanism for a privately addressed network to
access registered networks, such as the Internet, without requiring a registered subnet address. This
eliminatesthe need for host renumbering and allowsthe same I P address rangeto beused in multiple
intranets.

With NAT, the privately addressed network (designated as “inside”) continues to use its existing
private or obsolete addresses. These addresses are converted into legal addresses before packets are
forwarded onto the registered network (designated as “outside”). The trandation function is
compatible with standard routing; the feature is required only on the router connecting the inside
network to the outside domain.

Translations can be static or dynamic in nature. A static address trandl ation establishes a one-to-one
mapping between the inside network and the outside domain. Dynamic address translations are
defined by describing the local addresses to be translated and the pool of addresses from which to
allocate outside addresses. Allocation is done in numeric order and multiple pools of contiguous
address blocks can be defined.

NAT:

® Eliminates readdressing overhead. NAT eliminates the need to readdress all hosts that require
external access, saving time and money.
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New Features in Release 11.2 P for the Cisco 1600 Series Routers

® Conserves addresses through application port-level multiplexing. With NAT, internal hosts can
shareasingleregistered | P addressfor al externa communications. In thistype of configuration,
relatively few external addresses are required to support many internal hosts, thus conserving |P
addresses.

® Protects network security. Because private networks do not advertise their addresses or internal
topology, they remain reasonably secure when used in conjunction with NAT to gain controlled
external access.

Because the addressing scheme on the inside network may conflict with registered addresses already
assigned within the Internet, NAT can support a separate address pool for overlapping networks and
trandlate as appropriate.

Applications that use raw |P addresses as a part of their protocol exchanges are incompatible with
NAT. Typically, these are less common applications that do not use fully qualified domain names.

Multimedia and Quality of Service
The following features have been added to Cisco’s multimedia and quality of service software:

® Resource Reservation Protocol—Resource Reservation Protocol (RSVP) enables applicationsto
dynamically reserve necessary network resources from end-to-end for different classes of
service. An application, which acts as areceiver for atraffic stream, initiates areguest for
reservation of resources (bandwidth) from the network, based on the application’s required
quality of service. Thefirst RSV P-enabled router that receivesthe request informsthe requesting
host whether the requested resources are available or not. The request is forwarded to the next
router, towards the sender of the traffic stream. If the reservations are successful, an end-to-end
pipeline of resources is available for the application to obtain the required quality of service.
RSV P enables applications with real-time traffic needs, such as multimedia applications, to
coexist with bursty applications on the same network. RSV P works with both unicast and
multicast applications.

RSV P requires both a network implementation and a client implementation. Applications need
to be RSV P-enabled to take advantage of RSV P functionality. Currently, Precept provides an
implementation of RSV P for Windows-based PCs. Companies such as Sun and Silicon Graphics
have demonstrated RSV P on their platforms. Several application developers are planning to take
advantage of RSV P in their applications.

® Random Early Detection—Random Early Detection (RED) helps eliminate network congestion
during peak traffic loads. RED uses the characteristics of arobust transport protocol (TCP) to
reduce transmission volume at the source when traffic volume threatens to overload a router’s
buffer resources. RED is designed to relieve congestion on TCP/IP networks.

RED is enabled on a per-interface basis. It “throttles back” lower-priority traffic first, allowing
higher-priority traffic (as designated by an RSV P reservation or the | P precedence value) to
continue unabated.

RED works with RSV P to maintain end-to-end quality of service during peak traffic loads.
Congestion isavoided by selectively dropping traffic during peak load periods. Thisisperformed
in amanner designed to damp out waves of sessions going through TCP slow start.

Existing networks can be upgraded to better handle RSV P and priority traffic. Additionally, RED
can be used in existing networks to manage congestion more effectively on higher-speed links
where fair queuing is expensive.

Exercise caution when enabling RED on interfaces that support multiprotocol traffic (in addition
to TCP/IP), such as IPX or AppleTalk. RED is not designed for use with these protocols and
could have deleterious affects.

Release Notes for the 1600 Series for Cisco IOS Release 11.2P
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New Features in Release 11.2 P for the Cisco 1600 Series Routers

RED isaqueuing technique; it cannot be used on the same interface as other queuing techniques,
such as Standard Queuing, Custom Queuing, Priority Queuing, or Fair Queuing.

®  Generic Traffic Shaping—Generic Traffic Shaping (also called Interface Independent Traffic
Shaping) helps reduce the flow of outbound traffic from arouter interface into a backbone
transport network when congestion is detected in the downstream portions of the backbone
transport network or in a downstream router. Unlike the Traffic Shaping over Frame Relay
features which are specifically designed to work on interfacesto Frame Relay networks, Generic
Traffic Shaping works on interfaces to avariety of Layer 2 data-link technologies (including
Frame Relay, SMDS, Ethernet, etc.)

Topologies that have high-speed links feeding into lower-speed links—such as a central siteto a
remote or branch sites—often experience bottlenecks at the remote end because of the speed
mismatch. Generic Traffic Shaping hel ps eliminate the bottleneck situation by throttling back
traffic volume at the source end.

Routers can be configured to transmit at alower bit rate than the interface bit rate. Service
providers or large enterprises can use the feature to partition, for example, T1 or T3 linksinto
smaller channels to match service ordered by customers.

Generic Traffic Shaping implements a Weighted Fair Queuing (WFQ) on an interface or
subinterface to allow the desired level of traffic flow. The feature consumes router memory and
CPU resources, soit must be used judiciously to regulate critical traffic flowswhile not degrading
overall router performance.

Multiprotocol Routing
The following enhancement has been made to Cisco’s multiprotocol routing:

® Enhanced | GRP Optimizations—With the wide-scal e depl oyment of Enhanced Interior Gateway
Routing Protocol (Enhanced IGRP) inincreasingly large and complex customer networks, Cisco
has been able to continuously monitor and refine Enhanced | GRP operation, integrating several
key optimizations. Optimizations have been made in the allocation of bandwidth, use of
processor and memory resources, and mechanisms for maintaining information about peer
routers, as described bel ow.

— Intelligent Bandwidth Control: In network congestion scenarios, packet loss, especially the
dropping of routing protocol messages, adversely affects convergence time and overall
stability. To prevent this problem, Enhanced | GRP now takesinto consideration the available
bandwidth (at a granularity of per subinterface/virtual circuit if appropriate) when
determining the rate at which it will transmit updates. Interfaces can also be configured to
use a certain (maximum) percentage of the bandwidth, so that even during routing topology
computations, a defined portion of the link capacity remains available for data traffic.

— Improved Processor and Memory Utilization: Enhanced | GRP derivesthe distributed routing
tables from topology databases that are exchanged between peer routers. This CPU
computation has now been made significantly more efficient as has the protocol’s queuing
algorithm, resulting in improved memory utilization. The combination of these factors
further increases Enhanced |GRP's suitability for deployment, particularly on low-end
routers.

— Implicit Protocol Acknowledgments: Enhanced IGRP running within arouter maintains
state and reachability information about other neighboring routers. This mechanism has been
modified so that it no longer requires explicit notifications to be exchanged but rather will
accept any traffic originating from a peer asavalid indication that the router is operational.
This provides greater resilience under extreme load.
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New Features in Release 11.2 P for the Cisco 1600 Series Routers

Switching Features

— |PX Service Advertisement Interleaving: Large IPX environments are typically
characterized by many Service Advertisements, which can saturate lower-speed links at the
expense of routing protocol messages. Enhanced | GRP now employs an interleaving
technigue to ensure that both traffic types receive sufficient bandwidth in large IPX
networks.

These enhancements are particularly applicable in networking environments having many
low-speed links (typically in hub-and-spoke topologies); in Non-Broadcast-Multiple-Access
(NBMA) wide-area networks such as Frame Relay, ATM, or X.25 backbones; and in highly
redundant, dense router-router peering configurations. It should be noted that the basic Enhanced
IGRP routing agorithm that exhibits very fast convergence and guaranteed |oop-free paths has
not changed, so there are no backwards compatibility issues with earlier versions of Cisco |IOS
software.

The following feature has been added to Cisco’s switching software:

Integrated Routing and Bridging—Integrated routing and bridging (IRB) deliversthe
functionality to extend VLANs and Layer 2 bridged domains across the groups of interfaces on
Cisco 10S software-based routers and interconnect them to the routed domains within the same
router.

The ability to route and bridge the same protocol on multiple independent sets of interfaces of
the same Cisco |OS software-based router makes it possible to route between these routed and
the bridged domains within that router. IRB provides a scalable mechanism for integration of
Layer 2 and Layer 3 domains within the same device.

Integrated routing and bridging provides:

— Scalable, efficient integration of Layer 2 and Layer 3 domains: TheIRB functionality allows
you to extend the bridge domains or VLANS across routers while maintaining the ability to
interconnect them to the routed domains through the same router.

— Layer 3 address conservation: You can extend the bridge domains and the VLAN
environments across the routers to conserve the Layer 3 address space and till use the same
router to interconnect the VLANSs and bridged domains to the routed domain.

— Flexible network reconfiguration: Network administrators gain the flexibility of being able
to extend the bridge domain across the router’s interfaces to provide temporary solution for
moves, adds, and changes. This can be useful during migration from abridged environment
to arouted environment, or when making address changes on a scheduled basis.

Note that:

— Currently, IRB supports three protocols: IP, IPX, and AppleTalk, in both fast switching and
process switching modes.

— IRB isnot supported on ciscoBus bus platforms (the AGS+ and Cisco 7000 series).
— IRB issupported for transparent bridging, but not for source-route bridging.
— IRB issupported on all media-type interfaces except X.25 and ISDN bridged interfaces.

— IRB and concurrent routing and bridging (CRB) cannot operate at the same time.
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Desktop Protocols

This section describes the desktop protocol features that are new in theinitial release of Cisco |0S
Release 11.2.

AppleTalk Features
The following feature has been added to Cisco’s AppleTalk software;

® AppleTalk Load Balancing—This feature allows AppleTalk data traffic to be distributed more
evenly across redundant links in a network.

AppleTak load balancing can reduce network costs by allowing more efficient use of network
resources. Network reliability isimproved because the chance that network paths between nodes
will become overloaded is reduced. For convenience, load balancing is provided for networks
using native AppleTalk routing protocols such as Routing Table Maintenance Protocol (RTMP)
and Enhanced IGRP. AppleTalk load balancing operates with process and fast switching.

Novell Features
The following features have been added to Cisco’'s Novell software:

® Digplay SAPby Name—Thisfeature allows network managersto display Service Advertisement
Protocol (SAP) entries that match a particular server name or other specific value. The current
command that displays |PX servers has been extended to allow the use of any regular expression
(including supported specia characters) for matching against the router’s SAP table.

® |PX Access Control List Violation Logging—With this feature, routers can use existing router
logging facilities to log I PX access control list (ACL) violations whenever a packet matches a
particular access-list entry. Thefirst packet to match an entry islogged immediately; updates are
sent at approximately 5-minute intervals.

This feature allows logging of:

— Source and destination addresses

— Source and destination socket numbers

— Protocol (or packet) type (for example, IPX, SPX, or NCP)
— Action taken (permit/deny)

Matching packets and logging-enabled ACL s are sent at the process level. Router logging
facilities use the IP protocol.

® Pain English IPX Access List—Through the use of this feature, the most common protocol and
socket numbers used in IPX extended ACLs can be specified by either name or number instead
of numbers, as required previously.

Protocol types supported include RIP, SAR, NCP, and NetBI1OS. Supported socket typesinclude
Novell Diagnostics Packet Enhanced IGRP, and NL SP.

Plain English IPX AccessListsgreatly reduce the complexity and increase the readability of 1PX
extended access control lists, reducing network management expense by making it easier to build
and analyze the access control mechanisms used in IPX networks.
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Wide-Area Networking Features

This section describes the wide-area networking features that are new in the initial release of
Cisco |IOS Release 11.2:

ISDN/DDR Enhancements
® Dider Profiles—Dialer profiles allow the user to separate the network layer, encapsulation, and
dialer parameters portion of the configuration from that of the interface used to place or receive
cals.

Dialer profile extends the flexibility of current dial-up configurations. For example, on asingle
ISDN PRI or PRI rotary group it is now possibleto allocate separate profilesfor different classes
of user. These profiles may define normal DDR usage or backup usage.

Each dialer profile uses an Interface Descriptor Block (IDB) distinct from the |DB of the physical
interface used to place or receive calls. When acall is established, both IDBs are bound together
so that traffic can flow. As aresult, dialer profiles use more IDBs than normal DDR.

Thisinitial release of diaer profiles does not support Frame Relay, X.25, or LAPB encapsulation
on DDR links or Snapshot Routing capabilities.

Frame Relay Enhancements
The following features have been added to Cisco’'s Frame Relay software:

® Frame Relay SV C Support (DTE)—Currently, accessto Frame Relay networks is through
private leased lines at speeds ranging from 56 kbps to 45 Mbps. Bandwidth within the Frame
Relay network is permanently committed to providing permanent virtua circuits (PVCs)
between the endpoints. Switched virtual circuits (SVCs) allow access through a Frame Relay
network by setting up a path to the destination endpoints only when the need arises. Thisis
similar to X.25 SV Cs, which allow connectionsto be set up and torn down based upon datatraffic
requirements. Although SV Cs entail overhead for setting up and tearing down links, the VC is
only established when data must be transferred, so the number of VVCsis proportional to the
number of actual conversations between sites rather than the number of sites.

Frame Relay SV Cs offer cost savings via usage-based pricing instead of fixed pricing for aPVC
connection, dynamic modification of network topologies with any-to-any connectivity, dynamic
network bandwidth allocation or bandwidth-on-demand for large data transfers such as FTP
traffic, backup for PV C backbones, and conservation of resources in private networks.

To use Frame Relay SVCs, Frame Relay SV C must be supported by the Frame Relay switches
used in the network. Also, aPhysical Local Loop Connection, such asaleased or dedicated line,
must exist between the router (DTE) and the local Frame Relay switch.

® Traffic Shaping over Frame Relay

Note Traffic shaping over Frame Relay isnot available in Release 11.2(1). This feature will be
available in a subsequent maintenance release of Release 11.2. Refer to software defect 1D
CSCdi60734.

TheFrame Relay protocol defines several parametersthat are useful for managing network traffic
congestion. These include Committed Information Rate (CIR), Forward/Backward Explicit
Congestion Notification (FECN/BECN), and Discard Eligibility (DE) bit. Cisco already provides
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support for FECN for DECnet and OSI, BECN for SNA traffic using direct LL C2 encapsulation
via RFC 1490, and DE hit support. The Frame Relay Traffic Shaping feature builds upon this
support by providing the following three capabilities:

Rate Enforcement on a per virtua circuit (VC) basis: A peak rate can be configured to limit
outbound traffic to either the CIR or some other defined val ue such asthe Excess Information
Rate (EIR).

Generalized BECN support on aper VC basis: The router can monitor BECNs and throttle
traffic based upon BECN marked packet feedback from the Frame Relay network.

Priority/Custom/First In, First Out Queuing (PQ/CQ/FIFO) support at the VC level: This
alows for finer granularity in the prioritization and queuing of traffic, providing more
control over thetraffic flow on an individual VVC.

Frame Relay Traffic Shaping:

Eliminates bottlenecks in Frame Relay network topol ogies with high-speed connections at
the central site, and low-speed connections at the branch sites. Rate Enforcement can be used
to limit the rate at which datais sent on the VC at the central site.

Provides a mechanism for sharing media by multiple VCs. Rate Enforcement allows the
transmission speed used by the router to be controlled by criteria other than line speed, such
asthe CIR or EIR. The Rate Enforcement feature can al so be used to pre-all ocate bandwidth
to each VC, creating a Virtual Time Division Multiplexing network.

Dynamically throttles traffic, based on information contained in BECN-tagged packets
received from the network. With BECN based throttling, packets are held in the router’s
buffersto reduce the data flow from the router into the Frame Relay network. The throttling
isdone on aper VC basis and the transmission rate is adjusted based on the number of
BECN-tagged packets received.

Defines queuing at the VC or subinterface level. Custom Queuing with the Per VC Queuing
and Rate Enforcement capabilities enable Frame Relay V Cs to be configured to carry
multiple traffic types (such asIP, SNA and IPX), with bandwidth guaranteed for each traffic

type.

Thethree capabilities of the Traffic Shaping for Frame Relay feature require the router to buffer
packets to control traffic flow and compute data rate tables. Because of this router memory and
CPU utilization, these features must be used judiciously to regulate critical traffic flowswhile not
degrading overall Frame Relay performance.

IBM Functionality

This section describes the IBM network software features and support that are new in the Cisco 10S
Release 11.2(8) P

New Features

The following new IBM software features are available:

® Native Client Interface Architecture (NCIA) Server—The Native Client Interface Architecture
(NCIA) server, introduced by Cisco Systems for access of IBM SNA applications over routed
internetworks, has been enhanced to be more flexible and scalable. The NCIA Client,
implemented in the client workstation, encapsul ates the full SNA stack inside TCP/IP packets.
These packetsare sent tothe NCIA Server implemented in Cisco |OS software. The NCIA Server
de-encapsulates the TCP/IP packet and sends the LL C data to the host processor via RSRB or
DL Sw+.
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The NCIA Server supports SNA and NetBIOS sessions over avariety of LAN and WAN
connections, including dial-up connections. The NCIA architecture supports clients with full
SNA stacks—providing all advanced SNA capahilities, unlike some split-stack solutions.

NCIA Server enhancements provide:

— Simplified client configuration: It is no longer necessary to predefine ring numbers, and the
NCIA Server supports optional dynamic assignment of MAC addresses. Thereisno Logical
Link Control, type 2 (LLC2), at the client. The client is configured as an end station, not a
router peer.

— Scalability: Thelimit is based on the number of LLC connectionsin the central site router
rather than RSRB peer connections.

Notethat each client isafull SNA PU with one or more LUs. As such, each device requires one
LLC connection at the central site router.

® Response Time Reporter—The Response Time Reporter (RTR) feature allows you to monitor
network performance, network resources, and applications by measuring response times and
availability. RTR statistics can be used to perform troubleshooting, problem notifications and
pre-problem analysis. RTR offers enhanced functionality over asimilar IBM product, NetView
Performance Monitor.

RTR enables the following functions to be performed:

— Troubleshoot problems by checking the time delays between devices (such as arouter and a
MV S host) and the time delays on the path from the source device to the destination device
at the protocol level.

— Send SNMP traps and/or SNA Alerts/Resolutions when one of the following has occurred:
auser-configured threshold is exceeded, a connection islost and reestablished, or atimeout
occurs and clears. Thresholds can also be used to trigger additional collection of time delay
statistics.

— Perform pre-problem analysis by scheduling the RTR and collecting the results as history
and accumulated statistics. The statistics can be used to model and predict future network
topologies.

The RTR feature is currently available only with feature sets that include IBM support. A
CiscoWorks Blue network management application will be availableto support the RTR feature.
Both the CiscoWorks Blue network management application and the router use the Cisco Round
Trip Time Monitor (RTTMON) MIB. ThisMIB isaso available with Release 11.2.

Data Link Switching+ (DLSw+) Features and Enhancements
Thefollowing features have been added to Cisco’'s DL Sw+ software. These features had previously
been available with Remote Source-Route Bridging (RSRB). To provide these featuresfor DL Sw+,
the Cisco | OS software uses a component known as Virtual Data Link Control (VDLC) that allows
one software component to use another software component as a data link.

® LAN Network Manager (LNM) over DLSw+—LAN Network Manager (LNM) over DLSw+
allows DL Sw+ to be used in Token Ring networks that are managed via|BM’s LNM software.

With thisfeature, LNM can be used to manage Token Ring LANS, Control Access Units (CAUS),
and Token Ring attached devices over aDL Sw+ network. All management functions continueto
operate as they would in an RSRB network or source-route bridged network.

® Native Service Point (NSP) over DL Sw+—Native Service Point (NSP) over DLSw+ alows
Cisco’s NSP feature to be used in conjunction with DL Sw+ in the same router.

Release Notes for the 1600 Series for Cisco IOS Release 11.2P 17



New Features in Release 11.2 P for the Cisco 1600 Series Routers

With thisfeature, NSP can be configured in remote routers, and DL Sw+ can provide the path for
the remote service point PU to communicate with NetView. This allows full management
visibility of resourcesfrom aNetView 390 console, while concurrently offering the value-added
features of DLSw+ in an SNA network.

® Down Stream Physical Unit (DSPU) over DL Sw+—Down Stream Physical Unit (DSPU) over
DL Sw+ alows Cisco’'s DSPU feature to operate in conjunction with DL Sw+ in the same router.
DL Sw+ can be used either upstream (towards the mainframe) or downstream (away from the
mainframe) of DSPU.

DSPU concentration consolidates the appearance of up to 255 physical unitsinto asingle PU
appearance to VTAM, minimizing memory and cyclesin central site resources (VTAM, NCP,
and routers) and speeding network startup. Used in conjunction with DL Sw+, network
availability and scalability can be maximized.

Security Features

This section describes the security features that are new in the initial release of Cisco 10S
Release 11.2.

New Features

®  Router Authentication and Network-Layer Encryption—This feature provides a mechanism for
secure data transmission. It consists of two components:

— Router Authentication: Prior to passing encrypted traffic, two routers perform a one-time,
two-way authentication by exchanging Digital Signature Standard (DSS) public keys. The
hash signatures of these keys are compared to authenticate the routers.

— Network-Layer Encryption: For |P payload encryption, the routers use Diffie-Hellman key
exchange to securely generate a DES 40- or 56-bit session key. New session keys are
generated on aconfigurable basis. Encryption policy isset by crypto-mapsthat use extended
IP Access Lists to define which network, subnet, host, or protocol pairs are to be encrypted
between routers.

This feature can be used to build multiprotocol Virtual Private Networks (VPNS), using
encrypted Generic Routing Encapsulation (GRE) tunnels. It can also be used to deploy secure
telecommuting services, Intranet privacy, and virtual collaborative or community-of-interest
networks.

All components of this feature are subject to International Traffic in Arms Regulations (ITAR)
export restrictions. Encryption is currently 1P only, though it does support multiprotocol GRE
tunnels. Thisfeature is most appropriately deployed in arelatively small number of routers, with
alogically flat or star-shaped encryption topology. L oad-sharing of the encryption/decryption
function is not supported. Without a Certification Authority (CA), the one-time authentication
effort increases exponentially with the number of routers. Router authentication requires the
network administrator to compare the hashes produced by the routers. Thisversion of encryption
isnot IPSEC compliant.
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TACACS+ Enhancements
The following features have been added to Cisco’'s TACACS+ software:
® TACACS+ Single Connection—Single Connection is an enhancement to the network access
server that increases the number of transactions per second supported. Prior to this enhancement,
separate TCP connections would be opened and closed for each of the TACACS+ services:

authentication, authorization, and accounting. This became a bottleneck for improving
throughput on authentication services for large networks.

Single Connection is an optimization whereby the network access server maintainsasingle TCP
connection to one or more TACACS+ daemons. The connection is maintained in an open state
for aslong as possible, instead of being opened and closed each time asession is negotiated. It is
expected that Single Connection will yield performance improvements on asuitably constructed
daemon.

Currently, only the CiscoSecure daemon V 1.0.1 supports Single Connection. The network access
server must be explicitly configured to support a Single Connection daemon. Configuring Single
Connection for adaemon that does not support this feature will generate errors when TACACS+
is used.

® TACACS+ SENDAUTH Function—SENDAUTH isa TACACS+ protocol change to increase
security. SENDAUTH supersedes SENDPASS. SENDAUTH and SENDPASS are documented
in Version 1.63 of the TACACS+ protocol specification, which is available from CCO or via
anonymous FTP from ftp-eng.cisco.com.

The network access server can support both SENDAUTH and SENDPASS simultaneously. It
detects if the daemon is able to support SENDAUTH and, if not, will use SENDPASS instead.
Thisnegotiationisvirtualy transparent to the user, with the exception that the down-rev daemon
may log the initial SENDAUTH packet as unrecognized.

SENDAUTH functionality requires support from the daemon, as well as the network access
server.

Network Management

This section describes the network management features that are new in the initial release of
Cisco IOS Release 11.2.

MIBs Supported
The following MIB support has been added:

¢ AToM MIB Support
® RTTMON Support
Seethe “New Features’ subsection in the“IBM Functionality” section for details.
® Cisco IP Encryption MIB
® Cisco Modem Management MIB
® Cisco SYSLOG MIB
® Cisco TN3270 Server MIB
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Cisco I0S Feature Sets for Cisco 1600 Series Routers

This section lists Cisco |0S software feature sets available in Cisco |OS Release 11.2 P.
These features are available in specific features sets on specific platforms.

Table 1 and Table 2 use these feature set matrix symbols to identify features:

Feature Set
Matrix Symbol Description

Basic Thisfeature is offered in the basic feature set.

— Thisfeature is not offered in the feature set.

Plus Thisfeatureis offered in the Plus feature set, not in the
basic feature set.
Encrypt Thisfeature is offered in the encryption feature sets,

which consist of 40-bit (Plus 40) or 56-bit (Plus 56)
data encryption feature sets.

Cisco 10S images with 40-bit Data Encryption Standard (DES) support may legally be distributed
to any party eligibleto receive Cisco |0S software. The 40-bit DESisnot acryptographically strong
solution and should not be used to protect sensitive data.

Cisco 10S images with 56-bit DES are subject to International Trafficin Arms Regulations (ITAR)
controls and have alimited distribution. Images to be installed outside the U.S. require an export
license. Customer orders may be denied or subject to delay because of United States government
regulations. Contact your sales representative or distributor for more information, or send e-mail to
export@cisco.com.

Table 1 and table 2 list the standard feature sets supported in Release 11.2 P.

Table 1 Feature Set Matrix for Cisco 1600 Series Routers

Standard Feature Sets Options

1P Basic, Plus, Encrypt
IP/IPX Basic, Plus, Encrypt
IP/AppleTalk Basic, Plus, Encrypt
IP/IPX/AppleTak Basic, Plus, Encrypt
IP/IPX/1IBM Basic, Plus, Encrypt
Firewall' Basic
IP/Firewallt Basic
IP/IPX/Firewall Plust Plus
IP/IPX/AT/IBM/Firewall Plus 56T Encrypt

1. Available only in Release 11.2(11)P and later rel eases.
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Feature Set Tables

The Cisco 10S software is availablein different feature sets depending on the platform. Table 2 lists
the feature sets for the Cisco 1600 series routers.

Table 2 Cisco 1600 Series Routers Feature Sets

Feature Sets

Features Contained in P/ IP/IPX/ IP/IPX/

Feature Sets IP IP/IPX AppleTalk AppleTalk IBM Firewallt

LAN Support —
AppleTalk 1 and 22 — — Basic Basic — —
Integrated routing and bridging (IRB)3 Basic Basic Basic Basic Basic —
IP Basic Basic Basic Basic Basic —
Novell IPX* — Basic — Basic Basic —
Transparent bridging Basic Basic Basic Basic Basic —

WAN Services —

Asynchronous Basic Basic Basic Basic Basic —
Frame Relay Basic Basic Basic Basic Basic —
Frame Relay SV C support (DTE) Plus Plus Plus Plus Plus —
Frame Relay traffic shaping Basic Basic Basic Basic Basic —
HDLC Basic Basic Basic Basic Basic —
ISDN ® Basic Basic Basic Basic Basic —
PPP° Basic Basic Basic Basic Basic —
SMDS Basic Basic Basic Basic Basic —
Switched 56 Basic Basic Basic Basic Basic —
X.25 Basic Basic Basic Basic Basic —
SLIP asynchronous only Basic Basic Basic Basic Basic —

WAN Optimization —

Bandwidth-on-demand’ Basic Basic Basic Basic Basic —
Custom and priority queuing Basic Basic Basic Basic Basic —
Dial backup Basic Basic Basic Basic Basic —
Dial-on-demand Basic Basic Basic Basic Basic —
Header, link, and payload compression Basic Basic Basic Basic Basic —
Header and link compression Basic Basic Basic Basic Basic —
Snapshot routing Basic Basic Basic Basic Basic —
Weighted fair queuing Basic Basic Basic Basic Basic —
IPX and SPX spoofing — Basic — Basic Basic —
IP Routing —
AppleTak SMRP Multicast — — Plus Plus — —
Enhanced IGRP Basic Basic Basic Basic Basic —
IGRP Basic Basic Basic Basic Basic —
IP Multicast (PIM) Plus Plus Plus Plus Plus —
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Table2  Cisco 1600 Series Routers Feature Sets (Continued)

Feature Sets

Features Contained in P/ IP/IPX/ IP/IPX/

Feature Sets IP IP/IPX AppleTalk AppleTalk IBM Firewall®
Network Address Translation (NAT) Plus Plus Plus Plus Plus —
On Demand Routing (ODR) Basic Basic Basic Basic Basic —
OSPF Plus Plus Plus Plus Plus —
OSPF On Demand Circuit (RFC 1793) Plus Plus Plus Plus Plus —
PIM Plus Plus Plus Plus Plus —
RIP Basic Basic Basic Basic Basic —
RIP Version 2 Basic Basic Basic Basic Basic —

Other Routing —

IPX RIP — Basic — Basic Basic —
RTMP — — Basic Basic — —
NLSP — Plus — Plus Plus —

Multimedia and Quality of Service —
Generic traffic shaping Plus Plus Plus Plus Plus —
Random Early Detection (RED) Plus Plus Plus Plus Plus —
Resource Reservation Protocol (RSVP) Plus Plus Plus Plus Plus —

Management —
SNMP Basic Basic Basic Basic Basic —
Telnet Basic Basic Basic Basic Basic —
Console port Basic Basic Basic Basic Basic —
Networking Timing Protocol (NTP) Plus Plus Plus Plus Plus —
Simple Networking Timing Protocol Basic Basic Basic Basic Basic —

(SNTP)

Security —
Accesslists Basic Basic Basic Basic Basic —
Cisco |0S Firewall: — — — — — Encrypt

Context-Based Access Control
Extended access lists Basic Basic Basic Basic Basic —
TACACS Plus Basic Basic Basic Basic Basic —
RADIUS Plus Plus Plus Plus Plus —
GRE tunneling Basic Basic Basic Basic Basic —
Lock and key Basic Basic Basic Basic Basic —
Network layer encryption, 40-bit (Plus Encrypt Encrypt Encrypt Encrypt Encrypt —
40) and 56-bit (Plus 56)
Virtual Private Dialup Network Plus Plus Plus Plus Plus —

1. IncludesFirewall, IP/Firewall, IP/IPX/Firewall Plus, and IP/IPX/AT/IBM/Firewall Plus56 feature sets. Available only in Cisco |OS Release 11.2(11)P
and later releases.
2. AppleTalk load balancing is available in Cisco 10S Release 11.2.
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3. IRB supports|P, IPX, and AppleTalk; it is supported for transparent bridging, but not for SRB; it is supported on all media-type interfaces except X.25
and ISDN bridged interfaces; and IRB and concurrent routing and bridging (CRB) cannot operate at the same time.

4. In Cisco |10S Release 11.2, the Novell IPX feature includes Display SAP by Name, IPX Access Control List violation logging, and plain-English IPX
access lists.

5. I1SDN support includes calling line identification (CLI/ANI), ISDN subaddressing, and applicable WAN optimization features.

6. PPPincludes support for LAN protocols supported by the feature set, address negotiation, PAP and CHAP authentication, and PPP compression.
Multilink PPP isincluded with Cisco |0S Release 11.0(4) and later releases.

7. Bandwidth-on-demand means two B-channel callsto the same destination.

Upgrading to a New Software Release

If you are upgrading to Cisco |10S Release 11.2 from an earlier Cisco |OS software release, you
should save your current configuration file before configuring your access server with the Cisco 10S
Release 11.2 software. An unrecoverable error could occur during download or configuration.

Cisco I0S Upgrade Procedure

For instructions on downloading a current Cisco |OS release from the CCO Trivia File Transfer Protocol
(TFTP) server, go to the following URL. This URL is subject to change without notice.

http://www.cisco.com/kobayashi/sw-center

The Software Center window is displayed.

Stepl  Click Cisco | OS Software. The Cisco 10S Software window is displayed.

Step2  Click Cisco 10S 11.2. The Cisco 11.2 Software Upgrade Planner window is displayed.

Step3  Click Download Cisco 10S 11.2 Software. The Software Checklist window is
displayed.

Step4  Select the appropriate information in each section of the Software Checklist window.
® Hardware
® Release
® Software and hardware release

Step5  Click Execute. The software release is downloaded to your desktop computer.

Step6  Transfer the software release to alocal TFTP server on your network, using a terminal
emulation application, such as TCP Connect.

Step7  Logonto your router. Copy the software release from your TFTP server to your router,
using the copy tftp command.
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Memory Requirements

Table 3 describes the memory requirements for the Cisco 1600 series platform’s feature set
supported by Cisco |IOS Release 11.2 P.

Table 3  Cisco 1600 Series—Memory Requirements

Required Memory for Required Memory for
Cisco 1601—1604 Cisco 1605-R
Cisco 10S Rel 11.2(10) P (Run From Flash) (Run From RAM)
Feature Set Flash? DRAM Flash? DRAM
IP Only 4MB? 2MB2 2 MB? 8 MB?
IPPlus 6 MB 4MB 4MB 8 MB
IP Plus 40 6 MB 4MB 4MB 8MB
IP Plus 56 6 MB 4MB 4MB 8MB
IP/IPX 4MB 2MB 2MB 8 MB
IP/IIPX Plus 6 MB 4MB 4MB 8 MB
IP/IPX Plus 40 6 MB 4MB 4MB 10MB
IP/IPX Plus 56 6 MB 4MB 4MB 10MB
IP/Appletalk 4MB 2MB 2MB 8MB
IP/Appletalk Plus 6 MB 4MB 4MB 8MB
IP/Appletalk Plus 40 6 MB 4MB 4MB 10MB
IP/Appletalk Plus 56 6 MB 4MB 4MB 10 MB
IP/IPX/Appletalk 6 MB 4MB 4MB 8 MB
IP/IPX/Appletalk Plus 6 MB 4MB 4MB 10MB
IP/IPX/Appletalk Plus 40 6 MB 4MB 4MB 10 MB
IP/IPX/Appletalk Plus 56 6 MB 4MB 4MB 10MB
IP/IPX/IBM 6 MB 4MB 4MB 10MB
IP/IPX IBM Plus 8 MB 4MB 4MB 12 MB
IP/IPX IBM Plus 40 8 MB 4MB 4MB 12 MB
IP/IPX IBM Plus 56 8MB 4MB 4MB 12 MB

1. When asystem is running from Flash memory, you cannot update the system whileit is running. Y ou must use
the Flash load helper.
2. Thisisthe default memory size.
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Caveats for Release 11.2(1) Through 11.2(11) P

This section describes possibly unexpected behavior by Release 11.2(11) P. Unless otherwise noted,
these caveats apply to Release 11.2 up to and including 11.2(11) P. The caveats listed here describe
only the serious problems. For the complete list of caveats against Release 11.2, use the
Documentation CD-ROM or access CCO as described in the section “ Cisco Connection Online”
later in this document.

Access Server

® Under rare circumstances, a Cisco AS5200 may crash after displaying either a
“0%SY S-2-BLOCK” or “%SY S-2-BLOCKHUNG" message. [CSCd]30206]

® Under unknown circumstances, an AS5200 PRI D channel may get stuck in the state
“TEl_ASSIGNED” rather than “MULTIPLE FRAME ESTABLISHED” which isthe normal
operating condition. This state is shown by the show isdn status command.

The workaround at thistimeisto reload the router. 1ssuing the shut and no shut commands on
the affected interface does not help. [CSCd]j41613]

® Running Cirrus’ microcode version less than Ox1F will cause high CPU utilization on the Cisco
AS5200, which can cause existing calls to drop. [CSCdj68729]

AppleTalk

® The system may unexpectedly stop sending AARP request packets. Turning on AARP gleaning
may help aleviate the problem. [CSCdi41414]

® When using the ARAP client 2.1, the user is not able to dia in to an AS5200 with Cisco 10S
Release 11.1 if the AS5200 has autosel ect configured.

To work around this problem, do one of the following:

- Remove autoselect and use ARAP dedicated.

- Usethe ARAP 2.0.1 client.

- Turn on MNP10 on the ARAP 2.1 client.

- Modify the client CCL script to extend the pause to 3 seconds before exiting. [CSCdj09817]

® The Catalyst 5000 RSM with only 16 MB of RAM may experience asystem reload at
initialization if running the -jsv image. The workaround is to add more memory. [ CSCdj63501]

Basic System Services

® OnRSPinterfaces, optimum switching is supposed to be the default. However, depending on the
link order of the image, it can default to off. [CSCdi54567]

® |f you seethe message “ %0RSP-3-RESTART: interface Serial x/y, output stuck” on an RSP-based
platform, you might have problems with the output interfaces. This problem can occur when
bursty traffic is optimum-switched to an output interface on which either fair queue or
transmit-buffers backing-storeis enabled. A possible workaround is to disable optimum
switching. [CSCdi56782]

®  Therouter might reload when trying to process the show accounting command. [CSCdi69364]

® |n certain cases, the number of packets shown in the IP flow cache packet size distribution does
not match the number shown in the cache statistics. [CSCdi71766]
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® The show stacks command fails to report the correct version of code running at the time of the
last reload. This problem occurs when the Flash version of the Cisco |OS software does not
match the running version of code. [CSCdi74380]

® Adding an RSRB peer with direct encapsulation on a Cisco 7000 router configured with CSNA
causes a“ %RSP-3-RESTART: cbus complex restart” message and takes down the CIP interface.
[CSCdi82836]

®  Fast switching and optimum switching counters should be broken out separately in the output of
the show interface switching command. [CSCdi87008]

® Enabling custom queuing on a Cisco 7200 router may result in an excessiveincreasein CPU use.
[CSCdj05099]

® A timing window within ccp_up could cause the router to crash if a packet gets sent to the
hardware or distributed compressor while CCP is coming up. [CSCdj12504]

® Under heavy interrupt load, driver instrumentation gets hit repeatedly while processes are
accessing the instrumentation variables (for example, last output time). This causes a number of
problems, including stuck output and incorrect user displays. There is no known workaround.
[CSCdj15583]

® A router configured with theip identd and with aaa authentication login default tacacs+
enable commands reloads itself under these conditions:

- Therouter isresolving host names via an external DNS server.

- The TACACS server is down.

- The user gains access to the router viathe backup “enable” method.
- The user attempts to Telnet from the router to a host on the network.
After the Telnet isinitiated, the router immediately reloads.

The workaround for this problem isto not configure the ip identd command or to disable the
identd process with the global command no ip identd (which is the default). [CSCdj19961]

® A recovery mechanism for misaligned 64-bit accesses has been added. This new functionality is
similar to the current misaligned handler for shorter misaligned accesses. [CSCdj20738]

®  Currently, Cisco 7200 series routers do not produce a core dump for the I/0O memory regionin
any Cisco |0Srelease. Sometimesit is hecessary to get thisinformation if memory corruptionis
suspected. [CSCdj25189]

® OnaCisco RSP7000 or 7500, optimum switching appears to negatively interfere with Frame
Relay switching. An P route cacheiscreated and connectivity between sitesislost. The behavior
appears to be sporadic. [CSCdj26122]

® Thetacacs-server directed-request restricted command applies only to authentication, not to
accounting or authorization. Therefore, there is no way to restrict a user’s authorization or
accounting to a given set of servers, which can lead to inconsistencies. For example,
authentication for a directed user can be attempted only on the restricted servers, whereas
authorization or accounting can be attempted on nonrestricted serversaswell. Thisinconsistency
can cause authentication to pass while authorization fails for a given user. [CSCdj37496]

® Inrarecases, an error may occur in Cisco routers. It may be seen as an error message describing
an inconsistent state in allocating or deall ocating blocks of memory.

An error wasintroduced by CSCdj42505 in Release 11.2 P and CSCdj22736 in Release 11.1CC.
It does not exist in other |OS releases. [CSCd|44667]
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® A Cisco router reloads with abus error after adding three to four segments on a Cisco 7206
running Release 11.2(8)P. [CSCdj57506]

® An SNMP trap process can cause high CPU utilization. The workaround isto remove SNMP.
[CSCdj63629]

® Thepatch added in CSCdi37706 and incorporated into Cisco IOSReleases 11.2(8.1), 11.2(8.1)P,
11.3(0.2) and 11.2(8.1)BC was intended to correct a cosmetic problem with command
authorization.

Instead it exposed a bug in older implementations of the developers kit TACACS+ daemon
(freeware) and will cause certain command authorizations to fail.

All freeware daemon versions prior to version 3.0.13 are subject to this problem including the
ACE Safeword Security Server daemon. CiscoSecure daemons are not affected. [CSCdj66657]

® When auser diasinto an AS5200/A S5300 using ISDN, the cpmA ctiveUserI D object in the
CISCO-POP-MGMT.mib is not updated and is |eft blank. [CSCdj66942]

® ARAP(ARA 2.1 & 3.0 client) with single line password using TACACS+ does not work.

To use the single line option, specify username* password in the username field and the word
“arap” (lower case) in the password field.

The ARA 2.1 client returns the error “ The connection attempt has failed. The server you called
isnot avalid Remote Access.”

The ARA 3.0 client returns the error “ User authentication failed. Check your user name and
password and try again.” [CSCd]68015]

EXEC and Configuration Parser

® Whentheencapsulation ischanged on an interface from onethat supportsweighted fair queueing
to one that does not, and the change is made from the console or auxiliary port, there may be an
8-Kb memory loss each time the encapsulation is changed. To identify this problem, examinethe
output of the show memory allocating-process command, which shows that the number of
memory blocks allocated by the EXEC increases each time you change the encapsul ation. If you
do not change the encapsulation on an interface often, this problem should not have a significant
impact on system performance. [ CSCdi89723]

® |f theline speed on an AS5300 is configured for tty linesthat span a Microcom modem followed
by a Moca modem, the output of the show running-config and copy running-config
startup-config commandsis wrong for the speed commands on those lines. [CSCdj41555]

IBM Connectivity

® Low-end platforms cache invalid RIF entries when using any form of the multiring command.
This problem can a'so be seen in the DL Sw reachability cache and with possible loops with
LNM. [CSCdi50344]

® RSRB does not declare the peer dead until the keepalive times out. In order for RSRB to detect
the dead peer so that the ring list can be cleaned up properly, set the keepalive value as small as
possible. [CSCdi50513]

® Removing a DL Sw configuration by configuring no dlsw local-peer and adding the DL Sw
configuration back can cause a memory leak in the middle buffer. [CSCdi51479]
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® |n some mixed-vendor bridge environments, Automatic Spanning Tree (AST) may not become
active if the Cisco platform is the root bridge. The message-age-increment option is now
available as part of the sour ce-bridge spanning command to assist with the message-age count
manipulation. This hidden command may be needed when the existing MAXAGE valueis
insufficient for network diameter and the maximum age is not configurable by the vendor
bridges. [CSCdi53651]

® TheLAN Network Manager (LNM) failsto link to the router’s source bridge after the Token
Ring interface is shut down on the remote router. The show Inm bridge command continues to
display “Active Link” to the LNM. This problem does not occur when bridges are linked locally
to the LNM. The workaround is to remove the sour ce-bridge command from the Token Ring
interface and configure it back in. [CSCdi53954]

® When therouter is configured to use the DSPU feature, it may crash during deactivation of
multiple downstream physical units (PUs). [CSCdi54114]

® A router may crash when DSPU debugging is enabled on a Cisco 4500 or Cisco 7500 router.
[CSCdi54277]

® The BADLINESTATE message indicates that a frame was received while the router was
transmitting. This points to a misconfiguration somewhere in the system as the bisync protocol
is supposed to ensure half-duplex operation.

— |If the connecting deviceis configured FULL-DUPLEX or CONSTANT RTS, configure the
interface bsc fdx.

— The poll-timeout of the connecting HOST may be too short. To recover, issue the shut
command on the interface. [CSCdi54541]

® Some NetBIOS applications that require a Ul frame in response to Add Name Query cannot
connect using a DL Sw peer on demand if the NetBIOS circuit istheinitial circuit that triggers
the peer-on-demand to connect. [CSCdi54796]

® A sniffer trace shows duplicate ring numbers in the RIF when proxy explorers arein use. New
SNA sessions fail to connect to the FEP. The workaround is to issue the clear rif command.
[CSCdi55032]

® Jtisnot possibleto configure more than one DL Sw remote peer using direct encapsulation for
the same Frame Relay interface. The following error message is produced when the second peer
is defined:

$Must remove the remote-peer to change the 1f

The workaround is to use TCP encapsulation. [ CSCdi55075]

® Thedlswremote-peer frame-relay interface serial command does not work on a point-to-point
subinterface. The workaround is to use multipoint and to do LL C mapping. [CSCdi55085]

® A connectiontoaDLU (DSPU or APPN) across RSRB may fail if the remote SAP addressisnot
enabled at the destination router. The workaround is to enable the remote SAP address.
[CSCdi56660]

® DLSw FST encapsulation does not work over WAN, Token Ring, or FDDI interfaces.
[CSCdi57207]

® AnAPPN router may unbind an LU6.2 session after receiving an unsolicited |PM with anonzero
next-window size. [CSCdi57730]
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A FRAS BNN-to-SDLC link does not restart when a Frame Relay interface is power-cycled.
After the CSU is powered off, the “fras backup rsrb” kicks to put the SDLLC traffic acrossthe
RSRB peers. When the CSU is powered back on and the Frame Relay DL CI comes back up, the
FRAS BNN connection to the SDL C nodes does not reactivate, athough connections to Token
Ring nodes do restart. [CSCdi61156]

When an AS400 is configured as a network management focal point, it will initiate the MDS
transaction program. The router does not handle it properly and corrupts memory.

The workaround is to turn off the focal point feature in the AS400. See the network attribute
configuration panel in the AS/400. [CSCdi67820]

A bus error occurred at PCOx169a46. The stack trace indicates a problem in the LNX process.
This problem occurs on X.25. [CSCdi73516]

When the fast source-route trandational bridging feature is configured, packets are corrupted.
The workaround is to issue the no sour ce-bridge fastswitch ring-group fastswitch command,
which disables the fast source-route translational bridging feature. [CSCdi87612]

A Cisco 7204 router running Cisco |OS Release 11.2(4) and the rsr-bridging feature is
intermittently reloaded by itself with asoftware-forced crash resulting from memory corruption.
[CSCdj13017]

A router configured for DL Sw has a buffer leak in the middle and big buffers. Eventually, the
router runs out of I/O memory.

The problem isrelated to the way DL Sw backup peers are configured. This problem occurs only
if the local router is configured with backup peer commands and the remote router also hasa
configured peer and is not promiscuous.

The workaround is to remove the DL Sw backup peer configuration. [CSCdj21664]
The backup is not invoked until the interface transitions to the down state. [ CSCd]j22613]

When testing FRAS BAN for SDLC attached PU 2.1 and PU 2.0 and using RSRB backup over
PSTN, the PUsfailed to connect after the Frame Relay interface was brought back up after alink
failure.

The output of the show fras command showed |s-reset backup enabled. In order to reconnect the
PUs, the fras backup rsrb statement must be removed or the serial interfaces configuration
deleted and then readded. [CSCd; 39306]

When using APPN ISR over an RSRB port over FDDI, a Cisco 7200 series router may start
sending frames with the non-bitswapped address of the target device.

To work around this problem, configure a MAC address on the target device that is always the
same whether it is canonical or non-canonical (for example, 4242.6666.fff). [ CSCd]j48606]

An APPN router may fail the ACT_ROUTE if using parallel transmission groups (TGs). This
problem may occur when an APPN router has two parallel links defined with the adjacent node.
If the adjacent node activated alink to the network node (NN) requesting a TG number that had
previously been used for a different defined link activation, the NN may fail the
ACTIVATE_ROUTE. The APPN router sometimes tries to incorrectly activate the route using
the other inactive link that has the same TG number. [CSCdj49814]

Under certain circumstances, APPN may crash with the following stack trace.

> System was restarted by bus error at PC 0x6C75DC[_Mfree (0x6c75b6)+0x26], address
OxFFFFFFF8 [ etext (0x73ab50) +0xff8c54a8]

> Image text-base: 0x00012000[_ start(0x12000)+0x0], data-base:

0x0073AB50[_ etext (0x73ab50) +0x0]

> FP: 0x872C74 [ etext (0x73ab50)+0x138124], RA:

0x6588BC[_session failure clean_ up(0x658502)+0x3ba]

Release Notes for the 1600 Series for Cisco IOS Release 11.2P 29



Caveats for Release 11.2(1) Through 11.2(11) P

> FP: 0x872EB8[_etext (0x73ab50)+0x138368], RA:
0x65C6E6 [_process_cp status_sig(0x65c2da)+0x40c]
> FP: 0x8730F0[_etext (0x73ab50)+0x1385a0], RA:
0x64D820 [_xxxmss00 (0x64d64e) +0x1d2]

> FP: 0x873210[_ etext (0x73ab50)+0x1386c0], RA:
0xB720C[_process_hari_kari (0xb720c) +0x0]

[CSCdj51051]

®  Frames may get corrupted while moving from an Ethernet segment to a FRAS-BAN interface.
Thisis because of aproblem in transparent bridging with Frame Relay. This caveat is the same
as CSCdj47881. [CSCdj58692]

® A Cisco 2500 series router can crash when configuring the x25 map gllc ntn command in a
DSPU PU over X25 configuration. Thereis no known workaround. [CSCd]j61675]

® When source-route trandational bridging is used, LLC sessions initiated from the transparent
domain results in the source route's largest frame being incorrectly set to 4472 bytes instead of
1500 bytes. Theresult isthat SNA and NetBIOS sessions may fail if the source-route station
sends a frame with a payload that exceeds the maximum allowable size of 1500 bytes for
Ethernet media

The problem typically occurs when NetBIOS is utilized to allow workstations to communicate
between Ethernet and Token Ring. It also occurs when SNA is used.

The workaround is to disable fast-switching by using the no source-bridge transparent
fastswitch command or configuring the end stations to use frames with a payload of lessthan or
equal to 1500 bytes. [CSCd]j62385]

® The APPN router may have an excessive amount of processor memory allocated to APPN after
experiencing several spikesin APPN processing. The APPN memory manager was optimized to
release groups of unused pools back to the operating system. [ CSCd]j62502]

® A Cisco 4500 router running Release 11.2(9.1) crashed when configured for bisync (BSC)
[CSCdj65763]

® Therouter may send aFRMR when therole is primary. The default behavior is changed so that
it can only send FRMR as asecondary. If this presents aproblem, use the frmr-disable interface
configuration option to prevent a FRMR from being sent as a primary or secondary.
[CSCdj66967]

® Any DLUR ingtallationwith over 800 to 1000 downstream PUs may experience areload with the
following backtrace:

[abort (0x601f2c3c) +0x8]

[crashdump (0x601£0b20) +0x94]
[process_handle watchdog (0x601c2£08) +0xb4]
[signal receive (0x601b7d58) +0xa8]

[process_ forced here (0x60169424) +0x68]
[locate_node_index (0x607dbcc0) +0x64]
[etext (0x60849e00) +0xcbee04]

[CSCdj67966]
® DSPU over RSRB with FST encapsulation rel oadswith abus error similar to thefollowing, when
an upstream or downstream connection isinitializing:

System was restarted by bus error at PC 0xCC6B8, address 0xFC4AFC82 4000 Software
(C4000-JS-M), Version 11.2(10.3), MAINTENANCE INTERIM SOFTWARE Compiled Mon
01-Dec-97 19:45 by ckralik (current version) Image text-base: 0x00012000,
data-base: 0x0076AE64

The workaround is to use TCP encapsulation for RSRB or to switch to DL Sw. [CSCd]68261]
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Interfaces and Bridging

The serial interface on a Cisco 2500 series router enters alooped state if it is configured as a
backup DTE interface and if the cable is disconnected and reconnected a few times. To fix the
problem, enter the clear interface command. [CSCdi32528]

Running SRB over FDDI on Cisco 4000 series routers may not perform as well as expected.
However, this behavior should not seriously impact network functionality. [ CSCdi69101]

On an RSP router, the “%CBUS-3-CTRUCHECK” error message is displayed and the Token
Ring interface resets. To correct this problem, upgrade to RSP TRIP Microcode Version 20.1.
[CSCdi74639]

The FDDI interface driver can interact poorly with OSPF during OIR, causing SPF
recalculations. This occurs only when OSPF is running on a FDDI interface that is not being
inserted or removed. Thisfix eliminates the spurious indication from the driver that the SPF
recal culation needs to take place. [CSCdi81407]

Running high traffic on a Cisco 3620 that isrunning Cisco IOSRelease 11.1 AA imageson atwo
Ethernet in/two Ethernet out testbed shows that the sustained performance for fast-switching
drops dramatically at near-line rate. The problem disappears once traffic is reduced. This
problem does not occur with Release 11.2 P images. [CSCdi83922]

OIR removal of aFIP from one slot into another will cause the FDDI to permanently remain in
DOWN/DOWN. A reload is needed to get it up. OIR removal and putting it back into the same
sot works fine. [CSCdi87221]

A TRIP interface configured for transparent bridging but not configured for source-route
bridging may silently drop some incoming frames. Specifically, if the interface receives aframe
with alength less than 120 bytes and the RI1 bit is set (indicating a source-route bridging frame)
it may drop the next frame received. This can cause the interface’s keepalive processing to fail
and can lead to sporadic resets on the interface. [CSCdi88756]

A Cisco 7500 series router might resign its active HSRP status when configured on an FEIP, if
no other router is on the segment. The workaround isto turn off HSRP. [CSCdi93012]

The error “%CBUS-3-CTRUCHECK: Unit 0, Microcode Check Error” occurs on Token Ring
interfaces, causing the interface to reset. [ CSCdj08654]

The POS interface specific configuration commands pos specify-s1s0 and pos specify-c2 do not
work correctly. [CSCdj09646]

A Cisco AS5200 crashes with a bus error if it is powered on without any modem modules
plugged into it. [CSCdj20225]

Under certain circumstances, rebooting a Cisco 2524 may cause the router to pause indefinitely
with aT1 connected to a Fractional T1 module. The workaround isto unplug the T1 prior to the
reload. [CSCdj22485]

The V.110 modulesin an AS5200 fails the first time the autoselect ppp command is used after
power up or when the modem hold-reset command is used on all 12 ports simultaneously.

A workaround for this problem isto execute the clear line command on all V.110 lines after the
following events:

— Power upinitialization.
— Using the modem hold-reset command on all 12 ports.

[CSCdj23972]
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® Setting encapsulation fddi without bridging enabled on aVIP2/FDDI and FIP in RSP causesthe
interface to bridge transparently. The encapsulation fddi command should only be used with
bridging enabled. As aworkaround, use the no bridge-group 1 command to disable bridging.
[CSCdj24479]

® Thepos specify-s1s0 and pos specify-c2 POS-interface-specific configuration commands do not
work correctly. [CSCdj25166]

® WhenaToken Ringinterfaceisconfigured withasmall MTU size, it could crashwhenit receives
aframe larger than the MTU size. [CSCdj27678]

® Therouter does not respond to ARPs correctly when bridging IP on achannelized T1 interface.
Therefore, Telnets to and from the router will fail. [CSCdj31285]

® A Cisco 2520 low-speed port may sometimesignore group polls. Thisproblem occurson average
once per minute and appears to occur only when the router is configured for half duplex and is
using aDTE cable.

This problem has minimal impact on the performance of the multidrop line because a FEP
usually resortsto individual polling. [CSCdj33392]

® 1OS does not correctly return values for Token Ring soft error counters via SNMP. This may
cause some SNM P management applications that query the Token Ring MIB to report errors.
[CSCdj35713]

® Datacorruption hasbeen experienced at high bidirectional traffic rates. Corruption can also occur
at high bidirectional traffic rates (when interface is throttling) when issuing the shut command.

Data corruption is possible if you are using Rev2 Mueslix and an release earlier than Release
11.2(9)P. [CSCd)43672]

® An AS5300 system with Microcom and Mica modems can crash if fast ring is disabled. The
problem occurs because the code does not check for aMicrocom or Micacarrier card before
accessing registers on the board. The current code assumes a Microcom card.

Mixed Microcom/Micaconfigurations cannot be supported with thisbug present. A similar crash
with the same stack trace was also seen with only Microcom modems, but thisis much harder to
reproduce. [CSCd]j44456]

® TTY lineson access servers may hang when control characters are sent in dumb terminal mode
(no PPP or SLIP). A show lineshowsthe TTY linein aready state, but no response or prompt is
seen from the access server when the activation character is sent (default isareturn). Doing a
clear line # does alow for the line to recover and respond to the activation character.
[CSCdj46760]

® A “System restarted by bus error at PC 0x4262A A, address OxFFFFFFFC” message may be
received when the frame-relay payload-compression packet-by-packet command is entered
under the subinterface. [CSCd]j49344]

® Onthe Cisco AS5200 platform, agroup of four ports may stop processing PPP packets on the
interface. You can identify this problem by looking for agroup of four contiguous portsthat have
amuch higher volume of calls than the other ports on the AS5200. Currently, the only
workaround isto reload the router. The port modems should be busied out until the router can be
reloaded. [CSCdj51974]

® Inrare cases, a Cisco 7200 series router with a Token Ring port adapter may crash if one of its
Token Ring ports attempts to insert into the ring and fails due to aring error. [CSCdj59796]

® With BVI used to route 802.2, the input queue counters might increment to the limit and then the
BV interface wedges until the router is reset. One possible workaround isto set the values high
enough that the router stays up until it can be reset. [CSCd]j68273]
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® When IRB isenabled, the BVI interface may not overwrite the real incoming interface in the
ARP response, so an incomplete ARP entry isinstalled and “wrong cable” islisted in the debug
arp output. [CSCdj68785]

® The“%LINK-3-TOOBIG: Interface Lex1, Output packet size of= 1520 bytestoo big” error
occurred on a Cisco 4500 router after upgrading to Cisco |OS Release 11.2(9). [CSCdj69018]

® OnacCiscoAS5100, the“%CIRRUS-3-SETCHAN: Serial3: setchan called in CD2430 interrupt
context” error continuously appeared on the console. Userswerestill ableto call into and connect
with the router but performance was significantly impacted. [ CSCd]j69387]

IP Routing Protocols

® A spurious memory access can occur when switching from flow switching to process switching
using the no ip route-cache command and then back to flow switching using theip route-cache
flow command. [CSCdj08350]

® A routing nodeisremoved from the | P cache Radix tree and then the buffer isfreed, but somehow
it can still be traversed from the treetop and cause a crash (access after free). [CSCdj17314]

® A crash occurred because of a memory leak. Output from the show memory command shows
“1P Input” and “Pool Manager” holding onto memory. [CSCdj23080]

® Currently all packets denied by an access list are sent to the process level to generate an ICMP
administratively prohibited message. Some of these packets are dropped because Cisco routers
limit ICMP generation to two packets per second. This behavior resultsin excessive CPU load.
[CSCd]j35407]

® Insomeinstances, a configured BGP router ID is not used after the router reloads. Instead, the
router uses the highest I1P interface address asits router ID, until the clear ip bgp command is
executed.

A workaround isto configure aloopback on the interface whose addressis greater than any other
address on the router. [CSCdj37962]

® If two routing protocols with mutual redistribution cause arouting loop, it is possible that the
loop will remain even after updates have been filtered. The problem usually occurs after aclear
ip route* command isissued after applying thefilters. If the routes are allowed to age out the
normal way, the problem does not occur. If OSPF isrunning, the workaround isto issue the clear
ip ospf redistribution command. [CSCdj38397]

® When attempting to set theipNetToM ediaType value with SNMP, the following error isreturned
and the value is not set:

snmpset: The value given has incorrect type or length.[CEIRﬂ437lq

® Inthe presence of alarge number of subnets, a CPUHOG message similar to the following may
be generated:

$SYS-3-CPUHOG: Task ran for 2608 msec (73/65), Process = BGP scanner, PC = 176388
[CSCdj45966]

® Manual summarization with EIGRP does not work correctly. A summary route does not get
advertised but one or more of the more specific routes do. [CSCdj46525]

® A router is crashing in GRE fast-switching routines without any changes in topology or
configuration. [CSCdj50361]

® RIP might cause a“SY S-3-CPUHOG” message. [CSCdj51693]
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ISO CLNS

LAT

LLC Type 2

Remote routers connected to a Cisco 7513 used as hub Frame Relay router cannot see the IPX
serverslocal to the Cisco 7513. The Cisco 7513 reloaded afterwards. [ CSCd]j54367]

A Cisco 7000 seriesrunning Cisco |0OS Release 11.2(9) crashesin dua_rtupdate. [CSCdj54728]

Under certain conditions, an LStype 5 isnot generated by the ABR in responseto areceived LS
type 7. [CSCdj55301]

A router may crash when configured with avery large | P accounting threshold. A workaround is
to configure asmall threshold or to leave it at the default. [CSCd]j55512]

With certain route-map configurations or a soft-reconfiguration, the LOCAL_PREF for a path
may be set to zero, resulting in the wrong path being selected. [CSCdj55839]

A problem occurs when athird EIP6 is added to a Cisco 7000 series aready running EIGRP on
two EIP6s, a TRIP4 and an FIP in an EIGRP topology. In the EIGRP topol ogy, some of the
networks that connect to the existing Ethernet interfaces may be lost. The I P routing table still
shows the routes but not all connected networks are advertised in EIGRP. A workaround isto
issue the redistribute connected command. [CSCdj57362]

Under rare circumstances, a BGP router sends BGP updates with a duplicate community
attribute, which triggers the neighbor reset. [CSCdj64103]

EIGRP topology entries from the redistribution of connected routes where EIGRP is aready
running natively may not clear when the interface goes down. [CSCdj68388]

When an interface is configured to send RIP V1 packets while running RIP V2, the router sends
out corrupt packets. V2 packets are not effected. There is no known workaround. [ CSCd]69026]

If secondary addresses are configured on an unnumbered interface, the interface routes
corresponding to these addresses are not advertised in IS-IS. A workaround is to number the
interface. [CSCdi60673]

A crash was caused by an AVL node that was freed but was still accessed during tree traversing.
Thisproblemisaresult of the node being deleted and freed in the middle of treewalk. Thisisan
SIS (using AVL tree) specific problem. [CSCdj18685]

A dynamically discovered CLNS route does not overwrite astatic CLNS route pointing to adown
interface. As aworkaround, remove the static route definition from the configuration and issue
the clear clnsroute command. [CSCd]31228]

LAT services are not available on the router when IRB is enabled. [CSCdj52841]

A Cisco 4700 router may report intermittent “SY S-2-LINKED” error messages even though
thereis no memory shortage. [CSCdi52327]

When running DL Sw+ over Ethernet, the router transmits corrupted frames on retransmission.
The retransmission occurs on receipt of a REJ frame from the end station or if an
acknowledgement of the frameis not received within the LLC2 T1 timeout. [CSCdi52934]

Timers are not cleaned up properly in LLC2. This may result in crashes when RSRB local
acknowledgment is used under a high load. [CSCd]j42474]
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Miscellaneous

Netview Service Point acquires but does not free VTY lines. The only way to recover the VTY
linesis by using the clear line command. [CSCdi51685]

A memory leak can occur that isrelated to the traffic rate and the TCP process. Thisleak is
difficult to reproduce, but can be identified by an input queue wedge on a router configured for
RSRB with TCP encapsulation. The output of ashow buffer command indicates memory errors.
Other symptoms include small buffers being created but not trimmed, and explorers being
received with awrong SNAP type value. [CSCdi54739]

Only the Cisco 7500 family running encryption over VIP interfaces is affected by this problem.

RSP software based encryption does not work when encrypted traffic is flowing over any Cisco
7500 VIP interface. Customers with VIP2-40 or higher interfaces need to run VIP distributed
encryption. Thereis no workaround for other VIP2 models other than using an older non-VIP
interface. [CSCdi74884]

Packets may become stuck in the input queue of the destination interface if traffic sent over a
GRE tunnel is encrypted. The packets become stuck in the input queue when the encrypted
session between the peer routersis not established. The not established condition exists when
traffic to be encrypted first begins flowing and also when the encrypted session time duration
expires. The impact of this caveat can be lessened by configuring the encrypted session timeout
to be substantially longer than the 30 minute default with the crypto key-timeout minutes
command. [CSCdi90177]

When ano shut command is issued on the ISDN interface, and logging and logging trap is
configured, the router crashes. [CSCdj05365]

If aCIP TN3270 PU is configured to connect from the host to the CIP viaNCP, thelink may fail.
The workaround is to configure the CIP TN3270 PUs as connecting at the host. [CSCdj07152]

Configuring both ISL and Multilink Multichassis PPP can cause a memory consistency check
failure. The failure may lead to a software forced crash after afew calls have been received.
[CSCdj22189]

Under rare circumstances, the Cisco AS5200 may issue the “%SY S-3-BADMAGIC: Corrupt
block at 20000000 (magic xxxxxxxx)" message and crash with a software forced crash. Thereis
no workaround at thistime. [CSCd]j22429]

HSRP can raise the CPU whilethe peer HSRP router isreloaded. The problem occurswhen there
is more than one HSRP group and the two peer routers have many HSRP peers. This caveat
addresses HSRP scalability. The workaround is to reduce the HSPP groups, and/or increase the
HSRP hello and hold time. Another symptom is that the interface resets go up until HSRPis
stabilized. [CSCdj29595]

Both HSRP routers on a FDDI ring go active and stay active on a Cisco 7000 series FDDI port
adapter. Network instability can cause a FDDI ring to partition or be disrupted in a manner that
causes HSRP peersto not receive hellos from their neighbors and therefore become active.

HSRP routers send hell o packets from avirtual MAC address, which isafunction of the standby
group number. When the ring heals, both routers are active and sourcing hellos from the same
(virtual) MAC address.

FDDI devices must strip their frames off the ring. One method of doing thisisto recognize
frames by source MAC address. When the problem occurs, the FDDI PAs will mistakenly strip
the other router’s packets from the FDDI ring without processing them. This causes both routers
to remain active since they do not hear hellos from their neighbors.

This problem can also occur when FDDI PAsare used in conjunction with other FDDI interfaces,
such as the FIP or Cisco 4000 series FDDI module.
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If only one standby group isin use, the standby use-bia command can be used on both routers
to cause hellos to be sourced from the burned in addressinstead of the virtual MAC address. This
will prevent the problem.

If the problem occurs, performing an interface reset by issuing the shut and no shut commands
returns the routersto anormal state.

Increasing the HSRP hello intervals causes the problem to occur less often since the routers will
be able to tolerate alonger period of instability before missing enough hellos to go active.
[CSCdj30049]

® AnAppleTalk packet traveling through RSM from one VLAN to another receives an improper
802.3 packet length. This affects other network devices that use thisfield. [CSCdj36862]

® A router running encryption may show “%ALIGN-3-SPURIOUS: Spurious memory access
made at 0x60825E" messages. This means that the router had to access from memory twicein
order to execute an instruction. It does not affect the connectivity operation of the router. At this
time, the CPU overhead has been minimal. [CSCdj43491]

® A Cisco 7513 running Cisco 10S Release 11.2(9)P with a channelized E1 card and
channel-group configured has a problem when a 40-bit crypto session is configured. When the
crypto session from the Cisco 7513 side is started, the session is set up fine. However, the
interface link protocol will go up and down. The only way to recover isto remove the
channel-group and add it back on without crypto configuration [CSCdj50970]

® A Cisco 3620 router restarts after a software-forced crash at PC 0x60198F78. The decoded stack
indicates memory corruption. [CSCd]j51896]

® BOOTP/DHCP fails when attempted over an encryption session between routers if the
BOOTP/DHCP traffic will be encrypted by matching the accesslist. Thisfailure also affects any
packetsthat areforwarded by theip helper address command, such as Windows 95 Netbios over
TCP/IP. The workaround is to adjust the access list so that these packets are not encrypted.
[CSCdj54355]

® A router crashed after adding a new crypto link. [CSCdj60818]

® RBE from RSP2 to Cisco 4000 over Frame Relay subinterfacesfails. Other combinations do not
fail. [CSCdj65337]

Novell IPX, XNS, and Apollo Domain

® Adding XNS back into arouter’s configuration after it has been removed may cause a system to
restart by bus error. This may only be aone-time event if it occurs at all. [CSCdj16694]

® Whenusing IPX-EIGRP over ISDN with floating static routes, there may be ashort delay (about
10 seconds) before the application is able to get through. [CSCdj38031]

® Beforeafloating static routeisinstalled, awaiting period is observed when the network is down
and unreachable. If IPX watchdogs or SPX keepalives arrive during thistime, they will be
dropped, leading to session timeouts. [CSCdj50629]

® A problem occurs when using a floating static route across an ISDN link and IPX EIGRP isthe
primary dynamic routing protocol. When the link goes down, the EIGRP routeisinstalled but
after the floating static is configured and the line goes down and then back up thereisno routeto
that network. The EIGRP route is received but never fully installed because of what seemsto be
incomplete removal of the floating static route. [CSCdj52947]
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TCP/IP Host-Mode Services

® Under rare circumstances, a router reload may occur while running TCP to X.25 protocol
tranglation. [CSCdj23230]

Wide-Area Networking

When using aVIP controller in aCisco 7000 seriesrouter with a Silicon Switch Processor (SSP),
the SSP cannot access the second port adapter whenthe VIP isinstalled in slot 4. Asa
workaround, install the VIP in dlots 0 through 3. [CSCdi41639]

® When a Cisco 4000 with a Basic Rate Interface (BRI) has theisdn tei power up configuration
flag set, the watchdog timeout will crash the router. A workaround isto configure the router with
theisdn tei first-call command. [CSCdi45360]

® The AlP cannot be configured to issueidle cells instead of unassigned cells. [CSCdi48069]

® When traffic prioritization is configured on a Frame Relay interface with the command
frame-relay priority-dlci-group, the command no fair-queuing should be also configured on
the serial interface to achieve effective traffic prioritization.

See associated caveat CSCdi52882. [CSCdi52067]

® When configuring PV Cs on the AIB, you may observe a failure to create more PV Cs when the
number of VCCs configured is well below the maximum allowed. This failure occurs when the
number of VPl values used exceeds a limit. The messages that occur due to this type of failure
include the following:

$AIP-3-AIPREJCMD: Interface ATM5/0, AIP driver rejected Setup VC command (error
code 0x0008)

%$ATM-3-FAILCREATEVC: ATM failed to create VC(VCD=1500, VPI=10, VCI=257) on
Interface ATM5/0, (Cause of the failure: Failed to have the driver to accept the
vQ)

The limit to the number of VPl values used depends on the configuration of the vc-per-vp
configuration parameter. When vc-per-vp is 1024 (the default), 33 VPI values can be used. To
work around this limitation, implement the atm vc-per-vp command on the particular ATM
interface, which lowers the number of VCs per VP. Thisresultsin a corresponding increase in
the number of VPI values that can be used. [CSCdi67839]

® OnaCisco 4500 or Cisco 4700, a packet may be registered in both the input and output hold
gueues when going from ATM to other network links. This may affect the values of theinput and
output queue length fields in the output of the show interface command. On a Cisco 4500 or
Cisco 4700 configured with ATM, another fast network link, and a slow network link, this
behavior may have someimpact on the overall throughput of thetraffic from ATM to another fast
network link when the slow link is flooded with too many packets from ATM. However, we are
unaware of any environmentsin which network functionality could be seriously impaired by this.
The correct router behavior would be to drop packets over the slow link without affecting the
traffic from ATM to another fast link. [CSCdi69441]

® ARPrepliesare not sent over a PPP multilink interface. As aworkaround, you can configure a
static ARP on the remote device or disable PPP multilink. [CSCdi88185]

® Thetransmitter on an ATM interface on a Cisco 4000 series router could hang if PVCsor SVCs
are cleared (torn down/ removed using command line interface) when the OUTPUT queueis
wedged. [CSCdi90150]

® |SDN leased-line does not come up after areload on a Cisco 3600 series router. [CSCdj03228]
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® A problem has been observed on a Cisco 3640 router running Cisco |0S 11.1(8) with an 8-port
MultiBRI with built-in NT-1 module. Upon power up, the user isunableto usethe BRI interfaces.
These interfaces report not receiving TEI or EID information from the local switch. The local
switchisan AT& T 5ESS emulating NI-1.

A workaround isto disconnect and reconnect every BRI interface once the router isfully
operational.

This problem seemsto be related to CSCdj04241. [CSCdj04625]

® Configuring STUN peers on a DL Sw network causes the DL Sw peers to disconnect.The debug
on DL Sw shows a“DL Sw: keepalive failure for peer on interface Serial” message. The STUN
process looks like it isintercepting the DL Sw keepalives. [CSCdj08875]

® When using DLCI prioritization on a point-to-point Frame Relay subinterface and one of the
DL Clsfails, the subinterface may bounce once or continually during LMI full status reports,
depending on whether LMI reportsthe DLCI asbeing DELETED or INACTIVE. This behavior
isthe same for every DLCI defined in the priority-dlci-group.

During normal behavior, the point-to-point subinterface should go down when the primary DL CI
fails. If asecondary DLCI fails, the subinterface stays up, but traffic destined for that DLCI only
will fail. [CSCdj11056]

® Dynamic DLCI mappings may inadvertently remain mapped after switched virtual circuit
teardown, as can be seen using the command show frame-relay map. [CSCdj11851]

® |n some circumstances, the system may reload when using the dialer hold queue.
As aworkaround, configure the no dialer hold-queue command. [CSCdj12397]

® Intermittent ping failure may occur when pinging over a DDR interface using LAPD
encapsulation. There is no workaround [CSCdj20072]

® Frame Relay SV C calls may give the following Traceback message:

$SYS-2-LINKED: Bad enqueue of 8F3288 in queue 9570C8
-Process= “LAPF Input”, ipl= 6, pid= 36
-Traceback= EBE30 EAA88 4A73B4 4A8ElO0

[CSCdj29721]

® Back-to-back branch instructions can cause unpredictable things to happen with the MIPS
processor. When one was found in the no_throttling() function, a nop was inserted to avoid
possible problems. [CSCdj29854]

® InthelSDN Layer2, Layer3, and management entity tasks, memory pointers becomeinvalid.
The problem results from a race condition between tasks when memory isfreed in one task and
then another task attemptsto accessthis now invalid pointer. This scenario has been seen only on
ISDN BRI platformsin which anumber of the BRI interfaces experience persistent deactivation
causing the management entity to be shut down. Add validmem_complete() checks before
accessing or freeing pkt, pkg or primitive pointers. [CSCdj40403]

® When ATM traffic-shaping isenabled on an ATM interface al ong with priority-queueing, priority
queuing does not work as desired.

To work around this problem, turn off ATM traffic-shaping over that interface. Another
workaround isto use Cisco |OS Release 11.2(2) or earlier, including Release 11.1.
[CSCdj45778]

® A problem occurs when memory islow and someone executes a show isdn history command.
[CSCdj46541]
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When theip tcp header-compression and ppp multilink commands are configured together on
the same interface, the router may crash.

The workaround is to remove the ip tcp header-compression or ppp multilink commands.
[CSCdj53093]

Multilink will only bring one link when used as backup on a DDR interface even though
diaer-load threshold is configured. To work around this problem, configure the no ppp
multilink command. [CSCdj56109]

A problem has been identified with traffic shaping on the Cisco 4500 ATM NIMs. [CSCdj56673]

Under rare conditions, an RSP4 may reload when an FSIP with active HDL C encapsulation
interfacesisin use. [CSCdj57591]

A Cisco 7500 series router with an AIP running Cisco 10S Releaes 11.2(6) might give out the
following error messages.

atm_parse packet (ATM2/0) :Invalid VC(0) received, type=A2D2
atm_parse_packet (ATM2/0) : Invalid VC(0) received, type=A2D2
atm_parse packet (ATM2/0) :Invalid VC(0) received, type=A2D2

In addition, the input errors displayed by the show interface atm command increase.

This problem seems to occur only with Release 11.2(6). The workaround is to downgrade to
Release 11.2(4) [CSCdj57704]

When configuring map-class frame-relay BC committed-burst-size, the system may encounter
a CPU exception with reason = EXEC_ADERR(1200) and restart.

There is no workaround, for thisintermittent problem. [CSCd]j62139]

When using Frame Relay SV Cs, Cisco |OS appears to not include the magnitude parametersfor
Be and Bc on the SVC CONNECT message. It only includes them in the SETUP message. The
SVC circuits are on S4/0 for both routers. Without the magnitude parameters, the biggest value
Bc and Be can beis approximately 130 Kb. There is no known workaround. [CSCdj63173]

Some Windows 95 dial sessions that use script files do not connect to an asynchronous interface
on Cisco access servers. [CSCdj63311]

A Frame Relay interface configured for ANSI LMI will acknowledge a Cisco LMI update when
the router should ignore it. [CSCdj64207]

A Cisco LS1010 may not be able to establish an SV C when acting as an RFC1577 ARP client.
Debugs revea “Quality of Service Unavailable.” [CSCd]64327]

The map-class commands frame-relay bc out and frame-relay be out are accepted by the
Enterprise image. These parameters are relevant for SV C setup. However, the traffic shaping
code does not use them As aresult, the values appear to be unset. This behavior can be avoided
by using the commands frame-relay bc number and frame-relay be number [CSCdj65624]

When running LAPB over aDDR interfacewith dialer hold-queue configured, atraceback error
message is generated when dialing out and the call connects. The traceback is not catastrophic
but indicates a 20-byte memory leak on every dia attempt. As aworkaround, configure the no
dialer hold-queue command on the DDR interface. [CSCd]65756]

The router may reload when booting up an image from a saved X.25 routing configuration. This
problem was introduced in Release 11.2(10.1). [CSCdj67115]

When the system isreducing its rate in response to the receipt of BECNS, the reduction may not
be predictable. Rate adjustments are made once per interval if any number of BECNs were
received during that interval. [CSCdj67297]
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® Configuring a PV C viathe frame-relay interface-dici command on multipoint subinterfaces
causes a system reload if the PV C was previously learned viainverse ARP. [CSCdj67510]

® A BRI interface may lose a TEI after it isreset. The router failsto request a second TEI after the
reset. If the BRI isreset a second time, the router regains both of the TEIs. [CSCd]j69824]

Caveats for Release 11.2(1) Through 11.2(10)

This section describes possibly unexpected behavior by Release 11.2(10) P. Unless otherwise noted,
these caveats apply to Release 11.2 up to and including 11.2(10) P. The caveats listed here describe
only the serious problems. For the complete list of caveats against Release 11.2, use the
Documentation CD-ROM or access CCO as described in the section “ Cisco Connection Online”
later in this document.

Access Server

® When Frame Relay over ISDN is configured on a LES-typed driver based platform (such asa
Cisco 7500, 5200, or 7200 series router), and the input packets are fast-switched (for example,
the output interface has fast switch mode enabled), the BRI/PRI interface has an input queue
wedge problem. The symptom was that the input queue count was incremented up to the
maximum queue length and then began to drop input packets. [CSCdj45631]

AppleTalk

® When using ARAP 2.1 on routers running Cisco 10S Release 11.2, the client connects, the
authenti cation negotiates, and then the connecti on drops with amessage indi cating that the server
calledis not avalid remote access server. As aworkaround, use Cisco |0S Release 11.1, which
works with both ARAP 2.0.1 and 2.1. [CSCdi91670]

® |PTALK iscompletely broken in Release 11.2 because the llap header ismissing in al IPTALK
packets. Thereis no workaround. [CSCdj50179]

® AnIPTALK interfacewill not come up after areboot if the order of tunnel interface precedesits
physical interface (for example, Ethernet or serial). The symptom isthat the iptalk command
from tunnel interface disappears after reboot. There is no workaround. [CSCdj58363]

Basic System Services

®  Sometimes amemory leak that consumes I/O memory can be triggered in the pool manager.
[CSCdi90521]

®  Under extremely heavy CPU interrupt states, arouter with FSIP, CT3 or any serial interface may
experience the following “ output stuck” error message:

$RSP-3-RESTART: interface Seriall2/0/0:28, output stuck

The problem occurs on Cisco routersin the 7000 family using the CT3 or 4/8 port FSIP cards or
any serial interface under Cisco |OS Release 11.1(10)CA, 11.1(11), and 11.2. It has been
observed only under oversubscribed traffic load.

Asaworkaround, configure the interface for FIFO queueing via the no fair-queue command.

The command transmit-buffer s backing-storeis on by default when an interface is configured
for weighted fair-queueing. If the no fair-queue interface command is used, which changes the
gueueing strategy to FIFO, then transmit-buffers backing-store is off by default.
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This caveat has been resolved in the following Cisco IOSreleases: 11.2(6.2)P 11.1(11.4)
11.1(11)CA 11.1(11.4)IA [CSCdj12815]

If amap-list isconfigured, the show running command may causetherouter to crashif the“Last
configuration change at...” informational string exceeds atotal length of 80 characters.
[CSCdj13986]

An EXEC prompt does not appear until the TCP connection for accounting EXEC is sent and
acknowledged. Accounting EXEC acts like wait-start, even though start-stop is configured.
[CSCdj27123]

Performing aTelnet from the router with TACACS configured might cause arouter to reload with
abus error. The exact cause is still under investigation.

This problem has been seen only with Cisco |OS Release 11.2 or later. [CSCd]36356]

A Cisco 7200 or 3600 series router may crash with a bus error when doing protocol translation
between X.25 and PPP. The workaround for the problem isto turn on header-compression
passive in the trand ate statement. [CSCdj37556]

When traffic shaping on the Cisco 7500 series routers, enough traffic may not be switched to
achieve the specified traffic level. [CSCdj50861]

The Cisco 7500 series routers may not correctly alocate the right number of packet memory
(memd) buffers to some network interfaces. The problem requires alarge number of interfaces
whose collective bandwidth is high, but their MTU is smaller than another buffer pool.

For example, a problem was found with a Cisco 7500 using a large number of Fast Ethernet
and/or Ethernet interfaces and one or more FDDI interfaces. The pool of packet memory should
have allocated 80 percent of the memory to the Ethernet and Fast Ethernet interfaces, which use
an MTU of 1536. Instead it received 20 percent of the memory, and thelone FDDI interface with
MTU 4512 got 80 percent of the packet memory.

The problem occurred with 55 Ethernet, 6 Fast Ethernet, and 1 FDDI network interfaces. The
problem did not occur with fewer interfaces, specifically 36 Ethernet, 5 Fast Ethernet, and 1
FDDI interfaces.

The problem may show up as a high number of input drops on some router interfaces.
[CSCdj55428]

At times, a Cisco 1000 series router sends SNTP queries to the next hop on the route instead of
to the address configured in the SNTP server statement in the configuration. [CSCdj56216]

Theinput queue may be wedged with | P packetsif the exception dump command is configured.
The following are known workarounds:

- Increase the input queue to 175. ([75]Original Queue amount+[100] per exception dump
X.X.X.X command)

- Remove the exception dump X.x.x.x command.
[CSCdj58035]

When Frame Relay traffic shaping is enabled on a seria interface, disabling and reenabling
weighted fair queuing will cause a system restart. [CSCdj58431]

When arouter is highly loaded and traffic-shaping is active on the outgoing interface, it might be
possible that LMI control messages get queued in traffic-shaping queues, causing LMI protocol
to go down. [CSCdj64221]

When frame-relay traffic-shaping is enabled and the clear counters command is issued, the
system may restart.
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The workaround is to remove and then reenable frame-relay traffic-shaping to clear its
counters. [CSCdj65742]

IBM Connectivity

® The APPN router may crash during an SNMP access to the APPN MIB. This problem occurs
only after an unused APPN node is garbage-collected. The crash has the following backtrace:

System was restarted by bus error at PC 0x8B5902, address 0x4AFC4AFC PC:
process _snmp_trs tg inc

0x8B5CAC:_process_ms_data_reqg_trs (0x8b5aaa)+0x202
0x87E5SFE: xxxtos00(0x87d6b0) +0xf4e 0x180E5C: process_hari kari (0x180e5c)+0x0

[CSCdj36824]

® On RSP-based routers, the pseudo-MAC address assigned to a bridge port on a source-route
bridge virtua ring group isincorrectly formatted to Ethernet format during Cisco |OS startup.
ThisMAC addressis used to establish abridge link from IBM LAN Network Manager and can
be shown by using the show Inm config EXEC command. [ CSCdj38360]

® A downstream LU is unableto get the logo screen from the host even though other LUs on the
downstream PU can. Therouter showsthe DSPU state of that LU to be Reset or dsL UStart, while
the host showsthe state as Active. The LU isrecovered by deactivating, then reactivating the LU
at the host.

This state may occur if the downstream LU has previoudly failed to reply to ACTLU, or if the
host hasfailed to respond to aNOTIFY (available or not available) from DSPU within atimeout
period of 20 seconds.

Recovery requires the host operator to recycle the LU at the host. [CSCdj45783]

® When RSRB with TCP encapsulation is configured with priority peers and some of the priority
peers are closed or dead, an explorer packet may continuously try to open the closed or dead
priority peer. After several tries, the router may crash with memory corruption. [CSCdj47493]

® Executing ashow source command may cause the router to restart unexpectedly if avirtua ring
group or remote peer is deconfigured when the sour ce-bridge command output iswaiting at the
-- more -- prompt.

The workaround is to not reconfigure virtual rings or remote peers while executing a show
sour ce command. [CSCdj49973]

® Normal nonextended unbind (0x3201) was extended with corrupted information, which caused
rejection by thehost. Asfar asthe host isconcerned, the sessioniisstill active. A user cannot clean
up this session without bringing down the link. [ CSCdj50581]

® RIF may be modified incorrectly when multiring and SRB proxy explorer are configured on an
interface but the SRB triplet is not configured, as shown in the following example:
interface TokenRing0/0
ip address <ip-addresss>
multiring ip
source-bridge proxy-explorer

Note the absence of the source-bridge locRn bn remRn command.

The sour ce-bridge proxy-explorer statement does not show up in the configuration unless the
SRB triplet is configured.

A workaround for this problem isto configure the no sour ce-bridge proxy-explorer command.
[CSCdj51631]
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When running proxy explorer and NetBIOS name caching on a Token Ring interface of a
Cisco 7200, alignment errors occur. [ CSCd]j52522]

A router may reload when removing configuration of X.25 PVCsfor QLLC. [CSCdj57872]

When an actpu is followed by a dactpu from VTAM and there is no response from the
downstream device to either flow, after a disconnect is received from the downstream device,
DLURwill send a-rsp(actpu) upstream instead of the proper flow, a+rsp(dactpu). Thiscan cause
the PU from the DLUS perspective to hang in the PDACP state. [CSCdj61872]

Itisrare, but possible, for DLUSto send a-rsp(REQDACTPU). When this happens, it indicates
that VTAM has already cleaned up the PU in question. When receiving this response, DLUR
must clean up the PU in order to keep the PU from being stuck in the “stopping” state.
[CSCdj61879]

When using APPN/DLUR with alarge number of LUs (over 1000), a memory spike can occur
during the processing of a downstream PU outage. In extreme cases, this memory spike can be
large enough to exhaust memory in the APPN/DLUR router, which can cause areload.
[CSCdj61908]

Session attemptsfail with DLUR generating a sense 08060000 in arare case wherethe LU name
list getscorrupted. Thisproblemiseasily identified by the VTAM LU showing active state, while
the show appn dlur-lu name display does not show the LU. [CSCdj62172]

Interfaces and Bridging

When ip route-cache cbusis configured on an interface, intermittent router crashes could occur
because of an incoherent cache entry data structure.

If thisincoherency occurs and does not cause arouter crash, it may instead cause cbus switching
to be automatically disabled, and the interface resortsto fast switching (or SSE switching if SSE
switching were also configured). [ CSCdi43526]

When adding to or removing a subinterface from aFrame Relay interface, all DLClsare brought
down until the Frame Relay switch sendsthe PV C information again. The whole interface resets
when a user triesto add the ip address command. A workaround for part of the problem isto
turn off CDP globally or onindividual interfaces. Inthiscase, turn off CDP on the serial interface
before adding or removing subinterfaces. CSCdj02488 (integrated into Cisco |OS Release
11.1(11) and 11.2(5.1)) fixed the rest of the problem.[CSCdj07291]

Under certain conditions, packets may stay on theinput queue. The condition that caused packets
to stay on the input queue has been removed. [ CSCd]30087]

When transparent bridging to a Token Ring interface, the interface can read in aframe it has
forwarded onto the Token Ring interface. Thiswill cause the bridge table to be incorrect. This
problem affects only the mid-range and low-end platforms. [CSCd]j41666]

A Catalyst 5000 RSM populated with an ATM Port Adapter with LANE client(s) configured can
get its ATM interface stuck in adown state if a user creates new VLAN interfaces.

Symptoms include the following message being displayed to the console:
%$CBUS-3-CATMREJCMD: ATMO/0 Teardown VC command failed (error code 0x0008)

Saving the RSM configuration and reloading its image will clear the error condition.
[CSCdj41802]
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® Compression for HDLC encapsulated bridging only payload compresses Spanning Protocol
packets. Actual bridged packets are forwarded with their payloads uncompressed. Prior to this
release, bridged packets may have had their MAC addresses corrupted if STAC compression was
enabled with HDL C encapsul ation. [CSCdj50894]

® In Cisco 7500 seriesrouters, sh dialer is not working. The workaround isto use sh dialer int
serial x/y . [CSCdj51612]

® A Cisco Catalyst 5000 cannot change packet format from SNAP to ARPA. [CSCdj53698]

® With IRB configured on the router, IPX clients cannot log into services on a bridged interface.
Removing the IPX routing from the BV fixes the bridged interface but you lose the routing. At
thistime, this feature is not supported. [ CSCd;54050]

® |f you are doing IRB with RFC1483 PV Cs, you may see certain |P anomalies, such as ARP
resolution not working or ARP resol utions taking place but you cannot ping the neighboring
device. [CSCdj54558]

® AppleTalk might fail when packets are bridged through PPP transit. [CSCdj61857]

IP Routing Protocols

® A router may crash with a“ System restarted by bus error at PC 0x60394488, address
0xDODODOD” message when running Cisco 10S 11.1(9) RSP with a heavy load of EIGRP and
CSNA traffic. [CSCdj29447]

® |f OSPF external routes are summarized using the summary-addr ess command, and the number
of external routes being covered by this summary address drops to zero, the external summary
will be flushed, but the router originating the summary will not install any matching external or
nssa routes that may be present in its database.

Therouter can be forced to install the matching route by using the clear ip route* command.
[CSCdj32471]

® BOOQOTP requests being sent to 0.0.0.0 get forwarded to the gateway of last resort when thereis
one. [CSCdj33809]

® |If the summary-address statement is removed on a remote router that advertises
summary-address routes on only one path, then the core router sees both equal cost paths. This
problem occurs on OSPF with NSSA. [CSCdj38067]

® A Cisco 7513 router running EIGRP reloads with the following message:
“System restarted by error - an arithmetic exception, PC 0x60286234"
The program counter value points to an EIGRP 10S routine. [CSCd]38361]
® Under some circumstances, the router will crash when removing astatic | P route. [ CSCdj45152]

® Multicast forwarding stops if fast-switching is turned on on an incoming ATM LANE
subinterface. A workaround is to disable fast-switching on that interface by issuing thenoip
mroute-cache command. [CSCdj45777]

® |f the OSPF summary host route is overwritten by aroute from another routing process which
has lower administrative distance, it is possible that the OSPF summary host route will not be
reinstalled after the latter routeisremoved. In particular, it only happensif the host route address
isalso the router ID of some ASBR. [CSCdj49161]

® Entering the no ipx routing command then enabling EIGRP can crash the router. Thisisa
regression of CSCdj54141. [CSCdj53541]
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ISO CLNS

When one of the routers on a broadcast network has been partitioned in which at least one
partition has only one router, OSPF will generate a stub advertisement for this network in the
isolated router’s router LSA. This stub route will overwrite the normal network route cal culated
using the network LSA, regardless of the path cost.

Thisproblem existsin all rel eases starting with Release 10.3. Thiswill befixed in 11.1 and newer
releases. [CSCdj53804]

The Proteon router’s internal address is advertised as a host route instead of a network in the
router’'sLSA. A host route is represented as a Type 3 link (Stub Network) whose link 1D isthe
host’s | P address and whose link data is the mask of al ones (Oxffffffff). Thishost routeis
advertised into all OSPF areas. [CSCdj56079]

If you are doing IRB with RFC1483 PV Cs, you may see certain IP anomalies such as ARP
resolution not working or ARP resolutions taking place but you cannot ping the neighboring
device. [CSCdj58194]

Customer moved the IP multicast tunnels (DVMRP, GRE) from a seriad interface to an ATM
interface on a Cisco 4700 router. The packets are now process-switched instead of fast-switched,
which causes alot of CPU (IP INPUT).

When the serial interface is used for incoming packets and the ATM interface for outgoing
packets, there is no problem. Incoming packets on the ATM interface and outgoing packets on
the seria interface also experience this problem.

We used several Cisco |OS releases, with always the same effect. It seems that incoming packets
are not fast switched. [CSCdj59076]

SY S-3-CPUHOG error messages occurred after the software was upgraded from Release 11.0 to
Release 11.2(8) or 11.2(9). The error messages may occur because the OSPF database refreshes
every 30 minutes. This problem occurs with large IP OSPF networks with multiple areas. There
is no known workaround. [CSCdj60461]

The ARP lookup routine may suspend, causing unexpected behaviors for |P protocols. For
example; if the OSPF routing processis traversing alist of neighborsto send LSA packets and
the ARP routineis called, the ARP routine suspension could cause a system reset. The problem
was resolved in Release 11.2(10a). [CSCdj60533]

OSPF ABR does not generate a summary for some connected networks. This problem occurs
when an unnumbered interface is used with OSPF. A summary for a connected network that is
put in the same area as the unnumbered interface might not be generated to other areas.

The workaround is to redistribute the connected network into OSPF to retain connectivity to
those networks. [CSCdj60959]

Dynamic redistribution into EIGRP from another routing protocol failsif the routes being
redistributed fall within the same major network as EIGRP. A temporary workaround is to
remove the redistribution statement from the EIGRP configuration, then reinsert the
redistribution statement. [ CSCd]65737]

Under certain circumstances, a Cisco 7505 router running Release 11.1(13a)CA1 reloadsif the
netID is changed under the IS-1S routing process. [CSCdj49485]
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LLC Type 2

Miscellaneous

If an RSRB session is disconnected by the local LAN side at exactly the same time as a data
message is received from a remote host, a situation can occur which will lead to acrashin
llc_get_oqueue_status().

There is no workaround. [ CSCd]62026]

Although arouter configured for HSRP on LANE replies correctly with the HSRP MAC address
inan ARP reply, all packetsissued by the router with avirtual |P address use the BIA MAC
address as the source address. This makesit difficult for switches to know the forwarding port.
[CSCdj28865]

Novell IPX, XNS, and Apollo Domain

Using any of the xns flooding commands may cause the router to reload and issue alignment,
bad pooal, or buffer warnings. [CSCdj23479]

With LAPB/Frame Relay encapsulation, you might see “%SY S-3-INVMEMINT: Invaid
memory action (malloc) at interrupt level” messages on the console. It is possible (rarely) that an
XNS connected route for this interface doesn’t get installed in the route table.

Asaworkaround, try one of the following:
— Issue the shut and no shut commands on the affected interface.

— Reconfigure the IPX network using the no ipx network command, followed by ipx
network. [CSCdj53721]

There are two problems associated with this caveat:

— Sometimes aconnected network does not appear in the routing tablejust after reload. Issuing
the shut and no shut commands should correct the behavior.

— Ifipxroutingisdisabled (using the noipx routing command), you could see something like
a steady memory leak, unexpected router behavior, or arouter crash. The only known
resolution isto power cycle the router every time you issue the no ipx routing command.
[CSCdj54141]

If some interfaces change state when you disable and re-enable IPX/XNS routing, thereis a
possibility of loosing the IPX/XNS background process.

Symptoms could be loss of network connectivity or a slow memory leak until the router cannot
allocate any more memory. You need to rel oad the router to correct this situation. [CSCdj57257]

Wide-Area Networking

With arouter running NetBIOS Frames Protocol (NBF) over Token Ring, adevice connected via
async or ISDN with PPP encapsul ation appears to connect successfully but isunable to see other
NetBIOS devices in adomain. [CSCdi72429]

VIP requires but does not have a mechanism to determine the health or status of a VIP card.
Specifically, there needs to be away to show tech-support, alignment, and logging information.
The show controllers command should be extended to provide this information: show
contrallersvip x command where x isthe VIP slot number and command is either tech-support,
alignment, or logging. [CSCdj17006]
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A Cisco router running Release 11.1(6.1) can experience an input queue wedge on the serial
interface. The symptomsare dropped packets on theinterface. Theonly way to clear thisproblem
isto reload or power cycle the router. [CSCdj17547]

A router may stop making Frame Relay SV C calls after along time. [CSCdj29722]

When adialer profileisin standby mode, backing up aserial interface with the backup interface
dialer command still allowsincoming callsto this profile. Because the profile isin standby
mode, this behavior should not be possible. [CSCdj34108]

Routers configured for Frame Relay switching will lose aframe-relay route command in the
running configuration when the corresponding DL CI has been deleted. To restore the original
configuration, execute the copy start run or config memory command or reload the router.
[CSCdj43340]

SSCOP sequence number isa3-byte field. Because the SSCOP codein Cisco |OS Releases 11.0,
11.1, and 11.2 code does not handl e the wraparound elegantly, in some conditions when the
sequence number wraparound after exceeding the maximum of 16777215, alarge number of
buffers are queued and eventually cause the memory |leak/starvation on the router. [CSCdj45157]

Direct broadcast with the physical-broadcast destination MAC address is not forwarded to the
helper address over ATM/LANE interface. [CSCd]j51378]

A router crashed with abus error while running the output for show dialer map. [CSCd]j52360]

When aconfiguration of two systems has Frame Relay LM timeouts set differently on DTE and
DCE systems, the PV Cs could remain active but no datais transferred because one system
declared the connection inactive while the other system still thought it was active.

The workaround is to set the timeout values the same using the Imi-t392dce parameter.
[CSCdj53354]

If LES/BUS s configured on the Catalyst 5000, pulling down one client inthe ELAN can affect
other clients. This problem happens very rarely. The workaround isto restart the LES/BUS on
the Catalyst 5000. [CSCdj54587]

When a static map is deleted, calls associated with that map are not disconnected. For
point-to-point calls, this does not cause any problems. However, for point-to-multipoint ATM
calls, theleaf onthe multipoint VC will beleft in place. If the map to that same NSAPisreplaced,
anew call is attempted instead of reusing the existing leaf on the existing VC. Theresult isthat
an add-party message is delivered to the remote router and is subsequently rejected. The end
result is no broadcast connectivity. The workaround isto clear the existing calls when changing
the map configuration with a clear int atm interface command. [CSCdj57309]

Cisco |OS Releases 11.2(1) through 11.2(10) are technically not in compliance with RFC 1990.
The RFC requires that the first multilink fragment that is transmitted after adding a second link
to abundle which previously only had one link must be transmitted over thefirst link in the
bundle. Instead, thefirst fragment is being transmitted over the newly added link. This can result
in the peer receiving packets out of sequence.

Thereis no known workaround. [ CSCd]j57498]

A Cisco 4000 Router reloads when frame-relay traffic-shaping is unconfigured. The only
workaround is to destroy the configuration on the router, reload it, and restore the configuration.
[CSCdj61097]

Frame Relay isbroken. Most of the protocols on Frame Relay may not work and packets may get
dropped or misbehave because parsing of packets is not properly done in some cases.
[CSCdj67384]
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Caveats for Release 11.2(1) Through 11.2(9)

This section describes possibly unexpected behavior by Release 11.2(9) P. Unless otherwise noted,
these caveats apply to Release 11.2 up to and including 11.2(9) P. The caveats listed here describe
only the serious problems. For the complete list of caveats against Release 11.2, use the
Documentation CD-ROM or access CCO as described in the section “ Cisco Connection Online”
later in this document.

Basic System Services
® Thefollowing commands are not present:

— copy bootflash {rcp | tftp}
— copy flash {rcp | tftp}

Theworkaround for copying from flashto TFTP or RCPisto usethefollowing command instead
of aflash keyword:

copy flash:<IOS filename {rcp | tftp}

This does not work with bootflash however. [CSCdj38964]

® Inextremely unusual situations the router displays the following error message on a frequent
basis:

%SYS-6-STACKLOW: Stack for level CXBus Interfaces running low, 0/1000

The router might halt after displaying this message. [CSCdi54119]

® A timing conflict between the HTTP server and TACACS+ code can cause the HT TP process to
hang when configured to use TACACS+ for authentication. Since the HTTP server uses atty to
handle 1/0O for the request, these hung processes can tie up all available ttys. [CSCdi84657]

® When custom or priority queuing isturned off on an interface that does not support fair queuing,
the queuing data structures associated with the interface are left in an inconsistent state. In
particular, the enqueue and the dequeue routines are not reset and this causes the system to crash
when the routines are invoked the next time. Once the system is rebooted the inconsistency is
cleared. [CSCdj29439]

® RMON aarmsdo not work properly on anumber of MIBsthat useinternal MIB caching to speed
up MIB object value retrieval. The only workaround isto set up an SNMP get poll on these
objectsto force an update to the M1B cache, with apoll period within the alarminterval time. The
following MIBs have this problem:

APPN-DLUR-MIB
IBM-6611-APPN-MIB
CISCO-CIPCSNA-MIB
CISCO-CIPLAN-MIB
CISCO-CIPTCPIP-MIB
CISCO-SNA-LLC-MIB
SNA-NAU-MIB
CISCO-TN3270SERVER-MIB
OLD-CISCO-IP-MIB
BGP4-MIB
LAN-EMULATION-CLIENT-MIB
RFC1406-M1B

RMON-MIB

IF-MIB

RFC1398-MIB
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IBM Connectivity

OLD-CISCO-INTERFACES-MIB
CISCO-PING-MIB
CISCO-QLLCO1-MIB [CSCdj34766]

A memory leak existsin the Flash file system. Using SNMP to poll the ciscoFlashMIB objects,
or using the show flash command line interface (CL1) commands can result in non-trivial
amounts of memory being allocated and never freed. Repeating these polls or CLI commands
eventually resultsin the system using up al available memory. The ciscoFlashMIB can be
disabled (SNMP is prevented from polling this MIB) using SNMP views. For example, the
SNMP configuration snmp-server community public ro can be changed to the following:

snmp-server view no-flash internet included
snmp-server view no-flash ciscoFlashM I B excluded
snmp-server community public view no-flash ro

Theresult isthe SNMP polls using the public community string can access objectsin the entire
MIB space (internet) except for those objectsin the ciscoFlashM 1B space. Thisaffectsany NMS
applications that rely on the ciscoFlashMIB objects. [ CSCd]35443]

When issuing the no snmp trap link-status command on an ISDN interface on both the
Virtual-Template and the D-channel, the router still sends traps whenever a B-channel changes
state. [CSCdj38266]

An SNMP Get of anindividual instance from the ipNetToM ediaTable might fail, even though an
SNMP Get-next successfully retrievesthe instance. Thismight occur on table entriesreferring to
software interfaces (for example, subinterfaces, loopbacks, or tunnels) or hardware interfaces
that have been hot-swapped. There is no workaround. [CSCd]j43639]

A crash occurred in the Frame Relay packet classifier function called by the WFQ routine. A
workaround for this problem isto disable WFQ on the interface with Frame Relay encapsulation.
[CSCdj45516]

A small window existsin which it is possible after atransmission group reinitialization that only
one CP-CP session is established between the router and a neighboring node. In this case, the
contention winner session from the perspective of the router is not activated. Once this occurs,
the CP-CP contention winner session only activates if the APPN subsystem is stopped and
started. There is no workaround. [ CSCdj25859]

An APPN router might display the following “Unanticipated CP_STATUS’ message when the
contention loser CP-CP session goes down and comes back up without the contention winner
session being deactivated:

$APPN-6-APPNSENDMSG: Ended DLUR connection with DLUS NETA.SJMVS1l
$APPN-7-MSALERT: Alert LU62004 issued with sense code 0x8A00008 by XXXSMPUN
$APPN-6-APPNSENDMSG: Starting DLUR connection with DLUS NETA.SJMVS4
%APPN-7-APPNETERROR: CP_STATUS FSM: Unanticipated CP_STATUS message received

Each subsequent broadcast |ocate received by the router causes the following messages to be
displayed and about 1920 bytes of APPN memory to be |eaked:

$APPN-7-APPNETERROR: MAP INPUT SET TO ROW: invalid input value=0x80200080

$APPN-7-APPNETERROR: State Error lcb: 60C05CCO pcid: DA839C70FB1548CB row: 22
col: O
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This problem occurs when two links are active to the same node and the CP-CP sessions are split
between these two links and the link with contention loser is stopped. To clear this problem, stop
and restart the APPN subsystem. If the CP-CP sessions are between the router and the host, you
can also clear this problem by terminating either CP-CP session on the host. [CSCdj33718]

®  There might be intermittent failures when trying to link to bridges over the DL Sw remote peers
when running LNM over DL Sw. The workaround is to reload the router that is directly attached
to the LNM device. [CSCd]j34112]

® AnAPPN DLUR router might reload with SegV exception in ndr_sndtp_encap_mu in atiming
window where the DLUR supported device disconnects before arequest_actpu is sent to the
DLUSfor that device. [CSCdj37172]

® A DSPU router with an SDL C attached 3174 leaves aterminal hung after aterminal power-reset.
Vtam inact/act of LU fixes. A workaround is to remove the DWSPU and connect the 3174 via
DL Sw. [CSCdj37185]

® APPN enforces the maximum size of a CV 10 (product set identifier) on XID to not exceed
60 bytes. Some productsinclude a CV 10 that islarger than the 60 byte value. These productsfail
XID negotiation with APPN. [CSCdj40144]

® Intheevent that APPN/DLUR has processed and sent a bind request to adownstream device and
that device has not responded to the bind, issuing avary,inact command on the host for the LU
name for which that bind is destined does not completely clean up the session asiit should.
[CSCdj40147]

® When aconnection is attempted over a port defined with the len-connection operand, APPN can
loose 128 bytes of memory for each connection attempt. [CSCdj40190]

® DL Sw FST might corrupt the frame header if theriflen is different on both sides. [CSCd]j40582]

® Memory leaks occur when APPN TPsend_search is sending locate search requests to adjacent
nodes when alink failure occurs. [CSCdj40915]

® When RSRB with TCP encapsulation is configured and remwait or dead peers exist, an explorer
packet might continuously try to open the remwait or dead peer. After several tries, the router
might crash with memory corruption. A workaround is to remove any remwait or dead peer
statements. [CSCdj42427]

® An APPN router might crash with abus error if arace condition is experienced during cleanup
processing. The stacktrace shows the crash occurred in Qfind_front while executing a psp00
function. An example stacktrace for this problem is shown below.

System was restarted by bus error at PC 0x3784864, address 0xF0110208 PC
0x3784864 [ Qfind front (0x3040a04+0x743e44)+0xlc] RA:
0x36C1F2E[_queue find front (0x3040a04+0x68151c)+0xe] RA:

0x36CC554 [ psbmfrm(0x3040a04+0x68bb30)+0x20] RA:

0x36CDAF6 [ psp00(0x3040a04+0x68cfd4)+0xlle] RA:

0x314BD78 [ process_hari kari (0x3040a04+0x10b374) +0x0] [CSCdj44198]

® APPN crashed when it received a CV 35 without the Termination Procedure Origin Name
(TPON) field. [CSCdj44661]

® Configuration of SRB on a second interface yields the following traceback information from
LNM:

$LNMC-3-BADCLSIRET: bogus Invalid ret code (0x7007) init clsi op proc, bogus
-Traceback= 60791120 6078FE48 6078FDC4 607890E0 6078ED48 60226648 60226634
[CSCdj45268]
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DLUR bind processing might cause stack corruption, resulting in areload with PC 0x0. This
problem is caused by attempting to parse the user data subfields beyond the location where the
subfieldsexist. Thereload only occursif the bytethat istwo bytes beyond the end of the user data
areais Ox3 or Ox4. Thisisavery rare occurrence. [CSCdj45676]

Inlarge APPN network environments over 200 NNs, numerous broadcast searches could happen
during initial start up or intermediate links recovery. The memory usage serge might bring down
the entire network. [ CSCd]j45705]

The message “ %APPN-0-APPNEMERG: Mfreeing bad storage, addr = 60BB7188, header =
60BB6B20, 00000218 -Process= “ndrmain”, ipl= 0, pid= 62" might be issued when aDLUR
served PU disconnects. [CSCdj46783]

A router does not pass SRB directed framesif the SRB proxy-explorer featureis configured. The
SRB proxy-explorer is used with NetBIOS name caching. [CSCdj47797]

Some 68K -based routers might crash while running APPN. Thismemory corruption might occur
after arare combination of APPN detail displays, followed by ashow appn stat display.
[CSCdj47941]

When enabling source bridge trandational bridging feature, the router runs out of 1/O memory
caused by abuffer leak in the small and the middle buffers. The workaround is to disable sr/tlb.
[CSCdj49533]

Interfaces and Bridging

In certain cases, arouter might bring Layer 1 down without an apparent reason. Hereafter, anew
TEI is negotiated with the switch. The latter still keeps al call references belonging to the
previous TEI, since no DISCONNECT is seen on L3. [CSCdj11840]

An SNMP agent might return erroneous values, and under some conditions the ifInUcastPkts
counter returns decreasing values, which isincorrect. [CSCd]j23790]

The Internal Clock of ATM-liteisnot initialized properly. This causes loopback ping to fail
because there is no clock. [CSCdj24890]

PPP compression and custom queuing are incompatible features and might cause the router to
crash. To work around this problem, turn off al fancy queuing. [CSCd;j25503]

In X.25 packet-by-packet compression, error checking code is fixed after malloc for
decompression history buffer. [CSCdj29139]

dot5StatsTable does not return any value in Cisco 10S Release 11.2 software. [CSCd]j32372]

NFS transmission problems and FDDI excessive claims occur after installing Releases 10.3(9)
through 10.3(18), 11.1(9) through 11.1(14), or 11.2(1) through 112(9). This problem is specific
to the CX-FIP interface board. [CSCd]38715]

AnNT client/server sending out multiple ARP requeststo the BV interface of the router causes
aloss of connection. The workaround is to enable ARP SNAP ar p timeout 120. [CSCd]46855]

The PA-4R might incorrectly adjust the datagram size of an incoming packet to include extra
padding at the end of the packet. This problem only occurs under moderate or heavy traffic load
where multiple PA-4R interfaces are consuming many particle buffers. The problem also only
occurs for packets with a packet length that is a multiple of 512 bytes, 513 bytes, 514 bytes or
515 bytes. The only workaround isto reduce the token ring interface’ sMTU to 508 bytes or less.
[CSCdj48183]

The ATM lite port adapter on the VIP2 platform does not function. Theinterface repeatedly goes
up and down and does not have any output. [CSCdj51923]
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When connecting a Canary Fast Ethernet transceiver to the M1I connector on VIP port adapters,
reload the microcode so that the port functions properly. [CSCdi64606]

Theauto-enablefeaturefor packet-by-packet Frame Relay compression isremoved and thisform
of compression is allowed to be manually enabled. [CSCdi85183]

IP Routing Protocols

LAT

® A routing node is removed from the IP cache Radix tree and the buffer is set free, but it can till

be traversed from the treetop and cause a crash (it can still be accessed after it is set free).
[CSCdj17314]

IP cacheis not invalidated for destinations that use the default routes even after the next hop is
down. The workaround isto issue the clear ip cache command. [CSCdj26446]

After theip default-network statement isissued, the default network route is not propagated to
other routers in the network. There is no workaround for this problem. [CSCd]j28362]

EIGRP topology entries from the redistribution of connected routes where EIGRP is aready
running natively might not clear when an interface goes down. [CSCdj28874]

A router crashes after receiving multicast packets with the illegal source address 0.0.0.0. The
workaround isto configure the accesslist to filter out packets with asource I P address of 0.0.0.0.
[CSCdj32995]

When the OSPF interface command ip ospf authentication-key key is configured with a key
length longer than 19 characters including any trailing space, OSPF internal datais corrupted.
Thewrite terminal command might reload the router. The workaround is to not enter a key
longer than 19 characters, regardless of whether or not it is encrypted. The same problem occurs
with the ip ospf message-digest key-id md5 key command. In this case, the key length should
not be longer than 36 characters. [CSCdj37583]

After the aggr egate-addr ess summary-only command is configured, issuing the same
command without summary-only does not unsuppress the more specifics of the aggregate. A
workaround is to negate the whol e aggr egate-addr ess command first. [ CSCdj42066]

ICMP that cannot be reached are incorrectly sent out for multicast packets. [CSCd|j43447]

During aping, each packet takes more than two seconds to be output. With ATM static maps, the
wait is not necessary for |P over ATM. [CSCdj47856]

Entering the no ip gdb rip command twice might crash the router. [CSCdj48291]

The following message might be erroneously displayed:
$LAT-3-BADDATA: Ttyl24, Data pointer does not correspond to current packet

When many LAT sessions are active, and areceived data slot startsin the last 14 bytes of afull
Ethernet frame, data for that slot is discarded. [CSCdi82343]

Novell IPX, XNS, and Apollo Domain

® A route might become stuck in a“deletion pending” state after an ipx down command. This

could occur if you issue the commands ipx down and no ipx network in the same or reverse
order, with very little time between them. The workaround isto disable and reenable |PX routing
on the router. [CSCdi91755]
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® XNS routes might get deleted on serial interfaces at boot time. The workaround is to issue the
shut and no shut commands on the affected interface. [CSCdj25806]

® |PX does not advertise static or floating static routes if they are created before the interface that
the routes connected to is up. The workaround isto issue the shut and no shut commands on the
interface to which the static or floating static routes are connected. [CSCdj41584]

®  Running IPX EIGRP with amaximum path set greater than one, the router might not remove the
SAP after theinterface isdown if it islearned via more than one path. [CSCdj45364]

® |f aroute goes away viaaging (180 seconds) and the default route is known, a cache entry might
be installed for the network using the default route path. If the network comes back within the
next 60 seconds, a new cache entry pointing to the now valid path might not be installed and the
cache still pointsto the default route path for the network. A workaround isto issuethe clear ipx
route and clear ipx cache commands, or run without using the default route. [CSCdj47705]

TCP/IP Host-Mode Services

® A router might restart with abus error at address 0xDODOD5D in module tcpdriver_del.
[CSCdj26703]

VINES

® A router might unexpectedly reload when VINES SRTP routing is configured. The workaround
isto remove the vines srtp-enabled command. [CSCd;37888]

Wide-Area Networking

® Under certain conditions, a router might reload during an ISDN call setup with the SPC hit set.
This problem only occurs with 1TR6 ISDN switch types. [CSCdj20841]

® While using Distributed Fast Switching, buffer headers can be stranded in the outgoing VIPs
transmit queue when that interface has been taken down. Thisis more likely to occur when a
faster interface is switching to a slower one. Ignores and drops might increase on the input
interface asit fails to obtain a needed buffer header to switch the packet. The rxcurr on the input
interface also remains above rxlow even when traffic is not arriving on the interface. The VIP
continuesto drain the transmit queue of the interface even when it isadministratively down. This
alowsthe buffer headersto be returned to the originating local free queue. This might cause the
number of drops on outbound interfaceto increase significantly when theinterfaceistaken down.
However, this behavior is normal as the downed interface drops any packets sent to it wheniit is
not up. [CSCdj21693]

® The Frame Relay LMI Enquiry and Status messages stop being exchanged after a short time of
successful communication. The statistics incorrectly report timeouts and message activity.
[CSCdj31567]

® |f aBRI port attached to an NI-1 ISDN switch using two SPIDs gets a Layer 1 deactivation and
reactivation (typically due to adverse line conditions or temporary disconnection of the cable),
that port might not be able to reestablish Layer 2 connectivity on the second TEI and, therefore,
not be able to use the second B channel. Issuing the show isdn status command reports
TEI_ASSIGNED on oneof the TEIsinstead of MULTIPLE_FRAME_ESTABLISHED on both.
A workaround is to have your service provider configure asingle SPID that can control two B
channels. [CSCdj41311]
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Using NetBI1OS over PPP might result in traceback messages complaining about invalid memory
action at interrupt with traceback information appended:

$SYS-3-INVMEMINT: Invalid memory action (free) at interrupt level
[CSCdj42341]

Thispatch preventsthe use of aninvalid pak-info_start pointer when doing payload compression
on RSP platforms, thus avoiding a crash. [CSCdj43332]

The router configured with “isdn incoming-voice data 56" might wrongfully treat an incoming
voice call as 64 kbps. [CSCdj43717]

When ATM-liteisthethird of threefast PAson aNPE-150, itsrx pool isbeforced to operate out
of DRAM. When ATM-liteisrunning in a NPE-100, where it is designed to operate out of
DRAM. Sometimes packets that are to be handled at the process level appear in the wrong
gueues. For example, arouting packet might end up in aSSCOP queueor aL ANE queue, causing
the SSCOP or LANE to operate abnormally or result in interface flapping. [CSCdj46634]

An ATM Lite connected to a Newbridge causes the laser to shut down after 8 seconds for
2 seconds. The workaround is to replace the ATM Lite with AIP. [CSCdj46914]

A remote DL Sw peering router might send a DM response just after the LL C2 connection is
established if the router is very busy and the PC station responds immediately to the UA with a
RR. The client needs to reestablish the connection. [CSCdj47782]

A boot image without a subsystem containing |PCP restarts a router. [ CSCdj48085]

When using the frame-relay map class or frame-relay traffic-rate commands, and when the
rate is being reduced in response to BECN, the default lower limit is zero, while the expected
default is CIR/2. The workaround for this behavior isto define the rate using the CIR/BC/BE
parameters. [CSCdj49145]

The router might unexpectedly restart when configuring an X.25 PV C that is locally switched.
[CSCdj49828]

The show x25 vc command will cause the router to unexpectedly restart if thereisacombination of
locally switched virtual circuits and other virtual circuits. [CSCdj50405]

Caveats for Release 11.2(1) Through 11.2(8)

Access Server

AppleTalk

This section describes possibly unexpected behavior by Release 11.2(8). Unless otherwise noted,
these caveats apply to Release 11.2 up to and including 11.2(8). The caveatslisted here describe only
the serious problems. For the complete list of caveats against Release 11.2, use the Documentation
CD-ROM or access CCO as described in the section “Cisco Connection Online” later in this
document.

® A reload might occur if the command show modem slot/modem-port isissued when the

associated modem isin the autoconfigure mode. Autoconfigure modeisnormally ashort interval
during which the modem is reset and reinitialized by the modem autoconfigure command.
[CSCdj17224]

® ATCP might cause AppleTalk to corrupt memory and reload the router. Thereis no workaround.

[CSCdj23355]
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Basic System Services

® Connected routes stay in the routing table when a card is disabled and in an analyzed wedged
state. [CSCdj08355]

® Theerror “System restarted by bus error at invalid address’ is caused by intermittent Telnet
sessions on a Cisco A S500 platform running Cisco 10S Release 11.1(10)AA. This problem
occurs because of arace condition when doing DNS name query, and DNS name cache is
removed in the middle of the process.

Thereisno workaround on the router side. On the DNS server side, configuring DNSTTL to be
one minute or longer might work around this problem. However, this workaround might not be
acceptable for some applications. [CSCd]j16824]

®  Thisbug might be user specific; the following error message occurs when auser’s script executes
the show start command:

% Non-volatile configuration memory has not been set up

Theuser’s script isused to change passwords. Current testing indicatesthat it might be asoftware
checksum error. [CSCdj18107]

® During aboot Flash format, systems with earlier release images will not recognize Intel boot
Flash SIMMs 28F004S5 (device code A7), 28F008S5 (device code A6), and 28F016S5 (device
code AA).

Toruntype A7, A6, or AA boot Flash devices and use images prior to this bug fix, format boot
Flash with an image containing this bug fix. Then load an older image onto the newly formatted
boot Flash SIMM. [CSCd;j20681]

® On RSP-based platforms, the following error might occur, indicating a problem with a hardware
enqueue:

$RSP-2-QAERROR: reused or zero link error, write at addr 00CO (QA) log 2600C040,
data 00070000 00000000

This message might be followed by the following error and a crash:
Unexpected exception, CPU signal 10, PC = 0x601C4658

Thismessageis caused by amemory access problem in the diagnostic code handling the original
QA error. [CSCdj29751]

® The object cminitialLineConnections in the CISCO-MODEM-MGMT-MIB is supposed to
return only non-zero values. The current implementation returns al counter values, including
zeroes. This problem isnot seriousif only single-valued SNMP retrievals (getone...) of
cmlnitialLineConnections are performed. In actuality, SNMP retrievals of multiple values
(getmany...) are often used. The problem is much more pronounced in the second case.
[CSCdj30171]

® A memory leak existsin the Flash filesystem. Using SNMP to poll the ciscoFlashM B objects,
or using the show flash command line interface (CLI) commands can result in non-trivial
amounts of memory being allocated and never freed. Repesating these polls or CLI commands
eventually resultsin the system using up all available memory.

The ciscoFlashMIB can essentially be disabled (SNMP is prevented from polling this MIB) via
use of SNMP views. For example, the SNM P configuration snmp-server community publicro
can be changed to the following:

snmp-server view no-flash internet included
snmp-server view no-flash ciscoFlashM B excluded
snmp-server community public view no-flash ro
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Theresult isthe SNMP polls using the public community string can access objectsin the entire
MIB space (internet) except for those objectsin the ciscoFlashM B space. Thisaffectsany NMS
applications that rely on the ciscoFlashMIB objects. [ CSCd]35443]

®  When inbound PAP authentication is configured to use TACACS+ with adown-rev daemon (for
example, Freeware 2.1) the system leaks one TACACS+ packet for every PAP authentication it
performs. Upgrading to a daemon that understands the latest version of the TACACS+ protocol
(version 193) is an effective workaround. [CSCdj36449]

EXEC and Configuration Parser

® Entering the privilege route-map level x set as-path prepend x command in configure mode
might cause the router to reload, even though the number after prepend isnot necessary. To work
around this problem, do not enter a number after prepend. [CSCdj37035]

IBM Connectivity

® QLLC/RSRB forwards IEEE XID frames like other XID framesto VTAM. Some devices use
IEEE XID frames (format 8, type 1) instead of test frames. [CSCdi86682]

® [ssuing the show Inm station command might cause the routers to reload, especially when the
stations are getting in and out of the ring. [CSCdj09905]

® When SRB and transparent bridging are both configured on two interfaces, Sr frames with an
Ethernet type of 0x600 or 0x800 are not forwarded and do not show up as source errors. This
problem first appeared in Cisco |0S Release 11.1(12). [CSCd]18483]

® Continuously issuing the appn ping command causes the router to hang indefinitely.
[CSCdj19525]

® Therouter might reload unexpectedly with a stack trace pointing to llc2_timer. [CSCdj21370]

® When RSRB with TCP encapsulation is configured and there are dead peers, an explorer packet
might continuoudly try to open the dead peer. After several tries, the router might crash with
memory corruption. The workaround is to remove any dead peer statements. [CSCdj24658]

® When using promiscuous or peer-on-demand peers and there are more than 100 circuits
connected, amemory corruption crash might result when the promiscuous or peer-on-demand
peers disconnect. The corruption occurswhen circuit cleanup is delayed due to end station delay,
LAN network delay, or high router CPU usage. [CSCdj26284]

An APPN image might restart because of a CPU HOG problem when processing alink failure

event by the Directory Service APPN process (xxxdns00). This might occur when alot of locate
requestsare pending. Thereisno known workaround. Therouter isforced to restart by the system
watchdog process (software-forced reload event). [CSCdj26423]

® DL Sw local-switching from VDLC to LLC media does not work correctly. [CSCdj28900]

® Thetimer that controls the daily cleanup of APPN topology and the 5-day rebroadcast of
topology resources owned by this APPN node can fail after 45 days. At thistime, other nodes
wherethetimer isstill functioning properly might age out the topol ogy of the nodewith thefailed
timer after 15 days. Thus, after atotal of 60 days, APPN routing failures and failed CP-CP
sessions might result between APPN network nodes.

Because other network events (link outages, and so forth) can trigger anode to send aTDU, this
problem might not appear after a 60-day uptime—it might occur much later or not at all.
However, any APPN router running in the network for over 60 daysisat risk of experiencing this
problem.

56 Release Notes for the 1600 Series for Cisco 10S Release 11.2P



Caveats for Release 11.2(1) Through 11.2(8)

Stopping and restarting APPN isaworkaround for this problem until the next timer wrap, which
can be up to 45 days, but might be less depending on the current value of the timer. Reloading
the router will reset the timer and avoid the problem for an additional 60 days. [CSCd]j29014]

A router configured for RSRB might crash with awatchdog timeout during low memory
conditions and/or continual peer state changes. [CSCdj30381]

A DLUR router might reject unbind requests from the host if it has not received a bind response
from the downstream LU.

If the downstream device never responds to the outstanding bind, the DLUR router will wait
indefinitely and not free the local-form session ID (Ifsid). This might cause a situation in which
the host tries to reuse an Ifsid after it has sent an unbind request, but the DLUR rejects the new
bind request because it believes that thisIfsid isin use. If the host continuously tries to use the
Ifsid that the DLUR believesisin use, no new sessions can be established. This problem occurs
only when the downstream device does not respond to a bind request. [ CSCdj30386]

Sometimes linkstations might get stuck inaXIDSENT state when an APPN linkstation failsand
recovery is attempted. Caveat CSCdi 77040 provides afix for this problem on the system side.
This caveat provides the corresponding fix for APPN. [CSCdj30552]

When using APPN/DLUR with the prefer-active-dlus configuration command specified on the
APPN control point, DLUR might not properly connect to a backup DLUS in cases where the
primary DLUS s availablein the network but has the served PUs varied inactive. [CSCdj31261]

When using the len-connection configuration command on the APPN port and there are at |east
30 X1D3 devices connecting in through that port, arare sequence of events of devices connecting
and reconnecting can cause areload. [CSCdj31264]

Any device connecting to APPN/DLUR that does not carry a cvOE with a CPname specified on
XID (any PU2.0 and some older PU2.1 implementations) causes APPN to fail to release 536
bytes of memory each time the device disconnects and reconnects. Any device connecting on a
port with L EN-connection defined a so exhibits this behavior. When memory is exhausted, the
APPN subsystem might stop or the router might reload. [ CSCd]33429]

An APPN router might display the following “Unanticipated CP_STATUS’ message when the
contention loser CP-CP session goes down and comes back up without the contention winner
session being deactivated:

$APPN-6-APPNSENDMSG: Ended DLUR connection with DLUS NETA.SJMVS1
$APPN-7-MSALERT: Alert LU62004 issued with sense code 0x8A00008 by XXXSMPUN
$APPN-6-APPNSENDMSG: Starting DLUR connection with DLUS NETA.SJMVS4

$APPN-7-APPNETERROR: CP_STATUS FSM: Unanticipated CP_STATUS message received

Each subsequent broadcast |ocate received by the router causes the following messages to be
displayed and about 1920 bytes of APPN memory to be leaked:

$APPN-7-APPNETERROR: MAP_ INPUT SET TO ROW: invalid input value=0x80200080

$APPN-7-APPNETERROR: State Error lcb: 60C05CCO pcid: DA839C70FB1548CB row: 22
col: 0O

This problem occurs when two links are active to the same node and the CP-CP sessions are split
between these two links and the link with contention loser is stopped. The APPN subsystem
should be stopped and restarted to clear this problem. If the CP-CP sessions are between the
router and the host, terminating either CP-CP session on the host will also clear this problem.
[CSCdj33718]

When an LLC2 connection is configured to work over ATM LANE for DL SW, the connection
succeeds until aretransmission is required, at which time it fails. [CSCdj34873]
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A user isunable to enter an XID option on an interface configured for QLLC and DLSW.
[CSCdj35448]

If the DLUR router received fixed session-level pacing values on the primary stage, it might
modify these pacing values before forwarding the bind to the secondary stage. [CSCd]36195]

The router might reload when reverse-QLL C connections disconnect using QLLC/DL Sw+.
[CSCdj36613]

A problem occurs when an LU node specific node attemptsto start a session with aset of invalid
bind parameters. Thisresultsin alocate-find (with the bind in the CDINIT) being sent through

the Cisco APPN network to the end VTAM CP. The end VTAM CP rejects the locate-find with
a0835003A sense and sends this back with a control vector CV 35 of minimum length of 8 bytes
totheoriginator viathe Cisco APPN NN. The APPN NN then rejects the frame with a 08953500
sense and drops the CP-CP session between the Cisco router and VTAM CPs. [CSCdj37479]

Interfaces and Bridging

Issuing the no channel-group command on a MultiChannel Interface Processor (MIP) causes
the router to reload if OSPF is configured. [CSCdi79844]

Bridging from aserial interface to a Fast Ethernet interface with ISL encapsulation fails because
the seria input queue is not cleaned up. [CSCdj01443]

When bridging IP and routing AppleTalk, assigning the bridge-group to the LEX interface causes
AARP entries to disappear and become no longer resolved. [CSCdj22825]

In X.25 packet by packet compression, error checking code is fixed after malloc for the
decompression history buffer. [CSCdj29139]

IP Routing Protocols

Under unusual circumstances, EIGRP might reinitialize multiple peers when a stuck-in-active
condition occurs, instead of just the peer through which the route was stuck. [CSCdi83660]

Under certain circumstances, if a Cisco router receivesaroute with alower rip2 metric, the router
might go to into a hold-down state with an infinite metric. [CSCdj15295]

Under certain circumstances, a Cisco router interprets an | P packet broadcast at the link-layer as
an IP-directed broadcast. When the router determines that the original packet was a directed
broadcast, it forwards the packet to any other interfaces that belong to the directed broadcast
address because Cisco routers forward directed broadcasts by default. Though the destination 1P
address of the original packet appears to be that of a directed broadcast, the router should not
forward the packet, sinceit is actually alink-layer broadcast. [ CSCdj16052]

A router might crash after thefifth EIGRP processis configured. CSCdi36031 isarelated caveat.
[CSCdj17508]

An IP cacheisnot invalidated for destinations that use the default routes even after the next hop
is down. The workaround is to use the clear ip cache command. [CSCd]26446]

Major net summarization isincorrectly doneif there are two equal cost direct connect interfaces.
To work around this problem, use the clear ip route* command. [CSCdj30971]

Dense mode interfaces are not always populated in the outgoing interfaces of a multicast route.
This problem was introduced by CSCdi25373. [CSCd]32187]

When doing atrace route from arouter to abroadcast network address, NO ICMP TTL Exceeded
is sent back by the next hop Cisco router. [CSCdj33761]
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® Anoldincoming interfaceis not populated in the OIF during RPF transitions. [ CSCd]34457]

ISO CLNS

® CLNSfast switching is not working between PV Cs defined on ATM subinterfaces.
[CSCdj23817]

LAT

® When performing protocol translation from X.25 to LAT, spurious memory accesses might be
seen in console messages as well asin the output from the show alignment EXEC command.
[CSCdj18470]

Novell IPX, XNS, and Apollo Domain

® |PX fast switching might fail over a PRI interface, resulting in IPX client connections not being
established over the PRI even though the IPX serversarevisible. The workaround isto configure
no ipx route-cache on the PRI interface. [CSCd]j29133]

® XNSdoes not learn the new non-canonical format of Token Ring MAC addresses. It retains the
old canonical format address for its node address. This would cause routing failure. The
workaround isto disable and reenableX NS network on all the Token Ring interfaces. This affects
only RSP platforms and when you upgrade an XNS configured router from aversion that hasthe
bug CSCdi48110 to aversion that has this bug fixed. [CSCdj29916]

® Theipx nlsp command tag option is not being displayed as an option, making routing between
NLSP areas impossible. [CSCdj33746]

TCP/IP Host-Mode Services

® Aninterface might become wedged with input queue 76/75. Thisis caused by both syslog and
SNMP traps. The workaround isto disable both syslog and SNM P traps using the commands no
snmp-server host ip-address and no logging ip-address. [CSCd]j27567]

® New TCP connections might become stuck in SYNSENT state when router is low on memory.
[CSCdj30008]

TN3270
® International (8-bit) characters do not echo when using TN3270. [CSCdj22231]

VINES

® |ssuing the write memory command might cause the system to reload while writing the VINES
access list to memory. Issuing the write terminal or show vines access commands might also
halt the system. The workaround is to delete the configuration file and reconfigure the system.
[CSCdi49737]

Wide-Area Networking
® CMNS connections might suffer spurious X.25 resets under traffic load. [CSCdi40875]

Release Notes for the 1600 Series for Cisco IOS Release 11.2P

59



Caveats for Release 11.2(1) Through 11.2(8)

® Thereisaproblem that only affects the PPP reliable protocol. No other protocols are affected,
such as HDL C. [CSCdi70242]

® A BRI interface with Frame Relay encapsulation configured does not function correctly. A call
stays up for afew seconds, LMI messages are exchanged, and as soon as the DL CI goes from
INACTIVE to DELETED, the BRI is physically reset. Therefore, it isimpossible to use Frame
Relay over ISDN. [CSCdj09661]

® When arouter receives avalid Frame Relay Setup message while the local SV C’'s map-classis
not yet properly configured, the router crashes. The crash point and the stack trace might be like
one of the following:

Current PC: 0x90F61C[bcopy (0x90f56c)+0xb0] FP:
0xCC65C4 [_etext (0x96f3ec)+0x3571d8] RA:

O0x5E1EF2[_fr svc_send msg_to nli(0x5eleca)+0x28] FP:

0xCC65E8 [_etext (0x96f3ec)+0x3571fc] RA: 0x5DD98C[_FRUO_Setup (0x5dd8e2) +0xaal FP:
0xCC6620[_ etext (0x96f3ec)+0x357234] RA:

0x5DD894 [_svc_process_13_event (0x5dd786) +0x10e] FP:

0xCC6664 [ etext (0x96f3ec)+0x357278] RA: O0x5DA17A[_13_ie parse (0x5d9d32)+0x448]
FP: 0xCC66A4 [ etext (0x96f3ec)+0x3572b8] RA:

0x5D9B84 [_13_ie parse process (0x5d9bl4)+0x70] FP:

0xCC66CO[_etext (0x96f3ec)+0x3572d4] RA:

0x1CC372[_process_hari_kari (0xlcc372)+0x0]

Current PC: O0x5E1D8E[ fr svc call id to nli(0x5elcf0)+0x9e] FP:
0xCC5CCC[_etext (0x970900) +0x3553cc] RA:

0x5E2176 [ _fr svc _send msg to nli(0x5e2l4e)+0x28] FP:

0xCC5CFO[_etext (0x970900) +0x3553£0] RA: 0x5DDC10 [ FRUO_Setup (0x5ddbé66) +0xaal FP:
0xCC5D28 [ etext (0x970900) +0x355428] RA:

0x5DDB18 [_svc_process 13 event (0x5dda0la)+0x10e] FP:

0xCC5D6C[_etext (0x970900) +0x35546c] RA: Ox5DA3FE[ 13 ie parse(0x5d9fb6)+0x448]
FP: OxCCS5DAC[_ etext (0x970900)+0x3554ac] RA:

0x5D9EO8[_ 13 ie parse process (0x5d9d98)+0x70] FP:

0xCC5DC8 [ _etext (0x970900) +0x3554c8] RA:

0x1CC3BA[_process_hari kari (0Oxlcc3ba) +0x0] [CSCd] 13019]

® Packetsthat are exactly the size of the MAC encapsulation size are not bridged. This means that
TEST and XD frames are not be bridged. Instead, they are passed up to the processlevel, which
responds to them. [CSCdj14748]

® The MAC address of an ATM interface in arouter, instead of the actual MAC address of an end
station connected to aLANE client, is entered in the ARP cache. This problem occurs after
several hours. A temporary workaround isto clear the ARP cache of the router. Other
workarounds include removing bridging from LANE subinterfaces, disabling proxy ARP or
correctly configuring the subnet mask of end stationsin a LANE environment. [CSCd]j19293]

® The output of the show dialer command shows that the “dialer state is call pending” and the
dialer could not be used after it received a call from the destination. This caveat could be rel ated
to CSCdi80876. [CSCd]j19790]

Upon bootup, OIR, microcode reload, and cbus complex restarts, the router shows
CCBTIMEOQOUT error messages on VIPs that result in a disabled wedged status. This problem
occurswith bad PAsand PAsina“ not-ready” state. The cause of the problem iswhen PCl access
istried and the PA does not respond, thus resulting in CCBTIMEOUTS. [CSCdj21639]

® When per VC custom or priority queuing is configured prior to theinitiaization of the VC, the
functionality is not correctly initialized and is not activated. [CSCdj28240]

® Useof IPX with very large packet sizes might result in amemory leak when transmitting packets
via PPP multilink. [CSCdj29387]
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ATCP negotiation fails when an ARAP 3.0f1c4 client attempts to connect to a Cisco access
server. Thiswasfound during Betatesting of the ARAP 3.0 software. The actual ARAP protocol
works fine; it isonly ATCP that fails. [CSCdj31323]

Caveats for Release 11.2(1) Through 11.2(4)

This section describes possibly unexpected behavior by Release 11.2(4). Unless otherwise noted,
these caveats apply to Release 11.2 up to and including 11.2(4). The caveatslisted here describe only
the serious problems. For the complete list of caveats against Release 11.2, use the Documentation
CD-ROM or access CCO as described in the section “ Cisco Connection Online” later in this
document.

Basic System Services

On RSP systems, the router reloads with a SegV error when trying to free a misqueued buffer or
abuffer that is an invalid size. The buffer might contain a bad packet passed to it from another
router. [CSCdi74039]

Ethernet interfaces might experience XBUFHDR and INVRTN errors. [CSCdi75404]

On RSP systems with HIP, TRIP, or FIP interfaces, when the MTU islarger than 4096 bytes on
TRIP or FIP interfaces or larger than 8192 on HIP interfaces, there isarare chance that a system
error might occur. When this happens, the message “CY Bus error 8” or “CYBus error 10” is
displayed. [CSCdi75522]

The router might reload inadvertently if you respond improperly to extended ping dialog
prompts. [CSCdi88443]

A memory leak occurswhenever TACACS+ isenabled. Memory isreleased to the EXEC process
as seen viathe show memory command. Theleak appearsto have originated in Release 11.0(10)
and affects Cisco | OS software released thereafter. [CSCdi89479]

Under some circumstances, processing an SNMP Get request might result in amessage similar
to the following being displayed on the console;

$SNMP-3-CPUHOG: Processing Get of lifEntry.75.34
[CSCdi93084]

SNMP traps process can consume memory if presented with alarge number of trapsto deliver.
[CSCdj02181]

Under unknown circumstances, the router might restart due to a Bus Error. [ CSCd]j02493]

Interfaces and Bridging

The show diagnostic command does not display Fast Ethernet Interface Processor port adapter
information. [CSCdi33967]

A problem occurs when performing a getnext operation on the dot1dTpFdbTable in the Bridge
MIB. A getnext will not retrieve arequest of index + 1 and will instead return the
lexicographically next index. An example of this behavior follows:

If the table has the entries with indices of:
0000.0000.0001 0000.0000.0002 0000.0000.0003 0000.0000.0005

a getnext of 0000.0000.0002 returns the index 0000.0000.0005 because 0000.0000.0003 is the
index requested + 1
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agetnext of 0000.0000.0003 returns the index 0000.0000.0005 because 0000.0000.0005 is
greater than the requested index + 1. [CSCdi84559]

A problem occurs when the router is configured for Integrated Routing and Bridging (IRB). The
problem affects all platforms. A bad decision in the forwarding of packets whose destination is
not in the bridge table could cause the router to reload. [CSCdi92194]

IP Routing Protocols

ISO CLNS

IGMP and PIM should support multicast addresses (for example, c000.0004.0000) as
configurable options on Token Ring interfaces instead of requiring broadcast address (for
example, fff.ffff.ffff). [CSCdi83845]

Configuring OSPF NSSA (Not So Stubby Areas) can affect the way routes are redistributed into
OSPF. This defect wasfirst observed in Release 11.2(3). [CSCdi88321]

A prefix that hasthe “ no-export” community string set from an inbound route map isincorrectly
advertised to EBGP peers. A workaround isto configure a route map to set “no-export”
community on the outbound side of the peering router instead. [ CSCdj01351]

It is possible for memory corruption and memory leaks to occur when PIM packets are sent.
[CSCdj02092]

Under certain timing-related circumstances, the use of per-user routes might cause a router to
reload when the interface that caused the routes to be installed goes down. Thisis because both
the IP background process and the per-user code attempt to remove this route. [CSCdj02347]

If minimum-sized (or sweeping-sized) CLNS pings are performed and the CLNS source and
destination addresses are very long, the system may fail. Theworkaround isto raisethe minimum
ping sizeto at least 63 bytes. [CSCdi91040]

Novell IPX, XNS, and Apollo Domain

When a device running LANE is configured as aLEC, it does not acknowledge any secondary
IPX networks with frame types different from the primary. The debug ipx packet command
displays these received packets as “bad pkt.” Only packets that arrive with the same IPX frame
type as the primary IPX network on the ATM interface of the router are properly accepted.
[CSCdi85215]

In aredundant IPX Enhanced IGRP network running IPX incremental SAP, the router’s SAP
table may contain out of date information, such as the socket number if the socket number was
changed from itsinitial advertisement. [CSCdi85953]

SPX keepalive spoofing will cease to spoof after arouter has been up for 24 days or longer. The
debug ipx spx-spoof command shows packets being skipped at the time when they should be
spoofed. The only workaround isto reload the router once every three weeks. [CSCdi86079]

XNS RIP requests for all networks cause normal periodic RIP updates to be delayed or skipped.
[CSCdi90419]

When IPX incremental SAP isrunning, the router’s SAP table might not contain al the SAPsin
the network if one of it interfaces goes down and comes back up later. [CSCdi90899]

When running IPX incremental SAP, the router might not remove all the SAPsthat are no longer
reachable viathis router. [CSCdi90907]
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Cisco Connection Online

TCP/IP Host-Mode Services
® A Telnet session with anonzero number of unread input bytes cannot be cleared. [CSCdi88267]

® |Ppacketswith valid TTLs (of varying values) received on aVIP2 serial port adapter or FSIP
(both on RSP2 platform) with TCP header compression are intermittently dropped. The router
sends an ICM P Time Exceeded message to the source.

® Theshow ip traffic command indicates that the ICMP Time Exceeded counter increments.
A workaround is to turn off TCP header compression. [CSCdj01681]

Wide-Area Networking

® In certain environments, |/O and processor memory are being consumed by processesin the
router, primarily the Critical Background process, and the router runs out of memory after
29 hours of operation. [CSCdi80450]

® When using a4ESS PRI to place an international call (011), the call might be rejected with the
error “causei = 0x839C - invalid number format.” [CSCdi81069]

® Using the command no pri-group whiletraffic is being passed can result in abus error. The
command may be used safely when no traffic is being passed. [CSCdi82055]

® Thedialer hold-queue command does not queue packets when it isused with dialer profiles. As
aworkaround, use the legacy DDR configuration instead of dialer profiles. [CSCdi84272]

® Random restarts because of bus errors occur at least two to three times per day. The problem
might be in the DDR software. [CSCdi86765]

® When TEST/XID packets are received by a LANE client, the router might crash. Thereisno
workaround for this problem. [CSCdi90868]

® Under heavy call volume, therouter might not return memory to the free pool whenitisno longer
needed. Thiswill eventually result in alow-memory or no-memory condition, which might
manifest itself in several different error messages. [CSCdj02481]

EXEC and Configuration Parser

® When you change the encapsulation on an interface from one that supports weighted fair
gueueing to one that does not and you make the change from the console or aux port, there can
beamemory loss of 8 KB each time you change the encapsul ation. You can identify this problem
by examining the output of the show memory allocating-process command, which shows that
the number of memory blocks allocated by the exec increases each time you change the
encapsulation. If you do not change the encapsulation on an interface often, this problem should
not have a significant impact on system performance. [CSCdi89723]

Cisco Connection Online

Cisco Connection Online (CCO) isCisco Systems' primary, real -time support channel. Maintenance
customers and partners can self-register on CCO to obtain additional information and services.

Available 24 hours a day, 7 days aweek, CCO provides awealth of standard and value-added
services to Cisco's customers and business partners. CCO services include product information,
product documentation, software updates, release notes, technical tips, the Bug Navigator,
configuration notes, brochures, descriptions of service offerings, and download accessto public and
authorized files.
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Documentation CD-ROM

CCO serves awide variety of users through two interfaces that are updated and enhanced
simultaneously: a character-based version and a multimedia version that resides on the World Wide
Web (WWW). The character-based CCO supports Zmodem, Kermit, Xmodem, FTP, and Internet
e-mail, anditisexcellent for quick accessto information over lower bandwidths. The WWW version
of CCO providesrichly formatted documentswith photographs, figures, graphics, and video, aswell
as hyperlinks to related information.

You can access CCO in the following ways.
® WWW: http://www.cisco.com

* WWW: http://www-europe.cisco.com
® WWW: http://www-china.cisco.com

® Telnet: cco.cisco.com

® Modem: From North America, 408 526-8070; from Europe, 33 1 64 46 40 82. Usethe
following terminal settings: VT100 emulation; databits: 8; parity: none; stop bits: 1; and
connection rates up to 28.8 kbps.

For acopy of CCO's Freguently Asked Questions (FAQ), contact cco-hel p@cisco.com. For
additional information, contact cco-team@cisco.com.

Note If you are a network administrator and need personal technical assistance with a Cisco
product that is under warranty or covered by a maintenance contract, contact Cisco’s Technical
Assistance Center (TAC) at 800 553-2447, 408 526-7209, or tac@cisco.com. To obtain general
information about Cisco Systems, Cisco products, or upgrades, contact 800 553-6387,

408 526-7208, or cs-rep@cisco.com.

Documentation CD-ROM

Cisco documentation and additional literature are availablein aCD-ROM package, which shipswith
your product. The Documentation CD-ROM, a member of the Cisco Connection Family, isupdated
monthly. Therefore, it might be more up to date than printed documentation. To order additional
copies of the Documentation CD-ROM, contact your local sales representative or call customer
service. The CD-ROM package is available as a single package or as an annual subscription. You
can also access Cisco documentation on the World Wide Web at http://www.cisco.com,
http://www-china.cisco.com, or http://www-europe.cisco.com.

Depending on which release of software is running on your router, use this document in conjunction with the Cisco 10S Release 11.2 configuration guides and command references.
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