CHAPTER

Configuring DDR

This chapter describes how to configure your router for dial-on-demand routing (DDR) and dial
backup. For a complete description of the commands mentioned in this chapter, refer to the “DDR
Commands’ chapter in the Router Products Command Reference publication.

Cisco’s Implementation of Dial Backup and DDR

Dial backup provides protection against WAN downtime by allowing you to configure a backup
serial linecircuit-switched connection. Dial backup software keepsthe secondary lineinactive (DTR
inactive) until one of the following conditionsis met:

® The primary line goes down.
® Thetransmitted traffic load on the primary line exceeds a defined limit.

When the software detects alost Carrier Detect signal from the primary line device or finds that the
line protocol isdown, it activates DTR on the secondary line. At that time, the DCE must be set to

dial theremote site. When the connection is made, the routing protocol defined for the serial linewill
take over the task of transmitting traffic over the dialup line.

DDR provides network connections across the Public Switched Telephone Network (PSTN).
Traditionally, networks have been interconnected using dedicated lines for wide-area network
(WAN) connections. With DDR, you can use modems, Integrated Service Data Network (ISDN)
terminal adapters (TAS), or integrated ISDN capabilities to establish low-volume, periodic network
connections over public circuit-switched networks. You can aso establish dial-up connections over
X.25 or Frame Relay packet-switched networks by using LAPB, X.25, or Frame Relay
encapsulations.

The following protocols can be routed over DDR: AppleTalk, Banyan VINES, CLNS, DECnet, IP,
IPX, and XNS. For more information see the appropriate protocol configuration chapters.

Synchronous and asynchronous interfaces can be configured for DDR connections to one or more
destination networks. When a packet is received for a remote network, the router uses dialing
commands to send the phone number of the destination network to a modem. The modem (DCE
device) then dials the destination DCE device and establishes a connection.
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Figure 8-1 illustrates atypical DDR interconnection configuration.

Figure 8-1 DDR Interconnection

Ethernet

Public
telephone
network

Ethernet

DCE
device

DCE
device

S1039a

Fast Call Rerouting for ISDN

When DDR callsusing an ISDN interface are not accepted, dialer is able to place the call again or
proceed to other calls amost immediately, and does not have to wait for the dialer wait-for-carrier
timer to expire. The ISDN software learns within afew seconds that a call was not accepted and
always informs the dialer software, thus greatly reducing delays.

Thisfeatureisautomatically enabled for all ISDN interfaces when the router software beginsto run.

You can still modify the dialer wait-for-carrier timer for DDR interfaces, and the show dialer
command still shows the destination number, if connected.

DDR Fast Switching

In the past, only process switching was available on interfaces configured for DDR. Process
switching provided an acceptable level of performance because DDR was used on low-speed lines.
Now, however, fast switching isrequired to take advantage of ISDN PRI and multiple BRI platforms.,

Fast switching is enabled by default on DDR interfaces. It is enabled for two routed protocols, |P
and IPX, and for two encapsulations, HDL C and PPP.

Fast-switching can be disabled and reenabled on a protocol-by-protocol basis on aDDR interface.
For information on disabling and reenabling fast switching of protocols, see the “Disable and
Reenable DDR Fast Switching” section later in this chapter.

Placing Calls Using DDR

On the router, DDR places calls using the following methods:
® Chat scripts on the auxiliary port
® V.25bis over synchronous interfaces

® DTRdiaing for synchronous interfaces

Chat Scripts on the Auxiliary Port

A chat script isastring of text that definesthelogin “conversation” that occurs between two systems.
It consists of expect-send pairsthat define the string that thelocal system expectsto receive from the
remote system and what the local system should send as areply.
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On asynchronous lines, our routers support chat scripts used to send commands for modem dialing
and logging on to remote systems. To dial acall on an asynchronous line, a chat script must be
defined. If multiple chat scripts are defined, regular expressions are used for powerful pattern
matching to select between many scripts. See the “Regular Expressions’ appendix in the Router
Products Command Reference publication for information about regular expressions.

Note Only the auxiliary port supports asynchronous lines.

V.25bis over Synchronous Interfaces

Our routers support connections from the synchronous serial interface to any DCE device that
supports V.25his. These devicesinclude ISDN TAsfor ISDN B-channel connections. V.25bisisan
International Telecommunication Union Telecommunication Standardization Sector (ITU-T)
recommendation for initiating calls using in-band signaling. Depending on the type of modem or
CSU/DSU you are using, ITU-T V.25bis options might be supported.

Note ThelTU-T carries out the functions of the former Consultative Committee for International
Telegraph and Telephone (CCITT).

The V.25bis specification describes two modes of establishing or receiving calls: thedirect call mode
and the addressed call mode. Routers support connections using the addressed call mode and
synchronous, bit-oriented operation. The addressed call mode allows control signals and commands
to be sent over the DCE data interface to establish and terminate calls. These commands are
packaged in High-Level Data Link Control (HDLC) synchronous data frames.

Devices used by the router for dialing out must support certain hardware signalsin addition to
V.25his. When the router drops DTR, the device must disconnect any callsthat are currently
connected. When the device connects to the remote end, Data Carrier Detect (DCD) must be
automatically asserted.

Note For many V.25bis devices, raised DCD requires a specia cable to crossover DCD and Data
Set Ready (DSR) signals, because the V.25bis specification requires DSR to be raised when a
connection is established.

Table 8-1 lists V.25bis options. The V.25his options are supported in the dia string (telephone
number) only if you have enabled DDR using the dialer in-band command. These options are not
supported in the dial string for native ISDN Basic Rate Interfaces (BRIs). The functions of these
options are nation-specific, and they might have different implementationsin your country. Refer to
your modem or ISDN TA manual for alist of supported options.

Table 8-1 ITU-T V.25bis Options
Option Description
Wait tone.

Configuring DDR 8-3



Cisco’s Implementation of Dial Backup and DDR

Option Description
< Pause.
Usage and duration of this parameter vary by country.
= Separator 3.
For national use.
> Separator 4.

For national use.

P Dialing to be continued in pulse mode.
Optionally accepted parameter.

T Tone. (Diding to be continued in Dual Tone
Multifrequency, DTMF mode).

Optionally accepted parameter.
& Flash. (The flash duration varies by country.)
Optionally accepted parameter.

DTR Dialing for Synchronous Interfaces

Our routers a so support connections from synchronous serial lines through non-V.25bis modems.
Routers connected by non-V.25bis modems must use dataterminal ready (DTR) EIA signaling only.

For more information about configuring the router to support DTR dialing, seethe” Configure Calls
to aSingle Site” section later in this chapter.

Controlling Access for DDR
DDR supports a variety of security and access control methods including the following:

® Dialer accesslistsand dialer access groups—Based on the access lists configured, access groups
control access for DDR.

Packets that are permitted entry according to the access list areidentified as “interesting” or
“packets of interest.” Packetsthat are not permitted entry or are denied entry by an accesslist are
deemed “uninteresting.”

A router activates the dial-on-demand feature when it receives an interesting packet destined for
alocation that can be reached over adialed connection through aPSTN. After therouter dialsthe
destination phone number and establishes a connection, packets can be transmitted. When the
transmission is complete, after a configured period of line time during which there is no
interesting traffic on the line, the line is automatically disconnected.

Note TCP/IP routing protocols |S-1S, BGP, and OSPF are not recommended with DDR because
they require an acknowledgment for routing updates. Because DDR lines are brought up as needed,
DDR will not necessarily be active and available to send responses at the times the updates are sent.

® Address mapping—Interfaces can be configured to map a next hop address to a phone number.
This allows the router to forward packets to the correct destinations and to determineif a
connection is already established to that destination.
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® CHAP—Access control using Challenge Handshake Authentication Protocol (CHAP) can be
configured on serial interfaces that have PPP encapsulation enabled. CHAP reduces the risk of
security violations on your router. CHAP also serves a method to identify incoming calls.

Note Accesslists must be defined before you can use DDR. If there are no access lists defined,
accessisimplicitly denied. See the “ Configuring AppleTalk” chapter for information about
AppleTalk static routes defined, the “ Configuring IP” chapter for information about the | P access
lists with the tcp keyword specified, and the “ Configuring Novell IPX” chapter for information
about the IPX accesslists.

Dial Backup Configuration Task List

When you configure dia backup, you must first decide whether you want to back up when the
primary line goes down, when traffic load on the primary line exceeds the defined threshold, or both.
The tasks you perform depend on your decision. Perform one or more of the tasks in the following
sections to configure dial backup:

® Sdlect Backup Line
® Definethe Traffic Load Threshold
® Define Backup Line Delays

Select Backup Line

To configure dial backup, set a secondary seria interface as a backup to a primary serial interface.
An external data communications equipment (DCE) device, such as a modem attached to a
circuit-switched service, must be connected to the secondary serial interface. The external device
must be capable of responding to aDTR signal (DTR active) by auto-dialing a connection to a
preconfigured remote site. To select a backup line, perform the following task in interface
configuration mode:

Task Command

Select a backup line. backup interface serial number
or
backup interface slot/port
(For the Cisco 7000 series)

Note When using aBRI with dial backup, neither of the B channels can be used whilethe interface
isin astandby mode. In addition, when used as a backup interface, only one B channel is usable.
Once the backup isinitiated over one B channel, the second B channel is unavailable.

Theinterface specified in the backup interface command can only back up oneinterface. For
examples of selecting a backup line, see the “Dial Backup Using the Auxiliary Port Example” and
the “Dia Backup Using DDR and ISDN Example” sections later in this chapter.
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Define the Traffic Load Threshold

You can configure dial backup to activate the secondary line based on the traffic |oad on the primary
line. The software monitors the traffic load and computes a five-minute moving average. If this
average exceeds the value you set for the line, the secondary line is activated and, depending upon
how the lineis configured, some or al of thetraffic will flow onto the secondary dialup line.

To define how much traffic should be handled at onetime on an interface, perform thefollowing task
in interface configuration mode:

Task Command

Define the traffic load threshold as a percentage of the backup load { enable-threshold | never}
primary line's available bandwidth. {disable-load | never}

Define Backup Line Delays

You can configure avalue that defines how much time should elapse before a secondary line status
changes after a primary line status has changed. This means that you can define two delays.

® A delay that applies after the primary line goes down but before the secondary lineis activated
® A delay that applies after the primary line goes up but before the secondary lineis activated

To define these delays, perform the following task in interface configuration mode:

Task Command

Define backup line delays. backup delay { enable-delay | never}
{disable-delay | never}

For examples of how to define backup linedelays, seethe sections” Dia Backup Using the Auxiliary
Port Example’ and “Dial Backup Using DDR and ISDN Example” later in this chapter.

DDR Configuration Task Overview

Beforeyou configure the asynchronousinterface on the auxiliary port to support DDR, configurethe
line asfollows:

® Specify line speed.
®  Set flow control, if any.
® Specify your modem type.

To configure your router for dial-on-demand routing, you must perform one of the tasksin the
following sections:

® Configure an Interface to Place Calls
® Configure an Interface to Receive Calls

® Configure an Interface to Place and Receive Calls
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You can aso optionally customize, enhance, and monitor DDR by performing the tasks in the
following sections:

® Configure Multilink PPP

® Configure PPP Callback

® Configure Snapshot Routing

® Configure DDR over LAPB

® Configure DDR over X.25

® Configure DDR over Frame Relay

® Configure DDR for Routed Protocols

® Configure DDR for Transparent Bridging

® Customize the DDR Network

® Monitor DDR Connections and Snapshot Routing

Seethe “DDR Configuration Examples’ section later in this chapter for examples of how to
configure DDR on your network.

Configure an Interface to Place Calls

To configure asingleinterface, multipleinterfaces, or dialer rotary groupsto place calls, performthe
following tasks:

Step 1 Create chat scripts (asynchronous interfaces only).

Step 2 Specify achat script for DDR (asynchronous interfaces only).
Step 3 Configureto call asingle site or multiple sites.

Step 4 Configure calling from dialer rotary groups.

The following sections describe these tasks.

Create Chat Scripts for Asynchronous Interfaces

You must define a chat script for dialing out on asynchronous lines, specifically the asynchronous
interface on the auxiliary port. Chat scripts are used to send commands for modem dialing and
logging on to remote systems.

To create a chat script, perform the following task in global configuration mode:

Task Command

Create a script that will place acal on a modem and/or chat-script script-name expect send
log on to aremote system.

It is recommended that you write one chat script (a“modem” chat script) for placing a call and
another one (a“system” or “login” chat script) to log onto remote systems, where required.

For an example of how to use chat scripts, see “Using Chat Scripts Example” later in this chapter.

Suggested Chat Script Naming Conventions

A suggested chat script naming convention is as follows:
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vendor-type-modulation
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In other words, the syntax of the chat-script command becomes the following:
chat-script vendor-type-modulation expect send...

For example, if you have aTelebit t3000 modem that usesV.32bis modulation, you would name your
chat script as follows:

telebit-t3000-v32bis
The chat-script command could become the following:

Router (config)# chat-script telebit-t3000-v32bis ABORT ERROR ABORT BUSY ABORT
"NO ANSWER" "" "AT H" OK "AT DT \T" DIALING \c TIMEOUT 30 CONNECT \c

Adhering to this naming convention alows you to specify arange of chat scripts using partial chat
script names with regular expressions. Thisis particularly useful for dialer rotary groupsand is
explained further in the “ Configure an Interface to Receive Calls’ section later in this chapter.

Specify Chat Scripts for DDR

After achat script has been defined as described in the “ Configuring Terminal Lines and Modem
Support” chapter of thispublication, it must be applied to aline or an interface before it can be used.
To specify achat script for aline, perform the following task in line configuration mode:

Task Command

Specify amodem script for aline.  script dialer regexp

A maximum of one script dialer command can be configured per line. The chat script naming
convention described in the “ Configuring Terminal Lines and Modem Support” chapter of this
publication allows you to specify a chat script by the type of the modem attached to that line as
follows:

script dialer modem-type*

Itisrecommended that one chat script (a“ dialer” chat script) bewritten for placing acall and another
chat script (2" system” or “login” chat script) be written to log in to remote systems, where required.

UNIX-style regular expressions are used to match patterns and select between many scripts. This
will be useful if you specify modem scripts on an interface that is used to dial multiple destinations.
Dialing multiple destinationsisdescribed in the“ Configure Callsto Multiple Sites’ section. Regular
expressions are described in the “ Regular Expressions’ appendix of the Router Products Command
Reference publication.

You can also assign chat scripts to asynchronous interfaces for purposes other than DDR. For more
information, refer to the chapter “ Configuring Terminal Lines and Modem Support” in this
publication.

Configure Calls to a Single Site

The modem chat script becomes the default chat script for an interface. This meansthat it becomes
the default chat script for the dialer string and dialer map commands presented in this section.

To configure an interface to call asingle site, perform the following steps:
Step 1 Enable DDR on the interface.

Step 2 For synchronous interfaces, specify the dial string (synchronous interfaces).
For asynchronous interfaces, specify chat scripts and dial strings.
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To enable DDR and specify either DTR dialing or in-band dialing, perform one of the following
tasksin interface configuration mode:

Task Command

Configure a serial interface to use DTR dialing. dialer dtr

Configure aseria interface to usein-band dialing.  dialer in-band [odd-parity | no-parity]

To call asingle site over serial lines connected by non-V.25bis modems using EIA signaling only
(specifically, the Data Terminal Ready [DTR] signal), you enable DDR using the dialer dtr
command. A serial interface configured for DTR dialing can place calls only; it cannot accept them.
Diadler rotary group leaders cannot be configured for DTR dialing.

For information about configuring the router that will receive the DTR calls, see the “ Configure an
Interface to Receive Callsfrom a Single Site” section.

Tocall asingle site over seria lines connected by asynchronousinterfaces or by V.25bis modems on
synchronous interfaces, you enable DDR using the dialer in-band command. If using V.25bis
modems, you can optionally specify parity. The 1984 version of the V.25bis specification states that
characters must have odd parity. However, the default is no parity.

For an example of configuring an interface to support DTR dialing, see the section “DTR Dialing
Configuration Example” later in this chapter.

For ISDN interfaces, the dialer in-band command is not required. The software automatically
configures these interfaces to be dialer type ISDN.

Note For asynchronous interfaces that do not require a system script, a modem script must be
defined for the associated line by using the script dialer line configuration command.

To place acdl to asingle site on an asynchronous line for which a modem script has not been
assigned or a system script must be specified, perform the following task in interface configuration
mode:

Task Command

Specify chat scriptsand adia string.  dialer map protocol next-hop-address [modem-script
modem-regexp] [system-script system-regexp] dial-string
[isdn-subaddress)

Usethe dialer map command to specify achat script if no modem script is specified for the line or
an additional (system) chat script isrequired to log in to the remote system.

You do not need to specify a system script if one of the following istrue:
® The modem script can be used to dial and log in to the remote system.

® You are calling a system that does not require alogin script; that is, a system that answers and
immediately goesinto protocol mode.

If you want to call only one remote system per interface, the dialer string command is useful. You
do not need to use the dialer map command for authentication. Dialers pass the string you have
defined to the external DCE. ISDN devices call the number specified in the string.
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To specify the string (telephone number) to be called on serial interfaces (asynchronous or
synchronous), perform the following task in interface configuration mode:

Task Command

Specify the number to dial. dialer string dial-string

Configure Calls to Multiple Sites

You can configure your router to call multiple sites from a single line, from multiple lines, or from
adiaer rotary group.

Calling on a Single Line or Multiple Lines

To configure your router to call multiple sites on asingle line or on multiple lines, perform the
following tasks:

Step 1 Enable DDR on the interface.
Step 2 Define multiple dialing destinations on the interface, or specify astring of numbersto dial.

To enable DDR on an interface, perform the following task in interface configuration mode:

Task Command

Enable DDR on a serial interface. Set parity on dialer in-band [no-parity | odd-parity]
synchronous serial interfaces only.

To define dialing destinations, perform one of the following tasks:

Task Command

Define multiple dialing destinations on a synchronous dialer map protocol next-hop-address
interface. dial-string[:isdn-subaddress]

Define multiple dialing destinations on an asynchronous  dialer map protocol next-hop-address
interface. [modem-script modem-regexp] [system-script
system-regexp] dial-string[:isdn-subaddress]

Specify astring of numbers to dial (to configure one dialer string dial-string

phone number on multiple lines only.)

Define multiple dialing destinations on an ISDN dialer map protocol [speed 56 | speed 64]
interface. next-hop-address dial-string[ :isdn-subaddress]

Note For ISDN interfaces only, you can specify an optional speed parameter for dialer map
commandsif you also specify adial string. Thisoption informsthe | SDN software whether it should
place acall at 56 or 64 kbps. If you omit the ISDN speed parameter, the default is 64 kbps.

If you adhered to the chat script naming convention described earlier in this chapter, use the form
[modem-script *modulation-type] inthe dialer map command, asin “.*-v32bis.” Thisallowsyou
to specify the modul ation type that isbest for the system you are calling, and allowsthe modem type
for the line to be specified by the modem chat-script command.
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The period (.) isawildcard that matches any character, and the asterisk (*) indicates that the
preceding character can be duplicated multiple times. For more information about regular
expressions, see the “Regular Expressions’ appendix in the Router Products Command Reference
publication.

If thereisamodem script specified in the interface configuration command (dialer map) and a
modem script specified in the line configuration command (modem chat-script), thefirst chat script
that matches both will be used. If no script matches both, an error message islogged and the
connection is not established. If there is no modem chat script specified for the line, the first chat
script (chat-script global configuration command) that matches the modem script regular
expression will be used. If there is a system script specified in the interface configuration command,
thefirst chat script to match the regular expression will be used.

Configure adialer map command for each remote destination for that interface.

Calling from Dialer Rotary Groups
Perform the following steps to configure your router to place multiple calls using a dialer rotary

group.
Step 1 Define arotary group.

Step 2 Enable DDR on the rotary interface.

Step 3 Define multiple dialing destinations for the rotary group.
Step 4 Assign physical interfaces to the rotary group.

Dialer rotary groups alow you to apply asingle interface configuration to a set of physical
interfaces. Dialer rotary groups are useful in environments that have multiple callers and calling
destinations. Configure a dialer interface unless you are only using asingle line for dialing out or
have a single line dedicated to each destination.

Note Thedialer rotary groups discussed in this chapter are on the router. The telephone company
also hasrotary groups that allow you to dial one rotary phone number and get connected to one of
severd different phone numbers. If you are using telephone company rotary groups, it isagood idea
to configure diaer rotary groups on the router.

A dider rotary group is defined by specifying a“dialer interface” The dider interfaceisnot a
physical interface; it is an entity that allows you to propagate an interface configuration to multiple
interfaces. After the dialer interface is defined by a number, interface parameters are configured for
the dialer interface. Finally, physical interfaces are assigned to the diaer rotary group. Physical
interfaces inherit the interface dialer configuration parameters.

After an interface configuration is propagated to a set of physical interfaces, those interfaces can be
used to place calls using standard DDR criteria. When many destinations are configured, any of the
physical interfacesin arotary group can be used for outgoing calls. When traffic arrives, aninterface
from the rotary group is dialed. When more traffic for a different host arrives, another interface is
dialed. Using the dialer interface allows you to specify one set of dialer maps that can apply to
multiple physical lines.

You can define up to 9 dialer interfaces. Perform the following tasks for each dialer rotary group.
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To define arotary group, perform the following task in global configuration mode:

Task Command

Define arotary group. interface dialer number

To enable DDR for the dialer rotary group, perform the following task in interface configuration
mode:

Task Command

Enable DDR on a serial interface. Set parity on dialer in-band [no-parity | odd-parity]
synchronous serial interfaces only.

To define multipledialing destinationsfor the dialer rotary group, perform one of thefollowing tasks
in interface configuration mode:

Task Command

Define multiple dialing destinations on a synchronous dialer map protocol next-hop-address
interface. dial-string[:isdn-subaddress]

Define multiple dialing destinations on an asynchronous  dialer map protocol next-hop-address
interface. [modem-script modem-regexp] [system-script
system-regexp] dial-string][:isdn-subaddress)

To assign aphysical interface to adiaer rotary group, perform the following task in interface
configuration mode:

Task Command

Include the specified physical interfacein adialer rotary  dialer rotary-group number
group in interface configuration mode.

Interfacesin adialer rotary group do not have individual addresses; when theinterfaceisbeing used
for dialing, it inherits the parameters configured for the dialer interface. However, if the individual
interfaceis configured with an address and it is subsequently used to establish a connection from the
user EXEC level, the individual interface address again applies.

AnISDN BRI isarotary group of B channels. An ISDN interface can be part of arotary group
comprising other interfaces (synchronous, asynchronous, ISDN BRI, or ISDN PRI). However, Cisco
supports at most one level of recursion; that is, arotary of rotariesis acceptable, but arotary of
rotaries of rotariesis not supported.

Note When you look at your configuration file, commands will not appear in the order in which
you entered them. You will also see interface configuration commands that you did not enter,
because interfaces inherit the parameters of the dialer interface in the dialer rotary group to which
each interface has been assigned.

Figure 8-2 illustrates how dialer interfaces work. In this example configuration, serial interfaces 1,
2, and 3 are assigned to dialer rotary group 1. This means that these three interfaces take on the
parameters configured for dialer interface 1. For example, when it is being used for dialing, the IP
address of serial interface 2 is the same as the address of the dialer interface, 131.108.1.1.
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Figure 8-2 Sample Dialer Interface Configuration
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Configure an Interface to Receive Calls

You can configure an interface or dialer rotary group to receive calls from asingle site or from
multiple sites. To configure asingle line or multiple lines to receive calls from single or multiple
sites, simply enable DDR. To receive callsfrom multiple siteson adiaer rotary group, configurethe
diaer rotary group to authenticate the caller.

Perform one of the following tasks to configure an interface to receive cals:
® Configure an Interface to Receive Calls from a Single Site

® Configure an Interface to Receive Calls from Multiple Sites

Note CHAPor PAPisrequired for caller identification on dialer rotary groupsreceiving callsfrom
multiple sitesand isdescribed | ater in this section. CHAP or PAP can al so be used for authentication
only, in which case, an accompanying dialer map command is not required.

Configure an Interface to Receive Calls from a Single Site

To configure an interface to receive acall from asingle site, enable DDR using the dialer-in-band
command. Diaers specified by this command use chat scripts for asynchronous interfaces and
V.25bhis on synchronous interfaces. Parity is not needed to enable DDR to receive calls only.

To receive calls from an interface that is using DTR dialing, an interface can be configured for
in-band dialing or not configured for anything but encapsulation, depending on the desired behavior.
If the receiving interface is expected to terminate a call when no traffic is received for some time,
in-band dialing must be configured (along with access lists and adummy dialer string). If the
receiving interfaceis purely passive, no additional configuration is necessary.
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To enable DDR and thus configure an interface to receive calls from a single site, perform the
following task in interface configuration mode:

Task Command

Enable DDR on a serial interface. dialer in-band [no-parity | odd-parity]

You cannot set up an ISDN interface to receive calls from a single site.

Configure an Interface to Receive Calls from Multiple Sites

You can configure your router to receive callsfrom multiple sites on asingle line, on multiple lines,
or on adialer rotary group.

Configure an Interface to Receive Calls on a Single Line or Multiple Lines
No specia configuration is required to receive calls on individual lines.

Configure an Interface to Receive Calls on a Dialer Rotary Group
To configure your router to receive calls on adiaer rotary group, follow these steps:

Step 1 Assign arotary group leader.

Step 2 Enable DDR on the rotary interface.

Step 3 Enable and configure CHAP or PAP authentication.
Step 4 Assign physical interfacesto diaer rotary groups.

Assign a Rotary Group Leader

Dialer rotary groups alow you to apply asingle interface configuration to a set of physical
interfaces. Dialer rotary groups are useful in environments that have multiple callers and calling
destinations. Configure adialer interface unless you are only using asingle line for dialing out.

A dialer rotary group is defined by specifying a“dialer interface.” The diaer interfaceisnot a
physical interface; it is an entity that allows you to propagate an interface configuration to multiple
interfaces. After you define the dialer interface by assigning it a number, you configure interface
parameters for the dialer interface. Then, you assign physical interfaces to the dialer rotary group.
Physical interfaces inherit the interface dialer configuration parameters.

After an interface configuration is propagated to a set of physical interfaces, those interfaces can be
used to place calls using standard DDR criteria. When many destinations are configured, any of the
physical interfacesin arotary group can be used for outgoing calls. When traffic arrives, aninterface
from the rotary group is dialed. When more traffic for a different host arrives, another interface is
diaed. Using the dialer interface allows you to specify one set of dialer maps that can apply to
multiple physical lines.

Note Thedialer rotary groups discussed in this chapter are on the router. The telephone company
also hasrotary groups that allow you to dial one rotary phone number and get connected to one of
severa different phone numbers.
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You can define up to nine dialer interfaces. For each diaer rotary group, perform the following task
in global configuration mode:

Task Command

Define arotary group. interface dialer number

Enable DDR on the Rotary Interface

To receive acall from multiple sites, you enable DDR using the dialer-in-band command. Diaers
specified by this command use chat scripts for asynchronousinterfaces and V.25bis on synchronous
interfaces. Parity is not needed to enable DDR to receive calls only. To enable DDR, perform the
following task in interface configuration mode:

Task Command

Enable DDR on a serial interface. dialer in-band [no parity | odd parity]

Configure and Configure CHAP or PAP Authentication

The Point-to-Point Protocol (PPP) with Challenge Handshake Authentication Protocol (CHAP)
authentication or Password Authentication Protocol (PAP) is often used to inform the central site
about which remote routers are connected to it.

With this authentication information, if another packet is received for a destination to which the
router is aready connected, an additional call will not be placed. However, if using rotaries, the
packet will be sent out the correct port.

CHAP and PAP are specified in RFC 1334. These protocols are supported on synchronous and
asynchronous seria interfaces. When using CHAP or PAP authentication, each router identifies
itself by a name, which informs the other router what routers are currently connected to it. This
identification process preventsarouter from placing acall to another router if it isa ready connected
to that router and prevents unauthorized access. See the “ Configuring Interfaces’ chapter in this
manual for more information about CHAP and PAP.

Note To use CHAP or PAP, you must be running PPP encapsulation.

When CHAP is enabled, aremote device (a PC, workstation, or router) attempting to connect to the
local router isregquested, or challenged, to respond. The challenge consists of arandom number and
the host name of the local router. This challenge is transmitted to the remote device. The required
response is an encrypted version of a secret password, or secret, plus arandom value and the name
of the remote device.

The remote device finds the secret by |ooking up the host name that was received in the challenge.
When the local router receives the challenge response, it verifies the response by looking up the
name of the remote device given in the response. The secret passwords must be identical on the
remote device and the local router. These names and secret passwords are configured using the
username command.

By transmitting this response, the secret is never transmitted, preventing other devices from stealing
it and gaining illegal accessto the system. Without the proper response, the remote device cannot
connect to the local router.
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CHAP transactions occur only at thetime alink is established. The local router does not issue a
challenge during the rest of the call. (The local router can, however, respond to such requests from
other devicesduring acall.)

When PAP is enabled, the remote router attempting to connect to the local router isrequired to send
an authentication request. If the username and password specified in the authentication request are
accepted, the router sends an authentication acknowledgment.

To use CHAP or PAP, you must perform the following tasks:
Step 1 Enable PPP encapsulation.

Step 2 Enable CHAP or PAP on the interface. After you have enabled one of these protocols, the
local router requires authentication from remote devices. If the remote device does not
support CHAP, no traffic will be passed to that device.

Step 3 For CHAP, configure host name authentication and the secret or password for each remote
system with which authentication is required.

To enable PPP encapsulation, perform the following task in interface configuration mode:

Task Command

Enable PPP on an interface. encapsulation ppp?t

1. This command is documented in the “Interface Commands® chapter of the Router Products Command Reference
publication.

To enable CHAP or PAP on an interface configured for PPP encapsulation, perform one of the
following tasks in interface configuration mode:

Task Command
Enable CHAP on an interface. ppp authentication chap [if-needed]
Enable PAP on an interface. ppp authentication pap

After you have enabled CHAP or PAP, thelocal router requires authentication from remote devices
that are caling in. If the remote device does not support the authentication protocol, no traffic will
be passed to that device.

To specify the password to be used in CHAP caller identification, perform the following task in
global configuration mode:

Task Command

Configure authentication. user name name passwor d secret

Add ausername entry for each remote system from which the local router requires authentication.

The host name of each site calling in to the local router needs to be mapped to its address. To map a
next hop address to a host name (case-sensitive), perform the following task in interface
configuration mode:

Task Command
Configure a serial interface to map host names to next dialer map protocol next-hop-address name
hop addresses (for rotary groups only). hostname
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Assign an Interface to a Dialer Rotary Group

To assign aphysical interface to adiaer rotary group, perform the following task in interface
configuration mode:

Task Command

Include the specified physical interfacein adialer rotary  dialer rotary-group number
group.

Interfacesin adialer rotary group do not have individual addresses; when theinterfaceisbeing used
for dialing, it inherits the parameters configured for the dialer interface. However, if the individual
interfaceis configured with an address and it is subsequently used to establish a connection from the
user EXEC level, the individual interface address again applies.

Configure an Interface to Place and Receive Calls

Perform tasks in one of the following sections to configure an interface to place and receive calls:
® Place and Receive Calls from a Single Site
® Place and Receive Calls from Multiple Sites

You can configure an interface or dialer rotary group to both place and receive calls. If the interface
iscalling and being called by asinglesite, simply enable DDR and specify adialer string. For calling
and receiving calls from multiple sites, an interface or dialer rotary group must be configured to
authenticate callers and to map next hop addresses to phone numbers or dial strings.

Place and Receive Calls from a Single Site

To configure your router to place callsto and receive calls from asingle site, perform the following
tasks in interface configuration mode:

Step 1 Enable DDR.
Step 2 Specify the phone number to dial.

When adiaer string is configured on an interface and CHAP is not, any incoming call is assumed
to be from the configured dialer string.

To call and receive acall from asingle site, you enable DDR using the dialer-in-band command.
Dialers specified by this command use chat scripts on asynchronous interfaces and V.25bis on
synchronous interfaces. If using V.25bis, you can optionally specify parity. The 1984 version of the
V.25bis specification states that characters must have odd parity. However, the default is no parity.
To enable DDR, perform the following task in interface configuration mode:

Task Command

Enable DDR on a serial interface. Set parity on dialer in-band [no-parity | odd-parity]
synchronous serial interfaces only.

To specify adial-string destination for an interface, perform the following task in interface
configuration mode:

Task Command

Specify astring of numbersto dial. dialer string dial-string[:isdn-subaddress]
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Note Any incoming calls are assumed to be from the dialer string.

Place and Receive Calls from Multiple Sites
To configure asingle line, multiple lines, or arotary group to place calls to and receive calls from

multiple sites, perform the following tasks in interface configuration mode;
Step 1 Enable DDR.

Step 2 Specify aphone number to dial.

Step 3 Map next hop to host name and phone number.

To call and receive calls from multiple sites, you enable DDR using the dialer-in-band command.
Dialers specified by this command use chat scripts on asynchronous interfaces and V.25bis on
synchronous interfaces. If using V.25bis, you can optionally specify parity. The 1984 version of the
V.25bis specification states that characters must have odd parity. However, the default is no parity.
To enable DDR, perform the following task in interface configuration mode:

Task Command

Enable DDR on a serial interface. Set parity on dialer in-band [no-parity | odd-parity]
synchronous serial interfaces only.

To specify one destination dia string per interface, perform the following task in interface
configuration mode:

Task Command

Specify astring of numbersto dial (to configure one dialer string dial-string[:isdn-subaddress]
phone number on multiple lines only).

Calls from the multiple sites will need to be authenticated. Authentication can be done through
CHAP. To enable CHAP on an interface and authenticate sites that are calling in, perform the
following tasks in interface configuration mode:

Task Command

Configure an interface for PPP encapsulation. encapsulation ppp?

Enable CHAP. ppp authentication chap

or or

Enable PAP. ppp authentication pap

Map the next hop to host name and phone number. dialer map protocol next-hop-address

[modem-script modem-regexp]
[system-script system-regexp] name hostname
dial-string[:isdn-subaddress]

1. This command is documented in the “Interface Commands® chapter of the Router Products Command Reference
publication.

Seethe“ Create Chat Scriptsfor Asynchronous Interfaces’ section and the* Specify Chat Scriptsfor
DDR” section for an explanation of assigning chat scriptsto an interface or dialer rotary group.

Figure 8-3 showsaconfiguration in which the central siteiscalling and receiving callsfrom multiple
sites. In this configuration, multiple sites are calling in to acentral site, and the central siteiscalling
out to the remote sites.
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Figure 8-3 Hub-and-Spoke Configuration Using Dial-on-Demand Routing
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Configure Multilink PPP

Multilink PPP allows packets to be fragmented and the fragments to be sent at the same time over
multiple point-to-point links to the same remote address. The multiple links come up in response to
adialer load threshold that you define. The load can be calculated on inbound traffic, outbound
traffic, or on either, as needed for the traffic between the specific sites.

Multilink PPP is designed to work over single or multiple interfaces of the following types that are
configured to support both dial-on-demand rotary groups and PPP encapsul ation:

® Asynchronous serial interfaces
® Basic Rate Interfaces (BRIS)

® Primary Rate Interfaces (PRIS)

Configure Multilink PPP on Asynchronous Interfaces

To configure Multilink PPP on asynchronous interfaces, you configure the asynchronous interfaces
to support DDR and PPP encapsulation, then you configure adialer interface to support PPP
encapsulation, bandwidth on demand, and Multilink PPP.

To configure an asynchronous interface to support DDR and PPP encapsulation, complete the
following tasks beginning in global configuration mode:

Task Command

Step 1 Specify an asynchronous interface. interface async number
Step 2 Specify no IP address for the interface. noip address

Step 3 Enable PPP encapsulation. encapsulation ppp

Step 4 Enable DDR on theinterface. dialer in-band

Step 5 Includethe interface in a specific dialer dialer rotary-group number

rotary group.

Repeat this step for additional asynchronous interfaces, as needed.
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At some point, adding more asynchronous interfaces does not improve performance, With the
default MTU size, Multilink PPP should support three asynchronousinterfaces using V.34 modems.
However, packets might be dropped occasionaly if the MTU issmall or large bursts of short frames
occur.

To configure adiaer interface to support PPP encapsulation and Multilink PPP, compl ete the
following tasks beginning in global configuration mode:

Task Command

Step 1 Defineadialer rotary group. interface dialer number

Step 2 Specify no IP address for the interface. noip address

Step 3 Enable PPP encapsulation. encapsulation ppp

Step 4 Enable DDR on the interface. dialer in-band

Step 5 Configure bandwidth on demand by dialer load-threshold load [inbound | outbound |
specifying the maximum load before the either]
dialer places another call to adestination.

Step 6 Enable Multilink PPP. ppp multilink

Configure Multilink PPP on a Single ISDN BRI Interface

To enable multilink PPP on asingle Integrated Services Digital Network (ISDN) BRI interface, you
are not required to define adiaer rotary group separately because ISDN interfaces are dialer rotary
groups by default. To enable PPP on an ISDN BRI interface, perform the foll owing tasks beginning

in global configuration mode:

Task

Command

Step 1 Specify an ISDN interface.

interface BRI number

Step 2 Provide an appropriate protocol address ip address ip-address mask
for the interface.
Step 3 Enable PPP encapsulation. encapsulation ppp
Step 4 Specify adider idle timeout. dialer idle-timeout seconds
Step 5 Specify the dider oad threshold for dialer load-threshold load [either | outbound |
bringing up additional WAN links. inbound]
Step 6 Configure the ISDN interface to call the dialer map protocol next-hop-address [name
remote site. hostname] [spc] [speed 56 | 64] [broadcast]
[dial-string[:isdn-subaddress]]
Step 7 Add theinterfaceto adialer rotary group.  dialer-group number
Step 8 Enable PPP authentication. ppp authentication pap
or or
Configure ISDN calling line isdn caller number
identification.
Step 9 Enable multilink PPP onthe dialer rotary  ppp multilink
group.

If you do not use PPP authentication procedures (Step 8), your telephone service must passcaller ID

information.
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Configure Multilink PPP on Multiple ISDN BRI Interfaces

To enable multilink PPP on multiple ISDN BRI interfaces, you configure the BRIs separately and
add them each to the same rotary group. Then you set up athe dialer rotary interface and configure

it for multilink PPP.

To configure each of the BRIs to belong to the same rotary group, perform the following tasks

beginning in global configuration mode:

Task

Command

Step 1  Specify one of the BRI interfaces.

interface BRI number

Step 2 Specify that it does not have an individual
protocol address.

noip address

Step 3 Enable PPP encapsulation.

encapsulation ppp

Step 4 Disable keepalives.

no keepalive

Step 5 Set the diaer idle timeout period, using
the same timeout for each of the BRI
interfaces you configure.

dialer idle-timeout seconds

Step 6 Add the interface to the rotary group.

dialer rotary-group number

Step 7 Specify the diaer load threshold for
bringing up additional WAN links.

dialer load-threshold load [either | outbound |
inbound]

Repeat Steps 1 through 7, above, for each BRI you want to belong to the same dialer rotary group.

To set up the dialer rotary interface for the BRI interfaces, perform the following tasks beginning in

global configuration mode:

Task

Command

Step 1 Specify the dider rotary interface.

interface dialer number

Step 2 Specify the protocol address for the dialer

rotary interface.

ip address address mask

Step 3 Enable PPP encapsulation.

encapsulation ppp

Step 4 Disable keepalives.

no keepalive

Step 5 Specify in-band dialing.

dialer in-band

Step 6 Specify the diaer idle timeout period,
using the same timeout period as the
individual BRI interfaces.

dialer idle-timeout seconds

Step 7 Map the next-hop protocol address and
name to the dial string needed to reach it.

dialer map protocol next-hop-address [name
hostname] [spc] [speed 56 | 64] [broadcast]
[dial-string[:isdn-subaddress]]

Step 8 Specify thediaer |oad threshold, using the

same threshold as the individual BRI
interfaces.

dialer load-threshold load [either | outbound |
inbound]

Step 9 Control accessto thisinterface by adding
it to adialer access group.

dialer-group number

Step 10 Enable PPP Challenge Handshake
Authentication Protocol (CHAP)
authentication.
or
Configure caller ID screening.

ppp authentication chap

or
isdn caller number
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Task Command

Step 11 Enable multilink PPP. ppp multilink

If you do not use PPP authentication procedures (Step 10), your telephone service must pass caller
ID information.

Configure PPP Callback

PPP callback provides a client-server relationship between the end points of a point-to-point
connection. PPP callback allowsarouter to request that adial-up peer router call back. The callback
feature can be used to control access and toll costs between the routers.

When PPP callback is configured on the participating routers, the calling router (the callback client)
passes authentication information to the remote router (the callback server), which uses the host
name and dial string authentication information to determine whether to place areturn call. If the
authentication issuccessful, the callback server disconnects and then placesareturn call. Theremote
username of the return call is used to associate it with the initial call so that packets can be
transmitted.

Both routers on a point-to-point link must be configured for PPP callback. The callback client must
be configured to initiate PPP callback and the callback server must be configured to accept PPP
callback.

This feature implements the following callback specifications of RFC 1570:
® For the client—Option 0, location is determined by user authentication.

® For the server—Option 0, location is determined by user authentication; option 1, dialing string;
option 3, E.164 number.

Return calls are made using the same dialer rotary group but not necessarily the same line as the
initial call.

Note If thereturn call fails (because the lineis not answered or the lineisbusy), no retry occurs. If
the callback server has no interface available when attempting the return call, it does not retry.

Configure a Router as a Callback Client

To configure arouter interface as a callback client, complete the following tasks beginning in global
configuration mode:

Task Command

Step 1 Specify theinterface. interface serial number

Step 2 Enable DDR. Set parity on synchronous dialer in-band [no-parity | odd-parity]
serial interfaces only.

Step 3 Enable PPP encapsulation. encapsulation ppp

Step 4 Enable CHAP or Password Authentication  ppp authentication chap
Protocol (PAP) authentication. or
ppp authentication pap
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Task Command
Step 5 Map the next hop addressto the host name  dialer map protocol address name hostname class
and phone number, using the name of the  classname dialstring
map-class established for PPP callback on
this interface.
Step 6 Enablethe interface to request PPP ppp callback request
callback for this callback map class.
Step 7 Configure adiaer hold-queue to store dialer hold-queue packets timeout seconds

packets for this callback map class.

Configure a Router as a Callback Server

To configure arouter as a callback server, complete the following tasks beginning in global

configuration mode:

Task

Command

Step 1 Specify the interface and enter interface
configuration mode.

interface serial number

Step 2 Enable DDR. Set parity on synchronous dialer in-band [no-parity | odd-parity]
seria interfaces only.

Step 3 Enable PPP encapsulation. encapsulation ppp

Step 4 Enable CHAP or PAP authentication. ppp authentication { chap | pap}

Step 5 Map the next hop addressto the host name  dialer map protocol address name hostname class
and phone number, using the name of the  classname dialstring
map-class established for PPP callback on
thisinterface.

Step 6 Configure adialer hold queue to store dialer hold-queue number timeout seconds
packets to be transferred when the
callback connection is established.

Step 7 Configure adialer enable timeout (for dialer enable-timeout seconds
ISDN interfaces).

Step 8 Configure the interface to accept PPP ppp callback accept
callback.

Step 9 Enable callback security, if desired. dialer callback-secure
(Optional)

Step 10 Return to global configuration mode.

exit

Step 11 Configure adialer map class for PPP
callback.

map-classdialer classname

Step 12 Specify whether the dialstring to call isto
beidentified by looking up the
authenticated hostname or is determined
during callback negotiation.

dialer callback-server [username] [dialstring]

1. Seria interfaces can accept the default timeout of 15 seconds. ISDN interfaces should set a shorter timeout (because of
switch latency, the timeout period should be longer than 1 second).

Note OnthePPP callback server, thedialer enabletimeout functions asthetimer for returning calls

to the callback client.
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Configure Snapshot Routing

Snapshot routing, which isavailable on serial and ISDN lines, isamethod of learning remote routes
dynamically and then keeping the routes available for aperiod of time while regular routing updates
are not being exchanged. This might be during periods when aremote siteisnot dialed into the local
site or when aremote site has a dedicated connection to the local site but wishesto avoid the
overhead of exchanging routing updates. Snapshot routing allows you to avoid configuring static
routes when using dial-on-demand routing. It also eliminates the overhead required for sending
periodic updates over dedicated serial lines.

When configuring snapshot routing, you choose one router on the interface to be the client router
and one or more other routers to be server routers. The client router determines the frequency at
which routing information is exchanged between routers.

Routing information is exchanged during an active period. During the active period a client router
dialsall theremote server routersfor which it has a snapshot dialer map defined in order to get routes
from al the remote locations. The server router provides information about routes to each client
router that calls.

At the end of the active period, the router takes a snapshot of the entriesin the routing table. These
entriesremain frozen during aquiet period. At the end of the quiet period, another active period starts
during which routing information is again exchanged. See Figure 8-4.

Figure 8-4 Active and Quiet Periods in Snapshot Routing
Active // // // Active
period Quiet period period -
% A

Time (minutes)

When the router transitions from the quiet period to the active period, the line might not be available
for avariety of reasons. For example, the line might be down or busy, or the PV C might be down. If
this happens, the router hasto wait through another entire quiet period beforeit can updateitsrouting
table entries. This might be aproblem if the quiet period isvery long, for example, around 12 hours.

Snapshot routing is useful in two command situations:
® Configuring static routes for DDR interfaces

® Reducing the overhead of periodic updates sent by routing protocols to remote branch offices
over adedicated seria line

The following routing protocol s support snapshot routing. Note that these are all distance-vector
protocols.

® AppleTak—RTMP

® Banyan VINES—RTP

® |P—RIP IGRP

® Novell IPX—RIP, SAP

To configure snapshot routing, perform the tasks described in the following sections:

® Configure the Client Router
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® Configure the Server Router

To monitor and maintain snapshot routing, see the “Monitor DDR Connections and Snapshot
Routing” section.

Configure the Client Router

To configure snapshot routing on the client router that is connected to adedicated serial line, perform
the following steps starting in global configuration mode:

Task Command
Step 1 Specify aseria interface. interface serial number?!
Step 2 Configure the client router. snapshot client active-time quiet-time

[suppress-statechange-updates] [dialer]

1. This command is documented in the “Interface Commands® chapter of the Router Products Command Reference
publication.

To configure snapshot routing on the client router connected to an interface configured for DDR,
perform the following steps starting in global configuration mode:

Task Command

Step 1 Specify aseria interface. interface serial number?!

Step 2 Configure adialer rotary group. dialer rotary-group number

Step 3 Specify adider interface. interface dialer number

Step 4 Configure the client router. snapshot client active-time quiet-time

[suppress-statechange-updates] [dialer]

Step 5 Defineadialer map. dialer map snapshot sequence-number dial-string

1. This command is documented in the “Interface Commands® chapter of the Router Products Command Reference
publication.

Repeat Step 5 for each map you want to define. Maps must be provided for all the remote server
routers this client router isto call during each active period.

ISDN BRI and PRI automatically have rotary groups, so you do not need to define a rotary group
when configuring snapshot routing. To configure snapshot routing on the client router over an
interface configured for BRI or PRI, perform the following steps:

Task Command
Step 1 Specify aBRI interface. interface bri number 1
Step 2 Configure the client router. snapshot client active-time quiet-time

[suppress-statechange-updates] [dialer]

Step 3 Defineadialer map. dialer map snapshot sequence-number dial-string

1. This command is documented in the “Interface Commands’ chapter of the Router Products Command Reference
publication.

Repeat Step 3 for each map you want to define.
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Configure the Server Router

To configure snapshot routing on the server router that is connected to a dedicated serial line,
perform the following steps starting in global configuration mode:

Task Command
Step 1 Specify aseria interface. interface serial number?!
Step 2 Configure the server router. snapshot server active-time [dialer]

1. This command is documented in the “Interface Commands® chapter of the Router Products Command Reference
publication.

To configure snapshot routing on the associated server router connected to an interface configured
for DDR or over aBRI or PRI interface, perform the following steps beginning in global
configuration mode:

Task Command

Step 1 Specify aseria interface. interface serial number!

Step 2 Specify adiader interface. interface dialer number

Step 3 Configure the server router. snapshot server active-time [dialer]

1. This command is documented in the “Interface Commands® chapter of the Router Products Command Reference
publication.

The active period for the client router and its associated server routers should be the same.

Configure DDR over LAPB

Dial-on-demand routing over serial lines now supports LAPB encapsulation, in addition to the
previously supported PPP, HDLC, and X.25 encapsulations.

LAPB encapsulation is supported on synchronous serial, ISDN, and dialer rotary group interfaces,
but not on asynchronous dialers.

Because the default encapsulation isHDL C, you must explicitly configure LAPB encapsulation. To
configure an interface to support LAPB encapsulation, perform the following task in interface
configuration mode and also complete the DDR configuration of the interface:

Task Command

Specify LAPB encapsulation. encapsulation lapb [dte | dce] [multi | protocol]*

1. Thiscommand is documented in the “X.25 and LAPB Commands’ chapter of the Router Products Command Reference
publication.

For moreinformation about the serial connectionson which LAPB encapsulation is appropriate, see
the encapsulation lapb command in the “X.25 and LAPB Commands” chapter of the Router
Products Command Reference publication.

For an example of configuring an interface for DDR over LAPB, seethe “LAPB Support
Configuration Example” section later in this chapter.
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Configure DDR over X.25

X.25 interfaces can now be configured to support DDR. Synchronous serial and ISDN interfaceson
our routers can be configured for X.25 addresses, X.25 encapsulation, and mapping of protocol
addresses to aremote host's X.25 address. In-band, DTR, and ISDN dialers can be configured to
support X.25 encapsulation, but rotary groups cannot be configured to support X.25 encapsulation.
On ISDN dialers configured for X.25 encapsulation, only one B channel can be used.

To configure an interface to support X.25, perform the following X.25-specific tasksin interface
configuration mode and also complete the DDR configuration of the interface:

Task Command

Step 1 Configure the interface to use X.25 encapsulation x25 [dte | dce] lietf]:
encapsulation.

Step 2 Assign an X.25 addressto the interface. x25 address x.121-address1'

Step 3 Set up the LAN protocols-to-remote host ~ x25 map protocol address [protocol 2 address2
address mapping. [...[protocol 9 address9] x.121-address [option] 1

1. Thiscommand is documented in the “X.25 and LAPB Commands’ chapter of the Router Products Command Reference
publication.

The order of DDR and X.25 configuration tasksis not critical; you can configure DDR before or
after X.25, and you can even mix the DDR and X.25 commands.

For an example of configuring an interface for X.25 encapsulation and then completing the DDR
configuration, see the section “X.25 Support Configuration Example.”

Configure DDR over Frame Relay

Access to Frame Relay networks is now available through dial-up connections as well as leased
lines. Dial-up connectivity allows Frame Relay networksto be extended to sitesthat do not generate
enough traffic to justify leased lines and also alows a Frame Relay network to back up another
network or point-to-point line.

DDR over Frame Relay is supported for synchronous serial and ISDN interfaces and for rotary
groups, and is available for in-band, DTR, and ISDN dialers.

Frame Relay supports multiple connections (PV Cs) over the same seria interface or ISDN
B-channel, but only one physical interface can be used (dialed, connected, and active) in arotary
group or with ISDN.

Configuration Restrictions
The following restrictions apply to DDR over Frame Relay:

® Frame Relay is not available for asynchronous dialers.

® LikeHDLC, LAPB, and X.25, Frame Relay does not provide authentication. However, ISDN
diaers can offer some authentication through the caller ID feature.

® Only onelSDN B-channel can be dialed at any one time. When configuring arotary group, you
can use only one serial interface.

Note Frame Relay subinterfaces work the same on dial-up connections as they do on leased lines.
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Configuration Overview

No new commands are required to support DDR over Frame Relay. In general, you configure Frame
Relay and configure DDR. In general, complete the following steps to configure an interface for
DDR over Frame Relay:

® Specify theinterface.
® Specify the protocol identifiers for the interface.

For example, enter the I P address and mask, the IPX network number, and the AppleTalk cable
range and zone.

® Configure Frame Relay, as described in the “ Configuring Frame Relay” chapter.

Asaminimum, you must enable Frame Relay encapsulation and decide whether you need to do
static or dynamic address mapping. If you decide to do dynamic mapping, you do not need to
enter acommand because Inverse ARP is enabled by default. If you decide to do static mapping,
you must enter Frame Relay mapping commands.

You can then configure various options as needed for your Frame Relay network topol ogy.
® Configure DDR, as specified in the Router Products Configuration Guide.

At aminimum, you must decide and configure the interface for outgoing calls only, incoming
calls only, or both outgoing and incoming calls.

You can also configure DDR for your routed protocols (as specified in the “ Configure DDR for
Routed Protocols’ section of this chapter) and for snapshot routing (as specified in the
“Configure Snapshot Routing” section of this chapter). You can aso customize DDR on your
router (as described in the “ Customize the DDR Network” section later in this chapter).

For examples of configuring variousinterfacesfor DDR over Frame Relay, seethe” Configure DDR
over Frame Relay” section of this chapter.

Configure DDR for Routed Protocols

DDR supportsthe following routed protocols: AppleTalk, Banyan VINES, DECnet, IP, Novell IPX,
ISO CLNS, and XNS.

To configure DDR for arouted protocol, perform the tasks in the relevant section:
® Configure DDR for AppleTalk

® Configure DDR for Banyan VINES

® Configure DDR for DECnet

® Configure DDR for IP

® Configure 1ISO CLNS over DDR

® Configure DDR for Novell IPX

® Configure XNS over DDR

Configure DDR for AppleTalk

To configure DDR for AppleTalk, you specify AppleTalk access lists and then define DDR dialer
lists. Use the dialer-list protocol command to define permit or deny conditions for the entire
protocol; for afiner granularity, use the dialer-list protocol command with the list keyword.
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Seethe” Control AccesstoaDDR Interface” section for moreinformation about defining dialer lists.
For an example of configuring DDR for AppleTalk, see the “ AppleTalk Configuration Example”
section.

Configure DDR for Banyan VINES

To configure DDR for Banyan VINES, perform one of the following tasksin global configuration
mode:

Task Command

Specify a VINES standard access list. vines access-list access-list-number { per mit |
deny} source source-mask

or vines access-list access-list-number {permit |

Specify a VINES extended access list. deny} source source-mask [destination]
[destination-mask]

1. This command is documented in the “Banyan Vines Commands’ chapter of the Router Products Command Reference
publication.

After you specify VINES standard or extended access lists, define DDR dialer lists as described in
the “Control Accessto a DDR Interface” section. Use the dialer-list protocol command to define
permit or deny conditions for the entire protocol; for afiner granularity, usethe dialer-list protocol
command with the list keyword.

You can configure Banyan VINES on DDR synchronous and ISDN interfaces, aswell as dialer
rotary groups.

Note The Banyan VINES “neighbor” command is not supported for LAPB and X.25
encapsulations.

Seethe*” Control Accessto aDDR Interface” section for moreinformation about defining dialer lists.

For an example of configuring Banyan VINES over DDR, see the “Banyan VINES Configuration
Example” section.

Configure DDR for DECnet

To configure DDR for DECnet, perform one of the following tasksin global configuration mode:

Task Command
Specify a DECnet standard access list. access-list access-list-number {permit | deny}
source source-mask

or access-list access-list-number {permit | deny}

Specify a DEcnet extended access list. source source-mask [destination]
[destination-mask]

1. This command is documented in the “DECnet Commands’ chapter of the Router Products Command Reference
publication.
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After you specify DECnet standard or extended access lists, define DDR diaer lists asdescribed in
the “Control Accessto aDDR Interface” section. Usethe dialer-list protocol command to define
permit or deny conditionsfor the entire protocol; for afiner granularity, use the dialer-list protocol
command with the list keyword.

DECnet control packets, including hello packets and routing updates, are classified using one or
more of the following commands: dialer-list protocol decnet_router-L 1 permit, dialer-list
protocol decnet_router-L 2 permit, and dialer-list protocol decnet_node per mit.

You can configure DECnet on DDR synchronous and ISDN interfaces, and dialer rotary groups.
Seethe " Control Accessto aDDR Interface” section for moreinformation about defining dialer lists.

For an example of configuring DECnet over DDR, seethe” DECnet Configuration Example” section
in this chapter.

Configure DDR for IP

To configure DDR for IP, perform one of the following tasksin global configuration mode:

Task Command

Specify an |P standard access list. access-list access-list-number {deny | permit}
source [source-mask]
or

Specify an IP extended access list. access-list access-list-number {deny | permit}
protocol source source-mask destination
destination-mask [operator operand] 1

1. This command is documented in the “IP Commands” chapter of the Router Products Command Reference publication.

You can now also use simplified | P access lists that use the abbreviation any instead of the numeric
forms of source and destination addresses and masks. Other forms of |P accesslists are also
available. For more information, seethe “IP Commands’ chapter of the Router Products Command
Reference publication.

To use dynamic routing where multiple remote sites communi cate with each other through a central
site, you might need to disable the | P split horizon feature. See the “ Configuring |P Routing
Protocols’ chapter for more information.

For an example of configuring DDR for IP, see the “ Configure DDR for IP” section.
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Configure ISO CLNS over DDR
To configure ISO CLNS for DDR, perform the following tasks, beginning in global configuration

mode:
Task Command
Step 1 Specify one or more CLNSfilters, cInsfilter-set sname [permit | deny] templ ate!

repeating this command as needed to build
the filter list associated with the filter
name.

Step 2 Specify theinterface to apply thefilter to.  interface type number?

Step 3 Filter CLNS traffic going out of the clns access-group name out!
interface, on the basis of thefilter
specified and named in Step 1.

1. This command is documented in the “ISO CLNS Commands” chapter of the Router Products Command Reference
publication.

2. This command is documented in the “Interface Commands® chapter of the Router Products Command Reference
publication.

After you complete the CLNS-specific stepslisted above, defineadiaer list for CLNS, as described
inthe“Control Accessto aDDR Interface” section. Usethedialer-list protocol command to define
permit or deny conditions for the entire protocol; for afiner granularity, usethe dialer-list protocol
command with the list keyword. Use the access-group argument with this command, because | SO
CLNS uses access groups but does not use access lists

CLNS control packets, including hello packets and routing updates, are classified using the
dialer-list protocol cIns_is permit and/or dialer-list protocol clns_es permit commands.

You can configure SO CLNS on DDR seria synchronous and ISDN interfaces, aswell asdialer
rotary groups.

Seethe" Control AccesstoaDDR Interface” section for moreinformation about defining dialer lists.

For an example of configuring 1ISO CLNS over DDR, seethe “1SO CLNS Configuration Example”
section.

Configure DDR for Novell IPX

On DDR linksfor Novell 1PX, the link may come up often even when al client sessions areidle
because the server sends watchdog/keepalive packets to all the clients approximately every five
minutes. A local router with the DDR link can be configured to idle out the link and still make the
server believe the clients are active by responding to the watchdog packets on behalf of the clients.
To do so, perform the following tasks in interface configuration mode:

Step 1 Enable DDR.
Step 2 Disable IPX fast switching.
Step 3 Enable either IPX watchdog spoofing or SPX keepalive spoofing.
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You enable DDR using the dialer-in-band command. Dialers specified by this command use chat
scripts on asynchronous interfaces and V.25bis on synchronous interfaces. If using V.25bis, you can
optionally specify parity. The 1984 version of the V.25his specification states that characters must
have odd parity. However, the default is no parity. To enable DDR, perform the following task in
interface configuration mode:

Task Command
Enable DDR. dialer in-band [no parity | odd-parity]

You must also disable IPX fast switching. To disable fast switching, perform the following task in
interface configuration mode:

Task Command

Disable fast switching for IPX. no ipx route-cache!

1. This command is documented in the “Novell IPX Commands’ chapter in the Router Products Command Reference
publication.

After enabling DDR and disabling IPX fast switching for the interface, you can enable either IPX
watchdog spoofing or SPX keepalive spoofing.

To enable |PX watchdog spoofing, perform the following task in interface configuration mode:

Task Command

Enable IPX watchdog spoofing. ipx watchdog-spoofl
or

Enable SPX watchdog spoofing.

1. This command is documented in the “Novell IPX Commands’ chapter in the Router Products Command Reference
publication.

To enable SPX keepalive spoofing, perform the following tasks in interface configuration mode:

Task Command
Enable SPX keepalive spoofing. ipx spx-spooft
Set the idle time after which spoofing begins. ipx spx-idle-time delay-in-seconds!

1. This command is documented in the “Novell IPX Commands’ chapter in the Router Products Command Reference
publication.

For adetailed DDR for IPX configuration example, seethe“|PX over DDR Example” sectioninthe
“Configuring Novell IPX” chapter.
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Configure XNS over DDR

To configure XNS for DDR, perform one of the following tasksin global configuration mode:

Task Command

Specify astandard XNS access list. access-list access-list-number {deny | permit}
source-networ k[ .source-address [source-address-mask]]
[ destination-networ k[ .destination-address
[destination-address-mask]]]

or

or access-list access-list-number {deny | permit} protocol
Specify an extended XNS access list. [source-network[.source-host
[source-network-mask.] source-host-mask] source-socket
[ destination-network [ .destination-host
[ destinati on-networ k-mask.destination-host-mask]
destination-socket[/pep]]] *

1. This command is documented in the “XNS Commands” chapter of the Router Products Command Reference publication.

After you specify an XNS access list, definea DDR dialer list, as described in the “Control Access
to aDDR Interface” section. Usethe dialer-list protocol command to define permit or deny
conditionsfor the entire protocol; for afiner granularity, usethe dialer-list protocol command with
thelist keyword.

You can configure XNS on DDR serial synchronous and ISDN interfaces, aswell asdialer rotary
groups.

Seethe" Control AccesstoaDDR Interface” section for moreinformation about defining dialer lists.
For an example of configuring XNS over DDR, see the “XNS Configuration Example” section.

Configure DDR for Transparent Bridging

Our routers support transparent bridging over DDR and provide you some flexibility in controlling
access and in configuring the interface.

To configure DDR for bridging, complete the tasks in the following sections:
® Definethe Protocols to Bridge

® Specify the Bridging Protocol

® Control Accessfor Bridging

® Configure an Interface for Bridging

Define the Protocols to Bridge

| P packets are routed by default unlessthey are explicitly bridged; all others are bridged by default
unless they are explicitly routed.

To bridge IP packets, complete the following task in global configuration mode:

Task Command

Disable IP routing. noip routing 1

1. This command is documented in the “IP Commands” chapter of the Router Products Command Reference publication.
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If you choose not to bridge another protocol, use the relevant command to enable routing of that
protocol. For more information about tasks and commands, refer to the relevant protocol chapter.

Specify the Bridging Protocol

You must specify the type of spanning tree bridging protocol to use and also identify abridge group.
To specify the spanning tree protocol and a bridge-group number, complete the following task in
global configuration mode:

Task Command
Define the type of spanning tree protocol and bridge bridge-group protocol {ieee | dec} 1
identify a bridge group.

1. This command is documented in the “ Transparent Bridging Commands” chapter of the Router Products Command
Reference publication.

The bridge-group number is used when you configure the interface and assign it to a bridge group.
Packets are bridged only among members of the same bridge group.

Control Access for Bridging

You can control access by defining any transparent bridge packet as interesting, or you can use the
finer granularity of controlling access by Ethernet type codes. To control access for DDR bridging,
complete one of the following tasks in global configuration mode:

®  Permit All Bridge Packets
® Control Bridging Access by Ethernet Type Codes

Note Spanning tree bridge protocol data units (BPDUSs) are always treated as uninteresting.

Permit All Bridge Packets

To identify al transparent bridge packets as interesting, complete the following task in global
configuration mode:

Task Command

Define adialer list that treats all transparent bridge  dialer-list dialer-group protocol bridge per mit
packets as interesting.

Control Bridging Access by Ethernet Type Codes
To control access by Ethernet type codes, complete thefollowing tasksin global configuration mode:

Task Command

Identify interesting packets by Ethernet type codes — access-list access-list-number { permit | deny}
(access list numbers must be in the range 200-299).  type-code [mask]*

Define adialer list for the specified access list. dialer-list dialer-group protocol bridge list
access-list-number

1. This command is documented in the “ Transparent Bridging Commands” chapter of the Router Products Command
Reference publication.
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For atable of some common Ethernet types codes, see the “ Ethernet Types Codes’ appendix in the
Router Products Command Reference publication.

Configure an Interface for Bridging

You can configure serial interfaces or ISDN interfaces for DDR bridging. To configure an interface
for DDR bridging, complete all the tasks in the following sections:

® Specify the Interface
® Configure the Destination

® Assign the Interface to a Bridge Group

Specify the Interface

To specify the interface and thus enter interface configuration mode, complete the following task,
starting in global configuration mode:

Task Command

Specify the serial or ISDN interface and enter interface type number?!
interface configuration mode.

1. This command is documented in the “Interface Commands® chapter of the Router Products Command Reference
publication.

Configure the Destination
You can configure the destination by specifying adial string for unauthenticated callsto asinglesite,
or by specifying a dialer bridge map when you want to use authentication.

To configure the destination for bridging over a specified interface, complete the following task in
interface configuration mode:

Task Command

Configure the dia string to call. dialer string dial-string

or

Configure adialer bridge map. dialer map bridge [name hostname] [broadcast]

dial-string[:isdn-subaddress]

Note You can define only one dialer bridge map for the interface. If you enter a different bridge
map, the previous one is replaced immediately.

Assign the Interface to a Bridge Group

Packets are bridged only among interfaces that belong to the same bridge group. To assign an
interface to a bridge group, compl ete the following task in interface configuration mode:

Task Command

Assign the specified interface to a bridge group. bridge-group bridge~groupl

1. This command is documented in the “ Transparent Bridging Commands” chapter of the Router Products Command
Reference publication.
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Customize the DDR Network

Perform the tasks in the following sections to customize DDR in your network:
® SetLineldle Time

® SetIdle Timefor Busy Interfaces

® SetLine-Down Time

®  Set Carrier-Wait Time

® Control Accessto aDDR Interface

® Set Dider Interface Priority

® ConfigureaDialer Hold Queue

® Configure Bandwidth on Demand

® Disable and Reenable DDR Fast Switching

Set Line-ldle Time

To specify the amount of time aline will stay idle before it is disconnected, perform the following
task in interface configuration mode:

Task Command

Set line-idle time. dialer idle-timeout seconds

Set Idle Time for Busy Interfaces

Thefast-idle timer is activated if thereis contention for aline. In other words, if alineisin use and
apacket for adifferent next hop address is received, and the busy lineis required to send the
competing packet, the dialer fast-idle timer is activated.

If the line has been idle for the configured amount of time, the current call is disconnected
immediately and the new call is placed. If theline has not yet been idle aslong asthe fast idle timer,
the packet is dropped because there is no way to get through to the destination. (After the packet is
dropped, the fast-idle timer remains active and the current call is disconnected as soon asit has been
idle for aslong as the fast idle timeout). If, in the meantime, there is another packet transmitted to
the currently connected destination, and it is classified as interesting, the fast-idle timer is restarted.

To specify the amount of time aline for which there is contention will stay idle before theline is
disconnected and the competing call is placed, perform the following task in interface configuration

mode:
Task Command
Set idle time for high traffic lines. dialer fast-idle seconds

This command applies both to inbound and outbound calls.
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Set Line-Down Time

To set the length of time an interface stays down before it isavailable to dial again after alineis
disconnected or fails, perform the following task in interface configuration mode:

Task Command

Set the interface downtime. dialer enable-timeout seconds

This command applies both to inbound and outbound calls.

Set Carrier-Wait Time

To set how long to wait for the telephone service (carrier), perform the following task in interface
configuration mode:

Task Command

Set how long to wait for the carrier to come up when a dialer wait-for-carrier-time seconds
cal isplaced.

For asynchronousinterfaces, this command setsthetotal timeto wait for acall to connect. Thistime
is set to allow for running the chat script.

Control Access to a DDR Interface

Protocol access lists and dialer access lists are central to the operation of DDR. In general, access
lists are used as the screening criteriafor determining when to initiate DDR calls. All packets are
tested against the dialer access list. Packets that match a permit entry are deemed interesting or
packets of interest. Packetsthat do not match apermit entry or that do match adeny entry are deemed
uninteresting. When apacket isfound to beinteresting, either thedialer idletimer isreset (if theline
isactive) or aconnection is attempted (assuming the line available but not active). If atested packet
is deemed uninteresting, it will be forwarded if it isintended for a destination known to be on a
specific interface and thelink is active. However, such apacket will not initiate a DDR call and will
not reset theidle timer.

Note Accesslistsand diaer lists apply to outgoing interfaces.

Acceptable accesslist protocolsinclude various routing protocols, plusbridging. Withthedialer-list
protocol list command form, you can aso specify Banyan VINES, 1ISO CLNS, and XNS access
lists. Seethedialer-list protocol command in the Router Products Command Reference publication
for detailed information.

Before you perform the tasks outlined in this section, see the appropriate chapters for information
about defining Banyan VINES, DECnet, IP, IPX, 1ISO CLNS, and XNS access lists. Define access
listsif you want to control access on DDR interfaces by access lists rather than by protocols.

Step 1 Associate a protocol or access list with the dialer access group.

Step 2 Set adialer access group number or, for ISO CLNS, an access group hame.
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You can permit or deny accessto an entire protocol or you can specify an accesslist for morerefined
control. To associate a protocol or accesslist with adialer group, perform one of the following tasks
in global configuration mode:

Task Command
Associate a protocol access list number or dialer-list dialer-group protocol protocol-name { per mit
access group name with the dialer group. | deny | list access-list-number | access-group}

or
dialer-list dialer-group list access-list-number

Note For agiven protocol and a given dialer-group, only one access list can be specified in the
dialer-list command.

For the dialer-list protocol list command form, acceptable access list numbers are Banyan VINES,
DECnet, IP, and XNS standard and extended access list numbers; Novell IPX standard, extended,
and SAP access list numbers; AppleTalk access lists numbers; and bridge type codes. ISO CLNS
does not use access lists, but does alow filters and access groups to be specified. For the dialer-list
list command, Banyan VINES and SO CLNS are not available.

Aninterface can be associated only with asingle dialer access group; multiple dialer access group
assignmentsare not allowed. To specify the dialer access group to which you want to assign an access
list, perform the following task in interface configuration mode;

Task Command

Specify the number of the dialer accessgroup  dialer-group group-number
to which the specific interface belongs.

Set Dialer Interface Priority

You can assign diaer priority to an interface. Priority indicates which interfacein adialer rotary
group will get used first. Perform the following task in interface configuration mode.

Task Command

Specify which dialer interfaces will be used first. dialer priority number

For example, you might give one interface in adialer rotary group higher priority than another if it
is attached to faster, more reliable modem. In this way, the higher-priority interface will be used as
often as possible.

The range of values for nis 0 through 255. Zero is the default value and lowest priority; 255 isthe
highest priority. This command applies to outgoing calls only.

Configure a Dialer Hold Queue

Sometimes packets destined for aremote router are discarded because no connection exists.
Establishing a connection using an analog modem can take time, during which packets are
discarded. However, configuring adialer hold queue will allow “interesting” outgoing packets to be
gueued and sent as soon as the modem connection is established.
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A diaer hold queue can be configured on any type of dialer, including in-band synchronous,
asynchronous, DTR, and ISDN dialers. Also, hunt group leaders can be configured with adialer hold
gueue. If ahunt group leader (of arotary dialing group) is configured with ahold queue, all members
of the group will be configured with adiaer hold queue and no individual member’s hold queue can
be altered.

To establish adialer hold queue, perform the following task in interface configuration mode:

Task Command

Create adiader hold queue and specify the number of dialer hold-queue packets
packetsto be held init.

As many as 100 packets can be held in an outgoing dialer hold queue.

Configure Bandwidth on Demand

You can configure adiaer rotary group to use additional bandwidth, by placing additional callsto a
single destination if the load for the interface exceeds a specified weighted value. Parallel
communication server links are established based on traffic load. The number of parallel links that
can be established to one location is not limited.

To set the dider load threshold for bandwidth on demand, perform the following task in interface
configuration mode:

Task Command

Configure the dialer rotary group to place additional calls dialer load-threshold load
to asingle destination, asindicated by interface load.

Disable and Reenable DDR Fast Switching

Fast switching is enabled by default on all DDR interfaces. When fast switching is enabled or
disabled on an ISDN D-channel, it is enabled or disabled on al B-channels. When fast switching is
enabled or disabled on adialer interface, it is enabled or disabled on all rotary group members but
cannot be enabled or disabled on seria interfaces individualy.

Fast switching can be disabled and reenabled on a protocol-by-protocol basis. To disable fast
switching and reenable it, complete one of the following protocol -specific tasks:

Task Command
Disable IP fast switching over a DDR interface. noip route-cache
Reenable I P fast switching over aDDR interface. ip route cache

Disable IPX fast switching over a DDR interface. no ipx route-cache

Reenable IPX fast switching over aDDR interface.  ipx route-cache

Monitor DDR Connections and Snapshot Routing
To monitor DDR connections and snapshot routing, perform thefollowing tasksin privileged EXEC

mode:

Task Command

Display general diagnostics about the DDR interface. show dialer [interface type number]
Display information about the ISDN interface. show interfaces bri 0*
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Task

Command

Terminate the snapshot routing quiet period on the client
router within two minutes.

clear snapshot quiet-timeinterface

Display information about snapshot routing parameters.

show snapshot interface

Display status about the IPX interface.

show ipx interface [type number]?

Display information about the IPX packets transmitted by
the router, including watchdog counters.

show ipx traffic?

Display information about the AppleTalk packets
transmitted by the router.

show appletalk traffic?

Display information about the Banyan VINES packets
transmitted by the router.

show vinestraffic?

Display information about the DECnet packets
transmitted by the router.

show decnet traffic 3

Display information about the XNS packets transmitted
by the router.

show xnstraffic®

Clear the values of the general diagnostic statistics.

clear dialer

1. Thiscommand is documented in the “1SDN Commands’ chapter of the Router Products Command Reference publication.
2. This command is documented in the “Novell IPX Commands’ chapter of the Router Products Command Reference

publication.

3. This command is documented in the “AppleTalk Commands’ chapter of the Router Products Command Reference

publication

4. This command is documented in the “Banyan VINES Commands’ chapter of the Router Products Command Reference

publication

5. This command is documented in the “DECnet Commands” chapter of the Router Products Command Reference

publication

6. This command is documented in the “XNS Commands’ chapter of the Router Products Command Reference publication

DDR Configuration Examples

The examples provided in this section show various DDR configurations as follows:

® Dial Backup Using the Auxiliary Port Example
® Dia Backup Using DDR and ISDN Example

® Configuring DDR in an IP Environment Example

® Configuring Multiple Destination Dial Strings Example

® Configuring Dialer Rotary Groups Example

® Didling a Single Site or Multiple Sites Example
® Using Chat Scripts Example

®  Writing and Implementing Chat Scripts Example
® Chat Scriptsand Dialer Mapping Example

® System Scripts and Modem Scripts Example

® Dial-on-Demand PPP Configuration Example

® DTR Dialing Configuration Example

® Snapshot Routing Examples

® LAPB Support Configuration Example
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® X.25 Support Configuration Example

® Frame Relay Support Examples

® AppleTak Configuration Example

® Banyan VINES Configuration Example
® DECnet Configuration Example

® ]SO CLNS Configuration Example

® XNS Configuration Example

® DDR for Transparent Bridging Examples

Dial Backup Using the Auxiliary Port Example
The following is an example for dial backup using the auxiliary port (async 1):

interface serial 0

ip address 1.2.3.4 255.255.255.0
backup interface asyncl

backup delay 10 10

!

interface async 1

ip address 1.2.3.5 255.255.255.0
dialer in-band

dialer string 5551212
dialer-group 1

async dynamic routing

!

dialer-list 1 protocol ip permit
!

chat-script foo ““ “atdt 5551212” TIMEOUT 60 “CONNECT”
!

line aux 0

modem chat-script foo

modem inout

speed 9600

Dial Backup Using DDR and ISDN Example
The following is an example for dial backup using DDR and ISDN:

interface serial 1

backup delay 0 0

backup interface bri 0

ip address 1.2.3.4 255.255.255.0
!

interface bri 0

ip address 1.2.3.5 255.255.255.0
dialer string 5551212
dialer-group 1

!

dialer-list 1 protocol ip permit

Note Whenusing aBRI interface with dial backup, neither of the B channels can be used whilethe
interface isin a standby mode.
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Note Dialingwill only occur after apacket is received to be output on BRI 0. Using the dialer-list
command with the protocol and permit keywords specified is recommended to control access for
dial backup. Using this form of access control specifiesthat all packets are interesting.

Configuring DDR in an IP Environment Example

The following example illustrates how to use DDR on an asynchronous interfacein an IP
environment. You could use the same configuration on an asynchronous serial interface by changing
“interface serial 1" to specify an asynchronous interface (for example, “interface async 0”).

interface serial 1

ip address 131.108.126.1 255.255.255.0

dialer in-band

! The next command sets the dialer idle time-out to 10 minutes
dialer idle-timeout 600

! The next command inserts the phone number

dialer string 5551234

! The next command gives the modem enough time to recognize that
! DTR has dropped so the modem disconnects the call

pulse-time 1

! The next command adds this interface to the dialer access group defined with
! the dialer-list command

dialer-group 1

!
! The first access list statement, below, specifies that IGRP updates are not

! interesting packets. The second access-list statement specifies that all

! other IP traffic such as Ping, Telnet, or any other IP packet are interesting
! packets. The dialer-list command then creates dialer access group 1 and

! states that access list 101 is to be used to classify packets as interesting
! or uninteresting. The ip route commands

! specify that there is a route to network 131.108.29.0 and to network

! 131.108.1.0 via 131.108.126.2. This means that several destination networks

! are available through a router that is dialed from interface async 1.

!

access-1list 101 deny igrp 0.0.0.0 255.255.255.255 255.255.255.255 0.0.0.0
access-1list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
dialer-list 1 list 101

ip route 131.108.29.0 131.108.126.2

ip route 131.108.1.0 131.108.126.2

With many modems, the pulse-time command must be used so that DTR is dropped for sufficient
time to allow the modem to disconnect.

Theredistribute static command can be used to advertise static route information for DDR
applications. Seetheredistribute static ip command, described in the “IP Routing Commands’
chapter of the Router Products Command Reference publication. Without this command, static
routes to the hosts or network that the router can access with DDR will not be advertised to other
routerswith which therouter iscommunicating. This can block communication because someroutes
will not be known.

Configuring Multiple Destination Dial Strings Example

The following example demonstrates how to specify multiple destination dia strings (phone
numbers):

interface serial 1

ip address 131.108.126.1 255.255.255.0
dialer in-band

dialer wait-for-carrier-time 100
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pulse-time 1

dialer-group 1

dialer map ip 131.108.126.10 5558899

dialer map ip 131.108.126.15 5555555

!

access-1list 101 deny igrp 0.0.0.0 255.255.255.255 255.255.255.255 0.0.0.0
access-list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
dialer-1list 1 LIST 101

Asinthe"Configuring DDR in an IP Environment Example” section, a pulse time is assigned and
adialer access group specified.

Thefirst dialer map command specifiesthat the number 555-8899 isto be dialed for | P packetswith
a next-hop-address of 131.108.126.10. The second dialer map then specifies that the number
5555555 will be called when an | P packet with a next-hop-address of 131.108.126.15 is detected.

Configuring Dialer Rotary Groups Example

Thefollowing configuration placesinterfaces serial 1 and 2 into dialer rotary group 1, defined by the
interfacedialer 1 command:

! PPP encapsulation is enabled for interface dialer 1.
interface dialer 1

encapsulation ppp

dialer in-band

ip address 131.108.2.1 255.255.255.0

ip address 131.126.2.1 255.255.255.0 secondary

! The first dialer map command allows remote site YYY and the

! central site to call each other. The second dialer map command, with no
! dialer string, allows remote site ZZZ to call the central site but

! the central site can not call remote site ZZZ (no phone number) .

dialer map ip 131.108.2.5 name YYY 1415553434

dialer map ip 131.126.2.55 name ZZZ

! The DTR pulse signals for three seconds on the interfaces in dialer

! group 1. This holds the DTR low so the modem can recognize that DTR has been
! dropped.

pulse-time 3

! Interfaces serial 1 and 2 are placed in dialer rotary group 1. All of

! the interface configuration commands (the encapsulation and dialer map commands
! shown earlier in this example) applied to interface dialer 1 apply to

! these interfaces.

interface serial 1

dialer rotary-group 1

interface serial 2

dialer rotary-group 1
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Dialing a Single Site or Multiple Sites Example

Assume that your configuration is as shown in Figure 8-5 and your router receives a packet with a
next hop address of 1.1.1.1.

Figure 8-5 Sample Dialer String or Dialer Map Configuration
Local router 1111
@ q 5555555 e
Remote
Router A
. 6666666
m’
N 2222
==~k
=
-
Remote
Router B

If theinterface on your router is configured to call asingle site with phone number 5555555, it will
send the packet to that site, assuming that the next hop address 1.1.1.1 indicates the same remote
device as phone number 5555555. The dialer string command is used to specify the string
(telephone number) to be called.

interface serial 1
dialer in-band
dialer string 5555555

If the interface is configured to dial multiple sites, the interface or dialer rotary group must be
configured so that the correct phone number, 5555555, is mapped to the address 1.1.1.1. If this
mapping is not configured, the interface or diaer rotary group would not know what phone number
to call to deliver the packet to its correct destination, which isthe address 1.1.1.1. In thisway, a
packet with a destination of 2.2.2.2 will not be sent to 5555555. The dialer map command is used
to map next-hop addresses to phone numbers.

interface serial 1

dialer in-band

dialer map ip 1.1.1.1 5555555
dialer map ip 2.2.2.2 6666666

Using Chat Scripts Example

Figure 8-6 shows the following configuration:

® The configuration is on Router A.

® Thechat script “dia” is used to dial Router B's modem.

® Thechat script “login” is used to log in to Router B.

®  The phone number is the number of the modem attached to Router B.

® ThelP addressisthe address of Router B.
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Figure 8-6 Chat Script Configuration and Function
Router A
10.55.0.1
e 96837890
—Fim —==F
“.....il““gllllllll' g
Router B
chat-script dial ABORT ERROR "" "AT Z" OK "ATDT \T" TIMEOUT 30 CONNECT \c

chat-script login ABORT invalid TIMEOUT 15 name: billw word: wewpass ">"
"slip default"

interface async 10

dialer in-band

dialer map ip 10.55.0.1 modem-script dial system-script

login 96837890

Writing and Implementing Chat Scripts Example
In the following example chat script, “ ” means expect anything and \r means send a return:

" " \r "name:" "myname" "ord":" "mypassword" ">" "slip default"

The following example shows a configuration in which, when thereis traffic, arandom line will be
used. The dialer code will try to find a script that matches both the modem script .*-v32 and the
system script cisco. If thereis no match for both the modem script and the system script, you will
see a“no matching chat script found” message.

interface dialer 1

! v.32 rotaries are in rotary 1

dialer rotary-group 1

! Use v.32 generic script

dialer map ip 1.0.0.1 modem-script .*-v32 system-script cisco 1234

The following example shows line chat scripts being specified for lines connected to Telebit and
US Robotics modems.

! Some lines have telebit modems
line 1 6

modem chat-script telebit.*

! Some lines have US robotics modems
line 7 12

modem chat-script usr.*

Chat Scripts and Dialer Mapping Example

The following example shows adialing chat script and alogin chat script. The dialer in-band
command enables DDR on asynchronousinterface 10 and the dialer map command dials 96837890
after finding the specified dialing and the login scripts.
chat—script dial ABORT ERROR "" "AT Z" OK "ATDT \T" TIMEOUT 30 CONNECT \c
chat-script login ABORT invalid TIMEOUT 15 name: myname word: mypassword ">"
"slip default"
interface async 10

dialer in-band
dialer map ip 10.55.0.1 modem-script dial system-script login 96837890

When a packet is received for 10.55.0.1, the first thing that happens is that the modem script is
implemented. Table 8-2 showsthe functions that are implemented with each expect-send pair in the
modem script called “dial.”
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Table 8-2 Modem Script Execution

Expect and Send Pairs Execution

ABORT ERROR End the script execution if the text “ERROR” is found. You can have
as many active abort entries asyou like.

‘AT Z7 Without expecting anything, send an “AT Z” command to the modem.

Note the use of quotesto allow a space in the send string.

OK "ATDT\T Wait to see“OK.” Send “ATDT 96837890."

TIMEOUT 30 Wait up to 30 seconds for next expect string.

CONNECT \c Expect “connect,” but do not send anything. Note that \c is effectively

nothing. “ ” would have been nothing followed by a carriage return.

After the modem script is successfully executed, the login script is executed. Table 8-3 shows the
functions that are executed with each expect-send pair in the system script login.

Table 8-3 System Script Execution

Expect and Send Pairs Implementation

ABORT invalid End the script execution if the message “invalid username or
password” is displayed.

TIMEOUT 15 Wait up to 15 seconds.

name: myname Look for “name:” and send “billw.” Using just “name:” will help avoid
any capitalization issues.

word: mypassword Wait for “word:” and send the password.

“>" “dip default” Wait for the ts prompt and put the line into slip mode with its default
address.

System Scripts and Modem Scripts Example

The following exampl e shows the use of chat scripts, implemented with the system-script and
modem-script options of the dialer map command.

If there istraffic for |P address 1.2.3.4, the router will dial the 91800 number using the
usrobotics-v32 script, matching the regular expression in the modem chat script. Then the router will
run the unix-glip chat script as the system script to log in.

If there istraffic for 4.3.2.1, the router will dial 8899 using usrobotics-v32, matching both the
modem script and modem chat script regular expressions. The router will then log in using the
cisco-compressed script.

! script for dialing a usr v.32 modem:

chat-script usrobotics-v32 ABORT ERROR "" "AT Z" OK "ATDT \T" TIMEOUT 30

CONNECT \c

!

! Script for logging into a unix system and starting up slip:

chat-script unix-slip ABORT invalid TIMEOUT 15 name: billw word: wewpass ">"
"slip default™"

!

! Script for logging into a cisco comm server and starting up TCP header

! compression

chat-script cisco-compressed...
!
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Line 15

modem chat-script usrobotics-*

!

Interface async 15

dialer map ip 1.2.3.4 system-script unix-slip 918005551212

dialer map ip 4.3.2.1 modem-script *-v32 system-script cisco-compressed 8899

Dial-on-Demand PPP Configuration Example

Thefollowing example shows aconfiguration for XXX, thelocal router shown in Figure 10.6 onthe
next page in which several aspects of DDR are used to provide DDR capabilities between local and
remote routers. The following features are shown in this example:

The dialer map command
PPP encapsulation

CHAP

Dialer rotary groups

The pulse-time command

Seethe“ Interfaces Commands’ chapter in the Router Products Command Reference publication for
adescription of the pulse-time command.

! Enable PPP encapsulation and CHAP on interface dialer 1.
interface dialer 1

ip address 131.108.2.1 255.255.255.0

ip address 131.126.4.1 255.255.255.0 secondary
encapsulation ppp

ppp authentication chap

! Specify dial-on-demand routing supported on a line and
! assign a set of access-list expressions.

dialer in-band

dialer group 1

! The first dialer map command indicates that calls between the remote site

! YYY and the central site will be placed at either end. The second dialer

! map command, with no dialer string, indicates that remote site ZZZ will call
! the central site but the central site will not call out.

dialer map ip 131.108.2.5 name YYY 1415553434

dialer map ip 131.126.4.5 name ZZZ

! The DTR pulse holds the DTR low for three seconds, so the modem can recognize
! that DTR has been dropped.
pulse-time 3

! Place asynchronous serial interfaces 1 and 2 in dialer rotary group 1. The
! interface commands applied to dialer rotary group 1 (for example,

! PPP encapsulation and CHAP) apply to these interfaces.

interface async 1

dialer rotary-group 1

interface async 2

dialer rotary-group 1

! CHAP passwords are specified for remote servers.
username YYY password theirsystem
username ZZZ password thatsystem
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Figure 8-7 showsaconfiguration inwhich local Router XXX and remote RoutersYY'Y and ZZZ are
using dial-on-demand routing, as configured in the previous example. In this configuration, remote
Routers YY'Y and ZZZ can call Router XXX. Router XXX has diaer string information only for

Router YYY and cannot call Router ZZZ.

Figure 8-7 Dial-on-Demand Routing Configuration

Calls from XXX 10

and from YYY 10 XXX e
Local site

XXX

DTR Dialing Configuration Example

YYY

Public Switched
Telephone Network

Remote site
YYY

131.108.2.5
1415553434

Remote site

)
!
2541

131.126.4.5

In the following example, Router A and Router B are connected to a public switched telephone
network (PSTN). Router A is configured for DTR dialing. Remote Router B is configured for
in-band dialing so it can disconnect an idle call. (See Figure 8-8.)

Figure 8-8 DTR Dialing through a PSTN

Router A

Configuration for Router A

interface serial 0

ip address 131.108.170.19
dialer dtr

dialer-group 1

!

access-list 101 deny igrp
access-list 101 permit ip
!

dialer-list 1 list 101

Configuration for Router B

interface serial 0
ip address 131.108.170.20
dialer in-band

255.255.

0.0.0.0
0.0.0.0

255.255.

255.

255
255

255.

Router B

S3036

.255.255.255 0.0.0.0 255.255.255.255
.255.255.255 0.0.0.0 255.255.255.255
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dialer string 9876543

pulse-time 1

!

access-list 101 deny igrp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
access-1list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
!

dialer-list 1 list 101

Multilink PPP Examples

The examples in the following sections illustrate the configuration of one or multiple ISDN
interfaces for multilink PPP. The second example shows that you can configure multiple ISDN
interfaces to belong to the same dialer rotary group.

One ISDN Interface Configured for Multilink PPP Example

Thefollowing example enables multilink PPP on the BRI 0 interface. Because an ISDN interfaceis
arotary group by default, when one BRI is configured, no dialer rotary group configuration is
required.

interface bri 0

description connected to ntt 81012345678902

ip address 7.1.1.7 255.255.255.0

encapsulation ppp

dialer idle-timeout 30

dialer load-threshold 40 either

dialer map ip 7.1.1.8 name atlanta 81012345678901
dialer-group 1

ppp authentication pap

ppp multilink

Multiple ISDN Interfaces Configured for Multilink PPP Example

Thefollowing exampl e configures multiple ISDN BRIsto belong to the same dialer rotary group for
multilink PPP. The dialer rotary-group command is used to assign each of the ISDN BRIsto that
diaer rotary group.

interface BRIO

no ip address
encapsulation ppp

no keepalive

dialer idle-timeout 500
dialer rotary-group 0
dialer load-threshold 255 balanced
!

interface BRI1

no ip address
encapsulation ppp

no keepalive

dialer idle-timeout 500
dialer rotary-group O
dialer load-threshold 255 balanced
!

interface BRI2

no ip address
encapsulation ppp

no keepalive

dialer idle-timeout 500
dialer rotary-group O
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dialer load-threshold 255 balanced
!

interface Dialer0

ip address 99.0.0.2 255.0.0.0
encapsulation ppp

no keepalive

dialer in-band

dialer idle-timeout 500

dialer map ip 99.0.0.1 name atlanta broadcast 81012345678901
dialer load-threshold 255 balanced
dialer-group 1

ppp authentication chap

ppp multilink

PPP Callback Example

The following example configures a PPP callback server with a client.

The PPP callback server isconfigured on an ISDN BRI interface on arouter in Atlanta. The callback
server requires an enable timeout and a map-class to be defined.

The PPP callback client is configured on an ISDN BRI interface on arouter in Dallas. The callback
client does not require an enable timeout and a map-class to be defined.

PPP Callback Server

interface BRIO

ip address 7.1.1.7 255.255.255.0
encapsulation ppp

dialer callback-secure

dialer enable-timeout 2

dialer map ip 7.1.1.8 name atlanta class diall 81012345678901
dialer-group 1

ppp callback accept

ppp authentication chap

!
map-class dialer diall

dialer callback-server username

PPP Callback Client

interface BRIO

ip address 7.1.1.8 255.255.255.0

encapsulation ppp

dialer map ip 7.1.1.7 name dallas 81012345678902
dialer-group 1

ppp callback request

ppp authentication chap

Snapshot Routing Examples

The following example configures snapshot routing on a DDR interface on the client router. In this
configuration, asingle client router can call multiple server routers. It dialsto al different locations
during each active period to get routes from all those remote locations.
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The absence of the suppress-statechange-updates keyword means that routing updates will be
exchanged each time theline protocol goesfrom “down” to “up” or from “dialer spoofing” to “fully
up.” Thedialer keyword on the snapshot client command allows the client router to dial the server
router in the absence of regular traffic if the active period time expires.

interface serial 0

dialer rotary-group 3

!

interface dialer 3

dialer in-band

snapshot client 5 360 dialer
snapshot retry-interval 5

dialer map snapshot 2 4155556734
dialer map snapshot 3 7075558990

The following commands configure the server router:

interface serial 2
snapshot server 5 dialer

LAPB Support Configuration Example
In the following example, the router is configured for LAPB encapsulation and in-band dialing:

interface serial 0

ip address 131.108.170.19 255.255.255.0

encapsulation lapb

dialer in-band

dialer string 4155551212

dialer-group 1

!

access-1list 101 deny igrp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
access-1list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
!

dialer-list 1 protocol ip list 101

X.25 Support Configuration Example
In the following example, a router is configured to support X.25 and DTR dialing:

interface serial 0

ip address 131.108.170.19 255.255.255.0

encapsulation x25

x25 address 12345

x25 map ip 131.108.171.20 67890 broadcast

dialer dtr

dialer-group 1

!

access-1list 101 deny igrp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
access-list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
!

dialer-list 1 list 101

Frame Relay Support Examples
The examplesin this section present various combinations of interfaces, Frame Relay features, and
DDR fesatures.
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In-Band Dialing (V.25bis) and Static Map

In the following example, arouter is configured for IP over Frame Relay using in-band dialing. A
Frame Relay static map is used to associate the next-hop protocol addressto the DLCI. The dialer
string allows dialing to only one destination.

interface Serial0

ip address 1.1.1.1 255.255.255.0
encapsulation frame-relay

frame-relay map ip 1.1.1.2 100 broadcast
dialer in-band

dialer string 4155551212

dialer-group 1

|

access-list 101 deny igrp any host 255.255.255.255
access-1list 101 permit ip any any

!

dialer-list 1 protocol ip list 101

ISDN Dialing and Dynamic Maps

The following example shows a BRI interface configured for Frame Relay and for IP, IPX, and
AppleTalk routing. No static maps are defined because this setup relies on Frame Relay local
management interface (LMI) signaling and Inverse ARP to determine the network
addresses-to-DL Cl mappings dynamically. (Because Inverse ARP is enabled by default, no
command is required.)

interface BRIO

ip address 1.1.1.1 255.255.255.0

ipx network 100

appletalk cable-range 100-100 100.1

appletalk zone ISDN

no appletalk send-rtmps

encapsulation frame-relay IETF

dialer map ip 1.1.1.2 broadcast 4155551212

dialer map apple 100.2 broadcast 4155551212

dialer map ipx 100.0000.0c05.33ed broadcast 4085551234
dialer-group 1

!

access-list 101 deny igrp any host 255.255.255.255
access-1list 101 permit ip any any

access-1list 901 deny -1 FFFFFFFF 452

access-list 901 deny -1 FFFFFFFF 453

access-1list 901 deny -1 FFFFFFFF 457

access-1list 901 deny -1 FFFFFFFF 0 FFFFFFFF 452
access-list 901 deny -1 FFFFFFFF 0 FFFFFFFF 453
access-1list 901 deny -1 FFFFFFFF 0 FFFFFFFF 457
access-1list 901 permit -1

access-list 601 permit cable-range 100-100 broadcast-deny

access-1list 601 deny other-access
!

dialer-list 1 protocol ip list 101
dialer-list 1 protocol novell 1list 901
dialer-list 1 protocol apple list 601

ISDN Dialing and Subinterfaces

The following example shows a BRI interface configured for Frame Relay and for IR, IPX, and
AppleTalk routing. Two logical subnets are used; a point-to-point subinterface and a multipoint
subinterface are configured. Frame Relay Annex A (LMI type Q933a) and Inverse ARP are used.

interface BRIO
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no ip address

encapsulation frame-relay

dialer string 4155551212

dialer-group 1

frame-relay lmi-type g933a

!

interface BRIO.1 multipoint

ip address 1.1.100.1 255.255.255.0

ipx network 100

appletalk cable-range 100-100 100.1

appletalk zone ISDN

no appletalk send-rtmps

frame-relay interface-dlci 100

frame-relay interface-dlci 110

frame-relay interface-dlci 120

|

interface BRIO.2 point-to-point

ip address 1.1.200.1 255.255.255.0

ipx network 200

appletalk cable-range 200-200 200.1

appletalk zone ISDN

no appletalk send-rtmps

frame-relay interface-dlci 200 broadcast IETF

!

access-list 101 deny igrp any host 255.255.255.255
access-1list 101 permit ip any any

access-1list 901 deny -1 FFFFFFFF 452
access-list 901 deny -1 FFFFFFFF 453
access-1list 901 deny -1 FFFFFFFF 457
access-1list 901 deny -1 FFFFFFFF O FFFFFFFF 452
access-list 901 deny -1 FFFFFFFF 0 FFFFFFFF 453
access-1list 901 deny -1 FFFFFFFF 0 FFFFFFFF 457
access-1list 901 permit -1

access-list 601 permit cable-range 100-100 broadcast-deny
access-1list 601 permit cable-range 200-200 broadcast-deny
access-1list 601 deny other-access

dialer-list 1 protocol ip list 101
dialer-list 1 protocol novell list 901
dialer-list 1 protocol apple list 601

AppleTalk Configuration Example

In the following example, DDR is configured for AppleTak access using an ISDN BRI. Two access
listsaredefined: onefor IPand IGRP, and onefor AppleTalk. AppleTalk packetsfrom network 2141
only (except broadcast packets) can initiate calls.

interface BRIO

ip address 130.1.20.107 255.255.255.0

encapsulation ppp

appletalk cable-range 2141-2141 2141.65

appletalk zone SCruz-Eng

no appletalk send-rtmps

dialer map ip 130.1.20.106 broadcast 1879

dialer map appletalk 2141.66 broadcast 1879

dialer-group 1

!

access-list 101 deny igrp 0.0.0.0 255.255.255.255 255.255.255.255 0.0.0.0
access-1list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
access-list 601 permit cable-range 2141-2141 broadcast-deny

access-1list 601 deny other-access
!
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dialer-list 1 list 101
dialer-list 1 list 601

Banyan VINES Configuration Example

In the following example, arouter is configured for VINES and |P DDR with in-band dialing. The
VINES access list does not allow RTP routing updates to place a call, but any other data packet is
interesting.

vines routing BBBBBBBB:0001

!

hostname RouterA

!

username RouterB password 7 030752180500

username RouterC password 7 00071A150754

|

interface serial 0

ip address 131.108.170.19 255.255.255.0

encapsulation ppp

vines metrics 10

vines neighbor AAAAAAAA:0001 O

dialer in-band

dialer map ip 131.108.170.151 name RouterB broadcast 4155551234

dialer map vines AAAAAAAA:0001 name RouterC broadcast 4155551212
dialer-group 1

ppp authentication chap

pulse-time 1

!

access-1list 101 deny igrp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
access-1list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
1

vines access-list 107 deny RTP 00000000:0000 FFFFFFFF:FFFF 00000000:0000 FFFFFFFF:FFFF
vines access-list 107 permit IP 00000000:0000 FFFFFFFF:FFFF 00000000:0000 FFFFFFFF:FFFF
!

dialer-list 1 protocol ip list 101

dialer-list 1 protocol vines list 107

Although it is not used in this example, the dialer-list 1 list 101 command is still acceptable for IP.

DECnet Configuration Example
In the following example, arouter is configured for DECnet DDR with in-band diaing:

decnet routing 10.19

!

username RouterB password 7 030752180531

!

interface serial 0

no ip address

decnet cost 10

encapsulation ppp

dialer in-band

dialer map decnet 10.151 name RouterB broadcast 4155551212
dialer-group 1

ppp authentication chap

pulse-time 1

!

access-1list 301 permit 10.0 0.1023 0.0 63.1023
!

dialer-list 1 protocol decnet list 301
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ISO CLNS Configuration Example
In the following example, arouter is configured for CLNS DDR with in-band dialing:

username RouterB password 7 111C140BOE

clns net 47.0004.0001.0000.0c00.2222.00

clns routing

clns filter-set ddrline permit 47.0004.0001....
!

interface serial 0

no ip address

encapsulation ppp

dialer in-band

dialer map clns 47.0004.0001.0000.0c00.1111.00 name RouterB broadcast 1212
dialer-group 1

ppp authentication chap

clns enable

pulse-time 1

|

clns route default serial 0

dialer-list 1 protocol clns list ddrline

XNS Configuration Example

Inthefollowing example, arouter isconfigured for XNS DDR with in-band dialing. The accesslists
deny broadcast traffic to any host on any network, but alow all other traffic.

xns routing 0000.0c01.d8dd
username RouterB password 7 111B210A0F

interface serial 0

no ip address

encapsulation ppp

xns network 10

dialer in-band

dialer map xns 10.0000.0c01.d877 name RouterB broadcast 4155551212
dialer-group 1

ppp authentication chap

pulse-time 1

!

access-list 400 deny -1 -1.ffff.ffff.ffff 0000.0000.0000
access-list 400 permit -1 10

!

dialer-list 1 protocol xns list 400

DDR for Transparent Bridging Examples

Thefollowing two examplesdiffer only inthe packetsthat cause callsto be placed. Thefirst example
specifiesby protocol (any bridge packet ispermitted to cause acall to be made); the second example
allows afiner granularity by specifying Ethernet type codes of bridge packets.

Thefirst example configuresthe serial 1 interface for DDR bridging. Any bridge packet is permitted
to cause acall to be placed.

no ip routing
!
interface Seriall
no ip address
encapsulation ppp
dialer in-band
dialer enable-timeout 3
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dialer map bridge name urk broadcast 8985
dialer hold-queue 10

dialer-group 1

ppp authentication chap

bridge-group 1

pulse-time 1

|

dialer-list 1 protocol bridge permit
bridge 1 protocol ieee

bridge 1 hello 10

The second example also configuresthe serial 1 interface for DDR bridging. However, thisexample
includes an access-list command that specifies the Ethernet type codes that can cause calls to be
placed and adialer list protocol list command that refers to the specified accesslist.

no ip routing
|
interface Seriall
no ip address
encapsulation ppp
dialer in-band
dialer enable-timeout 3
dialer map bridge name urk broadcast 8985
dialer hold-queue 10
dialer-group 1
ppp authentication chap
bridge-group 1
pulse-time 1
|
access-list 200 permit 0x0800 OxFFF8
!
dialer-list 1 protocol bridge list 200
bridge 1 protocol ieee
bridge 1 hello 10
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