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Configuring Cisco 10S Intrusion Prevention
System

The Cisco |0OS Intrusion Prevention System (IPS) uses the following methods to protect a network from
internal and external attacks and threats:

e |PSsignatures are dynamically updated and posted to Cisco.com on aregular basis so that customers
can access signatures that help protect their network from the latest known network attacks.

e A Parallel Signature Scanning Engineis used to scan for multiple patterns within a signature
microengine (SME) at any given time. |PS signatures are no longer scanned on a seria basis.
¢ Cisco |OS I PS supports both named and numbered extended access control lists (ACLS).

Note Cisco |OS IPS restructures and replaces the existing Cisco |0S Intrusion Detection System (IDS).

*  Finding Feature Information, page 1

e Prerequisites for Configuring Cisco IOSIPS, page 1

* Restrictionsfor Configuring Cisco IOS IPS, page 2

» Information About Cisco IOS IPS, page 3

* How to Configure Cisco IOSIPS on aDevice, page24

e Configuration Examples, page 40

* Additional References, page 41

»  Feature Information for Configuring Cisco IOS IPS, page 42

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest caveats
and feature information, see Bug Search Tool and the release notes for your platform and software release.
To find information about the features documented in this module, and to see alist of the releases in which
each feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is hot required.

Prerequisites for Configuring Cisco 10S IPS

It is recommended that a new Cisco |OS image be loaded on your router before installing Cisco IOS IPS.

Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T .
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Configuring Cisco 10S Intrusion Prevention System

Restrictions for Configuring Cisco 10S IPS

Compatibility with VMS IDS MC 2.3 and Cisco Router SDM

VMS IDS MC provides aweb-based interface for configuring, managing, and monitoring multiple IDS
sensors. SDM is aweb-based device-management tool that allows users to import and edit SDFs from
Cisco.com to the router. VM S IDS MC is for network-wide management while SDM isfor single-device
management. It is strongly recommended that customers download the SDF to an IDS MC 2.3 network
management device or an SDM.

Customers can choose to download the SDF to a device other than VMSIDS MC or SDM (such asa
router) through command-line interface (CLI); however, this approach is not recommended because it
requires that the customer know which signatures come from which signature engines.

Restrictions for Configuring Cisco 10S IPS

Signature Support Deprecation

Effective Cisco 10S Release 12.3(8)T, the following signatures are no longer supported by Cisco IOS IPS:
e 1100 IP Fragment Attack (Attack, Atomic)

Triggers when any |P datagram is received with the “more fragments’ flag set to 1 or if there is an offset
indicated in the offset field. ( To scan for application layer signatures across fragments, you can enable
virtual fragment reassembly.)

e 1105 Broadcast Source Address (Compound/Attack)

Triggers when an | P packet with a source address of 255.255.255.255 is detected. This signature may be an
indicator of an | P spoof attack or an attempt to subvert afirewall, proxy, or gateway.

e 1106 Multicast IP Source Address (Compound/Attack)

Triggers when an | P packet with a source address of 224.x.X.X is detected. This signature may be an
indicator of an 1P spoof attack or an attempt to subvert afirewall, proxy, or gateway.

« 8000 FTP Retrieve Password File (Attack, Atomic) SubSig ID: 2101

Triggers on string “ passwd” issued during an FTP session. May indicate that someone is attempting to
retrieve the password file from a machine to try and gain unauthorized access to system resources.

Memory Impact on Low-End to Midrange Routers

Intrusion detection configuration on certain routers may not support the complete list of signatures because
of lack of sufficient memory. Thus, the network administrator may have to select a smaller subset of
signatures or choose to use the standard 100 (built-in) signatures with which the routers are shipped.

Action Configuration through CLI No Longer Supported

Cisco IOS IPS actions (such as resetting the TCP connection) can no longer be configured through CLI. If
you are using the attack-drop.sdf signature file, the signatures are preset with actions to mitigate the attack
by dropping the packet and resetting the connection, if applicable. If you are using VMS or SDM to deploy
signatures to the router, you must first tune the signatures to use the desired actions.

Any CLI that isissued to configure IPS actions is silently ignored.
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Information About Cisco 10S IPS .

Restrictions for Transparent Cisco 10S IPS

¢ Mixed-media bridging configurations are not supported. Only Ethernet mediais supported.

e Layer 2 signatures are not supported.

e Multicast traffic is not processed.

¢ |f morethan two interfaces are assigned to a bridge group, any routers that are acting as first-hop
gateways to hosts that are in the bridged network (the bridge group) must allow ICMP time-to-live
(TTL) exceeded messages to pass.

e Spanning Tree Bridge Protocol Data Units (BPDU) and packets that are to be routed out of the bridge,
if IRB is configured, are not inspected.

Information About Cisco I10S IPS

e Cisco IOSIPS Overview, page 3

» Transparent Cisco |OS IPS Overview, page 4

*  Signature Definition File, page 5

e Signature Microengines Overview and Lists of Supported Engines, page5
»  Supported Cisco |OS IPS Signatures in the attack-drop.sdf File, page 8

Cisco 10S IPS Overview

SDEE

The Cisco |OS IPS acts as an in-line intrusion detection sensor, watching packets and sessions as they flow
through the router and scanning each packet to match any of the Cisco |0S IPS signatures. When Cisco
|OS IPS detects suspicious activity, it responds before network security can be compromised and logsthe
event through Cisco |OS syslog messages or Security Device Event Exchange (SDEE). The network
administrator can configure Cisco 10S I PS to choose the appropriate response to various threats. When
packetsin a session match a signature, Cisco |OS IPS can take any of the following actions, as appropriate:

¢ Send an alarm to a syslog server or a centralized management interface

e Drop the packet

¢ Reset the connection

« Deny traffic from the source | P address of the attacker for a specified amount of time

¢ Deny traffic on the connection for which the signature was seen for a specified amount of time

Cisco developed its Cisco 10S software-based intrusion-prevention capabilities and Cisco |OS Firewall
with flexibility in mind, so that individual signatures can be disabled in case of false positives. Generally, it
is preferable to enable both the firewall and Cisco |OS I PS to support network security policies. However,
each of these features may be enabled independently and on different router interfaces.

 SDEE, page3

SDEE is an application-level communication protocol that is used to exchange | PS messages between |PS
clientsand IPS servers.

SDEE is always running, but it does not receive and process events from | PS unless SDEE notification is
enabled. If SDEE notification is not enabled and a client sends a request, SDEE responds with afault
response message, indicating that notification is not enabled.
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[l Storing SDEE Events in the Buffer

»  Storing SDEE Eventsin the Buffer, page 4

Storing SDEE Events in the Buffer

When SDEE notification is enabled (through the ip ips notify sdee command), 200 events can
automatically be stored in the buffer. When SDEE notification is disabled, all stored events are lost. A new
buffer is allocated when the notifications are reenabl ed.

When specifying the size of an events buffer, note the following functionality:

e Itiscircular. When the end of the buffer is reached, the buffer starts overwriting the earliest stored
events. (If overwritten events have not yet been reported, a buffer overflow noticeis received.)

« If anew, smaller buffer isrequested, all eventsthat are stored in the previous buffer islost.

« If anew, larger buffer is requested, all existing eventsis saved.

Transparent Cisco 10S IPS Overview

If customers want to protect their network through atypical Cisco 10S IPS device, they must manually
readdress each of the statically defined devices on the trusted network. A transparent Cisco 10S IPS device
allows customersto “drop” aLayer 3 IPS device in front of the devices that need to be protected. Thus, the
tedious and costly overhead that is required to renumber devices on the trusted network is eliminated.

A transparent Cisco 10S |PS device acts as a Layer 3 IPS between bridged interfaces. (The current
implementation of the transparent |PS does not support Layer 2 IPS functionality; thus, IPS can act only as
alLayer 3 device)

e Transparent Bridging Overview, page4
»  Transparent and Non-Transparent | PS Devices Configured on the Same Router, page 4

Transparent Bridging Overview

If configured for bridging, a Cisco |OS device can bridge any number of interfaces. The device can
complete basic bridging tasks such as learning MAC addresses on ports to restrict collision domains and
running Spanning Tree Protocol (STP) to prevent looping in the topology.

Within bridging, a user can configure Integrated Routed Bridging (IRB), which allows a device to bridge
on some interfaces while aLayer 3 Bridged Virtual Interface (BV1) is presented for routing. The bridge can
determine whether the packet is to be bridged or routed on the basis of the destination of the Layer 2 or
Layer 3 IP address in the packet. Configured with an 1P address, the BV can manage the device even if
thereis no interface configured for routing.

Transparent and Non-Transparent IPS Devices Configured on the Same Router

A transparent | PS device supports aBVI for routing, so a packet that comesin on a bridged interface can be
bridged or routed out of the BVI. This functionality allows atransparent IPS device and a nontransparent

I PS device to be configured on the same router. The transparent 1PS device operates on the bridged packets
while the “normal” 1PS device operates on the routed packets. For example, if you have six interfaces on
your router and two of them arein a bridge group, you can simultaneously configure and run normal 1PS
inspection on the remaining four interfaces.

Users can also configure transparent | PS and a transparent firewall on the same device. For more
information on the transparent firewall, see the document “ Transparent Cisco |OS Firewall.”
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Transparent and Non-Transparent IPS Devices Configured on the Same Router .

Signature Definition File

Note

Note

Cisco IOS IPS alows customers to choose between any of the following options when loading 1PS
signatures onto a device:

e Loading the default, built-in signatures.

« Download the signature definition file (SDF) on the router by using the Cisco Router and Security
Device Manager (SDM) to have the latest available detection of security threats. Go to the following
link to download the SDF:

http://mww.cisco.com/cgi-bin/tablebuild.pl/ios-sigup

SDM automatically recommends which SDF that should be used the first time IPS in enabled on the router.

After the SDF is downloaded on to their router, the SDM can immediately begin scanning for new
signatures.

An SDF has definitions for each signature it contains. After signatures are loaded and complied onto a
router running Cisco |OS IPS, IPS can begin detecting the new signatures immediately. If the default, built-
in signatures that are shipped with the routers are not used, then one of three different types of SDFs can be
selected for download, which are pre-configured for routers with memory requirements:

« attack-drop.sdf file (which isastatic file that has 83 signatures) is used for routers with less than
128MB memory.

e 128MB.sdf (which has about 300 signatures) is used for routers with 128 MB or more memory.

e 256M B.sdf (which has about 500 signatures) is used for routers with 256 MB or more memory.

The attack-drop.sdf, 128M B.sdf, and 256M B.sdf are availablein flash on all Cisco access routers that are
shipped with Cisco |OS Release 12.4 or later. One of these files can then be loaded directly from flash into
the Cisco 10S IPS system. If flash is erased, the SDF file may also be erased. If a Cisco I0S imageis
copied to flash and there is a prompt to erase the contents of flash before copying the new image, you might
risk erasing the SDF file. If the SDF file is erased, the router refers to the built-in signatures within the
Cisco |OS image.

The SDF file can also be downloaded onto your router from Cisco.com through SDM. SDF files can be
loaded through IDS MC 2.3, which can be launched from CSM 3.0.

SDF files can be used only with 12.4(9)Tx or earlier 10S Images and mainline images.

To help detect the latest vulnerabilities, Cisco provides signature updates on Cisco.com on aregular basis.
Users can use VMS or SDM to download these signature updates, tune the signature parameters as
necessary, and deploy the new SDF to a Cisco |OS IPS router.

Signature Microengines Overview and Lists of Supported Engines

Cisco 10S IPS uses SMEs to load the SDF and scan signatures. Signatures contained within the SDF are
handled by avariety of SMEs. The SDF typically contains signature definitions for multiple engines. The
SME typically corresponds to the protocol in which the signature occurs and looks for malicious activity in
that protocol.

A packet is processed by several SMESs. Each SME scans for various conditions that can lead to a signature
pattern match. When an SME scans the packets, it extracts certain values, searching for patterns within the
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. Lists of Supported Signature Engines

packet through the regular expression engine. See "Lists of Supported Signature Engines' for alist of

supported signature engines.

» Listsof Supported Signature Engines, page 6

Lists of Supported Signature Engines

A

Note If the SDF contains a signature that requires an engine that is not supported, the engineisignored and an
error message is displayed. If asignature within a supported engine contains a parameter that is not

supported, the parameter isignored and an error message is displayed.

Table 1 Supported Signature Engines for Cisco 10S IPS

Signature Engine

Initial Supported Cisco 10S
Release

Parameter Exceptions!

ATOMIC.L3.IP 12.3(8)T -

ATOMIC.ICMP 12.3(8)T -

ATOMIC.IPOPTIONS 12.3(8)T --

ATOMIC.TCP 12.3(8)T -

ATOMIC.UDP 12.3(9)T -

SERVICE.DNS 12.3(8)T --

SERVICE.HTTP 12.3(8)T ServicePorts (applicable only in
Cisco 10S Release 12.3(8)T)

SERVICE.FTP 12.3(8)T ServicePorts

SERVICE.SMTP 12.3(8)T ServicePorts

SERVICE.RPC 12.3(8)T ServicePorts, Unique, and
isSweep

STRING.ICMP 12.314)T --

STRING.TCP 12.3(14)T -

STRING.UDP 12.3(14)T --

The table below lists support for the 100 signatures that are available in Cisco |0S IDS prior to Cisco 10S
Release 12.3(8)T. Asof Cisco |OS Release 12.3(8)T, these 100 signatures are a part of the Cisco 10S IPS
built-in SDF. By default, signatures are loaded from this built-in SDF. The table above lists support for

these 100 signatures under Cisco I0S IPS.

1 Thefollowing parameters, which are defined in all signature engines, are currently not supported: AlarmThrottle=Summarize (all other values

are supported), MaxlnspectL ength, MaxTTL, Protocol, ResetAfter|dle, StorageK ey, and SummaryKey.
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A

Note

Lists of Supported Signature Engines

Because Cisco |0S I PS counts signatures on the basis of signature-id and subsignature-id, the 100

signatures under Cisco |0S IDS are counted as 132 signatures under Cisco 10S IPS.

Table 2 Support for Signatures Available in Cisco 10S IDS (prior to 12.3(8)T)
Signature ID Count Signature Engine
1000-1006 7 ATOMIC.IPOPTIONS
1101, 1102 2 ATOMIC.L3.IP
1004, 1007 2 ATOMIC.L3.IP
2000-2012, 2150 14 ATOMIC.ICMP
2151, 2154 2 ATOMIC.L3.IP
3038-3043 6 ATOMIC.TCP
3100-3107 8 SERVICE.SMTP
3153, 3154 2 SERVICE.FTP
4050-4052, 4600 4 ATOMIC.UDP
6100-6103 4 SERVICE.RPC
6150-6155 6 SERVICE.RPC
6175, 6180, 6190 3 SERVICE.RPC
6050-6057 8 SERVICE.DNS
6062-6063 2 SERVICE.DNS
3215, 3229, 3223 3 SERVICE.HTTP
5034-5035 2 SERVICE.HTTP
5041, 5043-5045 4 SERVICE.HTTP
5050, 5055, 5071 3 SERVICE.HTTP
5081, 5090, 5123 3 SERVICE.HTTP
5114, 5116-5118 4 SERVICE.HTTP
1100 1 Not applicable. Signatureis

replaced by 12xx series.

1105-1106 2 Cisco 10S I PS deprecates these

signatures, which do not appear

in the SDF.
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. Lists of Supported Signature Engines

Signature ID Count Signature Engine

1201-1208 10 OTHER?Z (fragment attack
signatures)

3050 2 OTHER 1 (SYN attack
signatures)

3150-3152 3 STRING.TCP

4100 1 STRING.UDP

8000 1 Cisco 10S I PS deprecates these

signatures, which do not appear
in the SDF.

Supported Cisco 10S IPS Signatures in the attack-drop.sdf File

Customers can choose to use Cisco |OS IPS in one of the following ways:

Download new signatures that are posted on Cisco.com. These signatures can be obtained at the Cisco
Intrusion Prevention Alert Center web page. (Y ou must have avalid Cisco.com account to access this
web page.)

Download the attack-drop.sdf file, which contains the signatures that are identified in the table below.

Table 3 Cisco 10S IPS Signatures Supported in Cisco 10S Release 12.3(8)T
Signature ID: SubSig ID Signature Name Action? SME Signature Description
1006:0 IP options-Strict Source A, D ATOMIC.IPOPTIONS Triggers on receipt of
Route an | P datagram in which
the IP option list for the
datagram includes
option 2 (Strict Source
Routing).
1102:0 Impossible | P Packet A,D ATOMIC.L3.IP Triggerswhen an IP

packet arrives with
source equal to
destination address.
This signature catches
the Land Attack.

2 The OTHER engine contains existing, hard-coded signatures. Although the standard SDF contains an entry for these signatures, the engine is not
dynamically updated. If the SDF that isloaded onto the engine does not contain the signature, the signature is treated as though it has been disabled.
3 A=alarm, D =drop, R =reset

. Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T
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Signature ID: SubSig ID

Signature Name Action?

SME

Signature Description

1104:0

IP Locahost Source A,D
Spoof

ATOMIC.L3.IP

Triggerswhen an IP
packet with the address
of 127.0.0.1, alocal
host | P address that
should never be seen on
the network, is detected.

This signature can
detect the Blaster
attack.

1108:0

IP Packet with Proto 11 A, D

ATOMIC.L3.IP

Alarms upon detecting
IP traffic with the
protocol set to 11. There
have been known
“backdoors’ running on
IP protocol 11.

2154:0

Ping Of Death Attack A, D

ATOMIC.L3.IP

Triggerswhen an IP
datagram is received
with the protocol field
inthe IP header set to 1
(Internet Control
Message Protocol
[ICMPY]), the Last
Fragment bit is set. The
IP offset (which
represents the starting
position of this
fragment in the original
packet and which isin
8-byte units) plusthe
rest of the packet is
greater than the
maximum size for an IP
packet.

3038:0

Fragmented NULL TCP A,D
Packet

ATOMIC.TCP

Triggerswhen asingle,
fragmented TCP packet
with none of the SYN,
FIN, ACK, or RST
flags set has been sent
to aspecific host. A
reconnaissance sweep
of your network may be
in progress.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID

Signature Name

Action®

SME

Signature Description

3039:0

Fragmented Orphaned
FIN packet

A,D

ATOMIC.TCP

Triggerswhen asingle,
fragmented, orphan
TCP FIN packet is sent
to aprivileged port
(having a port number
lessthan 1024) on a
specific host. A
reconnaissance sweep
of your network may be
in progress.

3040:0

NULL TCP Packet

ATOMIC.TCP

Triggerswhen asingle
TCP packet with none
of the SYN, FIN, ACK,
or RST flags set has
been sent to a specific
host. A reconnaissance
sweep of your network
may bein progress.

3041:0

SYN/FIN Packet

ATOMIC.TCP

Triggerswhen asingle
TCP packet with the
SYN and FIN flags set
is sent to a specific host.
A reconnai ssance sweep
of your network may be
in progress. The use of
this type of packet
indicates an attempt to
conceal the sweep.

3043:0

Fragmented SYN/FIN
Packet

ATOMIC.TCP

Triggerswhen asingle,
fragmented TCP packet
with the SYN and FIN
flagssetissentto a
specific host. A
reconnaissance sweep
of your network may be
in progress. The use of
this type of packet
indicates an attempt to
conceal the sweep.

3 A=alarm,D=drop, R = reset
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

3129:.0

Mimail VirusC Variant A,D,R

File Attachment

SERVICE. SMTP

Fires when an e-mail
attachment matching
the C Variant of the
Mimail virusis
detected. The virus
sends itself to recipients
asthe e-mail attachment
“photos.zip” that
contains the file
“photos.jpg.exe” and
has “ our private photos”
in the email subject
line. If launched, the
virus harvests e-mail
addresses and possible
mail serversfrom the
infected system.

3140:3

Bagle Virus Activity 4

A,D,R

SERVICE.HTTP

Fireswhen HTTP
propagation using .jpeg
associated with the .Q
variant is detected.

3140:4

Bagle Virus Activity 2

SERVICE.HTTP

Fireswhen HTTP
propagation using .php
associated with the .Q
variant is detected.

3300:0

NetBIOS OOB Data

A,D

ATOMIC.TCP

Triggers when an
attempt to send Out Of
Band datato port 139 is
detected.

5045:0

WWW xterm display
attack

A,D,R

SERVICE.HTTP

Triggers when any cgi-
bin script attempts to
execute the command
xterm -display. An
attempt toillegally log
into your system may
bein progress.

3 A=alarm, D =drop, R =reset

4 This signature requires port to application mapping (PAM) configuration through the command ip port-map http port 81 .
5 This signature requires PAM configuration through the command ip port-map http port 81 .
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

5047:0 WWW Server Side
Include POST attack

A,D,R

SERVICE.HTTP

Triggers when an
attempt is made to
embed a server side
include (SSI) in an http
POST command. An
attempt to illegally
access system resources
may bein progress.

5055:0 HTTP Basic
Authentication
Overflow

SERVICE.HTTP

A buffer overflow can
occur on vulnerable
web serversif avery
large username and
password combination
is used with basic
authentication.

5071:0 WWW msacds.dll
Attack

SERVICE.HTTP

An attempt has been
made to execute
commands or view
secured files, with
privileged access.
Administrators are
highly recommended to
check the affected
systems to ensure that
they have not been
illicitly modified.

5081:0 WWW WIinNT cmd.exe A,D,R

Access

SERVICE.HTTP

Triggers when the use
of the Windows NT
cmd.exeisdetected in a
URL. Thissignature
can detect the NIMDA
attack.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

5114: 0

51141
5114:2

WWW IS Unicode
Attack

A,D,R

SERVICE.HTTP

Triggers when an
attempt to exploit the
Unicode ../ directory
traversal vulnerability is
detected. Looks for the
commonly exploited
combinations that are
included in publicly
available exploit scripts.

SubSig 2 is know to
detect the NIMDA
attack.

5126:0

WWW [IS .ida
Indexing Service
Overflow

SERVICE.HTTP

Alarmsif web trafficis
detected with the ISAPI
extension .ida?and a
data size of greater 200
characters.

5159:0

phpMyAdmin Cmd
Exec

SERVICE.HTTP

Triggers when accessto
sgl.php with the
arguments goto and
btnDrop=No is
detected.

5184:0

Apache Authentication
Module ByPass

SERVICE.HTTP

Fires upon detecting a
select statement on the
Authorization line of an
HTTP header.

5188:0

HTTP Tunneling ©
SubSig 0: GotomyPC

SERVICE.HTTP

Triggerswhen a
computer connects to
gotomyPC site.

5188:1

HTTP Tunneling
SubSig 1: FireThru

SERVICE.HTTP

Triggers when an
attempt to use /cgi-bin/
proxy is detected. The/
cgi-bin/proxy is used to
tunnel connections to
other ports using web
ports.

3 A=alarm, D =drop, R =reset
6 This signature requires PAM configuration through the command ip port-map http port 8200 .
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

5188:2

HTTP Tunneling
SubSig 2: HTTP Port

A,D,R

SERVICE.HTTP

Triggerswhen a
connection is made to
exectech-va.com. The
siteruns a server, which
connectsto the
reguested resource and
passes the information
back to the client on
web ports.

5188:3

HTTP Tunneling
SubSig 3: httptunnel

A,D,R

SERVICE.HTTP

Triggers when /index/
html? is detected on
POST request.

5245:0

HTTP 1.1 Chunked
Encoding Transfer

A,D,R

SERVICE.HTTP

Fireswhen HTTP 1.1
chunked encoding
transfer activity is
detected.

This signature is known
to detect the Scal per
Worm.

5326:0

Root.exe access

SERVICE.HTTP

Alarms upon detecting
an HTTP request for
root.exe.

This signature is known
to detect the NIMDA
attack.

5329:0

Apache/mod_ssl Worm A, D, R

Probe

SERVICE.HTTP

Fires when a probe by
the Apache/mod_sdl
worm is detected. If the
worm detects a
vulnerable web server, a
buffer overflow attack
issent to HTTPS port
(TCP 443) of the web
server. The worm then
attempts to propagate
itself to the newly
infected web server and
begins scanning for new
hosts to attack.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

5364:0

IISWebDAV Overflow A, D,R

SERVICE.HTTP

Fireswhen along
HTTP request (65000+
characters) is detected
with an HTTP header
option “Trandate:”. An
attack to exploit a
weakness in the
WebDAV component
of the 1S web server
may bein progress.

5390:0

Swen Worm HTTP
Counter Update
Attempt

SERVICE.HTTP

Triggers when an
attempt to access the
URL “/bin/counter.gif/
link=bacillus’ is
detected. A system may
be infected by the Swen
worm trying the update
acounter on aweb page
located on the server
“ww2.fce.vutbr.cz.”

5400:0

Beagle.B (Bagle.B)
Web Beacon

SERVICE.HTTP

Fireswhen arequest is
made for the script
1.php or 2.php residing
on the hosts “www.
47df.de” or
“www.strato.de,”
followed by the
argument indicating the
trojan’ slistening port
number, p=8866.

6055:0
6055:1
6055:2

DNS Inverse Query
Buffer Overflow

A, D
R for subsig 1, 2

SERVICE.DNS

Triggers when an
IQUERY request
arrives with adata
section that is greater
than 255 characters.

3 A=alarm, D =drop, R =reset

Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T .



Configuring Cisco I10S Intrusion Prevention System

. Lists of Supported Signature Engines

Signature ID: SubSig ID

Signature Name

Action® SME

Signature Description

6056:0
6056:1
6056:2

DNS NXT Buffer
Overflow

A, D SERVICE.DNS
R for subsig 1, 2

Triggerswhen a
Domain Name System
(DNS) server response
arriveswith along NXT
resource where the
length of the resource
datais greater than
2069 bytes or the length
of the TCP stream
containing the NXT
resource is greater than
3000 bytes.

6057:0
6057:1
6057:2

DNS SIG Buffer
Overflow

A,D SERVICE.DNS
R for subsig 1, 2

Triggerswhen aDNS
server response arrives
with along SIG
resource where the
length of the resource
datais greater than
2069 bytes or the length
of the TCP stream that
contains the SIG
resource is greater than
3000 bytes.

6058:0
6058:1

DNS SRV DoS

A, D SERVICE.DNS
R for subsig 1

Alarmswhen aDNS
query type SRV and
DNS query classIN is
detected with more than
ten pointer jumpsin the
SRV resource record.

6059:0
6059:1
6059:2

DNS TSIG Overflow

A, D SERVICE.DNS
R for subsig 2

Alarmswhen a DNS
query type TSIG is
detected and the domain
nameis greater than
255 characters.

This signature is known
to detect the Lion work.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID Signature Name

Action® SME

Signature Description

6060:0
6060:1
6060:2
6060:3

DNS Complian
Overflow

A, D SERVICE.DNS
R for subsig 2, 3

Alarms when a Name
Server (NS) record is
detected with adomain
name greater than 255
characters and the IP
addressis 0.0.0.0,
255.255.255.255 or a
multicast address of the
form 224.x.x.X.

6100:0
6100:1

RPC Port Registration

A, D SERVICE.RPC
R for subsig 1

Triggers when attempts
are made to register
new RPC serviceson a
target host. Port
registration isthe
method used by new
services to report their
presence to the
portmapper and to gain
accessto aport. Their
presenceisthen
advertised by the

portmapper.

6101:0
6101:1

RPC Port
Unregistration

A, D SERVICE.RPC
R for subsig 1

Triggers when attempts
are made to unregister
existing Remote
Procedure Call (RPC)
services on atarget
host. Port unregistration
is the method used by
services to report their
absenceto the
portmapper and to
remove themselves
from the active port

map.

6104:0
6104:1

RPC Set Spoof

A, D SERVICE.RPC
R for subsig 1

Triggers when an RPC
set request with a
source address of
127.x.x.X is detected.

6105:0
6105:1

RPC Unset Spoof

A, D SERVICE.RPC
R for subsig 1

Triggers when an RPC
unset request with a
source address of
127.x.x.X is detected.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

6188:0

statd dot dot

A,D

SERVICE.RPC

Alarms upon detecting a
dot dot dlash (../)
sequence sent to the
statd RPC service.

6189:0
6189:1

statd automount attack

A, D
R for subsig 1

SERVICE.RPC

Alarms upon detecting a
statd bounce attack on
the automount process.
This attack targets a
vulnerability in the
automount process that
could be exploited only
through localhost.

6190:0
6190:1

statd Buffer Overflow

A, D
R for subsig 1

SERVICE.RPC

Triggerswhen alarge
statd request is sent.
This attack could be an
attempt to overflow a
buffer and gain access
to system resources.

6191:0
6191:1

RPC.tooltalk buffer
overflow

A, D
R for subsig 1

SERVICE.RPC

Fireswhen an attempt is
made to overflow an
internal buffer in the
tooltalk rpc program.

6192:0
6192:1

RPC mountd Buffer
Overflow

A, D
R for subsig 1

SERVICE.RPC

Triggers on an attempt
to overflow abufferin
the RPC mountd
application. This attack
may result in
unauthorized access to
system resources.

6193:0
6193:1

RPC CMSD Buffer
Overflow

A, D
R for subsig 1

SERVICE.RPC

Fireswhen an attempt is
made to overflow an
internal buffer in the
Calendar Manager
Service Daemon,
rpc.cmsd.

6194:0
6194:1

sadmind RPC Buffer
Overflow

A, D
R for subsig 1

SERVICE.RPC

Fireswhen acall to
RPC program number
100232 procedure 1
with a UDP packet
length greater than 1024
bytes is detected.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

6195:0
6195:1

RPC amd Buffer
Overflow

A, D
R for subsig 1

SERVICE.RPC

Detects the exploitation
of the RPC AMD
Buffer Overflow
vulnerability. The
trigger for this signature
isan RPC call to the
berkeley automounter
daemons rpc program
(300019) procedure 7
that has a UDP length
greater than 1024 bytes
or a TCP stream length
greater than 1024 bytes.
The TCP stream length
is defined by the
contents of the two
bytes preceding the
RPC header ina TCP
packet.

6196:0
6196:1

snmpXdmid Buffer
Overflow

A, D
R for subsig 1

SERVICE.RPC

Fireswhen an
abnormally long call to
the RPC program
100249 (snmpXdmid)
and procedure 257 is
detected.

6197:0
6197:1

rpc yppaswdd overflow

A, D
R for subsig 0

SERVICE.RPC

Fires when an overflow
attempt is detected. This
aarm looks for an
abnormally large
argument in the attempt
to access yppaswdd.

6276:0
6276:1

TooltalkDB overflow

A, D
R for subsig 1

SERVICE.RPC

Alarms upon detecting
an RPC connection to
rpc program number
100083 using procedure
103 with a buffer
greater than 1024.

9200:0

Back Door Response
(TCP 12345)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 12345, which
isaknown trojan port
for NetBus as others.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

9201:0

Back Door Response
(TCP 31337)

A,D

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 31337, which
isaknown trojan port
for BackFire.

9202:0

Back Door Response
(TCP 1524)

ATOMIC.TCP

Fires upon detecting a

TCP SYN/ACK packet
from port 1524, which

isacommon back door
placed on machines by
worms and hackers.

9203:0

Back Door Response
(TCP2773)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 2773, which
isaknown trojan port
for SubSeven.

9204:0

Back Door Response
(TCP2774)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 2774, which
isaknown trojan port
for SubSeven.

9205:0

Back Door Response
(TCP 20034)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 20034, which
isaknown trojan port
for Netbus Pro.

9206:0

Back Door Response
(TCP 27374)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 27374, which
isaknown trojan port
for SubSeven.

9207:0

Back Door Response
(TCP 1234)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 1234, which
isaknown trojan port
for SubSeven.

9208:0

Back Door Response
(TCP 1999)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 1999, which
isaknown trojan port
for SubSeven.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

9209:0

Back Door Response
(TCP6711)

A,D

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 6711, which
isaknown trojan port
for SubSeven.

9210:0

Back Door Response
(TCP6712)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 6712, which
isaknown trojan port
for SubSeven.

92110

Back Door Response
(TCP6713)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 6713, which
isaknown trojan port
for SubSeven.

9212:0

Back Door Response
(TCP6776)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 6776, which
isaknown trojan port
for SubSeven.

9213:0

Back Door Response
(TCP 16959)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 16959, which
isaknown trojan port
for SubSeven.

9214:0

Back Door Response
(TCP 27573)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 27573, which
isaknown trojan port
for SubSeven.

9215:0

Back Door Response
(TCP 23432)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 23432, which
isaknown trojan port
for asylum.

9216:0

Back Door Response
(TCP 5400)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 5400, which
isaknown trojan port
for back-construction.

3 A=alarm, D =drop, R =reset
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Signature ID: SubSig ID Signature Name

Action®

SME

Signature Description

9217:0

Back Door Response
(TCP5401)

A,D

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 5401, which
isaknown trojan port
for back-construction.

9218:0

Back Door Response
(TCP2115)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 2115, which
isaknown trojan port
for bugs.

9223:0

Back Door Response
(TCP 36794)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 36794, which
isaknown trojan port
for NetBus as well
Bugbear.

9224:0

Back Door Response
(TCP 10168)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 10168, which
isaknown trojan port
for lovegate.

9225:0

Back Door Response
(TCP 20168)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 20168, which
isaknown trojan port
for lovegate.

9226:0

Back Door Response
(TCP 1092)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 1092, which
isaknown trojan port
for lovegate.

9227.0

Back Door Response
(TCP 2018)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 2018, which
isaknown trojan port
for fizzer.

9228:0

Back Door Response
(TCP 2019)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 2019, which
isaknown trojan port
for fizzer.

3 A=alarm, D =drop, R =reset
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9229:0

Back Door Response
(TCP 2020)

A,D

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 2020, which
isaknown trojan port
for fizzer.

9230:0

Back Door Response
(TCP2021)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 2021, which
isaknown trojan port
for fizzer.

9231.0

Back Door Response
(TCP6777)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 6777, which
isaknown trojan port

for Beagle (Bagle).

9232:0

Back Door Response
(TCP 5190)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 5190, which
isaknown trojan port
for the Anig worm.

9233:0

Back Door Response
(TCP 3127)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 3127, which
isaknown trojan port
for the MyDoom.A /
Novarg.A virus.

9236:0

Back Door Response
(TCP 3128)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 3128, which
isaknown trojan port
for the MyDoom.B /
Novarg.B virus.

9237:.0

Back Door Response
(TCP 8866)

ATOMIC.TCP

Fires upon detecting a
TCP SYN/ACK packet
from port 8866, which
isaknown trojan port
for the Beagle.B
(Bagle.B) virus.

3 A=alarm, D =drop, R =reset
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9238:0 Back Door Response A,D ATOMIC.TCP Fires upon detecting a
(TCP 2766) TCP SYN/ACK packet

from port 2766, which
isaknown trojan port
for the DeadHat worm.

9239:0

Back Door Response A,D ATOMIC.TCP Fires upon detecting a

(TCP 2745) TCP SYN/ACK packet
from port 2745, which
isaknown trojan port
for the Bagle.H-Jvirus.

9240:0

Back Door Response A,D ATOMIC.TCP Fires upon detecting a

(TCP 2556) TCP SYN/ACK packet
from port 2556, which
isaknown trojan port
for the Bagle
(-M.N.O.P) virus.

9241:0

Back Door Response A,D ATOMIC.TCP Fires upon detecting a

(TCP 4751) TCP SYN/ACK packet
from port 4751, which
isaknown trojan port
for the Bagle.U virus.

How to Configure Cisco 10S IPS on a Device

If you want to configure transparent Cisco |0S IPS, you must configure a bridge group before loading IPS
onto adevice. To configure a bridge group, see the section “Configuring a Bridge Group for Transparent
Cisco IOSIPS.” If you do not want to configure transparent 1PS, skip this task and immediately begin
installing IPS onto your device as shown in the tasks below.

Before configuring Cisco |OS IPS on arouter, you should determine which one of the following
deployment scenarios best addresses your situation and configure the associated task, as appropriate:

¢ You are loading signatures onto a router through VMS IDS MC or SDM:

Touse VMSIDS MC, see the documents on the VMS index.

To use SDM, see the chapter "Intrusion Prevention System"” in the Cisco Router and Security Device
Manager 2.5 User Guide.

* You areinstalling a new router with the latest version of Cisco IOS IPS.
To perform thistask, see the section “Installing Cisco |0S IPS on a New Router.”
¢ Your network is transitioning to Cisco IOS IPS in Cisco 10S Release 12.3(8)T or later.

To perform thistask, see the section “Upgrading to the Latest Cisco 10S IPS Signature Definition File
(SDF).”

3 A=alarm, D =drop, R =reset
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¢ You are merging the default (built-in) Cisco |OS IPS signatures with the latest version of the Cisco
|OS IPS signature detection file, “ attack-drop.sdf.”
To perform thistask, see the section “Merging Built-1n Signatures with the attack-drop.sdf File’
After you have configured Cisco |OS IPS on your router, see the following optional sections:

e Configuring a Bridge Group for Transparent Cisco IOS IPS, page 25

» Installing Cisco IOS IPS on a New Router, page 28

»  Upgrading to the Latest Cisco |OS IPS Signature Definition File (SDF), page 30

*  Merging Built-In Signatures with the attack-drop.sdf File, page 32

e Monitoring Cisco |OS IPS Signatures through Syslog Messages or SDEE, page 36
»  Troubleshooting Cisco IOS IPS, page 37

Configuring a Bridge Group for Transparent Cisco 10S IPS
Y

Note Y ou should configure a bridge group only if you want to configure transparent | PS.

« If aBVIisnot configured, you must disable I P routing (through the no ip routing command) for the
bridging operation to take effect.

e If configured, a BVI must be configured with an |P address in the same subnet.

¢ You must configure aBVI if more than two interfaces are placed in a bridge group.

e Bridging between VLAN trunks works only for dot1q encapsulation; Inter-Switch Link (1SL)
encapsulation does not work.

SUMMARY STEPS

enable

configureterminal

bridge bridge-group protocol {dec | ibm | ieee | vlan-bridge
inter face type number
bridge-group bridge-group

exit

bridgeirb

bridge bridge-group route protocol
inter face type number

10.ip address ip-address mask

11.no shutdown

© e NSO a R W=
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DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:
Rout er > enabl e
Step2 configureterminal Enters global configuration mode.
Example:
Rout er# configure termn nal
Step3 bridge bridge-group protocol {dec |ibm |ieee|vlan- | Defines the type of Spanning Tree Protocol (STP).
bridge
Example:
Rout er (config)# bridge 1 protocol ieee
Step 4 interface type number Configures an interface type and enters interface configuration
mode.
Example:
Router(config)# interface EthernetO
Step5 bridge-group bridge-group Assigns each network interface to a bridge group.
Note Complete Step 4 and Step 5 for each interface you want
to assign to a bridge group.
Example: ] . ]
Note You can also assign subinterfaces to a bridge group to
Rout er (config-if)# bridge-group 1 control bridging between VLANS.
Step6 exit Exits interface configuration mode.
Example:
Router(config-if)# exit
Step7 bridgeirb Enables the Cisco |0S software to route a given protocol
between routed interfaces and bridge groups or to route a
given protocol between bridge groups.
Example:

Router(config)# bridge irb

Note Step 7 through Step 11 are necessary only if you want
to configureaBVI.
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Command or Action

Purpose

Step8 bridge bridge-group route protocol

Example:

Rout er (config)# bridge 1 route ip

Enables the routing of a specified protocol in a specified
bridge group.

Step 9 interface type number

Example:

Router (config)# interface BVI1

Configures aBVI and enters interface configuration mode.

Step 10 ip addressip-address mask

Example:

Router(config-if) ip address 10.1.1.1
255. 255. 255. 0

Setsaprimary |P address for an interface.

Step 11 no shutdown

Example:

Rout er (config-if)# no shutdown

Restarts a disabled interface.

Examples

The following example shows how to configure interfaces “ ethernet0” and “ethernetl” in a bridge group.
These interfaces are associated with the BV interface “BV11,” which can be reached from any host on
either of the interfaces through the IP address 10.1.1.1.

Router(config)# bridge 1 protocol ieee
Rout er (config)# interface ethernetO
Rout er (config-if)# bridge-group 1
Router(config-if)# interface ethernetl
Rout er (config-if)# bridge-group 1
Router(config-if)# exit

! Configure the BVI.

Rout er (config)# bridge irb
Router(config)# bridge 1 route ip
Router(config)# interface BVI1
Router(config-if)# ip address 10.1.1.1 255.255.255.0
Rout er (config-if)# no shutdown

e Troubleshooting Tips, page 27
e What to Do Next, page 28

Troubleshooting Tips

To display the status of each bridge group, use the show bridge-group command or to display entriesin
the bridge table, use the show bridge command.
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What to Do Next

After you have configured the bridge group, you must configure Cisco |OS IPS as shown in one of the
following Cisco |OS IPS tasks, as appropriate to your network needs.

Installing Cisco I0S IPS on a New Router
Perform this task to install the latest Cisco |OS IPS signatures on arouter for the first time.

Perform this task to install the default, built-in signatures or the SDF called “ attack-drop.sdf” --but not both.
If you want to merge the two signature files, you must load the default, built-in signatures as described in
thistask. Then, you can merge the default signatures with the attack-drop.sdf file as described in the task
“Merging Built-In Signatures with the attack-drop.sdf File.”

Note Installing the signatures provided in flash is the recommended method in Cisco |OS Release 12.3(8)T for
IPS attack mitigation.

SUMMARY STEPS

enable

configureterminal

ip ips sdf location url

ip ipsnameips-name(list acl ]

ip ipssignature signature-id [:sub-signatur e-id] {delete | disable | list acl-list}
ip ips deny-action ips-interface

inter face type number

ip ipsips-name{in | out}

exit

© 0 NS RE W=

10. show ip ips configuration

DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:

Rout er > enabl e

Step2 configureterminal Enters global configuration mode.

Example:

Rout er# configure termn nal

. Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T



I Configuring Cisco 10S Intrusion Prevention System

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

What to Do Next

Command or Action

Purpose

ip ipssdf location url

Example:

Router(config)# ip ips sdf location
di sk2: att ack- drop. sdf

(Optional) Specifies the location in which the router loads the SDF,
“attack-drop.sdf.”

Note If thiscommand is not issued, the router loads the default,
built-in signatures.

ip ipsnameips-name(list acl ]

Example:
Router(config)# ip i ps nane Myl PS

Createsan IPSrule.

Note Prior to Cisco |10S Release 12.3(8)T, only standard,
numbered ACL s were supported.

ip ipssignatur e signature-id [: sub-signature-id]
{delete | disable|list acl-list}

Example:

Router(config)# ip i ps signature 1000
di sabl e

(Optional) Attaches a policy to agiven signature.

ip ips deny-action ips-interface

Example:

Rout er (config)# ip i ps deny-action ips-
interface

(Optional) Creates an ACL filter for the deny actions
(denyFlowlInline and denyConnectionlnline) on the IPS interface
rather than the ingress interface.

Note You should configure this command only if at least one
signature is configured to use the supported deny actions, if
theinput interfaceis configured for load balancing, and if IPS
is configured on the output interface.

interface type number

Example:

Router(config)# interface G gabitEthernet
0/1

Configures an interface type and enters interface configuration
mode.

ip ipsips-name{in | out}

Example:
Router(config-if)# ip ips MIPS in

Appliesan IPSrule at an interface and automatically loads the
signatures and builds the signature engines.

Note Whenever signatures are replaced or merged, the router
prompt is suspended while the signature engines for the
newly added or merged signatures are being built. The router
prompt is available again after the engines are built.
Depending on your platform and how many signatures are
being loaded, building the engine can take up to several
seconds. It is recommended that you enable logging messages
to monitor the engine building status.
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. What to Do Next

Command or Action Purpose
Step9 exit Exits interface and global configuration modes.
Example:

Router (config-if)# exit

Example:

Router (config)# exit

Step 10 show ip ipsconfiguration (Optional) Verifiesthat Cisco IOS IPSis properly configured.

Example:

Rout er# show i p i ps configuration

Upgrading to the Latest Cisco 10S IPS Signature Definition File (SDF)

Perform this task to replace the existing signatures on your router with the latest |PS signature file, attack-
drop.sdf.

Y

Note The latest IPS image reads and converts all commands that begin with the words “ip audit” to “ip ips.” For
example, the ip audit name command becomes the ip ips name command. Although | PS accepts the audit
keyword, it generates the ips keyword when you show the configuration. Also, if you issue the help
character (?), the CLI displays the ips keyword instead of the audit keyword, and the Tab key used for
command compl etion does not recognize the audit keyword.

SUMMARY STEPS

enable

configureterminal

ip ips name ips-name

ip ips sdf location url

noip ipslocation in builtin

ip ipsfail closed

ip ips deny-action ips-interface
inter face type number

. ipipsips-name{in |out} [list acl ]
10. exit

11.show ip ips configuration
12.show ip ips signatur es [detailed]

© o NS E A wN =
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What to Do Next .

DETAILED STEPS

Command or Action Purpose
Step1 enable Enables privileged EXEC mode.

e Enter your password if prompted.

Example:

Devi ce> enabl e
Step2 configureterminal Enters global configuration mode.

Example:

Rout er# configure term nal
Step3 ip ipsnameips-name Createsan IPSrule.

Example:

Router(config)# ip ips nane MPS
Step4 ipipssdf location url (Optional) Specifies the location where the router loads the SDF-.

If this command is not issued, the router loads the default SDF.

Example:

Router(config)# ip ips sdf location
di sk2: attack-drop. sdf

Step5 noipipslocation in builtin (Optional) Instructs the router not load the built-in signatures if it cannot
find the specified signature file.

If this command is not issued, the router |oads the built-in signatures if the

Example: o _ SDF is not found.
Route_r(c_onfl g)# no ip ips location
inbuiltin Caution |f thiscommand isissued and IPSfailsto |load the SDF, an error

message is received stating that IPSis completely disabled.

Step6 ipipsfail closed (Optional) Instructs the router to drop al packets until the signature engine

is built and ready to scan traffic.

If this command isissued, one of the following scenarios occurs:

Example:

Router(config)# ip ips fail closed e |If IPSfalstoload the SDF, all packets are dropped--unless the user
specifiesan ACL for packetsto send to IPS.

e If IPS successfully loads the SDF but fails to build a signature engine,
all packetsthat are destined for that engine is dropped.

If this command is not issued, all packets are passed without scanning if the
signature engine fails to build.
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. What to Do Next

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Command or Action

Purpose

ip ips deny-action ips-interface

Example:

Router(config)# ip i ps deny-action
i ps-interface

(Optional) C reates an ACL filter for the deny actions (denyFlowlnline and
denyConnectioninline) on the IPS interface rather than the ingress interface.

Note Y ou should configure thiscommand only if at |east one signatureis
configured to use the supported deny actions, if the input interfaceis
configured for load balancing, and if IPSis configured on the output
interface.

interface type number

Example:

Rout er (config)# interface
G gabi t Ethernet0/1

Configures an interface type and enters interface configuration mode.

ip ipsips-name{in | out} [list acl ]

Example:
Router(config-if)# ip ips MYIPS in

Appliesan IPSrule at an interface and automatically loads the signatures
and builds the signature engines.

e list acl--Packets that are permitted through a specified ACL are
scanned by IPS.

Note \Whenever signatures are replaced or merged, the router prompt is
suspended while the signature engines for the newly added or
merged signatures are being built. The router prompt is available
again after the engines are built.

exit

Example:
Router (config)# exit

Exits global configuration mode.

show ip ips configuration

Example:
Rout er# show i p i ps configuration

(Optional) Verifiesthat Cisco IOS IPSis properly configured.

show ip ips signatures [detailed]

Example:
Rout er# show i p ips signatures

(Optional) Verifies signature configuration, such as signatures that have
been disabled.

Merging Built-In Signatures with the attack-drop.sdf File

Y ou may want to merge the built-in signatures with the attack-drop.sdf file if the built-in signatures are not
providing your network with adequate protection from security threats. Perform this task to add the SDF
and to change default parameters for a specific signature within the SDF or signature engine.

Before you can merge the attack-drop.sdf file with the built-in signatures, you should already have the
built-in signatures |oaded onto the router as described in "Installing Cisco 10S IPS on a New Router".
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SUMMARY STEPS
enable

ip ipsfail closed
exit

copy ips-sdf url

© NSO a R W=

configureterminal

noip ipslocation in builtin

copy [ /erase] url ips-sdf

configureterminal
ip ipssignature signature-id [:sub-signature-id] {delete | disable | list acl-list}

What to Do Next .

e list acl --Packets that are permitted through a specified ACL is scanned by IPS.

10.ip ips sdf location url

11.ip ips deny-action ips-interface

12.interface type name
13.ip ipsips-name{in | out}

14.end

15. show ip ips signatures [detailed]

DETAILED STEPS

Command or Action

Purpose

Step1 enable

Example:
Rout er > enabl e

Enables privileged EXEC mode.

« Enter your password if prompted.

Step2 configureterminal

Example:
Rout er# configure termnnal

Enters global configuration mode.

Step3 noipipslocation in builtin

Example:

Router (config)# no ip ips location

in builtin

(Optional) Instructs the router not to load the built-in signaturesiif it cannot
find the specified signaturefile.

If this command is not issued, the router loads the built-in signatures if the
SDF is not found.

Caution |f thiscommand isissued and IPS fails to load the SDF, an error
message is received stating that IPS is completely disabled.

Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T .



Configuring Cisco 10S Intrusion Prevention System

. What to Do Next
Command or Action Purpose
Step4 ipipsfail closed (Optional) Instructs the router to drop all packets until the signature engine
is built and ready to scan traffic.
If this command is issued, one of the following scenarios occurs:
Example:
Router (config)# ip ips fail closed « |If IPSfailstoload the SDF, all packets are dropped--unless the user
specifiesan ACL for packets to send to IPS.
» |If IPSsuccessfully loads the SDF but failsto build a signature engine,
all packets that are destined for that engine is dropped.

If this command is not issued, all packets are passed without scanning if

the signature engine fails to build.

Step5 exit Exits global configuration mode.
Example:
Router (config)# exit

Step6 copy [ /erase] url ips-sdf Loads the SDF in the router.

The SDF merges with the signatures that are already loaded in the router,

) unless the /er ase keyword is issued. The /er ase keyword replaces the built-
Example: _ in signatures with the SDF.
Router# copy disk2: attack-drop. sdf
i ps- sdf Note The SDF location is not saved in the configuration. The next time
the router isreloaded, it refersto a previously specified SDF
location in the configuration or it loads the built-in signatures.

Note Whenever signatures are replaced or merged, the router prompt is
suspended while the signature engines for the newly added or
merged signatures are being built. The router prompt is available
again after the engines are built. Depending on your platform and
how many signatures are being loaded, building the engine can take
up to several seconds. It is recommended that you enable logging
messages to monitor the engine building status.

Step7 copy ips-sdf url Saves the SDF that was loaded in the previous step to a specified location.

The SDF location is not be saved unless this command is issued.

Example:
Rout er# copy i ps-sdf disk2: ny-
si gnat ur es. sdf
Step8 configureterminal Enters global configuration mode.

Example:
Rout er# configure terninal
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Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

What to Do Next

Command or Action

Purpose

ip ipssignature signature-id [:sub-
signature-id] {delete | disable | list acl-list}

* list acl --Packets that are permitted
through a specified ACL is scanned by
IPS.

Example:

Router(config)# ip i ps signature
1107 disable

(Optional) Instructs the router to scan for the specified signature but not
take any action if the signature is detected.

ip ips sdf location url

Example:

Router(config)# ip ips sdf location
di sk2: my- si gnat ur es. sdf

Configures the router to initialize the new SDF.

ip ips deny-action ips-interface

Example:

Router(config)# ip i ps deny-action
i ps-interface

(Optional) Creates an ACL filter for the deny actions (denyFlowlnline and
denyConnectionlnline) on the IPS interface rather than the ingress
interface.

Note You should configure this command only if at least one signatureis
configured to use the supported deny actions, if the input interface is
configured for load balancing, and if 1PSis configured on the output
interface.

interface type name

Example:

Rout er (config)# interface
G gabi t Et hernet 0/ 1

Configures an interface type and enters interface configuration mode.

ip ipsips-name{in | out}

Example:
Router(config-if)# ip ips MYIPS in

Appliesan IPSrule at an interface and reloads the router and reinitializes
Cisco IOSIPS.

Note The router prompt disappears while the signatures are loading and
the signature engines are building. The router prompt reappears after
the signatures have been loaded and the signature engines have been
built.

end

Example:

Rout er (config-if)# end

Exits interface configuration mode.
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. What to Do Next

Command or Action

Purpose

Step 15 show ip ipssignatures [detailed]

Example:
Rout er# show i p i ps signatures

(Optional) Verifies signature configuration, such as signatures that have
been disabled or marked for deletion.

Monitoring Cisco 10S IPS Signatures through Syslog Messages or SDEE

To use SDEE, the HTTP server must be enabled (through the ip http server command). If the HTTP server
is not enabled, the router cannot respond to the SDEE clients because it cannot not “see” the requests.

SUMMARY STEPS

enable
configureterminal
ip ips notify sdee

exit

N o a R wedh =

DETAILED STEPS

ip sdee events events
ip sdee subscriptions subscriptions

show ip sdee[alerts|all | errors| events| configuration | status | subscriptions]

Command or Action

Purpose

Step 1 enable

Example:

Rout er > enabl e

Enables privileged EXEC mode.

» Enter your password if prompted.

Step 2 configureterminal

Example:

Rout er# configure term nal

Enters global configuration mode.

Step 3 ip ipsnotify sdee

Example:
Router(config)# ip ips notify sdee

Enables SDEE event notification on arouter.
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Troubleshooting Tips .

Command or Action Purpose

Step 4 ip sdee events events (Optional) Sets the maximum number of SDEE events that can
be stored in the event buffer. Maximum value: 1000 events.

Note By default, 200 events can be stored in the buffer when
Example: SDEE is enabled. When SDEE is disabled, all stored
Router(config)# ip sdee events 500 events are logt; anew buffer is allocated when the
notifications are reenabled.

Step 5 ip sdee subscriptions subscriptions (Optional) Sets the maximum number of SDEE subscriptions
that can be open simultaneoudly. Valid value ranges from 1 to
3.
Example:
Rout er(config)# ip sdee subscriptions 1
Step 6 exit Exits global configuration mode.
Example:
Rout er (config)# exit
Step 7 show ip sdee[alerts|all |errors|events| (Optional) Verifies SDEE configuration information and
configuration | status | subscriptions] notification functionality.
Example:

Rout er# show i p sdee configuration

»  Troubleshooting Tips, page 37

Troubleshooting Tips
To print out new SDEE alerts on the router console, issue the debug ip sdee command.

To clear the event buffer or SDEE subscriptions from the router (which helps with error recovery), issue
the clear ip sdee command.

Troubleshooting Cisco 10S IPS

e Interpreting Cisco 10S IPS System Messages, page 37
» Conditions of an SME Build Failure, page 39

Interpreting Cisco 10S IPS System Messages
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Interpreting Cisco 10S IPS System Messages

Table 4

Cisco 10S IPS System Alarm, Status and Error Messages

System Message

Description

Alarm Messages

% PS- 4- SI GNATURE: Si g: 1107 Subsig: 0 Sev: 2
RFC1918 address [192.168.121.1:137 ->
192.168. 121. 255: 137]

An |PS signature has been triggered.

% PS- 5- SI GNATURE: Si g: 1107 Subsi g: 0 d obal
Summary: 50 alarnms in this interval

A flood of the specified IPS signature has been seen
and summarized. (For example, signature 1107 has
been seen 50 times.)

Status M essages

% PS- 6- ENG NE_READY: SERVI CE. HTTP - 183136
ns - packets for this engine will be
scanned

An IPS signature engine has been built and is ready
to scan packets.

% PS- 6- ENG NE_BUI LD_SKI PPED: STRI NG. UDP -
there are no new signature definitions for
thi s engine

There are not any signature definitions or changes
to the existing signature definitions of an IPS
signature engine, and the engine does not have to be
rebuilt.

% PS- 5- PACKET_DROP: SERVI CE. DNS -
dropped while engine is building

packets

Packets are being dropped because the specified
IPS module is not functioning and the ip ips fail
closed command is configured.

The message is rate limited to 1 message per 60
seconds.

% PS- 5- PACKET_UNSCANNED: SERVI CE. DNS -
packets passed unscanned while engine is
bui | di ng

Packets are passing through the network but are not
being scanned because the specified IPS moduleis

not functioning and the ip ipsfail closedcommand

is not configured.

The message is rate limited to 1 message per 60
seconds.

9% PS- 6- SDF_LOAD_SUCCESS: SDF | oaded
successfully fromflash: sdf _8http.xm

An SDF is successfully loaded from a given
location.

Error Messages

% PS-3- BUI LTI N_SI GS: Configured to | oad
builtin signatures

% PS-3-BUI LTI N_SI GS: Not Configured to | oad
builtin signatures

% PS-3-BUILTIN SIGS: Failed to load builtin
si gnatures

One of these three messages can be displayed when
IPS loads the built-in signatures.
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Conditions of an SME Build Failure .

System Message

Description

9% PS-5- ENG NE_UNKNOWN:  SERVI CE. GENERI C -
unknown engi ne encountered whil e parsing
SDF

The router has encountered an unknown and
unsupported signature engine while parsing the
SDF.

To prevent this message from being generated
again, ensure that the SDF being loaded on the
router does not contain any engines that are not
supported by IPS.

% PS- 5- UNSUPPORTED_PARAM SERVI CE. RPC
6275: 1 i sSweep=Fal se - bad paraneter -
removi ng par anet er

The router has encountered an unsupported
parameter while parsing the SDF.

The signature is deleted if the unsupported
parameter is required for the signature. The
parameter is removed from the signature if it is not
required.

To prevent this message from being generated
again, ensure that the SDF being loaded on the
router does not contain any parameters that are not
supported by IPS.

% PS- 3- ENG NE_BUI LD_FAI LED: SERVI CE. HTTP -
158560 ms - engine build

One of the signature engines fails to build after an
SDF isloaded. A message is sent for each engine
that fails.

An engine typically fails to build because of low
memory, So increasing router memory can aleviate
the problem. Also, try to load the SDF immediately
after aroute reboots, which iswhen system
resources are available.

% PS- 4- SDF_PARSE_FAI LED: not wel | -fornmed
(invalid token) at Line 1 Col 0 Byte O Len
1006

An SDF has not parsed correctly. The SDF might
have been corrupt.

% PS-4- SDF_LOAD FAI LED: failed to parse
SDF fromtftp://tftp-server/sdf.xmn

An SDF failsto load. The SDF may fail for any of
the following reasons:

* Failstoload if it resides on a network server
that cannot be reached

« Does not have the correct read permissions

% PS- 2- DI SABLED: | PS renpved from all
interfaces - | PS disabled

IPS has been disabled. This message indicates why
IPS has been disabled.

Conditions of an SME Build Failure

Sometimes an SME that is being built fails. The SME can fail because it is attempting to load a corrupted
SDF file or it exceeds memory limitations of the router. If afailure occurs, Cisco 10S IPSis designed to

handleit. Possible failures are as follows:
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. Configuration Examples

e By default, IPSisdesigned to “fail open,” which meansthat if an SME does not build, al packets that
are destined for that particular engine passes traffic without scanning.

e If IPS cannot load the attack-drop.sdf file onto arouter, the router reverts to the previously loaded
available signatures. (In most cases, the previously loaded signatures are the Cisco 10S built-in
signatures.)

e |f an engine build fails when you are merging the attack-drop.sdf file with the built-in signatures, IPS
reverts, by default, to the previously available engine (or engines).

The default behavior for engine failure allows for packets to be passed unscanned. To prevent traffic from
being passed unscanned, issue theip ipsfail closed command, which forces the router to drop all packets if
an SME build fails.

MY

Note If asignature or a signature parameter is not supported, Cisco |OS prints a syslog message, indicating that
the signature or parameter is not supported.

Configuration Examples

» Loading the Default Signatures Example, page 40
e Loading the attack-drop.sdf Example, page 40
»  Merging the attack-drop.sdf File with the Default Built-in Signatures Example, page 41

Loading the Default Signatures Example

The following example shows the Cisco 10S IPS commands required to load the default, built-in
signatures. Note that a configuration option for specifying an SDF location is not necessary; built-in
signatures reside statically in Cisco 10S.

ip ips po max-events 100
ip ips name MYIPS
|
interface G gabitEthernet0/1

ip address 10.1.1.16 255.255.255.0
ipips MYIPS in

dupl ex ful

speed 100

medi a-type rj45

no negotiation auto

Loading the attack-drop.sdf Example

The following example shows the basic configuration necessary to load the attack-drop.sdf file onto a
router running Cisco |OS IPS. Note that the configuration is almost the same as loading the default
signatures onto a router, except for the ip ips sdf location command, which specifies the attack-drop.sdf
file.

i p i ps sdf location disk2:attack-drop. sdf
ip ips name MIPS
!
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Additional References

interface G gabitEthernet0/1

ip address 10.1.1.16 255.255.255.0
ipips MYIPS in

dupl ex ful

speed 100

medi a-type rj 45

no negoti ation auto

Merging the attack-drop.sdf File with the Default Built-in Signatures

Example

Additional

The following example shows how to configure the router to load and merge the attack-drop.sdf file with
the default signatures. After you have merged the two files, it is recommended that you copy the newly
merged signatures to a separate file. The router can then be reloaded (through the reload command) or
reinitalized to recognize the newly merged file (as shown the following example).

!
ip ips name MYIPS
!

nterface G gabitEthernet0/1

ip address 10.1.1.16 255.255.255.0

ipips MYIPS in

dupl ex full

speed 100

medi a-type rj 45

no negoti ation auto

|

|

! Merge the flash-based SDF (attack-drop.sdf) with the built-in signatures.
Rout er# copy di sk2: attack-drop. sdf ips-sdf

| Save the newly nmerged signatures to a separate file.
Rout er# copy i ps-sdf di sk2: ny-signatures. sdf

|

! Configure the router to use the new file, ny-signatures. sdf

Rout er# configure term nal

Router(config)# ip ips sdf |ocation disk2: nmy-signatures. sdf

| Reinitialize the IPS by renoving the IPS rule set and reapplying the rule set.
Router(config-if)# interface gig 0/1

Router(config-if)# no ip ips MYIPS in

!

*Apr 8 14:05: 38.243: % PS- 2- DIl SABLED: | PS renoved fromall interfaces - |PS disabled
!

Router(config-if)# ip ips MYIPS in

|

i?outer(confi g-if)# exit
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Feature Information for Configuring Cisco 10S IPS

The following table provides rel ease information about the feature or features described in this module.
Thistable lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.
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Table 5 Feature Information for Configuring Cisco 10S IPS

Feature Information for Configuring Cisco 10S IPS .

Feature Name

Software Releases

Feature Configuration Information

Cisco |0S Intrusion Prevention
System (IPS)

12.3(8)T

The Cisco |OS Intrusion
Prevention System (IPS) usesthe
following methods to protect a
network from internal and
external attacks and threats:

e |PSsignatures are
dynamically updated and
posted to Cisco.com on a
regular basis so that
customers can access
signatures that help protect
their network from the latest
known network attacks.

e A Pardlel Signature
Scanning Engine is used to
scan for multiple patterns
within asignature
microengine (SME) at any
given time. IPS signatures
are no longer scanned on a
serial basis.

» Cisco |OS IPS supports both
named and numbered
extended access control lists
(ACLS).

The following commands were
introduced by this feature: clear
ip sdee, copy ips-sdf, debug ip
ips, debug ip sdeg, ip ipsfail
closed, ip ips sdf location, ip
sdee events, ip sdee
subscriptions, no ip ips sdf
builtin, show ip sdee
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. Feature Information for Configuring Cisco 10S IPS

Feature Name Software Releases

Feature Configuration Information

Cisco IOS Intrusion Prevention 12.314)T
System (IPS)

» Supports access to more
recent virus and attack
signatures with the addition
of three more SMEs--
STRING.TCP,
STRING.ICMP, and
STRING.UDP.

e Intelligent and local
shunning is supported, which
allows Cisco IOS IPS to
shun offending traffic on the
same router that Cisco |0S
IPSis configured.

e Theipipsdeny-action ips-
interface command was
added, which allows usersto
choose between two
available ACL filter settings
for detecting offending
packets.

Support for the Post Office
Protocol was deprecated and the
following commands were
removed from the Cisco 10S
software: ip ipspo local, ip ips
po max-events, ip ips po
protected, and ip ips po remote.

Transparent Cisco I0OS IPS 12.42)T

Support was added for Layer 2
transparent bridging for Cisco
IOS IPS. Transparent Cisco |0OS
IPS eases certain network and
management deployment by
alowing usersto “drop” adevice
running Cisco I0OS IPSin front of
their existing network without
changing the statically defined IP
addresses of their network-
connected devices. Thus, users
can alow selected devices from a
subnet to traverse the IPS while
access to other devices on the
same subnet is denied.

No commands were introduced or
modified for this feature.
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Merging the attack-drop.sdf File with the Default Built-in Signatures Example
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Cisco 10S IPS 5.x Signature Format Support
and Usability Enhancements

The Cisco |0OS Intrusion Prevention System (IPS) acts as an in-line intrusion prevention sensor that scans
packets and sessions as they flow through the router to match any Cisco |OS IPS 5.x signature. These
signatures are defined in Extensible Markup Language (XML ) format and provide the following
functionality:

« Automatic signature updates from local servers. Network administrators can either preserve the
user’s current configuration of signature actions or override the user’s current configuration of
signature actions with the current 1PS configuration.

e Top-level signature categoriesto classify signatures for easy grouping and tuning. Group-wide
parameters, such as signature event action, can be applied to a group through CLI, so the user does
not have to modify each individual signature.

¢ Encrypted (NDA) signature support.

¢ Direct Download from CCO capahility in |OS IPS feature allows an administrator to use the CLI to
specify, download and upgrade to new signatures posted for the |OS directly from Cisco.com. An
administrator can also configure the router through the CLI to receive future periodic signature
downloads automatically to eliminate the manua maintenance efforts and costs of changing or tuning
IPS signatures whenever a new update is posted.

*  Finding Feature Information, page 47

*  Prerequisitesfor Cisco 10S IPS 5.x Signature Format Support and Usability Enhancements,
page 48

» Restrictionsfor Cisco |0S IPS 5.x Signature Format Support and Usability Enhancements, page 49

» Information About Cisco I0S IPS 5.x Signature Format Support and Usability Enhancements,
page 50

* How to Use Cisco IOS IPS 5.x Signature Format Support and Usability Enhancements, page 52

e Configuration Examplesfor Cisco 10S IPS 5.x Signature Format Support and Usability
Enhancements, page 73

e Additional References, page 76

e Feature Information for Cisco |OS IPS 5.x Signature Format Support and Usability Enhancements,

page 77

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest caveats
and feature information, see Bug Search Tool and the release notes for your platform and software release.
To find information about the features documented in this module, and to see alist of the releases in which
each feature is supported, see the feature information table at the end of this module.
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. Prerequisites for Cisco 108 IPS 5.x Signature Format Support and Usability Enhancements

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is hot required.

Prerequisites for Cisco I0S IPS 5.x Signature Format Support
and Usability Enhancements

Note

Note

System and Image Requirements for Cisco 10S IPS 5.x

e Cisco |OSIPS signatures. Seethe “Cisco 10S Signature Package” section for more information.

¢ Cisco |OS IPS system requirements depend on the type of deployment, the bandwidth requirements,
and security requirements. The larger the number of signatures, the larger the amount of memory
consumed.

¢ You must generate a RSA crypto key and load the public signature on your router for signature
decryption.

Thisfollowing cisco public key configuration can be cut and pasted directly into your router configuration:

crypto key pubkey-chain rsa

named- key real mcisco. pub signature

key-string

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 ABAF124A D6CC7A24 5097A975 206BE3A2 06FBA13F 6F12CB5B 4E441F16
17E630D5 C02AC252 912BE27F 37FDD9C8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADCL 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7ASEDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6DI9CC8E3 FOB08B85
50437722 FFBE85B9 5E4189FF CC189CB9 69CA6F9C AB4DFBA5 7A0AF99E AD768C36
006CF498 079F88F8 A3B3FB1F 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3
F3020301 0001

quit

Y ou can also access the public key (realm-cisco.pub.key.txt) configuration at the following URL: http://
www.cisco.com/cgi-bin/tablebuild.pl/ios-v5sigup. Ensure that you have your Cisco userid, and password to
access this URL.

e You must load one of the following images on your router to install Cisco 10S IPS 5.x:
adventerprisek9, advsecurityk9, and advipservicesk9.

To check the current system version, use the show subsys name ips command. IPS 4.x uses aversion
format of 2.xxx.xxx; IPS 5.x uses aversion format of 3.XXX.XXX.

Upgrading from Cisco 10S IPS 4.x to Cisco 10S IPS 5.x Signatures

Cisco I0S IPS 5.x format signatures are not backward compatible with Cisco 10S IPS 4.x. Y ou must
reconfigure your Cisco |OS I PS features for use with the IPS 5.x signature format command-line interface
(CL1) and features.

When reconfiguring Cisco 10S IPS on arouter to convert to the 5.x signature format, you must have the
following Cisco |0S IPS 4.x information:
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I Cisco 10S IPS 5.x Signature Format Support and Usability Enhancements
Restrictions for Cisco 10S IPS 5.x Signature Format Support and Usability Enhancements .

* Cisco IOS IPS rule name (which was specified through the ip ips name ips-name command)
¢ Interfaces for which the Cisco 10S IPS rule has been applied

To gather thisinformation, issue the show ip ips configurationcommand, which displays a copy of the
existing output.

Rout er# show ip ips configuration

Configured SDF Locati ons:

di sk2: ny- si gnat ur es. sdf

Builtin signatures are enabled but not | oaded
Last successful SDF load tine: 05:31:54 MST Sep 20 2003
IPS fail closed is disabled

Fastpath ips is enabl ed

Qui ck run node is enabl ed

Event notification through syslog is enabl ed
Event notification through SDEE is enabl ed
Total Active Signatures: 13

Total Inactive Signatures: O

Si gnat ure 50000: 0 di sabl e

Si gnature 50000: 1 di sabl e

Si ghat ure 50000: 2 di sabl e

I PS Rul e Configuration

I PS nane MYIPS

Interface Configuration

Interface G gabitEthernet0/1

I nbound IPS rule is MylIPS

Qutgoing IPS rule is not set

Direct Download from CCO capability in 10S IPS Support

The router must have access to Cisco.com in order for IPS signatures to be upgraded directly from
Cisco.com. If the router does not have access to Cisco.com, then signature file updates can till be able to
be retrieved from alocal server.

Restrictions for Cisco 10S IPS 5.x Signature Format Support
and Usability Enhancements

L &Y
Lah

Danger Do not enable al I1PS signatures at once. The router may not be able to compile all of the signatures,
resulting in high CPU and memory usage, degraded performance, or a system reload.

Backward Compatibility
Cisco IOS IPS 5.x format signatures are not backward compatible with Cisco 10S IPS 4.x SDFs.

Cisco 870 Series Platform Support

The 870 series platform with Cisco I0S IPSin Cisco |OS Release 12.4(11) T may experience lower
performance relative to previous releases (CSCsg57228). The Cisco 10S IPS performance on the 870 series
platform is enhanced in alater 12.4(11)T image rebuild.

On the 870 series platform, Cisco 10S IPS is supported only on the adv-ipservices and the adv-enterprise
images. Cisco 10S IPS is the same on both images.
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Information About Cisco 10S IPS 5.x Signature Format Support
and Usability Enhancements

» CiscolOSIPS Overview, page50

e Cisco IOS IPS Signature Scanning with Lightweight Signatures, page 50
e  Signature Categories, page 50

» Cisco IOS IPS Signature Package, page 51

*  Preserving Configured Signature Tunings on the Local Router, page 51

Cisco 10S IPS Overview

The Cisco |OS IPS acts as an in-line intrusion prevention sensor, watching packets and sessions as they
flow through the router and scanning each packet to match any of the Cisco 10S IPS signatures. When it
detects suspicious activity, it responds before network security can be compromised and logs the event
through Cisco 10S syslog messages or Security Device Event Exchange (SDEE). The network
administrator can configure Cisco |0S I PS to choose the appropriate response to various threats. The
Signature Event Action Processor (SEAP) can dynamically control actionsthat are to be taken by a
signature event on the basis of parameters such asfidelity, severity, or target value rating. These parameters
have default values but can aso be configured through CLI. When packets in a session match a signature,
Cisco |OS IPS can take any of the following actions, as appropriate;

e Send an alarm to asyslog server or a centralized management interface

e Drop the packet

¢ Reset the connection

« Deny traffic from the source | P address of the attacker for a specified amount of time

« Deny traffic on the connection for which the signature was seen for a specified amount of time

Cisco developed its Cisco 10S software-based intrusion-prevention capabilities and Cisco |OS Firewall
with flexibility in mind, so that individual signatures could be disabled in case of false positives. Generally,
it is preferable to enable both the firewall and Cisco |OS IPS to support network security policies.
However, each of these features may be enabled independently and on different router interfaces.

Cisco 10S IPS Signature Scanning with Lightweight Signatures

The addition of Cisco IOS IPS signature scanning with lightweight signaturesin Cisco 10S Release
15.0(1)M is an enhancement to Cisco 10S IPS that allows loading of larger signatures sets, without
consuming significant additional memory or reducing the memory consumed by an existing signature set,
by loading equivalent lighter-weight signatures. These signatures are referred to as lightweight signatures.

For the signatures made obsol ete by new lightweight signatures from new signature scanning engines,
Cisco 10S provides the ip ipsinherit-obsolete-tunings command to apply common parameters the user
may have changed (customized) in the old signature file (deltaxml), to the equivalent new signature file.
For more information, see "Enabling Signature Tunings Inheritance".

Signature Categories

Cisco IPS appliances and Cisco |0S IPS with Cisco 5.x format signatures operate with signature categories.
All signatures are pregrouped into categories; the categories are hierarchical. Anindividual signature can
belong to more than one category. Top-level categories help to define general types of signatures.
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Router Configuration Files and Signature Event Action Processor (SEAP) .

Subcategories exist beneath each top-level signature category. (For alist of supported top-level categories,
use your router CLI help (?).)

*  Router Configuration Files and Signature Event Action Processor (SEAP), page 51

Router Configuration Files and Signature Event Action Processor (SEAP)

Asof Cisco |OS Release 12.4(11) T, SDFs are no longer used by Cisco IOS IPS. Instead, routers access
signature definition information through a directory that contains three configuration files--the default
configuration, the delta configuration, and the SEAP configuration. Cisco |OS accesses this directory
through the ip ips config location command.

Y

Note You must issue the ip ips config location command; otherwise, the configuration files are not saved to any
location.

SEAP isthe control unit responsible for coordinating the data flow of a signature event. It allows for
advanced filtering and signature overrides on the basis of the Event Risk Rating (ERR) feedback. ERR is
used to control the level in which auser chooses to take actions in an effort to minimize false positives.

Signatures once stored in NVRAM, are now stored in the delta configuration file; thus, support for access
control lists (ACLS) is nho longer necessary.

e Additional Risk Rating Algorithms, page 51

Additional Risk Rating Algorithms

The ERR characterizes the risk of an attack and allows users to make decisions on the basis of the risk
control signature event actions. To help further control signature event actions, the following additional
rating categories are now supported:

Cisco 10S IPS Signature Package

The latest Cisco |OS I PS signature package can be accessed from Cisco.com using the following URL :
http://www.cisco.com/cisco/software/rel ease.html ?

mdfid=281442967& rel ease=S636& relind=AV AIL ABL E& flowid=4836& softwarei d=280775022& rellifecy
cle=&reltype=latest

Y

Note Ensure that you have your Cisco userid, and password to access this URL.

¢ ThelOS-Sxxx-CLI.pkg fileislisted on this web page. See the “Configuring Cisco IOS IPS on Y our
Router” for more information on creating a directory on the router flash directory where the required
signature files and configurations are stored. Alternatively, you can use a Cisco USB flash drive
connected to the router's USB port to store the signature files and configurations. The USB flash drive
needs to remain connected to the router USB port if it is used as the |OS I PS configuration directory
location. |OS IPS also supports any 10S File System as its configuration location with proper write
access.

Preserving Configured Signature Tunings on the Local Router

Most IPS devices and applications provide either a single default configuration or multiple default
configurations. Using one of these default configurationsis an ideal starting point for deploying IPS. When
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Retiring All Signatures and Selecting a Category of Signatures I
. How to Use Cisco 10S IPS 5.x Signature Format Support and Usability Enhancements

IOS IPS is deployed, parameters such as severity, active status or event actions of certain signatures need to
be tuned to meet the requirements of an enterprise network traffic profile.

Oncetheip ips enable-clidelta command is enabled, alocal cli-deltaxmz file is generated containing the
local tuning signatures configured through the CLI. The settings in the clidelta.xmz file take precedence
when aglobally administered delta signature update, contained in the iosips-sig-delta.xmz file, is sent from
acentral repository and applied to the configuration of the local router. See "Tuning Signatures per
Signature ID" for more information about the configuration of this feature.

How to Use Cisco 10S IPS 5.x Signature Format Support and
Usability Enhancements

» Retiring All Signatures and Selecting a Category of Signatures, page 52

»  Configuring Cisco IOS IPS on Y our Router, page 54

» Loading a Signature Fileinto Cisco IOS IPS, page 57

« Enabling IPS Regex Table Chaining, page 59

e Tuning Signature Parameters, page 60

»  Enabling Signature Tunings Inheritance, page 65

»  Setting an IPS Memory Threshold, page 66

e Setting the Target Vaue Rating, page 67

»  Configuring Signature Auto Updates from a Local Server, page 68

*  Monitoring Cisco |0S IPS Signatures through Syslog Messages or SDEE, page 70

Retiring All Signatures and Selecting a Category of Signatures

Router memory and resource constraints prevent arouter from loading all Cisco 10S IPS signatures. Thus,
it is recommended that you load only a selected set of signatures that are defined by the categories. Because
the categories are applied in a“top-down” order, you should first retire all signatures, followed by
“unretiring” specific categories. Retiring signatures enables the router to load information for all signatures,
but the router does not build the parallel scanning data structure.

Retired signatures are not scanned by Cisco |OS IPS, so they do not fire alarms. If asignatureisirrelevant
to your network or if you want to save router memory, you should retire signatures, as appropriate.

SUMMARY STEPS

enable

configureterminal

ip ips signature-category
category category [subcategory]
retired {true | false}

exit

category category [subcategory]
retired {true | false}

exit

© NSO a R W=
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How to Use Cisco 10S IPS 5.x Signature Format Support and Usability Enhancements .
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:

Rout er > enabl e

Step 2 configureterminal

Example:
Rout er# configure term nal

Enters global configuration mode.

Step 3 ip ipssignature-category

Example:
Rout er (config)# ip ips signature-category

Enters enters | PS category configuration mode.

Step 4 category category [subcategory]

Example:
Rout er (confi g-i ps-cat egory) # category all

Specifiesthat all categories (and all signatures) are retired in the
following step and enters | PS category action configuration mode.

Step 5 retired {true|false}

Specifies that the router should retire all categories (and all
signatures).

* true--Retiresall signatureswithin a given category.

Example: _ i % )
Rout er (confi g-i ps- cat egory-action)# retired + false--“Unretires’ all signatures within a given category.
true
Step 6 exit Exits I PS category action configuration mode.
Example:

Rout er (confi g-i ps-category-action)# exit

Step 7 category category [subcategory]

Example:

Rout er (confi g-i ps-category)# category
ios_ips basic

Specifies the basic category (and a set of signatures) that areto be
“unretired” in the following step.
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. What to Do Next

Command or Action Purpose

Step 8 retired {true|false} Specifiesthat all signatures within the basic category are to be

unretired; that is, signatures are enabled for the basic category.

Example:
Rout er (confi g-i ps-category-action)# retired
fal se

Step 9 exit Exits | PS category action and | PS category configuration modes.
Example:

Rout er (confi g-i ps-category-action)# exit

* What to Do Next, page 54

What to Do Next

After you have configured the basic category, you should enable | PS on your router. See "Configuring
Cisco IOS IPS on Your Router" for more information.

Y ou can customize (or tune) either the entire category or individual signatures within a category to
addresses the needs of your network. See "Tuning Signature Parameters', for more information.

Configuring Cisco 10S IPS on Your Router

After you have set up a“load definition” for the signatures to be copied to the idconf, you must configure
an IPS rule name. Use this task to configure an I PS rule name and start the IPS configuration.

Y ou can a'so use this task to configure a Cisco 10S I PS signature location, which tells Cisco I0S IPS
where to save signature information.

The configuration location is used to restore the | PS configuration in case the router reboots or IPSis
disabled or reenabled. Files, such as signature definition, signature-type definitions, and signature category
information, are written in XML format, compressed, and saved to the specified | PS signature location.

SUMMARY STEPS

enable

mkdir flash:/ips5
configureterminal

ip ips name ips-name

ip ips config location url
inter face type name

ip ipsips-name{in | out}
exit

© NSO a R W=

show ip ips configuration
10. show ip ips signatur e count
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

What to Do Next .

Command or Action

Purpose

enable

Example:

Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

mkdir flash:/ips5

Example:

Router# nkdir flash:/ips5

Create adirectory for which Cisco |OS I PS saves signature
information.

Note The directory location is specified through the ip ips config
location command.

configureterminal

Example:

Rout er# configure termnal

Enters global configuration mode.

ip ips name ips-name

Example:

Router(config)# ip i ps nane nyips

Createsan IPSrule.

ip ips config location url

Example:

Router(config)# ip ips config location
flash:/ips5

Specifies the location where Cisco 10S I PS saves the signature
information, and, if necessary, access the signature configuration
information.

Note You must specify alocation; otherwise, the signatures are not
saved.

Note If the specified location isaURL, such asan FTP server, the
user must have writer privileges.

interface type name

Example:

Router (config)# interface gigbitEthernet
0/0

Identifies the interface in which to enable Cisco 10S IPS and enters
interface configuration mode.
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. What to Do Next

Step 7

Step 8

Step 9

Step 10

Command or Action

Purpose

ip ipsips-name{in | out}

Example:

Rout er (config-if)# ip ips MYIPS in

Appliesan IPSrule at an interface and automatically loads the
signatures and builds the signature engines.

Note \Whenever signatures are replaced or merged, the router
prompt is suspended while the signature engines for the newly
added or merged signatures are being built. The router prompt
is available again after the engines are built. Depending on
your platform and how many signatures are being loaded,
building the engine can take up to several minutes. It is
recommended that you enable logging messages to monitor
the engine building status.

exit

Example:

Router(config-if)# exit

Example:

Router (config)# exit

Exits interface and global configuration modes.

show ip ips configuration

Example:

Rout er# show i p i ps configuration

(Optional) Verifiesthat Cisco IOS IPS is properly configured.

show ip ips signatur e count

Example:

Rout er# show i p i ps signature

(Optional) Verifies the number of signatures that are loaded into
each signature micro engine (SME).

Examples

The following sample output displays the number of signatures that have been loaded into each SME:

Rout er# show i p i ps signature count
Cisco SDF rel ease version S247.0

Trend SDF rel ease version V1.2
Si gnature M cro- Engi ne:

Total Signatures: 7
Enabl ed: 7

Retired: 2
Conpiled: 5

Si gnature M cro- Engi ne:

Total Signatures: 541
Enabl ed: 284

Retired: 336

Conpi | ed: 205

Si ghature M cro- Engi ne:

mul ti-string

service-http

string-tcp
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Prerequisites .

Total Signatures: 487

Enabl ed: 332

Retired: 352

Conpi | ed: 135

Si ghature M cro- Engi ne: string-udp
Total Signatures: 50

Enabl ed: 3

Retired: 23

Conpi | ed: 27

Si gnature M cro-Engine: state

Total Signatures: 26

Enabl ed: 15

Retired: 23

Conpi l ed: 3

Si gnature M cro-Engine: atomc-ip
Total Signatures: 140

Enabl ed: 87

Retired: 93

Conpi | ed: 46

Inactive - invalid params: 1

Si gnature M cro-Engine: string-icnp
Total Signatures: 2

Enabl ed: O

Retired: 1

Conpi led: 1

Si ghature M cro-Engi ne: service-ftp
Total Signatures: 3

Enabl ed: 3

Conpi l ed: 3

Si gnature M cro-Engi ne: service-rpc (I NACTI VE)
Si gnature M cro- Engi ne: service-dns
Total Signatures: 1

Enabl ed: 1

Retired: 1

Si gnature M cro-Engi ne: nornalizer
Total Signatures: 9

Enabl ed: 9

Conpi l ed: 9

Total Signatures: 1266

Total Enabl ed Signatures: 741

Total Retired Signatures: 831

Total Conpiled Signatures: 434
Total Signatures with invalid paraneters: 1

Loading a Signature File into Cisco 10S IPS

Use this task to load signaturesinto Cisco |OS IPS. Y ou may wish to load new signatures into Cisco 10S
IPSif asignature (or signatures) with the current signatures are not providing your network with adequate
protection from security threats.

e Prerequisites, page57
» Flexible Signatures Ordered and Incremental, page 57

Prerequisites

Y ou must enable Cisco I0S IPS. See "Configuring Cisco IOS IPS on Y our Router” before loading new
signatures.

Flexible Signatures Ordered and Incremental
Each signature is compiled incrementally into the scanning tables at the same time. Thus, Cisco |OS IPS
can deactivate signatures that fail to compile. (Prior to Cisco |OS Release 12.4(11)T, Cisco IOSIPS
deactivated the entire signature microengine (SME) if a single signature failed to compile.)

Signatures are |oaded into the scanning table on the basis of importance. Parameters such as signature
severity, signature fidelity rating, and time lapsed since signatures were last released alow Cisco I0S IPS
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. Flexible Signatures Ordered and Incremental

to compile the most important signatures first, followed by less important signatures, thereby, creating a
load order and prioritizing which signatures are |oaded first.

SUMMARY STEPS

enable
configureterminal

ip ips config location url
inter face type name

ip ipsips-name{in | out}
end

NS a R wdh-=

copy url idconf

DETAILED STEPS

Command or Action

Purpose

Step1 enable

Example:

Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

Step 2 configureterminal

Example:
Rout er# configure term nal

Enters global configuration mode.

Step 3 ip ips config location url

Example:

Rout er (config)# ip ips config location flash:/
i ps5

Specifies the location where Cisco 10S | PS saves the signature
information, and, if necessary, access the signature
configuration information.

Step 4 interface type name

Example:
Rout er (config)# interface gigbitEthernet 0/0

Identifies the interface in which to enable Cisco IOS I PS.

Step 5 ip ipsips-name{in | out}

Example:
Rout er (config-if)# ip ips MYIPS in

Appliesan IPS rule at an interface and automatically loads the
signatures and builds the signature engines.

. Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T




| Enabling IPS Regex Table Chaining

Flexible Signatures Ordered and Incremental .
Command or Action Purpose
Step6 end Exitsinterface configuration mode.
Example:
Rout er (config-if)# end
Step 7 copy url idconf Loads signaturesinto Cisco I0S IPS.
After the signatures are loaded, all signature information is
) saved to the location specified through the ip ips config
Example: _ _ location command.
Router# copy tftp://tftp_server/sig.xm idconf

Enabling IPS Regex Table Chaining

Regex Table Chaining is an enhancement to Cisco IOS IPS in Cisco 10S Release 15.0(1)M, that allows the
IPS to chain multiple regular (regex) tables together when signatures are being loaded. This functionality is
enabled by the ip ips memory regex chaining command. Enabling regex table chaining allows three regex
tablesto be chained. Thereis a dight performance degradation in |PS scanning time due to the scanning of

multiple tables.

When auser tries to load a specific set of signatures that does not fit using a single table, compilation errors
result.

SUMMARY STEPS

1. enable
2. configureterminal
3. ipipsmemory regex chaining

DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:

Rout er > enabl e

Step 2 configureterminal Enters global configuration mode.

Example:

Rout er# configure term nal
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. Tuning Signatures for a Signature ID

Command or Action Purpose

Step 3 ip ips memory regex chaining Enables | PS regex table chaining when signatures are being |oaded.
Example:
Rout er (config)# ip ips nenory regex chaining

Tuning Signature Parameters
Y ou can tune signature parameters on the basis of asignature ID (for an individual signature), or you can
tune signature parameters on the basis of a category (that is, all signatures that are within a specified
category). To tune signature parameters, use the following tasks, as appropriate:

Y

Note Some changes to the signature definitions are not shown in the run time config because the changes are
recorded in the sigdef-delta.xml file, which can be located through the ip ips config locationcommand.

»  Tuning Signatures for a Signature ID, page 60
»  Tuning Signatures per Category, page 63

Tuning Signatures for a Signature ID
Use this task to change default signature parameters for a specified signature ID.

SUMMARY STEPS

enable

configureterminal

ip ips enable-clidelta

ip ips signature-definition
signatur e signature-id [signature-id]
engine

event-action action

exit

© 0 NSO da R wWwN =

alert-severity { high | medium | low | infor mational}
10.fidelity-rating rating

11. status

12.enabled {true | false}

13. exit

14.show ip ipssignature

15. show ip ips sig-clidelta

. Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T



| Cisco 10S IPS 5.x Signature Format Support and Usability Enhancements

Tuning Signatures for a Signature ID [ |
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:

Rout er > enabl e

Step2 configureterminal Enters global configuration mode.

Example:

Rout er# configure termn nal

Step3 ipipsenable-clidelta (Optional) Enables the signature tuning settings in the clideltaxmz
file on the router to take precedence over the signature settingsin
the IPS iosips-sig-deltaxmz file.

Example:

Router(config)# ip i ps enable-clidelta

Step4 ip ipssignature-definition Enters signature-definition-signature configuration mode.

Example:

Router(config)# ip i ps signature-definition

Step5 signaturesignature-id [signature-id] Specifies asignature for which the CLI user tunings are changed
and enters signature-definition-action configuration mode.

Example:

Rout er (confi g-si gdef-si g)# signature 9000: 0

Step6 engine (Optional) Enters signature-definiti on-action-engine configuration
mode, which allows you to change router actions for a specified
signature.

Example:

Rout er (confi g- si gdef -acti on)# engi ne
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. Tuning Signatures for a Signature ID

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Command or Action

Purpose

event-action action

Example:

Rout er (confi g- si gdef - acti on-engi ne)# event -

action deny-attacker-inline

Changes router actions for a specified signature.
The action argument can be any of the following options:

* deny-attacker-inline

» deny-connection-inline
* deny-packet-inline

* produce-alert

* reset-tcp-connection

Note Signature event actions must be entered on asingle line.

Note You must enter the engine command before issuing this
command.

exit

Example:

Rout er (confi g- si gdef -acti on-engi ne)# exit

Exits the signature-definition-action-engine configuration mode.

This step isrequired only if the engine and event-action
commands are issued.

alert-severity {high | medium | low |
informational}

Example:

Rout er (confi g-si gdef-action)# alert-
severity medium

(Optional) Changes the alert severity rating for a given signature.

fidelity-rating rating

Example:

Rout er (confi g-si gdef-action)# fidelity-
rating 2

(Optional) Changes the signature fidelity rating for agiven
signature.

status

Example:

Rout er (confi g-si def-action)# status

(Optional) Enters the signature-definition-status configuration
mode, which allows you to change the enabled status of a
signature.

enabled {true|false}

Example:

Rout er (confi g-si gdef -status)# enabl ed true

(Optional) Changes the enabled status of a given signature or
signature category.
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Tuning Signatures per Category .
Command or Action Purpose
Step 13 exit Returns to EXEC mode.
Example:
Rout er (confi g-si gdef-status)# exit
Step 14 show ip ipssignature (Optional) Verifies the signature changes that have been made.
Example:
Rout er# show i p i ps signature
Step 15 show ip ipssig-clidelta (Optional) Displays the signature parameter tunings configured
using the CL1, which are stored in the iosips-sig-clidelta.xmz
signaturefile.
Example:
Router# show ip ips sig-clidelta

Tuning Signatures per Category

Use this task to change default signature parameters for a category of signatures. Categories such as
operating systems; Layer 2, Layer 3, or Layer 4 protocols; or service-based categories can be configured to
provide wider changesto a group of signatures.

Tip Category configuration information is processed in the order that it is entered. Thus, it is recommended that
the process of retiring all signatures. See "Retiring All Signatures and Selecting a Category of Signatures’

before al other category tuning. If a category is configured more than once, the parameters entered in the
second configuration are added to or replace the previous configuration.

SUMMARY STEPS

enable

configureterminal

ip ips signature-category
category category [subcategory]
event-action action
alert-severity {high | medium | low | informational}
fidelity-rating rating

enabled {true | false}

. retired {true|false}

10.end

11.show ip ipssignature

© PO NSO G A WwN =
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Tuning Signatures per Category

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command or Action

Purpose

enable

Example:
Rout er> enabl e

Enables privileged EXEC mode.

» Enter your password if prompted.

configureterminal

Example:
Rout er# configure term nal

Enters global configuration mode.

ip ips signatur e-category

Example:
Router(config)# ip i ps signature-category

Enters IPS category configuration mode.

category category [subcategory]

Example:

Rout er (config-i ps-category)# category attack
adwar e/ spywar e

actions or conditions and enters | PS category action
configuration mode.

event-action action

Example:

Rout er (confi g-i ps-cat egory-action)# event-
action produce-alert

Changes router actions for a specified signature category.
Theaction argument can be any of the following options:

» deny-attacker-inline

» deny-connection-inline
* deny-packet-inline

* produce-alert

* reset-tcp-connection

separately or on asingleline.

alert-severity { high | medium | low | informational}

Example:

Rout er (config-i ps-category-action)# alert-
severity medium

(Optional) Changes the alert severity rating for agiven
signature category.
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| Enabling Signature Tunings Inheritance

Tuning Signatures per Category .
Command or Action Purpose
Step7 fidelity-rating rating (Optional) Changes the signature fidelity rating for a
signature given category.
Example:
Rout er (config-i ps-category-action)# fidelity-
rating
Step8 enabled {true|false} (Optional) Changes the enabled status of a given signature or
signature category.
Example:
Rout er (confi g-i ps-category-action)# enabl ed true
Step9 retired {true|false} (Optional) Specifies whether or not the router should retire a
signature category.
Example:
Rout er (config-i ps-category-action)# retired true
Step 10 end Returns to EXEC mode.
Example:
Rout er (confi g-i ps-category-action)# end
Example:
Step 11 show ip ipssignature (Optional) Verifies the signature category changes that have
been made.
Example:
Rout er# show i p i ps signature

Enabling Signature Tunings Inheritance

When new signatures are replacing older signatures, Cisco |OS IPS provides the ip ipsinherit-obsolete-
tunings command to enable new signatures to obsolete older signatures and inherit the event-action and
enabled parameters of the obsolete tuning values, without the need to manually tune the new signatures.
This functionality is called signature tuning inheritance. All other parameter changes including the “ Retire”
parameter isignored.

After you enter the command, the screen displays a warning message asking you to clarify the intended
usage and then asks whether you accept the configuration or not. By default, old signatures are not
inherited by new signatures.
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. Tuning Signatures per Category

SUMMARY STEPS

1. enable
2. configureterminal
3. ipipsinherit-obsolete-tunings

DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:

Rout er > enabl e

Step 2 configureterminal Enters global configuration mode.

Example:

Rout er# configure term nal

Step 3 ip ipsinherit-obsolete-tunings Enables the inheritance of the tunings of the enabled and event-
action parameters from obsol ete signatures to new signaturesin
an IPS,

Example:

Rout er (confi g)#i p ips inherit-obsol ete-tunings

Setting an IPS Memory Threshold

When arouter is powered up, 90 percent of the available memory is allocated to |PS-related activities. The
remaining 10 percent is referred to as the IPS Memory Threshold--the amount of free memory unavailable
to the IPS. Cisco |OS IPS alows the IPS memory threshold to be set to a different value using theip ips
memory threshold command.

SUMMARY STEPS

1. enable
2. configureterminal
3. ipipsmemory threshold megabytes
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Tuning Signatures per Category .

DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:

Rout er > enabl e

Step 2 configureterminal Enters global configuration mode.

Example:

Rout er# configure term nal

Step 3 ip ips memory threshold megabytes Specifies an |PS memory threshold, or the amount of free memory
unavailable to the IPS.

e Theunits are in megabytes (MB).

Example:
P * Thisexample specifies that Cisco |OS IPS cannot consume more
memory if the remaining (free) memory becomes less than 50
MB.
Example:
Example:
Example:

Rout er(config)# ip ips menory threshold 50

Setting the Target Value Rating

Use thistask to set the target value rating, which allows users to devel op security policies that can be more
strict for some resources than others. The security policy is applied to atable of hosts that are protected by
Cisco IOSIPS. A host can be asingle IP address or arange of 1P addresses with an associated target value
rating.

DY

Note Changes to the target value rating is not shown in the run time config because the changes are recorded in
the seap-deltaxml file, which can be located through the ip ips config location command.
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. Tuning Signatures per Category

SUMMARY STEPS

enable
configureterminal
ip ips event-action-rules

e R W=

exit

DETAILED STEPS

target-value { mission-critical | high | medium | low} target-addressip-address [/nn | to ip-address]

Command or Action

Purpose

Step 1 enable

Example:
Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

Step 2 configureterminal

Example:
Rout er# configure term nal

Enters global configuration mode.

Step 3 ip ipsevent-action-rules

Example:
Router(config)# ip ips event-action-rules

Enters the config-rule configuration mode, which alows
users to change the target value rating.

Step 4 target-value{mission-critical | high | medium | low}
target-addressip-address [/nn | to ip-address]

Example:

Rout er (config-rul)# target-val ue nedi umtarget-

address 10.12.100. 53

Setsthe target value rating for a host to rate how important
the system isto the network.

e Thetarget-address keyword and arguments specify a
host, which can consist of asingle |P address or range of
| P addresses.

Step 5 exit

Example:
Rout er (config-rul)# exit

Exits config-rule configuration mode.

Configuring Signature Auto Updates from a Local Server

Y

Note

This functionality was introduced through the Cisco 10S IPS 5.x Signature Format and Usahility

Enhancements feature in Cisco |OS Release 12.4(11)T.
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Tuning Signatures per Category .
SUMMARY STEPS
1. enable
2. configureterminal
3. key config-key passwor d-encrypt
4. password encryption aes
5. ip ipsauto-update
6. occur-at {[monthly | weekly] days minutes hours}
1. username name passwor d password
8. url url
9. exit
10. show ip ipsauto-update
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:
Rout er > enabl e
Step2 configureterminal Enters global configuration mode.
Example:
Rout er# configure termn nal
Step3 key config-key password-encrypt Stores atype 6 encryption key in private NVRAM.
Example:
Rout er (confi g-i ps-aut o-updat e) # key confi g- key
passwor d- encr ypt
Step4 password encryption aes Enables a type 6 encrypted preshared key.
Note Once the key config-key password-encrypt and
password encryption aes commands are
Example: configured, they enable the password (symmetric
(config-i date) ; cipher Advanced Encryption Standard (AES)
Rout er (confi g-i ps-aut o-updat e) # passwor
encryption ags P P P encrypts the keys).
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. Tuning Signatures per Category
Command or Action Purpose
Step5 ipipsauto-update Enables automatic signature updates for Cisco |OS IPS and
enters | PS auto-update configuration mode.
Example:
Rout er (config)# ip i ps auto-update
Step 6 occur-at {{monthly | weekly] days minutes hours} (Optional) Defines a preset time for which the Cisco 10S
I PS automatically obtains updated signature information.
Example:
Rout er (confi g-i ps-aut o-update) # occur-at weekly 4
23 23
Step 7 username name password password (Optional) Defines a username and password for the
signature update function.
Example:
Rout er (confi g-i ps-aut o-updat €) # user nane nyi ps
password secr et
Step8 url url URL from the local server on which the router retrieves the
Cisco |OS IPS signature configuration files.
Example:
Rout er (confi g-i ps-auto-update)# url tftp://
10. 10. 10. 5/ user nanel/ i ps- aut o- updat e/
Step9 exit Exits IPS auto-update and global configuration modes.
Example:
Rout er (confi g-i ps-auto-update)# exit
Rout er (config)# exit
Step 10 show ip ipsauto-update Verifies the signature update configuration.

Example:

Rout er# show i p i ps auto-update

Monitoring Cisco 10S IPS Signatures through Syslog Messages or SDEE

Cisco |OS IPS provides two methods to report 1PS intrusion aerts--Cisco 10S logging (syslog) and SDEE.
Perform this task to enable SDEE to report IPS intrusion aerts. See the “Troubleshooting and Fault
Management” feature module for more information on configuring syslog messages.

e SDEE Overview, page71
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SDEE Overview [ |

e Troubleshooting Tips, page 72

SDEE Overview

SDEE is an application-level communication protocol that is used to exchange I PS messages between I1PS
clients and IPS servers. SDEE is aways running, but it does not receive and process events from IPS unless
SDEE notification is enabled. If SDEE notification is not enabled and a client sends a request, SDEE
responds with a fault response message, indicating that notification is not enabled.

Storing SDEE Eventsin the Buffer

When SDEE notification is enabled (through the ip ips notify sdee command), 200 events can
automatically be stored in the buffer. When SDEE notification is disabled, all stored events are lost. A new
buffer is allocated when the notifications are reenabled.

When specifying the size of an events buffer, note the following functionality:

e Itiscircular. When the end of the buffer is reached, the buffer starts overwriting the earliest stored
events. (If overwritten events have not yet been reported, a buffer overflow noticeis received.)

« If anew, smaller buffer is requested, all eventsthat are stored in the previous buffer islost.
e If anew, larger buffer is requested, all existing events are saved.

To use SDEE, the HTTP server must be enabled (through the ip http server command). If the HTTP server
is not enabled, the router cannot respond to the SDEE clients because it cannot not “see” the requests.

SUMMARY STEPS
1. enable
2. configureterminal
3. ipipsnotify sdee
4. ip sdee events events
5. ip sdee subscriptions subscriptions
6. ip sdee messages messages
1. ip sdee alertsalerts
8. exit
9. show ip sdee[alerts|all | errors|events| configuration | status | subscriptions]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:
Rout er > enabl e
Step 2 configureterminal Enters global configuration mode.
Example:

Rout er# configure term nal
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. Troubleshooting Tips

Command or Action

Purpose

Step 3 ip ipsnotify sdee

Example:
Router(config)# ip ips notify sdee

Enables SDEE event notification on arouter.

Step 4 ip sdee events events

Example:
Rout er (config)# i p sdee events 500

(Optional) Sets the maximum number of SDEE events that can
be stored in the event buffer.

Maximum value: 1000 events.

Note By default, 200 events can be stored in the buffer when
SDEE is enabled. When SDEE is disabled, all stored
events are lost; a new buffer is allocated when the
notifications are reenabl ed.

Step 5 ip sdee subscriptions subscriptions

Example:
Rout er(config)# ip sdee subscriptions 1

(Optional) Sets the maximum number of SDEE subscriptions that
can be open simultaneously.

» Valid value ranges from 1to 3.

Step 6 ip sdee messages messages

Example:
Rout er(config)# ip sdee nmessages 500

(Optional) Sets the maximum number of SDEE messages that
can be stored in the buffer at onetime.

Step 7 ip sdeealertsalerts

Example:

Router(config)# ip sdee alerts 2000

(Optional) Sets the maximum number of SDEE aerts that can be
stored in the buffer at one time.

Step 8 exit

Example:

Rout er (config)# exit

Exits global configuration mode.

Step 9 show ip sdee[alerts|all |errors|events|
configuration | status | subscriptions]

Example:
Rout er# show i p sdee configuration

(Optional) Verifies SDEE configuration information and
notification functionality.

Troubleshooting Tips

To print out new SDEE alerts on the router console, issue the debug ip sdee command.
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Configuration Examples for Cisco 10S IPS 5.x Signature Format Support and Usability Enhancements .

To clear the event buffer or SDEE subscriptions from the router (which helps with error recovery), issue
the clear ip sdee command.

Configuration Examples for Cisco 10S IPS 5.x Signature
Format Support and Usability Enhancements

*  Cisco IOS IPS Configuration Example, page 73
e Configuring and Verifying SDEE on your Router Example, page 76

Cisco 10S IPS Configuration Example

The following example shows how to enable and verify Cisco |OS IPS on your router:

Rout er # nkdir

flash:/ips5

Create directory filename [ips5]?

Created dir flash:/ips5

Rout er #

Rout er #

Rout er #

Rout er# configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# ip ips nane MYIPS

Router(config)# ip ips config |ocation

flash:/ips5

Router(config)# ip ips signature-category

Rout er (confi g-i ps-category)# category all

Rout er (confi g-i ps-category-action)# retired true

Rout er (confi g-i ps-category-action)# exit

Rout er (confi g-i ps-category)# category ios_i ps advanced
Rout er (confi g-i ps-category-action)# retired fal se

Rout er (confi g-i ps-category-action)# exit

Rout er (confi g-i ps-cat egory) # exit

Do you want to accept these changes? [confirn]

Rout er (config)# d

*Nov 14 2006 17:16:42 MST: Applying Category configuration to signatures ..
Rout er (config) #

Rout er (config)# do show ip interface brief

Interface | P- Addr ess oK? Met hod St atus Pr ot ocol
G gabi t Et hernet 0/ 0 10. 0. 20. 120 YES NVRAM  up up

G gabi t Et hernet 0/ 1 10.12.100.120 YES NVRAM  admi ni stratively down down

NVI 0 unassi gned NO unset up up

Rout er (config) #

Router(config)# interface gigabits 0/0

Router(config-if)# ip ips MYIPS in

Router(config-if)#

*Nov 14 2006 17:17:07 MST: % PS-6- ENG NE_BUI LDS_STARTED: 17:17: 07 MST Nov 14 2006
*Nov 14 2006 17:17:07 MST: % PS-6- ENG NE_BUI LDING atomic-ip - 3 signatures - 1 of 13

engi nes
*Nov 14 2006 17:17:07 MST: % PS-6- ENG NE_READY: atomic-ip - build tine O ns - packets for
this engine will be scanned

*Nov 14 2006 17:17:07 MST: % PS-6- ALL_ENG NE_BUI LDS_COVPLETE: el apsed tine 0 ns
Router(config-if)#

Rout er(config-if)# ip ips MYIPS out

Router(config-if)#

Rout er (config-if)#

Rout er (config-if)#rzZ

Rout er #

*Nov 14 2006 17:17:23 MST: %SYS-5-CONFI G_|: Configured from consol e by cisco on console
Rout er# wr

Bui | di ng configuration...

[
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Rout er #
Rout er# show i p ips signature count
Ci sco SDF rel ease version S0.0
Signature Mcro-Engine: nulti-string (1NACTIVE)
Si ghature M cro-Engi ne: service-http (1 NACTI VE)
Si gnature Mcro-Engine: string-tcp (INACTI VE)
Si gnature M cro-Engine: string-udp (INACTI VE)
Si gnhature M cro-Engi ne: state (I NACTI VE)
Si gnature M cro-Engine: atomc-ip

Total Signatures: 3

Enabl ed: 0
Conpi l ed: 3

Si gnature Mcro-Engine: string-icnp (1NACTI VE)
Si gnature M cro-Engine: service-ftp (1 NACTI VE)
Si gnature M cro-Engi ne: service-rpc (I NACTI VE)
Si gnature M cro- Engi ne: service-dns (1 NACTI VE)
Si gnature M cro-Engi ne: normalizer (INACTIVE)
Si gnature M cro- Engi ne: service-snb-advanced (| NACTI VE)
Si gnature M cro-Engi ne: service-nsrpc (| NACTI VE)

Total Signatures: 3

Total Enabled Signatures: 0

Total Retired Signatures: 0

Total Conpiled Signatures: 3
Rout er #

Rout er# copy fl ash: | 0S- S258- CLI - kd. pkg i dconf

*Nov 14 2006 17
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
13 engi nes

*Nov 14 2006 17

packets for this engine wll

*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
*Nov 14 2006 17
this engine wll
*Nov 14 2006 17
engi nes

*Nov 14 2006 17

19: 47 MBT:
19: 47 MST:

% PS- 6- ENG NE_BUI LDS_STARTED: 17:19: 47 MST Nov 14 2006
% PS-6-ENG NE_BU LDING nmnulti-string - 3 signatures - 1 of 13
19: 47 MST: 9% PS- 6- ENG NE_READY: multi-string - build tine 4 nms -
wi || be scanned

19: 47 MST: 9% PS- 6- ENG NE_BUI LDI NG service-http -

packets

611 signatures - 2 of

20: 00 MST: % PS-6- ENG NE_READY: build time 12932 ns -

be scanned

service-http -

20: 00 MST: 9% PS-6- ENG NE_BUI LDI NG string-tcp - 864 signatures - 3 of 13
20: 02 MST: 9% PS- 6- ENG NE_READY: string-tcp - build time 2692 ns - packets
wi || be scanned

20: 02 MST: % PS-6- ENG NE_BUI LDI NG string-udp - 74 signatures - 4 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: string-udp - build tinme 316 nms - packets
wi |l be scanned

20: 03 MST: 9% PS-6- ENG NE_BUI LDI NG state - 28 signhatures - 5 of 13 engines
20: 03 MST: 9% PS- 6- ENG NE_READY: state - build tine 24 ns - packets for

be scanned

20: 03 MST: 9% PS-6- ENG NE_BUI LDING atomic-ip - 252 signhatures - 6 of 13
20: 03 MST: % PS- 4- META_ENG NE_UNSUPPORTED: atomic-ip 2154:0 - this

signature is a conponent of the unsupported META engi ne

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
Rout er # engi nes
*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
13 engi nes

20: 03 MST: 9% PS- 6- ENG NE_READY: atomic-ip - build tinme 232 ns - packets
wi |l be scanned

20: 03 MST: 9% PS-6- ENG NE_BUI LDI NG string-icnp - 3 signatures - 7 of 13 e
20: 03 MST: 9% PS- 6- ENG NE_READY: string-icnp - build time 12 nms - packets
wi |l be scanned

20: 03 MST: 9% PS-6- ENG NE_BUI LDI NG service-ftp - 3 signatures - 8 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: service-ftp - build time 8 nms - packets
wi Il be scanned

20: 03 MST: % PS-6- ENG NE_BUI LDI NG service-rpc - 75 signatures - 9 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: service-rpc - build time 80 nms - packets
wi |l be scanned

20: 03 MST: 9% PS- 6- ENG NE_BUI LDI NG service-dns - 38 signatures - 10 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: service-dns - build time 20 nms - packets
wi |l be scanned

20: 03 MST: 9% PS-6- ENG NE_BUI LDI NG normalizer - 9 signatures - 11 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: normalizer - build time O ns - packets
wi Il be scanned

20: 03 MST: 9% PS-6- ENG NE_BUI LDI NG service-nsrpc - 22 signatures - 12 of
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*Nov 14 2006 17:20:03 MST
be scanned
*Nov 14 2006 17:20:03 MsST

for this engine wll

Rout er #
Rout er #

% PS- 6- ENG NE_READY:

Rout er# show i p i ps signature count
Cisco SDF rel ease version S258.0

Si ghature M cro- Engi ne:

Total Signatures:
Enabl ed: 3
Retired: 3

Si gnature M cro- Engi ne:

Total Signatures:
Enabl ed: 159
Retired: 428
Conpi | ed: 183

Si ghature M cro- Engi ne:

Total Signatures:
Enabl ed: 414
Retired: 753
Conpi l ed: 111

Si ghature M cro- Engi ne:

Total Signatures:
Enabl ed: 1
Retired: 44
Conpi | ed: 30

Si gnature M cro- Engi ne:

Total Signatures:
Enabl ed: 16
Retired: 25
Conpi l ed: 3

Si ghature M cro- Engi ne:

Total Signatures:
Enabl ed: 56
Retired: 148
Conpi | ed: 103
I nactive -

Total Signatures:
Enabl ed: 0
Retired: 2
Conpi led: 1

Si ghature M cro- Engi ne:

Total Signatures:
Enabl ed: 1
Conpi l ed: 3

Si ghature M cro- Engi ne:

Tot al
Enabl ed: 44
Retired: 44
Conpi l ed: 31

Si ghature M cro- Engi ne:

Total Signatures:
Enabl ed: 30
Retired: 5
Conpi | ed: 33

Si gnature M cro- Engi ne:

Total Signatures:
Enabl ed: 8
Retired: 5
Conpi l ed: 4

Si ghature M cro- Engi ne:
Si gnature M cro- Engi ne:

Total Signatures:
Enabl ed: 22
Retired: 22

mul ti-string
3

service-http
611

string-tcp
864

string-udp
74

state
28

atomc-ip
252

invalid params: 1
Si ghature M cro- Engi ne:

string-icnp
3

service-ftp
3

servi ce-rpc

Si gnatures: 75

service-dns
38

nornal i zer
9

servi ce- snb-advanced (| NACTI VE)
servi ce-nsrpc
22
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Configuring and Verifying SDEE on your Router Example

Additional

The following example shows how to configure and verify SDEE on your router:

Router(config)# ip ips notify SDEE

Router(config)# ip sdee event 500

Router(config)# ip sdee subscriptions 1

Router(config)# ip sdee nmessages 500

Rout er(config)# ip sdee alerts 2000

router(config)# exit

*Nov 9 21:41:33.171: %YS-5-CONFI G_|: Configured from consol e by cisco on consol e
Rout er# show i p sdee all

Configured concurrent subscriptions: 1

No currently open subscriptions.

Al ert storage: 2000 alerts using 560000 bytes of nenory
Message storage: 500 nmessages using 212000 bytes of nenory
SDEE Events

Ti ne Type Description

Router#

References

Related Documents

Related Topic Document Title

Cisco |OS commands Cisco |IOSMaster Commands List, All Releases

Security commands « Cisco 10S Security Command Reference:

Commands A to C

e Cisco 10S Security Command Reference:
Commands D to L

» Cisco |OS Security Command Reference:
Commands M to R

e Cisco |0S Security Command Reference:

Commands Sto Z
Technical Assistance
Description Link
The Cisco Support and Documentation website http://www.cisco.com/cisco/web/support/
provides online resources to download index.html

documentation, software, and tools. Use these
resourcesto install and configure the software and
to troubleshoot and resolve technical issues with
Cisco products and technologies. Access to most
tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and
password.
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Feature Information for Cisco 10S IPS 5.x Signature Format

Support and Usability Enhancements

The following table provides rel ease information about the feature or features described in this module.
Thistable lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that

feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 6 Feature Information for Cisco 10S 5.x Signature Format Support and Usability Enhancements

Feature Name

Releases

Feature Information

Cisco IOS IPS 5.x Signature
Format and Usability
Enhancements

12.4(11)T

This feature introduces support
for Cisco IOS Intrusion
Prevention System (IPS) version
5.0, which is a version-based
signature definition XML format.
Cisco I0S IPS 4.x format
signatures are replaced by the 5.x
format signatures that are used by
all other Cisco IPS devices.

The following commands were
introduced or modified by this
feature: alert-severity, category,
copy idconf enabled (1PS),
engine (1PS), event-action,
fidelity-rating, ip ips auto-
update, ip ips config location, ip
ips event-action-rules, ip ips
signature-category, ip ips
signatur e-definition, occur-at
(ips-auto-update), retired (IPS),
show ip ips auto-update,
signature, status, target-value
url (ips-auto-update), username
(ips-autoupdate).

Direct Download from CCO
capability in IOS IPS

15.1)T

The following commands were
introduced or modified by this
feature: cisco, ida-client server
url, ip ips auto-update, ip
signatur e update cisco, occur -
at.
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Feature Name

Releases

Feature Information

Capability to save local delta
changes on 1OS routers

15.1(2)T

This feature was introduced to
generate alocal cli-deltaxmz file
on the router containing the
signature tuning settings
configured through the CL1. This
local file takes precedence when a
globally administered delta
signature update, contained in the
IPSiosips-sig-deltaxmzfile, is
sent from a central repository and
applied to the configuration of the
local router.

The following commands were
introduced or modified: ip ips
enable-clidelta, show ip ipssig-
clidelta.

Cisco 10S IPS with Lightweight
Signatures

15.2(1)T and 15.2(2)T

This feature was deprecated in
Cisco IOS Release 15.2(1) T and
15.2(2)T.

The following commands were
deprecated: ip ipsinherit-
obsolete tunings, ip ips memory
regex chaining, ip ips memory
threshold.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliatesin the U.S.
and other countries. To view alist of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbersin illustrative content is unintentional and coincidental.
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Cisco 10S IPS Support for Microsoft Engines

The Cisco |OS IPS Support for Microsoft Engines feature extends Cisco |OS Intrusion Prevention
Systems (IPS) to support Microsoft RPC (Remote Procedure Call) and Microsoft SMB (Server Message
Block) protocols. |PS signatures can now scan for, detect, and take proper action against vulnerabilitiesin
MSRPC and SMB protocols.

*  Finding Feature Information, page 79

e Information About Cisco 10S IPS Support for Microsoft Engines, page 79

» How toUseCisco IOSIPS, page 80

e Configuration Examplesfor Cisco IOS IPS, page 80

* Additional References, page 81

*  Feature Information for Cisco 10S IPS Support for Microsoft Engines, page 82

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest caveats
and feature information, see Bug Search Tool and the release notes for your platform and software release.
To find information about the features documented in this module, and to see alist of the releasesin which
each feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Information About Cisco 10S IPS Support for Microsoft

Engines

» CiscolOSIPS Overview, page 79

Cisco 10S IPS Overview

The Cisco IOS IPS acts as an in-line intrusion prevention sensor, watching packets and sessions as they
flow through the router and scanning each packet to match any of the Cisco 10S IPS signatures. When it
detects suspicious activity, it responds before network security can be compromised and logs the event
through Cisco 10S syslog messages or Security Device Event Exchange (SDEE). The network
administrator can configure Cisco |0S I PS to choose the appropriate response to various threats. The
Signature Event Action Processor (SEAP) can dynamically control actions that are to be taken by a
signature event on the basis of parameters such as fidelity, severity, or target value rating. These parameters
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show ip ips signature Output to Verify MS Engines Example

How to Use Cisco 10S IPS

have default values but can aso be configured via CL1. When packets in a session match a signature, Cisco
IOS IPS can take any of the following actions, as appropriate:

e Send an alarm to asyslog server or a centralized management interface

e Drop the packet

¢ Reset the connection

« Deny traffic from the source | P address of the attacker for a specified amount of time

« Deny traffic on the connection for which the signature was seen for a specified amount of time

Cisco developed its Cisco 10S software-based intrusion-prevention capabilities and Cisco |OS Firewall
with flexibility in mind, so that individual signatures could be disabled in case of false positives. Generally,
it is preferable to enable both the firewall and Cisco 10S IPS to support network security policies.
However, each of these features may be enabled independently and on different router interfaces.

How to Use Cisco I10S IPS

The addition of the MSRPC and M SB protocol support does not change the way in which Cisco IOSIPSis
defined and enabled in your network. For information on how to enable IPS on your network via
command-line interface (CLI), see the section “How to Use Cisco |OS 5.x Format Signatures with Cisco
IOS IPS” within the document Cisco IOSIPS5.x Signature Format Support and Usability Enhancement.

Configuration Examples for Cisco 10S IPS

» show ip ipssignature Output to Verify MS Engines Example, page 80

show ip ips signature Output to Verify MS Engines Example

The following sample output from the show ip ips signhature command displays output for the service-
msrpc and service-smb-advanced signatures:

Si gnature M cro-Engi ne: service-nsrpc: Total Signatures 21
servi ce-nsrpc enabl ed signatures: 21

servi ce-msrpc conpil ed signatures: 21

SiglD: Subl D En Cnp Action Sev Trait EC Al GST SI SM SW SFR Rel

3330:0 YYAHGH0100O0 FAN 100 S148
3332:0 YYAHGH 035000 FAN 100 S148
3337:0 Y YAHGHI08 200 FAN 100 S85
3331:2 YYAHGH10100O0 FANO9O S215
3327:12 YYAHGI0100O0 FAN B85 S214
3328:3 YYAMEDO 1000 FAN 85 S170
3328:1 YYAMDO 100 0 FAN 85 S148
3327:8 Y YA INFOO 1 00 0O FA N 85 S214
3334:6 Y YAHGI0100O0 FANB80 S215
3327:0 YYAHGH10100O0 FAN B8O S165
6232:0 YYAHGH101000FANT75 S209
3327:4 Y YAHGI0100O0FANT75 S188
3334:5 YYAHGH102 200 FANTY75 S179
3338:2 YYAHGH0 40 300 FANT75 S175
3338:3 YYAHGI0100O0FANT75 S175
6130:0 Y YAHGH0 1000 FAN 75 S167
6130:6 Y YA INFOO 1 0 0 0 FAN 75 S192
5567:1 Y YAINFOO 1 0 0 0 FA N 55 S187
5567:2 Y YA INFOO 1 0 0 0 FA N 55 S187
5567:3 Y YA INFOO 1 0 0 0 FA N 55 S187
5567:4 Y YA INFOO 1 0 0 0 FA N 55 S187
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Additional

Si ghature M cro- Engi ne:
servi ce- snb- advanced enabl ed si gnat ures:

servi ce- snb-advanced conpil ed si gnatures:
Si gl D: Subl D En Cnp Action Sev Trait EC Al

5593:0 Y YAHGH 01000 FAN 100 S262
550220 Y YAHGH0100O0FANI100 S262
5582: 0 YYAHGH0100O0FAN 100 S262
5599:0 Y YAHGH 01000 FAN 100 S262
5595:0 YYAMEDO 1 00O FAN 100 S262
5579:0 Y YAINFOO 1 000 FA N 100 s264
5581:0 Y YAINFOO 1 0 0 0 FA N 100 S264
5580:0 YYAINFOO 1 000 FA N 100 S264
5584:0 YYAINFOO 1 00O FAN 100 S262
5576:0 Y YA INFOO 1 0 0 0 FA N 100 S262
5577:0 Y YA INFOO 1 00 0 FA N 100 S262
5583:0 YYAINFOO 1 00O FA N 100 s262
5591:0 Y YA INFOO 1 0 0 0 FA N 100 S262
5590:0 YYAINFOO 1 00 0 FA N 100 S262
5598: 0 Y YAHGH0100O0FANB85 S264
5588:0 Y YAHGH0100O0FANB85 S262
5586:0 YYAHGH0100O0FANS85 S262
5585:0 Y YAMEDO 10O0OFANS85 S264

5579:1 YYAMEDO 1 0 00 FA N 85 S264

5602:0 YYAMEDO 1 00O FA N 85 S262

5589:0 YYALONO 1 000 FAN 85 S262

5578:0 Y YA INFOO 1 0 0 0 FA N 85 S264
5605:0 Y YA INFOO 1 0 00 FA N 85 S262
56000 Y YAHGH0100O0FANTY5 S262
55970 Y YAHGH050 000 FAN75 S262
5594:0 YYAHGHO0100O0FANT75 S262
5587:0 Y YAHGH0100O0FANTY75 S262
5603:0 Y YAMEDO 1 00O FANT75 S262

5591: 1 YYAINFOO 1 000 FA N 75 S262
5575:0 Y YA INFOO 1 000 FA N 75 S262
5590:1 YYAINFOO 1 0 00 FA N 75 S262
References
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MIBs
MIB MIBs Link
None To locate and download MIBs for selected

platforms, Cisco 10S releases, and feature sets, use
Cisco MIB Locator found at the following URL.:

http://www.cisco.com/go/mibs

Technical Assistance

Description

Link

The Cisco Support and Documentation website
provides online resources to download
documentation, software, and tools. Use these
resourcesto install and configure the software and
to troubleshoot and resolve technical issues with
Cisco products and technologies. Access to most
tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and
password.

http://www.cisco.com/cisco/web/support/
index.html

Feature Information for Cisco 10S IPS Support for Microsoft

Engines

The following table provides rel ease information about the feature or features described in this module.
Thistable lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that

feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 7 Feature Information for Cisco 10S IPS Support for Microsoft Engines

Feature Name Releases

Feature Information

Cisco 10S IPS Support for 12.4(15)T
Microsoft Engines

The Cisco |OS I PS Support for
Microsoft Engines feature
extends Cisco | PS to support
MSRPC and SMB protocols.

The following commands were
introduced or modified: debug ip

ips
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VRF Aware Cisco I10S IPS

Virtual Route Forwarding or Virtual Private Network (VPN) Route Forwarding (VRF), is amechanism
that allows multiple instances of arouting tableto exist on arouter and work simultaneously. This
mechanism allows for network paths to be segregated without using multiple devices, thereby increasing
network security and eliminating the need for encryption and authentication. VRFs are generally used to
create separate VPNs. Allowing Intrusion Prevention System (IPS) to be configured on a per-VRF basis
means global parameters will be shared by multiple VPNs, providing VRF related information on the
Security Device Event Exchange (SDEE) and syslog alerts.

» Finding Feature Information, page 85

»  Prerequisitesfor VRF Aware Cisco |OS IPS, page 85

» Restrictionsfor VRF Aware Cisco IOS IPS, page 86

e Information About VRF Aware Cisco IOS IPS, page 86

* How to VRF Aware Cisco IOS IPS, page 88

»  Configuration Examplesfor VRF Aware Cisco IOS IPS, page 90

»  Examples VRF Aware Cisco |0S IPS Output and Error Message, page 97
* Additional References, page 99

»  Feature Information for VRF Aware Cisco IOS IPS, page 100

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest caveats
and feature information, see Bug Search Tool and the release notes for your platform and software release.
To find information about the features documented in this module, and to see alist of the releasesin which
each feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Prerequisites for VRF Aware Cisco 10S IPS

» Understand Cisco IOS IPS.

e Configure VRFs.

¢ Verify that the VRFs are operational.

e Veify IPSis supported.

» Capability to send SDEE alarms and syslog with VRF information.

Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T .


http://www.cisco.com/cisco/psn/bssprt/bss
http://www.cisco.com/go/cfn

Cisco 10S IPS

Restrictions for VRF Aware Cisco 10S IPS

« If two VPN networks have overlapping addresses, VRF-aware network address trandation (NAT) is
required for them to support VRF Aware Cisco |OS IPS.

¢ Every VRF instance requires anew IPSrule.

Restrictions for VRF Aware Cisco 10S IPS

¢ VRF Aware Cisco IOS IPS s not supported on Multiprotocol Label Switching (MPLS) interfaces.

Information About VRF Aware Cisco 10S IPS

* CiscolOSIPS, page 86

* VRF, page 86

 VRFLite, page87

* Applying IPS Directly to a VRF, page 88

Cisco 10S IPS

VRF

. Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T

The Cisco |OS IPS acts as an in-line intrusion detection sensor, watching packets and ons as they flow
through the router and scanning each packet to match any of the Cisco |OS IPS signatures. When Cisco
|OS I PS detects suspicious activity, it responds before network security can be compromised and logs the
event through Cisco |0S syslog messages or SDEE. The network administrator can configure Cisco 10S

I PS to choose the appropriate response to various threats. When packetsin a on match a signature,
Cisco I0S IPS can take any of the following actions, as appropriate:

¢ Send an alarm to a syslog server or a centralized management interface

e Drop the packet

* Reset the connection

« Deny traffic from the source | P address of the attacker for a specified amount of time

« Deny traffic on the connection for which the signature was seen for a specified amount of time

Cisco 10S software-based intrusion-prevention capabilities and Cisco |0S firewall are developed with
flexibility in mind, so that individual signatures could be disabled in case of false positives. Generally, it is
preferable to enable both the firewall and Cisco 10S IPS to support network security policies. However,
each of these features may be enabled independently and on different router interfaces.

Each VPN hasits own routing and forwarding table in the router, so any customer or site that belongsto a
VPN is provided access only to the set of routes contained within that table. Any Provider Edge (PE) router
inthe MPLS VPN network therefore contains a number of per-VPN routing tables and a global routing
table that is used to reach other routersin the service provider network. Effectively, virtual routers are
created in asingle physical router.

VRF isaCisco 10S route table instance for connecting a set of sitesto a VPN service. A VRF contains a
template of a VPN Routing/Forwarding table in a PE router.




|  VRFLite

VRF Lite

Note

Information About VRF Aware Cisco 10S IPS .

The overlapping addresses, usually resulting from the use of private IP addresses in customer networks, are
one of the magjor obstacles to successful deployment of peer-to-peer VPN implementation. The MPLS VPN
technology provides a solution to this dilemma.

VRF-lite is afeature that enables a service provider to support two or more VPNs, where |P addresses can
be overlapped among the VPNs. VRF Lite uses input interfaces to distinguish routes for different VPNs
and forms virtual packet-forwarding tables by associating one or more Layer 3 interfaces with each VRF.
Interfacesin aVRF can be physical, such as Ethernet ports, or logical, such as VLAN switched virtual
interfaces (SV1s). However, aLayer 3 interface cannot belong to more than one VRF at atime.

VREF Liteinterfaces must be Layer 3 interfaces.

V RF-lite includes these devices:

¢ Customer edge (CE) devices provide customer access to the service provider network over a data link
to one or more PE routers. The CE device advertises the site’ slocal routes to the PE router and learns
the remote VPN routes from it. A Catalyst 4500 switch can be a CE device.

¢ PE routers exchange routing information with CE devices by using static routing or a routing protocol
such as BGP, RIPv1, or RIPv2.

« Provider routers (or core routers) are any routers in the service provider network that do not attach to
CE devices.

« ThePEisonly required to maintain VPN routes for those VPNsto which it is directly attached,
eliminating the need for the PE to maintain all of the service provider VPN routes. Each PE router
maintains a VVRF for each of its directly connected sites. Multiple interfaces on a PE router can be
associated with asingle VRF if all of these sites participate in the same VPN. Each VPN is mapped to
aspecified VRF. After learning local VPN routes from CEs, a PE router exchanges VPN routing
information with other PE routers by using Internal BGP (IBPG).

With VRF Lite, multiple customers can share one CE, and only one physical link is used between the CE
and the PE. The shared CE maintains separate VRF tables for each customer and switches or routes packets
for each customer based on its own routing table. VRF Lite extends limited PE functionality to a CE
device, giving the CE device the ability to maintain separate VRF tables to extend the privacy and security
of aVPN to the branch office.

If VRF is configured on an interface and then IPS is attached, an IPS control block is created as shown in
the figure below, with an appropriate name for the VRF instead of the existing default value.VRF support
for IPS allows customization of IPS parameters, settings and statistics per VRF interface and customization
of IPS signature sets for each VRF user. The IPS VRF code takes care of the VRF support including
overlapping addresses.

Figure 1 IPS in a VRF-to-VRF Scenario
O i W e
7 LIPS (in) IPS (out) 1~ 1
\ WPNA _}7 e, VPNZ2 ).
s - S
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. How to VRF Aware Cisco 10S IPS

Applying IPS Directly to a VRF

Virtual Route Forwarding (VRF) is a mechanism that allows multiple instances of arouting table to exist
on arouter and work simultaneously. This mechanism allows for network paths to be segregated without
using multiple devices which increases network security and eliminates the need for encryption and
authentication. VRFs are generally used to create separate Virtual Private Networks (VPNS). If VRF is
configured on an interface and IPS is attached, an IPS control block is created with the appropriate name
for the VRF instead of the existing default value. VRF support for |PS allows customization of IPS
parameters, settings and statistics per VRF interface and customization of |PS signature sets for each VRF
user. All interfaces share the same global parameters for IPS, but alarms and event log information on the
SDEE and sydlog alerts carry respective VRF information.

How to VRF Aware Cisco I10S IPS

e Configuring aVRF and Applying IPS Directly to the VRF, page 88

Configuring a VRF and Applying IPS Directly to the VRF

The following steps are used to configure VRF routing and forwarding tables, configuring VRF on an
interface and attach IPS to this interface:

MY

Note If aglobal VRF isremoved, the IPS configuration on the interfaces belonging to that VRF is cleaned and
removed, including any sessions and statistics created on the VRF. The user must reconfigure 1PS on the
affected interfacesif they are to be used again.

SUMMARY STEPS

enable

configureterminal

ip vrf vrfname

rd route-distinguisher

route-target export target VPN extended community
route-target import target VPN extended community
exit

interface FastEthernet port

ip vrf forwarding vrfname

10.ip addressrange

M.ip ipsips-namein

12. exit

13.end

© 0 NSO a R wWwN =
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

How to VRF Aware Cisco 10S IPS .

Command or Action

Purpose

enable

Example:

Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

configureterminal

Example:

Rout er# configure termn nal

Enters global configuration mode.

ip vrf vrfname

Example:

Router# ip vrf VRF600

Configures aVRF table and enters VRF configuration
mode.

rd route-distinguisher

Example:

Router# rd 100: 600

Creates routing and forwarding tables for the VRF instance.

Note There are two formats for configuring the route
distinguisher argument. It can be configured in the
as-number:network number (ASN:nn) format, as
shown in the example, or it can be configured in the
I P address:network number format (1P-address:nn).

route-tar get export target VPN extended community

Example:

Rout er (config-vrf)# route-target export 100: 600

Creates lists of export route-target extended communities
for the specified VRF.

route-target import target VPN extended community

Example:

Rout er (config-vrf)#route-target inport 100: 600

Creates lists of import route-target extended communities
for the specified VRF.

exit

Example:

Rout er (config-vrf)# exit

Exits VRF configuration mode.
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Command or Action

Purpose

interface FastEthernet port

Example:

Rout er (config)# interface FastEthernet0/1. 600

Enters subinterface configuration mode and specifies a
subinterface that is associated with aVRF.

ip vrf forwarding vrfname

Example:

Rout er (config-subif)# ip vrf forwardi ng VRF600

Configures the forwarding details for the respective
interfaces.

ip addressrange

Example:

Rout er (config-subif)# ip address 192.168. 25.3
255. 255. 255. 0

Sets aprimary or secondary |P address for an interface.

ipipsips-namein

Example:

Rout er (config-subif)# ip ips ips_policy600 in

Appliesan IPSrule at an interface and automatically loads
the signatures and builds the signature engines.

exit

Example:

Rout er (config-subif)# exit

Example:

Rout er (config-if)# end

Exits subinterface mode, and enters interface configuration
mode.

end

Example:

Rout er (config-if)# end

Exits interface configuration mode.

Configuration Examples for VRF Aware Cisco 10S IPS
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Configuration Examples for VRF Aware Cisco 10S IPS

» Example Cisco |OS IPS Configuration, page 91

» Example VRF Aware Cisco |0S IPS Configuration Without Subinterfaces, page 93
» Example VRF Aware Cisco 10S IPS Configuration with Subinterfaces, page 94

e Example Multi VRF with IPS and Zone Based Policy (ZBP) Firewall, page 95

Example Cisco 10S IPS Configuration

The following example shows how to enable and verify Cisco 10S IPS on your router:

Rout er # nkdir

flash:/ips5

Create directory filenane [ips5]?

Created dir flash:/ips5

Rout er #

Rout er #

Rout er #

Rout er# configure term nal

Enter configurati on comrands, one per line. End with CNTL/Z.
Rout er(config)# ip ips name MylPS

Router(config)# ip ips config |location

flash:/ips5

Rout er (config)# ip ips signature-category

Rout er (confi g-i ps-category)# category all

Rout er (confi g-i ps-category-action)# retired true

Rout er (confi g-i ps-cat egory-action)# exit

Rout er (confi g-i ps-category)# category ios_ips advanced
Rout er (confi g-i ps-category-action)# retired fal se

Rout er (confi g-i ps-cat egory-action)# exit

Rout er (confi g-i ps-category)# exit

Do you want to accept these changes? [confirmn

Router(config)# d

*Nov 14 2006 17:16:42 MST: Applying Category configuration to signatures ..
Rout er (confi g) #

Rout er (config)# do showip interface brief

Interface | P- Addr ess oK? Met hod St atus Pr ot ocol
G gabi t Et hernet 0/ 0 10. 0. 20. 120 YES NVRAM  up up

G gabi tEthernet0/1 10.12.100. 120 YES NVRAM  admi nistratively down down

NVI 0 unassi gned NO unset up up

Rout er (confi g) #

Router(config)# interface gigabits 0/0

Router(config-if)# ip ips MVIPS in

Rout er (config-if)#

*Nov 14 2006 17:17:07 MST: % PS-6- ENG NE_BUI LDS_STARTED: 17:17: 07 MST Nov 14 2006
*Nov 14 2006 17:17:07 MST: % PS-6- ENG NE_BUI LDING atomic-ip - 3 signatures - 1 of 13
engi nes

*Nov 14 2006 17:17:07 MST: % PS- 6- ENG NE_READY: atomic-ip - build tine O ns - packets for

this engine will be scanned
*Nov 14 2006 17:17:07 MST: % PS-6- ALL_ENG NE_BUI LDS_COVPLETE: el apsed tinme 0 ns
Router(config-if)#
Router(config-if)# ip ips MYIPS out
Rout er (config-if)#
Router(config-if)#
Rout er (config-if)# "z
Rout er #
*Nov 14 2006 17:17:23 MST: %BYS-5-CONFI G_I: Configured fromconsole by cisco on console
Rout er # wr
Bui I di ng configuration...
[XK]
Rout er #
Rout er# show i p ips signature count
Cisco SDF rel ease version S0.0
Signature Mcro-Engine: nulti-string (1NACTIVE)
Signature M cro-Engine: service-http (| NACTI VE)
Si gnature Mcro-Engine: string-tcp (INACTI VE)
Si gnature M cro-Engine: string-udp (INACTI VE)
Signature M cro-Engine: state (| NACTIVE)
Si gnature Mcro-Engine: atomc-ip
Total Signatures: 3
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Enabl ed:
Conpi | ed:
Si gnature
Si ghat ure
Si ghat ure
Si gnature
Si ghat ure
Si ghat ure
Si gnature
Tot al
Tot al
Tot al
Tot al
Rout er #

Enabl

Conpi

M cro-
M cro-
M cro-
M cro-
M cro-
M cro-
M cro-
Si gnhat ur es:

Retired Signatures:

Configuration Examples for VRF Aware Cisco 10S IPS

0
3

Engi
Engi
Engi
Engi
Engi
Engi
Engi

ne:
ne:
ne:
ne:
ne:
ne:
ne:

string-icnp (I NACTI VE)
service-ftp (I NACTI VE)
servi ce-rpc (| NACTI VE)
servi ce-dns (| NACTI VE)
normal i zer (1 NACTI VE)
servi ce- snb-advanced (| NACTI VE)
servi ce-nsrpc (I NACTI VE)
3
ed Signatures: 0
0

| ed Signatures: 3

Rout er# copy fl ash: | 0S- S258- CLI - kd. pkg i dconf

*Nov 14 2006 17
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
13 engi nes

*Nov 14 2006 17

packets for this engine will

*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
*Nov 14 2006 17
this engine wll
*Nov 14 2006 17
engi nes

*Nov 14 2006 17

19: 47 MST:
19: 47 MST:

% PS- 6- ENG NE_BUI LDS_STARTED: 17:19: 47 MST Nov 14 2006
% PS-6- ENG NE_BUI LDING nmnulti-string - 3 signatures - 1 of 13
19: 47 MST: 9% PS- 6- ENG NE_READY: multi-string - build tine 4 ns -
wi || be scanned

19:47 MST: 9% PS-6- ENG NE_BUI LDI NG service-http -

packet s

611 signatures - 2 of

20: 00 MST: 9% PS- 6- ENG NE_READY:
be scanned

% PS- 6- ENG NE_BUI LDI NG string-tcp - 864 signatures - 3 of 13

service-http - build tinme 12932 ns -

20: 00 MST:

20: 02 MST: 9% PS- 6- ENG NE_READY: string-tcp - build time 2692 ns - packets
wi |l be scanned

20: 02 MST: 9% PS-6- ENG NE_BUI LDI NG string-udp - 74 signatures - 4 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: string-udp - build time 316 nms - packets
wi Il be scanned

20: 03 MST: % PS-6-ENG NE_BUI LDI NG state - 28 signatures - 5 of 13 engines
20: 03 MST: 9% PS- 6- ENG NE_READY: state - build tine 24 nms - packets for

be scanned

20: 03 MST: % PS-6- ENG NE_BUI LDI NG atomc-ip - 252 signatures - 6 of 13
20: 03 MST: % PS- 4- META_ENG NE_UNSUPPORTED: atomic-ip 2154:0 - this

signature is a conponent of the unsupported META engi ne

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
Rout er # engi nes
*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
13 engi nes

*Nov 14 2006 17
for this engine
*Nov 14 2006 17
Rout er #

Rout er #

Rout er# show i p

20: 03 MST: 9% PS- 6- ENG NE_READY: atomic-ip - build time 232 nms - packets
wi || be scanned

20: 03 MST: % PS-6-ENG NE_BUI LDI NG string-icnp - 3 signatures - 7 of 13 e
20: 03 MST: 9% PS- 6- ENG NE_READY: string-icnp - build time 12 nms - packets
wi |l be scanned

20: 03 MST: 9% PS- 6- ENG NE_BUI LDI NG service-ftp - 3 signatures - 8 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: service-ftp - build time 8 ns - packets
wi || be scanned

20: 03 MST: 9% PS-6- ENG NE_BUI LDI NG service-rpc - 75 signatures - 9 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: service-rpc - build time 80 nms - packets
wi || be scanned

20: 03 MST: % PS-6- ENG NE_BUI LDI NG service-dns - 38 signatures - 10 of 13
20: 03 MST: 9% PS- 6- ENG NE_READY: service-dns - build time 20 nms - packets
wi |l be scanned

20: 03 MST: 9% PS- 6- ENG NE_BUI LDI NG normalizer - 9 signatures - 11 of 13
20: 03 MST: % PS- 6- ENG NE_READY: normalizer - build time O ns - packets

wi || be scanned

20: 03 MST: 9% PS- 6- ENG NE_BUI LDI NG service-nsrpc - 22 signatures - 12 of
20: 03 MST: 9% PS- 6- ENG NE_READY: service-nmsrpc - build tine 8 ns - packets
wi || be scanned

20: 03 MST: % PS-6- ALL_ENG NE_BUI LDS_COVPLETE: el apsed tinme 16344 mns

i ps signature count

Cisco SDF rel ease version S258.0

Si ghature Mcro-
Si gnat ures

Tot al
Enabl ed:

Engi ne: multi-string
3

3
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Retired: 3
Si gnature M cro-Engine: service-http
Total Signatures: 611
Enabl ed: 159
Retired: 428
Conpi | ed: 183
Si ghature M cro-Engine: string-tcp
Total Signatures: 864
Enabl ed: 414
Retired: 753
Conpi | ed: 111
Si gnature M cro-Engine: string-udp
Total Signatures: 74

Enabl ed: 1
Retired: 44
Conpi | ed: 30

Si ghature M cro-Engine: state
Total Signatures: 28

Enabl ed: 16
Retired: 25
Conpi l ed: 3

Si gnature M cro-Engine: atomc-ip
Total Signatures: 252
Enabl ed: 56
Retired: 148
Conpi | ed: 103
Inactive - invalid params: 1
Si gnature M cro-Engine: string-icnp
Total Signatures: 3

Enabl ed: O
Retired: 2
Conpiled: 1

Si gnature M cro-Engi ne: service-ftp
Total Signatures: 3
Enabl ed: 1
Conpi l ed: 3
Si gnature M cro- Engi ne: service-rpc
Total Signatures: 75

Enabl ed: 44
Retired: 44
Conpi | ed: 31

Si gnature M cro- Engi ne: service-dns
Total Signatures: 38

Enabl ed: 30
Retired: 5
Conpi | ed: 33

Si gnature M cro-Engi ne: normalizer
Total Signatures: 9

Enabl ed: 8
Retired: 5
Conpi l ed: 4

Si gnature M cro- Engi ne: service-snb-advanced (| NACTI VE)
Si ghature M cro- Engi ne: service-nsrpc
Total Signatures: 22
Enabl ed: 22
Retired: 22

Example VRF Aware Cisco 10S IPS Configuration Without Subinterfaces

The following example shows a physical interface supporting a VRF forwarding table with 1PS enabled on
VRF600:

Rout er(config)# ip vrf
VRF600
Rout er (config-vrf)# rd
100: 600
Rout er (config-vrf)# route-target export
100: 600
Rout er (config-vrf)# route-target inport
100: 600
Rout er (config-vrf)# exit
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Router (config)# interface FastEthernet
0/1
Rout er (config-subif)# ip vrf forwarding
VRF600
Rout er (config-subif)# ip address
192.168.00. 3 192. 168. 255. 225
Rout er (config-subif)# ip ips
i ps_pol i cy600 in

router(config-subif)# exit

router(config-if)# end

Example VRF Aware Cisco 10S IPS Configuration with Subinterfaces

The following example shows two physical interfaces supporting two VRF forwarding tables, VRF600 and
VRF601, with |PS enabled on only VRF600:

config term nal
Router1(config)# ip vrf
VRF600
Router1(config-vrf)# rd
100: 600
Router 1(config-vrf)# route-target export
100: 600
Rout er 1(config-vrf)# route-target inport
100: 600
Rout er1(config-vrf)# exit
Router1(config)# ip vrf
VRF601
Router1(config-vrf)# rd
100: 601
Router 1(config-vrf)# route-target export
100: 601
Rout er 1(config-vrf)# route-target inport
100: 601
Rout er1(config-vrf)# exit
Rout er 1(confi g)# interface FastEt her net

0/ 0. 600

Rout er 1(confi g-subi f)# encapsul ati on dot 1Q
600

Router1(config-subif)# ip vrf forwarding
VRF600

Rout er 1(confi g-subi f)# i p address
192.168.00. 0 192. 168. 255.0

Rout er 1(confi g-subi f)# exit

Rout er 1(confi g)# interface FastEt her net

0/0. 601

Rout er 1(confi g-subi f)# encapsul ati on dot 1Q

601

Router1(config-subif)# ip vrf forwarding
VRF601

Rrout er1(config-subif)# ip address
192.168.00. 0 192. 168. 255.0
Rout er 1(confi g-subi f)# end

config term nal

Router2(config)# ip ips nane
i ps_pol i cy600

Router2(config)# ip vrf

VRF600

Rout er2(config-vrf)# rd

100: 600

Rout er 2(confi g-vrf)# route-target export
100: 600

Rout er 2(config-vrf)# route-target inport
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100: 600
Rout er2(config-vrf)# exit

Router2(config)# ip vrf

VRF601

Rout er2(config-vrf)# rd
100: 601

Rout er2(config-vrf)# route-target export
100: 601

Rout er2(config-vrf)# route-target inport
100: 601

Rout er2(config-vrf)# exit

Rout er2(config)# interface FastEthernet

0/ 1. 600

Rout er 2(confi g-subi f)# encapsul ati on dot 1Q
600

Rout er2(config-subif)# ip vrf forwarding
VRF600

Rout er 2(confi g-subif)# ip address
192.168.00. 0 192. 168. 255.0

Rout er2(config-subif)# ip ips

i ps_pol i cy600 in

Rout er 2(confi g-subi f)# exit

Rout er2(config)# interface FastEthernet

0/1.601

Rout er 2(confi g- subi f)# encapsul ati on dot 1Q
601

Rout er2(config-subif)# ip vrf forwarding
VRF601

Rout er 2(confi g-subif)# ip address
192.168.00. 0 192. 168. 255.0
Rout er 2( confi g-subi f)# end

Example Multi VRF with IPS and Zone Based Policy (ZBP) Firewall

The following example shows Multiple VRFs configured with IPS and ZBP firewalls:
ip cef
|

ip vrf VRF_600

rd 100: 110

route-target export 100: 1000
route-target inport 100: 1000
|

ip vrf VRF_601

rd 100: 120

route-target export 100: 2000
route-target inport 100: 2000

|

ipips config location flash:ips5/ retries 1
ip ips name | PS_POLI CY_201

ip ips name | PS_POLI CY_VRF_600

ipips nanme | PS_POLI CY_VRF_601

|
Ip

i ps signature-category
category all
retired true

|

crypto key pubkey-chain rsa

named- key real mcisco. pub signature
key-string
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 06FBAL3F 6F12CB5B 4E441F16
17E630D5 CO2AC252 912BE27F 37FDD9C8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADCL 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7A5EDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6DICC8E3 FOB08B85
50437722 FFBE85B9 5E4189FF CC189CB9 69CA6F9C AB4DFBAS 7AOAF99E AD768C36
006CF498 079F88F8 A3B3FBlF 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
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2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3

F3020301 0001

quit
!
cl ass-map type inspect match-any L4-cnt

mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp
!
policy-map type inspect inside201-outside-pnt
class type inspect L4-cnt

i nspect
!
policy-map type inspect inside600-outside-pnt
class type inspect L4-cnt

i nspect
!
policy-map type inspect inside602-outside-pnt
class type inspect L4-cnt

i nspect
!
zone security inside201
zone security inside600
zone security inside60l

zone security outside
|

ione-pair security inside201-outside source inside201 destinati on outside

servi ce-policy type inspect inside201-outside-pnt
|

ione-pair security inside600-outside source insi de600 destination outside

servi ce-policy type inspect inside600-outside-pnt
|

ione-pair security inside601-outside source inside602 destination outside

servi ce-policy type inspect inside602-outside-pnt
!

nt erface LoopbackO
i p address 10.10.10.4 10. 255. 255. 255
ip router isis

nterface G gabitEthernet0/0
no i p address

dupl ex auto

speed auto

medi a-type rj45

no keepalive

nterface G gabitEthernet0/0.201
encapsul ati on dot 1Q 201

ip address 192.168.00.0 192. 168. 255.0
zone- menber security inside201

ipips nyips201 in

ip ips nyips201 out

nterface G gabitEt hernet0/0. 600
encapsul ati on dot 1Q 600

ip vrf forwarding VRF_600

ip address 10.0.0.0 10. 255. 255. 255
zone- menber security insi de600
ipips |PS_POLICY_VRF_600 in
ipips | PS_POLI CY_VRF_600 out

nterface G gabitEthernet0/0.601
encapsul ati on dot 1Q 601

ip vrf forwarding | PS_POLI CY_VRF_601
i p address 10.0.0.0 10. 255. 255. 255
zone- nenber security insi de602
ipips | PS_POLI CY_VRF_601 in

ipips IPS_POLI CY_VRF 601 out

nterface FastEthernet2/0
ip address 10.1.1.14 10. 255. 255. 255
ip router isis
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dupl ex auto
speed auto

mpls ip
!

router isis
net 10.225.225. 225
is-type level-1

|

router bgp 100

no synchroni zati on

bgp | og- nei ghbor - changes

nei ghbor 10.10.10.6 renote-as 100
nei ghbor 10. 10. 10. 6 updat e- source LoopbackO
no aut o- summary

|

address-fam |y vpnv4

nei ghbor 10.10.10.6 activate

nei ghbor 10. 10. 10. 6 send-conmmunity both
exit-address-famly

|

address-fanmly ipvd vrf VRF_600
redi stribute connected

no synchroni zation
exit-address-famly

|

address-famly ipvd vrf VRF_601
redi stribute connected

no synchroni zati on
exit-address-famly

Examples VRF Aware Cisco 10S IPS Qutput and Error

Message
Y

Note All VRFswill share the same global |PS configurations, therefore, some show commands which show the
information of the global items are shown for every VRF irrespective of whether the event happened on
that particular VRF.

» Examples VRF Aware Cisco |0S IPS Output, page 97
»  Examples ErrM SG with VRF Name Output, page 98

*  Examples SDEE Messages with VRF Name, page 98
»  Examples SDEE show Commands, page 99

Examples VRF Aware Cisco 10S IPS Qutput

The following is sample output from the show ip ips statisticscommand. The output provides statistics that
may not necessarily be the ones that fired on VRF 600.

Router# show ip ips statistics vrf VRF_600

Sighature statistics [process switch:fast switch]

signature 5170:1 packets checked: [O0:4]

Interfaces configured for ips 4

Session creations since subsystemstartup or |ast reset O
Current session counts (estab/half-open/termnating) [0:0:0]
Maxever session counts (estab/hal f-open/termnating) [0:0:0]
Last session created never

Last statistic reset never

TCP reassenbly statistics

received 0 packets out-of-order; dropped 0
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peak nenory usage O KB; current usage: 0 KB
peak queue length O

The following is sample output from the show ip ipsinterfaces command.

Router# show ip ips interface
Interface Configuration
Interface G gabitEthernet0/0
VRF nane: vrfl

I nbound IPS rule is tst
Qutgoing IPS rule is not set

The following is sample output from the show ip ips session command.

Router# show ip ips session vrf vrfl
Est abl i shed Sessi ons
Sessi on 485EBEE8 (172.16.0.0: 10001) =>(172. 31. 255. 255:80) tcp SIS _OPEN

The following is sample output from the clear ip ips statisticscommand.

Router# clear ip ips statistics vrf vrfl
Rout er# show ip ips stat vrf vrfl

Interfaces configured for ips 1

Session creations since subsystemstartup or |last reset 0
Current session counts (estab/hal f-open/termnating) [1:0:
Maxever session counts (estab/hal f-open/term nating) [1:0:
Last session created 00:00: 26

Last statistic reset 00:00:01

0]
0]

Examples ErrMSG with VRF Name Output

The following is sample error message output with the VRF name.

% PS- 4- SI GNATURE: Si g: 5405 Subsig: 0 Sev: 100 [192.168.103.1:51129 -> 192. 168. 3. 4: 80]
VRF: vrf 600 Ri skRating: 100

Examples SDEE Messages with VRF Name

The SDEE messages have been enhanced to show the VRF name. An example of output from the browser
isasfollows:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<env: Envel ope xm ns: env="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >
<env: Body>
<sd: events xnm ns:cid="http://ww. ci sco.con cids/2003/08/ci dee" xm ns:sd="http://
exanpl e. or g/ 2003/ 08/ sdee" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://exanpl e. org/ 2003/ 08/ sdee sdee. xsd http://wwm. ci sco. coni ci ds/
2003/ 08/ ci dee ci dee. xsd">
<sd:evldsAl ert eventl|d="11630069224" vendor="Ci sco" severity="unknown">
<sd: ori gi nat or >
<sd: host | d>i osf w- 28a</ sd: host | d>
</ sd: ori gi nat or >
<sd:time offset="0" timeZone="UTC'>1163006922225223338</sd:ti me>
<sd: signature description="" id="5123" version="5S4">
<ci d: subsi gl d>0</ ci d: subsi gl d>
<ci d: si gDet ai | s>Host : \ x3c250+ chars></ci d: sigDetail s>
</ sd: si gnat ur e>
<ci d: prot ocol >t cp</ ci d: prot ocol >
<ci d: ri skRati ngVal ue>85</ci d: ri skRat i ngVal ue>
<sd: parti ci pant s>
<sd: att acker >
<sd: addr >10. 1. 0. 1</ sd: addr >
<sd: port>10001</ sd: port>
</ sd: att acker >
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<sd:target>
<sd: addr >10. 2. 0. 1</ sd: addr >
<sd: port >80</sd: port >
</sd:target>
</ sd: partici pant s>
<sd: acti ons></sd: acti ons>
<cid:interface>G 0/ 1</cid:interface>
<ci d:vrf_name>vrfl</cid:vrf_name>
</sd: evldsAlert>
</ sd: event s>
</ env: Body>
</ env: Envel ope>

Examples SDEE show Commands

Additional

The SDEE show commands have been enhanced to include VRF specific information, the following is
sample output from the show ip sdee alertscommand:

Rout er# show i p sdee alerts

Al ert storage: 200 alerts using 56000 bytes of nenory

SDEE Alerts
Sigl D Si g Nane Srcl P: SrcPort Dst | P: Dst Port VRF
or Summary |nfo
1: 5170:1 192. 162. 4. 0: 3692 192.162. 6. 0: 80 NONE
2: 5170:1 192. 162. 4. 0: 3692 192. 162. 6. 0: 80 VRF_600

The following is sample output from the show ip sdee events command.

Rout er# show i p sdee events

Al ert storage: 200 al erts using 56000 bytes of nenory
Message storage: 200 nmessages using 84800 bytes of nenory

SDEE Events

Ti me Type Descri ption
1: 10: 25:55 MST Jan 22 2007 ALERT SigID 5170: 1
2: 10: 25:57 MST Jan 22 2007 ALERT SigID 5170: 1

References

Related Documents

Related Topic Document Title

Cisco |0OS commands Cisco |IOS Master Commands List, All Releases

Security commands « Cisco 10S Security Command Reference:

CommandsA to C

» Cisco |0S Security Command Reference:
Commands D to L

« Cisco |0S Security Command Reference:
Commands M to R

« Cisco |0S Security Command Reference:
Commands Sto Z

Security Configuration Guide: Cisco 10S Intrusion Prevention System, Cisco 10S Release 12.4T .


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html

VRF Aware Cisco 10S IPS

. Feature Information for VRF Aware Cisco 10S IPS

Technical Assistance

Description Link
The Cisco Support and Documentation website http://www.cisco.com/cisco/web/support/
provides online resources to download index.html

documentation, software, and tools. Use these
resources to install and configure the software and
to troubleshoot and resolve technical issues with
Cisco products and technol ogies. Access to most
tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and
password.

Feature Information for VRF Aware Cisco 10S IPS

The following table provides rel ease information about the feature or features described in this module.
Thistable lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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VRF Aware Cisco 10S IPS

Table 8 Feature Information for VRF Aware Cisco 10S IPS
Feature Name Releases Feature Information
VRF aware Cisco IOS IPS 12.4(20)T Virtual Route Forwarding or

Virtual Private Network (VPN)
Route Forwarding (VRF), isa
mechanism that allows multiple
instances of arouting table to
exist on arouter and work
simultaneously. This mechanism
alows for network paths to be
segregated without using multiple
devices, thereby increasing
network security and eliminating
the need for encryption and
authentication. VRFs are
generally used to create separate
VPNs. Allowing Intrusion
Prevention System (IPS) to be
configured on a per-VRF basis
means global parameterswill be
shared by multiple VPNs,
providing VRF related
information on the Security
Device Event Exchange (SDEE)
and sydog alerts.

The following commands were
introduced or modified: clear ip
ips statistics, show ip ips

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliatesin the U.S.
and other countries. To view alist of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual 1P
addresses or phone numbersin illustrative content is unintentional and coincidental.
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