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The DiffServ MIB is used to poll already configured information and statistics from the devices on which is
it enabled.

Network service providers that deliver differentiated services to their customer must be able to configure
and monitor routers in order to satisfy Service Level Agreements (SLAS). DiffServ is a protocol that allows
the network service provider to use classes to control network traffic so that certain types of traffic get
precedence. For example, voice traffic requires a relatively uninterrupted flow of data, and might get
precedence over other kinds of traffic, such as e-mail. DiffServ can be offered to customers as a way to
distinguish between various levels of service; for example, Premium, Gold, Silver, and Bronze. Therefore,
SLAs and DiffServ technologies are closely linked.
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Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats
and feature information, see Bug Search Tool and the release notes for your platform and software release.
To find information about the features documented in this module, and to see a list of the releases in which
each feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Restrictions for DiffServ MIB

Y

Note

DiffServ MIB will not support the configurations described in this section even if the user has configured
them through Modular QoS CLI (MQC) and they are functioning in the forwarding path.

The restrictions do not result in configurations being rejected, because Diffserv MIB is not exposed to the
unsupported configurations.

e DiffServ MIB provides the ability to read Simple Network Management Protocol (SNMP) requests
only; it cannot be used to perform any provisioning tasks.

e Multiple filters in the same class-map definition are not supported. Therefore, in supported class maps
that contain only one filter definition, match-any and match-all types are irrelevant.

Y

Note Class maps with one Access Control List (ACL) and that contain multiple Cisco
Application Control Engines (ACES) are supported. Class maps with one Differentiated
Services Code Point (DSCP) filter that takes multiple DSCP values as part of one match
criterion also are supported. However, match-not types are not supported.

e Fair queueing is not supported.
« Marking is not supported in the parent class of hierarchical policy.
< Policing in the parent class is not supported if queueing is configured in the child class.

« For priority and bandwidth feature configurations, the related table is populated with either kbps or
relative percentage values only.

« Default values are not populated into the MIB tables.
S

Note The classifier table does include defined defaults for address, port, and related fields.

« Random-detect functionality is not supported in the parent class of a hierarchical policy.

e Only child first (bottom-up) policing is supported in hierarchical policies.

< Any fields not supported by the current routing platform will contain the value 0, or some appropriate
default value. For example, the Cisco ASR1000 Series Aggregation Services Routers do not support
policer color-aware statistics, so fields related to these statistics will be set to 0 on those routers.

MQC and DiffServ MIB

Most Cisco products use the Modular QoS CLI (MQC) to support the provisioning of industry-standard
Differentiated Services Architecture services. However, the industry standard for the provisioning of
differentiated services (DiffServ MIB) differs from the MQC implementation. The DiffServ MIB feature is
implemented on top of the MQC functionality and translates service provisioning instructions from the
DiffServ MIB to MQC.

By implementing DiffServ MIB on top of the MQC provisioning language, MQC can still be used to
enable QoS policies in Cisco products. In addition, Cisco products that support MQC already support direct
mapping of actions between the cbQoSMIB and MQC. The cbQoSMIB is the Cisco recommended MIB.
Implementation of DiffServ MIB does not replace the cbQoSMIB.
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How to Configure DiffServ MIB [ |

The Diffserv MIB feature maps each field in a set of tables defined in the DiffServ MIB RFC to an MQC
supported action (where an action is available).

Hierarchical Policies and DiffServ MIB

For hierarchical policies the Modular QoS CLI (MQC) runs all classification instructions first, from the top
of the hierarchy to the bottom of the hierarchy. It then performs feature execution in the following order:
marking (top to bottom), policing (bottom to top), and queueing (bottom to top).

To translate the MQC implementation of a hierarchical policy to a DiffServ MIB implementation, the
hierarchy must be separated into different chained functional blocks that determine the execution order of
the features.

A

Note Not all feature combinations from an MQC hierarchy are supported in the DiffServ MIB. For more
information see the "Restrictions for DiffServ MIB" section.

How to Configure DiffServ MIB
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Enabling DiffServ MIB

SUMMARY STEPS

1. enable
2. configureterminal
3. gosdiffservmib

4. end
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:

Devi ce> enabl e

Step2 configureterminal Enters global configuration mode.

Example:

Devi ce# configure term nal
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Command or Action

Purpose

Step3 gosdiffservmib

Example:

Devi ce(config)# qos diffservm b

Enables DiffServ MIB support for quality of service (QoS) policy maps.

Step4 end

Example:

Devi ce(config)# end

(Optional) Returns to privileged EXEC mode.

Configuration Examples for DiffServ MIB
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Example: Enabling DiffServ MIB

The following example shows how to enable DiffServ MIB support for Quality of Service (QoS) policy

maps:

Devi ce> enabl e

Devi ce# configure term nal
Devi ce(config)# qos diffservmb

Devi ce(config)# exit

Example: DiffServ MIB SNMP Walk Output

The following is sample output from a SNMP walk of the DiffServ MIB:

di ff ServDataPathStart.1.1 = di ffServCd frStorage. 201
di ffServDat aPat hStart. 10.2 = di ff Servd frStorage. 202
di f f ServDat aPat hSt orage. 1.1 = vol atil e(2)

di ff ServDat aPat hSt orage. 10. 2 = vol atil e(2)

di f f Ser vDat aPat hSt at us.
di f f Ser vDat aPat hSt at us.

di ffServd frNext Free.0

di ffServd fr Storage. 201
di ff Servd fr St orage. 202

di ffServd frStatus. 201
di ffServd fr Status. 202

1.1 = active(l)
10.2 = active(1l)
=0

= volatile(2)
= volatile(2)
= active(1l)

= active(l)

di ffServd frEl ement Next Free.0 = 0

di ff Servd frEl ement Precedence. 201. 2011
di ff Servd frEl enent Precedence. 202. 2021

255
255

di ffServd frEl ement Next. 201. 2011 = di ff ServMet er SucceedNext . 10001
di ffServd frEl enment Next . 202. 2021 = di ff Ser vMet er SucceedNext . 10002
di ffServd frEl enent Speci fic.201.2011 = diffServMil tiFi el dC frAddr Type. 1
di ff Servd frEl enent Speci fic.202. 2021 = diffServMiltiFi el dC frAddr Type. 1

di ff Servd frEl ement St orage. 201. 2011
di ffServd frEl enent St or age. 202. 2021

vol atil e(2)
vol atil e(2)

di ffServd frEl enent St at us. 201. 2011 = active(1)
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di ffServd frEl enent St at us. 202. 2021 = active(1)
di ffServMul ti Fi el dd fr Next Free. 0 0
diffServMul ti Fi el dC frAddr Type. 1
di ffServMul tiFi el dC frAddr Type. 2
diffServMul ti Fiel dd frDstAddr.1 =
diffServMulti Fieldd frDstAddr.2 = c9
di ffServMul tiFi el dd frDstPrefixLength.1
di ffServMul ti Fi el dd frDstPrefixLength. 2
diffServMul ti Fiel dd frSrcAddr.1 =
diffServMulti Fieldd frSrcAddr.2 = c0O a8
diffServMul tiFieldd frSrcPrefixbLength.1
diffServMul ti Fieldd frSrcPrefixbLength. 2
diffServMul ti Fieldd frDscp.1 = 41
di ffServMul tiFieldd frDscp. 2 -1
diffServMul tiFielddfrFlowd. 1
diffServMul ti Fiel dd frFl owd. 2
di ffServMul ti Fi el dd frProtocol .
di ffServMul ti Fi el dd frProtocol.
diffServMul ti Fi el dd frDstL4Port M n.
diffServMul tiFi el dd frDstL4Port M n.
di ffServMul ti Fi el dC fr Dst L4Por t Max.
di ffServMul ti Fi el dd frDst L4Port Max.
diffServMul ti Fieldd frSrcL4PortM n.
di ffServMul ti Fi el dd frSrcL4Port M n.
di ffServMul ti Fi el dd fr SrcL4Port Max. 65535
di ffServMul ti Fi el dd fr SrcL4Port Max. 20000
diffServMul ti FieldCfrStorage.1 = volatile(2)
diffServMul ti Fiel dC frStorage.2 = vol atil e(2)
diffServMul ti Fieldd frStatus. 1 active(1)
diffServMul ti Fiel dd frStatus. 2 active(1)
di ff ServMet er Next Free.0 = 0
di f f Ser vMet er SucceedNext . 10001 = di ffServActionlinterface. 111
di f f ServMet er SucceedNext . 10002 = di ff ServActi onl nterface. 121
i
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di f f ServMet er Fai | Next. 10001 = ffServActionlnterface. 112
di f f ServiMet er Fai | Next. 10002 = ffServActionlnterface. 122
di f f ServMet er Speci fic. 10001 = di ff ServTBPar anifype. 8000

di f f ServMet er Speci fic. 10002 = di ff ServTBPar anilype. 8000

di f f ServMet er St or age. 10001 = vol atil e(2)

di f f ServMet er St or age. 10002 = vol atil e(2)

d
d
d

di f f ServiMet er St at us. 10001 = active(1l)
di ff ServiMet er St at us. 10002 = active(1l)
di f f ServTBPar anmNext Free.0 = 0

di f f Ser vTBPar anType. 8000 = di ff Ser vTBPar ant5i npl eTokenBucket
di f f Ser vTBPar anType. 8001 = di ff Ser vTBPar anfsr TCMBI i nd
di f f Ser vTBPar anRat e. 8000 = 64000

di f f Ser vTBPar anRat e. 8001 = 512000

di f f Ser vTBPar anBur st Si ze. 8000 = 2000

di f f Ser vTBPar anBur st Si ze. 8001 = 5120

di f f Ser vTBPar am nt er val . 8000 250000

di f f Ser vTBPar am nt erval . 8001 10000

di f f Ser vTBPar antst or age. 8000 = vol atil e(2)

di f f Ser vTBPar antst or age. 8001 = vol atil e(2)

di f f ServTBPar anfst at us. 8000 = active(1l)

di f f Ser vTBPar anfst at us. 8001 = active(1l)

di ff ServActi onNextFree.0 = 0

di ffServActionlnterface. 111 = 10

di ffServActionlnterface. 121 = 10

di ff ServActi onNext. 111 = diff ServDscpMar kAct Entry. 41

di ffServActi onNext.121 = diff ServAl gDropType. 500

di ffServActionSpecific.111 = diffServCount ActCctets. 111
di ff ServActionSpecific.121 = diffServCount Act Cctets. 121
di ff ServActi onStorage. 111 = vol atil e(2)

di ff ServActi onStorage. 121 = vol atil e(2)

di ff ServActionStatus. 111 = active(1l)

di ffServActionStatus. 121 = active(1l)

di f f ServDscpMar kAct Dscp.0 = 0

di f f ServDscpMar kAct Dscp. 1 = 1

di f f Ser vDscpMar kAct Dscp. 2 = 2

di f f Ser vDscpMar kAct Dscp. 3 = 3

di f f Ser vDscpMar kAct Dscp. 4 = 4

di f f ServDscpMar kAct Dscp.5 = 5

di f f Ser vDscpMar kAct Dscp. 6 = 6

di f f Ser vDscpMar kAct Dscp. 7 = 7
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di f f Ser vDscpMar kAct Dscp. 8 = 8

di f f ServDscpMar kAct Dscp. 9 = 9

di f f Ser vDscpMar kAct Dscp. 10 = 10
di f f Ser vDscpMar kAct Dscp. 11 = 11
di f f Ser vDscpMar kAct Dscp. 12 = 12
di f f Ser vDscpMar kAct Dscp. 13 = 13
di f f Ser vDscpMar kAct Dscp. 14 = 14
di f f Ser vDscpMar kAct Dscp. 15 = 15
di f f Ser vDscpMar kAct Dscp. 16 = 16
di f f Ser vDscpMar kAct Dscp. 17 = 17
di f f Ser vDscpMar kAct Dscp. 18 = 18
di f f Ser vDscpMar kAct Dscp. 19 = 19
di f f Ser vDscpMar kAct Dscp. 20 = 20
di f f Ser vDscpMar kAct Dscp. 21 = 21
di f f Ser vDscpMar kAct Dscp. 22 = 22
di f f Ser vDscpMar kAct Dscp. 23 = 23
di f f Ser vDscpMar kAct Dscp. 24 = 24
di f f Ser vDscpMar kAct Dscp. 25 = 25
di f f Ser vDscpMar kAct Dscp. 26 = 26
di f f Ser vDscpMar kAct Dscp. 27 = 27
di f f Ser vDscpMar kAct Dscp. 28 = 28
di f f Ser vDscpMar kAct Dscp. 29 = 29
di f f Ser vDscpMar kAct Dscp. 30 = 30
di f f Ser vDscpMar kAct Dscp. 31 = 31
di f f Ser vDscpMar kAct Dscp. 32 = 32
di f f Ser vDscpMar kAct Dscp. 33 = 33
di f f Ser vDscpMar kAct Dscp. 34 = 34
di f f Ser vDscpMar kAct Dscp. 35 = 35
di f f Ser vDscpMar kAct Dscp. 36 = 36
di f f Ser vDscpMar kAct Dscp. 37 = 37
di f f Ser vDscpMar kAct Dscp. 38 = 38
di f f Ser vDscpMar kAct Dscp. 39 = 39
di f f Ser vDscpMar kAct Dscp. 40 = 40
di f f Ser vDscpMar kAct Dscp. 41 = 41
di f f Ser vDscpMar kAct Dscp. 42 = 42
di f f Ser vDscpMar kAct Dscp. 43 = 43
di f f Ser vDscpMar kAct Dscp. 44 = 44
di f f Ser vDscpMar kAct Dscp. 45 = 45
di f f Ser vDscpMar kAct Dscp. 46 = 46
di f f Ser vDscpMar kAct Dscp. 47 = 47
di f f Ser vDscpMar kAct Dscp. 48 = 48
di f f Ser vDscpMar kAct Dscp. 49 = 49
di f f Ser vDscpMar kAct Dscp. 50 = 50
di f f Ser vDscpMar kAct Dscp. 51 = 51
di f f Ser vDscpMar kAct Dscp. 52 = 52
di f f Ser vDscpMar kAct Dscp. 53 = 53
di f f Ser vDscpMar kAct Dscp. 54 = 54
di f f Ser vDscpMar kAct Dscp. 55 = 55
di f f Ser vDscpMar kAct Dscp. 56 = 56
di f f Ser vDscpMar kAct Dscp. 57 = 57
di f f Ser vDscpMar kAct Dscp. 58 = 58
di f f Ser vDscpMar kAct Dscp. 59 = 59
di f f Ser vDscpMar kAct Dscp. 60 = 60
di f f Ser vDscpMar kAct Dscp. 61 = 61
di f f Ser vDscpMar kAct Dscp. 62 = 62
di f f Ser vDscpMar kAct Dscp. 63 = 63
di ff ServCount Act Next Free.0 = 0
di f f ServCount Act Cctets. 111 = 0x000888888
di f f ServCount Act Cctets. 121 = 0x000999999

di f f ServCount Act Pkts. 111 = 0x000000088

di f f ServCount Act Pkts. 121 = 0x000000099

di f f ServCount Act St orage. 111 = vol atil e(2)
di f f ServCount Act St orage. 121 = vol atil e(2)
di f f ServCount Act St at us. 111 active(1)

di f f ServCount Act St at us. 121 active(1)

di ff Ser vAl gDr opNext Free.0 = 0

di f f Ser vAl gDr opType. 500 = randonDr op( 4)
di f f Ser vAl gDr opType. 501 ot her (1)

di f f Ser vAl gDr opType. 502 headDr op( 3)
di f f Ser vAl gDr opNext . 500 nul | O D

di ff Ser vAl gDr opNext . 501 = di f f Ser vQNext . 600
di ff Ser vAl gDr opNext . 502 = di ff Ser vQNext . 601
di f f Ser vAl gDr opQveasure. 500 = nul 1 O D
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di f f Ser vAl gDr opQVeasure. 501 = di ff Ser vQ\ext . 600
di f f Ser vAl gDr opQWeasure. 502 = di ff Ser vQ\ext . 601

di f f Ser vAl gDr opQThr eshol d. 500 = 0
di f f Ser vAl gDr opQThr eshol d. 501 = 64
di f f Ser vAl gDr opQThr eshol d. 502 = 64

di f f Ser vAl gDr opSpecific.500 = null O D

di f f Ser vAl gDr opSpecific.501 = null O D

di f f Ser vAl gDr opSpeci fic. 502 = diff Ser vRandonDr opM nThr eshByt es. 701
di ff ServAl gDropCctets. 500 = 0x000000000

di ff Ser vAl gDr opCct et s. 501 = 0x000777777

di f f Ser vAl gDr opCct et s. 502 = 0x000000000

di ff ServAl gDr opPkts. 500 = 0x000000000

di f f Ser vAl gDr opPkt s. 501 = 0x000007777

di f f Ser vAl gDr opPkt s. 502 = 0x000000000

di f f Ser vAl gRandonDr opCct ets. 500 = 0x000000000
di f f Ser vAl gRandonDr opCct et s. 501 = 0x000000000
di f f Ser vAl gRandonDr opCct et s. 502 = 0x000666666
di f f Ser vAl gRandonDr opPkt s. 500 = 0x000000000
di f f Ser vAl gRandonDr opPkt s. 501 0x000000000

di f f Ser vAl gRandonDr opPkt s. 502 = 0x000006666

di f f Ser vAl gDr opSt or age. 500 = vol atil e(2)

di f f Ser vAl gDr opSt or age. 501 = vol atil e(2)

di f f Ser vAl gDr opSt or age. 502 = vol atil e(2)

di f f Ser vAl gDr opSt at us. 500 = active(1l)
di f f Ser vAl gDr opSt at us. 501 = active(1l)
di f f Ser vAl gDr opSt at us. 502 = active(1l)

di f f Ser vRandonDr opNext Free. 0 = 0

di f f Ser vRandonDr opM nThr eshBytes. 701 = 0

di f f Ser vRandonDr opM nThreshPkts. 701 = 1

di f f Ser vRandonDr opMaxThr eshByt es. 701 = 0

di f f Ser vRandonDr opMaxThr eshPkts. 701 = 10

di f f Ser vRandonDr opPr obMax. 701 = 1000

di f f Ser vRandonDr opWei ght. 701 = 512

di f f Ser vRandonDr opSanpl i ngRate. 701 = 0

di f f Ser vRandonDr opSt or age. 701 = vol atil e(2)

di f f Ser vRandonDr opSt at us. 701 = active(1)

di ffServQNextFree.0 = 0

di ff ServQ\ext. 600 = di ff ServSchedul er Next . 800

di ff ServQNext. 601 = d| f f ServSchedul er Next . 801

di ffServQM nRate. 600 = di ff ServM nRatePriority. 900

di ff ServQM nRat e. 601 null O D

di f f ServQvaxRat e. 600 nul 1 QD

di f f Ser vQvaxRat e. 601 di f f Ser vMaxRat eAbsol ut e. 901

di f f Ser vQst or age. 600 vol atil e(2)

di f f Ser vQst or age. 601 vol atil e(2)

di ff ServQSt at us. 600 = active(1l)

di ffServQstatus. 601 = active(l)

di f f ServSchedul er Next Free. 0 = 0

di f f ServSchedul er Next. 800 = di ff ServSchedul er Next . 801
di f f ServSchedul er Next. 801 = null O D

di f f ServSchedul er Met hod. 800 = di ff ServSchedul erPriority
di f f ServSchedul er Met hod. 801 = di f f Ser vSchedul er WQ

di f f ServSchedul er M nRat e. 800 di ffServM nRat ePriority. 901

di f f ServSchedul er M nRat e. 801 nul | O D
di f f ServSchedul er MaxRat e. 800 null O D
di f f ServSchedul er MaxRat e. 801 null O D

di f f ServSchedul er St or age. 800
di f f ServSchedul er St or age. 801

vol atil e(2)
vol atil e(2)

di f f ServSchedul er St at us. 800 = active(1l)
di f f ServSchedul er St at us. 801 = active(1)
di ff ServM nRat eNext Free.0 = 0

di ffServM nRatePriority. 901 = 4294967295
diffServM nRatePriority.902 = 1

di ff ServM nRat eAbsol ute. 901 = 128

di ff ServM nRat eAbsol ute. 902 = 0

di ff ServM nRat eRel ative. 901 = 0

di ff ServM nRat eRel ati ve. 902 = 750

di f f ServM nRat eSt or age. 901
di f f Ser vM nRat eSt or age. 902

vol atil e(2)
vol atil e(2)

di f f ServM nRat eSt at us. 901 = active(1l)
di f f ServM nRat eSt at us. 902 = active(1l)
di f f ServMaxRat eNext Free.0 = 0

di f f Ser vivaxRat eAbsol ute. 902. 1 = 1000
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di f f Ser vMaxRat eAbsol ute. 902.2 = 0
di ff ServMaxRat eRel ative. 902.1 = 0
di f f ServMaxRat eRel ati ve. 902.2 = 500

di f f Ser vMaxRat eThr eshol d. 902. 1 = 25000

di f f Ser vMaxRat eThr eshol d. 902.2 = 0

di f f ServMaxRat eSt orage. 902. 1 = vol atile(2)
di f f Ser vivaxRat eSt or age. 902. 2 = vol atil e(2)
di f f ServMaxRat eSt at us. 902. 1 = active(1l)

di f f ServMaxRat eSt at us. 902. 2 = active(1l)

Additional References

Related Documents

Related Topic Document Title

Cisco 10S commands Cisco IOS Master Commands
List, All Releases

QoS commands Cisco 10S Quality of Service

Solutions Command Reference

Standards and RFCs
Standard/RFC Title
RFC 3289 Management Information Base for the
Differentiated Services Architecture
MIBs
MIB MIBs Link
DiffServ MIB To locate and download MIBs for selected

platforms, Cisco software releases, and feature sets,
use Cisco MIB Locator found at the following
URL:

http://www.cisco.com/go/mibs



http://www.cisco.com/go/mibs

| Example: DiffServ MIB SNMP Walk Qutput

Feature Information for DiffServ MIB .
Technical Assistance
Description Link
The Cisco Support and Documentation website http://www.cisco.com/cisco/web/support/
provides online resources to download index.html

documentation, software, and tools. Use these
resources to install and configure the software and
to troubleshoot and resolve technical issues with
Cisco products and technologies. Access to most
tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and
password.

Feature Information for DiffServ MIB

The following table provides release information about the feature or features described in this module.
This table lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 1 Feature Information for DiffServ MIB
Feature Name Releases Feature Information
DiffServ MIB Cisco 10S XE 3.8S This feature provides support for

QoS Diffserv MIB (RFC 3289).

The following command was
introduced or modified: qos
diffservmib.
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