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Audience

Note

Preface

This preface describes who should read the Catalyst 6500 Series Switch Content Switching Module with
SSL Installation and Configuration Note, how it is organized, and its document conventions.

Except where specifically differentiated, the term Catalyst 6500 series switches includes both
Catalyst 6500 series and Catalyst 6000 series switches.

The term SSL daughter card is a Secure Socket Layer (SSL) termination daughter card for the CSM-S
that accelerates SSL transactions.

This publication does not contain the instructions to install the Catalyst 6500 series switch chassis. For
information on installing the switch chassis, refer to the Catalyst 6500 Series Switch Installation Guide.

For translations of the warnings in this publication, see the “Safety Overview” section on page xvi.

Only trained and qualified service personnel (as defined in IEC 60950 and AS/NZS3260) should install,
replace, or service the equipment described in this publication.
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Bl Organization

Organization

This publication is organized as follows:

Chapter Title

Description

Chapter 1 Product Overview

Presents an overview of the Catalyst 6500 Series Content
Switching Module with SSL (CSM-S).

Chapter 2 |Networking with the Content Switching Module
with SSL

Describes how the supported hardware and software for the
CSM-S operates on a network.

Chapter 3 |Getting Started

Provides quick start guide to content switching on the
supported hardware and software for the CSM-S.

Chapter 4  |Configuring VLANSs

Describes how to set up client and server VLANS for the
CSM-S.

Chapter 5  |Configuring Real Servers and Server Farms

Describes how to configure load balancing on the CSM-S.

Chapter 6  |Configuring Virtual Servers, Maps, and Policies

Describes how to configure health monitoring on the
CSM-S.

Chapter 7  |Configuring the CSM-S SSL Services

Describes how to set up the SSL services for the CSM-S.

Chapter 8  |Configuring SSL Services Secure Transactions

Describes how to configure services including keys on the
CSM-S.

Chapter 9 |Configuring Redundancy

Describes how to configure fault tolerance, HSRP,
connection redundancy, and hitless upgrades.

Chapter 10 |Configuring Additional Features and Options

Describes how to configure sticky groups and route health
injection (RHI), Global Server Load Balancing (GSLB),
and network management.

Chapter 11 |Configuring Health Monitoring

Describes how to configure and monitor the health of
servers and server farms.

Chapter 12 |Using TCL Scripts with the CSM-S

Describes how to use Toolkit Command Language (TCL)
scripts to configure the CSM-S.

Chapter 13 |Configuring Firewall Load Balancing

Describes firewalls in a load-balancing configuration with
the CSM-S.

Appendix A |[CSM-S Configuration Examples

Lists sample CSM-S configurations.

Appendix B [SSL Configuration Examples

Lists SSL configurations for the CSM-S.

Appendix C |Troubleshooting and System Messages

Provides troubleshooting information and lists system
messages.

Appendix D [CSM XML Document Type Definition

Lists CSM-S error messages with explanations about why
they occurred and actions required to correct the problem.
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| Preface

Conventions

This publication uses the following conventions:

Note

Convention

Description

boldface font

Commands, command options, and keywords are in
boldface.

italic font

Arguments for which you supply values are in italics.

[ ] Elements in square brackets are optional.

{xlylz} Alternative keywords are grouped in braces and
separated by vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

screen font

Terminal sessions and information the system displays
are in screen font.

boldface screen
font

Information you must enter is in boldface screen font.

italic screen font

Arguments for which you supply values are in italic
screen font.

The symbol ” represents the key labeled Control—for
example, the key combination ~D in a screen display
means hold down the Control key while you press the D
key.

Nonprinting characters, such as passwords are in angle
brackets.

Notes use the following conventions:

Conventions

Means reader take note. Notes contain helpful suggestions or references to material not covered in the

publication.

Tips use the following conventions:

Means the following information will help you solve a problem. The tips information might not be
troubleshooting or even an action, but it could be useful information, similar to a Timesaver.

Cautions use the following conventions:

Caution

Means reader be careful. In this situation, you might do something that could result in equipment

damage or loss of data.

[ oL-7030-01
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I Safety Overview

Safety Overview

>

Warning

Waarschuwing

Varoitus

Attention

Safety warnings appear throughout this publication in procedures that, if performed incorrectly, may
harm you. A warning symbol precedes each warning statement.

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin
késittelet laitteistoa, huomioi sdhkdpiirien kisittelemiseen liittyvit riskit ja tutustu
onnettomuuksien yleisiin ehkéisytapoihin. Turvallisuusvaroitusten kdédnnokset loytyvit laitteen
mukana toimitettujen kdannettyjen turvallisuusvaroitusten joukosta varoitusten lopussa nikyvien
lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET

IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui accompagnent cet appareil,
référez-vous au numéro de l'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

i Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
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Safety Overview W

Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fiihren
kann. Machen Sie sich vor der Arbeit mit Gerdten mit den Gefahren elektrischer Schaltungen und
den iiblichen Verfahren zur Vorbeugung vor Unféllen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerit ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du
begynner & arbeide med noe av utstyret, ma du vaere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simbolo de aviso significa perigo. Vocé esta em uma situacéo que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacao de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais de
prevencio de acidentes. Utilize o niimero da instrugao fornecido ao final de cada aviso para
localizar sua traducao nos avisos de seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Al final de cada advertencia encontrara el
nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES
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Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kanna till vanliga forfaranden for att forebygga olyckor. Anvdnd det nummer som finns i slutet av
varje varning for att hitta dess dversittning i de oversatta sdkerhetsvarningar som medfdljer denna
anordning.

SPARA DESSA ANVISNINGAR

Figyelem FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériilésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektiromos aramkorék
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozott talalhato; a forditas az egyes figyelmeztetések végén lathaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpepynpexpexve BAXHbIE MHCTPYKLIUX MO COBNIOAEHNIO TEXHUKU BE3OMNACHOCTHU

3T1oT cMMBON NpeAynpexaeHUs o603HavYaeT onacHoCTb. To eCTb UMeeT MecTo CUTyauus, B
KOTOPOW criegyeT onacarbCs TenecHbIX noBpexaeHui. Mepea akcnnyaTtauveit o6opyaoBaHus
BbISICHUTE, KAKUM OMacHOCTSIM MOXET NoABepraTbCA Nosb3oBaTesib NPU UCMONb30BaHUM
3NeKTPUYECKUX Lenen, U 03HaKOMLTECH C NPaBUIIamMn TEXHUKKU Ge3onacHoCTU Ans
npenoTBpalleHUs BO3MOXHbIX HeCHACTHLIX crny4aeB. Bocnonb3yiTecb HOMepoM 3asiBrieHus,
npuBeAeHHbIM B KOHLIE KaXXAoro npeaynpexaeHust, YTo6bl HANTU ero NnepeBeAeHHbIN BapuaHT
B NepeBoAe npeaynpexaeHnin no 6esonacHocTu, NpuriaraemMom K 4aHHOMY YCTPOMWCTBY.

COXPAHUTE 3TU UHCTPYKLIUN
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Aviso INSTRUGOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situacédo em que harisco de lesdes
corporais. Antes de trabalhar com qualquer equipamento, esteja ciente dos riscos que envolvem os
circuitos elétricos e familiarize-se com as praticas padrao de prevencao de acidentes. Use o
nimero da declaracéo fornecido ao final de cada aviso para localizar sua traducao nos avisos de
seguranca traduzidos que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

Advarsel VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesheskadigelse. For du begynder arbejde pa udstyr, skal du veere opmaerksom pa de
involverede risici, der er ved elektriske kredsleb, og du skal seette dig ind i standardprocedurer til
undgaelse af ulykker. Brug erkleeringsnummeret efter hver advarsel for at finde oversazettelsen i de
oversatte advarsler, der fulgte med denne enhed.

GEM DISSE ANVISNINGER
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Upozorenje VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzrogiti
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz
elektri¢ne sklopove, te biti upoznati sa standardnim nacinima izbjegavanja nesreé¢a. U
prevedenim sigurnosnim upozorenjima, prilozenima uz uredaj, mozete prema broju koji se
nalazi uz pojedino upozorenje pronaci i njegov prijevod.

SACUVAJTE OVE UPUTE
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Upozornéni DULEZITE BEZPECNOSTNI POKYNY

Tento upozornujici symbol oznaéuje nebezpedéi. Jste v situaci, ktera by mohla zpisobit
nebezpeci urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeci souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchazeni draziim.
Podle ¢isla na konci kazdého upozornéni vyhledejte jeho preklad v prelozenych

bezpeénostnich upozornénich, ktera jsou pfiloZzena k zafizeni.

USCHOVEJTE TYTO POKYNY

MNposcidotroinon 2HMANTIKEZ OAHIEZ AZPAAEIAZ

AuTté 10 TTpOEIdOTTOINTIKO OUMBOAO onuaivel Kivduvo. BpiokeaTe o€ KATAGTACN TTOU PTTOPE va
TPoKaAéo el TpaupaTiopd. MNpiv epyacTeite o€ OTTOIOOATTOTE ECOTTAIOUO, VO EXETE UTTOWN OAG TOUG
KIvdUvVoug TTou OXeTiCovTal e Ta NAEKTPIKA KUKAWUATA Kal va £XETE €E0IKEIWOEI Pe TIG oUVABEIG
TTPAKTIKEG YIO TNV ATTOQUYH aTUXNHATWY. XpNOIUOTTOIRCTE ToV apiBud dAwoNG TToU TTAPEXETAI OTO
TEAOG KABE TTpoEIdOTTOINCNG, VIO VA EVTOTTIOETE TN JETAPPAOCT TNG OTIG HETAPPATHUEVES
TTPOEIBOTTIOINCEIS AOPAAEIOG TTOU CUVOBEUOUV TN CUOKEUN).

OYNA=TE AYTEZ TIZ OAHIIEZ

NINTR NRIYN NIN'VA NIRIIN
T'Y DY TAYNY 197 .ny'97 DNa7 717N 2¥na X¥nl ANK D100 7n0n DT NINTX |N'0
D'72I7NN 07010 DX DAY DYMYN 0'7auna NIdNON NIR207 YT NI ' L Inw'D
DIANN DX MNK7 O NINTR 7D 7¢ 19102 791000 IXIINN 190N WNNWN .NNIXN Ny'an?

1NN NI9II¥NAY NINAINAN NIN'VAN NNNTRA
NN NIXIN NINY

Opomena NocToM Kaj enekTpuyHuTe Kona u Tpeba ga rv nosHaeaTte CTaH4apAHWTE NOCTanku 3a cnpedvyBake Ha
HecpekHu cnydaun. MickopucTeTe ro 6pojoT Ha nsjaBaTa LITO Ce Haora Ha KpajoT Ha cekoe
npegynpenysBake 3a a ro HajaeTe HEroBUOT Nepuog, Bo npeeeaeHute 6e3benHocHU
npegynpenysBaksa LUTO Ce UcrnopavaHu co ypeaor.

YYBAJTE ' OBVE HANATCTBUJA
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Ostrzezenie

Upozornenie

Related Documentation

WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzezenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktéra moze
powodowacé obrazenia ciata. Przed przystgpieniem do prac przy urzadzeniach nalezy
zapozna¢ si¢ z zagrozeniami zwigzanymi z uktadami elektrycznymi oraz ze standardowymi
$rodkami zapobiegania wypadkom. Na koricu kazdego ostrzezenia podano numer, na
podstawie ktérego mozna odszukaé ttumaczenie tego ostrzezenia w dotgczonym do
urzadzenia dokumencie z ttumaczeniami ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol oznacuje nebezpecenstvo. Nachadzate sa v
situacii s nebezpecéenstvom urazu. Pred pracou na akomkolvek vybaveni
si uvedomte nebezpeéenstvo suvisiace s elektrickymi obvodmi a
oboznamte sa so Standardnymi opatreniami na predchadzanie urazom.
Podla ¢isla na konci kazdého upozornenia vyhladajte jeho preklad v
prelozenych bezpeénostnych upozorneniach, ktoré su prilozené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD

Related Documentation

For more detailed installation and configuration information for the Content Switching Module with
SSL, refer to the following publications:

e Release Notes for the Catalyst 6500 Series Switch Content Switching Module with SSL
e Catalyst 6500 Series Switch Content Switching Module with SSL Installation Note

e Catalyst 6500 Series Switch Content Switching Module with SSL Command Reference
® Regulatory Compliance and Safety Information for the Catalyst 6500 Series Switches

For more detailed installation and configuration information for SSL services, refer to the following
publications:

e Release Notes for Catalyst 6500 Series SSL Services Module Software Release 2.x
e Catalyst 6500 Series Switch SSL Services Module Installation and Verification Note
e Catalyst 6500 Series Switch SSL Services Module Command Reference
e Catalyst 6500 Series Switch SSL Services Module System Messages
For more detailed installation and configuration information, refer to the following publications:
e Catalyst 6500 Series Switch Installation Guide
e Catalyst 6500 Series Switch Quick Software Configuration Guide
Catalyst 6500 Series Switch Module Installation Guide

Catalyst 6500 Series Switch Software Configuration Guide

Catalyst 6500 Series Switch Command Reference

0L-7030-01
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e Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide
e Catalyst 6500 Series Switch Cisco IOS Command Reference

e ATM Software Configuration and Command Reference—Catalyst 5000 Family and Catalyst 6500
Series Switches

o System Message Guide—Catalyst 6500 Series Switches
e For information about MIBs, refer to this URL:
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

e Release Notes for Catalyst 6500 Series Switches and Cisco 7600 Series Router for Cisco 10S
Release 12.1(8a)E3

Cisco IOS Configuration Guides and Command References—Use these publications to help you
configure the Cisco IOS software that runs on the MSFC and on the MSM and ATM modules.

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation DVD

Cisco documentation and additional literature are available in a Documentation DVD package, which
may have shipped with your product. The Documentation DVD is updated regularly and may be more
current than printed documentation. The Documentation DVD package is available as a single unit.

Registered Cisco.com users (Cisco direct customers) can order a Cisco Documentation DVD (product
number DOC-DOCDVD-=) from the Ordering tool or Cisco Marketplace.

Cisco Ordering tool:
http://www.cisco.com/en/US/partner/ordering/
Cisco Marketplace:

http://www.cisco.com/go/marketplace/

i Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
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Documentation Feedback

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

e Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/

e Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 1 800 553-NETS (6387).

Documentation Feedback

You can send comments about technical documentation to bug-doc @cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you can perform these tasks:

e Report security vulnerabilities in Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.
A current list of security advisories and notices for Cisco products is available at this URL:
http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can access a Product
Security Incident Response Team Really Simple Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
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Reporting Security Problems in Cisco Products

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you might have identified a
vulnerability in a Cisco product, contact PSIRT:

¢ Emergencies—security-alert@cisco.com

e Nonemergencies—psirt@cisco.com

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product to encrypt any sensitive
information that you send to Cisco. PSIRT can work from encrypted information that is compatible with
PGP versions 2.x through 8.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one that has the most recent creation date in this public key server list:

http://pgp.mit.edu:11371/pks/lookup?search=psirt%40cisco.com&op=index&exact=on

In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, Cisco
Technical Support provides 24-hour-a-day, award-winning technical assistance. The Cisco Technical
Support Website on Cisco.com features extensive online support resources. In addition, Cisco Technical
Assistance Center (TAC) engineers provide telephone support. If you do not hold a valid Cisco service
contract, contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for troubleshooting and
resolving technical issues with Cisco products and technologies. The website is available 24 hours a day,
365 days a year, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com user ID and password.
If you have a valid service contract but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note  Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support
Website by clicking the Tools & Resources link under Documentation & Tools. Choose Cisco Product
Identification Tool from the Alphabetical Index drop-down list, or click the Cisco Product
Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by product ID

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
ETH oL-7030-01 |


http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
mailto:security-alert@cisco.com
mailto:psirt@cisco.com
http://pgp.mit.edu:11371/pks/lookup?search=psirt%40cisco.com&op=index&exact=on
http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do

| Preface

Obtaining Technical Assistance 1l

or model name; by tree view; or for certain products, by copying and pasting show command output.
Search results show an illustration of your product with the serial number label location highlighted.
Locate the serial number label on your product and record the information before placing a service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco TAC engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco TAC engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.
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Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e Cisco Marketplace provides a variety of Cisco books, reference guides, and logo merchandise. Visit
Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e (isco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

e Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

® iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine

e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e World-class networking training is available from Cisco. You can view current offerings at
this URL.:

http://www.cisco.com/en/US/learning/index.html

Licenses

This section contains information about software licenses.

Software License Agreement

THIS AGREEMENT IS AVAILABLE IN LANGUAGES OTHER THAN ENGLISH; PLEASE SEE YOUR CISCO SYSTEMS, INC. (“CISCO”) RESELLER
OR VISIT OUR WEBSITE AT WWW.CISCO.COM. PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY BEFORE
DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-SUPPLIED SOFTWARE. BY DOWNLOADING OR INSTALLING THE SOFTWARE, OR
USING THE EQUIPMENT THAT CONTAINS THIS SOFTWARE, YOU ARE CONSENTING TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, THEN (A) DO NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE, AND (B) YOU MAY
RETURN THE SOFTWARE FOR A FULL REFUND, OR, IF THE SOFTWARE IS SUPPLIED AS PART OF ANOTHER PRODUCT, YOU MAY RETURN
THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT TO RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM CISCO OR
AN AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL PURCHASER.

The following terms govern your use of the Software except to the extent a particular program (a) is the subject of a separate written agreement with Cisco or
(b) includes a separate “click-on” license agreement as part of the installation process.
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License. Subject to the terms and conditions of and except as otherwise provided in this Agreement, Cisco Systems, Inc. (“Cisco”) and its suppliers grant to
Customer (“Customer”) a nonexclusive and nontransferable license to use the specific Cisco program modules, feature set(s) or feature(s) for which Customer
has paid the required license fees (the “Software”), in object code form only. In addition, the foregoing license shall also be subject to each of the following
limitations:
®  Unless otherwise expressly provided in the documentation, Customer shall use the Software solely as embedded in, for execution on, or (where the
applicable documentation permits installation on non-Cisco equipment) for communication with Cisco equipment owned or leased by Customer;
®  Customer’s use of the Software shall be limited to use on a single hardware chassis, on a single central processing unit, as applicable, or use on such
greater number of chassis or central processing units as Customer may have paid Cisco the required license fee; and
®  Customer’s use of the Software shall also be limited as applicable to the number of issued and outstanding IP addresses, central processing unit
performance, number of ports, and any other restrictions set forth in Cisco’s product catalog for the Software.
NOTE: For evaluation or beta copies for which Cisco does not charge a license fee, the above requirement to pay a license fee does not apply.
General Limitations. Except as otherwise expressly provided under this Agreement, Customer shall have no right, and Customer specifically agrees not to: (i)
transfer, assign or sublicense its license rights to any other person, or use the Software on unauthorized or secondhand Cisco equipment, and any such attempted
transfer, assignment or sublicense shall be void; (ii) make error corrections to or otherwise modify or adapt the Software or create derivative works based upon
the Software, or to permit third parties to do the same; or (iii) decompile, decrypt, reverse engineer, disassemble or otherwise reduce the Software to
human-readable form to gain access to trade secrets or confidential information in the Software. To the extent required by law, at Customer’s request, Cisco shall
provide Customer with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of Cisco’s applicable fee. Customer shall observe strict obligations of confidentiality with respect to such information.
Upgrades and Additional Copies. For purposes of this Agreement, “Software” shall include (and the terms and conditions of this Agreement shall apply to)
any upgrades, updates, bug fixes or modified versions (collectively, “Upgrades”) or backup copies of the Software licensed or provided to Customer by Cisco or
an authorized distributor for which Customer has paid the applicable license fees. NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT:
(1) CUSTOMER HAS NO LICENSE OR RIGHT TO USE ANY SUCH ADDITIONAL COPIES OR UPGRADES UNLESS CUSTOMER, AT THE TIME OF
ACQUIRING SUCH COPY OR UPGRADE, ALREADY HOLDS A VALID LICENSE TO THE ORIGINAL SOFTWARE AND HAS PAID THE APPLICABLE
FEE FOR THE UPGRADE; (2) USE OF UPGRADES IS LIMITED TO CISCO EQUIPMENT FOR WHICH CUSTOMER IS THE ORIGINAL END USER
PURCHASER OR LESSEE OR WHO OTHERWISE HOLDS A VALID LICENSE TO USE THE SOFTWARE WHICH IS BEING UPGRADED; AND (3) USE
OF ADDITIONAL COPIES IS LIMITED TO BACKUP PURPOSES ONLY.
Proprietary Notices. Customer agrees to maintain and reproduce all copyright and other proprietary notices on all copies, in any form, of the Software in the
same form and manner that such copyright and other proprietary notices are included on the Software. Except as expressly authorized in this Agreement,
Customer shall not make any copies or duplicates or any Software without the prior written permission of Cisco. Customer may make such backup copies of the
Software as may be necessary for Customer’s lawful use, provided Customer affixes to such copies all copyright, confidentiality, and proprietary notices that
appear on the original.
Protection of Information. Customer agrees that aspects of the Software and associated documentation, including the specific design and structure of individual
programs, constitute trade secrets and/or copyrighted material of Cisco. Customer shall not disclose, provide, or otherwise make available such trade secrets or
copyrighted material in any form to any third party without the prior written consent of Cisco. Customer shall implement reasonable security measures to protect
such trade secrets and copyrighted material. Title to Software and documentation shall remain solely with Cisco.
Limited Warranty. If Customer obtained the Software directly from Cisco, then Cisco warrants that during the Warranty Period (as defined below): (i) the media
on which the Software is furnished will be free of defects in materials and workmanship under normal use; and (ii) the Software will substantially conform to
its published specifications. The “Warranty Period means a period beginning on the date of Customer’s receipt of the Software and ending on the later of (a)
ninety (90) days from the date of initial shipment of the Software by Cisco, or (b) the end of the minimum period required by the law of the applicable jurisdiction.
In addition, Cisco may provide an additional limited Year 2000 warranty for the Software; information regarding this warranty and its applicability to the
Software may be found at the web site address www.cisco.com/warp/public/779/smbiz/service/y2k/y2k_comp.htm. The limited warranties extend only to
Customer as the original licensee. Customer's sole and exclusive remedy and the entire liability of Cisco and its suppliers under these limited warranties will be,
at Cisco or its service center's option, repair, replacement, or refund of the Software if reported (or, upon request, returned) to Cisco or its designee. Except as
expressly granted in this Agreement, the Software is provided AS IS. Cisco does not warrant that the Software is error free or that Customer will be able to
operate the Software without problems or interruptions. In addition, due to the continual development of new techniques for intruding upon and attacking
networks, Cisco does not warrant that the Software or any equipment, system or network on which the Software is used will be free of vulnerability to intrusion
or attack. This warranty does not apply if the Software (a) is licensed for beta, evaluation, testing or demonstration purposes for which Cisco does not receive a
license fee, (b) has been altered, except by Cisco, (c) has not been installed, operated, repaired, or maintained in accordance with instructions supplied by Cisco,
(d) has been subjected to abnormal physical or electrical stress, misuse, negligence, or accident, or (e) is used in ultrahazardous activities. If Customer obtained
the Software from a Cisco reseller, the terms of any warranty shall be as provided by such distributor, and Cisco provides Customer no warranty with respect to
such Software.
Disclaimer of Warranties. EXCEPT AS SPECIFIED IN THIS WARRANTY, ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS, AND
WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY OR CONDITION OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, NONINFRINGEMENT, SATISFACTORY QUALITY OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE, ARE HEREBY EXCLUDED TO THE EXTENT ALLOWED BY APPLICABLE LAW. TO THE EXTENT AN IMPLIED WARRANTY CANNOT
BE EXCLUDED, SUCH WARRANTY IS LIMITED IN DURATION TO THE WARRANTY PERIOD. BECAUSE SOME STATES OR JURISDICTIONS DO
NOT ALLOW LIMITATIONS ON HOW LONG AN IMPLIED WARRANTY LASTS, THE ABOVE LIMITATION MAY NOT APPLY TO YOU. THIS
WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS, AND YOU MAY ALSO HAVE OTHER RIGHTS WHICH VARY FROM JURISDICTION TO
JURISDICTION. Disclaimer of Liabilities. IN NO EVENT WILL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY LOST REVENUE, PROFIT, OR DATA,
OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL, OR PUNITIVE DAMAGES HOWEVER CAUSED AND REGARDLESS OF THE
THEORY OF LIABILITY ARISING OUT OF THE USE OF OR INABILITY TO USE THE SOFTWARE EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. In no event shall Cisco's or its suppliers' liability to Customer, whether in contract, tort (including
negligence), or otherwise, exceed the price paid by Customer. The foregoing limitations shall apply even if the above-stated warranty fails of its essential purpose.
BECAUSE SOME STATES OR JURISDICTIONS DO NOT ALLOW LIMITATION OR EXCLUSION OF CONSEQUENTIAL OR INCIDENTAL DAMAGES,
THE ABOVE LIMITATION MAY NOT APPLY TO YOU.
Term and Termination. This Agreement is effective until terminated. Customer may terminate this Agreement at any time by destroying all copies of Software
including any documentation. Customer’s license rights under this Agreement will terminate immediately without notice from Cisco if Customer fails to comply
with any provision of this Agreement. Upon termination, Customer must destroy all copies of Software in its possession or control.
Customer Records. Customer grants to Cisco and its independent accountants the right to examine Customer’s books, records and accounts during Customer’s
normal business hours to verify compliance with this Agreement.In the event such audit discloses non-compliance with this Agreement, Customer shall promptly
pay to Cisco the appropriate licensee fees.
Export. Software, including technical data, may be subject to U.S. export control laws, including the U.S. Export Administration Act and its associated
regulations, and may be subject to export or import regulations in other countries. Customer agrees to comply strictly with all such regulations and acknowledges
that it has the responsibility to obtain licenses to export, re-export, or import Software.
Restricted Rights. Cisco’s commercial software and commercial computer software documentation is provided to United States Government agencies in
accordance with the terms of this Agreement, and per subparagraph “(c)” of the “Commercial Computer Software - Restricted Rights” clause at FAR 52.227-19
(June 1987). For DOD agencies, the restrictions set forth in the “Technical Data-Commercial Items” clause at DFARS 252.227-7015 (Nov 1995) shall also apply.
General. This Agreement shall be governed by and construed in accordance with the laws of the State of California, United States of America, as if performed
wholly within the state and without giving effect to the principles of conflict of law. If any portion hereof is found to be void or unenforceable, the remaining
provisions of this Agreement shall remain in full force and effect. Cisco hereby specifically disclaims the UN Convention on Contracts for the International Sale
of Goods. Except as expressly provided herein, this Agreement constitutes the entire agreement between the parties with respect to the license of the Software
and supercedes any conflicting or additional terms contained in the purchase order.
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CHAPTER 1

Product Overview

This documentation supports these modules:
Product Number: WS-X6066-SLB-S-K9

The Catalyst 6500 Series Content Switching Module with SSL (CSM-S) combines high-performance
server load balancing (SLB) with Secure Socket Layer (SSL) offload. The CSM-S can be used to
distribute client requests using Layer 3 to Layer 7 information among groups of servers firewalls, caches,
VPN termination devices, and other network devices. The CSM-S can also terminate and initiate
SSL-encrypted traffic which allows the CSM-S to perform intelligent load balancing while ensuring
secure end-to-end encryption.

Note  The term SSL daughter card refers to the SSL termination daughter card for the CSM-S that accelerates
SSL transactions.

Figure 1-1 shows an overview of how traffic flows through the CSM-S between the client and the server
farm. Server farms are groups of load-balanced devices. Server farms that are represented as virtual
servers can improve scalability and availability of services for your network. You can add new servers
and remove failed or existing servers at any time without affecting the virtual server’s availability.

Figure 1-1 CSM-S Traffic Flow Overview
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M Features

Clients connect to the CSM-S directing their requests to the virtual IP (VIP) address of the virtual server.
When a client initiates a connection to the virtual server, the CSM-S chooses a real server (a physical
device that is assigned to a server farm) for the connection based on configured load-balancing
algorithms and policies (access rules). Policies manage traffic by defining where to send client
connections.

When a request arrives encrypted by SSL, the CSM-S can be configured to perform decryption, and
eventually apply Layer 7 rules to the clear-text request to select the correct real server. Decryption only
occurs if Layer 7 information is required to make the real server selection. If end-to-end encryption is
required, the CSM-S re-encrypts the connection request after the real server selection has been made.
This process allows the request to continue to the real server in its encrypted form.

Sticky connections limit traffic to individual servers by allowing multiple connections from the same
client to stick (or attach) to the same real server using source IP addresses, source IP subnets, cookies,
and the Secure Socket Layer (SSL) or by redirecting these connections using Hypertext Transfer
Protocol (HTTP) redirect messages.

These sections describe the CSM-S:
e Features, page 1-2
e Front Panel Description, page 1-8
e (CSM-S and SSL Services Module Command Differences, page 1-10
e Software Version Information, page 1-10
e Configuration Restrictions, page 1-12
e (CSM-S Operation Overview, page 1-12
e (CSM-S Operation with SSL, page 1-14

Features

This software release contains feature sets supporting SSL (CSM-S) functionality from previous CSM
releases. The tables in this section list these feature sets.

Table 1-1 lists the new CSM features in this release.

Table -1 New CSM Feature Set Description

Features New in this Release Description

HTTP header sticky Allows you to configure the CSM to perform stickiness
based on the contents of the HTTP header (for example,
the mobile station ISDN number [MSISDN], service key,
session ID).

Configuration synchronization Supports the synchronization of the configuration
between the active and the standby CSM over the fault
tolerant VLAN.

Failover tracking for interfaces and critical |Allows you to track the state of HSRP groups, physical

devices interfaces, and gateways.

Private VLANSs Enables the use of private VLANs (PVLANSs) with the
CSM.

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
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Table 1-1

Features

New CSM Feature Set Description (continued)

Features New in this Release

Description

Partial server farm failover

When you configure a backup server farm, you can
define threshold values so that the CSM fails over to the
backup server farm if the primary server farm partially
fails.

Server probe fail state improvements

Allows you to specify the number of successful retries
needed to put a failed server back into service.

Real name option

Allows you to specify details about an entity. This option
is applicable for probe, vserver, VLAN, and serverfarm
modes

NAT configuration enhancements

Provides source NAT (NAT client) configuration rules to
the policy level.

Infinite idle timeout

Allows you to keep a connection open for an indefinite
time period.

VIP dependencies

Provides the ability to link VIPs together, providing the
ability to automatically take a dependant VIP out of
service if the specified VIP goes out of service.

Ordering of policies

Provides the ability to assign a priority value to a
particular policy.

Maximum parse length reached behavior
change

CSM load balances maximum parse length connection
requests to the default policies.

Slow start improvements

Allows real servers to be in slow-start mode until the
slow-start timer value expires or the conn_count is equal
to that of the other real servers.

Non-secure router mode

Extends the environment variable to route a SYN packet,
in addition to a non-SYN packet, that does not hit a VIP.

Increase vserver limit

Increases the number of virtual servers configurable with
a particular VIP from 128 to 1000.

Table 1-2 lists the CSM features available in previous releases.

Table 1-2 CSM Feature Set Description

Features

Supported Hardware

Supervisor 2 with MSFC2

Supported Protocols

TCP load balancing

UDP generic IP protocol load balancing

Special application-layer support for FTP and the Real Time Streaming Protocol (RTSP)

Server Application State Protocol (SASP)

Layer 7 Functionality

Full regular expression matching

[ oL-7030-01
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Table 1-2 CSM Feature Set Description (continued)

Features

URL, cookie switching, generic HTTP header parsing, HTTP method parsing

Miscellaneous Functionality

VIP connection watermarks

Backup (sorry server) and server farm

Optional port for health probes

IP reassembly

TCL (Toolkit Command Language) scripting

XML configuration interface
SNMP
GSLB (Global Server Load Balancing)—Requires a license

Resource usage display

Configurable idle and pending connection timeout

Idle timeout for unidirectional flows

SSL Services Module (SSLM) integration for SSL load balancing
Real server names

TCP connection redundancy for all types of flows (TCP, UDP, and IP)
Fault-tolerant show command enhancements

I0S SLB FWLB interoperation (IP reverse-sticky)

Multiple CSMs in a chassis

CSM and IOS-SLB functioning simultaneously in a chassis

Configurable HTTP 1.1 persistence (either all GETs are made to the same server or are
balanced to multiple servers)

Fully configurable NAT

Server-initiated connections

Route health injection

Load-Balancing Algorithms

Round-robin
Weighted round-robin (WRR)

Least connections

Weighted least connections
URL hashing

Source IP hashing (configurable mask)

Destination IP hashing (configurable mask)

Source and destination IP hashing (configurable mask)

Load Balancing Supported

Server load balancing (TCP, UDP, or generic IP protocols)

Firewall load balancing

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
[ 14 | oL-7030-01 |



| Chapter1

Product Overview

Table 1-2 CSM Feature Set Description (continued)

Features

Features

DNS load balancing

Stealth firewall load balancing

Transparent cache redirection

Reverse proxy cache

SSL off-loading

VPN-IPSec load balancing

Generic IP devices and protocols

Stickiness

Cookie sticky with configurable offset and length

SSL ID

Source IP (configurable mask)

HTTP redirection

Redundancy

Sticky state

Full stateful failover (connection redundancy)

Health Checking

HTTP

ICMP

Telnet

TCP

FTP

SMTP

DNS

Return error-code checking

Inband health checking

User-defined TCL scripts

Management

SNMP traps

Full SNMP and MIB support

XML interface for remote CSM configuration

Back-end encryption support.

Workgroup Manager Support

Server Application State Protocol (SASP)
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Table 1-3 lists the CSM-S features in this release.

Table 1-3 CSM-S Feature Set Description

Features

Supported Hardware

Supervisor 2 with MSFC2

Supported Software

Cisco IOS software Release 12.2(18)SXD with the Supervisor Engine 2 and MSFC2

SSL Features

SSL initiation

SSL version 2.0 forwarding

URL rewrite

HTTP header insertion

Wildcard proxy

Handshake Protocol

SSL 3.0

SSL 3.1/TLS 1.0

SSL 2.0 (only ClientHello support)

Session reuse

Session renegotiation

Session timeout

Symmetric Algorithms

ARC4

DES

3DES

Asymmetric Algorithms

RSA

Hash Algorithms

MD5

SHAL1

Cipher Suites

SSL_RSA_WITH_RC4_128_MD5

SSL_RSA_WITH_RC4_128_SHA

SSL_RSA_WITH_DES_CSC_SHA

SSL_RSA_WITH_3DES_EDE_CBC_SHA

Public Key Infrastructure

RSA key pair generation for certificates up to 2048 bits

Secure key storage in CSM-S Flash memory device

Certificate enrollment for client and server-type proxy services

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
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Table 1-3 CSM-S Feature Set Description (continued)

Features

Importing and exporting of key and certificate (PKCS12 and PEM)

Duplicating keys and certificates on standby CSM-S using the key and certificate import and export
mechanism

Manual key archival, recovery, and backup

Key and certificate renewal using the CLI

Graceful rollover of expiring keys and certificates

Auto-enrollment and auto-renewal of certificates

Importing of certificate authority certificates by cut-and-paste or TFTP

Up to 8 levels of certificate authority in a certificate chain

Generating of self-signed certificate

Manual certificate enrollment using cut-and-paste or TFTP of PKCS10 CSR file

Peer (client and server) certificate authentication

Peer (client and server) certificates

Certificate security attribute-based access control lists

Certificate revocation lists (CRL)

Certificate expiration warning

TCP Termination

RFC 1323

Connection aging

Connection rate

NAT'/PAT?

Client and server

Redundancy

When the CSM-S module is in the standby state, you cannot access SSL services.

To have redundancy, you must use either two CSMs or two CSM-S. You cannot mix a CSM and a
CSM-S for a supported redundancy configuration.

High Availability

Failure detection (SLB health monitoring schemes)

Module-level redundancy (stateless)

Serviceability

Password recovery

Statistics and Accounting

Total SSL connection attempts per proxy service

Total SSL connections successfully established per proxy service

Total SSL connections failed per proxy service

Total SSL alert errors per proxy service

Total SSL resumed sessions per proxy service

[ oL-7030-01
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Table 1-3 CSM-S Feature Set Description (continued)

Features

Total encrypted/decrypted packets/bytes per proxy service

Statistics displayed at 1-second, 1-minute, and 5-minute traffic rates for CPU utilization and
SSL-specific counters

1. NAT = Network Address Translation
2. PAT = Port Address Translation

Front Panel Description

LEDs

i Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note

Note

Figure 1-2 shows the CSM-S front panel.

Figure 1-2  Content Switching Module Front Panel
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The RJ-45 connector is covered by a removable plate.

You are required to make initial SSL daughter card configurations through a direct connection to the
CSM-S Certificate Management port (Cert. Mgt). After the initial configurations, you can make an SSH
or Telnet connection to further configure the module. See the “Initial SSL Daughter Card Configuration”
section on page 5-2.

When the CSM-S powers up, it initializes various hardware components and communicates with the
supervisor engine. The Status LED indicates the supervisor engine operations and the initialization
results. During the normal initialization sequence, the status LED changes from off to red, to orange, to
green. The SSL daughter card Crypto LED is unused in this release.

For more information on the supervisor engine LEDs, refer to the Catalyst 6500 Series Switch Module
Installation Guide.
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| Chapter1  Product Overview

Front Panel Description I

Table 1-4 describes the Status LED operation.

Table 1-4  Content Switching Module LEDs

LED Color Description

Status |Off e The module is waiting for the supervisor engine to provide power.

e The module is not online.

¢ The module is not receiving power, which could be caused by the following:
— Power is not available to the CSM-S.

- Module temperature is over the limit'.

Red e The module is released from reset by the supervisor engine and is booting.

e If the boot code fails to run, the LED stays red after power up.

Orange | ® The module is initializing hardware or communicating with the supervisor engine.
e A fault occurred during the initialization sequence.

e The module has failed to download its Field Programmable Gate Arrays (FPGAs) on power up but
continues with the remainder of the initialization sequence and provides the module online status from
the supervisor engine.

e The module has not received module online status from the supervisor engine. This problem could be
caused by the supervisor engine detecting a failure in an external loopback test that it issued to the

CSM-S.
Green ¢ The module is operational; the supervisor engine has provided module online status.
Green e The module is disabled through the supervisor engine CLI ? using the set module disable mod
to command.
orange
Crypto |None. e Not used. Reserved for future releases.

1. Enter the show environment temperature mod command to display the temperature of each of the four sensors on the CSM-S.

2. CLI = command-line interface.

RJ-45 Connector

The RJ-45 connector, which is covered by a removable plate, is used to connect a management station
device or a test device. This connector is used by field engineers to perform testing and to obtain dump
information.

SSL Connector

The Certificate Management (Cert. Mgt.) port connector is used for SSL certificate management and is
available to make the necessary connection to the SSL daughter card for initial configuration purposes.
After the initial configurations, you can make an SSH or Telnet connection to the SSL daughter card to
further configure the module. See Chapter 5 in the Catalyst 6500 Series Content Switching Module with
SSL Installation and Configuration Note.

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
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CSM-S and SSL Services Module Command Differences

This section describes the differences in command functionality between the SSL Services Module and
the CSM-S. The following commands or features in the SSL Services Module software are not available
in the CSM-S:

e The debug ssl-proxy pc command.
e The stateless redundancy feature using HSRP in standalone mode.

e The virtual ipaddr ... command under the ssl-proxy service configuration mode requires the
secondary keyword. The traffic flow will fail if this command is configured without the secondary
keyword.

For example,

'virtual ipaddr 90.1.1.1 protocol tcp port 443' 1is NOT supported.
'virtual ipaddr 90.1.1.1 protocol tcp port 443 secondary' 1is supported.

e The gateway forward feature from the SSL Services Module does not work with the CSM-S. This
feature is used on the SSL Services Module to enable more traffic to flow to the SSL Services
Module.

For example,

ssl-proxy vlan 2
ipaddr 190.1.1.142 255.255.255.0
gateway 190.1.1.100 forward

This feature does not work on the CSM-S because the SSL daughter card receives packets only for
the connections that are serviced by a VIP on the CSM. This feature is used on the SSL Services
Module to enable more traffic to flow to the SSL Services Module.

Software Version Information

Note

The CSM-S is a combination of the CSM and the SSL Services Module. The version number has these
three parts:

A CSM-S version number

A CSM version number

An SSL Services Module version number.

The version number is in the following format:

<CSM-S version> <CSM version> <SSL Services Module version>

For example, the first software release for the CSM-S may appear as follows:

1.1(1) 4.1(3) 2.1(2

In the following examples, the version numbers are highlighted in bold text. There are two show version
commands available. The show version command is available from the supervisor engine CLI and SSL
daughter card CLI.

i Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
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Note

Software Version Information

The tech-support processor 0 command displays the CSM software version number.

The show module command displays the CSM and SSL bundled software version number.

You can display the version number for the software as follows:

e This example shows how to display the technical support information from the supervisor engine to

display the CSM version:

Router# show module csm 4 tech-support processor 0
Software version: 4.1(3)

e Using the show module command from the supervisor engine, for example:

Router# show module

Mod Ports Card Type Model Serial No.
1 2 Catalyst 6000 supervisor 2 (Active) WS-X6K-SUP2-2GE SAD055104SU
2 2 Catalyst 6000 supervisor 2 (Hot) WS-X6K-SUP2-2GE SALO0702BJKF
3 3 MWAM Module WS-SVC-MWAM-1 SAD071602TZ
4 3 MWAM Module WS-SVC-MWAM-1 SAD071602UT
5 3 MWAM Module WS-SVC-MWAM-1 SAD07200176
7 0 Switching Fabric Module-136 (Active) WS-X6500-SFM2 SALO6355FRR
8 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD03080474
9 3 MWAM Module WS-SVC-MWAM-1 SAD0649019F

11 0 CSM with SSL WS-X6066-SLB-S-K9 SAD07380300
12 0 SLB Application Processor Complex WS-X6066-SLB-APC SAD061801NA
13 1 SSL daughter card WS-SVC-SSL-1 SAD070303G2

Mod MAC addresses Hw Fw Sw Status
1 0001.6415.ab56 to 0001.6415.ab57 3.2 7.1(1) 12.2 (TETONS_ Ok
2 0006.d65c.5c78 to 0006.d65c.5c79 4.1 7.1(1) 12 .2 (TETONS_ Ok
3 0003.feab.9738 to 0003.feab.973f 2.0 7.2(1) 2.1(0.3b) Ok
4 0002.fcbe.8500 to 0002.fcbe.8507 2.0 7.2(1) 2.1(0.3b) Ok
5 0003.feab.80c8 to 0003.feab.80cf 2.0 7.2(1) 2.1(0.1b) Ok
7 0001.0002.0003 to 0001.0002.0003 1.2 6.1(3) 8.3(0.63)TET Ok
8 0060.09ff.f5c0 to 0060.09ff.f5ef 0.701 4.2(0.24)VAI 8.3(0.63)TET Ok
9 0005.9a3b.9de8 to 0005.9a3b.9%def 0.304 7.2(1) 1.0(0.1) Ok

11 0003.feac.a958 to 0003.feac.a95f 1.7 1.1(1) ok
12 00d40.d32f.03f8 to 0040.d32f.03ff 1.5 3.1(6) Ok
13 0040.0bf0.1c04 to 0040.0bf0.1c0b 1.2 7.2(1) 2.1(0.59) Ok

e This example shows how to display the SSL proxy version from the SSL daughter card CLI:

ssl-proxy> show ssl-proxy version

Cisco Internetwork Operating System Software

IOS (tm) SVCSSL Software (SVCSSL-K9Y9-M), Version 12.2(14.6)SHK(0.28)
SOFTWARE

Copyright (c) 1986-2004 by cisco Systems, Inc.

Compiled Tue 04-May-04 11:05 by integ

Image text-base: 0x00400078, data-base: 0x00B04000

ROM: System Bootstrap, Version 12.2(15)YS1 RELEASE SOFTWARE

ssl-proxy uptime is 0 minutes

System returned to ROM by power-on

System image file is "tftp://255.255.255.255/unknown"
AP Version 1.1(1) 4.1(1) 2.1(1)

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
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Configuration Restrictions

Note

SSL flows that are processed by the SSL daughter card are flows that are processed only by the CSM.
The SSL daughter card cannot off-load flows that are not load balanced by the CSM.

All VLANS that are configured on the SSL daughter card must also be configured on the CSM. If the
CSM is not configured, then the traffic for that VLAN will never arrive at the SSL daughter card.

There is no configuration verification between the CSM and SSL daughter card. If only the CSM portion
of the configuration is completed, the local real servers will show as operational even before the SSL
daughter card is configured. The status will always be operational for local real servers. Because these
real servers are configured on the daughter card, they are always assumed to be available.

CSM-S Operation Overview

Clients and servers communicate through the CSM-S using Layer 2 and Layer 3 technology in a specific
VLAN configuration. (See Figure 1-3.) In a simple Server Load Balancing (SLB) deployment, clients
connect to the client-side VLAN and servers connect to the server-side VLAN. Servers and clients can
exist on different subnets. Servers can also be located one or more Layer 3 hops away and connect to the
CSM-S through routers.

A client sends a request to one of the module’s VIP addresses. The CSM-S forwards this request to a
server that can respond to the request. The server then forwards the response to the CSM-S, and the
CSM-S forwards the response to the client.

When the client-side and server-side VLANs are on the same subnets, you can configure the CSM-S in
single subnet (bridge) mode. For more information, see the “Configuring the Single Subnet (Bridge)
Mode” section on page 2-1.

When the client-side and server-side VLANSs are on different subnets, you can configure the CSM-S to
operate in a secure (router) mode. For more information, see the “Configuring the Secure (Router)
Mode” section on page 2-3.

You can set up a fault-tolerant configuration in either the secure (router) or single subnet (bridged) mode
using redundant CSM-S modules. For more information, see the “Configuring Fault Tolerance” section
on page 9-1.

Single subnet (bridge) mode and secure (router) mode can coexist in the same CSM-S with multiple
VLANS.
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Figure 1-3 Content Switching Module with SSL and Servers

Catalyst 6500 chassis

—

A
W
e.’H csmshtaalll < EIServer

Router

g
N

D
1 |«
I\ ¢

a—
= | B
- Server
—
Internet
a—
= | M
- Server
|

il‘ —
=‘ EI é
Clien{ . et

Server farm

113500

Figure 1-4 describes how the traffic flows between the client and server in a CSM-S environment.

Figure 1-4  Traffic Flow Between Client and Server
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Note  The numbers in Figure 1-4 correspond to the numbers in the following operation.
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When you enter a request for information by entering a URL, the traffic flows as follows:

1.

L

You enter a URL. (Figure 1-4 shows www.example.com as an example.)
The client contacts a DNS server to locate the IP address associated with the URL.
The DNS server sends the IP address of the virtual IP (VIP) to the client.

The client uses the IP address (CSM-S VIP) to send the HTTP request to the CSM-S.

The CSM receives the request with the URL, makes a load-balancing decision, and selects a server.

For example, in Figure 1-4, the CSM-S selects a server (X server) from the www.example.com
server pool, replacing its own VIP address with the address of the X server (directed mode), and

forwards the traffic to the X server. If the NAT server option is disabled, the VIP address remains

unchanged (dispatch mode).

The CSM-S performs Network Address Translation (NAT) and TCP sequence numbers translation.

CSM-S Operation with SSL

The CSM-S is a CSM with integrated SSL support on an internal daughter card so that communication

between the load balancing and SSL modules is local to the CSM-S. The CSM-S configuration is a
combination of a CSM and SSL Services Module configuration. See Figure 1-5.

Note  SSL services are available only when virtual servers are configured for SSL operation and VLANSs have

been configured on the module.

All packets to and from the daughter card are routed through the CSM.

The CSM hardware and the SSL daughter card are loosely coupled but the CSM treats the SSL daughter

card as a special real server that it knows is locally attached.

Figure 1-5 CSM-S Hardware Configuration
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of supported features for the CSM-S.
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The software runs independently on both the CSM and the SSL daughter card. The CSM-S software
allows for SSL configuration and flow processing to and from the daughter card. The Cisco IOS software
enables the Public Key Infrastructure (PKI) allowing the CSM-S to load and generate certificates and
keys for processing the SSL data flows and to configure the SSL software.

To configure the SSL feature, you must access the daughter card through the Certificate Management
(Cert. Mgt.) port. The CSM-S baseboard includes a BOOTP server which upon a daughter card boot
request supplies the boot information that includes the IP address and the SSL image to load.

When the CSM-S first starts up, the time starts at Jan 1, 1970. Once the CSM and SSL daughter card
(CSM-S system) is up, then the time is synchronized with the time on the switch supervisor engine.

You may see syslog messages on the SSL daughter card console referring to expired certificates due to
the time synchronization condition on first boot. Once the clock synchronization occurs from the
supervisor engine, which occurs within a few seconds after the syslog messages are generated, the
CSMS-S is ready to pass traffic.

To determine when the CSM-S is ready to pass traffic, you can use the Router# show module csm slot
# status command.

Two types of syslog messages are displayed when you enter the show module csm s/or # status
command:

1. When the module is ready to pass traffic, this message displays:

SLB Module is online in slot 4.
Configuration Download state: COMPLETE, SUCCESS

2. When the module is not ready to pass traffic, this message displays:

SLB Module is offline.
Requires CSM module version 3.1.

The runtime boot sequence for the CSM-S is as follows:
1. The CSM-S boots.
2. The CSM-S resets the daughter card. The daughter card runs a memory test.

3. When the memory test is complete, the daughter card ROMMON sends a BOOTP request to the
CSM-S.

4. The CSM-S sends a BOOTP response containing the MAC address, EOBC IP address, and the flash
location from where the daughter card runtime image loads.

5. The SSL console becomes active when the SSL Cisco IOS runtime starts.
6. The SSL software sends a time request to the CSM.

7. The CSM-S indicates to the switch supervisor engine that it is ready to go online.

Client-Side Configuration Traffic Flow

In Figure 1-6, the CSM requires a Layer 4 virtual server configured to accept client traffic on port 443.
The server farm associated with this virtual server is configured with the same VIP address as the virtual
server and must be marked as being local. Marking the virtual server as local tells the CSM that this
server is located on the SSL daughter card. The tables are updated to properly forward traffic to the
daughter card.
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Figure 1-6 = CSM-S Client-Side Configuration
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Note  The numbers in Figure 1-6 correspond to the numbers in the following operation.

The client-side configuration traffic flow is as follows:

1. When a client SYN-frame is received by the CSM and matches the SSL virtual server, the CSM
treats it in the same manner as any Layer 4 virtual server.

2. The destination decision sets up the internal CSM tables to direct all subsequent client traffic on this
connection to the SSL daughter card. The reverse tuple is also set up to direct traffic back to the
client from the daughter card. The SYN packet is passed to the SSL daughter card for processing.

3. The SSL daughter card processes the SYN-frame and sets up an internal table for connection. The
SSL daughter card then responds with a SYN/ACK to the client.

4. The SYN/ACK is received by the CSM and is processed with the reverse tuple. The SYN/ACK is
then transmitted to the client through the client VLAN.

This example shows the client-side configuration for the CSM:

vlan 420 client
ip address 192.168.15.109 255.255.255.0
|
serverfarm SSL
nat server
no nat client
real 192.168.15.100 local
inservice
|
vserver V-SSL
virtual 192.168.15.200 tcp https
serverfarm SSL
persistent rebalance
inservice
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This example shows the client-side configuration for the SSL daughter card:

ssl-proxy service server_proxy

virtual ipaddr 192.168.15.100 protocol tcp port 443 secondary
server ipaddr 192.168.15.200 protocol tcp port 80

certificate rsa general-purpose trustpoint tierl_tp

inservice

ssl-proxy vlan 420

ipaddr 192.168.15.108 255.255.255.0

Server-Side Configuration Traffic Flow

When the SSL daughter card terminates the SSL connection, it must establish a connection to a back-end
server that services the request. The server is either a real server in the network or a virtual server
configured on the CSM.

Note  No configuration checking is done between the CSM and the SSL daughter card. You must make sure
that the CSM and SSL daughter card configurations are set up correctly to allow the SSL daughter card
to use a virtual server on the CSM for Layer 7 load balancing.

Configuring the CSM as the Back-End Server

Figure 1-7 shows the configuration where the back-end server is a Layer 7 virtual server. The virtual
server, VS2, is configured to match the ssl-proxy server configuration of the SSL daughter card.

Figure 1-7 CSM-S Server-Side Configuration with CSM as the Back-End Server
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Note  The numbers in Figure 1-7 correspond to the numbers in the following operation.
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The server-side configuration traffic flow with the CSM as the back-end server is as follows:
1. The SSL daughter card transmits a TCP SYN frame to the target address of the ssl-proxy service.

2. The CSM responds to the SYN that is sent to VS-HTTP with a SYN/ACK to the client IP address,
and the SYN/ACK is sent to the SSL daughter card.

3. The SSL daughter card completes the TCP handshake by sending a TCP ACK to the CSM virtual
server V-HTTP.

4. The SSL daughter card sends the decrypted HTTP GET request to the CSM virtual server V-HTTP.
When the CSM receives this request, it uses the cookie value to determine the actual real server.

5. The CSM sends a TCP SYN to the real server as the client.
6. The real server responds with a TCP SYN/ACK.
1. The CSM continues to operate as it does for Layer 5 and Layer 7 flows for the system.

This example shows the server-side configuration for the CSM:

vlan 421 server

ip address 192.168.17.109 255.255.255.0
|

serverfarm SLB

nat server

no nat client

real 192.168.17.13

inservice
!
vserver VS-HTTP
virtual 192.168.15.200 tcp www
serverfarm SLB
persistent rebalance
inservice

This example shows the server-side configuration for the SSL daughter card:

ssl-proxy service server_proxy

virtual ipaddr 192.168.15.100 protocol tcp port 443 secondary
server ipaddr 192.168.15.200 protocol tcp port 80

certificate rsa general-purpose trustpoint tierl_tp

inservice

Configuring the Real Server as the Back-End Server

When you configure a real server as the back-end server, the SSL daughter card is configured with the
real server’s IP address as the SSL-proxy server address. Traffic is sourced by the real server, and the
CSM directs traffic from the SSL daughter card to and from the real server.

As shown in Figure 1-8, the CSM is configured with virtual server SSL-PRVS by using a server farm
with the predictor-forward option. To properly forward traffic to the real server IP address, the CSM
must perform Address Resolution Protocol (ARP) for all possible real servers. For ARP resolution to
perform correctly, the server farm SSL real servers must contain the IP address of all possible real
servers, but they must not be associated with any virtual server on the CSM. You can also associate health
probes with the real servers.

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
[ 118 | oL-7030-01 |



Chapter1  Product Overview

CSM-S Operation with SSL Il

Figure 1-8 CSM-S Server-Side Configuration with a Real Server as the Back-End Server
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Note  The numbers in Figure 1-8 correspond to the numbers in the following operation.

The server-side configuration traffic flow (with the real server as the back-end server) is as follows:

1. The SSL daughter card transmits the TCP SYN frame to the server address of the ssl-proxy service,
and that frame is received by the CSM to match the virtual server SSL-PRVS.

2. A load-balancing decision is made, and the frame is forwarded to the server based on the
predictor-forward server farm configuration. The reverse tuple is programmed to catch traffic from
the server destined to the SSL daughter card. The frame is transmitted on the server VLAN.

3. When the SYN/ACK frame is received on the server VLAN, it matches the reverse path tuple setup
and the frame is forwarded back to the client which is the SSL daughter card.

4. The SYN/ACK is sent to the SSL daughter card.

vlan 421 server
ip address 192.168.17.109 255.255.255.0
serverfarm SSLPF
nat server
no nat client
predictor forward
vserver SSL-PFVS
virtual 0.0.0.0 0.0.0.0 tcp 8888
vlan local
serverfarm SSLPF
persistent rebalance
inservice

This example shows the client-side and server-side configuration for the SSL daughter card:

ssl-proxy service server_proxy

virtual ipaddr 192.168.15.100 protocol tcp port 443 secondary
server ipaddr 192.168.17.13 protocol tcp port 8888
certificate rsa general-purpose trustpoint tierl_tp

inservice
ssl-proxy vlan 420

ipaddr 192.168.15.108 255.255.255.0
ssl-proxy vlan 421

ipaddr 192.168.17.108 255.255.255.0

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
0L-7030-01 m



Chapter1  Product Overview |

B CSM-S Operation with SSL

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
[ 1-20 | oL-7030-01 |



CHAPTER 2

Networking with the Content Switching Module
with SSL

This chapter describes networking the CSM-S and contains these sections:
e Configuring Modes for Networking, page 2-1
e (CSM-S Networking Topologies, page 2-4
e Routing with the CSM-S, page 2-7
e Protecting Against Denial-of-Service Attacks, page 2-7

Configuring Modes for Networking

You can configure the CSM-S in a single subnet or bridged mode and a secure or router mode. These
sections describe the modes:

¢ Configuring the Single Subnet (Bridge) Mode, page 2-1
e Configuring the Secure (Router) Mode, page 2-3

Configuring the Single Subnet (Bridge) Mode

In the single subnet (bridge) mode configuration, the client-side and server-side VLANS are on the same
subnets. Figure 2-1 shows how the single subnet (bridge) mode configuration is set up.

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
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Step 1
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Step 6
Step 7

Step 8

Figure 2-1  Single Subnet (Bridge) Mode Configuration
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The addresses in Figure 2-1 refer to the steps in the following task table.

You configure single subnet (bridge) mode by assigning the same IP address to the CSM-S client and
server VLANS.

To configure content switching for the single subnet (bridge) mode, perform this task:

Command Purpose

Router (config-module-CSM) # vlan Enters the VLAN mode'.

database

Router (vlan)# vlan 2 Configures a client-side VLAN?.

Router (vlan)# vlan 3 Configures a server-side VLAN.

Router (vlan) # exit Exits the mode for the configuration to take effect.
Router (config-module-CSM) # vlan 2 Creates the client-side VLAN 2 and enters the SLB
client VLAN mode'.

Router (config-slb-vlan-client)# ip Assigns the CSM-S IP address on VLAN 2.

addr 192.158.38.10 255.255.255.0

Router (config-slb-vlan-client)# Defines the client-side VLAN gateway to Router A.
gateway 192.158.38.20

Router (config-slb-vlan-client)# Defines the client-side VLAN gateway to Router B.
gateway 192.158.38.21
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Command Purpose

Step9 Router (config-slb-vserver)# vlan 3 Creates the server-side VLAN 3 and enters the SLB
server VLAN mode.

Step10 Router (config-slb-vlan-client)# ip Assigns the CSM-S IP address on VLAN 3.

addr 192.158.38.10 255.255.255.0

Step 11

Router (config-slb-vlan-client)# exit

Exits the submode.

Step 12

Router (config-module-CSM) # vserver
VIP1l

Creates a virtual server and enters the SLB virtual server
mode.

Step 13

Router (config-slb-vserver)# virtual
192.158.38.30 tcp www

Creates a virtual IP address.

Step 14 Router (config-slb-vserver)# serverfarm |Associates the virtual server with the server farm?.
farml
Step 15 Router (config-module-CSM)# inservice Enables the server.

1. Enter the exit command to leave a mode or submode. Enter the end command to return to the menu’s top level.

2. The no form of this command restores the defaults.

This step assumes that the server farm has already been configured. (See the “Configuring Server Farms” section on

page 5-1.)

~

Note

Set the server default routes to Router A gateway (192.158.38.20) or Router B gateway (192.158.38.21).

Configuring the Secure (Router) Mode

In secure (router) mode, the client-side and server-side VLANSs are on different subnets.

To configure content switching in secure (rou

ter) mode, perform this task:

Command Purpose
Step1 Router (config-module-CSM)# vlan database |Enters the VLAN model,
Step2 Router(vlan)# vlan 2 Configures a client-side VLAN?.
Step3 Router(vlan)# vlan 3 Configures a server-side VLAN.
Step4 Router (vlan)# exit Exits the mode for the configuration to take effect.
Step5 Router(config-module-csm)# vlan 2 client |Creates the client-side VLAN 2 and enters the SLB
VLAN mode.
Step6 Router(config-slb-vlan-client)# ip addr |Assigns the CSM-S IP address on VLAN 2.
192.158.38.10 255.255.255.0
Step7 Router (config-slb-vlan-client)# gateway |Defines the client-side VLAN gateway to Router A.
192.158.38.20
Step8 Router(config-slb-vlan-client)# gateway |Defines the client-side VLAN gateway to Router B.
192.158.38.21
Step9 Router(config-module-csm)# vlan 3 server |Creates the server-side VLAN 3 and enters the SLB
VLAN mode.
Step 10 Router (config-slb-vlan-server)# ip addr |Assigns the CSM-S IP address on VLAN 3.
192.158.39.10 255.255.255.0
Step 11 Router (config-slb-vlan-server)# exit Exits the submode.
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Command Purpose

Step 12 Router (config-module-csm)# vserver VIP1 |Creates a virtual server and enters the SLB virtual
server mode.

Step 13 Router (config-slb-vserver)# virtual Creates a virtual IP address.
192.158.38.30 tcp www

Step 14 Router (config-slb-vserver)# serverfarm Associates the virtual server with the server farm>.
farml

Step 15 Router (config-module-csm)# inservice Enables the server.

1. Enter the exit command to leave a mode or submode. Enter the end command to return to the menu’s top level.
The no form of this command restores the defaults.

This step assumes that the server farm has already been configured. (See the “Configuring Server Farms” section on
page 5-1.)

)

Note Set the server default routes to the CSM-S IP address (192.158.39.10).

CSM-S Networking Topologies

This section describes CSM-S networking topologies and contains these sections:
e (CSM-S Inline and MSFC Not Involved, page 2-4
e (CSM-S Inline and MSFC on Server Side, page 2-5
e (CSM-S Inline and MSFC on Client Side, page 2-5
e CSM-S in Aggregate Mode, page 2-6

e Direct Server Return, page 2-6

CSM-S Inline and MSFC Not Involved

Figure 2-2 shows the CSM-S in a Layer 3 configuration without interaction with the MSFC.

Figure 2-2 CSM-S Inline, MSFC Not Involved

Catalyst
6500

MSFC

y
= ] Servers

_=f router

[ = =1
pstream CSM-S _’_— I
Client L

113744

This configuration has these characteristics:
e The MSFC is not routing CSM-S VLAN:S.
e All server-to-server communications (direct Layer 3 or load balanced) are through the CSM-S.

e The CSM-S must use static routes to the upstream router (default gateway).
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CSM-S Inline and MSFC on Server Side

Figure 2-3 shows the CSM-S in a configuration where the MSFC is located on the server side.

Figure 2-3 CSM:-S Inline, MSFC Located on Server Side
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This configuration has these characteristics:
e Server-to-server direct communications bypass the CSM-S.
e Server-to-server load-balanced connections always require secure NAT (SNAT).
e The CSM-S must use static routes to the upstream router (default gateway).
¢ Routing protocols can be used in the back end.

e Layer-2 rewrite is not possible.

CSM-S Inline and MSFC on Client Side

Figure 2-4 shows the CSM-S in a configuration where the MSFC is located on the client side.

Figure 2-4 CSM-S Inline, MSFC Located on the Client Side
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This configuration has these characteristics:
e The configuration is easy to deploy.
e Server-to-server Layer-3 communications pass through the CSM-S.

e Routing protocols can be used between the MSFC and the upstream router.

All traffic to or from the servers passes through the CSM-S.
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CSM-S in Aggregate Mode

Figure 2-5 shows the CSM-S in an aggregate-mode configuration.

Figure 2-5 CSM-S Located in Aggregate Mode

Catalyst
6500
CSM-S
y___/
T &8 Servers
[i]l Upstream EI-
==f router MSFC o

4
Client T

This configuration has these characteristics:

The CSM-S is not inline, and the module does not see unnecessary traffic.
Easy routing and CSM-S configuration.

Requires PBR or client SNAT because return traffic is required.
Server-to-server load-balanced connections always require SNAT.

Layer-2 rewrite is not possible.

Direct Server Return

Figure 2-6 shows the CSM-S in a direct server return configuration.

Figure 2-6 Direct Server Return
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This configuration has these characteristics:

High throughput or bandwidth is not required in the load balancer.
The load balancer does not recognize return traffic.

TCP flows always have to be timed out.

TCP termination is not possible (only Layer 4 load balancing).
Inband health monitoring is not possible.

Servers must be Layer-2 adjacent with a loopback address.
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Routing with the CSM-S

When forwarding and maintaining load-balancing connections, the CSM-S must make routing decisions.
However, the CSM-S does not run any routing protocols and does not have access to the MSFC routing
tables. The CSM-S builds its own routing table with three types of entries:

Directly attached IP subnets
These subnets are configured on the CSM-S client or the server VLANSs.
Default gateways

Default gateways are configured with the gateway keyword from within a client or server VLAN
configuration submode. See Chapter 4, “Configuring VLANSs.” In this release, you may have up to
511 default gateways. However, you cannot have more than seven default gateways for the same
VLAN.

Most configurations have (or can be simplified to have) a single default gateway. This gateway
points to the upstream router (or to an HSRP IP address that represents the upstream router pair) and
eventually to various static routes.

Static routes

Static routes are configured with the route keyword from within a client or server VLAN
configuration submode of configuration. See Chapter 4, “Configuring VLANSs.” Static routes are
very useful when some servers are not Layer 2 adjacent.

Multiple default gateways are supported, however, they create a situation where if the CSM-S needs to
make a routing decision to an unknown destination, the CSM-S will randomly select one of the gateways
without your intervention or control. To control this behavior, use the predictor-forward option.

There are three situations in which the CSM-S must make a routing decision:

Upon receiving a new connection.

At this time, the CSM-S decides where to send the return traffic for that connection. Unlike other
devices, the CSM-S does not perform a route lookup, but it memorizes the source MAC address from
where the first packet of the connection was received. Return traffic for that connection is sent back
to the source MAC address. This behavior also works with redundancy protocols between upstream
routers, such as HSRP.

The CSM-S is configured in router mode.

The servers are pointing to the CSM-S as their default gateway, and the servers are originating
connections.

A server farm is configured with the predictor-forward option. (See Chapter 5, “Configuring Real
Servers and Server Farms.”) This predictor instructs the CSM-S to route the connection instead of
load balancing it.

With multiple gateways, the first two situations can be simplified by using a server farm configured with
the gateway as a unique real server. (See the “Configuring the Source NAT for Server-Originated
Connections to the VIP” section on page A-7.)

Protecting Against Denial-of-Service Attacks

The CSM-S implements a variety of features to protect the devices that it is load balancing and to protect
itself from a DoS attack. You cannot configure many of these features because they are controlled by the
CSM-S and adjust to the amount of incoming traffic.
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I Protecting Against Denial-of-Service Attacks

The CSM-S provides these DoS-protection features:
e SYN cookies

N

Note Do not confuse a SYN cookie with synchronization of cookies because these are different
features. This discussion refers only to SYN cookies.

When the number of pending connections exceeds a configurable threshold, the CSM-S begins using
SYN cookies, encrypting all of the connection state information in the sequence numbers that it
generates. This action prevents the CSM-S from consuming any flow state for pending (not fully
established) TCP connections. This behavior is fully implemented in hardware and provides a good
protection against SYN attacks.

¢ Connection pending timeout

This feature is configurable on a per-virtual server basis and allows you to time out connections that
have not been properly established within the configured timeout value specified in seconds.

e Connection idle timeout

This feature is configurable on a per-virtual server basis and allows you to time out established
connections that have not been passing traffic for longer than an interval configured on a timer.

e Generic TCP termination

Some connections may not require TCP termination for Layer 7 load balancing. You can configure
any virtual server to terminate all incoming TCP connections before load balancing those
connections to the real servers. This configuration allows you to take advantage of all the CSM-S
DoS features located in Layer 4 load-balancing environments.
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CHAPTER

Getting Started

This chapter describes what is required before you begin configuring the CSM-S and contains these
sections:

Configuration Overview, page 3-1

Operating System Support, page 3-4

Preparing to Configure the CSM-S, page 3-4
Saving and Restoring Configurations, page 3-6
Configuring SLB Modes, page 3-6

Upgrading to a New Software Release, page 3-12

Recovering a Lost Password, page 3-14

Configuration Overview

The configuration process assumes that the switch is in the RP mode. Figure 3-1 shows an overview of
the required and optional operations in the basic CSM-S configuration process. Figure 3-2 shows an
overview of the SSL portion of the configuration process.

Note

Configuring policies is not necessary for Layer 4 load balancing.

These sections describe how to configure the required parameters:

CSM-S and SSL Services Module Command Differences, page 1-10
Software Version Information, page 1-10

Configuration Restrictions, page 1-12

Recovering a Lost Password, page 3-14

Configuring Client-Side VLANS, page 4-2

Configuring Server-Side VLANSs, page 4-3

Configuring Server Farms, page 5-1

Configuring Real Servers, page 5-3

Configuring Virtual Servers, page 6-1
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M Configuration Overview

Figure 3-1 CSM-S Basic Configuration Overview
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After you configure the required load-balancing parameters on the CSM-S, you can configure the
optional parameters in the following sections:

¢ Configuring Redirect Virtual Servers, page 6-6
e Configuring Client NAT Pools, page 5-6
e Configuring Server-Initiated Connections, page 5-7

e Configuring TCP Parameters, page 6-4

Catalyst 6500 Series Switch Content Switching Module with SSL Installation and Configuration Note
[ 32 | oL-7030-01 |



| Chapter3 Getting Started

Configuration Overview 1l

Figure 3-2 CSM-S SSL Configuration Overview
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To configure the SSL parameters, see the following sections:
e (CSM-S and SSL Services Module Command Differences, page 1-10
e Initial SSL Daughter Card Configuration, page 7-2
e Configuring SSL for Client-Side and Server-Side Operation, page 7-6
To work with advanced configurations, see the following sections in Chapter 2 through Chapter 11:
e Configuring the Single Subnet (Bridge) Mode, page 2-1
e Configuring the Secure (Router) Mode, page 2-3
¢ Configuring URL Hashing, page 5-7
e Configuring Generic Header Parsing, page 6-12
e Configuring SSL for Client-Side and Server-Side Operation, page 7-6
e Configuring Route Health Injection, page 10-5
¢ Configuring Fault Tolerance, page 9-1
e Configuring Persistent Connections, page 10-13
e Configuring HSRP, page 9-5
e Configuring Connection Redundancy, page 9-9
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e Configuring SNMP Traps for Real Servers, page 10-20

e Configuring Probes for Health Monitoring, page 11-1

¢ Understanding and Configuring Inband Health Monitoring, page 11-8

e Understanding and Configuring HTTP Return Code Checking, page 11-9
e Using TCL Scripts with the CSM-S, page 12-1

e Configuring Stealth Firewall Load Balancing, page 13-7

e Configuring Regular Firewall Load Balancing, page 13-16

¢ Configuring Reverse-Sticky for Firewalls, page 13-24

Operating System Support

The CSM-S is supported on switches running Cisco IOS software only. Because the CSM-S is
configured through the MSFC CLI, you must first session into the MSFC for access to the MSFC CLI.
All Layer 2 configurations (such as VLAN and port associations) are performed on the supervisor engine
when using a switch running the Cisco I0S software.

Note  When running the CSM-S on a switch, configured VLANSs are automatically added to the trunk or
channel that connects the CSM-S to the switch backplane. In a switch running both the Catalyst
operating system and Cisco IOS software, you will have to manually add the CSM-S VLAN:Ss to the trunk
or channel.

Preparing to Configure the CSM-S

Before you configure the CSM-S, you must take these actions:

e Be sure that the Cisco IOS versions for the switch and the module match. Refer to the Catalyst 6500
Series Switch Content Switching Module Installation Guide.

e Before you can configure server load balancing, you must obtain the following information:
— Network topology that you are using in your installation
— Real server IP addresses

— An entry for the CSM-S VIPs in the Domain Name Server (DNS) (if you want them to be
reached through names)

— Each virtual server’s IP address

e Configure VLANSs on the Catalyst 6500 series switch before you configure VLANS for the CSM-S.
VLAN IDs must be the same for the switch and the module. Refer to the Catalyst 6500 Series Switch
Software Configuration Guide for details.

This example shows how to configure VLANS:

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# vlan 130

Router (config-vlan)# name CLIENT_ VLAN

Router (config-vlan)# exit

Router (config)# vlan 150

Router (config-vlan) # name SERVER_VLAN
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