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CHAPTER 1

Overview

The Catalyst 6500 series Content Switching Module (CSM) provides high-performance server load
balancing (SLB) among groups of servers, firewalls, caches, VPN termination devices, and other
network devices, based on Layer 3 as well as Layer 4 through Layer 7 packet information. Server farms
are groups of load balanced devices.

Server farms that are represented as virtual servers can improve scalability and availability of services
for your network. You can add new servers and remove failed or existing servers at any time without
affecting the virtual server’s availability.

Clients connect to the CSM directing their requests to the virtual IP (VIP) address of the virtual server.
When a client initiates a connection to the virtual server, the CSM chooses a real server (a physical
device that is assigned to a server farm) for the connection based on configured load-balancing
algorithms and policies (access rules). Policies manage traffic by defining where to send client
connections.

Sticky connections limit traffic to individual servers by allowing multiple connections from the same
client to stick to the same real server using source IP addresses, source IP subnets, cookies, and the
secure socket layer (SSL) or by redirecting these connections using Hypertext Transfer Protocol (HTTP)
redirect messages.

Caution

Features

The WS-X6066-SLB-APC Content Switching Module is not fabric enabled.

These sections describe the CSM:
e Features, page 1-1
¢ Front Panel Description, page 1-6
e Operation Mode, page 1-7
e Traffic Flow, page 1-9

The CSM provides these enhanced features:

e More than one CSM can run in a Catalyst 6500 series switch chassis, and CSMs can run concurrently
with Cisco IOS server load balancing (SLB).

e (CSM fault-tolerance support allows two CSM modules (in the same or in different chassis) to be
configured in the active and standby modes.
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e The sticky database and connection table also can be replicated from active to standby to minimize
any service disruption.

e (CSM firewall load balancing allows you to scale firewall protection. Multiple firewall farms and
DMZs are supported.

e A configurable pending-connection timeout feature is available. Pending-connection timeout sets
the response time for terminating connections if a switch is flooded with traffic. This feature is used
to prevent denial of service (DOS) attacks. Pending connections are configurable on a per virtual
server basis.

e The CSM supports 255 VLANSs (including the client VLANS, server VLANSs and one fault tolerant
VLAN used for redundant pairs of CSMs).

¢ The minimum time between health probes has been reduced to 2 seconds, starting from release
2.1(1).

e Sample scripts are available for reference to support the TCL (Toolkit Command Language) feature.
The filename is: c6slb-script.3-1-1a.tcl. This file is located with the CSM Release 3.1(1a) software
image at this URL:

Table 1-1 lists the new CSM features in this release.

Table -1 New CSM Feature Set Description

New Features New in this Release Description

VIP connection watermarks Allow you to limit the number of connections

going through a particular virtual server.

Sorry server (backup serverfarm) Allows you to specify one or more backup
servers for use when all primary servers are

disabled or out-of-service.

i Catalyst 6500 Series Content Switching Module Installation and Configuration Note

Optional port for health probes

Sets an explicit server port for a probe.

IP reassembly

Attempts reassembly of UDP fragments, even if
the first fragment is not received first.

TCL (Toolkit Command Language) scripting

Supports more flexible health probe
functionality using administrator-created probe
scripts.

XML configuration interface

Allows programmatic configuration of the CSM
by a network management device.

SNMP Does support the CISCO-SLB-MIB and
CISCO-SLB-EXT-MIB.
GSLB Enables global server load balancing.

Resource usage display

Displays resource usage.

Idle timeout for unidirectional flows

Allows uni-directional timeouts for RTSP and
other streaming protocols.

SSL termination engine (STE) integration for secure

socket layer (SSL) load balancing

Ensures the SSL client is repeatedly connected
to the same SSL server, including during SSL ID
renegotiation.

HTTP method parsing

Allows HTTP method parsing.

78-14574-01 Rev B0 |



| Chapter1 Overview

Features W

Table 1-1 New CSM Feature Set Description (continued)

New Features New in this Release

Description

Regular expression scalability improvements

Allows more scalable HTTP matching using
regular expressions

Real server names

Allows you to name individual real servers.
Names can then be used within serverfarms to
reference a specific real server.

Non-TCP connection redundancy

Allows non-TCP flows replication to the
standby CSM if connection redundancy is
configured.

FT show command enhancements

The command displays additional information.

I0S SLB FWLB interoperation (IP reverse-sticky)

Allows you to create reverse sticky entries,
allowing firewall load balancing sandwich
topologies with IOS SLB.

Slowpath performance improvements

Improves the performance of health probing,
configuration changes, and the ability of the
CSM to handle ARP traffic. The new XML
configuration and TCL scripting features in this
release also benefit from this improvement.

Table 1-2 lists the CSM features available in this release and previous releases.

Table 1-2 CSM Feature Set Description

Features

Supported Hardware

Supervisor 1A with MSFC and PFC

Supervisor 2 with MSFC and PFC

Supported Protocols

TCP load balancing

UDP and all common IP protocol load balancing

Special application-layer support for FTP and the

Real Time Streaming Protocol (RTSP)

Layer 7 Functionality

Full regular expression matching

URL and cookie switching

Generic HTTP header parsing

Miscellaneous Functionality

VIP connection watermarks

Sorry server

Optional port for health probes

IP reassembly

TCL (Toolkit Command Language) scripting
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Table 1-2 CSM Feature Set Description (continued)

Features

XML configuration interface
SNMP
GSLB (Global Server Load Balancing)

Resource usage display

Idle timeout for unidirectional flows

STE integration for SSL load balancing

HTTP method parsing

Regular expression scalability improvements

Real server names

Non-TCP connection redundancy

FT show command enhancements
I0S SLB FWLB interoperation (IP reverse-sticky)

Slowpath performance improvements

Multiple CSMs in a chassis

CSM and IOS-SLB functioning simultaneously in a
chassis

HTTP 1.1 persistence (all GETs to the same server)

Full HTTP 1.1 persistence (GETs balanced to
multiple servers)

Fully configurable NAT

Server initiated connections

Route health injection

Load-balancing Algorithms

Round-robin
Weighted round-robin (WRR)

Least connections

Weighted least connections
URL hashing

Source IP hashing (configurable mask)

Destination IP hashing (configurable mask)

Source and Destination IP hashing (configurable
mask)

Configurable pending connection timeout

Load Balancing Supported

Server load balancing (TCP, UDP, or generic IP
protocols)

Firewall load balancing
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Table 1-2 CSM Feature Set Description (continued)

Features

DNS load balancing

Stealth firewall load balancing

Transparent cache redirection

Reverse proxy cache

SSL off-loading

VPN-Ipsec load balancing

Stickiness

Cookie

SSL ID

Source IP (configurable mask)

HTTP redirection

Redundancy

Sticky state

Full stateful failover (connection redundancy)

Health Checking

HTTP

ICMP

Telnet

TCP

FTP

SMTP

DNS

Return error code checking

Inband health checking

User-defined TCL scripts

Management

SNMP traps

Full SNMP and MIB support
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Front Panel Description

Figure 1-1 shows the CSM front panel.

S

Note

Status LED

Note

Figure 1-1

Content Switching Module Front Panel

b
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Status  RJ-45 (Test)
LED connector

The RJ-45 connector is covered by a removable plate.

When the CSM powers up, it initializes various hardware components and communicates with the
supervisor engine. The Status LED indicates the supervisor engine operations and the initialization
results. During the normal initialization sequence, the status LED changes from off to red, orange, and

green.

For more information on the supervisor engine LEDs, refer to the Catalyst 6500 Series Module

Installation Guide.

Table 1-3 describes the Status LED operation.

Table 1-3 Content Switching Module Status LED

Color

Description

Off

The module is waiting for the supervisor engine to provide power.

The module is not on line.

The module is not receiving power, which could be caused by the following:
— Power is not available to the CSM.

- Module temperature is over the limit!.

Red

The module is released from reset by the supervisor engine and is booting.

If the boot code fails to execute, the LED stays red after power up.

i Catalyst 6500 Series Content Switching Module Installation and Configuration Note
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Table 1-3 Content Switching Module Status LED (continued)

Color Description
Orange e The module is initializing hardware or communicating with the supervisor
engine.

e A fault occurred during the initialization sequence.

¢ The module has failed to download its Field Programmable Gate Arrays
(FPGAs) on power up but continues with the remainder of the initialization
sequence and provides the module online status from the supervisor engine.

e The module has not received module online status from the supervisor engine.
This problem could be caused by the supervisor engine detecting a failure in
an external loopback test that it issued to the CSM.

Green e The module is operational; the supervisor engine has provided module online
status.

Green to orange e The module is disabled through the supervisor engine CLI ? using the set
module disable mod command.

1. Enter the show environment temperature mod command to display the temperature of each of four sensors on the CSM.

2. CLI = command-line interface.

RJ-45 Connector

The RJ-45 connector, which is covered by a removable plate, is used to connect a management station
device or a test device. This connector is used by field engineers to perform testing and to obtain dump
information.

Operation Mode

Clients and servers communicate through the CSM using Layer 2 and Layer 3 technology in a specific
VLAN configuration. (See Figure 1-2.) In a simple SLB deployment, clients connect to the client-side
VLAN and servers connect to the server-side VLAN. Servers and clients can exist on different subnets.
Servers can also be located one or more Layer 3 hops away and connect to the CSM through routers.

A client sends a request to one of the module’s VIP addresses. The CSM forwards this request to a server
that can respond to the request. The server then forwards the response to the CSM, and the CSM forwards
the response to the client.

When the client-side and server-side VLANSs are on the same subnets, you can configure the CSM in
single subnet (bridge) mode. For more information, see the “Configuring the Single Subnet (Bridge)
Mode” section on page 4-2.

When the client-side and server-side VLANs are on different subnets, you can configure the CSM to
operate in a secure (router) mode. For more information, see the “Configuring the Secure (Router)
Mode” section on page 4-4.

You can set up a fault-tolerant configuration in either the secure (router) or single subnet (bridged) mode
using redundant CSMs. For more information, see the “Configuring Fault Tolerance” section on
page 4-5.

Using multiple VLANS, single subnet (bridge) mode and secure (router) mode can coexist in the same
CSM.
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Figure 1-2 Content Switching Module and Servers
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Traffic Flow W

This section describes how the traffic flows between the client and server in a CSM environment.
(See Figure 1-3.)

Figure 1-3  Traffic Flow between Client and Server
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Note  The numbers in Figure 1-3 correspond to the steps in the following procedure.

When you enter a request for information by entering a URL, the traffic flows as follows:

1.

L

You enter a URL. (Figure 1-3 shows www.example.com as an example.)

The client contacts a DNS server to locate the IP address associated with the URL.

The DNS server sends the IP address of the virtual IP (VIP) to the client.

The client uses the IP address (CSM VIP) to send the HTTP request to the CSM.

The CSM receives the request with the URL, makes a load-balancing decision, and selects a server.

For example, in Figure 1-3, the CSM selects a server (X server) from the www.example.com server
pool, replacing its own VIP address with the address of the X server (directed mode), and forwards
the traffic to the X server. If the NAT server option is disabled, the VIP address remains unchanged
(dispatch mode).

The CSM performs Network Address Translation (NAT) and eventually TCP sequence numbers
translation.

| 78-14574-01 Rev BO

Catalyst 6500 Series Content Switching Module Installation and Configuration Note g



Chapter1  Overview |

W Traffic Flow

Catalyst 6500 Series Content Switching Module Installation and Configuration Note
m. 78-14574-01 Rev B0 |



	Overview
	Features
	Front Panel Description
	Status LED
	RJ-45 Connector

	Operation Mode
	Traffic Flow



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


