CHAPTER 6

Configuring Health Monitoring

This chapter describes how to configure the health monitoring on the CSM and contains these sections:
» Configuring Probes for Health Monitoring, page 6-1
» Configuring Route Health Injection, page 6-6
» Configuring Inband Health Monitoring, page 6-10
« Configuring HTTP Return Code Checking, page 6-11
- Configuring Scripts for Health Monitoring Probes, page 6-12

Configuring Probes for Health Monitoring

Note

Configuring probesto thereal serversallowsyou to determineif the real serversare operating correctly.
A real server's health is categorized as follows:

« Active—The real server responds appropriately.
» Suspect—Thereal server is unreachable or returns an invalid response. The probes are retried.

» Failed—Thereal server failsto reply after aspecified number of consecutiveretries. You are notified
and the CSM adjusts incoming connections accordingly. Probes continue to a failed server until the
server becomes active again.

The CSM supports probes used to monitor real servers. Configuring a probe involves the following:
- Entering the probe submode
» Naming the probe
» Specifying the probe type

The CSM supports a variety of probe types that monitor real servers, including FTP, DNS, or HTTP.

By default, no probes are configured on the CSM.

To set up a probe, you must configure it by naming the probe and specifying the probe type while in
probe submode.

After configuring aprobe, you must associate it with aserver farm for the probeto take effect. All servers
in the server farm receive probes of the probe types that are associated with that server farm. You can
associate one or more probe types with a server farm.
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Note

Step 1

Step 2

Step 3

Note

If you assign a port number when configuring either the real server or the virtual server you do not need
to specify a port number when you configure a probe. The probe inherits the port number from the real
or virtual server configuration.

You can override the real server's and virtual server's port information by explicitly specifying a port to
probe in the health probe configuration using the optional health probe port feature. This feature allows
you to set a port for use by the health probes when no port is specified either in the real server or virtual
server.

After you configure a probe, associate single or multiple probes with a server farm. All serversin the
server farm receive probes of the probe types that are associated with that pool.

If you associate a probe of aparticular typewith aserver farm containing real serversthat are not running
the corresponding service, the real servers send error messages when they receive a probe of that type.
This action causes the CSM to place the real server in afailed state and disable the real server from the
server farm.

To specify a probe type and name, perform this task:

Command Purpose

Router (config-module-csm) # Specifies a probe type and a name' 2.

probe probe-name {http | icmp . . .

| telnet | tep | ftp | smtp | » probe-nameisthe name of the probe being configured; it has
dns | kal-ap-upd} a character string of up to 15 characters.

« http creates an HTTP probe with a default configuration.
- icmp creates an ICMP probe with a default configuration.
- telnet creates a Telnet probe with a default configuration.
» tcp creates a TCP probe with a default configuration.

- ftp creates an FTP probe with a default configuration.

- smtp creates an SMTP probe with a default configuration.
» dnscreates a DNS probe with a default configuration.

» kal-ap-upd creates a GSLB target probe.

Router (config-slb-probe-tcp) # |Configure an optional port for a probe®.
port port-number: 1-MAXUSHORT

Router# show module csm slot |Displaysall probesand their configuration.
probe

1. Theno form of this command removes the probe type from the configuration.
2. Inband health monitoring provides a more scalable solution if you are receiving performance alerts.
3. The port command does not exist for the ICMP or PING health probe.

When you specify a probe name and type, it isinitially configured with the default values. Enter the
probe configuration commands to change the default configuration.
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Configuring Probes for Health Monitoring

This example shows how to configure a probe:

Router
Router
Router

config-module-csm)# probe probel tcp
config-slb-probe-tcp)# interval 120
config-slb-probe-tcp)# retries 3
config-slb-probe-tcp)# failed 300
config-slb-probe-tcp)# open 10
config-slb-probe-tcp)# serverfarm sf4
config-slb-sfarm)# real 10.1.0.105
config-slb-real)# inservice
config-slb-real)# probe probel

Router
Router
Router
Router
Router
Router
Router
Router
Router

config-slb-sfarm)# vserver vs4
config-slb-vserver)# virtual 10.1.0.84 tcp 80
config-slb-vserver)# serverfarm sf4
Router )# inservice
Router ) #

config-slb-vserver

config-slb-vserver end

Note  Therearetwo different timeout values: open and receive. The open timeout specifies how many seconds
towait for the connection to open (that is, how many secondsto wait for SYN ACK after sending SY N).
The receive timeout specifies how many seconds to wait for data to be received (that is, how many
secondsto wait for an HTTP reply after sending a GET/HHEAD request). Because TCP probes close as
soon as they open without sending any data, the receive timeout is not used.

Probe Configuration Commands

These commands are common to all probe types:

Command Purpose
Router (config-slb-probe) # Setstheinterval between probesin seconds (from the end of the
interval seconds previous probe to the beginning of the next probe) when the

server is healthy! 2,
Range = 2-65535 seconds
Default = 120 seconds

Router (config-slb-probe) # Setsthe number of failed probesthat are allowed before marking
retries retry-count the server as fal|8dl

Range = 0—65535

Default = 3
Router (config-slb-probe) # Sets the time between health checks when the server has been
failed failed-interval marked as filed. Thetimeisin seconds!.

Range = 2-65535
Default = 300 seconds

Router (config-slb-probe)# open |Setsthe maximum time to wait for a TCP connection. This
open-timeout command is not used for any non-TCP health checks (ICMP or
DNSY.

Range = 1-65535
Default = 10 seconds

1. Theno form of this command restores the defaults.
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2. Inband health monitoring provides a more scalable

Configuring an HTTP Probe

Step 1

Step 2

Step 3

Step 4

Step 5

solution if you are receiving performance alerts.

An HTTP probe establishes an HTTP connection to areal server and then sends an HTTP request and
verifies the response. The probe probe-name http command places the user in HTTP probe

configuration submode.

To configure an HTTP probe, perform this task:

Command

Purpose

Router (config-module-csm)# probe
probe-name http

Configures an HTTP probe and enters the HTTP probe
submodel.

Router (config-slb-probe-http) #
credentials username [password]

Configuresbasic authentication valuesfor theHTTP SLB
probel.

Router (config-slb-probe-http)# expect
status min-number [max-number]

Configures a status code to expect from the HTTP probe.
You can configure multiple status ranges by entering one
expect status command at a time’.

min-number—f you do not specify a max-number, this
number is taken as a single status code. If you specify a
max-number, this number is taken as the minimum status
code of arange.

max-number—The maximum status code in arange. The
default range is 0-999. (Any response from the server is
considered valid.)

Note  If no maximum is specified, this command takes
a single number (min-number). If you specify
both a min-number and a max-number, it takes

the range of numbers.

Router (config-slb-probe-http)# header
field-name [field-value]

Configures a header field for the HTTP probe. Multiple
header fields may be specified®.

Router (config-slb-probe-http)# request
[method [get|head]] [url path]

Configures the request method used by an HTTP probe:

e get—The HTTP get request method directs the
server to get this page

 head—The HTTP head request method directs the
server to get only the header for this page

e url—A character string of up to 1275 characters
specifies the URL path; the default path is“/”

The CSM supports only the get and head request
methods; it does not support the post and other
methods. The default method is get.

Note

1. Theno form of this command restores the defaults.
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Configuring an ICMP Probe

Step 1

Step 2

Step 3

Step 4

Configuring Probes for Health Monitoring

An ICMP probe sends an ICMP echo (for example, ping) to the real server. The probe icmp command
enters the ICMP probe configuration mode. All the common probe commands are supported except the

open command, which isignored.

To configure an ICMP probe, perform this task:

Command

Purpose

Router (config-module-csm)# probe probe-name
icmp

Configures an ICMP probe and entersthe ICMP
probe submode’.

Router (config-slb-probe-icmp)# interval

Configuresthe interval s to wait between probes
of afailed server and between probes.

Router (config-slb-probe-icmp) # receive

Specifies the time to make a TCP connection to
receive areply from the server.

Router (config-slb-probe-icmp)# retries

Limits the number of retries before considering
the server as failed.

1. Theno form of this command restores the defaults.

Configuring a TCP Probe

Step 1

Step 2

Step 3

A TCP probe establishes and removes connections. The probe tcp command enters the TCP probe
configuration mode. All the common probe commands are supported.

To configure a TCP probe, perform this task:

Command

Purpose

Router (config-module-csm) # probe probe-name
tcp

Configures a TCP probe and enters the TCP probe
submode.

Router (config-slb-probe-icmp)# interval

Configuresthe intervalsto wait between probes of
afailed server and between probes.

Router (config-slb-probe-icmp)# retries

Limitsthe number of retries before considering the
server as failed.

1. Theno form of this command restores the defaults.

Configuring FTP, SMTP, and Telnet Probes

An FTP, SMTP, or Telnet probe establishes a connection to the real server and verifies that a greeting
from the application was received. The probe (ftp, smtp, or telnet) command enters the corresponding
probe configuration mode. All the probe common options are supported. Multiple status ranges are

supported, one command at atime.
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Step 1

Step 2

Step 3

Step 4

To configure a status code to expect from the FTP, SMTP, or Telnet probe, perform this task:

Command

Purpose

Router (config-module-csm) # probe probe-name
[ftp | smtp | telnet]

Configuresan FTP, SMTP, or Telnet probe and
enters the FTP, SMTP, or Telnet probe submode?.

Router (config-slb-probe-icmp)# interval

Configures the intervals to wait between probes of
afailed server and between probes.

Router (config-slb-probe-icmp)# receive

Specifies the time to make a TCP connection to
receive areply from the server

Router (config-slb-probe-icmp) # retries

Limitsthe number of retries before considering the
server as failed.

1. Theno form of this command restores the defaults.

Specifying the DNS Resolve Request

Step 1

Step 2

A DNS probe sends adomain nameresolve request to thereal server and verifiesthe returned | P address.
The probe dns command places the user in DNS probe configuration submode. All the probe common
options are supported except open, which isignored.

To specify the domain name resolve request, perform this task:

Command

Purpose

Router (config-module-csm)# probe probe-name
dns

Configures a DNS probe and enters the tcp
probe submode’.

Router (config-slb-probe-dns)# [failed |
interval | retries | receive]

Configures the times to wait between probes to
make a DNS connection, to receive areply from
the server, and to limit the number of retries
before considering the real server as failed.

1. Theno form of this command restores the defaults.

Configuring Route Health Injection

These sections describe the route health injection (RHI):

« Understanding RHI, page 6-6

- Configuring RHI for Virtual Servers, page 6-8

Understanding RHI

These sections describe the RHI :

« RHI Overview, page 6-7

« Routing to VIP Addresses Without RHI, page 6-7

« Routing to VIP Addresses with RHI, page 6-8

i Catalyst 6500 Series Content Switching Module Installation and Configuration Note

78-14574-01 Rev B0 |



| Chapter6 Configuring Health Monitoring

RHI Overview

Note

Note

Configuring Route Health Injection M

» Understanding How the CSM Determines VIP Availability, page 6-8
» Understanding Propagation of VIP Availability Information, page 6-8

RHI allows the CSM to advertise the availability of a VIP address throughout the network. Multiple
CSM deviceswithidentical VIP addresses and services can exist throughout the network. One CSM can
override the server load-balancing services over the other devicesif the services are no longer available
on the other devices. One CSM also can provide the services because it islogically closer to the client
systems than other server |oad-balancing devices.

RHI isrestricted to intranets because the CSM advertises the VI P address as a host route and most routers
do not propagate the host-route information to the Internet.

To enable RHI, configure the CSM to do the following:
» Probe real servers and identify available virtual servers and VIP addresses
» Advertise accurate VIP address availability information to the MSFC whenever a change occurs
>

Note  On power-up with RHI enabled, the CSM sends amessage to the MSFC as each VIP address
becomes available.

The MSFC periodically propagates the VIP address availability information that RHI provides.

RHI is normally restricted to intranets; for security reasons, most routers do not propagate host-route
information to the Internet.

Routing to VIP Addresses Without RHI

Note

Without RHI, traffic reaches the VIP address by following aroute to the client VLAN to which the VIP
address belongs. When the CSM powerson, the M SFC createsroutesto client VLANSsinitsrouting table
and shares this route information with other routers. To reach the VIP, the client systems rely on the
router to send the requests to the network subnet address where the individual VIP address lives.

If the subnet or segment isreachable but the virtual serversonthe CSM at thislocation are not operating,
the requests fail. Other CSM devices can be at different locations. However, the routers only send the
requests based on the logical distance to the subnet.

Without RHI, traffic is sent to the V1P address without any verification that the VIP address is available.
The real servers attached to the VIP might not be active.

By default, the CSM will not advertise the configured V1P addresses.
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Routing to VIP Addresses with RHI

With RHI, the CSM sends advertisements to the M SFC when VP addresses become available and
withdraws advertisements for VIP addresses that are no longer available. The router looksin the routing
table to find the path information it needs to send the request from the client to the VIP address. When
the RHI feature is turned on, the advertised VIP address information is the most specific match. The
request for the client is sent through the path where it reaches the CSM with active VIP services.

When multiple instances of a VIP address exist, a client router receives the information it needs
(availability and hop count) for each instance of aVIP address, allowing it to determine the best available
route to that VIP address. The router picks the path where the CSM islogically closer to the client
system.

Note  With RHI, you must also configure probes because the CSM determines if it can reach agiven VIP
address by probing all the real serversthat serve its content. After determining if it can reach a VIP
address, the CSM shares this availability information with the MSFC. The MSFC, in turn, propagates
this VIP availability information to the rest of the intranet.

Understanding How the CSM Determines VIP Availability

For the CSM to determineif aVIP isavailable, you must configure aprobe (HTTP, ICMP, Telnet, TCP,
FTP, SMTP, or DNS) and associate it with a server farm. With probes configured, the CSM performs
these checks:

» Probesall real serverson all server farms configured for probing

- ldentifies server farms that are reachable (have at least one reachable real server)

« ldentifies virtual serversthat are reachable (have at |east one reachable server farm)
« ldentifies VIPs that are reachable (have at least one reachable virtual server)

Understanding Propagation of VIP Availability Information

With RHI, the CSM sends advertise messages to the M SFC containing the available VIP addresses. The
MSFC adds an entry in its routing table for each VIP address it receives from the CSM. The routing
protocol running on the M SFC sends routing table updates to other routers. When aV I P address becomes
unavailable, itsrouteisno longer advertised, the entry times out, and the routing protocol propagates the
change.

Note  For RHI to work on the CSM, the MSFC in the chassis in which the CSM resides must run Cisco 10S
Release 12.1.7(E) or later and must be configured as the client-side router.

Configuring RHI for Virtual Servers

To configure RHI for the virtual servers, follow these steps:

Stepl  Verify that you have configured VLANS. (See the “ Configuring VLANS" section on page 3-10.)
Step2  Associate the probe with a server farm. (See the Configuring Probes for Health Monitoring, page 6-1.)
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Step 3

Step 4

Configuring Route Health Injection M

Configure the CSM to probe real servers. (See the “ Configuring Probes for Health Monitoring” section
on page 6-1.)

Enter the advertise active SLB virtual server command to enable RHI for each virtual server:

Router (config-module-csm)# vserver virtual server name
Router (config-slb-vserver)# advertise active

The CSM supportsvirtual serversin any |P subnet. If avirtual server is configured in asubnet that is not
directly attached to the M SFC, you can configure the CSM to inject a static route into the M SFC routing
tables, depending on the health of the serverfarm serving that virtual server.

This mechanism can be deployed also for disaster recovery or GSLB solutions, where two separate
CSMsinject a static route for the same VIP. The static routes can then be redistributed, eventually with
different costs, to prefer a specific location.

For example:

Router# module ContentSwitchingModule 5

Router (config-module-csm)# vlan 220 server

Router (config-module-csm)# ip address 10.20.220.2 255.255.255.0
Router (config-module-csm)# alias 10.20.220.1 255.255.255.0

|
Router
Router

config-module-csm)# vlan 221 client

config-slb-vlan-server)# ip address 10.20.221.5 255.255.255.0
config-slb-vlan-server)# gateway 10.20.221.1
config-slb-vlan-server)# alias 10.20.221.2 255.255.255.0

Router

Router

Thealias |P addressis very important, because thisis the |P address the CSM specifies for the MSFC to
use as a hext-hop to reach the advertised virtual server

Router (config-module-csm) # probe PING icmp
Router (config-slb-probe-icmp)# interval 2
Router (config-slb-probe-icmp)# retries 2
Router (config-slb-probe-icmp)# failed 10
Router (config-slb-probe-icmp)# receive 2

|
Router
Router

# serverfarm WEBFARM
nat server
no nat client

config-module-csm
config-slb-sfarm

Router (config-slb-sfarm

Router (config-slb-sfarm real 10.20.220.10
Router

Router (config-slb-sfarm real 10.20.220.20
Router (config-slb-sfarm inservice

Router
!

)
) #
) #
) #

config-slb-sfarm)# inservice

) #
) #
) #

config-slb-sfarm probe PING

Router (config-module-csm) # vserver WEB
Router (config-slb-vserver)# virtual 10.20.250.100 tcp www
Router (config-slb-vserver)# vlan 221

By default, avirtual server listensto traffic coming in on any VLAN. You can restrict accessto avirtual
server by defining a specific VLAN. When using Route Health Injection, it is required to specify the
VLAN for the virtual server. Thisinstruction tells the CSM which next-hop it needs to program in the
static route that it will inject into the MSFC routing tables.

This example shows the command that tellsthe CSM to inject the route for thisvirtual server. The active
option instructs the CSM to remove the route if the backend serverfarm fails.

Router (config-module-csm) # serverfarm WEBFARM
Router (config-slb-vserver)# advertise active
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Router (config-slb-vserver)# persistent rebalance
Router (config-slb-vserver)# inservice

This example shows how to enable RHI for the virtual server named vserverl:

Router (config-module-csm) # vserver vserverl
Router (config-slb-vserver)# advertise active

Configuring Inband Health Monitoring

These sections describe inband health monitoring:
- Understanding Inband Health Monitoring, page 6-10
» Configuring Inband Health Monitoring, page 6-10

Understanding Inband Health Monitoring

To efficiently balance connections, the CSM must continuously monitor the health of all real serversin
its configuration. The inband health monitoring featureis configured for each server farm to monitor the
health of the servers. The parameters configured per server farm are then applied to each real server in
that server farm. You can configure the number of abnormal end sessions that occur before the system
considers the real server unreachable and you also can specify atime to wait before areal server is
reintroduced into the server farm and a connection attempt is made.

Thisfeature workswith health probes. If health probes and inband health monitoring are both configured
on a particular server, both sets of health checks are required to keep a real server in service within a
server farm. If either health checking feature finds a server out of service, the server will not be selected
by the CSM for load balancing.

Configuring Inband Health Monitoring

To configure inband health monitoring, follow these steps:

Stepl  Verify that you have configured server farms. (See the “ Configuring Server Farms” section on
page 3-12.)

Step2  Enter the serverfarm submode command to enable inband health monitoring for each server farm:

Router (config-module-csm) # serverfarm serverfarm-name
Router (config-slb-sfarm)# health retries count failed seconds

Note  Retriesare the number of abnormal end sessions that the CSM will tolerate before removi ng areal server
from service. The failed time is the number of seconds which the CSM waits before reattempting a
connection to areal server that was removed from service by inband health checking.

This example shows how to enable inband health monitoring for a server farm named geo:

Router (config-module-csm) # serverfarm geo
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Configuring HTTP Return Code Checking Il

Router (config-slb-sfarm)# health retries 43 failed 160

Configuring HTTP Return Code Checking

These sections describe HTTP return code checking:
» Understanding HTTP Return Code Checking, page 6-11
« Configuring HTTP Return Code Checking, page 6-12

Understanding HTTP Return Code Checking

Note

The return error code checking (return code parsing) feature is used to indicate when a server is not
returning web pages correctly. This feature extends the capability of CSM to inspect packets, parse the
HTML return codes, and act upon the return codes returned by the server.

After receiving an HTTP request from the CSM, the server responds with an HTTP return code. The
CSM can use the HTTP return error codes to determine the availability of the server. The CSM can be
configured to take a server out of use in response to receiving specific return codes.

A list of predefined codes (100 through 599) arein RFC 2616. For return code checking, some codes are
more usable than others. For example, areturn code of 404 is defined as a URL not found, which may
be the result of the user entering the URL incorrectly. Error code 404 al so might mean that the web server
has a hardware problem, such as a defective disk drive preventing the server from finding the data
requested. In this case, the web server is still alive, but the server cannot send the requested data because
of the defective disk drive. Because of theinability of the server to return the data, you do not want future
requests for data sent to this server. To determine the error codes you want to use for return code
checking, refer to RFC 2616.

When HTTP return code checking is configured, the CSM monitors HT TP responses from all balanced
HTTP connections and logs the occurrence of the return code for each real server. The CSM storesreturn
code counts. When athreshold for areturn code is reached, the CSM may send syslog messages or
remove the server from service.

A default action, counting return codes, syslog messaging, or removing the real server from service or a
set of these actions can be applied to a server farm. You also can bind a single virtual group to multiple
server farms allowing you to reuse a single return code server farm policy on multiple server farms.

Configuring HTTP return code checking on a virtual server impacts the performance of that virtual
server. Once return code parsing is enabled, all HTTP server responses must be parsed for return codes.
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Configuring HTTP Return Code Checking

Step 1

Step 2

Step 3

Step 4

Configuring return error code checking involves configuring the attributes of a server farm and
associating it with a return code map.

To configure the return code checking follow these steps:

Verify that you have configured HTTP virtual servers. (See the “Configuring Virtual Servers’ section
on page 3-18.)

Enter the map return code command to enable return code mapping and enter the return code map
submode:

Router (config-module-csm) # map name retcode

Configure the return code parsing:

Router (config-slb-map-retcode)# match protocol http retcode min max action [count | log |
remove] threshold [reset seconds]

You can set up as many matches as you want in the map.
Assign areturn code map to a server farm:

Router (config-slb-sfarm)# retcode-map name

This example shows how to enable return error code checking:

Router (config-module-csm) #map httpcodes retcode

Route (config-slb-map-retcode) #match protocol http retcode 401 401 action log 5 reset 120
Route (config-slb-map-retcode) #match protocol http retcode 402 415 action count

Route (config-slb-map-retcode) #fmatch protocol http retcode 500 500 action remove 3 reset 0
Route (config-slb-map-retcode) #match protocol http retcode 503 503 action remove 3 reset 0
Route (config-slb-map-retcode) #exit

Router (config-module-csm) #serverfarm farml

Router (config-slb-sfarm) #retcode-map httpcodes

Router (config-slb-sfarm) #exit

Router (config-module-csm) #end

Configuring Scripts for Health Monitoring Probes

The CSM supports several specific types of health probes, such as HTTP health probes, TCP health
probes, and ICMP health probes. Administering your network requires that you use a diverse set of
applications and health probe requirements. The basic health probe types supported in the current CSM
software release often do not support the specific probing behavior that your network requires. To
support a more flexible health-probing functionality, the CSM now enables you to upload and execute
TCL (Toolkit Command Language) scripts on the CSM. (See the “ Configuring TCL Scripts” section on
page 5-37.)

You can create a script probe that the CSM periodically executes for each real server in any serverfarm
associated with a probe. Depending upon the exit code of such a script, the real server is considered
healthy, suspect, or failed. Probe scripts test the health of areal server by creating a network connection
to the server, sending data to the server, and checking the response. The flexibility of this TCL scripting
environment makes the available probing functions possible.
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Step 1

Step 2

Step 3

Step 1

Step 2

Step 3

Step 4

Step 1
Step 2
Step 3

Step 4

Configuring Scripts for Health Monitoring Probes Il

To load the script file to the switch, perform this task:

Command

Purpose

Router (config-module-csm) #
module csm slot

Specifies the module and slot number.

Router (config-module-csm) #
script file scipt file to
Jload

L oads the script file to the CSM.

Router (config-module-csm) #
show module csm slot script
[file] [name script-name]
[code] ]

Displays all loaded scripts.

There are two ways to execute a script on the CSM: by creating a script probe or by performing a
standalone script task. As part of a script probe, the script is executed periodically, and the exit code
returned by the executing script indicates the relative health and availability of specific real servers.
Script probes operate anal ogously to other health probes available in the current implementation of CSM

software.

To run the script as a health probe, perform this task:

Command

Purpose

Router (config-module-csm) #
module csm slot

Specifies the module and slot number.

Router (config-module-csm) #
probe probe-name script

Creates a script probe, and enters the probe script submode.

Router (config-probe-script) #
script script-name [argl
[arg5]

Sets up to five arguments used by the script when the script
executes.

Router (config-module-csm) #
show module csm slot probe

Displays all configured probes.

To run a script as a stand alone task, perform this task:

Command

Purpose

Router (config-module-csm) #
module csm slot

Specifies the module and slot number.

Router (config-module-csm) #
probe probe-name script

Creates a script probe, and enters the probe script submode.

Router (config-module-csm) #
script task id script name

Runs the script as a stand alone task one time.

Router (config-module-csm) #
show module csm slot script
task

Displays all started script tasks.
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