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Cisco Application Control Engine Module
Installation Note

Product Numbers: ACE10-6500-K9, ACE20-MOD-K9

This document describes how to install the Cisco Application Control Engine (ACE) module. Unless
otherwise noted, ACE module refers to the ACE10-6500-K9 (ACE10) or ACE20-MOD-K9 (ACE20).

You can install an ACE10 or an ACE20 module in the following chassis:

A Catalyst 6500 series switch with IOS software version 12.2(18)SXF4 or later, or 12.2(33)SXH or
later. You can install the ACE10 or ACE20 in all Catalyst 6500 series models (both the E and non-E
switch chassis) as described in the “Before You Install or Remove a Module” section.

A Cisco 7600 series router with IOS software release 12.2(18)SXF4 or 12.2(33)SRB or later. You
can install the ACE module in all Cisco 7600 series router models (both the S and non-S router
chassis).

ACE10-6500-K9, ACE20-MOD-K9 and ACE30-MOD-K9 modules can occupy the same chassis,
however, you cannot use an ACE10 or an ACE20 with an ACE30 for redundancy.

This document contains the following sections:

Supervisor Engine and IOS Support for the ACE Module
Virtual Switching System Support

NEBS Level 3 Compliance

Front Panel Description

System and Environmental Requirements

Before You Install or Remove a Module

Installing a Module

Removing a Module

Accessing the ACE Command-Line Interface
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M Supervisor Engine and 10S Support for the ACE Module

e Related Documentation
e Translated Safety Warnings

e Obtaining Documentation, Obtaining Support, and Security Guidelines

Supervisor Engine and 10S Support for the ACE Module

Table 1 and Table 2 summarize the supervisor engine model and IOS version support for the ACE10 and
the ACE20 in the Catalyst 6500 series switch and the Cisco 7600 series router, respectively.

Table 1 Supervisor Engine and 10S Support for the ACE10 and ACE20 in a Catalyst 6500
Series Switch with a Multilayer Switch Feature Card (MSFC3 or MISFC4)

Supervisor Engine Model Minimum Required 10S Version |Other I0S Version Support

WS-SUP720 12.2(18)SXF4 (or later) 12.2(33)SXH (or later),

1
WS-SUP720-3B 12.2(33)SXI" (or later)

WS-SUP720-3BXL

VS-$720-10G-3C 12.2(33)SXH (or later)
VS-$720-10G-3CXL
VS-S2T-10G? 12.2(50)SY (or later)

VS-S2T-10G-XL

1. Minimum required IOS version for VSS support. See the Virtual Switching System Support section.

2. Minimum required ACE20 module software version for Supervisor Engine 2T support is A2(3.4) or later. This ACE software
version supports both supervisor engine models: VS-S2T-10G and VS-S2T-10G-XL.

Table 2 Supervisor Engine, Route Switch Processor (RSP), and I0S Support for the ACE10 and
ACE20 in a Cisco 7600 Series Router with an MSFC3 or MSFC4

Supervisor Engine or RSP Minimum Required 10S Version |Other I10S Version Support

WS-SUP720 12.2(18)SXF4 (or later) 12.2(33) SRB (or later)

WS-SUP720-3B Not supported: 12.2(33)SXH!

WS-SUP720-3BXL

RSP720 12.2(33)SRC (or later) None

RSP720-1GE

RSP720-3CXL-GE

1. Cisco IOS release 12.2(33)SXH runs only on the Catalyst 6500 series switch. Therefore, the Supervisor 720-10GE engines
are not supported in the Cisco 7600 series router.

For more information about Cisco I0S releases, see the Release Notes for Cisco I0S Release 12.2SXF
and Rebuilds and the Release Notes for Cisco I0S Release 12.2(33)SXH and Later Releases.
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Virtual Switching System Support W

Virtual Switching System Support

The ACE10 and the ACE20 running ACE software version A2(1.2) or later and earlier than A4(1.0) and
installed in a Catalyst 6500 series switch running I0S software version 12.2(33)SXI or later support the
Virtual Switching System (VSS). VSS is a system virtualization technology that allows the pooling of
multiple Catalyst 6500 switches into a single virtual switch for increased operational efficiency by
simplifying the network. Inter-chassis Supervisor switchover (SSO) boosts non-stop communication.
For more information about VSS, see the Cisco I0S Version 12.2(33)SXI Configuration Guide.

Safety Overview

A

Warning

Waarschuwing

Varoitus

Attention

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin
késittelet laitteistoa, huomioi sdhkopiirien kasittelemiseen liittyvat riskit ja tutustu
onnettomuuksien yleisiin ehkaisytapoihin. Turvallisuusvaroitusten kdé@nnokset loytyvit laitteen
mukana toimitettujen kdaannettyjen turvallisuusvaroitusten joukosta varoitusten lopussa niakyvien
lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET

IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui accompagnent cet appareil,
référez-vous au numéro de I'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS
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I Safety Overview

Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fiihren
kann. Machen Sie sich vor der Arbeit mit Gerdten mit den Gefahren elektrischer Schaltungen und
den iiblichen Verfahren zur Vorbeugung vor Unféllen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerit ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du
begynner & arbeide med noe av utstyret, ma du vaere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simholo de aviso significa perigo. Vocé esta em uma situacéo que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacao de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais de
prevencio de acidentes. Utilize o niimero da instrugao fornecido ao final de cada aviso para
localizar sua traducao nos avisos de seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Al final de cada advertencia encontrara el
nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES
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Safety Overview W

Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kanna till vanliga forfaranden for att forebygga olyckor. Anvdnd det nummer som finns i slutet av
varje varning for att hitta dess dversittning i de oversatta sidkerhetsvarningar som medfdljer denna
anordning.

SPARA DESSA ANVISNINGAR

FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériilésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos aramkorék
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozott talalhato; a forditas az egyes figyelmeztetések végén lathaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpepynpexpexve BAXXHbIE MHCTPYKLIUX MO COBNMIOAEHNIO TEXHUKU BE3OMNACHOCTHU

3TOoT cuMBON NpeaynpexaeHus o603HavyaeT onacHocTb. To ecCTb MMeeT MecTo cuTyauusi, B
KOTOpPOW criegyeT onacaTbCsl TeNnecHbIX noBpexaeHui. Mepea akcnnyaTtauven o6opyaoBaHus
BbISICHUTE, KAKUM OMacCHOCTSIM MOXeT NoABepraTbCA Nosnb3oBaTesib NPU UCMNONb30BaHUM
3NeKTPUYECKUX Lenen, U 03HaKOMLTECh C NPaBUIIaMn TEXHUKKU Ge3onacHoOCTU Ans
npenoTBpalleHUs BO3MOXHbIX HeCHACTHLIX crny4aeB. Bocnonb3yiTecb HOMepoM 3asiBrieHus,
npuBeAeHHbIM B KOHLIE KaXXaoro npeaynpexaeHust, YTo6bl HANTU ero nepeBeAeHHbIN BapuaHT
B nepeBoAe npeaynpexaeHuin no 6e3onacHOCTU, NpunaraemMom K JaHHOMY YCTPOMCTBY.

COXPAHUTE 3TU MHCTPYKLIUN

g
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I Safety Overview

Aviso

Advarsel

o

Upozorenje
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INSTRUGOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situacédo em que harisco de lesdes
corporais. Antes de trabalhar com qualquer equipamento, esteja ciente dos riscos que envolvem os
circuitos elétricos e familiarize-se com as praticas padrao de prevencao de acidentes. Use o
nimero da declaracéo fornecido ao final de cada aviso para localizar sua traducao nos avisos de
seguranca traduzidos que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesheskadigelse. For du begynder arbejde pa udstyr, skal du veere opmaerksom pa de
involverede risici, der er ved elektriske kredsleh, og du skal seette dig ind i standardprocedurer til
undgaelse af ulykker. Brug erkleeringsnummeret efter hver advarsel for at finde overszettelsen i de
oversatte advarsler, der fulgte med denne enhed.

GEM DISSE ANVISNINGER
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VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzrogiti
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz
elektricne sklopove, te biti upoznati sa standardnim nacinima izbjegavanja nesreé¢a. U
prevedenim sigurnosnim upozorenjima, prilozenima uz uredaj, mozete prema broju koji se
nalazi uz pojedino upozorenje pronaci i njegov prijevod.

SACUVAJTE OVE UPUTE
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Upozornéni

Mposidotroinon

NNTX

Opomena

Safety Overview W

DULEZITE BEZPECNOSTNI POKYNY

Tento upozoriujici symbol oznaéuje nebezpedéi. Jste v situaci, ktera by mohla zpisobit
nebezpeci Urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeci souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchazeni araziim.
Podle ¢isla na konci kazdého upozornéni vyhledejte jeho preklad v prelozenych

bezpeénostnich upozornénich, ktera jsou pfiloZzena k zafizeni.

USCHOVEJTE TYTO POKYNY

2HMANTIKEZ OAHIEZ AZPAAEIAZ

AuTté 10 TTpOEIdOTTOINTIKO OUMBOAO onuaivel Kivduvo. BpiokeaTe o€ KATAGTACN TTOU PTTOPE va
TIPoKaAéo el TpaupaTiopd. MNpiv epyacTeite o€ OTTOIOOATTOTE €COTTAIOUO, VO EXETE UTTOWN OAG TOUG
KIvdUvoug TTou OXeTiCovTal e Ta NAEKTPIKA KUKAWUATA Kal va EXETE €E0IKEIWOEI e TIG oUVABEIG
TTIPAKTIKEG YIQ TNV ATTOQUYA ATUXNMATWY. XpNOIYOTTIOIRCTE TOoV apiBuo drAwaong TTou TTAPEXETAI OTO
TENOG KABE TTpoEIdOTTOINCNG, VIO VA EVTOTTIOETE TN JETAPPAOCT TNG OTIG HETAPPATHUEVES
TTPOEIBOTTIOINCEIS AOQAAEIOG TTOU CUVOBEUOUV TN CUOKEUN).

OYNA=TE AYTEZ TIZ OAHIIEZ

NRIvN NIN'V2 NIRIIN

T'Y DY TAYNY 197 .ny97 DNa7 217N 2¥xna X¥nl NNK D100 7n0n AT NINTX |R'O
D'72I7NN 07010 DX DAY DYMYN 0'7auna NIdNON NIR207 YT NI ' L Inw'D
DIANN DX MNK7 O NINTR 7D 7w 19102 791000 AXIINN 19002 WNNWN .NNIXN Ny'an?
1PNN7 NI9TI¥NAY NINAINAN NIN'VAN NNNTRA

NN NIXIN NINY

MOCTOM Kaj eneKkTpuyHUTE kona u Tpeba fa rv no3HaeaTe cTaH4apAHUTE NOCTanku 3a cnpevyBake Ha
HecpekHu crnydaun. VickopucTeTe ro 6pojoT Ha nsjaBaTa LITO Ce Haora Ha KpajoT Ha cekoe
npegynpenysBake 3a a ro HajaeTe HEroBUOT Nepuog, Bo npeeeaeHute 6e3benHocHU
npegynpenysBaksa LUTO Ce UcrnopavaHu co ypeaor.

YYBAJTE ' OBME HAMNATCTBUJA
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I NEBS Level 3 Compliance

Ostrzezenie ~ WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzezenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktéra moze
powodowac obrazenia ciata. Przed przystgpieniem do prac przy urzadzeniach nalezy
zapozna¢ si¢ z zagrozeniami zwigzanymi z uktadami elektrycznymi oraz ze standardowymi
Srodkami zapobiegania wypadkom. Na koricu kazdego ostrzezenia podano numer, na
podstawie ktérego mozna odszukaé ttumaczenie tego ostrzezenia w dotgczonym do
urzadzenia dokumencie z ttumaczeniami ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Upozornenie DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol oznacuje nebezpecenstvo. Nachadzate sa v
situacii s nebezpecéenstvom urazu. Pred pracou na akomkolvek vybaveni
si uvedomte nebezpeéenstvo suvisiace s elektrickymi obvodmi a
oboznamte sa so Standardnymi opatreniami na predchadzanie urazom.
Podla ¢isla na konci kazdého upozornenia vyhladajte jeho preklad v
prelozenych bezpeénostnych upozorneniach, ktoré su prilozené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD

NEBS Level 3 Compliance

Table 3 lists the NEBS Level 3 compliance and ETSI environmental requirements for the ACE10 and

ACE20.

Table 3 NEBS Compliance and ETSI 300-019 Environmental Requirements
Specification Description Comments
NEBS Ceriteria Levels SR-3580 NEBS level 3 (GR-63-CORE, issue 3,

GR-1089-CORE, issue 4)

Verizon NEBS Compliance |Telecommunications Carrier Group (TCG)

Checklist

Qwest NEBS requirements |Telecommunications Carrier Group (TCG)
Checklist

ATT NEBS requirements ATT TP76200 level 3, TP7645 and TCG
Checklist

Front Panel Description

Figure 1 illustrates the front panel of the ACE10-6500-K9 module. Figure 2 illustrates the front panel of
the ACE20-MOD-K9 module.

Cisco Application Control Engine Module Installation Note
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Status LED

Note

Figure 1 ACE10-6500-K9 Front Panel

Shutdown Button

Front Panel Description

FIPS Mode LED
(Not Used)

ro
53

Status LED

USB Port
(For Future Use)

Figure 2 ACE20-MOD-K9 Front Panel

Shutdown Button

RJ-45 Console
connector

Status LED

USB Port
(For Future Use)

RJ-45 Console
connector

This section contains the following topics that describe the individual components on the front panel:

e Status LED
¢  Shutdown Button
e RJ-45 Console Connector

e FIPS LED

When you power up the ACE module, it initializes various hardware components and communicates with
the supervisor engine. The Status LED indicates the supervisor engine operations and the initialization
results. During the normal initialization sequence, the status LED changes from off to red, orange, and

green.

For information on the supervisor engine LEDs, see the Catalyst 6500 Series Switch Module Installation
Guide or the Cisco 7600 Series Router Module Installation Guide.

Table 4 describes the Status LED operation.

[ 78-17537-01
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M Front Panel Description

Table 4 Status LED Description

LED
Color Description

Off Indicates one of the following conditions:

e The module is waiting for the supervisor engine to provide power.

e The module is offline.

e The module is not receiving power, which may be caused by one of the following:
— Power is not available to the module.

- Module temperature is over the limit'.

Red Indicates one of the following conditions:
e The module is released from reset by the supervisor engine and is booting.

¢ The boot code failed to run.

Orange |Indicates one of the following conditions:

e The module is initializing hardware or communicating with the supervisor
engine.

e A fault occurred during the initialization sequence.

¢ The module failed to download its Field Programmable Gate Arrays (FPGAs) at

startup. The module continues with the remainder of the initialization sequence
and provides the module online status from the supervisor engine.

e The module has not received the module online status from the supervisor
engine. This problem may be caused by the supervisor engine detecting a failure
in an external loopback test that it issued to the module.

Green |The module is operational; the supervisor engine has provided module online status.

Green |The module is disabled through the supervisor engine command-line interface (CLI)
to using the no power enable module command.
Orange

1. Enter the show environment temperature mod command at the Catalyst 6500 series switch or Cisco 7600 series
router CLI to display the temperature of each of the four sensors on the module.

Shutdown Button
A

Caution Do not remove the ACE module from the Catalyst 6500 series switch or the Cisco 7600 series router
until the module has shut down completely and the Status LED is orange. To avoid damaging the ACE
module, you must correctly shut down the module before you remove it from the chassis or before you
disconnect the power. You may damage the ACE module if you remove it from the switch before it
completely shuts down.

The Shutdown button manually shuts down the ACE module. To properly shut down the ACE module to
prevent data loss, enter the no power enable module command in Configure mode at the switch or router
CLIL

If the ACE module fails to respond to this command, shut down the module by using a small pointed
object (such as a paper clip) to access the Shutdown button on the front panel of the ACE module. The
shutdown procedure may take several minutes. The Status LED turns off when the module shuts down.

Cisco Application Control Engine Module Installation Note
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USB Port

System and Environmental Requirements Il

The USB port is intended for future use.

RJ-45 Console Connector

FIPS LED

The RJ-45 Console port is used to initially configure the ACE module. The initial ACE module
configuration must be made through a direct connection to the Console port. After the initial
configurations, you can make an Secure shell (SSH) or Telnet connection to the module to further
configure it.

The Console port uses an 8-pin RJ-45 connector to connect the ACE module to a terminal. Two RJ-45
console cables are included as part of the ACE module accessory kit.

The settings for the Console port are 9600 baud, 8 data bits, 1 stop bit, no parity. The Console port
settings are fixed and cannot be changed.

The Federal Information Processing Standards (FIPS) LED is not used. This LED is on the front panel
of an ACE10-6500-K9 module only.

System and Environmental Requirements

The following sections describe the system and environmental requirements for the ACE module:
e System Requirements
e Supported Hardware and Software
e Power Requirements
¢ Memory Requirements

e Environmental Requirements

System Requirements

An ACE module occupies one slot in the Catalyst 6500 series switch or Cisco 7600 series router chassis.
ACE10-6500-K9, ACE20-MOD-K?9, and ACE30-MOD-K9 modules can occupy the same chassis, but
you cannot use an ACE10 or ACE20 with an ACE30 for redudancy. A single chassis supports a
maximum of four ACE modules.

Before you install the ACE module with preloaded software in the Catalyst 6500 series switch or Cisco
7600 series router chassis, ensure that the chassis contains the following:

¢ Supervisor Engine 720 with Cisco IOS software and a Multilayer Switch Feature Card (MSFC3).
The ACE module supports the following models of Supervisor 720 engines: WS-SUP720,
WS-SUP720-3B, WS-SUP720-3BXL, VS-S720-10G-3C, VS-S720-10G-3CXL.

¢ Any module that has ports to connect to the server and client networks.

For more information on the Catalyst 6500 series switch, see the Catalyst 6500 Series Switches
Installation Guide at this URL:

[ 78-17537-01
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M System and Environmental Requirements

http://www.cisco.com/en/US/products/hw/switches/ps708/prod_installation_guides_list.html

For more information on the Cisco 7600 series router, see the Cisco 7600 Series Router Installation

Guide at this URL:

http://www.cisco.com/en/US/products/hw/routers/ps368/prod_installation_guides_list.html

Supported Hardware and Software

Table 5

Table 5 lists the minimum ACE module software release, and supported hardware and Cisco I0S
software version for the ACE module.

Supported Hardware and Software

Product Description

Product Number

Minimum ACE Software
Release Required

Cisco 10S Release

Catalyst 6500 Series
Switch

Cisco 7600 Series Router

ACE module

ACE10-6500-K9

3.0(0)A1(2) for the Catalyst

6500 series switch,
3.0(0)A1(4)a for the Cisco
7600 series router

ACE20-MOD-K9

3.0(0)A1(4)a

Cisco IOS Release
12.2(18)SXF4 or later
or 12.2(33)SXH or later
or 12.2(33)SXI or later

Cisco IOS Release
12.2(18)SXF4 or later
or 12.2(33)SRB or later
or 12.2(33)SRC or later

Console cable

72-876-01

Not applicable

Not applicable

Not applicable

Accessory kit
(contains two
console cables)

800-05097-01

Not applicable

Not applicable

Not applicable

Power Requirements

An ACE module module operates on power supplied by the Catalyst 6500 series switch or the Cisco

7600 series router. The power consumption of the ACE10 and ACE20 modules is 220 W (751 BTU/hr).

To ensure that you have sufficient power available for the ACE in your chassis, enter the following
command at the supervisor engine CLI:

SUP-C# show power available

system power available =

Memory Requirements

The ACE module memory is not configurable.

Environmental Requirements

496.86 Watts (11.83 Amps @ 42V)

Table 6 lists the environmental requirements for the ACE module.
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Table 6

Before You Install or Remove a Module

ACE module Environmental Requirements

Item

Specification

Temperature, ambient operating

0° to 40°C (32°to 104°F)

Temperature, ambient nonoperating

—40° to 70°C (-40°to 158°F)

Humidity (RH), ambient (noncondensing)

10% to 85%

operating

5% to 95%

Nonoperating relative humidity (noncondensing)

Before You Install or Remove a Module

Before you install an ACE module in the Catalyst 6500 series switch or Cisco 7600 series router, ensure
that the following items are available:

¢ Management station available through a Telnet or a console connection to perform the configuration
tasks

e Phillips-head screwdriver
e Wrist strap or other grounding device
e Antistatic mat or antistatic foam

When you handle a module, always use a wrist strap or other grounding device to prevent electrostatic
discharge (ESD).

A

Caution  During this procedure, wear grounding wrist straps to avoid ESD damage to the modules.
Caution Do not directly touch the backplane with your hand or any metal tool or you may shock yourself.

All Catalyst 6500 series switches and Cisco 7600 series routers support hot swapping, allowing you to
install, remove, and replace modules without turning off chassis power. For more information on
removing the modules from a switch, see the “Removing a Module” section.

When the software detects that a module has been installed or removed, it automatically runs diagnostic
and discovery routines, acknowledges the presence or absence of the module, and resumes switch
operation.

The Catalyst 6503 or 6503-E switch chassis has three horizontal slots. The Catalyst 6504 or 6504-E
switch, or Cisco 7604 router chassis has four horizontal slots. In these chassis, the slots can be used as
follows:

e Slot 1, the top-most slot, is reserved for the supervisor engine.

¢ Slot 2 can be used for a redundant supervisor engine.

e If a redundant supervisor engine is not required, the following slots are available for modules:
— Slots 2 and 3 on the 3-slot chassis
— Slots 2 through 4 on the 4-slot chassis

e Empty slots require filler panels to maintain consistent airflow through the chassis.
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W Installing a Module

The Catalyst 6506 or 6506-E switch, or Cisco 7606 router chassis has six horizontal slots. The Catalyst
6509 or 6509-E switch chassis has nine horizontal slots. The Catalyst 6509-NEB and Catalyst
6509-NEB-A switches or the Cisco 7609 router have nine vertical slots, which are numbered 1 to 9 from
right to left. Install vertical modules with the component side facing to the right. In these chassis, the
slots can be used as follows:

e Slot 5 is reserved for the supervisor engine.

¢ Slot 6 can be used for a redundant supervisor engine.

e If a redundant supervisor engine is not required, the following slots are available for modules:
— Slots 1 through 4 and slot 6 on the 6-slot chassis
— Slots 1 through 4 and slots 6 through 9 on the 9-slot chassis

e Empty slots require filler panels to maintain consistent airflow through the switch chassis.

The Catalyst 6513 or 6513E switch or Cisco 7613 router chassis has 13 horizontal slots. In these chassis,
the slots can be used as follows:

e Slot 7 is reserved for the supervisor engine.
e Slot 8 can be used for a redundant supervisor engine.

¢ If a redundant supervisor engine is not required, slots 1 through 6 and slots 8 through 13 are
available for modules.

¢ Empty slots require filler panels to maintain consistent airflow through the chassis.

Installing a Module

A

Warning

A

This section describes how to install an ACE module in a Catalyst 6500 series switch or a
Cisco 7600 series router.

Invisible laser radiation may be emitted from disconnected fibers or connectors. Do not stare into
beams or view directly with optical instruments.

Caution

A

To prevent ESD damage, handle modules by the carrier edges only.

Caution

Step 1
Step 2

During this procedure, wear grounding wrist straps to avoid ESD damage to the module. Do not directly
touch the backplane with your hand or any metal tool, or you could shock yourself.

To install a module in the chassis, perform these steps:

Choose an appropriate slot for the module.

Verify that there is enough clearance to accommodate any interface equipment that you will connect
directly to the module ports. If possible, place the modules between the empty slots that contain only
the module filler panels.

Cisco Application Control Engine Module Installation Note
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Step 3

Step 4
Step 5

Step 6

Installing a Module W

Verify that the captive installation screws are tightened on all modules installed in the chassis. This
action ensures that the EMI gaskets on all modules are fully compressed to maximize the opening space
for the replacement module.

~

Note If the captive installation screws are loose, the EMI gaskets on the installed modules push
adjacent modules toward the open slot, reducing the opening size and making it difficult to
install the replacement module.

Remove the filler panel by removing the two Phillips pan-head screws from the filler panel.

Open both ejector levers fully on the module (see Figure 3).

Figure 3 Positioning the Module in a Horizontal Slot Chassis

Insert module

between EMI gasket
slot guides

Ejector lever
fully extended

148368

=an

Depending on the orientation of the slots in the chassis (horizontal or vertical), perform one of the
following sets of substeps:

[ 78-17537-01
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W Installing a Module

Horizontal slots
a. Position the module in the slot. Ensure that you align the sides of the module carrier with the slot
guides on each side of the slot (see Figure 3).

b. Carefully slide the module into the slot until the EMI gasket along the top edge of the module makes
contact with the module in the slot above it and both ejector levers have closed to approximately
45 degrees with respect to the module faceplate (see Figure 4).

Figure 4 Clearing the EMI Gasket in a Horizontal Slot Chassis

1 mm Gap between the module
EMI gasket and the
l module above it
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148369

¢. Using the thumb and forefinger of each hand, grasp the two ejector levers and press down to create
a small (0.040 inch [1 mm]) gap between the EMI gasket and the module above it (see Figure 4).

A

Caution Do not press down too firmly on the levers because you may bend or damage them.

Cisco Application Control Engine Module Installation Note
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Installing a Module W

d. While pressing down on the left and right ejector levers, simultancously close them to fully seat the
module in the backplane connector. The ejector levers are fully closed when they are flush with the

module faceplate (see Figure 5).

Figure 5 Ejector Levers Fully Closed in a Horizontal Slot Chassis

Ejector levers flush
with module faceplate
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Note  Failure to fully seat the module in the backplane connector may result in error messages.

Tighten the two captive installation screws on the module. Make sure that the ejector levers are fully
closed before tightening the captive installation screws.

When you install an ACE module into a chassis, it runs a startup sequence that requires no intervention.
At the successful conclusion of the startup sequence, the green Status LED lights and remains on. If the
Status LED is not green or is off, see Table 4 to determine the module status.

Cisco Application Control Engine Module Installation Note g
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Installing a Module

Vertical slots

Position the module in the slot (see Figure 6). Make sure that you align the sides of the module

carrier with the slot guides on the top and bottom of the slot.

IS

| Slot Chass

Ica

in a Vert

the Module

ioning

ti

li

Pos

Figure 6

EMI
gasket

Ejector lever
fully extended

L2E8Y L

Insert module

between
slot guides

b. Carefully slide the module into the slot until the EMI gasket along the right edge of the module

makes contact with the module in the slot adjacent to it. Close both ejector levers to approximately

45 degrees with respect to the module faceplate (see Figure 6).
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Installing a Module

Using the thumb and forefinger of each hand, grasp the two ejector levers and exert a slight pressure

C.

to the left, deflecting the module approximately 0.040 inches (1 mm) to create a small gap between

the module EMI gasket and the module adjacent to it (see Figure 7).

Clearing the EMI Gasket in a Vertical Slot Chassis

Figure 7
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Do not exert excessive pressure on the ejector levers because you may bend or damage

them.

Caution
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W Installing a Module

d. While pressing on the ejector levers, simultaneously close them to fully seat the module in the
backplane connector. The ejector levers are fully closed when they are flush with the module
faceplate (see Figure 8).

Figure 8 Ejector Levers Fully Closed in a Vertical Slot Chassis

148373

Ejector levers flush
with module faceplate

e. Tighten the two captive installation screws on the module. Make sure that the ejector levers are fully
closed before tightening the captive installation screws.

When you install an ACE module into the chassis, it runs a startup sequence that requires no intervention.
At the successful conclusion of the startup sequence, the green Status LED lights and remains on. If the
Status LED is not green or is off, see Table 4 to determine the module status.
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Removing a Module

Removing a Module

This section describes how to remove an existing module from a chassis slot.

A

Warning Invisible laser radiation may be emitted from disconnected fibers or connectors. Do not stare into
beams or view directly with optical instruments.

A

Caution  During this procedure, wear grounding wrist straps to avoid ESD damage to the module.

A

Caution Do not directly touch the backplane with your hand or any metal tool or you may shock yourself.

To remove a module from the chassis, perform these steps:

Step 1 Before you remove the module from the chassis, enter the no power enable module command in
configure mode at the switch or router CLI to properly shut down the module to prevent data loss.

Step2  Verify that the captive installation screws on all of the modules in the chassis are tight.
This step assures that the space that is created by the removed module is maintained.

~

Note If the captive installation screws are loose, the electromagnetic interference (EMI) gaskets on
the installed modules push the modules toward the open slot, reducing the opening size and
making it difficult to reinstall the module.

Step3  Loosen the two captive installation screws on the standby module. See Figure 9.
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Il Removing a Module

Figure 9 Loosening the Captive Installation Screws on the ACE

Captive screws

272223

Step4  Depending on the orientation of the slots in the chassis (horizontal or vertical), perform one of the
following sets of substeps:

¢ Removing the ACE from a Horizontal Slot
e Removing the ACE from a Vertical Slot

Removing the ACE from a Horizontal Slot

a. Place your thumbs on the left and right ejector levers, and simultaneously rotate the levers outward
to unseat the module from the backplane connector.

b. Grasp the front edge of the module with one hand, and slide the module part of the way out of the
slot. Place your other hand under the module to support its weight. Do not touch the module
circuitry. See Figure 10.

Removing the ACE from a Vertical Slot

a. Place your thumbs on the ejector levers that are located at the top and bottom of the module, and
simultaneously rotate the levers outward to unseat the module from the backplane connector.

b. Grasp the edges of the module, and slide the module straight out of the slot. Do not touch the module
circuitry.

Cisco Application Control Engine Module Installation Note
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Step 5
Step 6

>

Warning

Accessing

Accessing the ACE Command-Line Interface W

Figure 10  Removing the Module from a Horizontal Slot Chassis

Ejector lever
fully extended

272224
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Place the module on an antistatic mat or antistatic foam, or immediately reinstall it in another slot.

If the slot from which you removed the module is to remain empty, install a filler panel to keep dust out
of the chassis and to maintain proper airflow through the chassis.

Blank faceplates (filler panels) serve three important functions: they prevent exposure to hazardous
voltages and currents inside the chassis; they contain electromagnetic interference (EMI) that might
disrupt other equipment; and they direct the flow of cooling air through the chassis. Do not operate
the system unless all cards and faceplates are in place.

the ACE Command-Line Interface

The software interface for the ACE module is the command-line interface (CLI). You access the ACE
module CLI by performing one of these tasks:

e Establishing a direct serial connection between your terminal and the ACE by making a serial
connection to the console port on the front of the ACE.

e Establishing a remote connection using the SSH or Telnet protocols from a PC.

Unless your Catalyst 6500 series switch or Cisco 7600 series router is located in a fully trusted
environment, we recommend that you configure the ACE module using SSH encryption.

See the Cisco Application Control Engine Module Administration Guide for details about accessing the
ACE module, performing initial set up, and establishing remote access.
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I Related Documentation

Related Documentation

Translated

A

Warning
Waarschuwing
Varoitus
Attention
Warnung
Avvertenza
Advarsel

Aviso

For information about caveats for the ACE module, see the Release Note for the Cisco Application

Control Engine Module.

For information about the configuration of the ACE module, refer to the following documents:

Cisco Application Control Engine Module Getting Started Guide

Cisco Application Control Engine Module Administration Guide

Cisco Application Control Engine Module Virtualization Configuration Guide

Cisco Application Control Engine Module Routing and Bridging Configuration Guide
Cisco Application Control Engine Module Server Load-Balancing Configuration Guide
Cisco Application Control Engine Module Security Configuration Guide

Cisco Application Control Engine Module SSL Configuration Guide

Cisco Application Control Engine Module System Message Guide

Cisco Application Control Engine Module Command Reference

Cisco CSM-to-ACE Conversion Tool User Guide

Cisco CSS-to-ACE Conversion Tool User Guide

Cisco Application Control Engine (ACE) Troubleshooting Guide (wiki)

Cisco Application Control Engine (ACE) Configuration Examples (wiki)

To understand the Cisco IOS command-line interface and Cisco IOS command modes, see the Catalyst
6500 Series Switch Cisco 10S Software Configuration Guide or the Cisco 7600 Series Router Cisco 10S
Software Configuration Guide.

Safety Warnings

Invisible laser radiation present. Statement 1016

Onzichtbare laserstraling aanwezig.

Nakymattomia lasersiteita.

Rayonnement laser actif mais invisible.

Unsichtbare Laserstrahlung.

Radiazione laser invisihile.

Usynlig laserstraling.

Radiacao laser invisivel presente.
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Translated Safety Warnings W

jAdvertencia! Existe radiacion laser invisible.

Varning! Nu pagaende osynlig laserstralning.

Lathatatlan lézersugarzas van jelen.

Mpepynpexxnexne 3arnyLkn nepegHen NaHeNM 1 3aLLNTHbIE NAHENN BbIMOMHAKT TPY BaXXHbIE (OYHKLMK:
MOMOratoT 13bexxarb NoOPaXKeHNA 3JIEKTPOTOKOM BbICOKOrO HANPAXKEHWA NPy NMPUKOCHOBEHUN K BHYTPEHHUM
3NEMEHTAM, 3KPAHWUPYIOT SIEKTPOMArHUTHOE M3fyYeHmne, KOTOPOE MOXET HapyLwMTb paboTy Apyroro
obopynoBaHuA, a TakxKe HanpaeAAT OXaXKAatoLLMIA BO3AYLUHBIA NOTOK BHYTPU Kopryca. He nonb3yintech
YCTPOWCTBOM CO CHATBIMW KPbILLKAMK, 3ariyLuKamMu, nepesHMmn 1 3agHUMU 3aLLUTHBIMU NaHenAMu.

R 0 N T
85 BRRABVL—F—ABOBEIENTOET,

A

Warning  Blank faceplates and cover panels serve three important functions: they prevent exposure to
hazardous voltages and currents inside the chassis; they contain electromagnetic interference
(EMI) that might disrupt other equipment; and they direct the flow of cooling air through the chassis.
Do not operate the system unless all cards, faceplates, front covers, and rear covers are in place.
Statement 1029

Waarschuwing Lege vlakplaten en afdekpanelen vervullen drie belangrijke functies: ze voorkomen blootstelling
aan gevaarlijke voltages en stroom binnenin het frame, ze bevatten elektromagnetische storing
(EMI) hetgeen andere apparaten kan verstoren en ze leiden de stroom van koellucht door het frame.
Het systeem niet bedienen tenzij alle kaarten, vlakplaten en afdekkingen aan de voor- en achterkant
zich op hun plaats bevinden.

Varoitus Tyhjilla tasolaikoilla ja suojapaneeleilla on kolme tirkeaa kéayttotarkoitusta: Ne suojaavat
asennuspohjan sisdisille vaarallisille jannitteille ja sdhkovirralle altistumiselta; ne pitavit
sisalldan elektromagneettisen hairion (EMI), joka voi hdirita muita laitteita; ja ne suuntaavat
tuuletusilman asennuspohjan lapi. Jarjestelméaa ei saa kayttaa, elleivat kaikki tasolaikat, etukannet
ja takakannet ole kunnolla paikoillaan.

Attention Ne jamais faire fonctionner le systeme sans que l'intégralité des cartes, des plaques métalliques et
des panneaux avant et arriére ne soient fixés a leur emplacement. Ceux-ci remplissent trois
fonctions essentielles : ils évitent tout risque de contact avec des tensions et des courants
dangereux a l'intérieur du chassis, ils évitent toute diffusion d’interférences électromagnétiques
qui pourraient perturber le fonctionnement des autres équipements, et ils canalisent le flux d"air de
refroidissement dans le chassis.
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M Translated Safety Warnings

Warnung

Avvertenza

Advarsel

Aviso

jAdvertencia!

Varning!

MpepynpexxpeHve

Blanke Faceplates und Abdeckungen haben drei wichtigen Funktionen: (1) Sie schiitzen vor
gefahrlichen Spannungen und Strom innerhalb des Chassis; (2) sie halten elektromagnetische
Interferenzen (EMI) zuriick, die andere Gerate storen kdnnten; (3) sie lenken den kiihlenden
Luftstrom durch das Chassis. Das System darf nur betrieben werden, wenn alle Karten, Faceplates,
Voder- und Riickabdeckungen an Ort und Stelle sind.

Le piattaforme bianche e i panelli di protezione hanno tre funzioni importanti: Evitano I'esposizione
a voltaggi e correnti elettriche pericolose nello chassis, trattengono le interferenze
elettromagnetiche (EMI) che potrebbero scombussolare altri apparati e dirigono il flusso di aria per
il raffreddamento attraverso lo chassis. Non mettete in funzione il sistema se le schede, le
piattaforme, i panelli frontali e posteriori non sono in posizione.

Blanke ytterplater og deksler sgrger for tre viktige funksjoner: de forhindrer utsettelse for farlig
spenning og strem inni kabinettet; de inneholder elektromagnetisk forstyrrelse (EMI) som kan
avbryte annet utstyr, og de dirigerer luftavkjelingsstrammen gjennom kabinettet. Betjen ikke
systemet med mindre alle kort, ytterplater, frontdeksler og bakdeksler sitter pa plass.

As faces furadas e os painéis de proteccdao desempenham trés importantes fungdes: previnem
contra uma exposicao perigosa a voltagens e correntes existentes no interior do chassis; previnem
contra interferéncia electromagnética (EMI) que podera danificar outro equipamento; e canalizam
o fluxo do ar de refrigeracéo através do chassis. Nao devera operar o sistema sem que todas as
placas, faces, proteccdes anteriores e posteriores estejam nos seus lugares.

Las placas frontales y los paneles de relleno cumplen tres funciones importantes: evitan la
exposicion a niveles peligrosos de voltaje y corriente dentro del chasis; reducen la interferencia
electromagnética (EMI) que podria perturbar la operacion de otros equipos y dirigen el flujo de aire
de enfriamiento a través del chasis. No haga funcionar el sistema a menos que todas las tarjetas,
placas frontales, cubiertas frontales y cubiertas traseras estén en su lugar.

Tomma framplattor och skyddspaneler har tre viktiga funktioner: de forhindrar att personer utsétts
for farlig spanning och strom som finns inuti chassit; de innehaller elektromagnetisk interferens
(EMI) som kan stora annan utrustning; och de styr riktningen pa kylluftsflodet genom chassit. Anvand
inte systemet om inte alla kort, framplattor, fram- och bakskydd ar pa plats.

Az el6lapok és burkolépanelek harom fontos funkciot toltenek be: biztositjak a veszélyes
fesziltségli és aramerdsségii teriiletek érintésvédelmét; elnyelik a mas berendezések
miikbdésében miik6dési zavarokat okozé elektromagneses interferenciat (EMI); a géphazon
beliil terelik a hiit6leveg6t. Csak ugy miikodtesse a rendszert, ha minden kartya, lemez, eliilsé
és hatulsé burkolat a helyén van.

3arnyLwku nepeaHeii NaHenn u 3aLiMTHbIE NaHemnu BbIMOHAKT TPU BaXKHble QOYHKLMM:

nomoratoT n3bexarb NopaXkeHWA 3NEKTPOTOKOM BbICOKOTO HaMpPFAXXeHWA NpW NPUKOCHOBEHUM K BHYTPEHHUM
aNeMeHTaM, SKPaHMPYIOT 3NEKTPOMArHUTHOE W3NyYeHre, KOTOPoe MOXET HapyLUMTb paboTy Apyroro
060pynoBaHNA, a TaKXKE HaNPaBNAIT OXNAXLALLMIA BO3AYLLIHbIA NOTOK BHYTPM kopryca. He nonb3yitech
YCTPOWCTBOM CO CHATbIMU KPbILLKAMM, 3arfyLUKamu, NepesHUMI U 3aAHUMU 3aLLUTHBIMU MaHenaMMN.
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Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly

What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

This document is to be used in conjunction with the documents listed in the “Related Documentation” section.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Copyright © 2008-2010 Cisco Systems, Inc. All rights reserved.111
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