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General Overview  

This module provides a general overview of the Cisco Application Performance Assurance solution. It 
introduces the Cisco Application Performance Assurance concept and the Application Performance 
Assurance capabilities.

It also briefly describes the hardware capabilities of the Network Module Enhanced Application 
Performance Assurance (NME-APA) and the Cisco specific applications that together compose the total 
Cisco Application Performance Assurance solution.

• Information About the Cisco Application Performance Assurance Concept, page 1-1

• Cisco Application Performance Assurance Capabilities, page 1-2

• The Application Performance Assurance Technology, page 1-2

• Information About Management and Collection, page 1-3

Information About the Cisco Application Performance 
Assurance Concept   

• The Cisco Application Performance Assurance Solution, page 1-1

• Application Performance Assurance for Enterprises, page 1-2

The Cisco Application Performance Assurance Solution  
The Cisco Application Performance Assurance solution is delivered through a combination of 
purpose-built hardware and specific software solutions that address various traffic management 
challenges faced by enterprises. The NME-APA is designed to support classification and analysis of 
Internet/IP traffic.

Cisco Application Performance Assurance enables enterprises to accomodate more traffic while 
capitalizing on their existing infrastructure. With the power of Application Performance Assurance, 
enterprises have the ability to analyze IP network traffic at high speeds. The Cisco Application 
Performance Assurance solution also gives enterprises the tools they need to identify and target overhead 
content-based traffic and to disable their delivery.
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Application Performance Assurance for Enterprises  
Enterprises of any industry must find new ways to get maximum leverage from their existing 
infrastructure, while differentiating their offerings with enhanced IP capabilities.

The Cisco Application Performance Assurance solution adds a new layer of service intelligence and 
control to existing networks that can:

• Report and analyze network traffic at user and aggregate level for capacity planning

• Identify network abusers who are violating the Acceptable Use Policy

• Identify peer-to-peer and NNTP (news) traffic

• Integrate Application Performance Assurance solutions easily with existing network elements and 
BSS/OSS systems

Cisco Application Performance Assurance Capabilities   
The core of the Cisco Application Performance Assurance solution is the application for managing 
traffic including:

• User and application awareness—Application-level drilling into IP traffic for real-time 
understanding of usage and content at the granularity of a specific user.

– User awareness—The ability to map between IP flows and a specific user in order to maintain 
the state of each user transmitting or receiving traffic through the NME-APA.

– Application awareness—The ability to understand and analyze traffic up to the application 
protocol layer (Layer 7).

For application protocols implemented using bundled flows (such as FTP, which is implemented 
using Control and Data flows), the NME-APA understands the bundling connection between the 
flows and treats them accordingly.

• Programmability—The ability to quickly add new protocols and easily adapt to new services and 
applications in the ever-changing enterprise environment. Programmability is achieved using the 
Cisco Service Modeling Language (SML).

Programmability provides an easy upgrade path for network and application growth.

• Robust and flexible back-office integration—The ability to integrate with existing third-party 
systems at the enterprise, including provisioning systems, user repositories, billing systems, and 
OSS systems. The NME-APA provides a set of open and well-documented APIs that allows a quick 
and robust integration process.

• Scalable high-performance service engines—The ability to perform all these operations at 45Mbps 
bi-directional.

The Application Performance Assurance Technology   
The network devices are capable of performing application-layer stateful-flow inspection of IP traffic, 
and controlling that traffic based on configurable rules. The network device uses FPGA simulation to go 
beyond packet counting and delve deeper into the contents of network traffic. Providing programmable, 
stateful inspection of bidirectional traffic flows and mapping these flows with user ownership, it 
provides real-time classification of network usage. This information provides the basis of the advanced 
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traffic-control and bandwidth-shaping functionality. Where most bandwidth shaper functionality ends, 
the Cisco Application Performance Assurance solution provides more control and shaping options, 
including:

• Layer 7 stateful packet inspection and classification

• Robust support for over 600 protocols and applications, including:

– General—HTTP, HTTPS, FTP, TELNET, NNTP, SMTP, POP3, IMAP, WAP, and others

– P2P file sharing—FastTrack-KazaA, Gnutella, BitTorrent, Winny, Hotline, eDonkey, 
DirectConnect, Piolet, and others

– P2P VoIP—Skype, Skinny, DingoTel, and others

– Streaming and Multimedia—RTSP, SIP, HTTP streaming, RTP/RTCP, and others

– Enterprise protocols—Citrix, Oracle, SAP, MS SQL, MS Exchange, Instant Messengers, and 
others

• Programmable system core for flexible reporting

• Transparent network and BSS/OSS integration into existing networks

• User awareness that relates traffic and usage to specific customers

Information About Management and Collection   
The Cisco Application Performance Assurance solution includes a complete management infrastructure 
that provides the following management components to manage all aspects of the solution:

• Traffic Management

• Reporting Facility

These management interfaces are designed to comply with common management standards and to 
integrate easily with existing OSS infrastructure.

Device Management  
Cisco provides network Fault, Configuration, Performance, and Security Management.

Three interfaces are provided for network management:

• Graphical User Interface (GUI)—Accessible through the intranet, the GUI is used for configuration 
and security functions.

• SNMP—Provides fault management (via SNMP traps) and performance monitoring functionality.

• Command-line interface (CLI)—Accessible through a Telnet connection, the CLI is used for 
configuration and security functions.

User Management  
Where the Cisco Application Performance Assurance solution tracks usage on an individual user basis, 
the Cisco Application Performance Assurance solution also provides the capability to store user 
information in a local database.
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Class Configuration Management  
Class configuration management is the ability to configure the general class definitions of a network 
application. A class configuration file containing settings for traffic classification, accounting and 
reporting, and control is created and applied to the NME-APA. The APA Device Console application 
provides a tool to distribute these configuration files to devices. This simple, standards-based approach 
makes it easy to manage multiple devices in a large network.

The APA Device Console provides an easy-to-use GUI to edit and create these files.

Data Collection  
The Cisco Application Performance Assurance solution generates usage data and statistics and manages 
them as Raw Data Records (RDRs), using a simple TCP-based protocol (RDR-Protocol). The Cisco 
Application Performance Assurance solution implements the collection system and processing them on 
the local machine. The data is then stored for analysis and reporting functions, and for the collection and 
presentation of data to additional OSS systems.
1-4
Cisco Network Module Enhanced Application Performance Assurance User Guide

OL-14496-01


	General Overview
	Information About the Cisco Application Performance Assurance Concept
	The Cisco Application Performance Assurance Solution
	Application Performance Assurance for Enterprises

	Cisco Application Performance Assurance Capabilities
	The Application Performance Assurance Technology
	Information About Management and Collection
	Device Management
	User Management
	Class Configuration Management
	Data Collection




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


