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About this Guide

This preface describes who should read the Cisco Network Module Enhanced Application Performance
Assurance Solution Overview, how it is organized, its document conventions, and how to obtain
documentation and technical assistance.

This solution overview is intended for the administrators and engineers who are responsible for
installing and setting up the NME-APA module in the network.

Document Revision History

The Document Revision History below records changes to this document.

Cisco Service Control
Revision Release and Date Change Summary

OL-17671-01 1.0 First version of this document.
September, 2008

Organization

This guide contains the following sections:

Section Title Description

1 Network Module Enhanced Provides an overview of the Network Module
Application Performance Assurance |Enhanced Application Performance Assurance
Overview, page 1-1 solution.

2 Deploying the Network Module Describes the initial steps required to deploy and
Enhanced Application Performance |perform basic setup of the Network Module
Assurance Solution, page 2-1 Enhanced Application Performance Assurance

solution.
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Related Publications

Your NME-APA device and the software running on it contain extensive features and functionality,
which are documented in the following resources:

Conventions

For information on installing the Device Console, refer to the Cisco Application Performance
Assurance Device Console Installation Guide.

For information on using the Device Console, refer to the Cisco Application Performance Assurance
Device Console User Guide.

For initial installation and startup information, refer to the Cisco Network Module Enhanced
Application Performance Assurance User Guide.

For troubleshooting information, refer to the Cisco Application Performance Assurance
Troubleshooting Guide.

Cisco CLI software, refer to the Cisco Network Module Enhanced Application Performance
Assurance CLI Command Reference.

For international agency compliance, safety, and statutory information for wide-area network
(WAN) interfaces for the NME-APA device, refer to the Regulatory Compliance and Safety
Information for Cisco Network Enhanced Module Application Performance Assurance (NME-APA).

This document uses the following conventions:

Convention Indication
bold font Commands and keywords and user-entered text appear in bold font.
italic font Document titles, new or emphasized terms, and arguments for which you supply

values are in italic font.

[

Elements in square brackets are optional.

{xlylz} Required alternative keywords are grouped in braces and separated by
vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

courier font Terminal sessions and information the system displays appear in courier font.

< > Nonprinting characters such as passwords are in angle brackets.

Default responses to system prompts are in square brackets.

L #

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Note Means reader take note.

Jl  Cisco Network Module Enhanced Application Performance Assurance Solution Overview
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e

Tip

A

Means the following information will help you solve a problem.

Caution

Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.

Timesaver

A

Means the described action saves time. You can save time by performing the action described in
the paragraph.

Warning

Means reader be warned. In this situation, you might perform an action that could result in
bodily injury.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

[ oL-17671-01
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= CHAPTER 1

Network Module Enhanced Application
Performance Assurance Overview

This module provides a general overview of the Cisco Network Module Enhanced Application
Performance Assurance (NME-APA) solution.

¢ Cisco Network Module Enhanced Application Performance Assurance Solution, page 1-1
e Cisco Application Performance Assurance Capabilities, page 1-2

e Application Performance Assurance Technology, page 1-3

Cisco Network Module Enhanced Application Performance
Assurance Solution

The Cisco NME-APA solution is delivered through a combination of hardware and specific software
solutions that address various traffic management challenges faced by enterprises. Service providers can
use the NME-APA to support classification, analysis, and control of Internet and IP traffic.

Cisco NME-APA enables enterprises to accommodate more traffic while capitalizing on their existing
infrastructure. With the power of Application Performance Assurance, enterprises have the ability to
analyze IP network traffic at high speeds. The NME-APA solution also gives enterprises the tools they
need to identify and target overhead content-based traffic.

The NME-APA solution consists of the following components:

e APA Engine or NME-APA Module—Responsible for traffic classification using deep packet
inspection of the traffic and providing application or protocol and user awareness, enforcing global
and user-specific policies, and collecting the reporting data. The APA Engine is a standalone
appliance on which the APA Device Console is resident, the NME-APA Module must be installed
in an Integrated Services Router (ISR) and the APA Device Console is installed on a separate server.

e APA Device Console (APADC)—A management application responsible for device, fault, and
traffic management, as well as report generation.

e The “operating system software” resident on the APA engine or the NME-APA module.

e A view-only or control software license

[ oL-17671-01
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W Cisco Application Performance Assurance Capabilities

Application Performance Assurance Engine

Cisco Application Performance Assurance (APA) Engine is a standalone appliance designed to identify,
analyze, and control application traffic on a per application, per user basis. The APA engine provides
wire line identification and traffic control at up to 100 Mbps throughput in each direction. The result is
an overall reduction of network congestion, improved application performance over the WAN, and the
ability to plan more effective network bandwidth upgrades.

Network Module Enhanced Application Performance Assurance Module

Cisco Network Module Enhanced Application Performance Assurance Module is an integrated module
for the 2800- and 3800-series ISRs that provides the same functionality as the APA Engine.

The NME-APA module is available in two separate offerings, the Cisco NME-APA-E2 for the 2800
series ISRs and the Cisco NME-APA-E3 for the 3800 series ISRs.

APA Device Console

The APA Device Console (APADC) is a web based element management application that is either
resident on the APA engine or runs on a Microsoft Windows XP workstation which manages and
communicates with NME-APA module. The APADC in installed with a web server to allow users to
access the provisioning capabilities from a remote location.

Application Performance Assurance for Enterprises

Enterprises of any industry must find new ways to get maximum leverage from their existing
infrastructure, while differentiating their offerings with enhanced IP capabilities.

The Cisco APA solution adds a layer of service intelligence and control to existing networks that can:
e Report and analyze network traffic at user and aggregate level for capacity planning
e Identify network abusers who are violating the acceptable use policy (AUP)
e Identify unwanted traffic such as peer-to-peer, NNTP (news), and Flash-based video traffic

e Integrate Application Performance Assurance solutions easily with existing network elements and
business support systems (BSS) and operational support systems (OSS)

Cisco Application Performance Assurance Capabilities

The core of the Cisco APA solution is the application for managing traffic including:

e User and application awareness—Application-level drilling into IP traffic for real-time
understanding and controlling of usage and content at the granularity of a specific user.

— User awareness—The ability to map between IP flows and a specific user to maintain the state
of each user transmitting or receiving traffic through the APA engine or the NME-APA module.

— Application awareness—The ability to understand and analyze traffic up to the application
protocol layer (Layer 7).

Cisco Network Module Enhanced Application Performance Assurance Solution Overview
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Application Performance Assurance Technology W

For application protocols implemented using bundled flows (such as FTP, which is implemented
using Control and Data flows), APA understands the bundling connection between the flows and
treats them accordingly.

e Programmability—The ability to quickly add new protocols and easily adapt to new services and
applications in the ever-changing enterprise environment. Programmability is achieved using the
Cisco Service Modeling Language (SML).

Programmability provides an easy upgrade path for network and application growth.

e Robust and flexible back-office integration—The ability to integrate with existing third-party
systems at the enterprise, including provisioning systems, user repositories, billing systems, and
OSS systems. The APA provides a set of open and well-documented APIs that allows a quick and
robust integration process.

e Scalable high-performance service engines—The ability to perform all these operations at
high-speed.

Application Performance Assurance Technology

The network devices perform application-layer stateful-flow inspection of IP traffic, and control that
traffic based on configurable rules. The network device uses ASIC components and reduced instruction
set computer (RISC) processors to exceed beyond packet counting and expand into the contents of
network traffic. Providing programmable, stateful inspection of bidirectional traffic flows, and mapping
these flows with user ownership, the network devices provide real-time classification of network usage.
The classification provides the basis of the advanced traffic-control and bandwidth-shaping
functionality. Where most bandwidth shaper functionality ends, the Cisco APA solution provides further
control and shaping options, including:

e Layer 7 stateful packet inspection and classification
e Robust support for over 1000 protocols and applications, including:

— Business—Systems, Applications, and Products (SAP), Oracle, Citrix, Digital Imaging and
Communications in Medicine (DICOM), Healthcare Level 7 (HL7), FIX, and Blackboard

— General —HTTP, HTTPS, FTP, Telnet, Network News Transfer Protocol (NNTP), Simple Mail
Transfer Protocol (SMTP), Post Office Protocol 3 (POP3), Internet Message Access Protocol
(IMAP), Wireless Application Protocol (WAP), and others

— Peer-to-Peer (P2P) file sharing—FastTrack-KazaA, Gnutella, BitTorrent, Winny, Hotline,
eDonkey, DirectConnect, Piolet, and others

— P2P VoIP—Skype, Skinny, DingoTel, and others

— Streaming and Multimedia—Real Time Streaming Protocol (RTSP), Session Initiation Protocol
(SIP), HTTP streaming, Real Time Protocol (RTP) and Real Time Control Protocol (RTCP), and
others

e Programmable system core for flexible reporting
e Transparent network and BSS and OSS integration into existing networks

e User awareness that relates traffic and usage to specific customers

Cisco Network Module Enhanced Application Performance Assurance Solution Overview
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Deploying the Network Module Enhanced
Application Performance Assurance Solution

This module provides an overview of the steps involved in deploying the Cisco Network Module
Enhanced Application Performance Assurance (NME-APA) solution in your network.

¢ Installing the NME-APA Module, page 2-1

e Managing the NME-APA Module, page 2-1

¢ Installing the APA Device Console, page 2-2

e NME-APA Module Initial Configuration, page 2-2

e NME-APA Module Management and System Configuration, page 2-2

Installing the NME-APA Module

When first deploying the NME-APA solution, you must install the NME-APA module in the integrated
services router (ISR) that is in your network. There are two variants of the NME-APA module:

e NME-APA-E2 for the 2800 series ISR
e NME-APA-E3 for the 3800 series ISR
The ISR must be running Cisco IOS Release 12.4(20)YA or a later release.

For full details on installing the NME-APA module in the ISR, see Installing Cisco Network Modules in
Cisco Access Routers at
http://www.cisco.com/en/US/products/hw/modules/ps2797/products_module_installation_guide_chapt
er09186a008007c8ec.html

Managing the NME-APA Module

There are two management interfaces for managing the NME-APA module: CLI using Telnet and the
APA Device Console (APADC) GUI. Although the two management methods provide identical
functionality, we recommend that you use the APADC for configuration and management.

[ oL-17671-01
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I Installing the APA Device Console

Installing the APA Device Console

The APADC is a web based element management application running on a Microsoft Windows XP
workstation. The APADC is delivered through a standard Windows installer application. To install the
APADC, choose a suitable workstation that meets the system requirements and install the application.
For further information, see the Cisco Application Performance Assurance Device Console Installation
Guide, the “Installing the Application Performance Assurance Device Console” chapter.

NME-APA Module Initial Configuration

The NME-APA module intial configuration can be performed using the CLI through Telnet interface or
by using the APA Device Console.

The main point to consider when setting up the NME-APA module is whether to use the device for
reporting only, or to use it for traffic management and reporting.

For intial configuration of the NME-APA module using the CLI, see the Cisco Network Module
Enhanced Application Performance Assurance User Guide, the “Getting Started with Application
Performance Assurance” chapter.

For initial configuration of the NME-APA module using the GUI, see the Cisco Application
Performance Assurance Device Console User Guide, the “Device Setup and Management” chapter.

NME-APA Module Management and System Configuration

We recommend that you manage and configure the NME-APA module and configure the Cisco APA
solution using the APA Device Console. For full details about the APADC, see the Cisco Application
Performance Assurance Device Console User Guide.

The APADC provides the following capabilities:
e Device management
e Traffic management
e User management
e Reporting

e Administrative management
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