CHAPTER

Configuring LocalDirector

This chapter describes how to complete a basic configuration for LocalDirector. Topics include:
e Creating a Basic LocalDirector Configuration, page 3-1

e Configuration Examples, page 3-3

Creating a Basic LocalDirector Configuration

Step 1

Step 2

This section describes how to complete a basic configuration for LocalDirector and the server farm.

Basic configuration for LocalDirector includes setting its IP address, testing a connection to the network,
and setting a password. Configuration for the server farm includes defining virtual servers and real

servers, setting the load-balancing and redirection options, binding virtual servers and real servers, and
putting all servers into service. Once basic configuration is complete, see the “Configuration Examples”
section for additional procedures that can be used to set up specific LocalDirector features for your site.

To configure LocalDirector system settings (basic configuration), perform the following steps:

Make sure LocalDirector is properly installed. Refer to the appropriate LocalDirector hardware
installation guide for installation instructions.

Power on LocalDirector.

A

Note  Because LocalDirector ships with its software loaded in Flash memory,
LocalDirector boots without a system disk.
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I Creating a Basic LocalDirector Configuration

As LocalDirector boots, messages such as the following appear:

Finesse Bios V3.

Booting Floppy

Loading from Flash

32MB RAM

Flash=AT29C040A @ 0x300

182557 rev 2 Ethernet @ irgll dev 13 index 0 MAC: 00a0.c965.576f
182557 rev 2 Ethernet @ irgl5 dev 14 index 1 MAC: 00a0.c965.5b33
182557 rev 2 Ethernet @ irg 5 dev 15 index 2 MAC: 00a0.c965.56cl

LocalDirector 410 Version 3.x Initialization..... done.
Copyright (c) 1998 by Cisco Systems, Inc.

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

S

Note The messages displayed at bootup differ depending on the LocalDirector platform
and the number and type of interfaces installed.

Step3  Use the enable command to access privileged mode.
Step4  Use the configuration command to access LocalDirector configuration commands.
Step5  Use the ip address command to assign the LocalDirector IP address and subnet mask.

Step6  Use the ping command to determine if LocalDirector is connected or if a host is available on the
network. If this test fails, follow these steps:

a. Make sure that you have defined an IP address for LocalDirector, and that it is a valid network
address.

b. Create a virtual address and use the ping-allow command to allow you to ping the virtual server.
You can also use the traceroute command with virtual IP addresses, but you cannot use traceroute
with the LocalDirector IP address.

c. Ping real servers on the LocalDirector network.

d. Test each side of the connection by pinging hosts on each network segment. Check all cable
connections and ensure they are secure.

Step7  Use the enable password command to change the privileged mode password.

Step8  If preferred, use the hostname command to change the host name for the LocalDirector command-line
prompt. Note that in a failover configuration, both units have the same host name because the
configuration is copied from one unit to the other.
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To configure the LocalDirector server farm, perform the following steps:

Step 1 Use the virtual command to define virtual servers.

Step2  If preferred, use the redirection command to change the default directed mode (Network Address
Translation) to dispatched mode for the virtual servers. Additionally, use the alias ip address command
to specify the virtual IP address on each real server that uses dispatched mode.

Step3  Use the predictor command to set the type of load balancing for each virtual server.
Step4  Use the real command to define real servers.
Step5  Use the bind command to associate each virtual server to a real server.

Step6  Use the in-service command to designate real servers and virtual servers as in service. (This can also be
done when the virtual servers and real servers are defined.)

Step 7 Use the write terminal, show real, show virtual, and show bind commands to check the configuration.
Step8  Use the write memory command to store the configuration in Flash memory.
Step9  Use the show config command to verify the configuration stored in Flash memory.

The basic configuration is complete.

Step10 Enter Ctrl-Z to exit the configuration mode. Use the disable command to exit privileged mode.

Figure 3-1 shows an example of a basic configuration with one virtual server bound to two real servers.

Figure 3-1 Basic LocalDirector Configuration

Virtual Server

ocalDirector
92.168.1.89 Switch Real IP

192.168.1.1
Server 1

.

—
Real IP
192.168.1.2 1o
Server 2 ‘ﬁ

Configuration Examples

To help determine virtual and real server configurations, diagram the implementation before you begin.
Ensure that any virtual IP address you configure is from a valid IP network. If the virtual address is to
be accessed from the Internet, the IP address must be part of a Network Information Center-allocated
network number.

Cisco LocalDirector Configuration and Command Reference Guide
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This section provides server configuration examples in the following sections:

Default Configuration Settings, page 3-4

One Virtual Server and Multiple Real Servers, page 3-5
Multiple Virtual Servers and One Real Server, page 3-8
Multiple Virtual Servers and Multiple Real Servers, page 3-9
Buddy Virtual Setup, page 3-13

Requesting the Same Server for Multiple Connections, page 3-13
Cookie-Sticky Setup, page 3-16

HTTP Redirection Setup, page 3-17

Client-Assigned Load Balancing, page 3-20

Content Load Balancing, page 3-23

Secure Services, page 3-24

Port-Bound Servers, page 3-26

Maximum Connections and Weighted Configuration, page 3-28
Backup Configurations, page 3-30

Configuring with the data Command, page 3-31

Configuring UDP Traffic, page 3-31

Integrated Probe for DNS Support, page 3-35
Hypertext Transfer Protocol Probe Support, page 3-35
Simple Network Time Protocol Support, page 3-36

LocalDirector as a Boomerang Content Routing Agent, page 3-37

Default Configuration Settings

Table 3-1 shows default configuration settings for LocalDirector.

Table 3-1 LocalDirector Default Configuration Settings

Minimum |Maximum

Configuration Setting Default Value Value Value
Redirection mode Directed, local — —
IP services TCP enabled on — —
virtual and real
servers
Syslog console Not defined — —
Routing Information Disabled — —
Protocol (RIP)
Timeout value 120 minutes 5 minutes |65,535 minutes

0 for UDP |(45.5 days)
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Table 3-1 LocalDirector Default Configuration Settings (continued)

Minimum |Maximum
Configuration Setting Default Value Value Value
Sticky value 0 (disabled) 0 minutes |65,535 minutes
(45.5 days)
Reassign value 3 1 4
Threshold value 8 0 65,535
Retry value 1 minute 0 65,535 minutes
(45.5 days)
Predictor Leastconns — —
Weight value 1 0 100
Autounfail On — —
Slowstart option Roundrobin — —
Bridging Allowed — —
Maximum connections 0 (unlimited) — —
Synguard protection 0 (off) — —
Data connections 0 (off) — —

One Virtual Server and Multiple Real Servers

In this example, LocalDirector is load balancing all TCP traffic over two servers to provide web services.
Figure 3-2 shows the network configuration.

Figure 3-2 One Virtual Server and Multiple Real Servers

Virtual Server

3 LocalDirector
' 192.168.1.89 Switch Real IP

Virtual IP | — 192.168.1.1
www.domain.com | ~

Server 1
! A

|
Real IP
192.168.1.2 o
Server 2 :ﬁ

All traffic destined for virtual IP address 192.168.1.99 is load balanced across real servers with IP
addresses 192.168.1.1 and 192.168.1.2. Only the virtual server appears in the Domain Name
System (DNS).
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

To set up a configuration for one virtual server and multiple real servers, perform the following steps:

Use the enable command to enter privileged mode. Type a carriage return at the password prompt if you
do not want to assign a privileged password:

LocalDirector# enable

Password: <CR>

Use the configuration t command to enter configuration mode:

LocalDirector# configuration t

Use the ip address command to specify LocalDirector IP address 192.168.1.89, and subnet mask
255.255.255.0:

ld(config)# ip address 192.168.1.89 255.255.255.0

Use the interface ethernet command with the auto option (if your interface card supports this option)
to automatically set the speed of the Ethernet interface:

ld(config)# interface ethermet 0 auto

ld(config)# interface ethernet 1 auto

Otherwise, to set the speed manually, use the interface ethernet command with the option that is
appropriate for your card:

ld(config)# interface ethernet 0 {l0baset | 100basetx | 100full}

~

Note The four-port RNS adapter cards cannot use the auto option. These cards display
the following string in the show interface command output:

rns23x0

Use the shutdown command to disable unused interface ports:
ld(config)# shutdown interface ethernet 2

ld(config)# shutdown interface ethernet 3

Use the name command to identify IP address 192.168.1.99 as domain, and the virtual command to
define domain as a virtual server:

ld(config)# name 192.168.1.99 domain

ld(config) # virtual domain

Use the name command to identify IP address 192.168.1.1 as server 1 and 192.168.1.2 as server 2:
ld(config)# name 192.168.1.1 serverl

ld(config) # name 192.168.1.2 server2

Use the real command to identify server 1 and server 2 as real servers, and the is (in-service) option to
enable the real servers to start accepting connections:

ld(config) # real serverl is

ld(config)# real server2 is

Use the bind command to associate domain with server 1 and server 2 and establish the load-balancing
relationship between the virtual and the real servers:

ld(config)# bind domain serverl server2

Cisco LocalDirector Configuration and Command Reference Guide
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Step10 Use the is command to bring the virtual server into service:

ld(config)# is virtual domain

Step11  Use the write terminal command to view the running configuration before it is saved.
Step12 Use the write mem command to save the new settings:

ld(config)# write mem
Building configuration...
[OK]

Step13  View the saved configuration with the show configuration command:

ld(config)# show configuration
Saved
LocalDirector 420 Version 3.1.0.106
syslog output 20.3
no syslog console
enable password dfeafl0390e560aea745ccbab53e044 encrypted
hostname localdirector
no shutdown ethernet 0
no shutdown ethernet 1
shutdown ethernet 2
shutdown ethernet 3

interface ethernet 0 100basetx
interface ethernet 1 100basetx
interface ethernet 2 100basetx
interface ethernet 3 100basetx
mtu 0 1500
mtu 1 1500
mtu 2 1500
mtu 3 1500

multiring all
no secure 0
no secure
no secure
no secure
ping-allow
ping-allow
ping-allow
ping-allow
ip address 192.168.1.89 255.255.255.0
route 0.0.0.0 0.0.0.0 172.20.30.1 1
no rip passive

failover ip address 0.0.0.0

no failover

W NP O WNBE

password cisco

no snmp-server contact

no snmp-server location

virtual 192.168.1.99:0:0:tcp is
real 192.168.1.2:0:0:tcp is
real 192.168.1.1:0:0:tcp is
name 192.168.1.1 serverl
name 192.168.1.2 server2
name 192.168.1.99 domain
bind 192.168.1.99:0:0:tcp 192.168.1.2:0:0:tcp
bind 192.168.1.99:0:0:tcp 192.168.1.1:0:0:tcp
localdirector (config) #

Cisco LocalDirector Configuration and Command Reference Guide
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Multiple Virtual Servers and One Real Server

Step 1

Step 2

Step 3

In this example, four virtual addresses are bound to a single web server, as shown in Figure 3-3, allowing
you to provide multiple DNS entries for one server. In other words, one real server supports multiple
domain names. Virtual IP addresses 192.168.1.99, 192.168.1.100, 192.168.1.101, and 192.168.1.102 are
identified as domain 1, domain 2, domain 3, and domain 4, respectively. Port 80 traffic for each virtual
IP address is bound to different ports on real server IP address 192.168.1.2.

All web traffic destined for domain 1 accesses information on real server 192.168.1.2 through port 8000.
Traffic destined for domain 2 accesses information on real server 192.168.1.2 through port 8001, and so
on.

Figure 3-3 Multiple Virtual Servers and One Real Server

LocalDirector Server
Virtual 1 — A—
Virtual 2 P
Virtual 3 —>
Virtual 4

Domain Name| Virtual IP Port| Real IP Port

domain1 [192.168.1.99 |80>(192.168.1.2| 8000
domain2 [192.168.1.100{80>|192.168.1.2| 8001
domain3 [192.168.1.101|80>|192.168.1.2| 8002
domain4 [192.168.1.102|80->(192.168.1.2| 8003

S5842

Also, by defining a virtual server as an IP address and a port, you can restrict traffic to a specific port.

Port 80 is specified for each of the virtual servers, and ports 8000, 8001, 8002, and 8003 are specified

for the real server. The virtual server ports and real server ports are bound to each other directly with a
unique bind-id on the real server for each port that is bound. In addition, if the application running on

port 8000 fails, the entire server is not failed by LocalDirector; the remaining ports continue to accept
connections.

To configure multiple virtual servers for one real server, perform the following steps:

Use the name command to identify the IP addresses of the virtual and real servers:

ld(config)# name 192.168.1.99 domainl
1ld(config)# name 192.168.1.100 domain2
1d(config)# name 192.168.1.101 domain3
ld(config)# name 192.168.1.102 domaind
1ld(config)# name 192.168.1.2 server

Use the real command to identify the IP address named server as the real server that is accepting
connections on ports 8000, 8001, 8002, and 8003:

1ld(config)# real server:8000
1d(config)# real server:8001
ld(config)# real server:8002
ld(config)# real server:8003

Use the virtual command to identify the named IP addresses domain 1, domain 2, domain 3, and
domain S4 as virtual servers accepting connections on port 80:

config)# virtual domainl:80
config)# virtual domain2:80
config)# virtual domain3:80

1d¢(
1d(
1d(
ld(config)# wvirtual domaind:80

Cisco LocalDirector Configuration and Command Reference Guide
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Step 5

Step 6

Step 7

Configuration Examples

Use the bind command to direct port 80 network traffic from each virtual server to a different port on
the real server:

ld(config)# bind domainl:80 server:8000
ld(config)# bind domain2:80 server:8001
1ld(config)# bind domain3:80 server:8002
ld(config)# bind domain4:80 server:8003

Use the is real command to set the service state for all real server ports to in service:

ld(config)# is real server:8001
ld(config)# is real server:8002
ld(config)# is real server:8003
ld(config)# is real server:8000

Use the is virtual command to set the service state for all virtual server ports to in service:

1d(config)# is wvirtual domainl:80
1d(config)# is wvirtual domain2:80
ld(config)# is wvirtual domain3:80
1ld(config)# is wvirtual domain4:80

Use the show bind command to display the association between the virtual server ports and real server
ports:

ld(config) # show bind

Virtual Machine (s) Real Machines

domain2:80:0:tcp(IS) server:8001:0:tcp(IS)
domainl:80:0:tcp(IS) server:8000:0:tcp(IS)
domain4:80:0:tcp(IS) server:8003:0:tcp(IS)
domain3:80:0:tcp(IS) server:8002:0:tcp (IS

ld(config) #

Multiple Virtual Servers and Multiple Real Servers

You can combine multiple virtual servers and multiple real servers so that each virtual server sends
network traffic to the same port across real servers, as shown in Figure 3-4. All TCP traffic destined for
virtual server 192.168.1.100 is load balanced across the three real servers on port 8001. Traffic destined
for virtual server 192.168.1.101 is load balanced across the real servers on port 8002.

A combination of virtual servers and real servers can also be used to load balance traffic across server
clusters, as shown in Figure 3-5.

Each virtual server can have a different load-balancing option set with the predictor command. For
example, 192.168.1.100 can be configured to use the leastconns option, and 192.168.1.101 can be
configured to use the weighted option.
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Figure 3-4 Multiple Virtual Servers and Multiple Real Servers

Virtual IP  Port LocalDirector

192.168.1.100 80 —— Y.
192.168.1.101 80—’ [

Real IP
192.168.1.1 8001
||

Port

192.168.1.18002

=Hfl 192.168.1.28001
- 192.168.1.28002
—

Switch
a—
EBR 192.168.1.38001
192.168.1.3 8002
"
Domain Name Virtual IP Real IP Port
domaini 192.168.1.100| 192.168.1.1 8001
Port 80 192.168.1.2 8001
www.domaini.com 192.168.1.3 8001
domain2 192.168.1.101| 192.168.1.1 8002
Port 80 192.168.1.2 8002
www.domain2.com 192.168.1.3 8002

S5841

To configure multiple virtual servers for multiple real servers, perform the following steps:

Step1  Use the real command to identify three real servers, each accepting connections on ports 8001 and 8002.

Use the is option to put the real servers in service:

ld(config)# real 192.168.1.1:8001 is
ld(config)# real 192.168.1.1:8002 is
ld(config)# real 192.168.1.2:8001 is
ld(config)# real 192.168.1.2:8002 is
ld(config)# real 192.168.1.3:8001 is
ld(config)# real 192.168.1.3:8002 is

Step2  Use the virtual command to create two virtual servers accepting connections on port 80:

1d(config)# wvirtual 192.168.1.100
ld(config)# wvirtual 192.168.1.101

Step3  Use the bind command to direct network traffic from port 80 on the two virtual servers to ports 8001

and 8002 on the three real servers:

config)# bind 192.168.
config)# bind 192.168.
config)# bind 192.168.
config)# bind 192.168.
config)# bind 192.168.

1d(
1ld(
1d(
1d(
1ld(
ld(config)# bind 192.168.

R R RBRRBRBR

.100:80 192.168.1.1:8001
.100:80 192.168.1.2:8001
.100:80 192.168.1.3:8001
.101:80 192.168.1.1:8002
.101:80 192.168.1.2:8002
.101:80 192.168.1.3:8002

[l Cisco LocalDirector Configuration and Command Reference Guide

78-11760-02 |



| Chapter3

Configuring LocalDirector

Step 4

Step 5

Configuration Examples

Use the is virtual command to set the service state for all virtual server ports to in service:

ld(config)# is virtual 192.168.1.100:80
ld(config)# is virtual 192.168.1.101:80

Use the show bind command to display the association between the virtual and real servers:

ld(config)# show bind

Virtual Machine (s)
192.168.1.101:80:0:tcp(IS)

192.

192
192
192.168.1.100:80:0:tcp(IS)

192.
192.
192.

ld(config) #

Real Machines

168.
.168.
.168.

168.
168.
168.

[y

N

:8002:
:8002:
:8002:

:8001:
2:8001:
:8001:

:tcp (IS)
:tep (IS)
:tep (IS)

:tecp (IS)
:tep (IS)
:tecp (IS)

In Figure 3-5, TCP connections to domain 1 are load balanced across Server Cluster A containing real

servers 192.168.1.1, 192.168.1.2, and 192.168.1.3. Connections to domain 2 are load balanced across

Server Cluster B containing real servers 192.168.1.4, 192.168.1.5, and 192.168.1.6.
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Figure 3-5 Load Balancing Across Server Clusters
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—

Load balances across
Server Cluster B

y_
=
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—

bind-ip Addresses

Domain Name | Virtual IP Address | Real IP Address

domain 1 192.168.1.100 192.168.1.1
192.168.1.2
www.domaini.com 192.168.1.3
domain 2 192.168.1.101 192.168.1.4

192.168.1.5 o

www.domain2.com 192.168.1.6 8

)]

To load balance across server clusters, perform the following steps:

Step1  Use the real command to identify the six real servers, and the is option to put the real servers in service:

d(config)# real 192.168.1.1 is

(
d(config)# real 192.168.1.2 is
ld(config)# real 192.168.1.3 is
d(config)# real 192.168.1.4 is
d(config)# real 192.168.1.5 is
d(config)# real 192.168.1.6 is

Step2  Use the virtual command to identify the two virtual servers:

1d(config)# wvirtual 192.168.1.100
ld(config)# wvirtual 192.168.1.101

Step3  Use the bind command to direct network traffic from virtual server 192.168.1.100 to real servers
192.168.1.1, 192.168.1.2, and 192.168.1.3, and from virtual server 192.168.1.101 to real servers
192.168.1.4, 192.168.1.5, and 192.168.1.6:

ld(config)# bind 192.168.1.100 192.168.1.1 192.168.1.2 192.168.1.3
ld(config)# bind 192.168.1.101 192.168.1.4 192.168.1.5 192.168.1.6

Cisco LocalDirector Configuration and Command Reference Guide
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Use the is command to put the virtual servers in service:

ld(config)# is virtual 192.168.1.100
ld(config)# is virtual 192.168.1.101

Use the show bind command to display the association between the virtual and real servers:

ld(config)# show bind

Virtual Real

192.168.1.101:0:0:tcp (IS)
192.168.1.6:0:0:tcp (IS)
192.168.1. ttep (IS)
192.168.1.4:0:0:tcp (IS)

w1
o
o

192.168.1.100:0:0:tcp (IS)
192.168.1.3:0:0:tcp (IS)
192.168.1. :tep (IS)
192.168.1.1:0:0:tcp (IS)

N
o
o

Buddy Virtual Setup

Step 1

Step 2

Use the buddy command to create a buddy group (in the following procedure, my_app) consisting of a
list of virtual servers. Certain commands and parameters that affect one virtual server affect all other
virtual servers in the buddy group (for example, to share the generic information from the sticky
command). A virtual server can reside in only one buddy group; if it currently exists in a group, it must
be removed from that group before it can be added to a new group. An unlimited number of virtual
servers can exist within a buddy group.

The following example creates the buddy group my_app and adds virtual servers 10.0.0.100 and
10.0.0.200.

ld(config)# buddy my app 10.0.0.100:0:0:tcp
ld(config)# buddy my app 10.0.0.200:0:0:tcp
ld(config)# sticky 10.0.0.200 10

Display the contents of the group with the show buddy command.

ld(config) # show buddy
Buddy Group Virtual Machine(s)
my-app
10.0.0.100:0:0:tcp
10.0.0.200:0:0:tcp

With this setup, when the sticky command is used for virtual server 10.0.0.200 and then a client visits
the virtual server 10.0.0.100 after visiting 10.0.0.200, that client will be sent to the same real server as
on the 10.0.0.100 connection.

Requesting the Same Server for Multiple Connections

The sticky command ensures that the same client gets the same real server for multiple connections. The
sticky command allows you to get back to the same real server and retain the statefulness of the
client/server connection. For example, if a client is completing an online form, the sticky command

| 78-11760-02
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Note

Note

Step 1

Step 2

Step 3

Step 4

Step 5

ensures that multiple connections are sent to the same server to complete the transaction. If this
command is not used, each connection attempt to a virtual server is routed according to the predictor
option in effect for that virtual server, without regard to prior history of the foreign host.

The sticky command does not time the length of a client connection; it times periods of inactivity. For
example, if the sticky command is set to 5, and the client is active, new requests from the client are not
sent to another server through load balancing, even if more than 5 minutes have elapsed. However, if
5 minutes of connection inactivity have elapsed, the requests from the client can be sent to another real
server.

For Secure Socket Layer (SSL) connections, use the ssl option of the sticky command. LocalDirector
performs a proxy connection until an SSL session ID is obtained from the HTTP headers. If there is
already a sticky association in the LocalDirector cache, the host or server for that association is used. If
there is no sticky association, a real server is selected, and a sticky association is created.

If you have a proxy server in front of LocalDirector, the sticky command cannot work
because all clients will appear to have the same source IP address. We recommend that you
put LocalDirector in front of the proxy server. Use port-bound virtual servers to create less
imbalance.

If you have a proxy server in front of LocalDirector, use the ssl option of the sticky
command to use the session ID as the connection identifier instead of the default generic
option, which uses the source IP address.

To configure a stateful client/server connection using SSL, perform the following steps:

Use the virtual command to identify 192.168.1.1 as a virtual server accepting traffic on port 80 (HTTP)
and port 443 (SSL):

ld(config)# wvirtual 192.168.1.1:80

ld(config)# wvirtual 192.168.1.1:443

Use the real command to identify 192.168.1.220 and 192.168.1.221 as real servers accepting traffic on
port 80 (HTTP) and port 443 (SSL):

ld(config)# real 192.168.1.220:80 is
ld(config)# real 192.168.1.221:80 is
ld(config)# real 192.168.1.220:443 is
ld(config)# real 192.168.1.221:443 is

Use the bind command to bind the virtual servers accepting traffic on port 80 to the real servers
accepting traffic on port 80:

ld(config)# bind 192.168.1.1:80 192.168.1.220:80 192.168.1.221:80

Use the bind command to bind the virtual servers accepting traffic on port 443 to the real servers
accepting traffic on port 443:

ld(config) bind 192.168.1.1:443 192.168.1.220:443 192.168.1.221:443

Use the sticky command to ensure that requests to virtual server 192.168.1.1:443 are sent to the same
real server until 10 minutes of inactivity elapse:

ld(config)# sticky 192.168.1.1:443:0:tcp 10 ssl

Cisco LocalDirector Configuration and Command Reference Guide
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Step6  Use the is command to put the virtual servers in service:

ld(config)# is wvirtual 192.168.1.1:80:0:tcp
ld(config)# is virtual 192.168.1.1:443:0:tcp

Step7  Use the show bind command to display server bind associations:

ld(config)# show bind
Virtual Real
192.168.1.1:443:0:tcp (IS)
192.168.1.221:443:tcp (IS)
192.168.1.220:443:tcp (IS)
192.168.1.1:80:0:tcp (IS)
192.168.1.221:80:tcp (IS)
192.168.1.220:80:tcp (IS)

Step8  Use the show sticky command to display the sticky command setting:

ld(config)# show sticky
Machine Sticky
192.168.1.1:443:0:tcp 10 ssl

Step9  Use the show configuration command to view the entire configuration:

ld(config)# show configuration
Saved
LocalDirector 420 Version 3.1.0.106
syslog output 20.3
no syslog console
enable password dfeafl0390e560aea745ccbab53e044 encrypted
hostname localdirector
no shutdown ethernet 0
no shutdown ethernet 1
shutdown ethernet 2
shutdown ethernet 3
interface ethernet 0 100basetx
interface ethernet 1 100basetx
interface ethernet 2 100basetx
interface ethernet 3 100basetx
mtu 0 1500
mtu 1 1500
mtu 2 1500
mtu 3 1500
multiring all
no secure 0
no secure
no secure
no secure
ping-allow
ping-allow
ping-allow
ping-allow 3
no rip passive
failover ip address 0.0.0.0
no failover
password cisco
no snmp-server contact
no snmp-server location
virtual 192.168.1.1:443:0:tcp is
virtual 192.168.1.1:80:0:tcp is
real 192.168.1.221:443:0:tcp is

NP O WNBRE
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real 192.168.
real 192.168.
real 192.168.
bind 192.168.
bind 192.168.
bind 192.168.
sticky 192.16

.220:443:0:tcp is

.221:80:0:tcp is

.220:80:0:tcp is

.1:443:0:tcp 192.168.1.220:443:0:tcp
.1:80:0:tcp 192.168.1.221:80:0:tcp
.1:80:0:tcp 192.168.1.220:80:0:tcp
.1.1:443:0:tcp 10 ssl

N N N

Cookie-Sticky Setup

Note

The cookie-insert option is a sticky connection based on a cookie created by LocalDirector.
LocalDirector receives (acting as a proxy server) new client connections and scans the HTTP GET
request for a cookie.

If a cookie is not detected, LocalDirector assigns the connection to a real server and creates the
cookie.

If a cookie is detected, LocalDirector extracts it to determine the sticky real server ID and the
expiration time. If the time has not expired, LocalDirector forwards the connection to the sticky real
server. If the time has expired, LocalDirector assigns the connection to a new sticky real server and
creates a new cookie.

The cookie-passive option is a sticky connection based on a cookie created by the sticky real server.
LocalDirector learns the cookie and stores it in memory. LocalDirector receives (acting as a proxy
server) new client connections and scans the HTTP GET request for a cookie that matches one in
memory.

Make sure the LocalDirector clock and the clock of the client and server are set correctly
for proper operation.

If there is a match and the time has not expired, LocalDirector forwards packets to the previously
selected sticky real server. LocalDirector then scans packets from the sticky real server until the first
HTTP response is detected.

If there is a match but the time has expired, LocalDirector assigns the connection to a new real
server. If there is no set-cookie token in the HTTP response, LocalDirector stops acting as the proxy
server for the connection and forwards all packets directly to the sticky real server.

If there is a set-cookie token in the HTTP response, LocalDirector stores the new cookie in memory
before it stops acting as a proxy server for the connection.

If the sticky real server does not answer or returns a TCP RST, LocalDirector assigns the connection
to a new real server. Refer to the network environment shown in Figure 3-6 for this setup example.
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Figure 3-6 Example for the Cookie-Sticky Setup
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To configure the cookie-sticky setup, perform the following steps:

Change the date and time on the primary LocalDirector. You must use Coordinated Universal Time
(UTC).

ld(config) # clock set 18:01:00 jan 18 2000

Create two real server IP addresses, one for web server NT3 and one for web server NT4.

Set a virtual server IP address on LocalDirector and set the virtual server to an in-service state.
Set the load-balancing predictor to the round-robin method.

ld(config) # predictor wvirtual_id roundrobin

Set the cookie-insert mode on LocalDirector (in this example, you must set the minutes value, which
appears as 4 minutes).

ld(config)# sticky virtual_id 04 cookie-insert cookie-name

With the cookie-insert option, LocalDirector generates the cookie to the client. With the
cookie-passive option, the server generates the cookie to the client. LocalDirector learns
and stores the cookie, and passes it to the client. LocalDirector makes an association based
on the cookie name.

HTTP Redirection Setup

HTTP redirection is another method that lets you reliably implement persistent or sticky connections.
HTTP redirection also allows LocalDirector to perform effective load balancing for Secure Socket Layer
(SSL) and non-SSL connections, as well as for connections to an Internet Service Provider (ISP) that
pass through a proxy server.

In a typical load-balancing environment, traffic comes from various client networks across the Internet
to the virtual address on LocalDirector. LocalDirector then load balances this traffic between
real servers.
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A client must be connected to the same real server throughout a session for an HTTP server to maintain
state on the connection. As previously discussed, the Sticky feature allows LocalDirector to load balance
each client connection in a session to the same real server. Once the sticky command is applied to a real
server for a particular virtual server, all client connections to the virtual server are directed to the same
real server.

The current implementation of sticky uses the client IP address, a unique cookie value, or the SSL
session ID to identify the client. Each of these implementations may have disadvantages that the HTTP
redirection feature can solve.

If you apply the sticky command based on the client IP address, it is not effective for load-balancing
techniques when connections to an ISP pass through a proxy server. In this scenario, the sticky command
directs all client connections originating from behind the proxy server to the same real server, and this
quickly creates a load imbalance. Also, persistence is broken if the ISP has multiple proxy servers behind
a server load balancer (SLB). The SLB changes the client’s address to different proxy addresses as
attempts are made to load balance client requests. It is common practice for site security to configure the
proxy server directly in front of LocalDirector.

The cookie-sticky option provides a mechanism for inserting a unique key for each user of a virtual server.
This feature is only used in non-Secure Socket Layer (non-SSL) connections. The cookie-sticky feature
provides a means to solve the proxy server problem and to give better load distribution at the server site.

The SSL session ID is effective only when the server is running SSL. Most configurations today only
use SSL when necessary because of the heavy processing load required to maintain SSL connections.

Many web sites want to support mixed SSL and non-SSL connections. An example of mixed SSL and
non-SSL connections is the web site of an online vendor who provides a shopping cart for users to select
items for purchase while browsing all the items for sale. The contents of the shopping cart are not
considered confidential, and most online vendor administrators establish this area of the web site as a
non-SSL connection. However, as soon as a client is ready to purchase items, (often referred to as
checkout time), the online vendor wants to be able to switch to a secure SSL connection to collect
confidential information (such as a credit card number and expiration date) for the purchase. At this point
during the client’s session, the online vendor does not want to lose the client’s need to mix non-SSL and
SSL connections.

Configuring HTTP Redirection on LocalDirector

The following configuration example uses one LocalDirector and two web servers. LocalDirector has a
virtual server with the IP address 10.1.1.1 and the two real servers have addresses 10.1.1.10 and 10.1.1.11.
The real servers and the virtual server are registered in DNS as follows:

10.1.1.1 www.acme.com
10.1.1.10 coyote.acme.com
10.1.1.11 roadrunner.acme.com

To use HTTP redirection to load balance between real machines, perform the following steps:

Step1  Use the virtual command to create a virtual server to accept connections from the network.

localdirector (config)# wvirtual 10.1.1.1:80:0:tcp is

Step2  Use the url command to define a URL. You can also create a short identifier to replace a long URL
string.

localdirector (config-if)# url coyote http://coyote.acme.com/%p

localdirector (config)# url roadrunner http://roadrunner.acme.com/%p
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The %p macro is used here so that LocalDirector includes the incoming path on the redirect
it sends out. For instance if the client requests http://www.acme.com/main.html, the
redirect would be for http://coyote.acme.com/main.html. If %p was not used, the redirect
would be for http://coyote.acme.com.

Use the direct-ip command to create the same direct IP address for the virtual server and real servers in
LocalDirector.

localdirector (config)# direct-ip 10.1.1.10:80:0:tcp is
localdirector (config)# direct-ip 10.1.1.11:80:0:tcp is

The direct-ip command creates the same direct IP address for the virtual server and the real servers in
LocalDirector and binds them together. The client then actually goes to the virtual server when
redirected. If the direct-ip command is given only one IP address and port combination, that address is
used on both the real server and the virtual server. When the client sends a request to that address,
LocalDirector answers on behalf of the server with its MAC address. An optional second IP address and
port combination may be given to the direct-ip command. If so, the first address is the virtual server and
the second address is the real server. This allows server administrators the option of not changing server
IP addresses or advertising internal IP addresses to the world.

Use the link command to link each IP address.

localdirector (config)# 1link coyote 10.1.1.10:80:0:tcp
localdirector (config)# link roadrunner 10.1.1.11:80:0:tcp

The link command is not necessary for HTTP redirection to work; however, it provides the means to
dynamically update URLs. When a direct IP address is linked to a URL, the URL inherits the connection
counters and status of the direct IP address. The connection counters are necessary if you are using the
leastconns option of the predictor command; the connection counters let the predictor accurately know
how many connections have currently been redirected to that particular URL. If the direct IP address is
changed to out of service (OOS), the URL that it is linked to will automatically be set to OOS also.

Use the backup command to create a backup for both direct IP addresses.

localdirector (config)# backup 10.1.1.10:80:0:tcp 10.1.1.1:80:0:tcp
localdirector (config)# backup 10.1.1.11:80:0:tcp 10.1.1.1:80:0:tcp

Backups are used to prevent you from bookmarking a broken link. If you are redirected to
coyote.acme.com, for instance, you may choose to bookmark that site. If you come back to that
bookmark later and coyote happens to be failed, the backup will send you back to www.acme.com, which
allows you to be redirected to a server that is in service.

The following restrictions apply to HTTP redirection mode:

e URL real servers cannot be bound to virtual servers that already have an SSL sticky timeout, FTP
proxy service, or any other sticky or proxy service.

e URLs can only be used as backups for virtual servers, not real servers.

e You will get an error message if you try to use the direct-ip command with a virtual server that has
been associated with a content rule_name using the virtual command.
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* You can only use the direct-ip command with TCP servers.

e Web servers must be able to dynamically create absolute URLs using the HOST field of the content
(GET) request. IP addresses needed to create direct IP addresses (DIPs) must be routable or
registered with the Network Information Center (NIC). URLs used must be DNS-registered unless

routable IP addresses are used.

Client-Assigned Load Balancing

Use the assign command to associate real servers to the bind-ids of virtual servers and direct client
requests to a specific instance of a virtual server, as shown in Figure 3-7. Depending on the bindings of
virtual servers to real servers, different real machines are used for different clients.

In this example, clients from 172.31.17.0 are directed through the virtual server with a bind-id of 1 to
the real servers with IP addresses 10.10.20.1, 10.10.20.2, and 10.10.20.3. Client requests from
192.150.50.0 go through the virtual server with a bind-id of 2 to real servers with IP addresses 10.10.30.1
and 10.10.30.2. Requests from any other source IP address go to the virtual server with the default
bind-id of 0, and that virtual server is bound to real servers 10.10.10.1, 10.10.10.2, and 10.10.10.3.

Figure 3-7 Client-Assigned Load Balancing

ey 10.10.10.1
Ell1o.1o.1o.2
10.10.10.3
192.31.17.0 LocalDirector _—

Sl A 510.10.20.1
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Client Assignment Virtual Servers Real Server Bindings
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172.31.17.0 192.168.1.1:80:1 10.10.20.1:80
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To configure client-assigned load balancing, perform the following steps:

Configuration Examples

Use the virtual command to create a virtual server that accepts client traffic not assigned to a specific
bind-id. Use the real command to create three real servers. Use the bind command to bind three real
servers to the virtual server:

d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#

virtual 192.168.1.1:80:tcp

real
real
real
bind
bind
bind

10.10.10.1:80:0:tcp
10.10.10.2:80:0:tcp
10.10.10.3:80:0:tcp

192.168.1.1:80:0:tcp 10.10.10.1:80:0:tcp
192.168.1.1:80:0:tcp 10.10.10.2:80:0:tcp
192.168.1.1:80:0:tcp 10.10.10.3:80:0:tcp

Use the virtual command to create a virtual server with a bind-id of :1. Use the real command to create
three real servers. Use the bind command to bind three real servers to the virtual server:

d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#

virtual 192.168.1.1:80:1:tcp

real
real
real
bind
bind
bind

10.10.20.1:80:0:tcp
10.10.20.2:80:0:tcp
10.10.20.3:80:0:tcp

192.168.1.1:80:1:tcp 10.10.20.1:80:0:tcp
192.168.1.1:80:1:tcp 10.10.20.2:80:0:tcp
192.168.1.1:80:1:tcp 10.10.20.3:80:0:tcp

Use the virtual command to create a virtual server with a bind-id of :2. Use the real command to create
three real servers. Use the bind command to bind three real servers to the virtual server:

d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
92
d(

virtual 192.168.1.1:80:2:tcp

real 10.10.30.1:80:0:tcp
real 10.10.30.2:80:0:tcp
real 10.10.30.3:80:0:tcp
bind 192.168.1.1:80:2:tcp 10.10.30.1:80:0:tcp ld(config)# bind

168.1.1:80:2:tcp 10.10.30.2:80:0:tcp
config)# bind 192.168.1.1:80:2:tcp 10.10.30.3:80:0:tcp

Use the assign command to assign clients from network 172.31.17.0 to the virtual server with a bind-id
of :1, and assign clients from 192.168.50.0 to the virtual server with a bind-id of :2. Using a zero in the
fourth octet of the subnet mask includes the entire range for the client IP address:

ld(config)# assign 192.168.1.1:80:1:tcp 172.31.17.0 255.255.255.0
ld(config)# assign 192.168.1.1:80:2:tcp 192.168.50.0 255.255.255.0

Use the is command to put the virtual servers and real servers in service.

d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#
d(config)#

is
is
is
is
is
is
is
is
is
is
is

virtual 192.168.1.1:80:2:tcp
virtual 192.168.1.1:80:0:tcp
virtual 192.168.1.1:80:1:tcp

real
real
real
real
real
real
real
real

10.10.30.2:80:0:tcp
10.10.30.1:80:0:tcp
10.10.20.3:80:0:tcp
10.10.20.2:80:0:tcp
10.10.10.3:80:0:tcp
10.10.10.2:80:0:tcp
10.10.10.1:80:0:tcp
10.10.20.1:80:0:tcp
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ld(config)# show configuration
Saved

LocalDirector 420 Version 3.1.0.106

syslog output 20.3
no syslog console

enable password dfeafl0390e560aea745ccba53e044 encrypted

hostname localdirector

no shutdown ethernet 0
no shutdown ethernet 1

shutdown ethernet 2

shutdown ethernet 3
interface ethernet

interface ethernet

interface ethernet
interface ethernet

mtu
mtu
mtu
mtu

0 15
1 15
2 15
3 15

00
00
00
00

multiring all

no secure

no secure

no secure

no secure

ping-allow
ping-allow
ping-allow
ping-allow

ip address

0

W NP o WwN

172.20.30.81 255.255.255.0

no rip passive
failover ip address 0.0.0.0

no failover

password cisco
no snmp-server contact

no snmp-server location
192.168.
192.168.
192.168.
L2

virt
virt
virt
real
real
real
real
real
real
real
real
bind
bind
bind
bind
bind
bind
bind
bind

ual
ual
ual
10
10
10
10
10
10
10
10
192
192
192
192

192.

192
192
192

.10
.10.
.10
.10
.10.
.10.
.10.
.10

.30

30.

.20.
.20.

10.
10.
10.

.168.
.168.
.168.
.168.

168.

.168.
.168.
.168.
assign 192.168
assign 192.168

.20.

e

PR DWNDWR

1.

w N P O

100basetx
100basetx
100basetx
100basetx

1.1:80:2:
1.1:80:0:
1.1:80:1:
80:0:tcp
:80:0:tcp
:80:0:tcp
:80:0:tcp
:80:0:tcp
:80:0:tcp
:80:0:tcp
:80:0:tcp
:80:2:tcp
:80:2:tcp
:80:0:tcp
:80:0:tcp
:80:0:tcp
:80:1:tcp
:80:1:tcp
:80:1:tcp

PR RPRPRRRRERR

tcp
tcp
tcp
is
is
is
is
is
is
is
is
10.
10.
10.
10.
10.
10.
10.
10.

is
is
is

10
10

10.
10.
10.

10
10
10

.30.
.30.
10.
10.
10.
.20.
.20.
.20.
.1:80:2:tcp 192.
.1:80:1:tcp 192.

PN WEDNDWREDND

:80:
:80:
:80:
:80:
:80:
:80:
:80:
:80:

O O O O O O O O

:tep
:tep
ttep
:tep
:tep
ttep
:tep

:tep
168.50.0 255.255.255.0
31.17.0 255.255.255.0

Use the show configuration command to view the entire configuration:
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Content Load Balancing

LocalDirector server load-balancing techniques can be maximized with the implementation of content
load-balancing services. Content load balancing in LocalDirector is based on Layer 4 through Layer 7
protocol implementations such as Hypertext Transfer Protocol (HTTP) message exchanges between web
servers and client browsers. LocalDirector also handles persistence integrity with HTTP 1.1 clients in a
content load-balancing environment.

The content load balancing feature in LocalDirector looks for the specified rule matches within the
HTTP header that are generated as a result of the URL request from the HTTP client or browser.
LocalDirector parses the string containing the URL and HTTP header data and uses content-rule matches
to determine which server receives the GET request from the client.

The following is an example of the complete contents of the HTTP header generated by the client and
sent to the HTTP server when the URL entered is http://www.acme.com/home/index.html.
GET /home/index.html HTTP/1.0\r\n

Connection: Keep-Alive\r\n

User-Agent: Mozilla/4.74 [en] (WinNT; U)\r\n

Host: www.acme.com\r\n

Accept: Image/gif, Image/x-xbitmap, Image/jpeg..

Accept-Encoding: gzip\r\n

Accept-Language: en\r\n

Accept-Charset: iso-8859-1, *, utf-8\r\n

\r\n

You can configure LocalDirector to search and match content strings in the incoming HTTP header. You
define the load-balancing rules that can be used by LocalDirector based upon a successful match of a
content string. Also, you can use the service command to define LocalDirector actions for services
supported through the virtual server. For example, when you use the clb-close argument with the service
command, you ensure that LocalDirector uses load-balancing services for the initial content rule
matched. LocalDirector ensures that the destination server receives a Connection:close message so that
each request is load balanced to the appropriate real server for pipelined or persistent connections.

The content load balancing feature requires the assignment of a specific content rule to a virtual server
at the time that virtual server is created. Each configuration of a virtual server can contain a pointer to a
content rule. Wildcard matching functions are implemented with the following restrictions:

Wildcard Character |Description of Function Literal Input
? In the content string, one character is this position can have any [\?

value.
* Multiple characters of any value can appear in the content string. |\*

LocalDirector continues to support proxy services for TCP exchanges, as well as secondary proxy
services such as client-to-server persistence based on LocalDirector insertion of cookies or
server-generated cookies (cookie sticky).
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Configuring a Virtual Server with Content Load Balancing

To configure a virtual server with content load balancing, perform the following steps:

Step 1 Use the content-rule command to create the name and definition of the content rule for content load
balancing. In the following example, the name of the content rule is homel, the data packet is searched
to a depth of 1024 bytes, and the search should contain the URL substring
www.acme.com/home/index.htm.

LocalDirector (config)# content-rule homel depth 1024 “/home/index.htm*www.acme.com/home/”

~

Note Do not create a rule name that contains only the asterisk (*) wildcard.

Step2  Use the virtual command to define the virtual server and specify the content rule that is associated with
this virtual server.

LocalDirector (config)# wvirtual 10.10.10.1:442:1:tcp:is

Step3  Optionally, use the virtual command to also define a default virtual server. This default virtual server
receives all traffic that does not match any of the content rules defined for a particular virtual-id.

LocalDirector (config)# wvirtual 10.10.10.12:0:0:tcp is

If you create a default virtual server, the first virtual server in the list displayed with the show virtual
command is the default virtual server. All packets for this virtual server that do not contain a pattern
match to one of the content rules are directed to the default virtual server.

If you do not create a default virtual server and no content match is found, Local Director sends a TCP
RESET to the client, and the connection is closed because no rule was matched and a default rule did
not exist.

Step4  Optionally, use the show rule command to display information for all content rules defined for this
LocalDirector. Note that the display for all rule names containing more than 48 characters is
abbreviated with three dots (...).

LocalDirector (config)# show rule

Rule Name Depth Content to Match

gold001l 1024 “/files/customer/gold/?????2.1st”
spec204 2048 “/public/info/sales/corporate/
filesys/gateway/lev...”

images:152 256 “/files/images/* .gif”
images:153 256 “/files/images/*.jpg”

You can also use the show rule command to show the entire rule by adding the rulename to the
command.

LocalDirector (config)# show rule spec204
Rule Name Depth Content to Match
spec204 2048 “/public/info/sales/corporate/filesys/gateway/leveraged/index”

Secure Services

The example shown in Figure 3-8 uses LocalDirector security features of SecureAccess, SecureBind,
and SecureBridge to secure a network both internally and externally.
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In this example, the company has a Class C network with an IP address of 192.168.1.0. The virtual
address in DNS is 192.168.1.8 for www.domain.com. Requests from internal clients are directed to
different real servers. The IP address of the system administrator is 192.168.1.101.

Figure 3-8 Secure Services

bridge bridge

p\pr—

s s =
ecure ecure E'|192.168.1.1o
—

192.168.1.101
192.168.1.x
and all other
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ﬁl 192.168.1.11
—

—
EI 192.168.1.12
—

Client Assignment Virtual Servers Real Server Bindings
All other requests 192.168.1.8:80:0 192.168.1.10:80
(default) 5 E 192.168.1.11:80
192.168.1.12:80
Assigned to ———192.168.1.8:80:1 192.168.1.10:8000
internal clients E E 192.168.1.11:8000
192.168.1.x 192.168.1.12:8000
Assigned to —————192.168.1.8:2310:1 ———192.168.1.10:23
system administrator 192.168.1.8:2311:1 —192.168.1.11:23 ¥
192.168.1.101 192.168.1.8:2312:1 192.168.1.12:23 &

To configure secure services, perform the following steps:

Use the secure command to turn on the SecureBridge feature:

ld(config) # secure 0

ld(config)# secure 1

Use the virtual command to create a virtual address for Internet web access:

ld(config)# wvirtual 192.168.1.8:80:0:tcp is

Use the virtual command to create a virtual address for internal web access:

ld(config)# wvirtual 192.168.1.8:80:1:tcp is

Use the virtual command to create virtual addresses for the system administrator to access the real
servers through a Telnet session:
ld(config)# virtual 192.168.1.8:2310:1 is

ld(config)# wvirtual 192.168.1.8:2311:1 is
ld(config)# wvirtual 192.168.1.8:2312:1 is

Use the real command to define the three real servers that are serving the Internet web:

ld(config)# real 192.168.1.10:80:0:tcp is
ld(config)# real 192.168.1.11:80:0:tcp is
ld(config)# real 192.168.1.12:80:0:tcp is
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Step6  Use the real command to define the three real servers that are serving the internal web:

ld(config)# real 192.168.1.10:8000:0:tcp is
ld(config)# real 192.168.1.11:8000:0:tcp is
ld(config)# real 192.168.1.12:8000:0:tcp is

Step7  Use the real command to define the three real servers that provide Telnet access for the system
administrator:
ld(config)# real 192.168.1.10:23 is

ld(config)# real 192.168.1.11:23 is
ld(config)# real 192.168.1.12:23 is

Step8  Use the bind command to bind the system administrator virtual addresses to the real servers:

ld(config)# bind 192.168.1.8:2310:1 192.168.1.10:23
ld(config)# bind 192.168.1.8:2311:1 192.168.1.11:23
ld(config)# bind 192.168.1.8:2312:1 192.168.1.12:23

Step9  Use the bind command to bind the Internet web server virtual address to the real servers:

ld(config)# bind 192.168.1.8:80:0:tcp 192.168.1.10:80:tcp
ld(config)# bind 192.168.1.8:80:0:tcp 192.168.1.11:80:tcp
ld(config)# bind 192.168.1.8:80:0:tcp 192.168.1.12:80:tcp

Step10 Use the bind command to bind the internal web server virtual address to the real servers:

ld(config)# bind 192.168.1.1:80:1:tcp 192.168.1.10:8000:0:tcp
ld(config)# bind 192.168.1.1:80:1:tcp 192.168.1.11:8000:0:tcp
ld(config)# bind 192.168.1.1:80:1:tcp 192.168.1.12:8000:0:tcp

Step11  Use the assign command to give only the system administrator access to the Telnet virtual addresses.
The subnet mask of 255.255.255.255 restricts access to the individual IP address.
ld(config)# assign 192.168.1.8:2310:1 192.168.1.101 255.255.255.255

ld(config)# assign 192.168.1.8:2311:1 192.168.1.101 255.255.255.255
ld(config)# assign 192.168.1.8:2312:1 192.168.1.101 255.255.255.255

Step12  Use the assign command to give only internal clients access to the virtual addresses for the internal web.
The subnet mask of 255.255.255.0 restricts access to the network IP address:

ld(config)# assign 192.168.1.8:80:1:tcp 192.168.1.0 255.255.255.0

Port-Bound Servers

Both TCP and UDP services can be directed to specific servers. Figure 3-9 shows how to send HTTP
traffic to server A, send Telnet traffic to server B, and direct all other traffic to servers C and D. Three
virtual servers have IP address 192.168.1.100; one accepts only HTTP traffic (port 80), one accepts
Telnet traffic (port 23), and the other accepts all other connections (default).

Note If you do not specify a port when defining a server, the port is listed as the default. The
default port for a server accepts all network connections, except for those directed to a
specific port by using the port binding feature.

Names can also be used to refer to the real and virtual servers in this example.
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Figure 3-9 Application-Specific Servers

Real IP Port

192.168.1.1 80 (HTTP)

LocalDirector 192.168.1.2 23 (Telnet)

Virtual IP o
192.168.1.100:0 _;4
192.168.1.100:80 ~\

192.168.1.100:23

0[]

192.168.1.3 0 (default)

192.168.1.4 0 (default)

S$5839

Servers

To configure port-bound servers, perform the following steps:

Use the real command to identify a real server accepting connections on port 80, a real server accepting
connections on port 23, and two real servers accepting default traffic:

ld(config)# real 192.168.1.1:80 is

ld(config)# real 192.168.1.2:23 is
1d(
1d(

config)# real 192.168.1.3 is
config)# real 192.168.1.4 is

Use the virtual command to identify three virtual servers for IP address 192.168.1.100: one accepting
connections on port 80, one accepting connections on port 23, and one accepting default traffic:

ld(config)# wvirtual 192.168.1.100:80 is
ld(config)# wvirtual 192.168.1.100:23 is
ld(config) # wvirtual 192.168.1.100 is

Use the bind command to direct HTTP traffic for virtual server 192.168.1.100, port 80 to real server
192.168.1.1, port 80:

ld(config)# bind 192.168.1.100:80 192.168.1.1:80

Use the bind command to direct Telnet traffic for virtual server 192.168.1.100, port 23 to real server
192.168.1.2, port 23:

ld(config)# bind 192.168.1.100:23 192.168.1.2:23
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Step5  Use the bind command to direct all other connections for virtual server 192.168.1.100 to real servers
192.168.1.3 and 192.168.1.4:

ld(config)# bind 192.168.1.100 192.168.1.3 192.168.1.4

Step6  Use the show bind command to display the association between the virtual and real servers:

ld(config)# show bind
Virtual Real
192.168.1.100:0:0:TCP(IS)
192.168.1.4:0:0:TCP(IS)
192.168.1.3:0:0:TCP(IS)
192.168.1.100:23:0:TCP(IS)
192.168.1.2:23:0:TCP(IS)
192.168.1.100:80:0:TCP(IS)
192.168.1.1:80:0:TCP(IS)

Maximum Connections and Weighted Configuration

The maxconns command allows you to specify the maximum number of connections that each real
server can have at one time. A server administrator can set the maximum connections to a level that
avoids exceeding the capacity threshold of the server. Often, server administrators have a good idea of
the load that a server can bear, and the maxconns command can be used to prevent a server from failing
because of capacity overload. Clients requesting connections to a server farm with no available
connections receive a timeout message.

A higher percentage of connections can be directed to servers that offer increased performance by
selecting the weighted option of the predictor command and setting values with the weight command.

Figure 3-10 shows four servers with varying performance indices, maximum connections settings, and
weight values. In this example, a weight of 2 is assigned to the low-end server, sending 13 percent of the
connections to that server. This particular server cannot accept more than 500 simultaneous connections,
so maxconns is set to 500. The same reasoning applies to the midrange server and the two

high-end servers.
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Figure 3-10 Maximum Connections and Weighted Performance
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1 | ow-end Weight | Connections| Connections
=- 192.168.1.1 2 13% 500
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192.168.1.2 3 20% 1000
’ y 4
LocalDirector Switch \E High-end1 5 33% 2000
192.168.1.100 - 192.168.1.3
domain —
(= | High-end2 5 33% 2000
Bl 19216814 1o 3
| [Ts}
weight 15 @

To configure maximum connections and weighted performance, perform the following steps:

Configuration Examples

Use the virtual command to identify 192.168.1.100 as a virtual server. Use the is option to put the server

in service:

ld(config)# virtual 192.168.1.100 is

Use the name command to associate a name with the virtual server:

ld(config)# name 192.168.1.100 domain

Use the real command to identify four real servers. Use the is option to put the servers in service:

d(config)# real 192.168.1.1 is
d(config)# real 192.168.1.2 is
d(config)# real 192.168.1.3 is
d(config)# real 192.168.1.4 is

Use the name command to associate names with the real servers:

d(config)# name 192.168.1.1 low-end

d(config)# name 192.168.1.2 mid-range
d(config)# name 192.168.1.3 high-endl
d(config)# name 192.168.1.4 high-end2

Use the bind command to direct traffic for virtual server domain to real servers low-end, mid-range,

high-endl, and high-end?2:

ld(config)# bind domain low-end mid-range high-endl high-end2

Use the predictor command to set load balancing with the weighted option:

ld(config)# predictor domain weighted

Use the weight command to assign weight values to each of the real servers:

d(config)# weight low-end 2
d(config)# weight mid-range 3
(
(

ul

d(config)# weight high-endl
d(config)# weight high-end2 5
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Use the maxconns command to limit the number of connections that each real server can accept:

ld(config)# maxconns low-end 500

1d(config)# maxconns mid-range 1000
ld(config)# maxconns high-endl 2000
ld(config) # maxconns high-end2 2000

Use the show bind command to display the association between the virtual and real servers:

ld(config)# show bind
Virtual Machines Real Machines
192.168.1.100:tcp(IS)

192.168.1.1:tcp(IS)
192.168.1.2:tcp(IS)
192.168.1.3:tcp(IS)
192.168.1.4:tcp(IS)

Use the show weight command to display the weight values assigned to the real servers:

ld(config)# show weight

Real Machine(s) Weight Timeout
192.168.1.1:tcp 2 never
192.168.1.2:tcp 3 never
192.168.1.3:tcp 5 never
192.168.1.4:tcp 5 never

Backup Configurations

Note

Note

To ensure that TCP services continue to run if a server has failed or is out of service, you can identify

an alternative destination for server traffic by specifying a backup. The term “backup” is used to define
a hot-standby for a real or virtual server defined on LocalDirector. The backup can be a virtual or real

server; thus, it is possible to use the backup command in any combination.

For real servers, a backup is used if the real server has failed or is out of service. For a virtual server, a
backup is used if all real servers (and their backups) bound to the virtual server have failed or are out of
service. If the virtual server itself is out of service, a TCP RST is sent to the client requesting the
connection.

A server cannot be used as a backup for itself. For example, a real server cannot serve as a
backup for a virtual server to which it is bound. If this configuration is attempted, an error
message is generated.

When the server being backed up returns to service, connections are no longer directed to the backup
server and they are sent according to the LocalDirector configuration.

You can back up real servers with virtual addresses, and you can back up virtual servers with a real
server. You can use a backup server when the real or virtual server is not in service (for example, it has
failed or is out of service).

If the backup server itself is not available, LocalDirector does not check the backup of the
backup server. The backup feature checks only one level.
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The following example shows a virtual server backing up another virtual server. If real servers 10.1.1.1
and 10.1.1.2 fail (thus failing virtual server 10.10.10.10), the real servers bound to virtual server
10.10.10.20 are used instead.

ld(config)# virtual 10.10.10.10

ld(config)# real 10.1.1.1

ld(config)# real 10.1.1.2

ld(config)# bind 10.10.10.10 10.1.1.1 10.1.1.2
ld(config)# virtual 10.10.10.20

ld(config)# real 10.1.1.3

ld(config)# real 10.1.1.4

ld(config)# real 10.1.1.5

ld(config)# bind 10.10.10.20 10.1.1.3 10.1.1.4 10.1.1.5
1d(config)# backup 10.10.10.10 10.10.10.20

In the following example, real server 10.1.1.3 is backing up the two real servers bound to virtual server
10.10.10.10:

ld(config)# virtual 10.10.10.10

ld(config)# real 10.1.1.1

ld(config)# real 10.1.1.2

ld(config)# bind 10.10.10.10 10.1.1.1 10.1.1.2
ld(config)# real 10.1.1.3

ld(config)# backup 10.10.10.10 10.1.1.3

The same result can be achieved with the following configuration, in which real server 10.1.1.3 backs
up the two real servers directly, instead of backing up the virtual server:

ld(config)# virtual 10.10.10.10

ld(config)# real 10.1.1.1

ld(config)# real 10.1.1.2

ld(config)# bind 10.10.10.10 10.1.1.1 10.1.1.2
ld(config)# real 10.1.1.3

ld(config)# backup 10.1.1.1 10.1.1.3
ld(config)# backup 10.1.1.2 10.1.1.3

Configuring with the data Command

Some web servers (such as Microsoft Windows NT 4.0) continue to establish connections to a real server
even though the application daemon is not functioning. Use the data command to limit the number of
connections sent to a server that is not sending data.

LocalDirector tracks connections and can detect when clients are requesting data and the server is not
responding with data. If the Dataln Conns value of a server exceeds the defined threshold and all other
real servers bound to the virtual server are at less than 80 percent of their Dataln capacity, the server is
failed. Display the Dataln Conns value with the show real command.

Configuring UDP Traffic

This section describes how to set up UDP traffic on the virtual servers and real servers, and a mix of TCP
and UDP traffic on the virtual servers and real servers.

Configuration for UDP is similar to TCP, except the udp protocol option is used instead of the tep option
in the virtual_id and real_id server parameters. Additionally, because UDP is a connectionless protocol,
the connection is kept alive through use of a timer.
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Step 2

The connection duration timer starts on the first packet of the flow that is received on the virtual server.
Set the timer with the timeout command, as shown in the following example. Connections remain valid
until the timer times out because of inactivity on the connection flow.

To set up a UDP configuration for a virtual server and a real server, perform the following steps:

Use the virtual command to identify 192.10.10.101 as a virtual server running UDP through port 300.
Use the is option to put the server in service.

ld(config)# virtual 192.10.10.101:300:0:udp is

Use the timeout command to set the connection duration period on the virtual server to 11 minutes.

ld(config)# timeout 192.10.10.101:300:0:udp 11

Use the real command to identify 192.10.10.1:300:0 as a real server running UDP through port 300. Use
the is option to put the server in service.

ld(config)# real 192.10.10.1:300:0:udp is

Use the bind command to associate the virtual server to the real server:

ld(config)# bind 192.10.10.101:300:0:udp 192.10.10.1:300:0:udp

When an application can use a known connection port, the buddy command can be used to group the
connections, ensuring that activity on one stream updates timers on all streams.

To set up a buddy group that contains TCP and UDP virtual servers representing TCP and UDP real
servers, perform the following steps:

Use the virtual command to identify 10.0.0.100 as a virtual server running TCP and UDP. Use the is
option to put the server in service.

ld(config)# wvirtual 10.0.0.100:0:0:tcp is

ld(config)# wvirtual 10.0.0.100:0:0:udp is

Use the buddy command to create the buddy group tcp-udp and add the TCP and UDP virtual servers to
it:

1ld(config) # buddy tcp-udp 10.0.0.100:0:0:tcp
ld(config)# buddy tcp-udp 10.0.0.100:0:0:udp
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Use the real command to identify three real servers running both TCP and UDP. Use the is option to put
the servers in service.

ld(config)# real 10.0.0.1:0:0:tcp is
ld(config)# real 10.0.0.1:0:0:udp is
ld(config)# real 10.0.0.2:0:0:tcp is
ld(config)# real 10.0.0.2:0:0:udp is
ld(config)# real 10.0.0.3:0:0:tcp is
ld(config)# real 10.0.0.3:0:0:udp is

Use the bind command to associate the virtual servers to the real servers. Notice the TCP virtual servers
are bound to the TCP real servers.

ld(config)# bind 10.0.0.100:0:0:tcp 10.0.0.3:0:0:tcp
ld(config)# bind 10.0.0.100:0:0:tcp 10.0.0.2:0:0:tcp
ld(config)# bind 10.0.0.100:0:0:tcp 10.0.0.1:0:0:tcp
ld(config)# bind 10.0.0.100:0:0:udp 10.0.0.3:0:0:udp
ld(config)# bind 10.0.0.100:0:0:udp 10.0.0.2:0:0:udp
ld(config)# bind 10.0.0.100:0:0:udp 10.0.0.1:0:0:udp

Configuring Accelerated Server Load Balancing

Step 1

Step 2

Step 3

Step 4

Step 5

Accelerated server load balancing (ASLB) requires two Ethernet links between LocalDirector and the
Catalyst 6000 family switch. One link must be connected to the VLAN that the router is on (VLAN 10
in Figure 3-11). The other link must be connected to the VLAN that the real servers are on (VLAN 20
in Figure 3-11).

To set up ASLB according to the information in Figure 3-11, perform the following steps:

Use the virtual command to identify 192.168.201.55:80 as a virtual server:

ld(config)# virtual 192.168.201.55:80

Use the real command to identify the three servers:

1d(config)# real 192.168.201.1:80
1d(config)# real 192.168.201.2:80
ld(config)# real 192.168.201.3:80
Use the bind command to associate the virtual server to the real servers:

1d(config)# bind 192.168.201.55:80 192.168.201.1:80
ld(config)# bind 192.168.201.55:80 192.168.201.2:80
1d(config)# bind 192.168.201.55:80 192.168.201.3:80
Use the predictor command to set load balancing with the roundrobin option:

ld(config)# predictor 192.168.201.55:80 roundrobin

Use the redirection command to enable ASLB for the virtual server with the dispatch assisted option:

ld(config)# redirection 192.168.201.55.80 dispatch assisted
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Figure 3-11 Sample ASLB Configuration
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ASLB Packet Flow

Note

Note

When an inbound connection synchronization (TCP SYN) packet arrives with a destination MAC
address of the LocalDirector virtual server in the Layer 3 header, the switch forwards the packet to
LocalDirector at port P,. (See Figure 3-11.) LocalDirector makes the load balancing decision, changes
the destination MAC address to that of the real server, and forwards the packet to the switch at port Pg.

LocalDirector inserts its own MAC address in the SYN packet before forwarding the packet
to the switch. In standalone mode, LocalDirector always preserves original MAC addresses
when forwarding packets to the switch.

The switch creates an inbound ASLB Multi-Layer Switching (MLS) entry in the Layer 3 forwarding
tables as it forwards the packet to the real server. All subsequent packets that match the inbound ASLB
MLS entry are Layer 3-switched (accelerated) to the real server, unless the packet is fragmented or
contains a connection finish (TCP FIN) or connection reset (TCP RST).

When the outbound SYN packet from the real server arrives, the switch forwards the packet to
LocalDirector at port Ps. LocalDirector changes the source MAC address to that of the LocalDirector
virtual server and forwards the packet to the switch at port P,.The switch creates an outbound ASLB
MLS entry in the Layer 3 forwarding table as it forwards the packet to the router. All subsequent packets
that match the outbound ASLB MLS entry are switched directly to the router, unless the packet is
fragmented or contains a FIN or an RST.

Packets containing a FIN or an RST travel the same path as a SYN packet. The switch purges the inbound
ASLB MLS entry when it forwards the FIN or RST packet to LocalDirector. The switch purges the
outbound ASLB MLS entry as it forwards the FIN or RST packet to LocalDirector.

LocalDirector must be in dispatch assisted mode for ASLB to work. Use the redirection
command to set dispatch assisted mode.
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Integrated Probe for DNS Support

The integrated probe for DNS feature allows LocalDirector to automatically fail or recover real servers
that are running DNS servers, based on probe results. Probes are constantly sent to the DNS servers to
determine their status. If a DNS server fails to respond to a certain number of probes, it is marked as
FAILED. As soon as the DNS server starts responding to DNS probes again, it is returned to the
in-service state.

Configuring the Integrated Probe for DNS

Step 1

Step 2

Step 3

In the following configuration example, LocalDirector is configured with two virtual servers 10.10.10.10
and 10.10.10.20; and three real servers 10.10.10.50, 10.10.10.60, and 10.10.10.70. Real servers
10.10.10.50 and 10.10.10.60 are bound to virtual server 10.10.10.10; and real servers 10.10.10.60 and
10.10.10.70 are bound to virtual server 10.10.10.20.

To activate the DNS probe, perform the following steps:

Use the probe virtual command to enable LocalDirector DNS probe requests to be sent every
10 seconds.

LocalDirector (config)# probe virtual 10.10.10.10 dns 1

You can only configure a DNS probe on a virtual or real server that uses the User Datagram Protocol
(UDP). You need to specify a real server with the probe real command to override the interval time set
with the probe virtual command.

Use the probedns nodename command to configure the name of the node to be used in the DNS query
requests sent to the DNS servers.

LocalDirector (config)# probedns nodename serverl.com
Use the probeconfig command to configure the threshold value that limits the number of DNS requests

sent without a response. When this threshold is exceeded, LocalDirector marks the DNS server as
failed.

LocalDirector (config)# probeconfig dns 5

Hypertext Transfer Protocol Probe Support

LocalDirector can now validate the activity of web servers, also known as HTTP services, running within
a LocalDirector server farm. Although a machine may still be enabled and running, an HTTP service on
a particular server or port may be disabled for some reason. LocalDirector can determine the activity of
web servers (HTTP services) by inspecting specific information returned by the server to the client that
is initiating a request for a web page or service. By looking or probing for specific information,
LocalDirector can determine whether the application is still running, and take appropriate action if it is
not.

LocalDirector supports two types of HTTP request methods: GET and HEAD. A GET request, which is
the most common type of HTTP request, receives header information followed by the contents of the
page being displayed. A HEAD request receives only the header information. Header information
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includes items such as the return code and possibly other header information. Because the vital
information that probes are looking for is in the header, the default request method that the probes use
is the HEAD method.

Configuring LocalDirector for HTTP Probe Support

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

To configure LocalDirector for HTTP probing, perform the following steps:

Make sure that the machine (web server) that you want to probe has already been configured within the
LocalDirector server farm.

The web server that you want to probe must be defined as a real server within LocalDirector and must
be associated with (bound to) a virtual server. This allows the defined probe to probe that virtual server,
which in turn sends probes to all other real servers that are bound to the virtual server.

Use the probe command to create a specific probe type for the machine you want to probe, and to set
the probing interval.

Optionally, use the show probe command to display information about both HTTP and DNS probes. Use
the no probe command to remove a probe type from a machine.

Use the probehttp command to change any of the default HTTP probe settings.

Optionally, use the show probehttp command to display information specific to HTTP probes, such as
the file being probed, the expected return code, and the request type.

Use the probeconfig command to enable probing and set the threshold for HTTP or DNS probes.

Optionally, use the show probeconfig command to display the threshold values of HTTP and DNS
probes.

Use the no probeconfig command to stop or disable either HTTP or DNS probes.

Simple Network Time Protocol Support

Some networks may require synchronized timekeeping between a set of distributed clients and servers.
The Simple Network Time Protocol (SNTP) provides this type of synchronized timekeeping. Support for
SNTP allows LocalDirector to receive periodic updates to its internal time from time servers, thus letting
LocalDirector send, receive, and process SNTP packets as an SNTP client. You can run SNTP in client
mode or client broadcast mode.

Client Mode

When you run SNTP in client mode on LocalDirector, a time request is created that is passed to the
network. This request is then sent to the first server that you previously defined using the sntp server
command. When the server receives the time request, the raw 64-bit SNTP timestamp is converted to the
appropriate time format. In this mode, the interval between time requests is defined by using the

sntp poll command.

Broadcast Client Mode

When you run SNTP in broadcast client mode on LocalDirector, LocalDirector acts as an SNTP client
and listens for timestamp updates on a defined multicast address (224.0.1.1) from a server. The
timestamp is converted to the appropriate time format. No messages are sent by the client.
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Client mode and broadcast client mode are mutually exclusive. Changing from client mode to broadcast
client mode erases any servers you previously defined using the sntp server command.

Configuring LocalDirector for SNTP Client Mode

To configure LocalDirector for SNTP client mode, perform the following steps:

Step1  Use the sntp server command to set the IP address of the servers to which the SNTP time requests are
being sent.

localdirector (config)# sntp server 172.16.4.4

Step2  Use the sntp poll command to set the interval in seconds between the time requests that are sent to the
server.

localdirector (config)# sntp poll 16

Step3  Use the show sntp command to confirm SNTP status and settings.

localdirector (config)# show sntp

Current time: Tues Mar 6 2001, 20:39:57 UTC
Last SNTP update: Mon Mar 5 2001, 22:45:47 UTC
from server:172.16.4.4

Poll interval:16

Broadcast client mode: disabled

Configuring LocalDirector for SNTP Broadcast Client Mode

To configure LocalDirector for SNTP broadcast client mode, perform the following steps:

Step 1 Use the sntp broadcast client command to configure LocalDirector as an SNTP broadcast client.

localdirector (config)# sntp broadcast client

Step2  Use the show sntp command to confirm SNTP status and settings.

Current time: Tues Mar 6 2001, 20:39:57 UTC
Last SNTP update: Mon Mar 5 2001, 22:45:47 UTC
from server:213.188.64.14

Poll interval:16

Broadcast client mode: enabled

LocalDirector as a Boomerang Content Routing Agent

Content routing routes user requests to the replicated-content site (typically a mirror site) that can serve
them most quickly and efficiently. A Content Router, such as the Cisco Content Router 4400, routes a
content routing agent (also known as client) to the “closest” (best) replicated-content site, based on
network delay using a software process called boomerang. In LocalDirector Version 4.2.1, you can set
up LocalDirector to be a content routing agent using boomerang software.
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The Content Router can be deployed on a network in two different ways. It can be set up in direct mode,
which uses Domain Name System (DNS). Alternatively, LocalDirector can be set up in Web Cache
Communication Protocol (WCCP) mode. Both deployments involve setting up a content routing agent
at each content site within each domain you want the content router to support. Content routing agents
are machines (such as LocalDirector) that have been properly configured with boomerang software. The
Content Router must also be configured with boomerang commands.

For more information about setting up the boomerang Content Router 4400, refer to the Cisco Content
Router 4400 User Guide.

Configuring the LocalDirector Content Routing Agent

S

Note

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

To set up LocalDirector as a content routing agent, perform the following steps.

To complete Step 1 and Step 2, refer to the chapter titled “Configuring the System
Software” in the Cisco Content Router 4400 User Guide. This document is also available
at the following URL on Cisco.com:
http://www.cisco.com/univercd/cc/td/doc/product/webscale/cr/cr4400/cr4400ug/
index.htm

Make sure that a Content Router, which is configured with boomerang software and resides elsewhere
on the network, has been initialized and configured for direct mode or WCCP mode.

Make sure that a shared keyword has been created using the key command. This command is used to
encrypt data that is sent between the Content Router and the LocalDirector content routing agent.

Use the dns-boomerang enable command to enable the boomerang software on LocalDirector.

~

Note  You can create routing agent domains using the dns-boomerang client command
without first enabling boomerang on LocalDirector. However, the agent will not
respond to incoming boomerang messages from the Content Router until the agent
is enabled.

Optionally, use the show dns-boomerang enable command to show whether boomerang is enabled on
LocalDirector.

Use the dns-boomerang client command to configure a domain on LocalDirector and set up
LocalDirector as a content routing agent.

Optionally, use the show dns-boomerang client command to display configuration information about
all content routing agents that are configured for a Content Router.

Optionally, use the show dns-boomerang counters command to show the current counters maintained
for each LocalDirector agent domain.

Optionally, use the clear dns-boomerang counters command to clear the counters maintained for each
LocalDirector agent domain.

Cisco LocalDirector Configuration and Command Reference Guide
m. 78-11760-02 |



	Configuring LocalDirector
	Creating a Basic LocalDirector Configuration
	Configuration Examples
	Default Configuration Settings
	One Virtual Server and Multiple Real Servers
	Multiple Virtual Servers and One Real Server
	Multiple Virtual Servers and Multiple Real Servers
	Buddy Virtual Setup
	Requesting the Same Server for Multiple Connections
	Cookie-Sticky Setup
	HTTP Redirection Setup
	Configuring HTTP Redirection on LocalDirector
	Restrictions

	Client-Assigned Load Balancing
	Content Load Balancing
	Configuring a Virtual Server with Content Load Balancing

	Secure Services
	Port-Bound Servers
	Maximum Connections and Weighted Configuration
	Backup Configurations
	Configuring with the data Command
	Configuring UDP Traffic
	Configuring Accelerated Server Load Balancing
	ASLB Packet Flow

	Integrated Probe for DNS Support
	Configuring the Integrated Probe for DNS

	Hypertext Transfer Protocol Probe Support
	Configuring LocalDirector for HTTP Probe Support

	Simple Network Time Protocol Support
	Configuring LocalDirector for SNTP Client Mode
	Configuring LocalDirector for SNTP Broadcast Client Mode

	LocalDirector as a Boomerang Content Routing Agent
	Configuring the LocalDirector Content Routing Agent





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


