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APPENDIX

Reference Material for Standalone
Content Engine Deployments

This appendix contains important reference material that is pertinent to configuring and monitoring
standalone Content Engines.

This appendix includes the following sections:
e Supported Network Protocols, page B-2
e Supported Streaming Media Protocols, page B-3
e Supported WCCP Services, page B-4
e Matrix of Supported Caching, Filtering, and Authentication Mechanisms, page B-7
¢ Supported Access Control and Filtering Services for Content Requests, page B-8
¢ ACNS Software CLI Command Modes for Standalone Content Engines, page B-9
¢ ACNS Software CLI Online Help and Keyboard Shortcuts, page B-11
e Unusable Multicast Address Assignments, page B-12

The term “standalone Content Engines” is used throughout this guide to refer to Content Engines that
ACNS administrators have intentionally not registered with a Content Distribution Manager (if there is
one in the network) so that they can configure, manage, and monitor these Content Engines as standalone
devices. This is the focus of this guide. For information about configuring, managing, or monitoring
Content Engines that are registered with a Content Distribution Manager, refer to the Cisco ACNS
Software Configuration Guide for Centrally Managed Deployments, Release 5.2.
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M Supported Network Protocols

Supported Network Protocols

Table B-1 lists the network protocols that standalone Content Engines, which are running the ACNS
software, Release 5.1 or later, can use to serve content to the web client. Support for HTTP, FTP, TFTP,
HTTPS and the IETF standard RTP/RTSP protocols is included as part of the ACNS software product.
Whereas, support for the following two product features each need a separate license:

e The WMT product feature that uses Microsoft’s proprietary protocol (the Microsoft Media Server
[MMS] protocol) requires a WMT license.

e The RealNetworks’ RealProxy feature that uses RealNetworks’ RTSP protocol, which includes
proprietary extensions to the standard IETF standard RTSP protocol, requires a RealProxy license.

To enable the licensed WMT product feature on a Content Engine, you must have a WMT license key,
which is supplied on a certificate shipped with the Content Engine. If you are downloading the

ACNS 5.x software, you can purchase a WMT license though the Cisco.com website. For more
information, see the “Enabling WMT on Standalone Content Engines” section on page 7-17.

To enable the licensed RealProxy product feature on a Content Engine, you must have a RealProxy
license key, which is supplied on a certificate shipped with the Content Engine. If you are downloading
the ACNS 5.x software, you can purchase a RealProxy license though the Cisco.com website. For more
information, see the “Configuring RealProxy Streaming and Caching Services for Standalone

Content Engines” section on page 8-8.

Table B-1 Supported Network Protocols

Network

Protocol More Information

HTTP The main protocol used on the web for communication between web browsers and web servers. There are two
commonly implemented HTTP versions today: HTTP 1.0 and HTTP 1.1. ACNS 5.x software supports both
HTTP 1.0 and HTTP 1.1. See the “Configuring HTTP Caching for Standalone Content Engines” section on
page 6-6.

FTP The prevalent file transfer protocol before HTTP became the main protocol. FTP is typically used in
applications such as software distribution applications. For more background information, see the “Overview
of FTP Caching with Standalone Content Engines” section on page 6-35. For information about configuring
FTP caching on a standalone Content Engine, see the “Configuring FTP Caching for Standalone
Content Engines” section on page 6-35.

TFTP A simple file transfer protocol that is similar to FTP but has fewer features and is therefore is less complicated.

It is still being used by devices that need to download boot images or configurations using a simple protocol
(for example, it is used by routers and IP phones). For more background information, see the “Configuring the
TFTP Server and Gateway for Standalone Content Engines” section on page 6-43.
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Table B-1

Supported Streaming Media Protocols

Supported Network Protocols

Network
Protocol

More Information

HTTPS

The HTTPS protocol is essentially the HTTP protocol running over a Secure Socket Layer (SSL) transport. SSL
is a protocol that provides a secure channel between two machines (for example, a client and a server). SSL
uses public-key crypotography to ensure the security and privacy of the conversation between the client browser
and the server. HTTPS uses a unique URL that begins with an https:// (for example, https://abc.com). The
default port number for HTTPS is port 443 instead of port 80, which is the default port for HTTP.

In ACNS 5.1 software, HTTPS requests could only be SSL-terminated on the Content Engine in WCCP mode
(client browsers’ HTTPS requests are transparently redirected to the Content Engine through WCCP Version
2). In ACNS 5.1 software, in WCCP mode only HTTPS requests to specific sites (HTTPS origin servers that
the Content Engine was specifically configured to support) were SSL terminated. In ACNS 5.1 software, the
Content Engine would bypass HTTPS requests that were directed to HTTPS servers that it had not been
explicitly configured to support.

In ACNS 5.2 software, HTTPS requests are now SSL-terminated on the Content Engine in manual proxy mode
(direct proxy routing in which client browsers send their HTTPS requests directly to the Content Engine). See
the “Pointing Client Browsers Directly to a Standalone Content Engine” section on page 3-36.

MMS

A proprietary protocol designed by Microsoft for streaming media content. This application-level protocol is
used by WMT to send active streaming format (ASF) files across the Internet. MMS runs over UDP, TCP, or
HTTP. It can also utilize IP multicast to broadcast media contents. See the “Supported Streaming Media
Protocols” section on page B-3.

RTSP

A standard Internet streaming control protocol (RFC 2326). This widely used application-level protocol
controls the delivery of data with real-time properties, such as video and audio. Apple QuickTime,
RealNetworks, and the Cisco Streaming Engine use RTSP as a streaming control protocol. See the “Supported
Streaming Media Protocols” section on page B-3 and the “Overview of RTSP Streaming and Caching for
Standalone Content Engines” section on page 8§-2.

Supported Streaming Media Protocols

Table B-2 lists the streaming media protocols, control channels, the corresponding data format, and
transport types that can be used to deliver streaming media files with standalone Content Engines.

Table B-2 Streaming Media Protocols
Control
Streaming Media Protocol Channel Data Format Transport Protocol
Windows Media format TCP MMS! UDP,> TCP, HTTP, IP multicast
RealNetworks media format |TCP RTSP, PNA3 UDP, TCP, HTTP, IP multicast

1. MMS = Microsoft Media Server protocol
2. User Datagram protocol

3. PNA = Progressive Networks Audio
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M Supported WCCP Services

The MMS protocol automatically looks for the optimal transport to deliver the streaming media in the
following order:

e User Datagram Protocol (UDP)
e Transmission Control Protocol (TCP)
e HTTP

MMSU is the Microsoft Media Server protocol with transport over UDP. UDP is a connectionless,
transport-layer protocol that is ideal for real-time media because it does not guarantee delivery. Although
this sounds like a drawback rather than an advantage, it is a characteristic particularly suited for
streaming media. Unlike data such as files or e-mail, which must be delivered in their entirety no matter
how long the transmission time, the value of streaming media data is constrained by time. If a frame of
video is lost, it is worthless because it will not arrive within the correct time frame.

MMST is the Microsoft Media Server protocol with transport over TCP.

Supported WCCP Services

The type of WCCP services supported by a standalone Content Engine and a WCCP-enabled router
varies based on whether WCCP Version 1 or Version 2 is used, as indicated in Table B-3. All of the
services except for the standard web-cache service (service 0) requires that WCCP Version 2 (as opposed
to WCCP Version 1) is running on the router and the standalone Content Engine for a particular WCCP
service to be supported. These services are called “predefined” WCCP services.

Some of the WCCP services that the routers can supply have a well known set of criteria and have a
predefined service identifier. For instance, the standard web-cache service (service 0) is a currently
supported web-caching service that has a predefined service identifier and well know set of criteria (for
example, redirects HTTP requests to port 80). See Table B-3 for a list of WCCP services that have a
predefined service identifier (service number).

Other services, that are not well known, may be defined by the configuration of a set of criteria and
assigned a service identifier to it. This configuration can be performed by the Content Engines (web
caches) that form a particular WCCP service group so that they can define what the criteria is as new
WCCP services are developed, but is gated by the routers that need to enable the acceptance of the
particular service identifier that the Content Engines are defining the criteria for. WCCP

services 90 to 97 are provided to allow you to configure such user-defined services, define the criteria
for the new service, and then assign it a service number (identifier).

Note In ACNS software releases earlier than Release 5.2, a maximum of eight active WCCP services were
supported by a WCCP Version 2-enabled router and a Content Engine. In ACNS 5.2 software, up to
25 active WCCP Version 2 services are now supported. In ACNS 5.2 software, there are currently
17 WCCP Version 2 services that can be configured.

Cisco ACNS Software Configuration Guide for Locally Managed Deployments
m. 0L-5635-01 |



| Appendix B Reference Material for Standalone Content Engine Deployments

Supported WCCP Services W

Table B-3 Supported WCCP Services with Standalone Content Engines

Service |Service Type of

Number |[Name Service Service Description

0 web-cache Predefined |Web caching service that permits WCCP Version 1 or Version 2-enabled router to

redirect HTTP traffic to a single port on the Content Engine. The Content Engine is
functioning as a transparent forward proxy server. Only a single WCCP-enabled
router is supported with WCCP Version 1; whereas, multiple WCCP-enabled routers
(router list) are supported with WCCP Version 2.

The Content Engine listens for redirected HTTP requests on the standard HTTP port
(default port 80). To enable the Content Engine to listen for WCCP intercepted HTTP
traffic on ports other than the default port, configure the custom-web-cache service
or a user-defined WCCP service (services 90 to 97). See the “Configuring the
Standard Web Cache Service (Service 0) on a Router” section on page 5-24.

53 dns Predefined |DNS caching service that permits WCCP Version 2-enabled routers to redirect client
requests transparently to a Content Engine for the Content Engine to resolve the DNS
name. After the Content Engine resolves the DNS name, it stores the resolved DNS
name locally so that it can use these resolved names for future DNS requests. See the
“Configuring the DNS Caching Service (Service 53) on a Router” section on

page 5-25.

60 ftp Predefined |Caching service that permits WCCP Version 2-enabled routers to redirect native FTP
requests transparently to a a single port on the Content Engine. The Content Engine
retrieves the requested FTP content, stores a copy locally (native FTP caching), and
serves the requested content to the requestor. See the “Configuring Native FTP
Caching (Service 60) on a Router” section on page 5-26.

70 https- Predefined |Caching service that permits WCCP Version 2-enabled routers to intercept port 443
cache TCP traffic and redirect this HTTPS traffic to the Content Engine (transparent
forward proxy server that is configured for HTTPS transparent caching). The
Content Engine retrieves the requested content, stores a copy locally (HTTPS
transparent caching), and serves the requested content to the client.

In ACNS 5.2 software, another interception mode (the accept-all mode) was added

for the WCCP https-cache service. This mode was added to support the filtering of

HTTPS traffic. This mode works the same way as the traditional WCCP services (for
example, the web-cache service that intercepts all web traffic by default).

By default, the Content Engine accepts all HTTPS traffic.

ContentEngine (config)# wccp https-cache ?
accept-all Accept all https traffic by default
mask Specify mask used for CE assignement
router-list-num Router list number

If the weep https-cache accept-all global configuration command is used, the
HTTPS cache (the Content Engine that has the https-cache service configured and
enabled) operates in “accept-all” mode (all HTTPS traffic is intercepted by the
Content Engine), otherwise the Content Engine (the HTTPS cache) works in
“accept-only” mode, as in ACNS 5.1.x software.

The Content Engine listens for redirected HTTPS requests on the standard HTTPS
port (default port 443). To intercept HTTPS traffic on ports other than the default
port, configure a user-defined WCCP service (services 90 to 97). See the
“Configuring the HTTPS Cache Service (Service 70) on a Router” section on
page 5-26.

Cisco ACNS Software Configuration Guide for Locally Managed Deployments
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Table B-3

Supported WCCP Services with Standalone Content Engines (continued)

Service
Number

Service
Name

Type of
Service

Service Description

80

rtsp

Predefined

Media caching service that permits WCCP Version 2-enabled routers to redirect
RTSP client requests transparently to a single port on a Content Engine (RealMedia
transparent caching).

The Content Engine listens for redirected RTSP requests on the standard RTSP port
(default port 554). To intercept RTSP traffic on ports other than the default port,
configure a user-defined WCCP service (services 90 to 97). See the “Configuring the
RTSP Service (Service 80) on a Router” section on page 5-27.

81

mmst

Predefined

Media caching service that permits WCCP Version 2-enabled routers to use MMST
redirection to redirect WMT client requests transparently to a single port (port 1755)
on a Content Engine (a transparent proxy server that is configured for WMT
transparent caching).

Note MMST is the Microsoft Media Server protocol with transport over TCP. See
the “Configuring the MMST Service (Service 81) on a Router” section on

page 5-28.

82

mmsu

Predefined

Media caching service that permits WCCP Version 2-enabled routers to use MMSU
redirection to redirect WMT client requests transparently to a single port (port 1755)
on a Content Engine (a transparent proxy server that is configured for WMT
transparent caching).

Note MMSU is the Microsoft Media Server protocol with transport over UDP. See
the “Configuring the MMSU Service (Service 82) on a Router” section on

page 5-28.

90-97

User-
configurable

User-
defined

Eight user-defined (dynamic) WCCP services that each support multiple ports (up to
eight ports per WCCP service). In order to configure these services (services 90 to
97), you must create one port list for each user-defined service that will be used (for
example, create port list number 1 for service 90). The port list contains the port
numbers that the WCCP Version 2-enabled router will support WCCP redirection on
for that particular WCCP service. When configuring these user-defined services, you
must specify whether the traffic is to be redirected to the HTTP caching application,
HTTPS caching application, or the streaming application on the Content Engine.

To configure the Content Engine to cache web traffic using multiple ports, configure
a user-defined WCCP service (services 90 to 97) Use these user-defined WCCP
services to support WCCP redirection of HTTP, MMS, HTTPS, and RTSP requests
on multiple ports (up to eight ports per service) for standard WCCP services (for
example, the https-cache, rtsp, mmst, and reverse-proxy services) that ordinarily only
support a single port. See the “Configuring User-Defined WCCP Services (Services
90-97) on a Router” section on page 5-29.
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Matrix of Supported Caching, Filtering, and Authentication Mechanisms

Table B-3 Supported WCCP Services with Standalone Content Engines (continued)

Service |Service Type of

Number |[Name Service Service Description

98 custom- Predefined |Caching service that permits WCCP Version 2-enabled routers to redirect HTTP
web-cache traffic to a Content Engine on multiple ports other than port 80. The Content Engine

is functioning as a transparent forward proxy server. This service allows you to
support WCCP redirection of HTTP requests on multiple ports (up to eight ports)
without having to configure a user-defined WCCP service (services 90 to 97). See the
“Configuring the Custom Web Cache Service (Service 98) on a Router” section on

page 5-30.
99 reverse- Predefined |Caching service that permits WCCP Version 2-enabled routers to redirect HTTP
proxy reverse proxy traffic to a Content Engine (a transparent reverse proxy server) on a

single port (port 80). To intercept reverse proxy traffic on ports other than the default
port (port 80), configure a user-defined WCCP service (services 90 to 97). See the
“Configuring the Reverse Proxy Service (Service 99) on a Router” section on

page 5-30.

Matrix of Supported Caching, Filtering, and Authentication
Mechanisms

Table B-4 lists the caching, filtering, and authentication mechanisms supported by standalone
Content Engines that are running ACNS software, Release 5.2 or later. An asterisk (¥*) indicates a feature
is supported for that particular protocol.

Table B-4 Caching, Filtering, and Authentication Mechanisms — Support Matrix with Respect to Different Protocols
Filtering Proxy Authentication

Protocol Caching N2H2 Websense |SmartFilter |[RADIUS LDAP NTML TACACS+

FTP-over-HTTP * * * * * * * *

HTTPS-over- * * * * * * * *

HTTP

RTSPG *

MMSU *

MMST *

MMS-over-HTTP | * * *

HTTP-WCCP * * * * * * *

FTP-WCCP *

(native FTP)

HTTPS-WCCP * * *

RTSPG-WCCP *

MMSU-WCCP *

Cisco ACNS Software Configuration Guide for Locally Managed Deployments
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M Supported Access Control and Filtering Services for Content Requests

Table B-4 Caching, Filtering, and Authentication Mechanisms — Support Matrix with Respect to Different Protocols
Filtering Proxy Authentication

Protocol Caching N2H2 Websense |SmartFilter |RADIUS LDAP NTML TACACS+

MMST-WCCP *

MMS-over-HTTP | * * *

-WCCP

Supported Access Control and Filtering Services for Content
Requests

Table B-5 lists the access control and filtering content services that are supported with standalone
Content Engines that are running ACNS software, Release 5.2 or later. An asterisk (“*”) indicates a
feature is supported for that particular protocol.

Table B-5 Supported Access Control and Filtering Services for Standalone Content Engines
Access
Protocol Control URL Filtering ICAP  |Rules
Caching
HTTPS * * *
FTP-over-HTTP * * * *
Native FTP
(FTP-WCCP)
Streaming
MMSU * *
Local list URL
filtering only
MMST * *
Local list URL
filtering only
MMS * *
Local list URL
filtering only
RTSP * *
Local list URL
filtering only

Cisco ACNS Software Configuration Guide for Locally Managed Deployments
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ACNS Software CLI Command Modes for Standalone Content Engines W

For more information, see the following chapters in this guide:
e Chapter 9, “Configuring Content Authentication and Authorization on Standalone Content Engines”
e Chapter 10, “Configuring URL Filtering on Standalone Content Engines”
e Chapter 11, “Configuring ICAP on Standalone Content Engines”
e Chapter 12, “Configuring the Rules Template on Standalone Content Engines”

ACNS Software CLI Command Modes for Standalone
Content Engines

Table B-6

Note

The ACNS software device mode determines whether the device is functioning as a Content Engine,
Content Distribution Manager, Content Router, or IP/TV Program Manager. The commands available
from a specific CLI mode are determined by the ACNS software device mode in effect. The default
device operation mode is Content Engine.

Table B-6 summarizes the purpose of the different CLI command modes that are available from the
Content Engine CLI that is configured as a standalone Content Engine that is running
ACNS 5.x software. The table also describes how to access the different command modes.

Examples of subglobal configuration modes are the following: interface configuration mode, HTTPS
server configuration mode, standard IP ACL configuration mode, and extended IP ACL configuration
mode. For more detailed information about these modes, refer to the Cisco ACNS Software Command
Reference, Release 5.2 publication.

ACNS Software CLI Command Modes for Standalone Content Engines

CLI Command

Mode Purpose Access Prompt Exit
User EXEC |Used to monitor the |If you log in using an ContentEngine> Use the exit or end
operation of the account that does not have command:
unit (the stan'dalone superuser privileges, th.e ContentEngine> exit
Content Engine) following CLI prompt is
and issue some displayed:
system commands ContentEngine>
such as telnet,
traceroute, and To access user EXEC mode
ping. from privileged EXEC
mode, enter:
ContentEngine# disable
where ContentEngine is the
host name of the standalone
Content Engine.
Cisco ACNS Software Configuration Guide for Locally Managed Deployments
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I ACNS Software CLI Command Modes for Standalone Content Engines

Table B-6 ACNS Software CLI Command Modes for Standalone Content Engines (continued)
CLI Command
Mode Purpose Access Prompt Exit
Privileged Used to set up, From user EXEC mode, ContentEngine# Use the disable
EXEC monitor, and debug |enter: command to return to
the standalor.le ContentEngine> enable user EXEC mode.
Contel}t Engine, ContentEngine#
including all Can also access privileged disable
commands in user |EXEC mode by logging
EXEC mode. into the CLI with an
account with superuser
privileges.!
Global Used to set, view, From privileged EXEC ContentEngine (config) # Use the exit or end
configuration |and test the mode, enter: command to return to
configuration of ContentEnginet privileged EXEC mode.
ACNS software configure Alternatively, press
features for the .
; . Ctrl-Z simultaneously.
entire unit.
Interface Used to configure a |From global configuration |ContentEngine(config-if)# Use the exit command
configuration |particular interface |mode, use the interface to return to the previous
on a standalone global configuration configuration mode.
Content Engine. coinn‘land. For example, Use the end command
enter: to exit directly to
ContentEngine (config) # privileged EXEC mode.
interface FastEthernet
0/1
ContentEngine
(config-if)#
HTTPS Used to configure |From global configuration |ContentEngine(config-https)# |Use the exit command
server the HTTPS server |mode, enter: to return to the previous
configuration |on a standalc?ne ContentEngine (config) # configuration mode.
Content Engine. https server Use the end command
HTTPS_server_name . :
to exit directly to
privileged EXEC mode.
Standard Used to configure |From global configuration |ContentEngine(config-std- Use the exit command
IP ACL standard IP access |mode, enter: nacl)# to return to the previous
configuration |controllists (ACLs) ContentEngine (config)# configuration mode.
ona Standal(?ne ip access-1list standard Use the end command
Content Engine. acl-name | acl-num g
to exit directly to
privileged EXEC mode.
Extended Used to configure |From global configuration |ContentEngine(config-ext- Use the exit command
IP ACL extended IP ACLs |mode, enter: nacl)# to return to the previous
configuration |on a standalone configuration mode.

Content Engine.

ContentEngine (config) #
ip access-list extended

Use the end command

acl-name | acl-num to exit directly to
privileged EXEC mode.
Cisco ACNS Software Configuration Guide for Locally Managed Deployments
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ACNS Software CLI Online Help and Keyboard Shortcuts [l

1. The predefined admin account has superuser privileges.By default, the username is admin and the password is default for this predefined admin superuser
account. Global configuration commands are device-level commands, whereas subglobal configuration commands are not device-level. Examples of
subglobal configuration modes are the following: interface configuration mode, HTTPS server configuration mode, standard IP ACL configuration mode,
and extended IP ACL configuration mode.

The ACNS software CLI EXEC mode is used for setting, viewing, and testing system operations. It is divided into two access
levels, user and privileged. To access privileged-level EXEC mode, enter the enable EXEC command at the user access level
prompt and specify a privileged EXEC password (superuser or admin-equivalent password) when prompted for a password.

In TACACS+ there is an “enable password” feature that allows an administrator to define a different enable password for each
user. If an ACNS user logs in to the Content Engine with a normal user account (privilege level of 0) instead of an admin or
admin-equivalent user account (privilege level of 15), the user must enter the admin password in order to access privileged-level
EXEC mode.

ContentEngine> enable
Password:

This caveat applies even if these ACNS users are using TACACS+ for login authentication.

ACNS Software CLI Online Help and Keyboard Shortcuts

To view the CLI online help, enter a ? as follows:
e After the prompt to view a list of the commands available in the current mode

ContentEngine (config-std-nacl)# ?

delete Delete a condition

deny Specify packets to reject

exit Exit from this submode

insert Insert a condition

list List conditions

Move Move a condition

no Negate a command or set its defaults
permit Specify packets to accept
ContentEngine (config-std-nacl) #

e After a typed command to view the available parameters

ContentEngine (config)# ip access-1list extended ?
<100-199> Extended IP access-list number
WORD Access-list name (max 30 characters)

e After a partially typed keyword to view the possible completions
To view a description of the online help for the ACNS software CLI, enter the help command.

As a shortcut, you can abbreviate commands to the fewest letters that make them unique. For example,
the letters sho can be entered for the show command.

Certain EXEC commands display multiple screens with the following prompt at the bottom of the
screen:

--More--

Press the Spacebar to continue the output, or press Return to display the next line. Press any other key
to return to the prompt. Also, at the --More-- prompt, you can enter a ? to display the help message.

Cisco ACNS Software Configuration Guide for Locally Managed Deployments
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Table B-7 summarizes the keyboard shortcuts.

Table B-7

Command-Line Processing Keystroke Combinations

Keystroke Combinations

Function

Ctrl-A

Jumps to the first character of the command line.

Ctrl-B or the Left Arrow key

Moves the cursor back one character.

Ctrl-C

Escapes and terminates prompts and tasks.

Ctrl-D

Deletes the character at the cursor.

Ctrl-E

Jumps to the end of the current command line.

Ctrl-F or the Right Arrow key!

Moves the cursor forward one character.

Ctrl-K

Deletes from the cursor to the end of the command line.

Ctrl-L

Repeats the current command line on a new line.

Ctrl-N or the Down Arrow key!

Enters the next command line in the history buffer.

Ctrl-P or the Up Arrow key'

Enters the previous command line in the history buffer.

Ctrl-T

Transposes the character at the cursor with the character to the
left of the cursor.

Ctrl-U; Ctrl-X

Deletes from the cursor to the beginning of the command line.

Ctrl-W Deletes the last word typed.

Esc-B Moves the cursor back one word.

Esc-D Deletes from the cursor to the end of the word.
Esc-F Moves the cursor forward one word.

Delete key or Backspace key

Erases a mistake when entering a command; reenter the
command after using this key.

1. The arrow keys function only on ANSI-compatible terminals such as VT100s.

Unusable Multicast Address Assignments

The Internet Assigned Numbers Authority (IANA) controls the assignment of IP multicast addresses.
The TANA has assigned the IPv4 Class D address space to be used for IP multicast. Therefore, all IP
multicast group addresses fall in the range from 224.0.0.0 through 239.255.255.255. However, some
combinations of source and group address should not be routed for multicasting purposes. Table B-8 lists
the unusable multicast address ranges and the reasons they should not be used.

Note

Some of these addresses have been reserved for use by multicast applications through the IANA. For
example, IP address 224.0.1.1 has been reserved for the Network Time Protocol (NTP).

IP addresses reserved for IP multicast are defined in RFC 1112, Host Extensions for IP Multicasting.
More information about reserved IP multicast addresses can be found at the following location:
http://www.iana.org/assignments/multicast-addresses.

You can find all RFCs and Internet Engineering Task Force (IETF) drafts on the IETF website

(http://www.ietf.org). The Class D address range is used only for the group address or destination address
of IP multicast traffic. The source address for multicast datagrams is always the unicast source address.

Cisco ACNS Software Configuration Guide for Locally Managed Deployments
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Unusable Multicast Address Assignments

Table B-8 Unusable Multicast Address Assignments

Address Range Reason

224.0.1.2/32 Known insecure service address. See the “Insecure Services” section on page 2-14.

224.0.1.3/32 Reserved for the discovery of resources within the administrative domain. See the “Limited Scope

Addresses” section on page 2-14.

224.0.1.22/32

Known insecure service address.

224.0.1.35/32

Reserved for the discovery of resources within the administrative domain.

224.0.1.39/32

Reserved for the discovery of resources within the administrative domain.

224.0.1.40/32

Reserved for the discovery of resources within the administrative domain.

224.0.2.2./32

Known insecure service address.

224.77.0.0/16

Used to copy files between servers and clients in a local network. See the “Copying Files Between
Servers and Clients” section on page 2-14.

224.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches. See the “Layer 2 Multicast Addresses” section on page 2-15.

225.0.0.0/24 Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.
225.1.2.3/32 Used to copy files between servers and clients in a local network.

225.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

226.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

226.77.0.0/16

Used to copy files between servers and clients in a local network.

226.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

227.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

227.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

228.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

228.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

229.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

229.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

230.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

230.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

231.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.
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Table B-8

Unusable Multicast Address Assignments (continued)

Address Range

Reason

231.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

232.0.0.0/24

Source-specific multicast address. See the “Source-Specific Multicast Addresses” section on
page 2-14.

232.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

233.0.0.0/8

GLOP address. See the “GLOP Addresses” section on page 2-15.

233.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

233.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

234.0.0.0/24 Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.
234.42.42.42/32 Used to copy files between servers and clients in a local network.

234.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

234.142.142.42/31

Used to copy files between servers and clients in a local network.

234.142.142.44/30

Used to duplicate files between clients and servers in a local network.

234.142.142.48/28

Used to copy files between servers and clients in a local network.

234.142.142.64/26

Used to copy files between servers and clients in a local network.

234.142.142.128/2
9

Used to copy files between servers and clients in a local network.

234.142.142.136/3
0

Used to copy files between servers and clients in a local network.

234.142.142.140/3
1

Used to copy files between servers and clients in a local network.

234.142.142.142/3
2

Used to copy files between servers and clients in a local network.

235.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

235.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

236.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

236.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

236.0.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

236.128.0.0/24

Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.
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Table B-8 Unusable Multicast Address Assignments (continued)
Address Range Reason
237.0.0.0/24 Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table

of LAN switches.

237.128.0.0/24 Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

238.0.0.0/24 Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

238.128.0.0/24 Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

239.0.0.0/8 Administratively scoped address that should not be passed between administrative domains. See the
“Limited Scope Addresses” section on page 2-14.

239.0.0.0/24 Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

239.128.0.0/24 Local address that maps to an Ethernet multicast address range and may overwhelm the mapping table
of LAN switches.

Cisco ACNS Software Configuration Guide for Locally Managed Deployments
| oL-5635-01 ..m



Appendix B Reference Material for Standalone Content Engine Deployments |

I Unusable Multicast Address Assignments

Cisco ACNS Software Configuration Guide for Locally Managed Deployments
m. 0L-5635-01 |



	Reference Material for Standalone Content Engine Deployments
	Supported Network Protocols
	Supported Streaming Media Protocols
	Supported WCCP Services
	Matrix of Supported Caching, Filtering, and Authentication Mechanisms
	Supported Access Control and Filtering Services for Content Requests
	ACNS Software CLI Command Modes for Standalone Content Engines
	ACNS Software CLI Online Help and Keyboard Shortcuts
	Unusable Multicast Address Assignments



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


