CLI COMMAND SUMMARY BY MODE

DDoS Module Configuration Mode
Commands 267

(config-ddos) disable-as 269
(config-ddos) dproxy 271
(config-ddos) enable 273
(config-ddos) global-domain 275
(config-ddos) max-database-entries 277
(config-ddos) mitigation-rule 279
(config-ddos) peacetime database 281
(config-ddos) rate-llimit 282
(config-ddos) scaling-factor 284
(config-ddos) script play-config 286
(config-ddos) show 287
(config-ddos) show attacks 288
(config-ddos) show ddos-config 293
(config-ddos) show dproxy 289
(config-ddos) show failed-dns 290
(config-ddos) show rate-limit 292
(config-ddos) show statistics 294
(config-ddos) show status 295

DRP Agent Configuration Mode
Commands 297

(config-drp) authentication key 298
(config-drp) enable 299
(config-drp) probe icmp-rtt 300
(config-drp) probe path-rtt 302

(config-drp) probe tcp-rtt 312
(config-drp-icmp-rtt) timeout 301
(config-drp-path-rtt) burst-size 305
(config-drp-path-rtt) destination-port 307
(config-drp-path-rtt) init-ttl 309
(config-drp-path-rtt) max-failure-ttl 310
(config-drp-path-rtt) max ttl 311
(config-drp-path-rtt) probe-type 304
(config-drp-path-rtt) sourceport 308
(config-drp-path-rtt) timeout 306

(config-drp-tcp-rttprobe)
destination-port 313

(config-drp-tcp-rttprobe) sourceport 314
(config-drp-tcp-rttprobe) timeout 315

General Commands 2

74

cd 6

clear ddos config 9

clear statistics 7

clock 10

cnr 16

cnr access-mode enable 18
cnr backup-time edit 20
cnr install/uninstall 22

cnr security-kit 24
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cnr shell 26
configure 27
copy 28
ddos peacetime 30, 31
database erase 32
save 33
show 34
start 35
stop 36
ddos restore defaults 37
del 38
dir 39
disable 41
dnslookup 42
enable 43
enable-passwd 44
end 46
exit 47
ftp 48
gss 49
gssm 54
gss tech-report 53
help 57
install 58
license 59
1Is 60
Is 62
Isof 63
no 65

ping 66

proximity database delete 67
proximity database dump 69
proximity database load 72
proximity database periodic-backup 75
proximity group-summary dump 76
proximity play-config 77
proximity start 79

proximity statistics group-summary dump 80
proximity stop 81

pwd 82

refresh-gssmesh-statistics 83
reload 85

rename 86
reset-gui-admin-password 87
restore-factory-defaults 88
rotate-logs 90

scp 91

setup 93

show access-group 96

show access-list 97

show arp 98

show boot-config 99, 105, 106

show clock 100

show cnr access-mode 101

show cnr aslb 102

show cnr backup-time 103

show cnr security-kit 104

show ddos
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drpoxy 107
failed-dns 108
rate-limit 110
status 112
show ddos-config 111
show disk 113
show ftp 114
show glsb-config 115
show glsb-errors 118
show interface 119
show inventory 120
show ip routes 121
show license 122
show logging 123
show logs 124
show memory 125
show ntp 126
show processes 127
show properties 128
show proximity 129
show proximity database 130
show proximity group-name 132, 133
show running-config 134
show services 135
show snmp 136
show ssh 137
show startup-config 138
show statistics 139

boomerang 140

index W

ddos 144

dns 141

drpagent 145

gss-mesh all dns 146

keepalive 148

proximity 150

sticky 152, 154, 158

tacacs 153
show sticky database 155
show sticky global 157
show sticky-group summary 159
show sticky mesh 160
show supportpass-status 161
show system-status 162
show tacacs 163
show tech-support 164
show telnet 165
show terminal-length 166
show uptime 167
show user 168
show users 169
show version 170
shutdown 171
sticky database delete 172
sticky database dump 175
sticky database load 178
sticky database periodic-backup 180
sticky start 181
sticky stop 182
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supportpass 184
tail 185
tcpdump 187
telnet 190
traceroute 192
type 193
write 195

Global Configuration Mode Commands 196
(config) aaa 197
(config) access-group 200
(config) access-list 201
(config) certificate set-attributes 204
(config) clock 206
(config) cnr aslb enable 212
(config) cnr enable 214
(config) exec-timeout 215
(config) ftp-client enable 217
(config) ftp enable 216
(config) gslb 218
(config) hostname 219
(config) interface ethernet 221
(config) ip 224
(config) logging 227
(config) no 231
(config) ntp enable 233
(config) ntp server 234
(config) snmp 236
(config) snmp-server 239

cpu-falling-threshold 241

cpu-rising-threshold 243

enable traps 245

host 247

trap limit 249

trap-source ethernet 250
(config) ssh enable 251
(config) ssh keys 253
(config) ssh protocol version 1 255
(config) tacacs-server host 257
(config) tacacs-server keepalive-enable 259
(config) tacacs-server timeout 261
(config) terminal-length 263

(config) username 264

Global Server Load-Balancing Configuration

Mode Commands 329
(config-gslb) answer cra 332
(config-gslb) answer-group 352
(config-gslb) answer ns 335
(config-gslb) answer vip 338
(config-gslb) dns rule 362
(config-gslb) domain-list 365
(config-gslb) keepalive-properties cra 369

(config-gslb) keepalive-properties
http-head 31

(config-gslb) keepalive-properties icmp 375
(config-gslb) keepalive-properties kalap 377
(config-gslb) keepalive-properties ns 383

(config-gslb) keepalive-properties
scripted-kal 380

(config-gslb) keepalive-properties tcp 385
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(config-gslb) location 388

(config-gslb) manual-reactivation 390
(config-gslb) no 392

(config-gslb) owner 394

(config-gslb) proximity assign 396
(config-gslb) proximity group 399
(config-gslb) proximity-properties 402
(config-gslb) region 403

(config-gslb) script play-config 405
(config-gslb) shared-keepalive http-head 407
(config-gslb) shared-keepalive icmp 409
(config-gslb) shared-keepalive kalap 411

(config-gslb) shared-keepalive
scripted-kal 414

(config-gslb) shared-keepalive tcp 419
(config-gslb) source-address-list 421
(config-gslb) sticky group 425
(config-gslb) sticky-properties 427
(config-gslb) zone 428
(config-gslb-agcra) answer-add 354
(config-gslb-agns) answer-add 356
(config-gslb-agns) auth-domain 360
(config-gslb-agvip) answer-add 358

(config-gslb-ansvip) keepalive type
http-head 341

(config-gslb-ansvip) keepalive type
icmp 344

(config-gslb-ansvip) keepalive type
kalap 346

(config-gslb-ansvip) keepalive type
scripted-kal 348

index W

(config-gslb-ansvip) keepalive type tcp 349
(config-gslb-dl) domain 367
(config-gslb-sal) ip address 423

Interface Configuration Mode Commands 316

(config-eth) autosense 319
(config-eth) duplex 321

(config-eth) gss-communications 323
(config-eth) gss-tcp-keepalives 324
(config-eth) ip address 325
(config-eth) no 327

(config-eth) speed 328

Level1lX

Proximity Properties Configuration Mode

Commands 430
(config-gslb-proxprop) acceptable-rtt 431
(config-gslb-proxprop) acceptable-zone 433

(config-gslb-proxprop) authentication drp
enable 435

(config-gslb-proxprop)
discovery-sequence 437

(config-gslb-proxprop) enable 439
(config-gslb-proxprop) equivalence 440

(config-gslb-proxprop)
fallback-probe-method 441

(config-gslb-proxprop) key drp 443
(config-gslb-proxprop) mask 445
(config-gslb-proxprop) no 447
(config-gslb-proxprop) refresh-interval 449
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(config-gslb-proxprop) timeout 450
(config-gslb-proxprop) wait enable 451
refreshing GSS mesh statistics 83
Rule Configuration Mode Commands 452

(config-gslb-rule) clause number
cra-group 455

(config-gslb-rule) clause number
ns-group 459

(config-gslb-rule) clause number
vip-group 463

(config-gslb-rule) no 468
(config-gslb-rule) sticky method 469
(config-gslb-rule) sticky timeout 471
SNMP
server notifications 241, 243
SNMP server notifications
enabling 241, 243

snmp-server cpu-rising-threshold
command 241, 243

Sticky Properties Configuration Mode
Commands 473

(config-gslb-stkyprop) enable 474
(config-gslb-stkyprop) encryption 476
(config-gslb-stkyprop) favored-peer 478
(config-gslb-stkyprop) no 482
(config-gslb-stkyprop) timeout 483
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