CHAPTER

Configuring the DNS Sticky Feature

This chapter provides an overview of the CSS Domain Name Service (DNS)
Sticky feature and describes how to configure it for operation. Information in this
chapter applies to all CSS models, except where noted.

Note  The DNS Sticky feature is part of the CSS Enhanced feature set.

This chapter provides the following major sections:
e Overview of DNS Sticky
e DNS Sticky Quick-Start Procedures
e Converting Content Rule-Based DNS to Zone-Based DNS
e Configuring DNS Sticky Parameters
e Displaying DNS Sticky Statistics
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Overview of DNS Sticky

Configure DNS Sticky on a CSS to ensure that e-commerce clients remain
connected to a particular server for the duration of a transaction even when the
client’s browser refreshes the DNS mapping. While some browsers allow client
connections to remain for the lifetime of the browser instance or for several hours,
other browsers impose a connection limit of 30 minutes before requiring a DNS
re-resolution. This may not be long enough for a client to complete an
e-commerce transaction. A new DNS resolution could cause the client to connect
to a server different from the original server and interrupt the transaction. DNS
Sticky ensures that a client can complete a transaction if a DNS re-resolution
occurs.

DNS Sticky extends the functionality of global server load balancing (GSLB) and
Network Proximity by providing:

¢ Stickiness on a per domain basis - Allows you to configure DNS Sticky only
on the domains you want.

e Zone-based DNS - Provides service for configured domains in a maximum
of 256 zones using the roundrobin, preferlocal, leastloaded, or srcip (source
IP address) load-balancing method.

¢ Global Sticky Database (GSDB) - Maintains a database of sticky mappings
and provides appropriate responses to DNS Sticky queries from CSSs
configured as authoritative DNS servers. The GSDB is a dedicated
CSS 11150 with 256 MB of RAM configured as a sticky database. You
configure a GSDB on a CSS configured as a Proximity Database (PDB) in
each GSLB zone.

You can configure DNS Sticky in three different environments, depending on your
current configuration and business needs as follows:

e DNS Sticky Without a GSDB
e DNS Sticky with a GSDB

e DNS Sticky in a Network Proximity Environment
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DNS Sticky Without a GSDB

DNS Sticky without a GSDB in a GSLB environment provides a static, simple,
and cost-effective solution to the DNS sticky problem. This solution:

¢ Allows you to configure DNS Sticky on the domains you want

e Uses the srcip load-balancing method to keep clients connected to a particular
zone based on a srcip hash

e Provides services for domains in a maximum of 256 zones (using two tier2
levels)

¢ Does not require the configuration of a dedicated GSDB

In a GSLB sticky configuration without a GSDB, the CSS configured as an
authoritative DNS server selects a server for a sticky domain request based on the
srcip hash (regardless of the default load-balancing method) and the availability
of the domain in the zone mesh. The use of the srcip hash ensures that the CSS
selects a consistent zone for a given source IP address.

DNS Sticky with a GSDB

DNS Sticky with a GSDB in a GSLB environment provides a more robust sticky
load-balancing solution than one without a GSDB. This solution includes all of
the benefits of DNS Sticky without a GSDB, plus:

e A GSDB to keep track of sticky mappings and provide responses to requests
for sticky-enabled domains

¢ Configuration of up to two GSDB interfaces on the authoritative CSS DNS
server for redundancy purposes

e More effective sticky load balancing across all domain sites using the
leastloaded load-balancing method

Note If you configure a GSDB and any sticky domains in a particular zone, you must
configure all sticky domains participating in the peer mesh in that same zone.
Otherwise, the thrashing of the sticky zone index could cause DNS Sticky to fail.
For details on configuring sticky domains, refer to Chapter 1, Configuring the
CSS Domain Name Service, in the “Configuring Domain Records” section.
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In a GSLB sticky configuration with a GSDB, a CSS configured as an
authoritative DNS server sends a lookup request to the GSDB for a sticky domain
requested by a client. If the GSDB finds an entry for the client’s local DNS server
IP address in its sticky database, it returns the sticky zone index to the CSS. The
CSS uses the sticky zone index and keepalive information to send the appropriate
IP address to the client. If the GSDB does not have an entry for the client’s local
DNS server IP address or the zone in the sticky zone index returned by the GSDB
is unavailable, the CSS selects a zone in the mesh based on the configured
load-balancing method and informs the GSDB about the selected zone.

Note  Configuring a GSDB requires the prior configuration of a Proximity Database
(PDB) on the same CSS. For details on configuring a PDB, refer to Chapter 5,
Configuring Network Proximity, in the “Configuring a Proximity Database”
section.

DNS Sticky in a Network Proximity Environment

Configure DNS Sticky in a Network Proximity environment to add stickiness to
your network. This solution adds all the benefits of DNS Sticky with a GSDB to
your existing proximity configuration. In this case, you can specify critical
e-commerce sites as sticky domains and use proximity for your other domains.

In a Network Proximity environment, you configure a GSDB on the CSS
configured as a Proximity Database (PDB) and at least one GSDB interface on the
Proximity Domain Name Server (PDNS) in each zone. The IP address of the
primary GSDB interface is typically the same as the PDB IP address. In addition,
you configure sticky domain records using the dns-record command.

When a CSS configured as a PDNS receives a client request for a sticky domain,
the PDNS first consults the GSDB. If a sticky database entry exists for the client’s
local DNS server IP address, the PDNS sends the appropriate IP address to the
client based on the zone index returned by the GSDB. If a sticky database entry
does not exist for the client’s local DNS server IP address, the PDNS consults the
PDB for a Proximity-based answer. The PDNS formulates a response to the client
based on the ordered zone index returned by the PDB and keepalive information.
The PDNS informs the GSDB about the selected zone.
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If neither the GSDB nor the PDB returns a suitable response, the PDNS selects a
zone based on its configured default load-balancing method to formulate an
appropriate response to the client and informs the GSDB about the selected zone.

For details on configuring Network Proximity, refer to Chapter 5, Configuring
Network Proximity.

DNS Sticky Quick-Start Procedures

The following sections provide the procedures required to configure DNS Sticky
on a CSS.

Configuring DNS Sticky without a GSDB

Table 2-1 provides a quick overview of the steps required to configure DNS
Sticky on a CSS without a GSDB. Each step includes the CLI command required
to complete the task. For a complete description of each feature and all the options
associated with the CLI commands, refer to the DNS Sticky commands later in
this chapter.

Table 2-1 DNS Sticky Without a GSDB Configuration Quick Start

Task and Command Example

1. On a CSS that you want to configure DNS Sticky without a GSDB, enter
config mode.
# config
(config) #

2. Enable Application Peering Protocol (APP). Refer to Chapter 1,
Configuring the CSS Domain Name Service, in the section “Configuring the
Application Peering Protocol” section.

(config)# app

3. Configure the DNS server zone. Specify the zone, tier number, and an
optional text description. Do not enter a Proximity Database (PDB) IP
address. Refer to Chapter 1, Configuring the CSS Domain Name Service, in
the “Configuring DNS Server Zones” section.

(config) # dns-server zone 0 tierl “usa”
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Table 2-1 DNS Sticky Without a GSDB Configuration Quick Start (continued)

Task and Command Example

4. Configure the CSS to act as a DNS server. Refer to Chapter 1, Configuring
the CSS Domain Name Service, in the “Configuring a CSS as an
Authoritative DNS Server” section.

(config) # dns-server

5. Configure APP sessions with other DNS servers (if any) that are
participating in the peer mesh. The IP address you enter is a local interface
address (circuit address) on the DNS server in another zone. Refer to
Chapter 1, Configuring the CSS Domain Name Service, in the “Configuring
the Application Peering Protocol” section.

(config)# app session 200.16.2.5

6. Configure sticky domain records. See the “Configuring Sticky Domain
Records” section later in this chapter.

(config)# dns-record a www.home.com 192.168.1.1 15 single kal-ap
172.68.25.1 50 sticky-enabled

(config)# dns-record ns www.work.com 192.172.12.1 15 single
kal-ap 172.92.33.1 100 default sticky-enabled

Configuring DNS Sticky with a GSDB

The following sections describe the steps required to configure DNS Sticky with
a GSDB. You can configure the GSDB and the DNS server in any order.

Global Sticky Database Configuration Quick Start

Table 2-2 provides a quick overview of the steps required to configure the GSDB
on a CSS. Each step includes the CLI command required to complete the task. For
a complete description of each feature and all the options associated with the CLI
commands, see the DNS Sticky commands later in this chapter.
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Table 2-2 Global Sticky Database Configuration Quick Start

Task and Command Example

1.

On a dedicated CSS 11150 with 256 MB of RAM that you want to configure
as a Global Sticky Database (GSDB), enter config mode.

# config
(config) #

Enable the Application Peering Protocol-User Datagram Protocol
(APP-UDP) to allow the GSDB to communicate with the CSS authoritative
DNS server in the same zone. Refer to Chapter 5, Configuring Network
Proximity, in the “Configuring APP-UDP and APP” section.

(config) # app-udp

Enable the Application Peering Protocol (APP) to allow the GSDB to
communicate with other GSDBs. Refer to Chapter 1, Configuring the CSS
Domain Name Service, in the “Configuring the Application Peering
Protocol” section.

(config)# app

Configure APP sessions with other GSDBs that are participating in the peer
mesh with this GSDB. The IP address you enter is a local interface address
on another GSDB. Refer to Chapter 1, Configuring the CSS Domain Name
Service, in the “Configuring the Application Peering Protocol” section.

(config)# app session 200.16.2.3

Configure a Proximity Database (PDB) if not already configured. (To
configure a GSDB, you must configure a PDB first.) For details on
configuring a PDB, refer to Chapter 5, Configuring Network Proximity, in
the “Configuring a Proximity Database” section.

(config)# proximity db 0 tierl “usa”

Enable the GSDB.

(config) # gsdb

Optionally, configure the time-to-live (TTL) in seconds for the GSDB sticky
entries. Enter an integer between 300 and 1000000. The default is 7200
seconds (2 hours).

(config)# gsdb ttl 14400
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DNS Server Configuration Quick Start

Table 2-3 provides a quick overview of the steps required to configure the DNS
Sticky feature on a CSS acting as an authoritative DNS server and using a GSDB.
Each step includes the CLI command required to complete the task. For a
complete description of each feature and all the options associated with the CLI
commands, see the DNS Sticky commands later in this chapter.

Table 2-3 DNS Server Configuration Quick Start

Task and Command Example

1. On a CSS different from the GSDB, but in the same zone, enter config
mode.
# config
(config) #

2. Enable APP-UDP to allow the CSS to communicate with the GSDB. Refer

to Chapter 5, Configuring Network Proximity, in the “Configuring
APP-UDP and APP” section.

(config) # app-udp

3. Enable Application Peering Protocol (APP). Refer to Chapter 1,
Configuring the CSS Domain Name Service, in the “Configuring the
Application Peering Protocol” section.

(config)# app

4. Configure up to two interfaces on the CSS to communicate with the GSDB.
See the “Configuring the Global Sticky Database Interface” section later in
this chapter.

(config)# gsdb-interface primary 192.172.68.1
(config)# gsdb-interface secondary 192.172.68.2

5. Configure the DNS server zone for zone-based DNS. Specify the zone, tier
number, and an optional text description. Do not enter a PDB IP address.
Refer to Chapter 1, Configuring the CSS Domain Name Service, in the
“Configuring DNS Server Zones” section.

(config) # dns-server zone 0 tierl “usa”
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Table 2-3 DNS Server Configuration Quick Start (continued)

Task and Command Example

6. Configure the CSS to act as a DNS server. Refer to Chapter 1, Configuring
the CSS Domain Name Service, in the “Configuring a CSS as an
Authoritative DNS Server” section.

(config) # dns-server

1. Configure APP sessions with other DNS servers (if any) that are
participating in the peer mesh with this zone. The IP address you enter is a
local interface address on the DNS server in another zone. Refer to
Chapter 1, Configuring the CSS Domain Name Service, in the “Configuring
the Application Peering Protocol” section.

(config)# app session 200.16.2.5

8. Configure A-records and NS-records on the CSS. Use the sticky-enabled
option for those domains that clients will use for e-commerce applications
and any other applications requiring stickiness. See “Configuring Sticky
Domain Records” later in this chapter.

(config)# dns-record a www.home.com 192.168.1.1 15 single kal-ap
172.68.25.1 50 sticky-enabled

(config)# dns-record ns www.work.com 192.172.12.1 15 single
kal-ap 172.92.33.1 100 default sticky-enabled

Configuring DNS Sticky with Network Proximity

The following sections describe the steps required to configure DNS Sticky in an
existing Network Proximity configuration. For details on configuring Network
Proximity, refer to Chapter 5, Configuring Network Proximity.

Global Sticky Database Configuration Quick Start

Table 2-4 provides a quick overview of the steps required to configure the GSDB
on a PDB. Each step includes the CLI command required to complete the task. For
a complete description of each feature and all the options associated with the CLI
commands, see the DNS Sticky commands later in this chapter.
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Table 2-4 Global Sticky Database Configuration Quick Start

Task and Command Example

1. On a PDB (CSS 11150 with 256 MB of RAM configured as a Proximity
Database) that you want to configure as a Global Sticky Database (GSDB),
enter config mode.

# config
(config) #

2. Enable the GSDB.

(config) # gsdb

3. Optionally, configure the time-to-live (TTL) in seconds for the GSDB sticky
entries. Enter an integer between 300 and 1000000. The default is 7200
(2 hours).

(config)# gsdb ttl 14400

DNS Server Configuration Quickstart

Table 2-5 provides a quick overview of the steps required to configure the DNS
Sticky feature on a PDNS. Each step includes the CLI command required to
complete the task. For a complete description of each feature and all the options
associated with the CLI commands, see the DNS Sticky commands later in this
chapter.

Table 2-5 DNS Server Configuration Quick Start

Task and Command Example

1. On a CSS that you want to configure DNS Sticky, enter config mode.

# config
(config) #

2. Configure up to two interfaces on the CSS to communicate with the GSDB.
See “Configuring the Global Sticky Database Interface” later in this
chapter.

(config)# gsdb-interface primary 192.172.68.1
(config)# gsdb-interface secondary 192.172.68.2
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Table 2-5 DNS Server Configuration Quick Start (continued)

Task and Command Example

3. Configure A-records and NS-records on the CSS. Use the sticky-enabled
option for those domains that clients will use for e-commerce applications
and any other applications requiring stickiness. See “Configuring Sticky
Domain Records” later in this chapter.

(config)# dns-record a www.home.com 192.168.1.1 15 single kal-ap
172.68.25.1 50 sticky-enabled

(config)# dns-record ns www.work.com 192.172.12.1 15 single
kal-ap 172.92.33.1 100 default sticky-enabled

Converting Content Rule-Based DNS to Zone-Based
DNS

DNS Sticky requires a zone-based DNS configuration. If you currently have a
content rule-based DNS configuration, use the following procedure to convert
your DNS configuration to a zone-based DNS configuration.

1. Remove all rule-based DNS commands from the existing configuration by
issuing the “no” form of the commands. For example:

(config) # no dns-peer interval
(config)# no dns-peer receive-slots
(config)# no dns-peer send-slots

(config-owner)# no dns

(config-owner-content)# remove dns
(config-owner-content)# no dns-balance

2. Use the dns-server zone command to create zone information for each
network location. Refer to Chapter 1, Configuring the DNS Sticky Feature, in
the “Configuring DNS Server Zones” section.

Note the following:
e The zone_index value must be different for each zone.
* You can select tier2 for up to 16 different zones (tierl allows 6 zones).

¢ Select the load-balancing method of your choice.
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3. Create DNS records that point to VIPs that are currently associated with DNS
names. Refer to Chapter 1, Configuring the CSS Domain Name Service, in
the “Configuring Domain Records” section.

For example, suppose you have the following owner configuration.

Ihkkkkkkhkkkhkxhhkxkkkxhkkx*x QWNER ****kdkxhkkrhkkrhkkkhkkkhkxx

owner GLB

content rulel
add service sl
vip address 5.5.5.5
add dns www.work.com
active

You would need to add a record similar to the following.

(config)# dns-record a www.work.com 5.5.5.5 0 single kal-ap
1.1.1.1

For details on configuring zone-based DNS, refer to Chapter 1, Configuring the
CSS Domain Name Service, in the “Configuring a CSS as an Authoritative DNS
Server” section.

For details on configuring content rule-based DNS, refer to Chapter 1,
Configuring the CSS Domain Name Service, in the “Configuring DNS Using
Content Rules” section.

Configuring DNS Sticky Parameters

The following sections describe the commands and their options and variables
that you use to configure DNS Sticky.

Enabling the Global Sticky Database
~

Note  Because the Global Sticky Database (GSDB) requires the configuration of a
Proximity Database (PDB), you must configure a PDB before you enable the
GSDB on the same CSS. For details on configuring a PDB, refer to Chapter 5,
Configuring Network Proximity, in the “Configuring a Proximity Database”
section.
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Use the gsdb command to enable a GSDB on a dedicated CSS 11150 with

256 MB of RAM when you are configuring GSLB with a GSDB (see “DNS Sticky
with a GSDB” earlier in this chapter) or when you are using DNS Sticky in a
Network Proximity configuration (see “DNS Sticky in a Network Proximity
Environment” earlier in this chapter).

The gsdb command and its show and no versions are part of the PDB feature set
and require the PDB license key.

You do not need to configure a GSDB to use the basic DNS Sticky feature in a

GSLB environment. However, a GSDB provides a more robust DNS Sticky and
load-balancing configuration. For details on the available types of DNS Sticky

configurations, see “Overview of DNS Sticky” earlier in this chapter.

The syntax for this global configuration mode command is:
gsdb

To disable a GSDB, enter:

(config) # no gsdb

Resetting the Global Sticky Database Statistics

Use the gsdb zero command to reset the Sticky Lookups and Sticky Sets statistics
that are displayed by the show gsdb command. The syntax for this global
configuration mode command is:

gsdb zero

Configuring the Global Sticky Database Interface

Use the gsdb-interface command on the CSS DNS server to create an interface
for the CSS to communicate with a GSDB. A GSDB responds with a zone index
to sticky queries from CSS DNS servers. All GSDBs participating in a peer mesh
share sticky TTL and sticky zone information over APP.
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Note  The gsdb-interface command and its no version are part of the Enhanced feature
set.

The syntax for this global configuration mode command is:
gsdb-interface [primarylsecondary] ip_address

The variables and options are:

e primarylsecondary - Specifies an interface for the primary or secondary
GSDB. The CSS uses the primary GSDB for sticky requests unless it is
unavailable, in which case it uses the secondary GSDB.

e ip_address - IP address of the GSDB. Enter the address in dotted-decimal
notation (for example, 192.168.11.1).

Note  In a Network Proximity configuration, the IP address of the primary GSDB
interface is typically the same as the IP address of the PDB.

For example:

(config)# gsdb-interface primary 192.168.11.1

To delete a primary GSDB interface, enter:

(config) # no gsdb-interface primary

Resetting the Global Sticky Database Interface Statistics

Use the gsdb-interface zero command to reset the GSDB interface statistics that
are displayed by the show gsdb-interface command. The syntax for this global
configuration mode command is:

gsdb-interface zero
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Configuring the Time to Live for Global Sticky Database Entries

Issue the gsdb ttl command on the GSDB to specify a time to live (TTL) for the
GSDB sticky domain entries. The value you enter determines the length of time
in seconds that GSDB entries are valid. Any new request from a D-proxy for a
sticky domain that arrives before the timer expires, resets the timer.

The syntax for this global configuration mode command is:
gsdb ttl 1¢l_value

The variable is ##l_value, which specifies the length of time in seconds that GSDB
entries are valid. Enter an integer between 300 and 1000000. The default is 7200
seconds (2 hours).

For example:

(config)# gsdb ttl 7200

Configuring Sticky Domain Records

Note

Use the dns-record command to configure sticky domain records on the CSS
configured as a DNS server. Domain records labeled as sticky-enabled indicate
to the CSS that it should attempt to provide a sticky response before it answers the
DNS query from the client.

If you configure a GSDB and any sticky domains in a particular zone, you must
configure all sticky domains participating in the peer mesh in that same zone.
Otherewise, the thrashing of the sticky zone index could cause DNS Sticky to fail.

For details on configuring domain records, refer to Chapter 1, Configuring the
CSS Domain Name Service, in the “Configuring Domain Records” section.
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Configuring Server Zones for DNS Sticky

Use the dns-server zone command to configure DNS server zones in the CSS.
This feature allows the CSS to respond to DNS requests based upon different
balance criteria and domain availability within zones or locations. For details on
configuring zones, refer to Chapter 1, Configuring the CSS Domain Name
Service, in the “Configuring DNS Server Zones” section.

Displaying DNS Sticky Statistics

Use the following show commands to display DNS Sticky statistics for the GSDB,
GSDB interface, domain records, and DNS server zones.

Displaying Global Sticky Database Statistics

Use the show gsdb command to display GSDB statistics. This command is part
of the PDB feature set and is available in all modes. The syntax is:

show gsdb

Table 2-6 describes the fields in the show gsdb output.

Table 2-6  Field Descriptions for the show gsdb Command

Field Description

Sticky The number of sticky requests received from a CSS DNS server.
Lookups

Sticky Sets The number of times the DNS server selected the sticky zone

and informed the GSDB because the GSDB did not have the
zone information in its database.

Sticky BLKs | The number of sticky blocks that are currently in the GSDB.
Present The sticky blocks contain the zone and TTL information for
sticky-enabled domains.

Sticky TTL The time to live (in seconds) of a sticky entry in the GSDB.
Values range from 300 to 1000000 seconds. The default is 7200
seconds (2 hours).
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Displaying GSDB Interface Statistics

Note

Use the show gsdb-interface command to display statistics for the GSDB
interface on the DNS server CSS. This command is part of the Enhanced feature
set and is available in all modes.

This command is not available on a PDB or a GSDB.

The syntax is:

show gsdb-interface

Table 2-7 describes the fields in the show gsdb-interface output.

Table 2-7  Field Descriptions for the show gsdb-interface Command

Field

Description

Active GSDB

The GSDB that is currently being used: Primary or Secondary.

Primary Trans

The number of times the primary GSDB transitioned state
between Up and Down.

Primary Req

The number of requests received by the primary GSDB from
DNS servers.

Primary Rsp

The number of responses sent to DNS servers by the primary
GSDB.

Secondary The number of times the secondary GSDB transitioned state

Trans between Up and Down.

Secondary The number of requests received by the secondary GSDB from

Req DNS servers.

Secondary Rsp |The number of responses sent to DNS servers by the secondary
GSDB.

Total Req The total number of requests sent by the DNS server to the
GSDB.

Total Rsp The total number of responses received by the DNS server from

the GSDB.
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Displaying DNS Sticky Domain Record Statistics

Use the show dns-record sticky command to view statistics associated with
sticky domain records. This command is part of the Enhanced feature set and is
available in all modes. The syntax is:

show dns-record sticky {dns_name}

The variable is dns_name, which is the DNS name mapped to a domain record for
which you want to display sticky domain statistics. Enter the name as a lower case
unquoted text string with no spaces and a maximum of 63 characters.

Table 2-8 describes the fields in the show dns-record sticky output.

Table 2-8 Field Descriptions for the show dns-record sticky Command

Field

Description

Name

The name of the sticky domain associated with the record.

Last Zone

The zone index of the last zone that was selected either by the
GSDB or by the DNS server’s load-balancing method.

Last IP Used

The last source (D-proxy) IP address used as a key to make a
sticky decision.

Sets

The number of times the DNS server selected the sticky zone
and informed the GSDB because the GSDB did not have the
zone information in its database.

GSDB
Lookups

The number of times a DNS server sent a sticky lookup request
to the GSDB for the specified domain.

GSDB
Responses

The number of times the GSDB responded to GSDB Lookup
requests from a DNS server for the specified domain.

Displaying Domain Load Statistics

Use the show dns-record load command to display load information associated
with domains. The syntax for this all configuration mode command is:

show dns-record load {dns_name}
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The variable is dns_name, which is the DNS name mapped to a domain record for
which you want to display load statistics. Enter the name as a lower case unquoted
text string with no spaces and a maximum of 63 characters.

Table 2-9 describes the fields in the show dns-record load output.

Table 2-9 Field Descriptions for the show dns-record load Command

Field Description
Name The name of the domain associated with the record.
LeastLoaded |The zone index of the current least-loaded zone in the peer
mesh.
Zone The zone index of the zone or zones in which the record exists.
An asterisk (*) indicates the zone index of the local zone.
Description A text description of the zone.
Type The record type:
e A - Address record
e NS - Name server record
IP Address The IP address associated with the record for the returned zone.
Load The load number, an integer from 2 to 255 indicating the zone’s
current burden for the specified domain. A load of 255 indicates
that the service is offline. A dash (-) indicates an undefined load,
that is, load reports are not being received.
MinRespTime |The response time of the fastest server associated with the zone.

This parameter value is used to break ties when load numbers
are similar. A dash indicates an undefined MinRespTime.

Displaying DNS Record Statistics

Use the show dns-record statistics command to display statistics associated with
the domain records configured locally and learned by the CSS from its peers. For
details on displaying DNS record statistics, refer to Chapter 1, Configuring the
CSS Domain Name Service, in the “Displaying DNS Record Information”

section.
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Displaying DNS Record Keepalives

Use the show dns-record keepalive command to display information about
keepalives associated with DNS records. For details on displaying DNS record
keepalives, refer to Chapter 1, Configuring the CSS Domain Name Service, in the
“Displaying DNS Record Keepalive Information” section.

Displaying Proximity and GSDB Metrics

Note

Use the show proximity metric command to display GSDB and/or PDB metrics
(in milliseconds) associated with a client’s local DNS server IP address. This
command is available on a GSDB, a PDB, and a PDNS.

The syntax for this global configuration mode command is:
show proximity metric ip_address {ip_prefix {aggregate}}

The variables and options are:

® ip_address - IP address of the client’s local DNS server for which you want
to display proximity metrics. Enter the address in dotted-decimal notation
(for example, 192.168.11.1).

e ip_prefix - This optional parameter is used to map an IP prefix to an IP
address allowing you to view metrics over a range of IP addresses. Enter the
prefix as either:

— A prefix length in CIDR bitcount notation (for example, /24).
— A subnet mask in dotted-decimal notation (for example, 255.255.255.0).

e aggregate - This optional keyword allows you to view aggregated metrics
that are available in both /16 and /8 subnet masks.

Probed metrics are statistically aggregated at the /8 and /16 prefix levels.

In the GSDB, the metrics are sorted by sticky zone index. In the PDB, the
round-trip time (RTT) metrics are sorted by proximity zone. In the PDNS, the
metrics are sorted by RTT. An asterisk next to a zone indicates the local zone
where the command was issued.
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The maximum value of an RTT metric is 3968 ms. A value of 4095 ms indicates
that a client’s local name server was unreachable or had an RTT value of more
than 4 seconds.

For example, to view the PDB and /or GSDB metrics associated with the client IP
address of 172.23.5.7 and an IP prefix of 24, enter:

(config)# show proximity metric 172.23.5.7/24

Table 2-10 describes the fields in the show proximity metric output.

Table 2-10 Field Descriptions for the show proximity metric Command

Field Description

IP Address The IP address of the client’s local DNS server for which you
want to display metrics.

IP Prefix The IP pefix length or subnet mask associated with the TP
address.

Index The zone index number associated with the DNS zone. An
asterisk (*) indicates the local zone where you issued the
command.

Description A logical name or text description of the zone.

Metric The round-trip time (RTT) between the PDB and a referral-DNS

server. The DNS server uses the RTT as the proximity metric for
load-balancing decisions.

Sticky Value | The sticky zone index stored in the GSDB and returned to the
PDNS after a sticky lookup.

TTL For DNS Sticky configurations, the remaining time-to-live
(TTL) in seconds for this GSDB entry.

Displaying Server Zones for DNS Sticky

Use the show zone command to display information about DNS server zones
communicating in a zone mesh. For details on displaying DNS server zones, refer
to Chapter 1, Configuring the CSS Domain Name Service, in the “Displaying
DNS Server Zones” section.

| 78-13887-05

Cisco Content Services Switch Advanced Configuration Guide g




Chapter2  Configuring the DNS Sticky Feature |

M Displaying DNS Sticky Statistics

Cisco Content Services Switch Advanced Configuration Guide
m. 78-13887-05 |



	Configuring the DNS Sticky Feature
	Overview of DNS Sticky
	DNS Sticky Without a GSDB
	DNS Sticky with a GSDB
	DNS Sticky in a Network Proximity Environment

	DNS Sticky Quick-Start Procedures
	Configuring DNS Sticky without a GSDB
	Configuring DNS Sticky with a GSDB
	Global Sticky Database Configuration Quick Start
	DNS Server Configuration Quick Start

	Configuring DNS Sticky with Network Proximity
	Global Sticky Database Configuration Quick Start
	DNS Server Configuration Quickstart


	Converting Content Rule-Based DNS to Zone-Based DNS
	Configuring DNS Sticky Parameters
	Enabling the Global Sticky Database
	Resetting the Global Sticky Database Statistics
	Configuring the Global Sticky Database Interface
	Resetting the Global Sticky Database Interface Statistics
	Configuring the Time to Live for Global Sticky Database Entries
	Configuring Sticky Domain Records
	Configuring Server Zones for DNS Sticky

	Displaying DNS Sticky Statistics
	Displaying Global Sticky Database Statistics
	Displaying GSDB Interface Statistics
	Displaying DNS Sticky Domain Record Statistics
	Displaying Domain Load Statistics
	Displaying DNS Record Statistics
	Displaying DNS Record Keepalives
	Displaying Proximity and GSDB Metrics
	Displaying Server Zones for DNS Sticky




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


