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C H A P T E R 7

Configuring Adaptive Session 
Redundancy

This chapter describes how to configure Adpative Session Redundancy (ASR) for 
stateful failover on a Cisco 11500 series CSS.

This chapter contains the following major sections:

• Overview of CSS Redundancy

• Configuring Adaptive Session Redundancy

• Displaying ASR Information
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Overview of CSS Redundancy
Redundancy helps to ensure:

• High availability for your network appplications

• Users do not experience long network delays or black holes due to a single 
point of failure.

A CSS provides three types of redundancy.

• Virtual IP (VIP) redundancy and virtual interface redundancy - Provide 
redundant VIP addresses and redundant virtual interfaces for fate sharing and 
server default gateways. For details, refer to Chapter 6, Configuring VIP and 
Virtual Interface Redundancy.

• Adaptive Session Redundancy (ASR) - Provides session-level redundancy 
(stateful failover) to continue active flows without interruption if the master 
CSS fails over to the baclup CSS. For details, see this chapter.

• Box-to-box redundancy - Provides chassis-level redundancy between two 
identically configured CSSs. For details, refer to Chapter 8, Configuring 
Box-to-Box Redundancy.

The following sections provide information about when and when notto use the 
different types of redundancy.

When to Use VIP and Virtual Interface Redundancy
Typically, you configure VIP redundancy on the public side of CSS peers that are 
positioned in front of a server farm. You configure virtual interface redundancy 
on the private-side interfaces attached to the L2 device in front of the servers.

Configure VIP redundancy:

• With virtual interface redundancy to provide fate sharing

• When you have a common subnet between the two CSSs on which the VIPs 
reside

• As a prerequisite to configuring ASR (requires active-backup VIP 
redundancy)

• To provide active-active CSS behavior (both CSSs processing flows)
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Configure interface redundancy:

• With VIP redundancy to provide fate sharing

• When you need a default gateway for the back-end servers

• Instead of VIP redundancy on the client side of the CSS when the VIPs are 
on a subnet different from the subnet of your uplinks

When to Use ASR
ASR provides session-level redundancy for applications where active flows 
(including TCP and UDP) must continue without interruption, even if the master 
CSS fails over to the backup CSS.

Configure ASR:

• If you require stateful failover for mission-critical applications (for example, 
enterprise applications, long-lived flows, such as HTTP or FTP file transfers, 
and e-commerce)

• After you have first configured active-backup VIP and virtual interface 
redundancy

When to Use Box-to-Box Redundancy
Configure box-to-box redundancy when you:

• Expect the behavior of the CSSs to be active/standby (only the master CSS 
processes flows)

• Can configure a dedicated Fast Ethernet (FE) link between the CSSs for the 
VRRP heartbeat

Do not configure box-to-box redundancy when you:

• Expect the behavior of the CSSs to be active-active (both CSSs processing 
flows). Use VIP redundancy instead.

• Cannot configure a dedicated FE link between the CSSs.
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Configuring Adaptive Session Redundancy
Configure Adaptive Session Redundancy (ASR) on Cisco 11500 series CSS peers 
in an active-backup VIP redundancy and virtual interface redundancy 
environment to provide stateful failover of existing flows. ASR ensures that, if the 
master CSS fails, the backup CSS has the necessary flow-state information to 
continue any active flows (including TCP and UDP) without interruption when 
the backup CSS assumes mastership. “Adaptive” means that you can configure 
ASR on a per content rule basis.

Use ASR for:

• Mission-critical enterprise applications.

• Long-lived flows such as FTP and HTTP file transfers.

• E-commerce applications, such as online stock trading or banking where 
users must remain connected to a service for the duration of a transaction 
even if the master CSS fails.

In an ASR configuration, CSSs replicate flows that are:

• Fully-resolved (the master CSS has received a SYN/ACK from a server)

• Set up using content rules, services, and source groups that you specify as 
redundant

Note For implicit or explicit Layer 5 rules, where there is delayed binding, binding is 
not complete until the CSS processes the SYN/ACK from the server. If a failover 
occurs in the middle of a spanned content request, the master CSS will not receive 
the SYN/ACK from the server and the flow will not be replicated on the backup 
CSS. No data is lost and users can simply refresh their browsers to restart the 
connection.

Note During an FTP failover, the control channel and/or the data channel need to share 
information with the backup CSS. If the current state information has not been 
fully transferred across the ISC link to the backup CSS, then the flow may be lost.
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This section includes the following topics:

• Stateful Failover

• Inter-Switch Communications

• Redundant Indexes

• Configuration Requirements and Restrictions

• ASR Quick Start

• Configuring Inter-Switch Communications

• Configuring Redundant Services

• Configuring Redundant Content Rules

• Configuring Redundant Source Groups

• Synchronizing ASR Configurations

Stateful Failover
Active flows that match a redundant content rule, service, or source group on the 
master CSS are replicated as dormant flows on the backup CSS peer. A dormant 
flow contains all the flow-state information necessary for the backup CSS to take 
over the flow if the master CSS fails, including the flow ID assigned by the session 
processor (SP) that created the flow. If the master CSS fails, the dormant flows on 
the backup CSS become active when the backup CSS assumes mastership of the 
VIP. In turn, the active flows on the former master CSS transition to a dormant 
state to fully back up the active flows on the new master CSS.

A master CSS maps a newly activated TCP flow after it receives the first packet 
for the flow. If it can resolve a single route back to the source address, a CSS 
attempts to map a UDP flow when it activates the flow. Otherwise, the CSS maps 
the UDP flow after it receives the first packet for the flow.
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Inter-Switch Communications
In an ASR configuration, CSS peers share redundant flow-state information over 
a maximum of two private Inter-Switch Communications (ISC) links after 
booting. ISC is a messaging service used by CSSs to exchange flow-state 
information. Only one ISC link is active at a time. The other ISC link (if 
configured) remains in backup mode until needed.

To determine if an ISC link is up, a CSS uses a mechanism called LifeTick. LifeTick 
sends an asynchronous message that contains information about the selected path. If 
the CSS does not receive a LifeTick message within one second, the CSS considers 
the ISC link to be down. If a second link is configured, the CSS uses that link for ISC.

The ISC links use the Gigabit Ethernet ports or the Fast Ethernet ports on the CSS 
session processors (SPs) to send ISC messages containing the flow-state 
information. Once you configure the ISC ports, you cannot use those same ports 
for non-ISC traffic.

Note You must connect the ISC ports directly to the two CSSs. You cannot use L2 
devices on the ISC links between the two CSSs. Also, the ISC links must be 
dedicated to passing only ISC traffic.

For new flows, CSSs exchange flow states in real time over the ISC links. For 
existing flows, CSSs exchange flow states at boot-up time and at VIP redundancy 
failover.

Redundant Indexes
ASR uses unique global redundant indexes to keep track of content rules, services, 
and source groups configured on the redundant CSS peers. Set up the redundant 
indexes in rules, services, and groups using the redundant-index command. You 
must then configure identical redundant content rules, services, and source groups 
on CSS peers in the ASR configuration.

Each redundant index that you configure on a rule, service, or group must be 
unique among all rules, services, or groups configured on a redundant pair of 
CSSs. For example, if you configure a rule with a redundant index of 1 on a pair 
of CSSs, you cannot configure an index of 1 on another rule. However, you could 
configure an index of 1 on a group or service if that value has not already been 
used on a group or a service.
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Note If you run traffic to a configuration that contains discrepancies between the 
redundant indexes on the two CSSs, the CPU utilization for each processor on the 
CSS may climb to an abnormal level (at 2000 flows/second, approximately 
50 percent utilization for each processor). If you set the logging level to notice-5 
or higher, the SCM utilization may peak at approximately 90 percent because 
each connection generates a redundant index mismatch log entry. For example:
AUG 7 14:12:15 3/1 1124272 SLR-5: Rejected. Redundant global rule index (7) 
not found.

Configuration Requirements and Restrictions
The following requirements and restrictions apply to both CSS peers in an ASR 
configuration:

• Configure VIP redundancy and virtual interface redundancy on both CSS 
peers. For details, refer to Chapter 6, Configuring VIP and Virtual Interface 
Redundancy.

• Configure a redundant VIP in a redundant content rule or source group. In 
order to activate a redundant content rule or source group, you must associate 
the rule or group with a redundant VIP.

• Ensure that VIP ranges specified in redundant content rules and source 
groups are the same as the VIPs associated with virtual routers for VIP 
redundancy. If the redundant content rule or source group VIPs are a superset, 
ASR is supported only for the VIPs that are associated with the virtual 
routers. For the remaining VIPs, the behavior is undefined when a failover 
occurs, because it is unclear whether those VIPs are mastered on the new 
master CSS or not.

• You cannot configure VIP wildcard or double-wildcard caching rules because 
they do not require a VIP. For information on wildcard cache rules, refer to 
the Cisco Content Services Switch Basic Configuration Guide.

• Configure ISC on both CSSs. This allows the CSSs to share flow-state 
information. 
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• Configure a maximum of two ISC ports on a CSS. Multiple ports must reside 
on the same module in the CSS 11503 or CSS 11506 or on the same 
CSS 11501. Also, the ports must be of the same type (Gigabit Ethernet or Fast 
Ethernet) in both CSSs. Ensure that the ISC ports are not configured in any 
VLANs. If necessary, remove the designated ports from all VLANs before 
configuring ISC. For details on disabling an interface port from a VLAN, 
refer to the Content Services Switch Administration Guide.

You must connect the ISC ports directly to the two CSSs. You cannot use L2 
devices on the ISC links between the two CSSs. Also, the ISC links must be 
dedicated to passing only ISC traffic.

• If you configure any ISC ports on an SCM, you can have only one SCM 
installed in the CSS 11506.

• The CSS 11501 does not support redundant GE Inter-Switch 
Communications links for ASR because the switch includes only a single 
GBIC port.

• Ensure that any service configured with connection limits, marked as 
redundant, and used by at least one redundant content rule is used only by 
other content rules that are also redundant. If this is not true, there could be 
redundant and nonredundant flows connected to the service with connection 
limits. In case of a failover, no information is available for the nonredundant 
flows on the backup CSS. Until the server cleans up the nonredundant flow 
connections, they continue to contribute to the connection limit on the service 
without the backup CSS having any knowledge of how many such 
connections exist. Making all flows redundant by imposing the above 
restrictions eliminates this problem.

• When you configure critical services, be sure to change the default keepalive 
settings to the following recommended settings for ASR. For example, enter:

service CriticalService
ip address 192.168.2.1
keepalive frequency 2
keepalive maxfailure 2
keepalive retryperiod 2
active

Note The above keepalive values are a recommended starting point. Some 
scripted keepalives may take longer than two seconds to run. You may 
need to adjust your keepalive values so that the CSS detects a failure 
before your application times out.
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• Configure as redundant any source groups that you specify in ACL clauses. 
It is helpful to configure ACLs similarly on the master and backup CSSs. This 
ensures that the CSSs can share the port-map state during flow setup time, 
and, at failover time, a CSS finds the same ACL and source group configured 
on the peer. Otherwise, when a flow fails over to the backup, it is possible that 
the flow may match on a different ACL clause that has no source group 
configured or a different source group (possibly a nonredundant one).

Source groups selected by ACL-checking always take precedence over other 
source group matches for a flow. Therefore, if the master and backup CSSs 
have different ACL definitions, when a flow fails over to the backup and the 
source group selected on the master is not found on the backup, the CSS 
rejects the flow. Also, if the flow matches on a different source group through 
an ACL, that source group takes precedence over the redundant source group 
that was sent from the master.

• Configure as redundant any preferred service that you configured in an ACL 
clause.

• Configure mutually exclusive port-map ranges on the redundant peers using 
the global-portmap command to avoid potential network port collisions. 
Keeping the port-map ranges mutually exclusive on the redundant peer also 
eliminates the need to dynamically update the global port-map database on 
the backup CSS. For more information on port mapping, refer to the Cisco 
Content Services Switch Administration Guide.

• Do not configure ASR and stateless redundancy failover on the same CSS. 
Such a configuration is not supported. For details on stateless redundancy 
failover, refer to Chapter 8, Configuring Box-to-Box Redundancy, in the 
“Configuring Stateless Redundancy Failover” section.

• ASR does not support NAT Peering. For details on NAT Peering, refer to the 
Content Services Switch Basic Configuration Guide.
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ASR Quick Start
Table 7-1 provides a quick overview of the steps required to configure ASR for 
each CSS in the redundant configuration. Each step includes the CLI command or 
a reference to the procedure required to complete the task. For a complete 
description of each feature and all the options associated with the CLI command, 
see the sections following Table 7-1.

Table 7-1 ASR Configuration Quick Start

Task and Command Example

1. Enter config mode.

# config
(config)#

2. Configure active/backup VIP and virtual interface redundancy. Refer to 
Chapter 6, Configuring VIP and Virtual Interface Redundancy earlier in this 
chapter.

3. Configure a maximum of two directly connected (no intervening L2 
devices) ISC links on Gigabit Ethernet or Fast Ethernet ports between the 
two redundant CSSs. See “Configuring Inter-Switch Communications” 
later in this chapter.

(config)# interface 1/1
(config-if[ 1/1])# isc-port-one
(config)# interface 1/2
(config-if[ 1/2])# isc-port-two

4. Configure services that are targets of redundant content rules. For more 
information on services, refer to the Cisco Content Services Switch Basic 
Configuration Guide.

(config)# service server1
(config-service[server1])# ip address 192.168.100.100
(config-service[server1])# redundant-index 1
(config-service[server1])# active
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5. Configure redundant content rules and add the redundant services. For more 
information on content rules, refer to the Cisco Content Services Switch 
Basic Configuration Guide.

(config)# owner arrowpoint
(config-owner[arrowpoint])# content rule1
(config-owner-content[arrowpoint-rule1]# vip address 192.168.1.1
(config-owner-content[arrowpoint-rule1]# protocol tcp
(config-owner-content[arrowpoint-rule1]# port 80
(config-owner-content[arrowpoint-rule1]# url “/redundant.html”
(config-owner-content[arrowpoint-rule1]# add service server1
(config-owner-content[arrowpoint-rule1]# redundant-index 5
(config-owner-content[arrowpoint-rule1]# active

6. Configure redundant source groups and add the redundant services. For 
more information on source groups, refer to the Cisco Content Services 
Switch Basic Configuration Guide.

(config)# group group1
(config-group[group1])# vip address 192.168.10.10
(config-group[group1])# add service server1
(config-group[group1])# redundant-index 4
(config-group[group1])# active

7. Configure global port mapping (port translation) with mutually exclusive 
port ranges on the CSS peers to avoid potential port collisions. For more 
information on CSS port mapping, refer to the Cisco Content Services 
Switch Administration Guide.

For example, on one CSS peer, enter:

(config)# global-portmap base-port 3000 range 30000

On the other CSS peer, enter:

(config)# global-portmap base-port 33100 range 30000

8. Configure the same redundant services, content rules, and source groups on 
the other CSS peer (synchronize the configurations).

Table 7-1 ASR Configuration Quick Start (continued)

Task and Command Example
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Configuring Inter-Switch Communications
Inter-Switch Communications (ISC) is a messaging service that Cisco 11500 
series CSS peers use to exchange flow-state information in an ASR configuration. 
If the master CSS fails, the backup CSS already has the flow-state information 
necessary to continue the current flows without interruption. Using ISC, CSSs 
exchange state information:

• For existing flows at boot-up time and at VIP redundancy failover

• For new flows in real time (after the CSS receives a SYN/ACK from the 
server)

Use the isc-port-one and isc-port-two commands in interface configuration 
mode to enable ISC between two Cisco 11500 series CSSs in an ASR 
configuration. You can configure a maximum of two ISC ports on each CSS. The 
two ports must be of the same type (Gigabit Ethernet or Fast Ethernet) and must 
be on the same module in the CSS 11503 or CSS 11506 or on the same 
CSS 11501.

The CSS 11501 does not support redundant GE Inter-Switch Communications 
links for ASR because the switch includes only a single GBIC port.

You must connect the ISC ports directly to the two CSSs. You cannot use L2 
devices on the ISC links between the two CSSs. Also, the ISC links must be 
dedicated to passing only ISC traffic.

For example, to enable both ISC ports on a CSS 11506, enter:

(config)# interface 1/1
(config-IF[ 1/1])# isc-port-one
(config-IF[ 1/1])# interface 1/2
(config-IF[ 1/2])# isc-port-two

To disable both ISC ports on a CSS 11506, enter:

(config)# interface 1/1
(config-IF[ 1/1])# no isc-port-one
(config-IF[ 1/1])# interface 1/2
(config-IF[ 1/2])# no isc-port-two
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Configuring Redundant Services
Use the redundant-index command to configure the global service index for a 
redundant service. A CSS uses the global service index to keep track of redundant 
services and associated flow-state information.

The syntax for this service configuration mode command is:

redundant-index index

The variable index is a unique number you assign to a redundant service. Enter a 
unique integer from 0 to 32767, where a value of 0 disables ASR for a service. 
The default is 0, but it does not appear in the running-config even if you configure 
it explicitly.

For example:

(config-service[server1])# redundant-index 5

To disable ASR for a service, enter:

(config-service[server1])# no redundant-index

Note If you issue the no redundant-index command on an active redundant service for 
live redundancy peers, the command automatically suspends the service. Flows 
already mapped by a CSS are not affected. However, if a failover occurs during 
the life of an active flow that matches on such a suspended service, the backup 
CSS cannot map the flow because it cannot find the service with the same global 
index as that on the original master.

For more information on configuring services, refer to the Cisco Content Services 
Switch Basic Configuration Guide.

Configuring Redundant Content Rules
Use the redundant-index command to configure the global content index for a 
redundant content rule. A CSS uses the global content index to keep track of 
redundant content rules and associated flow-state information.

The syntax for this content configuration mode command is:

redundant-index index
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The variable index is a unique number you assign to a redundant content rule. 
Enter a unique integer from 0 to 32767, where a value of 0 disables ASR on a 
content rule. The default is 0, but it does not appear in the running-config even if 
you configure it explicitly.

For example:

(config-owner-content[arrowpoint-rule1]# redundant-index 1

To disable ASR on a content rule, enter:

(config-owner-content[arrowpoint-rule1]# no redundant-index

Note If you issue the no redundant-index command on an active redundant content 
rule for live redundancy peers, the command automatically suspends the content 
rule. Flows already mapped by a CSS are not affected. However, if a failover 
occurs during the life of an active flow that matches on such a suspended content 
rule, the backup CSS cannot map the flow because it cannot find the content rule 
with the same global index as that on the original master.

For more information on configuring content rules, refer to the Cisco Content 
Services Switch Basic Configuration Guide.

Configuring Redundant Source Groups
Use the redundant-index command to configure the global source group index 
for a redundant source group. A CSS uses the global source group index to keep 
track of redundant content rules and associated flow-state information.

The syntax for this group configuration mode command is:

redundant-index index

The variable index is a number you assign to a redundant source group. Enter a 
unique integer from 0 to 32767, where a value of 0 disables ASR for a source 
group. The default is 0, but it does not appear in the running-config even if you 
configure it explicitly.

For example, to enable ASR for a source group:

(config-group[group1])# redundant-index 4
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To disable ASR for a source group, enter:

(config-group[group1])# no redundant-index

Note If you issue the no redundant-index command on an active redundant source 
group on live redundancy peers, the command automatically suspends the source 
group. Flows already mapped by a CSS are not affected. However, if a failover 
occurs during the life of an active flow that matches on such a suspended source 
group, the backup CSS cannot map the flow because it cannot find the source 
group with the same global index as that on the original master.

For more information on configuring source groups, refer to the Cisco Content 
Services Switch Basic Configuration Guide.

Synchronizing ASR Configurations
You must synchronize configurations on both CSS peers to ensure that the 
ASR-specific configurations on the master CSS and the backup CSS are the same. 
This is critical to the proper functioning of ASR.

For ASR, you must manually configure on each peer:

• ISC

• Redundant content rules

• Redundant services

• Redundant source groups

Displaying ASR Information
Use the commands described in the following sections to display information for:

• Inter-Switch Communications

• Dormant flows used for ASR

• ASR status and global redundant indexes
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Displaying Inter-Switch Communications Ports
Use the show isc-ports command to display the ports configured for ISC on a 
Cisco 11500 series CSS.

Table 7-2 describes the fields in the show isc-ports output.

Displaying Dormant Flow Information
Use the show dormant flows command to display information about the current 
dormant flows on the backup CSS in an ASR configuration. Dormant flows are 
flows on the backup CSS that become active if the master CSS fails and the 
backup CSS assumes mastership.

The syntax for this command is:

show dormant flows {source_address {destination_address}}

The optional variables for this command are:

• source_address - Displays dormant flows for the specified source IP address. 
Enter the IP address in dotted-decimal notation (for example, 192.168.11.1).

• destination_address - Displays dormant flows for the specified destination IP 
address. Enter the IP address in dotted-decimal notation (for example, 
192.168.11.1).

Table 7-2 Field Descriptions for the show isc-ports Command

Field Description

Inter-Switch 
Communications 
Configuration

Lists the CSS ports (in slot/port format) configured for 
ISC port one and ISC port two. If ISC is not configured, 
the command displays the following messages: 
Inter-Switch Port One is not configured. 

Inter-Switch Port Two is not configured.

Inter-Switch 
Communications 
Status

Indicates whether ISC is Up or Down and, if Up, on 
which CSS port ISC is currently active.
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Table 7-3 describes the fields in the show dormant flows output.

Use the flow statistics dormant command to display summary information about 
redundant dormant flows.

Table 7-4 describes the field in the flow statistics dormant output.

Table 7-3 Field Descriptions for the show dormant flows Command

Field Description

Src Address The source address for the flow.

SPort The source port for the flow.

Dst Address The destination address for the flow.

DPort The destination port for the flow.

NAT Dst Address The network address translation (NAT) destination 
address.

Prt In Not applicable. A dormant flow does not have a port 
associated with it.

OutPort Not applicable. A dormant flow does not have a port 
associated with it.

Table 7-4 Field Descriptions for the flow statistics dormant Command

Field Description

Total Dormant Flows The total number of inactive redundant flows mapped 
on the backup CSS from active redundant flows on the 
master CSS. The dormant flows contain all the 
flow-state information necessary for the backup CSS to 
master the flows if the master CSS fails. If the master 
CSS fails, the backup CSS becomes the master CSS and 
the dormant flows become active flows.
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Displaying ASR Information for Content Rules, Services, and 
Source Groups

The following sections describe how to display ASR information specific to 
content rules, services, and source groups.

Displaying ASR Status and Global Index Values

Use the show rule, show service, and show group commands to display 
information about ASR status and global redundant indexes. The relevant fields 
in the output of these commands are:

• Session Redundancy - The state of ASR for the content rule, service, or 
source group. Possible values are: Enabled or Disabled

• Redundancy Global Index - The unique global index value for ASR 
configured for the content rule, service, or source group using the 
redundant-index command.

For full details on the show rule, show service, and show group commands, refer 
to the Cisco Content Services Switch Basic Configuration Guide.

Displaying Summary ASR Information

Use the show session-redundant command to display summary ASR information 
about redundant content rules, services, and source groups.

The syntax for this global configuration mode command is:

show session-redundant [rule|service|group|all]

The optional keywords are:

• rule - Displays summary ASR information for redundant content rules.

• service - Displays summary ASR information for redundant services.

• group - Displays summary ASR information for redundant source groups.

• all - Displays summary ASR information for content rules, services, and 
source groups.
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For example, to view summary ASR information for redundant content rules, 
enter:

(config)# show session-redundant rule

Table 7-5 describes the fields.

Table 7-5 Field Descriptions for the show session-redundant Command

Field Description

Session Redundant Content Rules

Content Rule The redundant content rule name.

Content Rule 
State

The current state of the redundant content rule. Possible 
states are: Active or Suspend.

VIP Address The virtual IP address of the redundant content rule in 
dotted decimal notation.

Redundancy 
Global Index

The ASR global index configured for the redundant 
content rule.

Redundancy State The state of the CSS peer: Master, Backup, or Suspend.

Rule Redundant 
Services 1

The name of the redundant service and its global index 
value configured on the rule.

Session Redundant Services

Service The name of the redundant service.

Service State The current state of the redundant service. Possible 
states are: Alive, Dying, or Down.

IP Address The virtual IP address of the redundant service in 
dotted-decimal notation.

Redundancy 
Global Index

The ASR global index configured for the redundant 
service.

Session Redundant Source Groups

Source Group The name of the redundant source group.

Source Group 
State

The current state of the redundant source group. 
Possible states are: Active or Suspend.

VIP Address The virtual IP address of the redundant source group.
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Redundancy 
Global Index

The ASR global index configured for the redundant 
source group.

Group Redundant Services

Source 
Services

The redundant source services configured in this 
redundant source group, their keepalive state, and 
global index. If no source services are configured in this 
source group, the value is NONE.

Destination 
Services

The redundant destination services configured in this 
redundant source group and their keepalive state. If no 
destination services are configured in this source group, 
the value is NONE.

Table 7-5 Field Descriptions for the show session-redundant Command

 (continued)

Field Description
7-20
Cisco Content Services Switch Advanced Configuration Guide

78-13887-05


	Configuring Adaptive Session Redundancy
	Overview of CSS Redundancy
	When to Use VIP and Virtual Interface Redundancy
	When to Use ASR
	When to Use Box-to-Box Redundancy

	Configuring Adaptive Session Redundancy
	Stateful Failover
	Inter-Switch Communications
	Redundant Indexes
	Configuration Requirements and Restrictions
	ASR Quick Start
	Configuring Inter-Switch Communications
	Configuring Redundant Services
	Configuring Redundant Content Rules
	Configuring Redundant Source Groups
	Synchronizing ASR Configurations

	Displaying ASR Information
	Displaying Inter-Switch Communications Ports
	Displaying Dormant Flow Information
	Displaying ASR Information for Content Rules, Services, and Source Groups
	Displaying ASR Status and Global Index Values
	Displaying Summary ASR Information





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


