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NAS/LAC

!
version 12.0
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
!
host nane as5300
!
aaa new node
aaa aut hentication |ogin default |ocal
aaa aut hentication | ogin CONSCLE none
aaa aut hentication ppp default if-needed group tacacs+
aaa aut horization network default group tacacs+
enabl e password sonet hi ngSecr et
!
user nane john password O secret4ne
!
i p subnet-zero
!
vpdn enabl e
!
i sdn switch-type prinmary-5ess
!
controller T1 O
fram ng esf
cl ock source line primary
i necode b8zs
pri-group tinmeslots 1-24
!
controller T1 1
fram ng esf
cl ock source line secondary 1
i necode b8zs
pri-group tinmeslots 1-24
!
controller T1 2
fram ng esf
i necode b8zs
pri-group tinmeslots 1-24
!
controller T1 3
fram ng esf
i necode b8zs
pri-group tinmeslots 1-24
!
interface EthernetO
ip address 172.16.186.52 255. 255. 255. 240
no i p directed-broadcast
!
interface Serial 023
no i p address
no i p directed-broadcast
encapsul ati on ppp
i p tcp header-conpression passive
dialer rotary-group 1
isdn switch-type primary-5ess
i sdn i ncom ng-voi ce nodem
no cdp enabl e




interface Serial 123

no i p address

no ip directed-broadcast
encapsul ati on ppp

i p tcp header-conpressi on passive
dialer rotary-group 1

isdn switch-type prinmary-5ess

i sdn i ncom ng-voi ce nodem

no cdp enabl e

nterface Serial 223

no i p address

no ip directed-broadcast
encapsul ati on ppp

i p tcp header-conpressi on passive
dialer rotary-group 1

isdn switch-type prinmary-5ess

i sdn i ncom ng-voi ce nodem

no cdp enabl e

nterface Serial 323

no i p address

no ip directed-broadcast
encapsul ati on ppp

i p tcp header-conpression passive
dialer rotary-group 1

isdn switch-type prinmary-5ess

i sdn i ncom ng-voi ce nodem

no cdp enabl e

nterface FastEthernetO
no i p address

no i p directed-broadcast
shut down

nterface G oup-Asyncl

i p unnunbered Et hernetO

no ip directed-broadcast

encapsul ati on ppp

i p tcp header-conpressi on passive

async node interactive

peer default ip address pool | PaddressPoo
no cdp enabl e

ppp authentication chap

group-range 1 96

nterface Dialerl

i p unnunbered Et hernetO

no ip directed-broadcast

encapsul ati on ppp

ip tcp header-conpression passive

dialer-group 1

peer default ip address pool | PaddressPoo

no cdp enabl e

ppp authentication chap

|

ip local pool |PaddressPool 10.10.10.1 10.10.10.254
no ip http server

ip classless

iproute 0.0.0.0 0.0.0.0 172.16.186. 49

|
tacacs-server host 172.16.171.9
tacacs-server key 2easy




|
line con O

| ogi n aut henticati on CONSOLE
transport input none
line 1 96

aut osel ect during-1ogin

aut osel ect ppp

nodem Di al in

line aux 0

line vty 0 4

|
end

HGWI/LNS

|
version 12.0
servi ce tinmestanps debug uptinme
service timestanps | og uptine
|
host nane access-9
|
aaa new node
aaa authentication login default |oca
aaa aut hentication | ogin CONSOLE none
aaa aut hentication ppp default if-needed group tacacs+
aaa aut horization network default group tacacs+
enabl e password sonet hi ngSecr et
|
i p subnet-zero
|
vpdn enabl e
|
vpdn- group DEFAULT
I Default L2TP VPDN group
accept-dialin
prot ocol any
virtual -tenplate 1
| ocal name LNS
I cp renegotiation al ways
| 2t p tunnel password O not 2tel
|
vpdn- group POP1
accept-dialin
protocol |2tp
virtual -tenplate 2
term nat e-from host namre LAC
| ocal name LNS
| 2t p tunnel password O 2secret
|
vpdn- group POP2
accept-dialin
protocol | 2f
virtual -tenplate 3
term nat e-from host name NAS
| ocal nane HGW
I cp renegotiation al ways
|
interface FastEthernet0/0
ip address 172.16.186.1 255. 255. 255. 240

no i p directed-broadcast
!




nterface Virtual - Tenpl atel

i p unnunbered Fast Et hernet0/0

no ip directed-broadcast

i p tcp header-conpressi on passive

peer default ip address pool | PaddressPoo
ppp authentication chap

nterface Virtual - Tenpl at e2

i p unnunbered Et hernet0/0

no ip directed-broadcast

ip tcp header-conpression passive

peer default ip address pool |PaddressPool POP1
conpress stac

ppp authentication chap

nterface Virtual - Tenpl at e3

i p unnunbered Et hernet0/0

no ip directed-broadcast

i p tcp header-conpressi on passive

peer default ip address pool |PaddressPool POP2
ppp aut hentication pap

ppp multilink

p | ocal pool I|PaddressPool 10.10.10.1 10.10.10.254
p | ocal pool |PaddressPool POP1 10.1.1.1 10.1.1.254
p | ocal pool | PaddressPool POP2 10.1.2.1 10.1.2.254
p cl assl ess

no ip http server

tacacs-server host 172.16.186.9
tacacs-server key not2difficult

ine con O

ogi n aut henticati on CONSOLE

transport input none

ine 97 120
ine aux O
ine vty 0 4

end
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key = 2easy

# Use L2TP tunnel to 172.16.186.1 when 4085555100 is
di al ed
user = dnis: 4085555100 {

service = ppp protocol = vpdn {
tunnel -id = anonynous
i p-addresses = 172.16.186.1
tunnel -type = 12tp
}
}

# Password for tunnel authentication
user = anonynous {

chap = cl eartext not2tel

}




H#Ht#

# Use L2TP tunnel to 172.16.186.1 when 4085555200 is
di al ed
user = dnis: 4085555200 {
service = ppp protocol = vpdn {
tunnel -id = LAC
i p-addresses = 172.16.186.1
tunnel -type = 12tp
}
}

# Password for tunnel authentication
user = LAC {
chap = cl eartext 2secret

}

H#Ht#

# Use L2F tunnel to 172.16.186.1 when user authenticates
with cisco.com donain
user = cisco.com {
service = ppp protocol = vpdn {
tunnel -id = NAS
i p-addresses = 172.16.186.1
tunnel -type = | 2f
}
}

# Password for tunnel authentication
user = NAS {
chap = cleartext cisco

}

# Password for tunnel authentication
user = HGW {
chap = cleartext cisco

}

HGW/LNS TACACS+E B 34+

key = not2difficult

# Password for tunnel authentication
user = NAS {
chap = cleartext cisco

}

# Password for tunnel authentication
user = HGW {
chap = cleartext cisco

}

user = santiago {
chap = cleartext letnein

service = ppp protocol =lcp { }
service = ppp protocol =ip { }

}

user = santiago@i sco.com {
gl obal = cleartext letnein




service = ppp protocol =lcp { }
service = ppp protocol = multilink { }
service = ppp protocol =ip { }

}

Kur
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