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« TLS D%, on page 1

» TLS O Hi$E 444, on page 1

« TLS &% % A% 71—, on page 2
 TLS OEHEEE & |4 FIH, on page 8

TLS O#E =

Transport Layer Security (TLS) (X% =7 R— F EREHELHREZMH LT, 2 2O A7 Al E
TET AL A TEX 27 CHEETEL V7TV v e T —HigikE KRB L £, TLS 1LH/5 R
AA DT 7R AEPSTEDIC, 2=T 74 Rala=r—varyvx—Ux §lllis A7 A
TNA A BLOT v A O # RS LOMHIHE L £,

TLS D EE &K

BARTLS N—2 3 VEBRET DS, Xy NT—F TNRARET TV r—2a VOl Jjj TED
TLS N—Va U HAR—FENTNDZEEMRLET, £, ZNHN, 2=7 74 a3z
== ary X —V¥YIMBIOT LB A —E A TRET D TLS THMI > TNDH Z E
EHRLET, IROHBONTNNBE I TND7e 0, BERO TLS B2 L Tnb 2
LERMERLET, ZOBEMEMIZ L TWARWGSIX, TR0/ E2T v F 7L — R LET,

« Skinny Client Control Protocol (SCCP) Conference Bridge

s hTrRI—F

e N— KT T AF 4T A —IFx—ariRAr s (MTP)
*SIP 7 — D =A

* Cisco Prime Collaboration Assurance

* Cisco Prime Collaboration Provisioning

* Cisco Prime Collaboration Deployment
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« Cisco Unified Border Element (CUBE)

* Cisco Expressway

* Cisco TelePresence Conductor
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TN oY AT 4T XA —Ix— 3 KR"A 2 (MTP) . Xcoder, Prime Collaboration Assurance
¥ & O Prime Collaboration Provisioning & 7 > 77 L — K95 Z LIX T EH A,

Note

A=V A Ralia=r—varyvx—YyDIHY V=AN6T v 77 L— 25503, B

D=V g D TLS ZET DI, TRTDT AL ALT TV r—2 9 0 TEDNA—=T g VR
PR—=FENTWBZEEERLET, mexE, 2=7 7 Fala=r—rary~32—Tx
IMBEOTLVLELV A —EZA DY J—R9x THR—FENBDIL, TLS 1.0 DA T,

TLSEXEF R

TLS #%i? Unified Communications Manager % {9~ 2% 1213,

Procedure

J0O—

ROVEFEEFATLET,

Command or Action

Purpose

Step 1

/N TLS /N—3 3 > D SE, on page 3,

7 7 %L h CiL, Unified Communications
Manager (25T, /N TLS N—T 3 &
ELTLORYAR— I THET, BT
D/R—=V 3 D TLS Bex = T 4 B
TRDOONDGHEIE, TLS 1.1 £/ 1.2
ZHHTHE9ICV AT AR ELE
7

Step 2

(Optional) TLS I 54K D E, on page 4.

Unified Communications Manager CH 78—
FEND TLS WS4 T v a U ERMR L &
ﬁqo

Step 3

SIP NZ 708X aT7 0 a7y AN
T TLS DX E, on page 4,

SIP k7 > 7 IZTLS #e &2 #) 0 M TE T,
Zo7u 7y ANEMNHTHNT 7T
X, YTV DI TLS 4 L
F9, £72. X a2T FTU 7 2T
HZEWZEY, ET Vv EDT A
AICTLS B BN+ 5 Z &M TEET,

Step 4

. ISty b7y

SIP N> 7 ~DEXaT 7a7yALD
1B, on page 5,

NZ 227 O TLS R— b &gt 57
O, TLS 3G SIP h 727 EXa U7 o
a7y ANESIP hT 2 ICEY K{TE
T, £, BXaT MU EMHTD
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Command or Action

Purpose

Rk, ST TV REDY V—R
WD 2 ENTE LT,

Step 5 Hiit X2 U7 4 7077 AV TOTLS |Fait¥=V7 4 7077 AW TLS #
D 5E, on page 5, HarEO N TES, ZoTa Ty A NEAf
AT 28T, 7TV Dbl
TLS Z{fH L £
Step 6 B ~DEX 2T HGE TR 7 7 ANVOIE [ER L TLS xHs 7' 7 7 A V& &EiEIC
i, on page 6, #O M TES,
Step?7 | 2= NP TS AT LT L= bAD | TLS DO EFHOEF 2T 4 T 75

X2 TS 2T 7 A LOIENN, on page

A NVEZ= =P )L TR, AT T L—

7o MZEY M TET, LDAPT 4 L7 NV [H
WRZOT 7 L— R THRESN TN 5
A%, LDAPRIMMLZE U CHEGFOE X =
VF &2 Fueya=r/TxEd,

BINTLS /N—2 3 VDR E

Step 1
Step 2
Step 3

Step 4

7 7 4L b TlL, Unified Communications Manager (233 C, /N TLS /3—T 3 & LT 1.0 234
A— kS TWET, Unified Communications Manager 35 J2 UV IM and Presence Service D {48 —
FTLS N—Va % L1 £7203 1272 80 B A=V a 2V By 21213, ROFIHAEH
LET,

WEMBZDTLS N—=Va U, Ry NT—THNDOTNAAELT I Y r—ar THR—FENRT
WD ZEEMERLET, FEAIE. TLS ORI, onpage 12 S L T 72 &0,

Procedure

Av RIS A H—T 2RI TA L LET,
BEA7 D TLS D/3—3 g » ZHER+ 2 121%, show tismin-version CLI =2~ R&FEIT L £ 7,

settlsmin-version<minimum> CLI =~ > R&FITLET, T I T, <mnimum> (X TLS D/ 3— 3
YERLET,

72 2iE, BIKTLS N—T a U & 12 ICRET HITIE, settismin-version 1.2 #ET L7,

3T D Unified Communications Manager & IM and Presence Service 7 7 A% / — KT, FJH3 %
FITLET,
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TLS B S LD E

Step 1

Step 2

Step 3

SIPA % —7 = A4 AT R O 5 F N EZ BT 52 & T, VS Ez8hcTsZ L
MNTEFET, TLS FE&i & s 9% 72 912 Unified Communications Manager CH 7R — F S5 S50
PRETHITIT., ZOFEAMHLET,

Procedure

[Cisco Unified CM 4 # (Cisco Unified CM Administration) ] 2°5, A FZEIRLET, [V AT LA
(System) 1> [T VA —TF 54 X5 A—4A (Enterprise Parameters) 1,

[E%= VT 4 /87 A—4H (Security Parameters) ] T, [TLS 554k (TLS Ciphers) ] = % —7"F
AR NRTGA=ZOWEFE LET, HHWRRA TV a oW TE, =¥ =T T4 X R7

A=BDF L TA VT ESHLTIIESN,

[f#fF (Save) 127 Vv 7 LET,

SP rZ29DEF2)T4 TAT7AILTOHTLS DFRFE

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

SIP 707 X2 UT 40 707 7AW TLS BEHZEID Y THIZIE, ROTIEEZEITLET,
o7y ANEEHTANI TR, V7TV T OO TLS 2 L £,

Procedure

[Cisco Unified CM & P (Cisco Unified CM Administration) ] 7>5, LR ZEBINLET, [V AT LA
(System) | >[t%2 YT« (Security) ] >[£F2YF 4 SP 5249 FOT7 4L (SIPTrunk
Security Profile) ].

RONTINPDOFIEEFIT L ET,
« DHEI (AddNew) 1227 U w27 LT, HTILWSIP T2 ¥ X2 UT 4 777 A%
E L £,
«[MRE (Find) |27 Vv 7 LTHREL, BFO7a 7 7 A VEIERLET,

[ZH7 (Name) | 7 4 — /L RIiZ, a7 7 A VOAREANTLET,

[T/34 A¥F=2VUT 1 F— K (Device Security Mode) |7 «—/L ROfEi%, [K'54k (Encrypted) ]
F 721X [BAF (Authenticated) ] IZEXE L F T,

[%2A5Hizi% % A 7 (Incoming Transport Type) ] 7 « —/V K & [i8{5§zi% % A 7 (Outgoing Transport
Type) 17 4 —/V RO Ofti%z, TLSIZHE LET,

[SP 529 2F2FT 4 FAT7 AL (SIPTrunk Security Profile) ] 7 4 > ROk @
TA—NVRICT—=ZEANLET, 74—V REZDREDNVTIZONTUE, AT A~
TEBRL TSN,

[fRA7 (Save) &7 VU v LET,
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SIP RS o~ntxa27 774 oiEn [

SIP kS OADEXa7 JOT74ILDEM

TLS D SIP T 7 X2 UT 4 Fm 77 A N%SIP b7 71280 HTHIZIE, ROTFIH
FHALEYT, O T U7 EGATAZEICLD, &7 ) o PR ED) V=R LDEFaT
e cEET,

Procedure

Step 1 [Cisco Unified CM ¥ (Cisco Unified CM Administration) ]72>5, L FZERL T, [T/NA4 R
(Device)] > [ k5 >4 (Trunk)],

Step 2 [BF (Find) |27 Uy 27 LTHMREL, MED N7 7 ZIERL £7,

Step 3 [7 /34 24 (DeviceName) | 7 4 —/V RIZ, T T DT NA ZA{ENTILET,

Step 4 [T/ R T—JL (DevicePool) | ka7 X7 UA KNG, T/ A T— )L EBEIRLET,

Step 5 [SPZFO2774)L (SIPProfile) ]| key 7 X o UARNT, SIP7 077 A VEIRIRLET,

Step 6 [SIPcS2Y £FXa2 )T« FAT7AIL (SIPTrunk Security Profile) | Kuy7Z o J 2 k
Ry 7 AN, FIDOZ AT THERLIZ TLS WIED SIP b T 7 7n 7 7 A Nz IR L £,
Step 7 [485E (Destination) J#HIIZ, SE5E1P T RLAZ AN LET, K16 DUEILET RLAZ AN TE
F9, BIMOWEEANNTDHIE, [ FRF 277 LET,
Step 8 [NZ > 7 D¢ (Trunk Configuration) |V 4 & RUDZEDMOD 7 4 — NV REFRELET, 74—
IWREZDFED~NIVTIZONWTIL, A TA 2 ~TESHLTEEN,
Step 9 [{#7F (Save) %27V v 27 LET,
Note NZv D aeXaT TN RZHHET 5354, Unified Communications Manager (2 % =
T TNAAOFEHEET v 7 a— RT50RENRS Y 7, fEHEOFEAI OV TR,
[(EFRE| B/ v a v a8l LTEEN,

== = —_ y > = ==

BaatXa)T 7JAT77A4ILTOTILS DEEE
WmaiZX 2T 4 707 7 A MV TLS #Hge 2 E 0 {THITE, ROFEEFERITLET, 207
T ANEGHTHEE TR, 7TV IO TLS 2 H L £,

Procedure

Step 1 [Cisco Unified CM % #f (Cisco Unified CM Administration) ] 735, IR 2L F9, [V AT LA
(System) 1> [tF 2T+ (Security) |>[EBiEEF2) T+« FBT74)L (Phone Security
Profile) ],

Step 2 ROWTNNDOTIZFITLET,

« DB (AddNew) 1227 U w27 LTH LW a7 7 A LEERLET,
c[#8FE (Find) 127V v 7 LTRREL, BfO7a 7 7 A L EIEIRLET,
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B =s~otxa73m7077 108N

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

LT a7y A NVEERT D551, Bait7 /e 7 m bav iR L, [k~ (Next) | &7
Uy 27 LET,

Note A= R—=P )L F R AT T L— k& LDAP A% L T LDAP [FiZil U Tt ¥ =
VTFraz7ueya=rr735580F [Bdt¥aT4 70774104247 (Phone
Security Profile Type) 112 [2=/8—H )L T/3(4 X T T L— bk (Universal Device
Template) ]

ZEIRLET,

a7y ANGKENTTLET

[T/INA R EF2)T 1 E—F (DeviceSecurityMode) | K2y 7& v U A KRy 7 AT, [k
St (Encrypted) | £721% [BAE (Authenticated) ] Z 4R L £,

(SIP R DH) WZik & A 712iE, TLSEIEIN L £,

[BifitEX=2UT ¢ a7 7 A /LOikE (Phone Security Profile Configuration) ] 7 4 & K7 D% Y
DT 4=V REANNLES, 74—V REXTDOBGEDNLVTIZONTI, A TA v ~NTES
LTS 7ZEN,

[f#7F (Save) 1227 Vw7 LET,

EiFEANDEX A TFTEFEITOT7A4ILDIEMN

\}

TLS M DEFFEXF 2 VT 0 TR 7 7 A VEEFEIZEH Y B THITE, ROFEEFEHLET,

Note

Step 1

Step 2

Step 3
Step 4

Step 5

—EICEHOETICE X 2T T Ty AN EEIY B THITE, FEEHY V2T 28I
X0, ZNooex2V T4 T s A LOFEY B TEITVET,

Procedure

[Cisco Unified CM # ¥ (Cisco Unified CM Administration) ] 7>5, I FZERLEI, [T/AM1 R
(Device) 1> [E&E (Phone) 1.

RONTNNAOFNEFATLET,
« LGN (AddNew) 15227 U > 7 LTH LWEGEEEZER L 7,
[HE (Find) 1 %27V v 7 LTHMEL, BHFOEFELERNL E7,

O E 70 b a2, [ (Next) 1227 U v 27 LET,
[TNA A EX=2UT 4 7077 AL (Device Security Profile) | Ku v X U Mnn, {E
WLicExaT 7a7 7 A VEREGHICED Y TET,

IROMIT 4 —)b RIZEZH Y Y TET,
e MAC 7 K LA (MAC address)
o 73 27— L (Device Pool)
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Step 6

Step 7

AZA—HLFRAR FoTIL— ka0t F27EETOT 74 L0Em |

« SIP7'®2 7 7 A /L (SIP Profile)
o F—F—D=—HID (Owner User ID)
s WA ¥ 7 7 L— K (Phone Button Template)

[FE5E DREE (Phone Configuration) |7 4 > KUY D7 4 —VRKEANJJLET, 74—V L&
ZOFREDNNVTIZONTIE, A T4 ~VTEBRLTLIEEND,

[fRFF (Save) 1272 Vv Z LET,

—

AZN—HILTNARTFoTL—rADEXaT7EFRTOT7AIL

MIE N

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6
Step 7
Step 8

Step 9

TLS GO RREEF 2 VT 4 707 7 A V2= N—P )L TNNA 2T 7 L— MNIEID M TS
WX, MOFIEEMEHLET, LDAP 7 4 L7 MU R E SN TV 55451, #igr r—7
FUoTFL—hba—F T T 7 ALY LDAP A Z D= R—P )L FRA R T T L—
e nZ ENTEET, FMREREET DL, Bl LTexaT Ya 7y A vn7 o
EYa=r s EnET,

Procedure

[Cisco Unified CM & # (Cisco Unified CM Administration) ] 75, L FZEIRNL E9, [2—HE
1 (User Management) | >[1—H/EFEDIEM (User/Phone Add) |>[1=/N—HIL TNARX T
> 7L — b (Universal Device Template) ],

WONTNIPOFIEERITLET,
s EHEM (AddNew) (227 Vv 7 LTHLWT U FL— b E2ERLET,
«[E (Find) |27V v 7 LTHRL, MEOT 7L — bEIERLET,

[4H (Name) | 74—/ RIiZ, T 7L —hDO&HTIEZANTI LET,

[T/84 R T—JL (DevicePool) | Ka v 7 H v URARNEL, T8 A T—)LEEIRLET,
[TNAREFX2)T 4 TOT 74 (DeviceSecurity Profile) | Ka v 7 # U A hink | fE
L2 TLS st x 2 VT 0 7a 7 7 A L EZIEIRL £,

Note [A=/\—HIIL TNA R T FL— b (Universal Device Template) | %7 /31 A % A
ETDEMEX2 VT 4 T T s ANADPMERS LT RITIERYD £H A,

[SIP 7R 774U (SIPProfile) | Z#R L £,

[EzEFR4 > T2 FL—Fk (PhoneButton Template) ] Z iR L £,

[Z="—=H )L TR AT 7 L— hDi%sE (Universal Device Template Configuration) ] 7 > K
TOFKY DT 4 — )V RIZANLET, 74—V REZDORED~NNVTIZONTIE, T A2~
NT ML T TEIN,

[fR*4F (Save) 1227 Vw7 LET,
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TLS DIEIEENE & Hll4YE

LDAP 7 4 L7 MU R, 2o X—P )L FARAL AT L— "&b ET, LDAP T 1 L
7 U RO E RO AN DUV T, Cisco Unified Communications Manager & A 7 A E A
AROD =y Fa—Fore”] Mzl L TIEEN,

18

~

iy

TOETIEH, TLSDA X T 7 3 a L HRFEHEICOWTEHALET,

TLS D+HEEHA

TLS D #IIpR

Y

Table 1: TLS DI EAEF

T aE T—2DPYEY

AL IIATIT | Ay IIATIUT ET— L, BAKRO TLS N—2 3 v oisE &3t
TR AT HENTEET, TOXHITTHEE, 77V r—vayr
WX, BlEHE T V94TV TOEMBIZHERL, 7Y r—a v
LAULTTLS L0 B F 2 7 G2 M T 52 Lich 7, a5 7
TAT VT B— KB ERRGE, 77V r—y a0 TRIKRO TLS /13—
VarwEllEFrF12ondTnl LTEETLIZENTEET, 2
L IIGATUT E— ROBEMICHOWTIE,  [Command Line Interface
Reference Guide for Cisco Unified Communications Solutionsl] @+ d =&~
I IATIUT ~OHERD bV 7 2B T EEND,

79xx. 69xx, 89xx, 99xx. 39xx. IP Communicator 72 &, ft KA D &5 Transport Layer Security

(TLS) W= a r12%2 T HBCRET D RO H M Z, ROFITRLET, L
TWAEGET, 2OV —ADEF 2T T— RBYR— SN TWDENE I DEHERT HITIL,
Cisco Unified Reporting @ Phone Feature List Report 2 L C < 72 &V, $ERIL DTG OB RE IR
BLOMRZERET L7200 MERO—HE, KOKITRLET,

Note

FIBESE 1L, SR A 21T AMEED . EBOT AT ATEET A LS IR ShTwET, L,
FOMBED TLS 1.2 2> FIFA T L ATOWTIT R TX FH A,

. TSty b7y
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Table 2: Transport Layer Security (TLS) /A—2 3 > 1.2 DHIHEIE

HRE il PREIR

HE LT — FORSKE (5 LT — FOGORMO BTG L A, FEEITLDHY A,
DT

nunE:E ]\ @fﬂéﬂ%ﬂ:u@ nunE:E ]\ O)fﬂé}l{ﬂ:u@ EEhna iéjj'ﬂz Li“ﬂ‘/\/ |_| ﬁeﬁﬁ j:}?) D i’ﬁ_‘/uo
Fﬂnﬁ

HTTPSIT35< % = [HTTPS IZRES EF 2 7 URL AT A IP & — X IZEMEL £
7 URL ZfHT 5 1P | A,

B, IP R — E R AT B T b OIS B> T BT RTD
Y= AL T a ATHTTPZMH L ET, =& 2 #ENT L2 b
VERAHT 4 L2 R, LnL, ZZ ATy a B LT 4RED
HEREC, BT — X 2 AT 25 2 EBRNERY G, HTTP TIX%4ae Tl

722, HTTP (3610 LEH A, HTTPAEHICIX, IRDORERH Y
E3

« RO FEERIZHTTP, VAR — bR OEEFICHTTPS 25K E 1 5
GOTFuYa = ST AR,

« [P BtV — 2 DE I O A,

< IPHEFH Y —E AL T 5P — DT =< AL T D ATRE
PE,

WERMOEEETOT Y |EMCC 1L, $ERMOBEEF D TLS 1.2 THR— FEINTWER AL

=3 N S
AT eV Ay TEY Dmss EMCC 2T B0, ROMEEEIAT L ET
T4 TEARATTAK

(EMCC) 1. HTTPS TiE72< HTTP IZ X Y EMCC ZH 3z L £,

2. 3T ® Unified Communications Manager 77 7 A ¥ TIR&GE— N& A4
YIZLET,

3. 9T Unified Communications Manager 27 7 A % |Z[] U USB eToken
AL E T,

WRMOEBEFTOr— |LSC L, JERMOEFHFD TLS 1.2 THR—FENTWERA, &HRE L
BV THERREERE | T, LSCITHE-S< 802.1x B L ONERE VPN #GEHX SR W2 =4
(LSC) Mo

802.1x D7D : HUWVEEE TIL., MIC £721X EAP-MD5 (2 X 5%
XU*‘]‘\‘ﬂ:%Jj<nunﬂz 711_.7):_ \ lh%&i?ﬁ:ﬁéhiﬁho

VPN D= DS = Fa—PFoa—P4 L 27— R &
&6 VPN #ZaE 248,
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T BE

HPREIR

%54k Trivial File
Transfer Protocol
(TFTP) 7 7 A v

i ‘54k Trivial File Transfer Protocol (TETP) Hik~7 7 A /Vid, A —H—
DA A=)V LTZEEHZE (MIC) BH D55 TH., RO EFRD
TLS 1.2 THHR—rENFEFTA,

[V FH A,

CallManager Ak} &5 2 5
BT oe, fERMOE
A ERZ R D

PERML D ERRIL, CallManager ailf B 35 23 BT S AV R i CIERIZ RV E
T, o & 2, AEMERRR, EEIIH LD E I cE Rl F
T, UL, 2=V 7/ Rala=br—ar<x—U¥11517200T
WHINET,

Al : RO BEFENEFHEZ KD NWE ST 570, IROFNHEZHK

TLET,

1. CallManager AE ] FHZH T HE0IC, 80KV HTDOU Y —R A~ —
WXy 7357 5 A K (Cluster For Roll Backto Pre 8.0) | = % —7
FTARNRTG A—=FETruelli%E@ LET, 7 74/ F Tk, 2O
(&0 X2V T 0 WD £,

2. — BRI TLS 1.0 24 LET (=77 A Rasa=Fr— g
TR BEERY T— ),

PAR—h STV
N— g »® Cisco
=774 RRaia=
r—varvxr—3Ix
~DHEEE

XU EWTLS N— 3 &7 — Kk L T2 Unified Communications
Manager D\ N—30 5 U ~O TLS 1.2 Begel3EE L /A, 72 & 23,
Unified Communications Manager U J —Z 9.x ~® TLS1.2SIP k7 7
g3 LEtA, 20U U—ATIETLS 1.2 AP R— k&N T
WeH T,

DB NN Z ] T& £,

cBG AT B0 X T Ty B, 7272
L. #REINIZAT T a0 TiEdb 84,

«TLS 1.2 ZffiH Lo oEsi 2 hc+ 570D REEsE: TLS 1.2 29
A—=FLTWRWWAR=Vg b, $R—=FFBV)—=RZT7 v
7\\1/”— F‘Li‘a—o

Certificate Trust List
(CTL) 7747~k

CTL 7 947 v T, TLS 12 YR — b ENFEHFA,
WOEEROWNT N ZEHFHTE ET,

eCTL 7 747 v b+ ARIC—HMIC TLS 1.0 240 L, 75
AR a®xy VIAT VT T—FRIIBLET, B/PNTLS & 1.1 F
7IX 12 1T E LET

« % VT4 7 UT F— RTCLI =~ K utilsctl set-cluster
mixed-mode Z i fH4 % Z &2 L Y . Tokenless CTL IZH#4T L £,
WANTLS 2 1.1 72013 12 1% ELET

. ISty b7y
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HERE HPREIR
Address Book PR IZH D FH A,
Synchronizer

Ciscol=T74 FaAZa=4/—23vIFx—TYIMBLUVTLEVRSY—ERDKR—FDS55
Transport Layer Security Version 12 [C X > TEEXZ 15+ D

ROFIZ, TLS N— 3 > 1.2 DEE% 32T % Unified Communications Manager 78— h %78 L $
j—O

Table 3:Cisco L—7 74 K Q2 a=4#—3 3> IFx—T¥ OR— bD 5 5 Transport Layer Security Version 1.2 12 & > T
BEZTEHLD

779 |FBRba | BAENR | BEE-FTEHETSCiscor | AELIFATVT E—FT
T—va | T =774 F33a=7—2ar |#ESSHCiscor=T 74 kO
b Xtr—Tx 22— 3rvIRr—Tvy
=IETLS | HRIKTLS | HIKTLS |HIKTLS |HIKTLS | & IK TLS
N=23 |N=U3 |N=D3 |N=D3 |N—=U3 |[N—D3
1.0 11 12 1.0 11 12
Tomcat HTTPS 443 TLS1.0. |TLS1.1, |TLS1.2 |TLSI.1 |TLS1.1, |TLS1.2
TLS1.1, |TLSvl.2 TLS 1.2
TLS 1.2
SCCP-#» | Signalling | 2443 TLS1.0. |TLS1.1. |TLS1.2 |TLS1.1 |TLS1.1. |TLS1.2
-SIG Connection TLS1.1, |TLS1.2 TLS 1.2
Control TLS 1.2
Part
(scce)
CTIL-SERV | HiF{ 2444 TLS1.0. |TLS1.1, |TLS12 |TLS1.1 |TLS1.1. |TLS1.2
TLS1.1, |TLS1.2 TLS 1.2
TLS 1.2
oy Quick 2749 TLS1.0. |TLS1.1, |TLS12 |TLSI1.1 |TLS1.1, |TLS1.2
v o — 4 |Buffer TLS 1.1, |TLS1.2 TLS 1.2
5: l/7j‘ Encoding TLS 1.2
—— (QBE)
F e [ B
vayv
(CTD
CAPFSERV | Tiansmission | 3804 TLS1.0, |TLS1.1, |TLS12 |TLS1.1 |TLS1.1, |TLS1.2
Control TLS1.1, |TLS1.2 TLS 1.2
Protocol TLS 1.2
(TCP)
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77 Jobta | BE/MNR|BEE—FTEET S Ciscol | IEVIVZA4TVT E—FT
T—Ta | +F— ZI77A4 RS a=—23 2 |EfET HCiscol=T74A4 KO
> IH—T SazZHh5—3rer—T¥
=IKTLS |RIKTLS |HRIKTLS |HRIKTLS |RIKTLS |HRIKTLS
N=23 |N=3 |[N—=D3 |N=D3 |N—D3 |[N—D3
10 11 12 10 11 12
25 2% |N/A 7501 TLS1.0, |TLS1.1, |TLS1.2 |TLS1.1 |TLS1.1, |TLS12
MR TLS1.1. |TLS1.2 TLS 1.2
B2 TLS 1.2
(ILS)
Adminstative | Simple 8443 TLS1.0. |TLS1.1, |TLS1.2 |TLSI1.1 |TLS1.1, |TLS1.2
XML Object TLS 1.1, |TLS 1.2 TLS 1.2
(AXL) |Access TLS 1.2
Protocol
(SOAP)
=]l | TCP 9443 TLS12 |TLS12 |TLS12 |TLS1.1 TLS1.2 |TLS1.2
A=
(HAPaxy)
SIP-SIG  |Session  [5061 (  |TLS1.0. |TLS1.1. |TLS1.2 |TLS1.1 |TLS1.1. |TLS1.2
Initiation | 5 » - |TLS1.1, |TLS1.2 TLS 1.2
Protocol sy TLS 1.2
(SIP) o
He
HA Proxy |[TCP] 6971. TLS1.2 |TLS12 |[TLS12 |TLS1.1 |TLS1.1. |TLS1.2
6972 TLS 1.2
Cisco HTTPS  |8080, 8443: 8443: 8443: TLS 1.1 |8443; 8443:
Tomcat 8443 TLS1.0, |TLS1.1, |[TLS 1.2 TLS 1.1, |TLS 1.2
TLS1.1, |TLS1.2 TLS 1.2
TLS 1.2
fERMGE | 5T 2445 TLS1.0, |TLS1.1, |TLS1.2 |TLSI.1 |TLS1.1, |TLS1.2
P—r 2 TLS1.1, |TLS1.2 TLS 1.2
(TVS) TLS 1.2
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Table : 1 R B2 2 b Avyt—T 4 & Presence D7R— D 5 % Transport Layer Security /1\—2 3 > 1212 K 58 2% Z 1+

540

eI/ RF— BEE—FCTEMET BARE VM AEV IS4 T)T7 E— FTHET
Awt—T 45 & Presence BAVREAU KN Ayw—DU5E

Presence

=IETLS | =K TLS =1K TLS =% TLS =1% TLS =1 TLS
A B AT D PAC - A PAC D A PA T I DA
10 1.1 1.2 1.0 1.1 1.2

443 TLS 1.0, |TLS1.1, |TLS1.2 TLS 1.1 TLS 1.1, TLS 1.2
TLS 1.1, |TLS 1.2 TLS 1.2
TLS 1.2

5061 TLS 1.0, |TLS 1.1, TLS 1.2 TLS 1.1 TLS 1.1, TLS 1.2
TLS 1.1, |TLS 1.2 TLS 1.2
TLS 1.2

5062 TLS 1.0, |TLS 1.1, TLS 1.2 TLS 1.1 TLS 1.1, TLS 1.2
TLS 1.1, |TLS 1.2 TLS 1.2
TLS 1.2

7335 TLS 1.0, |TLS 1.1, TLS 1.2 TLS 1.1 TLS 1.1, TLS 1.2
TLS 1.1, |TLS 1.2 TLS 1.2
TLS 1.2

8083 TLS 1.0, |TLS 1.1, TLS 1.2 TLS 1.1 TLS 1.1, TLS 1.2
TLS 1.1, |TLS1.2 TLS 1.2
TLS 1.2

8443 TLS 1.0. |TLS1.1. TLS 1.2 TLS 1.1 TLS 1.1, TLS 1.2
TLS 1.1, |TLS 1.2 TLS 1.2
TLS 1.2
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