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(E)  Firepower 4100/9300 > ¥ — > (2 BICxI T D5 2 HATHE, A~v— T4 BUVANEL
SHEBEL. T3 RBERITHEY) 72 2 A DA K T iR T D X 9 12 Firepower4100/9300 3+ —
¥ TCNTP ZRETHHLENH Y £7, Firepower 4100/9300 * ¥ —3 & Management Center D
77 ClA UNTP $— N—Z 9 20253 % U £9°75, Management Center | Firepower 4100/9300
=Y ONTP H— =L LTHHATE RO THEZL T ZEW,

NTP %79 % & [Current Time] % 7 DR R[FII AT — 2 A2 KRR TEET, 2L,
[Time Synchronization] % 7 @ [NTP Server] 7 —7 /L@ [Server Status] 7 4 —/V K& A5 & BE
D NTP = ORI AT —Z ZAZ2FKRTEET, VAT LADRFENTP 4— L[ T
ERWGEE, [P—3D AT —H A (ServerStatus) |DRUIZHDIERT A 2N Hh— Y VvEEb
w5 LFMAERTEET,

RE SnfzBft EFRZIDRT

FIE

ATw 1 FXOSCLI IZ#%i LE 4 (FXOSCLI~DT 7 B AZHM])
ATFvT2 REENT-ZA L V=0 2FRTIHES

Firepower-chassis# show timezone
ATy T3 BEINZAMERELEZERT DL, KOa~ 2 REHEHLET,

Firepower-chassis# show clock

1

ROFITIE, BESNTHA LY = EBED VAT LAAREZFIRT 2 71E%E R LT
b\\i‘é—O

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

BALT—2DEETE
FIig

ATFYT1 VATF A EF—RIZAYFET,
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ATvT2

ATvT3

ATy T4

sq4nv—nxz [

Firepower-chassis# scope system

VAT A Y —E X ET— FERBLET,
Firepower-chassis /system # Scope services
ALY —VERELET,

Firepower-chassis /system/services # set timezone

Z DI T, k@‘l BLOF A L — o fEik
T, a7 NI LIcmEuRERE AN LET,

oy —3 g UEROBEERETTAE, 7ur P IRFREN, ELWZ A LY — U [ERDH
EINTWEIDERT DL IROOENET, BT HHAIEL (yes) AL, #fEE % v
AT H5EEIZ2 (ho) ZANILET,

HETHE S EANTHEIITROENE

BESNIHA L = BRRT DI
Firepower-chassis /system/services # top

Firepower-chassis# show timezone

1

W, KVPEEYERREI X A LY — 2R EL, Mo rvavaasy L,
RELIEZZA L =0 BFRmT 502~ UET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe

3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2

Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis
14) Colombia 41) St Lucia
15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent
19) Dominican Republic 46) Suriname

IS5y ror—LEE |}
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20) Ecuador 47) Trinidad & Tobago
21) E1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States

23) Greenland 50) Uruguay

24) Grenada 51) Venezuela

25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana

#2 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck
27) Alaska Time - west Alaska
28) Aleutian Islands
29) Hawaii
#2 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#
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NTP 245/ L =Bt eiznnz ]

NTP Z{EA L =Bt &L FZIDEKTE

NTP #fEH L TRBEHZR— R VX7 LEEBL, Xy NT—7 VA7 AR ORZ % IEfEIC
FHAILE, 20X )KL, CRL OWGER P IEfER I A L AX T hHERERNE,
ZPWEBERBIECHEIZRY £7, HRKIBONTP b —"EHETEET,

)

G¥) « FXOS TiZ. NTP X— 3 U 3 & HLF9,

ATy T

ATy T2

ATvT3

ATvT4

e SMENTP Y — "D A T X MMEN13LLEDYE, 77V r—3a A v AF 2 AT FXO0S
T —V EDONTP H—NEFEHITEEEA, NTPZ 7472 FBNTP — " E RT3 5
72ONT, A NT X LNMEN 1 TOEMLET,

MEDNTP Yy — "2ty 7 v 7 L TWDLHEIEL, Y —/3 kO fete/ntp.conf 7 7 A )L TE
DA NTHIMEZFERTEET, NTPH— DR T & LMEN 13 L EOEEIE. ntp.conf
TrANVDANTZMEZEL L TH—"ZHEET 52, JIONTPH— (72 & 21,

pool.ntp.org) MM+ 5 LA TEET,

1R BHIIZ
NTP — DK A M 2T 5581%. DNS b — 2 RETLHLENDH Y £3, DNS ¥—
NROBRE (59 =) ZBRLTLEEEW,

FIE

VAT AL E—FRIZAD T,
Firepower-chassis# scope system
VAT A Y—E R T— RERBLET,

Firepower-chassis /system # scope services

BELERA M., IPVAETIZIPv6 7 RLADNTP — N2 FEHT AL IV AT LAEHRE
L/ji‘g_o

Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}
(fEE) NTPRSREZRRE L £

NTP H— "FGETIX SHAL DA B AR — FEFET, NTP H— b5 — 1D LA TS L E
7, 72 & %X, OpenSSL 231 A h—/L & 4172 NTP H— 3 )3—7 3 1 4.2.8 p8 LLFE T SHAI
F—Z T 521X, ntp-keygen-M =< K& AJ)L Thntp. keys 7 7 A L CTHF—ID L{E%
PR LET, Z0OXF—1F. 7534 T FEeH—_"OWMFIZH LT, AvE—V XA X D
SRR T 5 —EA BT 572 DIEH L ET,
a) SHAl ¥—IDZRELET,

set ntp-shal-key-id key id
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b) SHAl ¥—3CFHNEHE L £T,
set ntp-shal-key-string
F—XTFHNEANT D EIITROLNET,
¢) ntp-server E— R&ET LE9,
exit
d) NTPFRIEZ A R—7 /WIZLET,

enable ntp-authentication

1 -

firepower /system/services/ntp-server* # set ntp-shal-key-string 11
firepower /system/services/ntp-server* # set ntp-shal-key-string
NTP SHA-1 key string: 7092334a7809ab9873124c08123df9097097fe72
firepower /system/services/ntp-server* # exit

firepower /system/services* # enable authentication

ARTYFTS NIV I a B AT AREICAII Yy MLET,
Firepower-chassis /system/services # commit-buffer
RATYT6 TRTOREFHNTP —"ORPAT =X A &FKRZT511E, ROLIITLET,

Firepower-chassis /system/services # show ntp-server

ATV T 1 FEDNTP = "DEMAT —F A% RKAmT HI2UE, KOLIITLET,
Firepower-chassis /system/services # scope ntp-server {hosthame | ip-addr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

1

WROFITIX, IPT N1 A192.168.200.101 ZFFONTP H—~"ZHKEL, T ¥ 7 g
YAy bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

wIZ, IPv6 7 KL A 4001::6 ZEFFONTP V—_EZREL. "IV 7 v a  ZHEET
HH 2R LET,

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # create ntp-server 4001::6
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nte 4 —o#ik [

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

NTP H—/\D&lIF&

ATy T

ATy T2

ATvT3

ATv74

FIE

VAT A ET—FICAY ET,

Firepower-chassis# scope system

VAT AP —E R ET— REBEELET,

Firepower-chassis /system # scope services

FELEARA M, IPvd £72131Pv6 7 KL AD NTP — & HIR L £,

Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}
NPT a BV AT AREICAI Y PLET,

Firepower-chassis /system/services # commit-buffer

1

WIZ, IPT KL 2192.168.200.101 DNTP #— ZHIfRL, b7 ¥ rvarzaly
FoBlE R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 KL A 4001::6 ZFiDO NTP v — "% HIBE L, TV 7 v a v aMEET
LB &R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Bt ERZDFHTORE

ZIZTHE, Y=V THAMNERLE TFEICHRET D HESDWCHHALET, VAT A7y’
DEFEZ Y v — T THEEBIZENIRD ET, Uy —OHRKETEITHRE L%, A
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IS5y b Tr—LEE |

F— L SN TWDIMELT N A ZNZEENREN D F TR BN 256085 5 2 L IHER
LTLZSNY,

\}

GE)

VAT A 7y PN NIP =N EREBIFTHAGEEIE. B ERZE2TFEICHRET D Z &1X
TEEHEA,

FIE

&

VAT A ET—RFICAY ET,

Firepower-chassis# scope system

ATy T2

VAT AP —E R ET— REBEELET,

Firepower-chassis /system # scope services

ATvT3

VAT A Iy ERELET,

Firepower-chassis /system/services # set clock month day year hour min sec

month (21X, H DL DOHHID 3 LFEAEH L E4, BEEIL 24 BRIEXTANTL2LER D

DET, FHRTIEITI191CRD £,

VAT Ay OERIIEEBIIKENET, Ny Ty EaIy bTAXLETIHY FH
Moo

il

WIZ, VAT A 70y 7 aRET DHZRLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

Configuring SSH

. TS5

WKOFIETIX, ¥ —>~DSSH T 7 B A HNEITENTT 5 5%, FXOS v — %
SSHZ 747 v h&LTHEMMIT D HE, SBHICSSH CEMAT LR 5k, F—H, BIO
Ay —VAFHOSESERT A TY X L% SSHY—_R—L SSHZ 74 7 MIHRET S
FHEIZOWTHAL T,

SSH T 7 # /v h CTA R—T N2 £9°,
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ATy T2

ATvT3

ATvT4

ATvT5

FIE

Configuring SSH .

VAT N ET—FIZAY ET,

Firepower-chassis # scope system

VAT I H—

EA E— REBBLET,

Firepower-chassis /system # scope services

VX =D SSH T 7B AEFRET HIZIE, OWTNNEFITLET,
o ¥ —I~DSSH 7 7B AEFHATHIZIE, koa<wr FE AN LET,

Firepower-chassis /system/services # enable ssh-server

¢« V¥ —I~DSSH T /B AEEIET HIZ1E, kOoa<wr RE AN LET,

Firepower-chassis /system/services # disable ssh-server

P — RO EAT T AL ERELET,

Firepower-chassis /system/services # Set ssh-server encrypt-algorithm encrypt_algorithm

&1

Firepower /system/services # set ssh-server encrypt-algorithm ?

3des-cbc

aesl28-cbc
aesl28-ctr
aesl92-cbc
aesl92-ctr
aes256-cbc
aes256-ctr

1
GE)

3des Cbc

Aesl28 Cbc
Aesl28 Ctr
Aesl92 Cbc
Aesl92 Ctr
Aes256 Cbc
Aes256 Ctr

cROBE AT VT ALT, 2 7747 V7 E— RTEYPR—-—FENT
WEEA,

* 3des-cbc

* chacha20-poly1305@openssh.com

» chacha20-poly1305@openssh.com (% FIPS Tl AR — b &N TV EH A, FXOS
¥ % — 3 TFIPS & — RBHENI/2 > TV D4, chacha20-poly1305@openssh.com
R SAET N TY ALNE LTHERT L Z LT TEEEA,

cROBEBALT N TY ZLE, T 7 40 b TIEEDN > TOERA,
aes128-cbc

aes192-cbc
aes265-cbc

P — 30 Diffie-hellman (DH) F—&#a7 /LT A LZREL T,
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ATvT6

ATy T17

ATvT8

IS5y r7A—LEE |

Firepower-chassis /system/services # set ssh-server kex-algorithm

&1

Firepower /system/services # set ssh-server kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

DH F—ZH#TiE, WTINOLFE M TITRETE RWILARE LN L E3, F—5#
HBLABIORA N F—LlMlABGDOEL LT, RAMGENFERLE T, ZOF—H#iT5:
W&V BUREYZR Y — GEREA ATRE & 72V 97, DH F— O T EOFERIZ OV TR,
RFC4253 Z#ZM L T 7Z&uy,
GH) cRDOF—ZWT NTY XAANE, 2FL IV TAT VT E— FTEYR—bEh
TWEEA,
« diffie-hellman-group14-sha256

* curve25519-sha256
* curve25519-sha256@libssh.org

«FIPS E— R TIEL, ROF—FHT L TY LT R—FERTHERA,
* curve25519-sha256
* curve25519-sha256@libssh.org

P—NOMAC 7V TY RLERELET,
Firepower-chassis /system/services # set ssh-server mac-algorithm

1 -

Firepower /system/services # set ssh-server mac-algorithm
hmac-shal Hmac Shal
hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Shaz2 256
hmac-sha2-512 Hmac Shaz 512

P— XD KA N F—=IZDONT, RSAF—XTDEV 2T A YA XEASILET,

FEVa T2l (B y FHALD) 1. 1024 ~ 2048 OHEIFHND 8 DfEM T, HET 5 F—1FEKD
P ANMKEVITE, RSA X — RTOAERICH D AERIZELS 220 F3, HIZ204812F 52
LERBEIOLET,

Firepower-chassis /system/services # set ssh-server host-key rsa modulus_value

1

Firepower /system/services # set ssh-server host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-server host-key rsa 2048

P —ROF—FAERDRY 2 —LFHIRIZONT, ZOERTIHFAIESND VT 74 v 7 D@Dk
[Ba KB B CHRELET, ZOMEBZLD L FX0SiTty v a 208 LET,

Firepower-chassis /system/services # set ssh-server rekey-limit volume KB_of Traffic

B 75yt o+—L
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ATvT9

ATv710

ATy TN

ATvT12

Configuring SSH .

1 :

Firepower /system/services # set /system/services # set ssh-server rekey-limit volume ?
100-4194303 Max volume limit in KB

=D X —FARORERHIBRICOWT, SSHE v v a V3T A RVWRIEE fel) Hi 2R o
ERRZESHEMCTRELET, ZOMEBALE, FXOS Tty a 20l L £,
Firepower-chassis /system/services # set ssh-server rekey-limit time minutes

1 -

Firepower /system/services # set /system/services # set ssh-server rekey-limit time ?
10-1440 Max time limit in Minutes

FNFo¥rva ey AT AREICTI Yy FLET,
Firepower /system/services # commit-buffer

FEEE IR AN ¥ — F v 7 EFRELT, SSHHRARN ¥—DF = v 7 ZHlIfEI L £7,
Firepower /system/services # ssh-client stricthostkeycheck enable/disable/prompt

1 :

Firepower /system/services # set ssh-client stricthostkeycheck enable

* [enable] : FXOS 3 i8ik T DR A b 77 A VZEDRA N F—=NELHFELRWEE, #
GIIIEA SN ET, FXOSCLI CYV AT A Aa—TFF I —E R 2a—70 enter
ssh-host =2~ FEEMA LT, FETHRRA MZBINT2LERNH D 1,

[Tk (prompt) ]: ¥¥ —VICELREFESNTORWVAAR M F—ZFF Al LIS
ToHEITkOONET,

edisable: (T 74/ 1) v —UTBEIRFESNTZZ ERRVEA R F—% HEIIZFF
ﬂ[./i‘j‘()

74T hOREET A T) AR EFRELET,
Firepower-chassis /system/services # Set ssh-client encrypt-algorithm encrypt_algorithm

1

Firepower /system/services # set ssh-client encrypt-algorithm ?

3des-cbc 3des Cbc

aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc
aesl92-ctr Aesl92 Ctr
aes256-cbc Aes256 Cbc
aes256-ctr Aes256 Ctr
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ATy 713

ATy 714

ATy 715

IS5y r7A—LEE |

GE) e AL 7T AT YT Tix3desche XY AR —FINTWFEHF A, FXOS ¥ v —
Tater 7747 V7 B— RBAR%E. BE{b7 /13U XL LT 3des-cbe
T L LIITEEEA,

cRDOBEEALT VT Y ZRAE, T 740 b TIEAEDNT /> TWEE A,
aes128-cbc

aes192-cbc
aes265-cbc

75 A 7~ b ® Diffie-hellman (DH) F—HT7 /L IV XLZRELET,

Firepower-chassis /system/services # Set ssh-client kex-algorithm

i

Firepower /system/services # set ssh-client kex-algorithm
curvez25519-sha256 curvez25519-sha256
curve25519-sha256 libssh org curve25519-sha256@1libssh.org
diffie-hellman-groupl4-shal diffie-hellman-groupl4-shal
diffie-hellman-groupl4-sha256 diffie-hellman-groupl4-sha256
ecdh-sha2-nistp256 ecdh-sha2-nistp256
ecdh-sha2-nistp384 ecdh-sha2-nistp384
ecdh-sha2-nistp521 ecdh-sha2-nistp521

DH ¥ —RHTIE, WTFNOYEELHMTITRETCERWVICEMEALMFH L ES, T
EELABIOFRANF—LHAGDOEDLZ LT, AAMRREREBLET, ZOF—3H#
WZE D BRI 72— SFEREN FTRE & 72 0 F 97, DH F— O H H1E DRI DWW T,
RFC 4253 ML T IZ& 0y,

74T NOMACT VT Y RAEHFRELET,
Firepower-chassis /system/services # Set ssh-client mac-algorithm

51 -

Firepower /system/services # set ssh-client mac-algorithm
hmac-shal Hmac Shal
hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512

IIAT RO BRAR F=IZONT, RRAF—_XTDEV2T A A X2 AN LET,
EVaTAE (B NHEAD (X, 1024 ~ 2048 OFEFHNO 8 DFFHTT, HET 2 F—HREko
YA ZPRENVITE, RSA F— T OAERITHNDREMITR S 20 9, EIF 20481295 2
LEBBOLET,

Firepower-chassis /system/services # set ssh-client host-key rsa modulus_value

1 -

Firepower /system/services # set ssh-client host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-client host-key rsa 2048
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ATv 716

ATV T

ATv 718

TLS D& TE

TLS DX II

TIAT L NOF—FARDRY 2 —2HIRIZONWT, TR CTHFAIIND NT T 47D
BOEREZ KBHEMTHELET, ZOHEEEAZSDEFXOS Tty a2l LET,

Firepower-chassis /system/services # set ssh-client rekey-limit volume KB_of_Traffic

1 -

Firepower /system/services # set /system/services # set ssh-client rekey-limit volume ?
100-4194303 Max volume limit in KB

TS5 T v DX —FAEROIFREIRIZOWVWT, SSHE Y > a VRN T7T A RAVREERFE TSNS
RO ERRAZSHEMN TRELET, ZOEEZEZDE, FXOSiTy v a v 20l L £,

Firepower-chassis /system/services # set ssh-client rekey-limit time minutes

B -

Firepower /system/services # set /system/services # set ssh-client rekey-limit time ?
10-1440 Max time limit in Minutes

rSoW a2 AT AHREIZaI Y FLET,

Firepower /system/services # commit-buffer

il

WOFTIE, Y —3~DSSHT 7 v AZHMME L, v Fo¥rvarvzaiyv bl
F7,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

Transport Layer Security (TLS) 7'v h2/bid, AWI@EBET22 2077 r— a > DT
TITAN— LT =2 DS EMSRE L £ T, FXOS v — 3 LT NA A & DOIE(E T
T 5H/NTLS N— 3 UiF, FXOSCLIZHAH L CRETEET, HILWLAA—T 3 U OTLS T
FEEOEX2 U T 4 &b TE5—F, HWWA—=Ya D TLS Tl W7 77U r—va v
D% HHEZ R T X £,

72 2iE, FXOS v — Y THRESNTWAR/NINTLS X—=2a VB vll DFE, 7747
N7 ZUPERVIOE T EZFITTDHEOICHESNTNWDE, 7747 MIHTTPS ZfEH L
“C FXOS Chassis Manager & O #B< Z &N TEERA, LEBH-T, BT 77U r— 3
v & LDAP Y — R Z MU ET HMERH Y £,

ROTFNAT, FXOS ¥ — EXNET NA A OBIE CTHET 2/ NTSLAA—V 3 U ERGE,
FoRT D HEEFHLET,
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B soz:

\)

(GE) * FX0S23(1) V UV —RADKE R TIX, FXOS v —3DF 7 4/ Mg/NTLS N— 3 idvll
‘/C‘\ﬁ—o

FIE

ATFYT1 VAT A ET—FICADET,
Firepower-chassis# scope system

ATYT2 VAT LATHEHRTEDTLS A=Y a D47 va v ERRFLET,
Firepower-chassis /system # set servicestls-ver

1

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vl 0 v1.0
vli 1l wvl.1
vl 2 wvl1.2

ATV T3 B/NTLS "=V a VARELET,
Firepower-chassis /system # set servicestls-ver version

51

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

ATy T4 FEEaI v FLET,

Firepower-chassis /system # commit-buffer

ATV TS VAT LATRESNTWDHRNTLS N—V 3 V2R R LET,
Firepower-chassis /system # Scope services

Firepower-chassis /system/services # show

1

Firepower-chassis /system/services # show
Name: ssh
Admin State: Enabled
Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa
Host Key Size: 2048
Volume: None Time: None
Name: telnet
Admin State: Disabled
Port: 23
Name: https
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Telnet D% 5E .

Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIU
M:+EXP:+eNULL
Https authentication type: Cert Auth
Crl mode: Relaxed
TLS:
TLS version: v1.2

Telnet M % E

ROFIMETIE, ¥ —~DTelnet 7 7 & 2 & AL E LTI T DITEC O TR L
£9, T 74/ N T, Telnet (T LICR2 > TOET,

)

GE)  BIE. Telnet X CLIZHEH L COARETEET,

FIE

ATFYT1 VAF A ET— RICAD FT,

Firepower-chassis # scope system

ATFYT2 VAT AP —ERE—REHEEBELET,

Firepower-chassis /system # Scope services

ATY T3 vy —~DTelnet 77 B AZERET HIE, ROWTHEFEITLET,

« VX =D Telnet 77 B AZFFATHICIE, ROa~<r Re AJJLET,
Firepower-chassis /system/services # enable telnet-server
o Uy — D Telnet 77 B AT HITIE, kOa<r READLET,

Firepower-chassis /system/services # disable telnet-server

ATFYTd "W g B VAT AREICTI Yy FLET,

Firepower /system/services # commit-buffer

151
wIZ, Telnet #HIMZ L. TV 7 v a  BiEETHHERLET,

I5vror—L8E R
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Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP D% E

IOk 7 v a Tk, ¥ — I Simple Network Management Protocol (SNMP) % i% &3 % J7
EaBi LET, GOV TIE, RO PE Yy 722 R L TIEE0,

SNMP DO E

sy U —27FHT 1 k2L (SNMP) 1%, SNMP v % — V% &m— = o hEOi#(E
Ay—VTr—~vy haeRTs TV a4 YT e barTd, SNMP T,
2y VU= RNDOTNRA ZADE=F ) 7 LT HERET L— 21T — 7 L ILBFFEDN
kI E7,

SNMP 7 L — AT — 27133 DO THERR S E T,

*SNMP~ % —Y ¥ : SNMPEEA LTy NI~ TNRALADT 7T 4 T 4 ZHIH L,
TRV TTHARAT A

*SNMP =— Y x> b : Uy —v D7 — X &ML, LEIZS L TEDT —X % SNMP +
F—=VXICRET D —NOY 7 by =T aryiR—F b, Yy —TiliE, =—V=x
VhEHOMBMNEENTWET, SN\MP=—V =20 FEFRIICL, v~k —Y vy Lo—
VMOV L—v g vy TEEKRTHICIE, Yy — v 3R — Y v £ FXO0S CLI
TSNMP ZH%hz L, RELET,

o EFERAN— 2 (MIB) : SNMP=—Y x> b EOBHEIISE AT/ hoaL v g

Yo

¥ —30%. SNMPvl, SNMPv2c. 3L ONSNMPv3 %R —  LEd, SNMPvl ¥ L TXSNMPv2¢
ZEBELYE, a3 22T 4 _N—2ABKOEXF=2 U T 4 2HEHLET, SNMPIZRDO X 5 ICEE
I TWET,

« RFC 3410 (http:/tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
« RFC 3412 (http://tools.ietf.org/html/rfc3412)
« RFC 3413 (http:/tools.ietf.org/html/rfc3413)
« RFC 3414 (http:/tools.ietf.org/html/rfc3414)
« RFC 3415 (http:/tools.ietf.org/html/rfc3415)

« RFC 3416 (http:/tools.ietf.org/html/rfc3416)
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* RFC 3417 (http://tools.ietf.org/html/rfc3417)
« RFC 3418 (http://tools.ietf.org/html/rfc3418)

« RFC 3584 (http:/tools.ietf.org/html/rfc3584)

N

GE)  SNMP N—T a1 BIO 2 (2iE, BERZMHOEX 2 T A RENRHLOTEELTLE
SV, INHDONR=TY 3 T, TXTOFRBE LS NTICEESINET, ZndHD/—
Va rTH—ORFIERE L THEET 223227 0 AN U b EENET,

SNMP ;& 4]

SNMP O EE/RHERED 1 DlF, SNMP=— =y M LBHEAERTXAZLTT, 26D
BHITIE, ERZSNMP~ 32—V v O EETL2HMEIH Y THA, @HL, REAR—VE
RE, THECE), oI, ML —Z L OB OUIN, FOMOEERA N N ERRLE
ﬁ‘o

VX —UE, FT T ERIFIA T 4= LTSNMPEMAZ AR L E T, SNMPY 32—V ¥
X N7y TZERFICHERINE Z A EE T, Oy —VIE N T v IR EINTZNE ) &R T
XD, FTy FOEEMTIA L T A=A L0 BIES RV ET, 42T 4 — LEREZ(E
9% SNMP ~ % —Y ¥ &, SNMP o4&~ haj 5F—X 2=y k (PDU) TRAvt—VD%
BEMRINVELET, VY —IWPDUZZELRWGS, A v 7+ —LEREFETEET,

72720, 4274 —21F SNMPv2c TORFERAARETT 2, BaETIERWnWEEZ L TWAH T
O, HEREINETA,

\)

GE) SNMPZFERHTHA v Z—7 =4 AD ifindex DJEFIL. FXOS ODEEEIHZB LRI NET A,
7272L. FXOS 7 4 AZfEHZFK OID DA T v 7 AFFIE, FXOS #HiL#h4 25 L AT InE
j_o

SNMP %2 1) 714 LNILE L VHER

SNMPvl, SNMPv2c, BIUSNMPVIIZFNZENF DX T4 T NLERLET, X
V74 BT AERIRLI-EX 2T 4 LULOMAEGHLHEICE D, SNMP A v E— Y DLE
HFICEAH SN EX 2T 4 A= XLRRED 7,

X2 U T4 LoULd, SNMP R 7y FICBEEMT N TND A v =V 2 RRT D720 4%
B EHEAIRE LE T, MERL LT, A v bE—U0BRENAR WK SR E 7 3R OB
WHDLMEIMERELET, YR—FEND2EFXF2V T4 LULE, X2V T4 TV
NRESNTWNENIE>TERAEY ET, SNMPEF =2 U T 4 L-ULIE, ROMERD 1L L
EYVR—FLET,

» noAuthNoPriv : iRaE7e L. K5k 72 L
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 authNoPriv :

* authPriv

it nEZ?) V) H%IL
DRBAED Y |

b7 L
e itdH v

IS5y b Tr—LEE |

SNMPV3 Clt, BXx=2UT 4 TN EEF2 T4 LNLVOETREEENRNTHET, X2

U7 4 E7ME, 2= B L Pa2—FRET o e — L&k

ET DAL NTT, BX=2 T+

Loblid, X207 0 FETANTHAI SN X2V T DLV T, BX2 VT o
ETFNEEF2 VT 4 LoULOMEAELEIZ LY, SNMP /Ry MLUFLHIZER S 2% =
UF 4 A= XLDRED £,

SNMPtXa1YFT4 ETILELRILDYHR—

FEnTWWHHAEHE

KOFIZ, EX2 VT 4 EFNLELVLOHAEDOEDOERERLET,
KR1I:SNMP X2 T4 ETLELUVEF2U T4 LR
ET | KERR B BE |HER
U 1
vl noAuthNoPriv | 2 X 2o =5 4 X VU | AL |a3a=F4 ANV 7OREEFEHL
> 7" (Community TEGELE7
string)
v2¢  |noAuthNoPriv| =S 2= ¢ A U |AL |a3a2=F4 A YL TOBREEFHL
> (Community THAEL £,
string)
V3 noAuthNoPriv | [ —+4, L |2—VLAOREEFEH L TREIEL £,
(Username) ] (B WETSILIETEETH,
FXOS TiX SNMP R— g o~
3 T noAuthNoPriv %4%)%%—&6
ZEIETEEREA,
v3 authNoPriv | HMAC-SHA 72 L |HMAC Secure Hash Algorithm (SHA) (24
SWTRIELE T,
v3 authPriv HMAC-SHA DES |HMAC-SHA 7 /L 21 X A|ZFHADSWTEEE
LET., 7—ZH5Hk (DES) @ 56
'y MEEb, BLOWE 7 2y 7 el
(CBC) DES (DES-56) #EH#E|ZH-Su 7z
uunE%TE1 L/i"?]‘o

SNMPv3 &2 ') T 1 #5E

SNMPv31Z, Fv NU—ZRREADT7 L—ADRIE LKL EMAEDEDL Z LIZK - T, T2

AANDEX2T T/ AZEHLET, SNMPV3 L, &

. TS5y b TH—L

s

ax ;&

EFHL— I L 2 EHEED %
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HFAL, SNMP # v —2 %5k LE T, SNMPV3a—HR_R—2 X2V T ¢ 5/ (USM)
IZSNMP X vt—V L~ X2 0T 028 L, ROV —ERAZHEHELFET,

A vE—UDEEMN A v E—UNRERFETER FZITHE I TV RN D & 2 RFE
LET, /o, 7—F =T AN, @BFEBETLI2HLOLD LEWVHEETERT I N TR
WZ EERIELET,

Ay —URETORGE : XET—FeRELIaAa—VFOT AT T 47 4 PR SNT
ZLEERIELET,

e Ayt —VOMEBEEB IO B RER2—Y, =T 4T 4, T RITH L TIHER
ERBAARTIZLIEVB R LWL I LET,

SNMP H7K— k

% — 0%, SNMP IZRD VAR — kA2t U F 4,

MIB D4 HR— k
Ty —UE, MIB~OHHARY ENT 78 A 2R —FLET,

FIFH FTRE 72 I O MIB D FEM & F D AFEFTIZ W TIZ.  [Cisco FXOS MIB Reference Guide ]
LT TIEE N,

SNMPv3 1 —HDRFE70 ~aL
¥ —0%,. SNMPv3 = —#—® HMAC-SHA-96 (SHA) #RiF~7 o haLxz¥R— bk LET,

SNMPv3 .—H®M AES 754/ o— JO k3L

T —U0E, SNMPV3 A vt — VST 7 A " —T m havd 1 -5& LT, Advanced
Encryption Standard (AES) %M L. RFC 3826 (ZHE#LL F£ 7,

TIANT—=RAT— R (privd 7T ar) TiL, SNMPEF =V 7 ¢ K5k =E& L TDES
F7213 128 B N AES Z IR TX £9°, AES-128 DR EZ AN LT, SNMPv3 = —H—J]
DT TANY—=RAT—=REGZbbHE, V¥ —VIFEDOTTA N —RAT— REEFA LT
128 ¥ F AES ¥—Z 4R LT, AESpriv/SAU— RiE, 8 LFLLRICLET, 271 —
Rz V7 TXANTHRET 256, K64 LFEHRETETET,

SNMP OEMIEE LU SNMP 7 O/8F 1 DETFE
FIE

ATFYT1 Aa—FF— RNIZAY F9,

Firepower-chassis# scope ssa
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

show app-instance =~ > FZ AL, Aav hID, 77U —v a4, BIXOT 7Y Fr—
YAy A VAL ADOHB T EHR L ET,

Firepower-chassis# show app-instance

F=H Y7 E—RFRERBLET,

Firepower-chassis# scope monitoring

(A7 ay) ASAT /A AL FID 773 2D SNMP HELT 7D A A X v 2% — R Bihh
LET,

Firepower-chassis /monitoring # set snmp adminappinstance dot 1 appname ftd id ftd1 enable yes
AZwy hEGF, 77 V4, IDZFREL, AEE 3 (Yes) ] 721X [0 (No) IR
ELT, X—=Fy N TVL—=RTTY A A AERETHLERS D £7,

BE SNMP a2 E LTz, 5 0ffF>Tine, SNMP AR—Y & ZICil#ERE 4,

(E&E) SNMP 22X 2=7 44— F&Bita L £7,
Firepower-chassis /monitoring # set snmp community
set snmp community =~ R&ZAJJT5 &, SNMP 2 2 =7 44 DANEZRDLNET,

SNMPa X =2 =5 44 %EETAHE, SNMPUE— R X —V ¥ b0 R—Y 2V ERICH L
TSNMP N—T g o 1 BEXWN 2 b BEMICEZNCR Y 3,

G¥) SNMP R"— 3 1 BX O 2ci2id, BRAREEMOEX 2V 7 4 W8NS 5O THE
BELTLEEY, INHD0N—=T 3 Tk, T XTOEFRDBE LS TIZEE S
NET, ZNH6ONR—Va  CTHE—OFEFIERE L THEEET2a2I2=7 1AL
YT EENET,

SNMP 2 =T 4 4%BELET., 20aIa2a=F 141%. SNMPXATU—R& LTHEHE
NEJ, a3a=7 1413, BRI IFORMFTHETEET,

Firepower-chassis /monitoring # Enter a snmp community: community-name

a2 =T 4T 1O TE, 7272 L. set snmp community 2 L CREFE D4R A EEX
TLZENTEET, BMFOaIa=T 14 %ZHIRT S (SNMP VE— K v 2= 0 H D

W=V U T ERIZH L TCSNMP N— 2 U 1B X 02 b EENICT 5) 121, set snmp community
EANILET, 72720, a3a=T 4 A NI THEANLBNTLESN, DFED, § 95—
Enter 5\"*‘%# Li‘% Ny Zy7khaly h35HE, show samp DI 1s Community Set:
No EWIITEENET,

SNMP Y4 H DY AT LD ZRE LET, VAT LOHRKES (ETA -V T FLA
R, AL BREEF SR E) 1T, K255 LFORBFTHETE LT,

Firepower-chassis /monitoring # Set snmp syscontact system-contact-name

SNMP=— = b (=) RETSNEHA PORFAEELET, YATFAnr— 3
VAT, K SI12 LT OFEK T TRETE £,

Firepower-chassis /monitoring # Set snmp syslocation system-location-name
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ATFYTSY F W I a B VAT AREICaIy FLET,

Firepower-chassis /monitoring # commit-buffer

il

snvp -5 Tt [

WIZ, SNMP ZA%hZ L, SnmpCommSystem2 & V) £ Ai{D SNMP =2 2 = =7 ( &%
7E L. contactperson &9 A HTD T AT LEKEE 25 E L, systemlocation & VY 9 £ il
DEfEen r—va VEREL, NI varEaly M AMERLET,

Firepower-chassis# scope ssa

Firepower-chassis# show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Turbo Mode Profile Name Cluster State

ftd ftdl 1 Enabled Online
Native No Not Applicable
Firepower-chassis# scope monitoring

Running Version Startup
Cluster Role

Firepower-chassis /monitoring # set snmp adminappinstance slot 1 appname ftd id ftdl

enable yes
Firepower-chassis /monitoring* # set snmp community
Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

RDERY
SNMP 7 v 7B L= —V Z1ERk L £,

SNMP +5 v TD1ERK

WOFNATIE, SNMP 7 v 7 Z2ERT D HFIEIC OV TR LET,

N

GE) KR8 ODSNMP F7 v A ERTEET,

FIE

RAT9T1 F=2V 7 E—FNERBLET,

Firepower-chassis# scope monitoring

ATv T2 SNMP %A 32— M LET,

IS5y ror—LEE |}
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ATv7T3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

IS5y b Tr—LEE |

Firepower-chassis /monitoring # enable snmp

FBELEARA N, IPvA 7T RLUA, £72131Pv6 7 RLATSNMP 7 v P2 EE L £,

Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

SNMP 7 v 7 CEATASNMP 2 2=F (A M) U7 ERIINR—=V g 0 30a2—W4 %4
ELET,

Firepower-chassis /monitoring/snmp-trap # Set community community-name

T v FOSHEA~DT 7 AT T 52 OICMERSNMPVIN2c 22 2 =T 4 A MY U7 F
T2WESNMPV3 22—V A ZELET, Z0a~vwr ReEANT2E, ala=T 4 40EEEIN
£, LENIHRARR2 LFT, AR—RIMFEHATEEE A, LENIANTLTHLERENEEA,

SNMP 7 v FIZfEHT 2R —hERELET,

Firepower-chassis /monitoring/snmp-trap # Set port port-num
N7 o ZIZHEHT 5 SNMP O AX—V 3 V EETAERELET,
Firepower-chassis /monitoring/snmp-trap # set version {v1|v2c|v3}

GE) SNMP N— 3 1 BEX O 2 i2id, BRAREEMOEX 2V 7 8NS5O TH
BLTLESY, 60— 2 g T, TXTOFERPIEESL I TICEE S
nNET, oD NR— a3 0 THE—OFRGEEA L L T#iET2a3a=7 1 ANV
YL EENET,

ER) FETDHDN Ty TOEA TEHEELET,
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps| informs}
ZZICERESNDEIFTKR DO E LY T,
« N— 3 02 [v2e] £720F [v3] BRI D 5A 1T traps,
o N—T g T V2 BIBIRT D555 13 informs,
GE) N=Da A NIv2 ZBRULTEGEDH, A 07— LB ZRETEET,

EE) N—=vYarTv3 Zz@RLZEAIE. b7 v TICHEEMNT DHERZIEE L £,

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
ZIREFERSINDIEERD LB Y TY,
M [auth] i) niEdJ%) D %ﬂﬁfce [/

¢ [noauth] : FAE72 L, BB L2 L ZHEHEETHZ LIETEET 2, FXOS IL SNMPv3 T
ZOEX2 T4 LAV EYR— LTI EIZER LTSI,

 [priv] : BALH Y . WELH Y

FZ VI g EVATAREIZTI Yy FLET,
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Firepower-chassis /monitoring/snmp-trap # commit-buffer

1

WOFNE, SNMP ZAZNZ L, IPv4 7 RLAZMEHLTSNMP b v F&{ER L, k
7w TR — k2T SnampCommSystem2 2 X = =7 4 Z#fFEHTLHLIEEL, N—T =
YEVIICERIE L, BEIY A 7 % traps [ICRRAE L. V3 MERRZ priv ICRRE L. M T
Yarkzaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower—-chassis /monitoring/snmp-trap #

WORFNL, SNMP Z A AEEIC L, IPv6 7 KL A& LT SNMP k7 v 7 & 1ERk
L. b7 > 7 WA — b2 T SnmpCommSystem3 2 = =7 4 T DL OFHFEL.
N—=Va v EVIICEREL, @MY A T % traps ICRE L, v3 MR priv iCRREL. k
TN a v EHEEELET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* set port 2

Firepower-chassis /monitoring/snmp-trap* set version v3
Firepower-chassis /monitoring/snmp-trap* set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* commit-buffer
Firepower-chassis /monitoring/snmp-trap #

H H FH o

SNMP + 35 v T DHIER
FIE

ATFYT1 FT=F) 7 F— K& LE T,

Firepower-chassis# scope monitoring

ATy T2 FBELIERAMELIZIP T FLADSNMP T v 72H8IBRLET,

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

AFYT3 FIUY g EVATAREICaI Yy FLET,
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Firepower-chassis /monitoring # commit-buffer

1

Wiz, IP7 KL A 192.168.100.112 TSNMP F 7 v 7% HIfR L. T o¥Fr g awa
v hTBHERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 1 —H DERL

ATy T

ATy T2

ATvT3

FIE

T=H YT = REBRBLET,
Firepower-chassis# scope monitoring

SNMP %A x—7 VI LET,

Firepower-chassis /monitoring # enable snmp

SNMPv3 = —H & {ERk L £ 7,

Firepower-chassis /monitoring # Create snmp-user user-name

createsnmp-user 2~ REANTHE, RAT—KRDODANEZRT T 7 bRFEREINE

¥,

FXOS Tix, OB A2 SRS AY — RITES ShE T,
« 8 ~ 80 L FE G,
cBHHLNDDIE, LT HTF. BIOROLFOHRTT,
~ 1 @#%N &N "<
cRDOFTLHFEGTER, § (FAGER) 2 G . =1 (F5) .
SOLLDRRDINFEEZDLNENHY 7,

BIFT AL LT VA NFERIIT 7V A POBFEFHITILFE2T- SAGHRNTLE
S, 2l xE, T12345) 14>, [ZYXW] X3 D3FFBRFENVTWET, 2D k)
T ORFHEDPFEOHIBEEZ 5 E (BFITNA~6IFEAE) | BFRlbTF =y 7Tk

E&Lij«o
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G¥) W A4 7 VA NERIZTZ U A2 FUFHIOMICERE LRWA 7 Y
AV NERET 7V A RXFHIREENTH, XTIV By FahvEd
ho T2E ZIE, abed& 121 1T/NAT — R F = v 7 ([ZRIML £33, abed&!25 %
L EH A,

ATv T4 SHAEIEOEHZHRE L £7,
Firepower-chassis /monitoring/snmp-user # sSet auth [sha | sha224 | sha256 | sha358}

ATy 75 AES-128 Wi S b DM &2 AL EIZT 4 E—T7 T LE T,
Firepower-chassis /monitoring/snmp-user # Set aes-128 {no | yes}
77 4V M TIE, AES-128 B SALIET 4 =T LT > T ET,

SNMPv3 X DES ZH R — K L TCWER A, AES-128 XSO FFIcT5E, T4 —D
b Thn T, RESINTZT T AR — AT — NREMR Y £97,

GE) SNMPv3 %% Authpriv (DES) THNZ /2> TWAHHE, FFEDONMS £=4 1 7
TV r—3 a3 b SNMPV3 FX0S 73 A R—1 7T A, LIEINC
DESOEHZHR—K L TWER—=2 g VDT, R 2T v 77 L— R 584
I, AES 2 L C—HF—%F/Ef L. SNMPV3FX0S 7 /3 A &R —1U 7
LHMENRDHY £T,

ATV T6 2P =AU = RERELET,
Firepower-chassis /monitoring/snmp-user # Set password

setpassword =~ RZANTLHE, NAT—=ROAT EMERERT T n 7 MRFRRENE
D

AFYT1] PV g EBVATAREICTI Yy FLET,

Firepower-chassis /monitoring/snmp-user # commit-buffer

1

WOFITIL, SNMP Z A% L. snmp-userld & V> 9 £ BiTD SNMPv3 = —H ZERK L .
AES-128 B Efb A3k L, RAVU—FRBLOTTA N — RAT—FREREL, b
S rvarkaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #
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B swwes 2 —vomp

SNMPv3 1 —H5 D HIFx

FIE

ATY T F=F V72— RERBLET,

Firepower-chassis# scope monitoring
AT 72 F5E L7 SNMPV3 2 —H & HIFR L £,

Firepower-chassis /monitoring # delete snmp-user user-name
ATYT3 MBI v a BV AT AREICTI Y FLET,

Firepower-chassis /monitoring # commit-buffer

¢l
RIZ, snmpuserl4 &9 A4 HTO SNMPV3 =—HZHIfr L, TP rvavzaly
N ABERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

IR7E D SNMP % TE D KRR

E. 2=, BEONT v 72 FR T 5123, RO CLI 2~ R LE

R

HI{E D SNMP
‘3‘0

\)

GE)  SNMP ZfEHTAFXOS DA B2 —T7 = A ZAD iflndex DNEFIE. FXOS OELHEHR HEFH I
E I

FIE

ATl F=X) 7 E— RERBLET,

firepower# scope monitoring

ZATFw T2 BIED SNMP ZEx2F R LET,

firepower/monitoring # show snmp

B 75vtor—sEE
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Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact: R Admin
Sys Location:
ATY T3 BUEERIN TS SNMPV3 2 —H & —EHR R L ET,
firepower/monitoring # show snmp-user
SNMPv3 User:
Name Authentication type
snmp-userl Sha
testuser Sha
snmp-user?2 Sha
ATYT4 BIEERSN TS SNMP P 7 v 72 —RERLET,
firepower/monitoring # show snmp-trap
SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
trapl informs 162 xokokx V2c Noauth Informs
192.168.10.100 162 K AK V3 Noauth Traps
!l

WIZ, FFED SNMPV3 = —IZBT 2 5EME R 2 FornT o0l 2R~ L ET,

firepower /monitoring # show snmp-user snmp-userl detail

SNMPv3 User:
Name: snmp-userl
Authentication type: Sha
Password: ****
Privacy password: ****
Use AES-128: Yes
firepower /monitoring #

HTTPS DEXTE
Z ZCIX, Firepower 4100/9300 > v —3 THTTPS 2% E T 2 HikzEilll L £,
A\

) vr—v~v3r—V ¥ EIXFXOSCLI #fiH L CHTTPS A — h A H Tx £, o> HTTPS
DORTEITTRT, FXOSCLIZHEHA L TOARETE 1,

I5vr7r—LiEE
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B vz =— vy kSRR

AERAE .

F—Y g, FSRMRSAUFE

HTTPS i3, AfF— A>T TA LT 7F v (PKD) Z2HHL T 74T b7 T UL
Firepower 4100/9300 > ¥ —3 72 ED 2 DDOT NA AT X 2 7 RBEE LML LET,

EEX—&x—UY

% PKI 734 AL, WNEF— U v ZIZIERFAD Rivest-Shamir-Adleman (RSA) K5 F— D2
7 AT TAR—=F, LI 120F3T VY v 7)) ZRFELET, VTN —THE(S
NizAvtE—IiE, b9 —FHOF—CTHEBITEET, B lbanizA v —Y2RETHH
f. EEHFIZEZTOLM*F—CH L, ZEHFITMEOMEX —ZHEHL TAvE—V%
Bt LET, HEFIT. MEAOREF—TEEHDOA v =%k (( TB4] & bETNh
F) LCARSF—OFAEE2EHT b TEET, ZEEDEYTIAMIFT—ZHHL
TA vy —VZIEFIEFLTE 25613, ¥ﬁ%ﬁﬂﬁﬁéﬁ%# EHA LTS Z &N
FHENET, X —DRIITIEESETHY., %@Eéiﬂzt/bmamst/bf
T, WE, ENF—13EOF—X0 L0 EETT, FXOS TITHRMIT 2048 £ hDF— 2
TEELT 74N EOX— VUi EnEd, FL T, BMoX— U FEERTEE
kR

7T AGHPERSNIZY | GEHENBIRUINIC R -720 LIEBEE, 7740 E0x—U v
JREAEEZ FETHART OS6ERDH Y £,

FEEAE

X2 T REEEERTHIZIE. ET200T A ANRENENOT VX NVGEAEL L L F
T, AEHEIR, T ZAD IDICEAT 2 BAFEAEHE L BT A ZORAF—%2 507 7
ANTT, BB LENTWBEEZYR—FT572010, TAA AIMADOF—T LMADHD
BAGEHEEZERCTEE T, VE— N 22—V RACEBLAIEAEZIRT 2T 3 R8T 5
Bit, 2—WIET A ADID #HBICHRAET 2 Z N TE T, 22—V 077 U HFITRIIHR
AEICBAT 2EAR R LET, 7740 M T, FXOSIZIET 74V FOXF— U 70 b DR
B — %2 &AL DO H L BAEHERG ENET,

PSR FRAD R

FXOSI|ZH N 728G 2 2572012, T3 ADID il 23 TE 5 Y —R& (DF 1,
FZARKALN) oY —RRX=F GEHELREL, A VA=A T&ET, — F3—
TAGEHIFIT, BITE T A P AR b Ob— REERER (CA) . I CAL F72i3— R CA
WZORMMDBRNTANTF 2= D—MERDNTANT U I—DWTD) IZLoTEL SN
FT, HLWVGEHELZESG T 5121X, FXOS TRl EERA AR L, FT7 A hARA v MZEER
EEETOILERDY T,

|

EE G EIT, Base6d = — K X509 (CER) 74—~ N THOIMNERDH Y 7,
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X— )T DIER

FXOSIE, 774V h F— V7 %E0, RKRXSEOX— Vo7&V HR—FLET,

ATvT1

ATy T2

ATvT3

ATv74

FIE

TX=2UT7 4 E—FERBLET,

Firepower-chassis # scope security

X— U T ERAERL, ARTZMTET,

Firepower-chassis # create keyring keyring-name
SSL¥—O bty FREFRELET,

Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
N rvarEaly bLET,

Firepower-chassis # commit-buffer

451
WOFIE, 1024 By FDOF— A XDxF— U 7 2Bl LET,

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDZRY
ZOxF— U7 OFEHEEREERL T,

TIHILE F— )T DBER

7 FABLPERINZY | GERENHIROIIUC R >720 LIcHalE, 7740 FoF—1 v

VREEEZ FECTHART OSBERH Y £,

N

x—uvrons [

GE) F7xLbrOF—1 o 27F, FXOS FO FCMIZ L > TORMER SN E T,
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ATy

ATy T2

ATvT3

RTvT4

FIE

X270 = FEHBLET,

Firepower-chassis # scope secur ity

TI74NVEF—= VT THx—V T X2 VT 0 E—FIZADET,
Firepower-chassis /security # scope keyring default

TN X— VT EHARLET,

Firepower-chassis /security/keyring # Set regenerate yes

Mo rvarvzaly bLET,

Firepower-chassis # commit-buffer

151
WRIZ, T4 %— Vo TP EHERTAHEZRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

F— VT DEAEERDIERK
BARA TV HEDF— ) T DIAHEERDER

ATy I

ATy T2

ATvT3

ATy T4

FIE

X270 = FEmLET,
Firepower-chassis # scope security
¥F— U roary4Xalb—varET—FCADET,

Firepower-chassis /security # scope keyring keyring-name

IS5y r7A—LEE |

FBESN-IPVAE-1XIPv6 7 LA, 713777 Y v A Z—ax7 NOL4HTEFHL
CEEAEERAER LT, GBI RO SR — REANTEH LI TROLNET,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

N ¥rvarEaly bLET,

Firepower-chassis /security/keyring/certreq # commit-buffer
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ATYTE at’ =L ThrI7RA N T U —E£ TR E TR EER AR L ET,

Firepower-chassis /security/keyring # show certreq

il

WOHITlE, BAL 7Y a U fEDF—V 72OV TIPVA T KL A TIHFAERE R %
PERR L CFRR L £,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name
sjc04

Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNnlt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mARTLIWHO4 SwcCcAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dt ztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/WQQMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxXNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring #

RDZRY

SFAAEESROT ¥ A & BEGIN B L O END T2 E5HTat —L, 77 A VITREFELE
T, F— VT OHELZRGET A0, FHEERZEL 77 ANVENTARNT U —
FITRRGERIICEE L ET,

FFZARRA L FEER L, FTARN T h—00ZFH-7- b T 2 FOFFAEOGHHA
EF - ERELET,
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B sor7oatzo5x— v soansEEROER

HEA T avtEDT— ) T DIHAEERDER

FIE

ATYT1 kX2 U7 0 == RFEBBLET,
Firepower-chassis # scope security
RTvFT2 F—Vrr/0arr74Fal—rarE—FRICAYET,
Firepower-chassis /security # scope keyring keyring-name
ATv 73 GERAEEREMERLET,
Firepower-chassis /security/keyring # create certreq
ATy T4 SHEPFELTWHEOEa— FERELET,
Firepower-chassis /security/keyring/certreq* # set country country name
ATy 7s  ERICEEMT b RAAL =2 =% (DNS) 7 FLRAZRELET,
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
ATvT6  GEAEZRICEEMTONEE AL T RLAZEELET,
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

ATwF1  Firepower 4100/9300 > v —> D IP 7 KL AZRE L T,

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

ATy T8 GEHEZERL CODIEEOARENFET LT E I Z2EE L ET,
Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
ATvT9 GEELZZRL TV DOMEMEEE L ET,
Firepower-chassis /security/keyring/certreq* # set or g-name organization name
ATy 70 M=y FEHEELET,
Firepower-chassis /security/keyring/certreq* # set or g-unit-name organizational unit name
ATV TN GEAEERICET LA T v a v ORRAT— REEELET,
Firepower-chassis /security/keyring/certreq* # set password certificate request password
ATV T2 GEREZEOR L TV DO AREPFET DINE LI THRR D2 /HEL £7,
Firepower-chassis /security/keyring/certreq* # set state state, province or county

AT F13  Firepower 4100/9300 > ¥ — DFERMERF KA A LA EBELET,

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
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ATvTWU rTUoHsvarEaIy FLET,
Firepower-chassis /security/keyring/certreq # commit-buffer
ATy T8 abt™—LTChI AL T h—F 7 IE5RAE RIS G FT e EE R 2 RR LT,

Firepower-chassis /security/keyring # show certreq

i
Y

GE) 27 XVETOY UV —ATIL, Tsetdns] F7-1% lsetsubject-name| T FQDN % {i f&§
Ry T77h2aIy bT5Z LB TEEHA, FQDN TIE/2WWDNS 72134~
Vxl "NAEHEAL CRGEEGEERLEL Y 5L, =29 —R2u—ShET,

WOHITIE, 34 7Y a UAEDOF— Y 72O TIPVA T KL A THEHEE R &
ERRL TERLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreg* # set "ip 192.168.200.123"
Firepower-chassis /security/keyring/certreg* # set subject-name "sjc04"
Firepower-chassis /security/keyring/certreg* set country "US"
Firepower-chassis /security/keyring/certreg* set dns "bgl-samc-15A"
Firepower-chassis /security/keyring/certreg* set email "test@Rcisco.com"
Firepower-chassis /security/keyring/certreg* set locality "new york city"
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreg* set org-unit-name "Testing"
Firepower-chassis /security/keyring/certreg* set state "new york"
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

#
#
#
#
#
#
#
#

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLA1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjACMBOGALIUJEQEB/wWwQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #
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ATy T

ATy T2

ATvT3

ATvT4
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NN P OIAN Y 3:3

RDBERY

FHFHEFE R DT H A h &2 BEGINB LOEND T2 E50HTat —L, 77 A /VICIRELE
T, F— VT OEHELZRGET A0, FHEEREZEL 7 7 ANVENTARNT U —
FITEREFRICEE LET,

c FTAM KAV MEEREL, FT AN T U I—20%TB o7 87 A L OFEHED R
EF - ERELET,

> FDERL

FIE

X2V 4 E— FEBBLET,

Firepower-chassis # scope security

NI ABRA L MEAERLLET,

Firepower-chassis /security # create trustpoint name

ZOLIFARRA Y FOGEAFEREZIEE LT,
Firepower-chassis /security/trustpoint # Set certchain [certchain]
axy FCREHEHERAZIFE LRWGe, — FGER (CA) ~ORGENAZERT D M T

ANRKRA IOV A NERITFEAEEZANT D L OITRDOENET, AJIREDORDITIZ,
ENDOFBUF & AJ L CTHK T LET,

= SR E X, Base6d =2 =1— R X509 (CER) 74—~y N THAKLERH Y £,

Ko s varvEaly bLET,

Firepower-chassis /security/trustpoint # commit-buffer

il
WOBNE, bTADNRA L FEER L, b7 AN A2 MSEREZEEE L £,

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~“C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkghkiG9wOBAQQFADBOMQswCQYDVQQGEWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzZARBgGNVBAST
C1lR1c3QgR3JvAXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgY0AMIGT
AOGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU

vV V.V V V
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ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPXxPTE+bF5wZVNAgGMBAAGGJTAjBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV03j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1INj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwJVUzZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BASTCOVuZ2luZWVyaW5nMQ8wDQYDVQQDEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWERB
/ zZANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVYVYVYVYVYV

v
1
1
1
1
1
2]
2
o
(@]
5
H
H
o]
g
H
=
|
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

RDBERY
AN T U —ETEEERNLF— U O VEEHEAZRE L, F— U I A A= L
3

F— I VT ADIEFHED A VR— k

1R BRI
o X — U U JEFAEDIPEF 2 — A EI b T AN KA U FERELET,
o NIRRT U —FIGRERNOX— U U REHESRE L E T,

\)

GX)  HTTPS TT CICHREINTWAF—U LV VOIAELSLEET AL, TTLWIEEBELEHR)
(295722 HTTPS Z HEE+ 2 L8N H 0 £, FEMICOW T, HTTPS OFEH; (39
=) BERL T I,

FIE

ATy BX2 VT 0 T RERHBLET,
Firepower-chassis # scope security

RFy T2 HPRELZIRSF— Vo r/Tar 7 F¥al—ar E—NIADET,
Firepower-chassis /security # scope keyring keyring-name

ATY T3 F— VU THHEORBITO N7 A b T U A —FIEEEREHIC L T A b AL v MEIRE
LET,

Firepower-chassis /security/keyring # set trustpoint name

I IS5y ror—LEE |}



B ves o

K
Il

IS5y r7A—LEE |

ATvT4 = VU IREEEZAN LT v 77— RT572004 47 a7 %2 B LET,

HTTPS O

=L =

ax ;&

Firepower-chassis /security/keyring # set cert

a7 RTC, NTANT U —FIGEREERD LT R i EHEDO T X A &R 1 F
9, FEBAED#% OITIZ ENDOFBUF & AJJ LT, GEBAED AN ZZE T LET,

EoE:) AEBIEIX, Base64 =2 21— K X.509 (CER) 74—~ v N ThHLIMERDH Y 7,

N ¥rvarEaly bLET,

Firepower-chassis /security/keyring # commit-buffer

1

WIZ, PTAIRA L PEFREL, iEAFEZ X — U 7, UR— T LBA R L E
@—o

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

MIIB/zCCAWGCAQAwgZkxCzAJBgNVBAYTALVTMQswCQYDVQQIEWJDQTEVMEMGA1UE
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xEzZARBgNVBAST
C1R1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IThveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVVVVVVYVVYVYV
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> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDREARY
X— UV EFEHLTHTTPS Y—E XA ZEELET,

A

bz

cll

UNFEE RS BNET,

E HITPS THHATAIR— b EX— V7 DEFEED, HTTPS OREEZE T Liztk, v T %
IvarERAERITIaI v b T ETIE, BEOTXTOHTTP 8L OHTTPS £ v v =

B 75vtor—sEE
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ATy

ATy T2

ATvT3

RTvT4

ATy TH

ATvT6

ATy 17

ATvT8

wes o

FIE

VAT L E—FRIZAD T,
Firepower-chassis# scope system
VAT AP —ERET—FERBLET,
Firepower-chassis /system # scope services
HTTPS — bt A& HM L £,
Firepower-chassis /system/services # enable https
(fEE) HTTPS #fi TSN LOAR—FEfRELE7,
Firepower-chassis /system/services # set https port port-num
({EE) HTTPSICX L TR L7c%— U o VD4R EZfE LT,
Firepower-chassis /system/services # set https keyring keyring-name
(EE) RAAL U THHEINOIHGZAL = EF2 VT 4 DLV ERELET,
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suitemode (Z1%, LA FOWTNNDOF—U — RE2EETE £,
« high-strength
» medium-strength
* low-strength
e custom : —HPERDOKE B A A — MIKROLFFHIZHFETE £,
(&) cipher-suite-mode 7% custom (ZEXE STV DAL, RAAL I LT AX L L
SUDIEFAAL— X2 VT ZEELET,
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string 1 L5 K 256 SCF- THERK T & £9°,  Z4U1E OpenSSL 5 A A — MIARIZHE

WTDUERDY £T, RERE, AX—ARRCFIMEA TEEE A, | URBERF) | +
(FFZRFH) . - (A 72) L BRO: (mry) , FHHIZOWTE,

http://httpd.apache.org/docs/2.0/mod/mod_ssLhtml#sslciphersuite & 2/ L T < 72 &0,

72 & ZI1E, FXOS BT 7 4V b & LT T 2 iR AR O SCTFFNIRD L 912720 7,
ALL: 'ADH: 'EXPORT56: ! LOW:RC4+RSA:+HIGH: +MEDIUM: +EXP: +eNULL

GE) cipher-suite-mode I% custom UUISMIFRE SNV TV D GE, 204 7T g ST ER S
hij‘o

(FER) REFERZY X Med&z, A EITESICLET,
set revoke-policy { relaxed | strict }

I5vr7r—LiEE
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B vres k- rozE

ATvT9

IS5y r7A—LEE |

Ko va BV AT AREIZaAIy FLET,

Firepower-chassis /system/services # commit-buffer

il

WORFITIL, HTITPS A *—7 L2, R— b EZE4M43ITHRTEL, F— V74 %
kring7984 |ZFXE L, HEHE AL —hDEF 2V 7 ¢ L~UL% [highl I EL, FT7 %
JvarviEaly hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

HTTPS R— FDZEHE

ATy I

ATy T2

ATvT3

ATy T4

HTTPS — VY A%, T 7 4/L F THR— b 443 THHMEIZZR2 Y 9, HTTPS 25 4 B—7LZ
THZ LT TEERAN, HTTPS e icfEH TR — MNILETEET,

FIE

VAT A EF—FRICADET,

Firepower-chassis # scope system

VAT ALY —EX = FEMMLET,

Firepower-chassis /system # scope services

HTTPS el M+ 2R — FaEE L7,

Firepower-chassis /system/services # set httpsport port-number

port-number (Zi% 1 ~ 65535 DA F5E L £, HTTPS 1X. 7 7 4 /L h TiIAR— |k 443 TH
T2 o TVNET,

NTvHrva vk AT AREICTI v FLET,

Firepower /system/services # commit-buffer

HTTPS R— FZZEH L7241, BHEOTRTOHITPS By v a v BNHLGNET, 2—
. MOXHIITH LWA—F2FHLTHE DYy —v 32—V vy a4 T 508 R’HD
i‘ﬂ—o

https://<chassis_mgmt ip address>:<chassis_mgmt_port>
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wrres oy ]

<chassis mgmt_ip_address> |%, X ERFICATI LIy v —> D IP 7 RLAE TR A MM,
T, <chassis mgmt_port> [Xa%EA358 T L7z HTTPS A" — K T4,

1

WIZ, HTTPS AR — BB & 443 [ZHE L, bT Vo v a v 2MET D0 Z2 R LE
ﬁ‘o

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

HTTPS O B #2 &f

ATy I

ATy T2

ATy T3

ATy T4

ATy TH
ATvT6

ATy T17

HTTPS TH TICREIINLTWD X —U U VT OFEHEELEFT T 28513, #FTLWIEBHEEZEF%)
IZTD7-OICHTTPS # FHLENIT AR H Y F9, Tz — VU > 7 THTTPS % FHi% €
T 5120, WOFNEEZEHRL 3,

FIE

VAT L E— RICAD £,

Firepower-chassis# scope system

VAT ALY —EX = FEMMLET,
Firepower-chassis /system # scope services

HTTPS ¥ — VU v 7% 7 7 4/ MEIZE L £7,
Firepower-chassis /system/services # set https keyring default
FNIUW T a BV ATAREICAI Yy FLET,
Firepower-chassis /system/services # commit-buffer
S5HOMIFHE L £9

YERL L7=%—V v 7 CHTTPS % & L 77,
Firepower-chassis /system/services # set httpskeyring keyring-name
Foo¥rvarey AT AREICTI Yy FLET,

Firepower-chassis /system/services # commit-buffer

IS5y ror—LEE |}
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F—1) U5 DOHIK

ATy T
ATy T2

ATvT3

FS R kRS

ATy
ATFvT2

ATvT3

FIE

tX=2UT7 4 E—FERBLET,
Firepower-chassis # scope security

AR E DX — U 7 EHIBRLET,
Firepower-chassis /security # delete keyring name
N ¥ s varEaly hLET,

Firepower-chassis /security # commit-buffer

!l
ROBITIZ, F— V7 2HIBRLET,

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

> ~DHIE

1R BHHIIZ

RSARN B IRF— VI Lo THEAIN TV W & %5k

FIE

X2 VT4 = RICAD ET,

Firepower-chassis# scope security

FELIZFT AN AL FEHIBRLET,

Firepower-chassis /security # deletetrustpoint name
FovHrvarzaly PLET,

Firepower-chassis /security # commit-buffer

B 75vtor—sEE
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nrres ot |

451
W, bT AR RA Y MEHIRTDHIZ R LET,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS D #Exh1k

AAA @

=JL =
X B

FIE

VAT AL E—RIZAD ET,

Firepower-chassis# scope system

VAT AP —ER T— RERBLET,
Firepower-chassis /system # Scope services

HTTPS #— b 2 &2 MhIZ L £,

Firepower-chassis /system/services # disable https
NI va vk AT ARECAI Y FLET,

Firepower-chassis /system/services # commit-buffer

151
WIZ. HTTPS Z##5hz L., RS rvavraly M A0ERLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

T VEHARL BIXOT AT 4 IOV TIB LE T, S OWTIE, kD
FEy 7 E2BZBLTIEIN,

il
5
Tl
)

3

Yl
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AAA [ZTDLILNT

TS5y b7 —LEE |

FORE. FFRI. BXOT AU T 47 (AAA) X, Xy NU—2 UV —A~D7T 7 & AHl#,
R —oigfb, AR OFL, L0V —E RO HERHERIEMZ1T ) —#Ho P —
EATY, Ak, = — &I LE T, AT, RSN Io— N T 7 AT 5 AREMEN
HoHYY— X&*f~t1%:ﬂ%ﬂi?”éf)/~%:9é LET, THU T 0 713, e & ot
WA ESNDEMET =2 DU Y =A% B LES, 260X, RNy hU—2
BHBIOEX 2T 410> TEHEETT,

REE

PRI — Y AR 2 HE T, @, 2— YR EN R — A LB NA T — RE AT
THE, TI7RARFAISNET, AAAV—F, 22—V BRANLiza s A A5 RET—X
N=2RfFENTWDHa2—F Do 7 A AEREHKLET, v 7o UHFRP BT 254,
2—WEIRy T =T ~OT JEARFAIINET, 7 LTy Rn—HL20ngEEE, &
AR L, 2y FU—2 TR ATER S NE T,

U — U~ DE R 2 REET D X 9 12 Firepower 4100/9300 & v —3 AR ETE £79, Zh
WX, oy va rNEERET,

*« HTTPS
+ SSH

T3 —)L

FeERY) o—m@lHT 57 e A TY, EOLIRTIT 4T 4, VY—R, P—ER|Z
KT DT I AHF A= RS> TWDLONEHM LT, 22— VI3RS 8E R
ATDT IV RART VT 4 BT 4 23 SNDAREMERH D £,
ThovTa09
TATT AT, T BARBIZZ—FRHEE L) YV—2AZ[ELET, ZIulix, v A
T AR ERITEy v a VI REZE LT X B EREENET, THAU T 4
VL, FFATHIE, BRE. ML U ROM, VY —RERE, XX T 4 T =T DT
TAET AR END Y v a COEHER EFERRE RO 728 CTIThiLET,
glﬁ\éEs g%.]\E.rs 773@)7__4 sJO“FEﬁo)*EE«FFﬁ
SRERI. BT A2, BAIBLOT AT T 4o 7 EbIEHATAZ LB TEE
ﬁﬁo IJLATT B’Uéﬁﬁ J_ﬁ‘mnuuﬁﬂlﬁf%ﬂ {ﬁ/\/fl/\ézgﬁ)‘&)b i@” 77717\/:/:4 \/772”-
THEHATHZ L, FAEBLOREA L EhIEHT s b TEET,
HR—FESNTWBRTEL24A4 T
FXOS IZWRDFBIEX A T H YR — K LET,

* [Remote] : IRD K h U —27 AAA —EANRFHR—F I TNET,

B 75yt o+—L
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AAA DF%E .

*« LDAP
* RADIUS
« TACACS+
s[m—H (Local) ]: ¥v—UiF, 2—HF =T w77 A NVERVIALZ ENTE L0 —T

NT—=BR=2%ffFi LET, AAAT—"DORDVIZ, ZOR—HNT —F =A%l
MALT, 2—%REE, B, TV T4 07T 5226 TEET,

a—+¥o—)

FXOS1Z, =—H# e — L& 4 ToOEXTr—I LB L0 E— MNRREZ I AR—FLET, F
DETHIENTELr—/WTIRO LB T,

e [Admin] : VAT A BRI T DEERFAIMY L EZIABLDT Vv 2, T 74/ ED
admin 77y MI, 74V FTI0OR—AREY Y TH, BEIITXETA,

* [AAA Administrator] : = —%, m—/L BILO AAA HEICKT Dot & EXIALOD
TR AM, VAT LOFRY OFITKT DAY T U A,

« [Operations] : NTP M%7, Smart Licensing 72 ® Smart Call Home D& E, ¥ AT A 1
7 (syslog hr—/3L T —2Gie) (ST D00 EEZIABLDT 7Y A, VAT A
DFEY ORI D FAEY T 7 & AHE,

* [Read-Only] : ¥ AT AREICKT DA AT 78 A, VAT LREEZEH T HHE
[Rixd 0 £¥ A,

0—J v 2—HFEa— LOE Y Y TOFEMIOVTIE,  [User Management] &ML CTL 72
éb\o

AAA DE&TE
Firepower4100/9300 7 77 A 7 A TREGE, #F Al 7 H DT 4 7 (AAA) ZiRET D20
DIERN) 72 FIEOBEE ZHE/ L E 7,
1. 2—VPEEOHWZ A T ERELET,
s [Local] : = —HWEFK & 7 — U /LFRAEIL User Management D —# T3,

* [Remote] : Y E— F AAA ¥ — N7 7 XD EIX, [Platform Settings] D— CT7,
BRI D & B0 T,

« LDAP 7 A X —DFHRIE (44 2—)
« RADIUS 7' /XA X —DHE (49 ~X—)

* TACACS+ 7 /XA X —Di&E (52 2—2)
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IS5y r7A—LEE |

B e sosqs—omE

Y

GE) UE—h AAA V—N"—%fFHAT 255X, > r—TUE—F
AAAY— =T 7B RAEFHET HENZ, VE— b —/3—TAAA
P —EREFINLTHETILERHD £7,

2. T4V NOBFESFREfEELET, T b User Management D —3 T,

N

GE) TNV FORFEE 2 Y — VIBGEO W MRE LV £ — FREAE~ 2 k=21 (RADIUS,
TACACS+, F72IXLDAP) ZEH T2 L O ICREINTWDILA. EDOT— O EDFFE
OWHEEZEFTDHZ Li1x (& zE, P—0HlERe, BV Y COIEFOEE) | Znbo
2—YREEZEFT L LR LTI TEERA,

LDAP 7 O/\f B —DEHTFE

LDAP 7 O/NA Z—D T 0/8F 1 DHTE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ZDEAY TRET DT ONT 43, ZOZATDFTXTOT A X — DT 7 4/ biX
ECT. e DT 0 g F—IZ0PRPOT 08T 4 DRENREENTODHE, FXOS T
DFEEMEM SHL, 77 4V MREITER SN ET,

Active Directory % LDAP % —/ & L THEA L TWAATE. Active Directory H—/3T FXOS |2
NAYRT22=FT AT PR LET, ZOT7 AT MIE, BIRUINIZR 520/
U—NERELET,

FIE

X2 U7 4 E—FERBLES,

Firepower-chassis# scope security

¥ =2 U7 1 LDAP £ — REBA L £,

Firepower-chassis /security # scope ldap
BELIZEEEE L a— N7 — 2 _N—2RBERE L ET,
Firepower-chassis /security/ldap # set attribute attribute

HE LTl a2 G L a— NIZT — 2 _X— AR ERE L ET,
Firepower-chassis /security/ldap # set basedn  distinguished-name
BRELLETZ ANV aGh L a— N7 — I XR—2RReRELET,
Firepower-chassis /security/ldap # set filter filter
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| 75y ror—Li
oap 7054 S—ater ]

Z 2T, filter IXLDAP — _XTHEHT 2 7 4 L ZEMHETT (cn= $userid. sAMAccountName =
$userid 72 &) . T 4 N FZIZiT $userid DE FALTWALENSH Y F47,

RTYT6 VAT ARY—NmH T AR L L CTBHT DHTIC, LDAP H— 3725 OIS 2 15 OF 2 3%
L,:.E_‘[/i—é‘o

Firepower-chassis /security/ldap # set timeout seconds

ATFYTT "I W I a B VAT AREICTI Y NLET,

Firepower-chassis /security/ldap # commit-buffer

1

K OFITIE, LDAP J&ME4 CiscoAvPair (2, ~— AFHI4 %
DC=cisco-firepower-aaa3,DC=qalab,DC=com| (2, 7 « /V¥ % sAMAccountName=$userid
2. ZA LT MERZ STICREL, P varaealy FLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower—-chassis /security/ldap* # set filter sAMAccountName=$userid
Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

\)

GE) =—¥nm A%, LDAP =—H% D DN 23255 XFEABx 5 LU £,

RDERY
LDAP 7' u /A X —ZERS L E T,

LDAP 7O/ B —DERL

WOFENEIZHEVY, LDAP A B— (ZDOT T4 T AT LDAP X— A D AAA +—E R
ERMTI/ED V) T— b ——) ZERBLOEELET,

\ )

GE)  FXOS TiZ. 5K 16 D LDAP u A X —%& PR —F LET,
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B o Sosss s—o e

&

ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T1

1R BHHEIIZ

Active Directory % LDAP #— 3 & LTl LTV 54541%. Active Directory #— /3T FXOS (2
NA U RT 2= T AT FEAFRLET, ZO7 A0 M, HIRIIIZR 52082
U—FaRELET,

FIE

X2 VT 0 = FERHBLET,
Firepower-chassis# scope security
¥ 2T 4 LDAP E— REBA L ET,
Firepower-chassis /security # scope ldap
LDAP #— % f VA X U ZZAE L, £F 2 U T ( LDAP —" T— FEBA L £,
Firepower-chassis /security/ldap # create server server-name
SSL 3 HZN D4, server-name 1%, % IP 7 KL AFETILFQDN &£72 0 | LDAP H— D&
X = U7 4 EBEN O CommonName (CN) & EREIZ—FH L TCWALERHY 9, IPT KL
ABESN TV LB ERE, DNS b —"ZRET OLENH Y £,
(R ==Y m—lnr—nozkE % LDAP @2 E LT,
Firepower-chassis /security/ldap/server # set attribute attr-name
ZOT T 41X W, LTS EOT THRESNET, VAT A, 2= La— KT,
ZOEMNA L BT OEAERKLET,
77 # /v F DJEMED LDAP 7 a3 X —ICRE SN TWRWEARIT, ZOEPSLETT,
EE) VE—ha—¥RarAf L, VAT LEANREOZ—FLHIZESN T2 —HFDDNDH
BEhn L&, Y—DBRKEZHGET 2 LDAP BN O EDMRA R E L E 7,
Firepower-chassis /security/ldap/server # set basedn basedn-name

~N—Z DN OE &%, F&K255XFH 5 CN=username P& I Z 5| W= ESICERETDHZENT
X FJ, username IZ LV, LDAPFRGFAZfEH L C v v —v~F—Y ¥ £7/-I1LFXOSCLLIZT 7
ALY TRV E— ba—REIINET,

T 7 4 s D_X—=ADNNLDAP 7' 31 X —FICRE I I TWARWEAIL, T OMEBMNIET
ﬁ—o

(EE) N—ADN FOTRTOAT V=7 MIXT Daes B MR & RZBEHER % K>, LDAP
T—HRX=RA T A7 hO#EH4 (DN) Zi%ELET,

Firepower-chassis /security/ldap/server # set binddn binddn-name
YR—bENDA Y 7 ORI 255 3% (ASCI) T,
({EE) LDAP#HE%A, EFRESNIZT AN L —BT Ha2—FLAITHIBRL ET,

Firepower-chassis /security/ldap/server # set filter filter-value
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ATvT8

ATvT9

ATv710

ATy TN

ATvT12

ATvT13

ATv 714

oap 70,54 5—oter [

Z 2T, filter-valuelZ LDAP Y — \THEHAT 5 7 4 V7 BHETT (cn=$userid, sAMAccountName
=$userid 72 E) o 74V ZITIE Suseid BN EENTWARLERH Y £97,

FITFINVEDT 4 VAP LDAP 7 3 X — IR E SN TV RWEEAIE, ZO/EAMET
K

NA Y RDN THREL/ZLDAP 77— 4 X—A 7 AV bONAT— REHELET,
Firepower-chassis /security/ldap/server # set password

INAT— REFRETHIZIE, setpassword =<2 RE AN LTHD Enter Z2fiL, T
NCxF—fEEASILET,

FEHEASCH LT H A TEET, =750, 1§ (BZ7varism) o 120 GERIFH) . T=
(Z5) 13bRE £,

(fEE) FXOS CZO7uNg X —%a—FOIECHATIEFZHREL £,

Firepower-chassis /security/ldap/server # set order order-num

(fEE) LDAPH— L O@BEIHEAT LA — FEEELET, EHER— FESE389 TT,
Firepower-chassis /security/ldap/server # set port port-num
LDAP #— R LI@ET % L DO SO 2 A ML £ 72137 4 B —7 M LET,
Firepower-chassis /security/ldap/server # set s {yes | no}
F7varFROEBY TY,
cyes : B bI BT, Wbz x T o— b TERWGAIE, #Etic R £,
*Nno : H%%’ftbiﬁ;ﬁfj_o R rﬁﬁ& IV TFARELT 3é1u éhiﬁ—
LDAP TiE STARTTLS AMEA S E 3, ZHic kv, A— b 389 2 L =B B{LidfE 23 v]
HEIZR D £77
LDAP 7= # R—=2ZA~DWEDENZ A LT U M T2 ETOBRHERELET,
Firepower-chassis /security/ldap/server # set timeout timeout-num

1~ 60 BDOEEHAZANIITDH), 0 (Fu) ZANLTLDAP 7o 4 X —THRE L/ rn—N
W EALT T MEEFERLES, T 740 ME30RTY,

LDAP 70 3 S =0 — OG22 o~ =2 fE L £ T,
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
F7vaFROLEBY TY,

e ms-ad : LDAP 7’ 12 /31 ' —[X Microsoft Active Directory T9~,

« openldap : LDAP 7' 12 /34 4 —[X Microsoft Active Directory Tixd V) £ A,

(fER) REAEERZNY A MaELZ AL ET,
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}
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ATy 715

GE) ZDERTE

(X, SSL#HMEH FIRETH 2 H AT DAATT,

oW I a2l ATARTIZaI Yy FLET,

Firepower-chassis /security/ldap/server # commit-buffer

1

TS5y b+ —4

WOFITIZ, 10.193.169.246 &\ 9 ZRTD LDAP H—/3 A o A & o 2% VERL L. binddn,

NRAT— R, JEF, R"—b, SSL, "o & —@E%

]\ Li—g‘o

Firepower-chassis# scope security

Firepower-chassis

Firepower-chassis /security/ldap* # create server 10.193.169.246

/security # scope ldap

Firepower-chassis /security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"

Firepower-chassis /security/ldap/server* # set password
Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

HH= H = H H

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

HEL, NI riarsaaly

WOBHTIL, 12:31:71:1231:45b1:0011:011:900 & W5 L4 FTD LDAP H—23 A L A X L A
ZER L. 231 RDN, "2 U— KR JlafF, "— b, SSL, XU ¥ —EMHEEZRE L.
rSoW o a s EEELET,

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"

Firepower-chassis /security/ldap/server* # set password
Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

B 75vtor—sEE

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

HH H = FH H

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad
commit-buffer
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oap 7,34 5—odik [

LDAP 7 O/ 4 Z—D Ik

ATy T

ATy T2

ATvT3

ATvT4

FIE

tX=2UT7 4 E—FERBLET,

Firepower-chassis# scope security

¥ =2 U7 ¢ LDAP E— R&BMH L ET,

Firepower-chassis /security # scope ldap

BE LY —ZHIBRLET,

Firepower-chassis /security/ldap # deleteserver serv-name
FNFo¥rva By AT AREICTI Yy FLET,

Firepower-chassis /security/ldap # commit-buffer

il

WIZ, Idapl &V D ARTDOLDAPH—NZHIBRL, 7o HFrvarzaly M3 540
e LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS 7O/ &4 —DE&E

RADIUS O/ A #—D FO/8TF 4 DEFE

ATy I

ATy T2

ZDHATTRET DT RNRNT AN, ZDZA T DT XTOT 0 A Z—Ffe DT 7 4 /v bk
ETT, lx DT g F—2NTNND T RT 4 ORENEGENTVHHAE. FXOS TZ
OREMERA S, 20T 7 4V b EIFEH SN ET,

FIE

X2 UT 4 FE— REHBLET,

Firepower-chassis# scope security

%= U F ¢ RADIUS =— RZ B L F 1,

Firepower-chassis /security # scope radius
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ATY T3 (FEE) V—nEFUAREEL L CEAT DEI1IZ RADIUS — L O@E % k19 5 B4
FRELET,

Firepower-chassis /security/radius # Set retries retry-num

ATYT4 ((EB) VAT LABRY—"EX U ARREL L CTEHT DH1IC. RADIUS $— 30 b OJRE 2 1F
ORFHZRE L E T,
Firepower-chassis /security/radius # set timeout seconds

AT9TE FIUF I arEVATAREICAI Yy PLET,

Firepower-chassis /security/radius # commit-buffer

151
WOHNL, RADIUS Y M T A % 4IZREL, ¥4 L7 0 MNEREEZ 30IZEREL, T
v vgrvEaly NLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

RDERY
RADIUS 7' v /A X —Z 4B L E T,

RADIUS 7 O0/31 & —DERk

WOFNEIZHEV, RADIUS 7 a XA X — (ZDT 7T A T 2 A2 RADIUS X— 2D AAA H—
ERABRMETIHEEDY T— b —1—) ZERBITRELET,

Y

GE)  FXOS TiE. &K 16 ® RADIUS u A F—%HR—FLET,

FIE

ATV Tl BX2UT 40 F— FEBEBLET,

Firepower-chassis# scope security

ATFv T2 ¥¥F=2VUT 1 RADIUS £— RZBAtEL £7,

Firepower-chassis /security # scope radius

AT w73 RADIUS — " f v 2 X v 2&EK L, £¥ = U7 ( RADIUS H— " ®— K& L £,
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ATv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

Rapius 7031 4—ates [

Firepower-chassis /security/radius # Create server server-name

(&) RADIUS h— "t o@EIcHT 2 R—raEELET,

Firepower-chassis /security/radius/server # Set authport authport-num

RADIUS #—/N F—%HELET,

Firepower-chassis /security/radius/server # set key

F—lZHET DL, setkey 2~ REASLTHS Enter 2L, 7r 7 b THF—f#
%Aﬁbifo

BEXEASCU LFH AN TEET, 2720, 1§ (vZ7varvidsm) o 120 GERIFH . T=
(7)) 13bR&E £,

EE) OV =TSN DIEFZHELET,

Firepower-chassis /security/radius/server # set order  order-num

(EE) V—rzX v KL L TEMT HA1IC RADIUS H— 3 & O1E(E 2 #1734 2 B3k
ERELET,

Firepower-chassis /security/radius/server # Set retries retry-num

VAT ANRY— B X REE L UTCERENT ARIIZ. RADIUS H— 375 O 528 % - I e
) #=EELET,

Firepower-chassis /security/radius/server # Set timeout seconds

Erk RADIUS 7' 2 /A H'— v—%?ﬁmuui%lggj:ﬁj—éiaé\@i\ Ag)] %D\Q’f-l-\'?"? I“ﬁg;&‘
WIET 5o L AR LET,

R H a2 ATAREICZI Yy FLET,

Firepower-chassis /security/radius/server # commit-buffer

1

WOBENL, radiusserv? & WD ZEIOT— N A4 VAKX U RAEER L, FRFER— k% 5858
IR E L, F—% radiuskey321 IZFRE L. EFZ 2 IZRE L., BHRITEIEE 4 [BlIIF%
TFL, X457V FE230ICHTEL, hTor¥Frvarzaly hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321

Firepower-chassis /security/radius/server* # set order 2
Firepower-chassis /security/radius/server* # set retries 4
Firepower-chassis /security/radius/server* # set timeout 30
Firepower-chassis /security/radius/server* # commit-buffer
Firepower-chassis /security/radius/server #
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RADIUS 7O/ #—DHlkk

FIE

ATYT1 ¥X2 074 T—FEMBLET,

Firepower-chassis# scope security

RATwT2 EX=UT 1 RADIUS E— R&BItA L £,
Firepower-chassis /security # scope RADIUS
ATV T3 BELEZY—ZHIRLET,
Firepower-chassis /security/radius # delete server  serv-name
ATYTE FTUH I v a BV AT AREICAI Yy PLET,

Firepower-chassis /security/radius # commit-buffer

151
WOFNL, radiusl £V H RADIUS — % HIBRL, FFo¥r7varvaaly hLE
7,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

TACACS+ 0O/ A & —MDEKRE

TACACS+ 7 ONA A —D T O/NT 4 DERTE

TDHRATTHRETHTaRXT 4N, TOXZAT DT RTOT O, Z—EERHOT 7 1 Mi%
EIWZRDET, Hr D7 ol X —DFEIZWNTNDLDO T aXF  OFENEENT WS
A, FXOS TZOREMERAEN., ZOF 74/ MREITEBHEEINET,

N

GE) FXOS > — /%, Terminal Access Controller Access-Control System Plus (TACACS+) 7'& | =
NDATY RTAT T 4 a2 R =KL THEEA,

FIE

ATy EX=2 V70 B FEMBLES,
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Firepower-chassis# scope security

ATw T2 X2V T ¢ TACACS+ E— RZBB L ET,

Firepower-chassis /security # Scope tacacs

ATY T3 (EE) VAT LN —REL 7 REEE L THAT HR1IZ. TACACSt — 3005 DIRE %
FEOW 2 E L ET,

Firepower-chassis /security/tacacs # set timeout seconds
1~ 60 PO Z AN LES, 7740 MaIE s BT,
RTYTE NIV T varEVATAREICAI Y FLET,

Firepower-chassis /security/tacacs # commit-buffer

151
WOHNL, TACACS+ Z A L7 7 MNUlfRZ 45 IZHREL., o vHFrvavvdasy
FLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

RDRARY
TACACS+ 7' A X —ZERL L E T,

TACACS+ JO/NA 4 —DERK

WDOFENEIZHEVY, TACACS+ 7 A B— (ZDT T4 T 2 AT TACACS+ _X—Z D AAA
P—ERERMETIHFED ) T— b ——) ZEBEBBLIVRELET,

)

GE)  FXOS TlE. &K 16 D TACACS+ A Z—%HPHR—FrLET,

FIE

ATYT1 EXa U7 = RERBLET,

Firepower-chassis# scope security

AT T2 X2V T ¢ TACACS+ E— RZEBABE L £7,

Firepower-chassis /security # Scope tacacs
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B tacacs: oo s—o e

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

ATy T8

TACACS+ H—N A 2K v 2% ERL L. TACACS+ H—N E— RZ BB LET,

Firepower-chassis /security/tacacs # Createserver server-name

TACACS+ #—/ F—Z4HE L £ 7,
Firepower-chassis /security/tacacs/server # set key

F—EALHET HITIE, satkey av 2 FEZ AL THhH Enter 2L, mr 7 FTHF—fH
EANNTLET,

BEHEASCU LT H AN TEET, =720, 1§ (BZ7varism) o 120 GERIFH) . T=
(55 1ZRE £,

(EE) OV =it SnDIEFZHELET,

Firepower-chassis /security/tacacs/server # Set order order-num

VAT AR =X RIEL LTCGRAT DEIIC, TACACS+ H— 305 OIRE % FF O
Mgz ELE T,

Firepower-chassis /security/tacacs/server # set timeout seconds

Evk TACACS+ 7' 3 X —Z “HEHIF A BIRT 2 51L. LVEWX A LT U ME
ARETHZ AL FEI,

(fEE) TACACS+ ¥ — "L OEEICHENT DA — b 2fREL £,

Firepower-chassis /security/tacacs/server # Set port port-num
NI Hrva vz AT AREICZI Yy FLET,

Firepower-chassis /security/tacacs/server # commit-buffer

il

IROBIE, tacacsserve80 & WD ARTDY— 3 A L AL U ZZAERK L, F—% tacacskey321
WCREL, EFZ 4 ICREL, RIER— FE 5859 IZREL., M T HFrvarvika
v hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsserv680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #
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Tacacs+ 7o/iq 4—odik |

TACACS+ 7O/ & —DHIkk

ATy T

ATy T2

ATvT3

ATvT4

FIE

X2 U7 4 E— FERBLES,

Firepower-chassis# scope security

¥ =2 U7 4 TACACS+E— RZBHIE L ET,
Firepower-chassis /security # Scope tacacs

FRE LI —%HIRLET,

Firepower-chassis /security/tacacs # delete server  serv-name
NI H I v a vy AT AREICTI Yy FLET,

Firepower-chassis /security/tacacs # commit-buffer

il

WOHITIL, tacacsl &9 TACACS+ H— ZHIBRL, b ¥ r7varvazal v b
LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

) E— k AAA —/\ERFEDIERE

ZZ T, FXOSCLI 2 LT, SE&E2 U E— b AAA Y —OBUTHREZHERT D)7
BIZOWTEHBILET,

ITE D FXOS FBFEERTE DFESR

W OFITiL, show authentication =~ > K& L CTHAED FXOS iRGE% € & el 5 HiEx
RLET, ZOFITIL, LDAP BNiRFEDT 7 /v b E— Rl 7,

firepower# scope security

firepower /security # show authentication

Console authentication: Local

Operational Console authentication: Local

Default authentication: Ldap

Operational Default authentication: Ldap

Role Policy For Remote Users: Assign Default Role
firepower /security #
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IRFED LDAP R D HEFR

IS5y r7A—LEE |

ROFITIL, 1dap &— KT show server detail =~ > FZ&fH LT, BI{ED LDAP HK DR IE &

R D HEERLET,

firepower# scope security
firepower /security # scope ldap
firepower /security/ldap # show server detail

LDAP server:
Hostname, FQDN or IP address: 10.48.53.132
Descr:
Order: 1

DN to search and read: CN=cisco,CN=Users,DC=fxosldapuser,DC=lab

Password:

Port: 389

SSL: No

Key:

Cipher Suite Mode: Medium Strength
Cipher Suite:

AT DERRAESSCRCTA: HMHRAISRC- G TS TSR3 G TESCRC3-GA: IATH: [ 335S: EXRORIA0: IEXRIRIS6: [TOW: IR4: IMED: ! TIRA:HIGH: AMFDIUMAERP:HEN T L

CRL: Relaxed
Basedn: CN=Users,DC=fxosldapuser,DC=lab
User profile attribute: CiscoAVPair
Filter: cn=$userid
Timeout: 30
Ldap Vendor: MS AD

firepower /security/ldap #

IRFE D RADIUS R D FEER

W ORFITIL, radius E— KT show server detail =~ > FZ&{#H LT, BI{ED RADIUS fERL D%

xS T o 7iEaER LET,

firepower# scope security
firepower /security # scope radius
firepower /security/radius # show server detail

RADIUS server:
Hostname, FQDN or IP address: 10.48.17.199
Descr:
Order: 1
Auth Port: 1812
Key: ****
Timeout: 5
Retries: 1
firepower /security/radius #

IRTED TACACS + 5% E DR

W& OFI Tl tacacs E— KT show server detail =~ > K& LT, HAED TACACS+ HERL D

WIEZ MR T D ke R LET,

firepower# scope security
firepower /security # scope tacacs
firepower /security/tacacs # show server detail

TACACS+ server:
Hostname, FQDN or IP address: 10.48.17.199
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Syslog D& E .

Descr:
Order: 1
Port: 49
Key: ****
Timeout: 5
firepower /security/tacacs #

Syslog D% E

ATy T

ATvT2

ATv73

ATvT4

ATvTh

ATvT6

VAT A XTI TN ANG syslog T—E L EFATTHY—A"AD A v — U EIE
THHETT, Hlsyslog br—"~a X 7F, v/ BXO0T7T 77— FOENITESLLET,
syslogh—bE R, flijiiea 7 4 X2l —ralr 774 MIHE-T, AvbE—TE%ZFELT
T ANMMRET D0, HHLES, ZoBRoex o 73, o 7 HoRk#EInZHA b
LU ERRELETS, m L =T DT TIN Y a—T 4 VT BRIOA, T v MU D
W5 TR ET,

FIE

TV 7 E—RFERBLET,
Firepower-chassis# scope monitoring
Y —)b~D syslog DIEFEEAEMEETIZT 4 =T VI LET,
Firepower-chassis /monitoring # {enable| disable} syslog console
EE) RAETDAvE—VORKELNVEZRIRLET, syslogMEHATRETH 555G, ~ A

THEIFDOL_ALEORA =7 a ) — U IERLET, LU AT o g UTEBRAEED
R C—EFRRESNET, T 74/ O L~LT Critical T,

Firepower-chassis /monitoring # set syslog console level {emergencies| alerts| critical}

FARV—F 4 T VAT ML D syslog lFROE=2 ) o TR AL ETIZT 4 B—TLIC
LET,

Firepower-chassis /monitoring # {enable| disable} syslog monitor

(EE) £TRTDHAvE—VORIKL~VVZBIRLET, T=F OREBEDOLE, VAT

DIFDL_ALEDRA v =V EFRLET, LU ATV g IREMOBRIETERTR
EnExEd, T 744 bDLYLi Critical T,

Firepower-chassis /monitoring # set syslog monitor level {emergencies|alerts| critical | errors|
warnings| notifications | infor mation | debugging}

GE) terminal monitor =~ K& AJ) L7285E12721F, Critical KV TO LD X
UKD E=ZICFETREINET,

syslog 7 7 A /L~ syslog tHFH O EZ AL EZGIMEETITT 1 B—T7 I LET,
Firepower-chassis /monitoring # {enable| disable} syslog file
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ATy T17

ATvT8

ATvT9

ATv710

ATvIN

IS5y r7A—LEE |

Ay —UNRLEEEND T 7 ANVDAEREELET, 77 A VAT 16 LFETANTEE
j—o

Firepower-chassis /monitoring # set syslog file name filename
EE) 77 ANMIRGFT DA v =V ORIKL NV EBIRLET, 7 7 A L ORERAZHD

B, VAT LAZIEDOLSNVLUED A vE—T% syslog 7 7 A VIR LET, Lo 47
vaNIBEMORIEC-ERrEINET, T 7 4/ b LU Critical TY,

Firepower-chassis /monitoring # set syslog filelevel {emergencies| alerts| critical | errors| warnings
| notifications | infor mation | debugging}

(LE) BEHOA Y=V TROBEWA vy =R EHEEXINDRMORKRT 7 A VA4 X (X
A NEAL) ZEEE LT, ARZAREPHIZ 4096 ~ 4194304 /31 F T,

Firepower-chassis /monitoring # set syslog file sizefilesize

K 3 B DI syslog H—/3~D syslog A v EZ—VDEELEZRELET,

a) K3 B DIMNE syslog —3~D syslog A v —VDEEEAMEEZITT =TI
LET,

Firepower-chassis /monitoring # {enable| disable} syslog remote-destination {server-1|server-2
| server-3}

b) (EE) Sa ZIBEGET DA =V ORI~V EBIR L9, UE— MR AR
2225 TWDEE, VAT DIEDO LAV ED R v — T SN — N ICHE L ET,
LAV A7y g VITRAEMORIET BRI NET, 7 7 4L O L~ULiT Critical T
hﬂ‘o

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {femergencies| alerts| critical | errors| warnings| notifications | information | debugging}

c) FRELLUE— b syslog V—SOHBRA MELITIP T FLAZIEELET, RAX MMIT
256 XFETANTEET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1| server-2 | server-3}
hostname hostname

d) (EE) HELYE— bsyslogh— NIEE SN D syslog A vE—TICEEND T 7
V74 LUV ZIRELET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1| server-2 | server-3}
facility {localO |locall |local2 | local3 | local4 | local5 | local6 | local 7}

n—HNVEETERELET, AMEERIZT 42— I THa— DR EILT LT, RO
o< REANLET,

Firepower-chassis /monitoring # {enable| disable} syslog source {audits| events| faults}
WRDONT NI EF,
caudits : TRTCOEER 7 A X bOaX U 2R ELITESICLET,
cevents : TR TDIVAT A AXRY "NOUX U T EFHETITEDIZLET,
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cfaults: T _XTHOL AT ABEORX U V2GR EITEIC LET,

AFYvIF12 +IUo¥rsvarEaIy hLET,

Firepower-chassis /monitoring # commit-buffer

1

WOBNE, v —HN T 7 A NDsyslog A v =V DAL=V %A X—T VL, b
Fryrvarkaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

DNS H—/ DL E

VAT ATHEARNDIP T RUASOFERPMLERGEG1E, DNS — 2B ET 20BN H
DE9, 2L ZE, DNSH—NR—ZREL TWARWEAIE, vy —VICBEHTIREEITHY L&
12, www.cisco.com 72 EDAHIEFEHATE A, Y—DIPT NLVAZERATHILENDHD
F9, AT, IPVE E2ITIPVve 7 RL AW EFN A TEX £, Ak 4ED DNS H—
NERETEET,

N

GE) D DNS v —NERETIHE. VAT AL J:Z)'H‘“/*\@*ﬁ??'@i?‘/éfi\ﬁfibiTo
%ﬁ/vﬁﬁfi:lV/ K2 DNS Yy — OB EMLELTHHE,. 3 B5DDNS —_DOl% T
LIBBELET,

FIE

AFYT1 VAT HE—FICAD £7,
Firepower-chassis # scope system
ATy T2 VAT AP —E R T—RFEHEBLET,

Firepower-chassis /system # scope services
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AT w73 DNS B —REMEREZIFHIBRT 2121, RO%E4TEa~r RE A LET,
cHBELT-IPVA £721LIPv6 7 RL ZD DNS — A2 AT L L H IV AT LEZHETD

ATv74

WA

Firepower-chassis /system/services # create dns{ip-addr | ip6-addr}

«FEE L72 IPv4 £721LIPv6 7 R L 2D DNS — "z YR+ 5854 -
Firepower-chassis /system/services # delete dns{ip-addr | ip6-addr}

oo I a BV AT AREICZI Yy FLET,

Firepower /system/services # commit-buffer

il

WOFITIL, IPv4 T R L 192.168.200.105 % FF-> DNS — ZFRE L |

varvikaly bLET,

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services
/system/services # create dns 192.168.200.105
/system/services* # commit-buffer

/system/services #

A4

WOFITIEL, IPv6 7 KL 2 2001:db8::22:F376:FF3B:AB3F % #i-D DNS #— R Z R E L.
NV rvarEaly hLET,

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # create dns 2001:db8::22:F376:FF3B:AB3F

/system/services* # commit-buffer

/system/services #

WOFITIE, IP7 K1 2192.168.200.105 Z £ > DNS — ZHIR L, FT7 P27 g
vEaIy hLET,

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

FIPS E— FOHEIL

Firepower 4100/9300 >+ — 3 T FIPS ®E— RZ G T HITiF. WOFIAZFEITLET,

B 75vtor—sEE
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/system/services # delete dns 192.168.200.105
/system/services* # commit-buffer

/system/services #
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ATy

ATy T2

ATvT3

RTvT4

axv 49545707 T roant |

FIE

FXOSCLI 5, X =2V T 4 == F&EBLET,

scope security

FIPS E— RZ AN LET,
enable fips-mode
REEMEELET,
commit-buffer

VAT L EELET,
connect local-mgmt
reboot

FIPS E— RBHENZ /> TWDGEIL, PSS ¥ —H A4 XL T3V XABFIRE I E
4, MIO IZ, CiscoSSL & FIPS 7' 2= 7 hEY 22—/ (FOM) %4 L T 5{bA21T\F
T, TAUTED ., ASAMB O BALT A 7TV DOERELIOCHW 7 78T L—1 3 > L g
LT, FIPS DRRFENEZIT 0 £97,

RDZRY

FXOS Y U —220.1 XV LHIE, 734 ZADHEA)OFXERIAERR L7z SSH AR A~ F—723 1024
By Min—F a—RF&NTWE L/, FIPSBLORaE®L 7 747 ) TRREEMHICHERT S
Wi, ZOHWERA M —Z2mEE L, [SSHAR A Fx—04AR] Tz il 2 FIE 2 {# H
LTHLWHERA M —2ARTI2HLERDHY 9, ZNOOBMPIEEFEIT LRV &, FIPS
E—RZEHEMNILTT NS A% Y 7 — hL72&IC, SSHEEH L TA— NS FIoHEi T& 7
<720 F£¥, FX0S2.0.1 DABEZBEH L CHIIRR EZIT o 72358015, HTLWARR b F—% 4Rk
TOMEIHY FHA,

A€ 92477 E— FOAEZME

&

ATy T2

Firepower 4100/9300 > ¥ — L CaEy 7 747 V7 &— REFAIT HI2IE, ROFIEE
FATLET,

FIE

FXOSCLI 2°6, EX =27 4 E— FEBBLET,

scope security

aFL IIAT VT T— REAMMTLET,
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B rroexuzrone

enable cc-mode

RATYT3 RELMELET,

commit-buffer

ATV T4 VAT LEFHETHLET,
connect local-mgmt
reboot

SaFL I TA4FT YT (CC) IFarta—FtvXa )T ¢ [T EEEEMETT, CClx., FFHE,
A, aX U, NAU— R, TLS, SSH 72 BICEAEZBEWTWE T, FEARIIC FIPS #EHLE
AifE & L CWET, FIPS E[AERIC, v Aaid, NISTRETZ AR HX—EHHLTT AL
NIAP ~DfgHZ1T> TWET,

CCE—REZAMMZTDE, YAR— T HIRERHLTNVTY XL, BEFAAL— b, BLUE
BED U A F3HIFR 41 FE T, MIO (%, Network Device Collaborative Protection Profile (NDcPP)
W2 U CaMli S 4L E T, CiscoSSLIE, 1FEAENCCar T T4 7 o AHTA RIZRHE ST
HEHO—MOIREHEHATEET,

RDEZRY

FXOS U U —22.0.1 XY LI, 73 ZADOEMOFKERFZIER L7z SSHAR A ~ F—2% 1024
By M=K a—RFE&nTWE Lk, FIPSBLOaE®L 7 747 ) TREEMHICHENLT S
WZIZ, ZOHWERR FF—ZEE L, [SSHARZ M —D/ERL] T A i % FE 2 4 1
LTHLWHRA R —Z24ARLTH20ERHY £3, ZNOOBMFIEEZFETLRNWE, IFY
IIATVT T—REANNILTT N, A% U T — | L7-#%IZ, SSH 2 L TA—/,341
PIEHETE72< 720 £9, FXOS2.0.1 LIFEZMHH L TR EZITo72HmE1E, LA R
b X —ZERTHMETHD EHA,

P7O0tA)RMDEHRTE

77 4V N CiL, Firepower 4100/9300 ¥ ¥ — 2 —H /L Web Hh—/"~DFT_XTHOT 7 & A
EHEASELET, PT7R8AVANE, FIP 7y 7 OFFa SN —EADY A AL
TRETDHDMENDH £7,

IP77EAYZXNMI, kOFa harzdiR—~LET,
« HTTPS
« SNMP
« SSH
IP7 FLRA (vdF72IEve) OF Ty 7 T, RI0EORLDZY TRy FEK{P—ER(IC

HLUTHRETESET, YT7Ry b20, V74 v 7 A% 0 LHHET D L. ¥ — ERITHEHIIR
ICT 7 BATED L2 £,
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FIE

RATv 71 FXOSCLI /b, H—ER E— REBttLE7,
scope system
scope services
ATvT2 TI7RATELLSTT DY —EADIP 70y 7 ZFKLET,
IPv4 DG
createip-block ip prefix [0-32] [http | snmp | ssh]
IPv6 DG4
createipve-block ip prefix [0-128] [http | snmp | ssh]

151
WORFITIL, IPv4 T RV ATy 7 Z2{Erk,. AJj, BLOWEGR L, SSHIZT 7 & AT
HIHEERLET,

firepower # scope system

firepower /system # scope services

firepower /system/services # enter ip-block 192.168.200.101 32 ssh
firepower /system/services/ip-block* # commit-buffer

firepower /system/services/ip-block # up

firepower /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
0.0.0.0 0 https
0.0.0.0 0 snmp
0.0.0.0 0 ssh
192.168.200.101 32 ssh

firepower /system/services #

WORFITIL, IPv6 7 KL ATy 7 Z{Efk, AJj, BLOWR L, SSHIZT 7 & AT
5 hEE R LET,

firepower # scope system

firepower /system # scope services

firepower /system/services # create ipvé6-block 2001:DB8:1::1 64 ssh
firepower /system/services/ipvé6-block* # commit-buffer

firepower /system/services/ipv6-block # up

firepower /system/services # show ipv6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol
0 https
0 snmp
HH 0 ssh
2001:DB8:1::1
64 ssh
firepower /system/services #
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. MAC 7—)L FL T4 v RDBMEAVTFAVREVR AV EZ—T 24 XD MAC 7 FLRDERT

MAC 7—JL JL 24 v O ANEMEADTFHF A 2RA
JDRAF—TDT A ADOMACT7 FLADRKR

FXOS v ¥ —lE, HEA LV AF LV ADIEFEA LV H—T 2 A ADR—EDMAC T KL AZEHT
HE5C, AT FA VAR LAL U E—T oA ADMACT RL A& HEIICAER L ET,
FXOS v ¥ —Ui%, OB EZHFEH L TMACT RLAZARKLET,

A2XX.Yyzz.72227

XXWIEZ—PERZDT VT 4 v 7 AFEEI VAT LAEED T VT 4 v I ATHY ., zzzzls
T —UBER LTINS T o2 TT, VAT AERDOT VT 4 v 7 AL, IDPROMIZ T B S
T LENTWS Burned-in MAC 7 KL ZANDERAIIO MAC 7 RLADTFEE2 34 F & —F L F
9, connect fxosz i L. WiZshowmoduleZ i L C, MACT RL A7 — L a2FRLET,
e ZIE, BV 2= L LIZOWTUREN TS MAC 7 R L AD#iH A b0aa.772f.f0b0 ~
b0aa.772ff0bf DIFE, AT AL T L7 4 v 7 AT 00 12720 £97,

PR OWTIE, Tav T A AF AL U H—T 2 AOHBHMAC 7 KL A 2R
LTLEEN,

ZOFETIE, MACT RLVADERFIELEERTHEAIND T VI 4 v T ADET T a D
ERFIEITONWTHHALET,

\}

GE)  WRET A ZADOBERBBIZMACT RLADT VT 4 v 7 RAEEETLE, VT 7 4 v 7 BHEr

&M

ATy T2

SNDAREMENRDH Y £3,

FIE

X2 VT4 —ERE—REZRBL ML, HEIMAC 7' —/L E— REBMBLET,
scope ssa
scope auto-macpool

51 :

Firepower# scope ssa
Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool #

MAC 7 RL ZDAERBEICHERN ENASMACT RLADF LT 4 v 7 RAERELET,
set prefix prefix

e prefix : 1 ~ 65535 D 10K E AT LET, ZOT VT 4 v 7 AT AHTD 16 HEELEIZ L M
I, MACT7 RLADO—E LTHER S ET,
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ATvT4

MAC 7—IL FL T4 v RDEBMEAVTFAVREVR AU BZ—T 24 XD MAC 7 FLRADERT .

VT 4y 7 ADERAFIEERTIBIDORE, V74 I ATTERETDHE, VY —13 77
% 16 BEHUE 004D (yyxx) ([ZZE# L £9, MACT7 RLATHHATLE, L7 4 v 7 A
V= XA T4 TR ET D LIS ET Oxyy) .

A24D.00zz.zzzz

V7 4 w7 21009 (03F1) DFHE. MACT RLAIZRD L H 2720 £9,

A2F1.03zz.zzzz

1 -

Firepower /ssa/auto-macpool # set prefix 65
Firepower /ssa/auto-macpool* #

REERFELET,
commit-buffer

&1

Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

MAC 7 RL2ADEIN Y TERRLET,

show mac-address

&1

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3
A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdl2 Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8
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451
WOHITIE, MAC V7 4 v 7 A% 3B3ITHREL TWVET,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool # set prefix 33
Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

AR RITYY—RATAT A ILEEM

AT F ARG AT LY Y= AMEAREARET DITIE 1 0B EHEOY V-2 T a
T ANVEERLET, BT ANA R/ T TV r—vary AV AZ U ALRRERTH L&, f
ATV =2 7077 A VERELET, VY—RA 7077 A/MICPU T ODEEREL
F7, RAMIZa 7 OB TEIMIZEID ¥ THh, T4 A REIFA VAZ AT LIZ40
GB IZRRESIVET,

« 3T OFRNEIE 6 T,

)

Gx) AT ERDIRNA AR R, aTERENA L AZ ALY
b, CPUMEHENHERIE RDGE08H 0 £9, aT7Erdik
WA L RAZRE, NT T 4y 7 AR DEALD LR Z T 0T <
0ET, FTT74 v I7 O Ry TREELELGAICE,. L0
LOaTxEEN Y TTIEIN,

s T IIEEL (6. 8. 10, 12, 1472F) THRRAMEFECEIV Y CHZI ENTEET,

cHFHFRER R 2T EIE, EX 2V T 4BV 2 Wy —VET I Lo TRRY 77,
(oo T g A AOEM L FiRSM ) 2R L TLEEN,

¥ —02iE,  [Default-Small] EFFENAT 740 F VY —A 707 7 A NABNEENTVE
T, ZOaATEIIE/NTT, 2OFB 77 ANDERFER LD, FHINLTWARNWESIC
HHIBRT 22 TEET, Yy—rZ&Vu—RL, VAT AMOT a7 7 A VINFLEL 7
WAL, Zo7a 7 7 A AIMERRSNE T,

POV Y =270 77 A VOREEELTHZLITTEETAL, TOV Y —AT 0T 74
NWEMBHLTOWDTRXTOAS U AZ AP L ThE, VY —RAT a7y A VEEREL,
BRBIZA VAR AEBEANITILERS D £7, LI, TRATE) T 4~
TEIZT TAZNDOA LV AZ L ADY A ReBETT HGE, TEXLHETRITRTORA N
ZRICTAXCTHHEIDY £,

BB T D B5E A > A % > A % Management Center (ZiBN L7242 Y —A 707 7 A )LD
RE &AW T 541X, Management Center O [7 /34 A (Devices) ]>[7 /31 A& H (Device

B 75yt o+—L
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&

ATy T2

ATvT3

ATy T4

ATy TH

avsFarravrizyy—z27nar4nziem

Management) ]>[7 /34 A (Device) |>[> AT A (System) ]>[A >-<> ;U (Inventory) ]
AT Ry I ATHFEL=y hOA XU MY ERHFLET,

FIE

X2 VT4 —ERE— REBBELET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

VY —27a 77 A VEMEKRLET,

enter resour ce-profile name

[name] : BT 7 AL DLHTE 1 ~ 64 LFTHRELET, BMFZICZOTB T 7 A LD
AHEEETHZ LIXTEERA,

&1

Firepower /ssa # enter resource-profile gold
Firepower /ssa/resource-profile* #

mHE AL ET,
set description description

* [description] : 7’1 7 7 A LV OFI AR K 510 LFTHRELET, 7 L—XZ5 M55 (M)
T, AR—2ZBILET,

&1

Firepower /ssa/resource-profile* # set description "highest level"

CPU 2 7 EFHELET,
set cpu-core-count cores

e [cores] : BTy ANDATEE 6~ RKE (BF) THRELET, mAREITT ¥y —2IC
J:OT/E\:@T D i—é«o

1 -

Firepower /ssa/resource-profile* # set cpu-core-count 14

REERGTLET,
commit-buffer
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Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

ATYT6 EX2 VT 4 Y —ERE—FNnH ) Y—270 77 A VOB Y CTEERLET,

show resour ce-profile user-defined

Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 10 mid-level

ATFYT] BXa2VTF 4 EVa— /Ty Aay hOU V—AEHLEEFRLET,
show monitor detail

&1

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:
0OS Version:
CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835
Memory Free (MB): 200098
Memory Used (MB): 52738
CPU Cores Total: 72
CPU Cores Available: 30
Memory App Total (MB): 226897
Memory App Available (MB): 97245
Data Disk Total (MB): 1587858
Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 7
Blade Uptime:
Last Updated Timestamp: 2018-05-23T14:26:06.132

ATFYT8 7TV r—var AL AEZ AP VY —REY Y TEFERLET,
show resour ce detail

&1

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

B 75yt o+—L
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Allocated Data Disk (MB): 49152
Allocated Binary Disk (MB): 3907
Allocated Secondary Disk (MB): 0

451
WKOBHTIE, 350 V—R Fa7rA L BMLET,

Firepower# scope ssa

Firepower /ssa # enter resource-profile basic

Firepower /ssa/resource-profile* # set description "lowest level"
Firepower /ssa/resource-profile* # set cpu-core-count 6

Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"
Firepower /ssa/resource-profile* # set cpu-core-count 10
Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"
Firepower /ssa/resource-profile* # set cpu-core-count 12
Firepower /ssa/resource-profile* # commit-buffer

Firepower /ssa/resource-profile #

2y b= FIEARY O—DERTE

AERLT N 2 DT 4 A BN BFFAT S0, FXOS (3. IEEE 802.1ab Bl CEFH SN T
WHNRH—=a— NTNVRTNA AT 4 AT\ 71 ha/LTh b Link Layer Discovery
Protocol (LLDP) ¥ 7AR— kL TCTWE9, LLDP Z2HT 5L, X hT—7F 34 AT KR v
N —F RS AT BIERE, Fv NI =7 EOMDT A AT RRZ A X TEET, &
O7a haFT—2 ) I TIMET S0, Bibxy NU—JE T a aliBgEd b
20DV AT LATHWOIERAFETEET,

LLDP (X, 7A ZBROZDA 2 —7 = A ADERE L BIED X T — % ZITBT 2 & ik
B oH—Jimo7m = Td, LLDP 731 AXZ o071 b=v &2 LT, o LLDP
TNA ZAPB I EREZER L E T,

To enable this functionality on your FXOS chassis, you can configure a network control policy, which

specifies LLDP transmission and receiving behavior. % v k7 —Z HlffIAR Y > —ZEp L7=t&. 1
YH=T A AZED B TOHLERDH Y 5, BER— b, EPM A=~ H— FF 1L,

BLOTVvA 277D FR= R EOEF ORI A ¥ —7 =24 ATLLDP A2 TE £,
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\)

GE) * LLDP is not configurable on dedicated management ports.

e 7L — NITEH T AWNE Ny 7 L — AR — FTIET 7 # /L F TLLDP YA 0T 72 > T
F9, EMHT LA TV aidb EEA, MOTXTOR— FTiX, LLDPIIT7 7 4+ /L
kT 72> TWET,

FIE

ATy T MO Z A LET,
scopeorg

1 -

Firepower # scope org

AT w 72 Create and enable the network control policy.

create nw-ctrl-policy nw-policy

i

Firepower /org # create nw-ctrl-policy nw-policy
ATw T3 LLDP A Rr—7 ML ET,

enablelldp {receive | transmit}

51

Firepower /org/nw-ctrl-policy* # enable 1ldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit

ATy T4 REX=aIv bPLET,
commit-buffer

1 -

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

AT 75 Specify whether to enable or disable LLDP for receiving/transmitting.

enable lldp receive/transmit

commit-buffer

1 -

Firepower /org/nw-ctrl-policy* # enable 1ldp receive
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ATvT6

wy ro—ssiary —onE [

Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

Woa<wy REFERHLT, Xy NI—ZFIfIFRY >—%2 A X —T =4 AZHALET,

a) AV X —TxA A ANTTLET,
scope eth-uplink
scopefabrica

scope inter face interface id

Firepower # scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # enter interface Ethernet3/1

b) Set the network control policy:
set nw-ctrl-policy nw-policy

commit-buffer

Firepower /eth-uplink/fabric/interface # set nw-ctrl-policy nw-policy
Firepower /eth-uplink/fabric/interface* # commit-buffer
MIO-5 /eth-uplink/fabric/interface # show detail

o) EENFEZFRRLET,
show detail

Firepower /eth-uplink/fabric/interface # show detail
Interface:
Port Name: Ethernet3/1
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Sfp Not Present
State Reason: Unknown
flow control policy: default
Auto negotiation: No
Admin Speed: 100 Gbps
Oper Speed: 100 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Allowed Vlan: All
Network Control Policy: nw-policy
Current Task:

d) mEZaIv hLET,
commit-buffer
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Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

v —< URL DERE

ATy T

ATy T2

ATvT3

BHLURL # 457 L C. Management Center 7> b [H 2, BBUKIT DB A VA X L AD v v —
A=V ZBICHS ZENRTEET, Yy — VBB URL 2HE LARWVWGEITE, b
DIy —TAPMERSNET,

BBk D5 A 2 A X A % Management Center (2B L7212 v — 3 URL X E %A
EJ55A1%. [Devices] > [Device Management] > [Device] > [System] > [Inventory] %1 7 1 7
Ry 7 ATHAL=y FOA N B ZHHLET,

FIE

VAT A ET—FICAY ET,
scope system

1 -

Firepower# scope system
Firepower /system #

Ly —AERET DL, WOa~vy REFEITLET,
set name chassis_name

e chassis name: ¥ ¥ —Y D4 HITAE 1 ~ 60 LFTix i LE T,
£l
Firepower /system # set name Firepower chassis
HELURL Z R ET DI, RO~ REFITLET,

set mgmt-url management_url

« management_url : ¥ v — 3~ % — % N C Management Center 7% (2% 9 285 A >
AB v AT DT DITAEM T %5 URL 288 L7, URL (X https:// TIaE D LE R H
VET, ¥y —VEHURL ZfELRWESG, RbVicyy—v A0S ET,

51 -
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Firepower /system # set mgmt-url https://192.168.1.55

ATy T4 BEERGTFELET,
commit-buffer

&1

Firepower /system* # commit-buffer
Firepower /system #

AT TS REEERLET,
show detail
1

Firepower chassis /system # show detail
Systems:

Name: Firepower chassis

Mode: Stand Alone

System IP Address: 192.168.1.10

System IPv6 Address: ::

System Owner:

System Site:

Description for System:

Chassis Mgmt URL: https://192.168.1.55

X —XB]T7ILI)XLODER
SR TR AT DM —2H T LT Y X AT, ROFGETHEMTEET,
« FIPS/CC E— RO E

WG AA — N OBRTE
FIPS/CC E— FDETE
Fig
2Tw 71 FXOSCLI 225, EX=2UF 4 E— REHBELET,

scope security

RATw T2 FIPS E— &AM LET,
enable fips-mode

I IS5y ror—LEE |}



B sz —romz

ATvT3

HEEaAIY FLET,
commit-buffer

BEEXA—FDETE

ATv T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

VAT A E—RIZAD ET,

Firepower-chassis# scope system

VAT AP —ER = RERMBLET,

Firepower-chassis /system # scope services

HTTPS ¥ —E X & F&KRLET,

Firepower-chassis /system/services # show https

WEAAL— bk E—RFEZRELET,

Firepower-chassis /system/services # Set https cipher-suite-mode custom
W5 A A — b UFFNERET D

Firepower-chassis /system/services # set https cipher-suite **#**#*
RIEZ VAT LERRIZ=2 I v P LET,

Firepower-chassis /system/services # commit-buffer
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