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1 Overview

Cisco engaged Miercom to conduct a competitive analysis of its Catalyst 2960-X switch versus two
comparable Hewlett-Packard switches from the 2920 and 5120 product families.

Miercom executed comprehensive hands-on testing and evaluated the performance of some widely
deployed features that are critical for reliable functioning of enterprise networks. The test
methodology focused on specific areas in which Cisco believed there were key competitive
differentiators between the products.

Test results validated include throughput, latency, energy efficiency, stacking, LACP load balancing
and Quality of Services (QoS) performance.

Miercom found that the Cisco Catalyst 2960-X demonstrated superior performances against the
competitive switches in the tests featured in this report.

We tested the following switch-configurations of the Cisco Catalyst 2960-X, HP 2920 and HP 5120
product families.

Access Switches Tested

Access Switch Port Configuration Power (Watts)
Cisco C2960X-48LPD-L 48 10/100/1000 Ethgrnet PoE+ and 2 SFP+ 370 PoE+
uplink interfaces
48 10/100/1000 PoE+ and four dual personality:
HP 2920 48G-PoE+ SFP or 10/100/1000 PoE+ 370 PoE+
48 10/100/1000 PoE+ and 4 dual personality:
HP 5120 48G-PoE+ El SFP or PoE 10/100/1000Base-T 370 PoE+
Cisco C2960X-48FPD-L 48 10/100/1000 Ethgrnet PoE+ and 2 SFP+ 740 PoE+
uplink interfaces

Source: Miercom Ethernet Switch Study, 2014

With the exception of the next section, “About the Switches,” each switch will be identified in the rest
of this report by the series name: C2960-X, HP 2920 and HP 5120 ElI.

The advantages detailed in this report are either validated results of tests based on industry standard
methodologies, offsite validation of product performance or observations recorded during hands-on
testing at the Miercom facility.
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1.1 Key Findings

Cisco Catalyst 2960-X exhibited full line-rate throughput while HP 5120 observed 59% frame
loss when both downlink ports and 10G uplink interface modules are fully loaded.

Cisco Catalyst 2960-X exhibited lower RFC 2544 Layer 2 latency for all frame sizes
compared to HP 5120.

Cisco Catalyst 2960-X consumed just under 25% less power than the HP 2920 while
handling 100% line-rate traffic in all packet sizes tested and just under 50% less power than
the HP 5120.

Cisco Catalyst 2960-X switch stack exhibited double the maximum stacking capacity of HP
2920 and HP 5120, eight units versus four, providing more port density and throughput.

C2960-X stack data path converges faster than HP 2920 and HP 5120 when there is a
change in stack topology.

Cisco Catalyst 2960-X switches are backward compatible with Cisco Catalyst 2960-S and
2960-SF series, enabling mixed stacking and providing investment protection.

Cisco Catalyst 2960-X performed perfect LACP load balancing of Layer 2 traffic across
cross-stack LACP member ports while both HP 2920 and HP 5120 failed to load balance
effectively. No traffic was observed on cross-stack LACP member ports for HP 5120.

Cisco Catalyst 2960-X switch remained usable as a standalone unit after being removed from
a stack while the HP 2920 became unusable, warranting a hard reset.

Under adverse network conditions, Cisco Catalyst 2960-X experienced no loss of priority
traffic or latency issues while both HP 2920 and HP 5120 experienced loss of priority traffic
or increased latency.

During oversubscription, Cisco Catalyst 2960-X buffer queues were not flushed while HP
5120 experienced 25% buffer queue flushing for smaller packets and 100% flushing with
bigger packets.

Cisco Catalyst 2960-X provided queue level statistics to identify where traffic was dropped
while both HP 2920 and HP 5120 lack such troubleshooting information.

Cisco Catalyst 2960-X optimizes hardware resource usage by sharing common access lists
across all ports while HP 2920 does not share the hardware resources across different ports.

Cisco Catalyst 2960-X did not drop any NetFlow-Lite samples while sampling at a high rate
from line-rate traffic while the HP 2920 dropped sFlow samples while sampling at a high rate,
even from a low traffic rate.
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2 About the Switches Evaluated

Cisco Catalyst 2960X-48LPD-L

The Cisco Catalyst 2960X-48LPD-L is a member of the Cisco Catalyst 2960-X Series of fixed-
configuration, stackable Gigabit Ethernet switches that provide enterprise-class access for campus
and branch applications. Designed for operational simplicity to lower total cost of ownership, they
enable scalable, secure and energy-efficient business operations with intelligent services and a
range of advanced Cisco I0S Software features. All switches in the series perform Layer 2 switching
and Layer 3 static routing.

The C2960X-48LPD-L has 48 10/100/1000 Ethernet ports, two SPF+ uplink interfaces, a single fixed
power supply and 370 watts of available POE+ power.

The C2960X-48FPD-L has 48 10/100/1000 Ethernet ports, two SPF+ uplink interfaces, a single fixed
power supply and 740 watts of available PoOE+ power.

HP 2920-48G-PoE+

The HP 2920-48G-PoE+ is a member of the Hewlett-Packard HP 2920 Switch Series for the
enterprise edge, remote branch offices and converged networks. All switches in this series perform
Layer 2 switching and Layer 3 static IP and RIP routing.

The HP 2920-48G-PoE+ has 44 10/100/1000 PoE+ ports and four dual-personality ports for
10/100/1000 PoE+ or SFP connectivity. In addition, up to four optional 10 Gigabit Ethernet (SFP+
and/or 10GBASE-T) ports can be supported. It also has a modular power supply and provides up to
370 watts of PoE power.

HP 5120 48G-PoE+ EI

The HP 5120 48G-PoE+ El is a member of the Hewlett-Packard HP 5120 El Series of switches that
are used at the network edge or to connect server clusters in data centers. All switches in this series
support static Layer 3 routing.

The HP 5120 48G-PoE+ El has 48 10/100/1000 PoE+ ports and four dual-personality ports for POE
10/100/1000Base-T or SFP connectivity. It provides up to 370 watts of POE power from an internal
power supply.
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3 Test Bed Setup

Ixia XM12 Chassi i
Cisco Switch Under Test Xia Chassis HP Switches Under Test

HP 2920-48G- POE+

Cisco
Catalyst 2960X-48LPD-L

e [y e
HP A5120-48G-PoE+

OmniPeek

Ixia s

Source: Miercom Ethernet Switch Study, 2014 pEEsLEnd

Each switch was tested as a standalone unit directly connected to the Ixia XM12 Test System.
Stacked configuration testing was performed on the Cisco Catalyst 2960-X and the HP 2920
switches. Standalone tests included RFC 2544 for throughput and latency using IPv4 (Layer 2)
bidirectional traffic. Frame sizes ranging from 64-bytes to jumbo frame 9,216 bytes were used in
testing. Each switch was subjected to a comprehensive battery of tests to provide a picture of its
projected ability to perform in the most demanding real-world data center environments.

RFC 2544 was used as the reference to conduct basic benchmark tests for latency and throughput
measurements. Port pairs on the devices under test were selected to force bidirectional Layer 3
traffic across the backplane of the switches.

Tests were conducted for throughput, latency, stacking abilities, LACP load balancing, and traffic
monitoring and drops. Tests that measured energy efficiency on a fully loaded chassis were also
conducted.

The Ixia XM12 chassis was used with the Ixia Network application as the primary traffic generator
that drove network traffic through the switches using a vast library of test methodologies. Ixia
(www.ixiacom.com) is an industry leader in performance testing of networking equipment. Ixia’s
exclusive approach and comprehensive set of online open source test methodologies makes Ixia a
clear choice for testing L2-L7 based networking products.
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OmniPeek, a portable network analyzer from WildPackets (www.wildpackets.com), was used for
analyzing network test PCAP files from testing. The OmniPeek has an intuitive graphical interface for
analyzing and troubleshooting enterprise networks. Managing and monitoring network performance
is handled by real-time observation of network statistics, such as application vs. network latency,
aggregating multiple files and exact drill-down to packets using an interactive dashboard. Problems
can be analyzed and fixed across network segments, including those at remote offices.

The tests in this report are intended to be reproducible for customers who wish to recreate them with
the appropriate test and measurement equipment. Current or prospective customers interested in
repeating these results may contract through Miercom, please contact reviews@miercom.com for
details on the configurations applied to the Device under Test and test tools used in this evaluation
and Miercom Professional Services representative will provide assistance. Miercom recommends
customers conduct their own needs analysis study and test specifically for the expected environment
for product deployment before making a product selection.
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4 Throughput and Latency Performance Test (RFC 2544)

The RFC 2544 throughput test determines the maximum rate at which the switch receives and
forwards traffic without frame loss. Frames are sent at a specified rate and a binary search algorithm
is used to determine at what rate the switch does not lose frames. Frames can be MAC only, IPv4,
IPv6 (with or without Extension Headers) or an IPv4/IPv6 mixture. Results include throughput rates
measured as frames per second for each frame size. Starting with the maximum traffic rate, the
latency is calculated by subtracting the transmit time stamp from the receive time stamp.

Configuration for the test used the test load generator to forward and receive traffic to and from each
directly connected port on the switch. Frames are initially sent at a specified rate, generally the
maximum theoretical rate based on the speed of the port. A binary search algorithm is used to obtain
a rate whereby the switch does not lose frames. This test is configured with a one-to-one traffic
mapping. The results show the maximum throughput of the switch without frame loss. The latency is
calculated by subtracting the transmit time stamp from the receive time stamp.

Devices under test were configured for Layer 3 switching (routing) and had port pair combinations
such that the traffic is transmitted across the fabric modules (and between the switch modules/line
cards). Standard testing practice was followed and conducted in accordance with RFC 2544. All
ports were connected to the IXIA load generation tool, and traffic flows of fixed packet sizes in a port
pairing fashion between line cards were sent. This test automatically repeats itself using a binary
search algorithm and the most reliable data point with traffic throughput observed without loss

was reported.

4.1 RFC 2544 Throughput Test System and DUT Configuration

[

Test System DUT
1 “==p
" Loss
tolerance
1 <“==p
/
| ) Frame
_', rate
[ “==p
y
lterations
Source: Ixia, IxNetwork
Cisco C2960X-48LPD-L Switch White Paper DR130917L
Copyright © 2014 Miercom Page 8 July 2014




Miercom

A single C2960-X, HP 2920 and HP 5120 EI were tested for Layer 2 throughput using 48 1GbE
ports, with an additional 2 10GbE fiber ports. Layer 2 latency was measured with all 48 1GE copper
ports and 2 10GE fiber links loaded.

The Ixia XM12 chassis was used with the Ixia IxNetwork application as the primary traffic generator
that drove network traffic through each switch.

RFC 2544 Layer 2 Throughput Test Results with Uplink Module

Cisco Catalyst 2960-X / HP 2920 / HP5120 Switches
RFC 2544 Layer 2 Throughput
100 -
afrar]n
H CISCO
80 1 C2960X
s
g %07 D
< 2920
3 40 -
=
: D
20 A 5120
0 J
Cisco HP
C2960X 2920 5120
Throughput
(%) 100 100 41
Source: Miercom Ethernet Switch Study, 2014

Based on RFC 2544, Cisco C2960-X and HP 2920 exhibits full line-rate throughput however
HP 5120 observed 59% frame loss when sending IMIX traffic through 24 downlink ports and
two uplink interface module. Longer bars are better performance.

Cisco C2960-X and HP 2920 switches successfully achieved 100% line-rate throughput for Layer 2
traffic when sending traffic utilizing the available both downlink ports and the uplink modules.
However for HP 5120, we have observed that when traffic is sent across both the uplink modules,
there is substantial amount of frame loss observed. We have noticed a 60% frame loss when
sending traffic between the 24 downlink ports of 48 and between the two 10G uplink modules.
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Throughput Loss Observed on HP 5120

Traffic Ikem a | Ty Frames Fx Frames  |Frames Delka  |Loss %%

g 1j0f1-12 to g 1J0§33 - 44 554,367,144 276,957,410 277,379,734 50,035
Te 1/1/1 - Te 1/2/1 461,972,610 184,888,092 277,084,515 59,979
Te 1)1/ - Te 1)2]2 461,972,610 184,896,127 277,076,483 29,977

Screenshot from IxNetwork showing about 60% frame loss for HP 5120 when utilizing
24 ports out of 48 downlink ports and two 10G uplink module interfaces.

We did not observed frame loss for Cisco C2960-X and HP 2920 for this test regardless of the traffic
flow configuration. The Cisco C2960-X and HP 2920 proved line-rate performance without loss.

Throughput tests were conducted utilizing packet sizes ranging from 64 bytes to 9,200 bytes as well
as IMIX distribution.

Similar to the throughput testing, all three switches, HP 2920, HP 5120 and C2960-X were tested for
Layer 2 latency using 48 x 1GE ports from small to jumbo frame sizes (see table next page)

Latency was measured on the standalone 48 port switch in extreme port pair configuration, for
example; Tx from port 1 and Rx on port 48.

Cisco C2960X-48LPD-L Switch White Paper DR130917L
Copyright © 2014 Miercom Page 10 July 2014




Miercom

4.2 RFC 2544 Layer 2 Average Latency Test Results

Cisco Catalyst 2960-X / HP 2920 / HP5120 Switches
RFC 2544 Layer 2 Average Latency with Extreme Ports

100
90
80
70
60
50
40
30
20
10

0 -
Frame Size| 64 128 256 512 1,024 1,280 1,518 9,200

C2960X| 4.2 5.1 6.0 8.4 12.5 14.5 16.3 77.7
2920 34 4.1 54 7.8 12.9 154 17.7 98.1
5120 6.1 6.7 8.0 10.5 15.6 18.2 20.6 97.3

]
Cisco

m C2960X

us

Source: Miercom Ethernet Switch Study, 2014

Based on RFC 2544, Layer 2 latency for the Cisco Catalyst 2960-X and the HP 2920 and
5120E switches is shown as an average calculated from small to jumbo frame sizes ranging
from 64- to 9200-bytes (jumbo). The C2960-X switch had over 20% lower average latency for
the jumbo frame size when compared to the HP 2920 and HP 5120. Shorter bars depict better
performance.

We observed that Cisco C2960-X has consistent latency across all 48 ports. Similarly, HP 2920 also
has consistent latency across all 48 ports. The latency for HP 2920 is less than C2960-X for packet
sizes less than 1024 bytes, but the latency of C2960-X is less than HP 2920 for packet sizes of 1024
bytes and greater. Another observation noted was that the HP 5120 latency is more than HP 2920
and C2960-X for extreme ports for all frame sizes less than 9200 bytes.
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5 Energy Efficiency

Networks are expanding rapidly, which can result in more power consumption by devices. With
technology becoming much more advanced, vendors are designing their switches more efficiently.
Switches are now designed to consume less power and are built with energy efficient standards,
such as |IEEE 802.3az Energy Efficient Ethernet (EEE) and various other green features.

5.1 Power Consumption at Full Traffic Load

Each switch was tested for power consumption while handling 100% line-rate traffic generated by
the Ixia XM12. A power consumption meter measured the amount of power used.

5.2 Power Consumption, Full Traffic Load Test Results

Cisco Catalyst 2960-X / HP 2920 / HP 5120 Switches
Power Consumption at Full Traffic Load Test

140
—~ 120
(7]
% ],
= 100 cisco
- m C2960X
o
E 80
: U]
2 60 ® 2920
o
o
5 40
: g,
& 20 m5120

0 J
Frame Size 64 128 256 512 1,024 1,280 1,518 9,198

C2960X| 65.9 65.2 64.8 64.4 64.3 64.2 64.1 64.0
2920 87.2 86.4 85.8 85.5 85.2 85.2 85.1 85.1
5120 125.2 1238 1234 1232 1231 1231 123.0 1230

Source: Miercom Ethernet Switch Study, 2014

Validated results show that the C2960-X used just under 25% less power than the HP 2920
while handling 100% line-rate traffic in all packet sizes tested and just under 50% less power
than the HP 5120 El. Lower power consumption is better, resulting in lower heat dissipation
there by reducing the cooling requirements. Shorter bars depict better performance.
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5.3 Energy Efficient Ethernet (EEE)

Both the Cisco Catalyst 2960-X and the HP 2920 support 802.3az Energy Efficient Ethernet (EEE).
To determine which switch consumed the least amount of power with EEE enabled, each handled
Layer 2 traffic with varying InterBurst Gaps (IBG) between each burst of 1,000 frames.

No power saving will be realized with EEE enabled if the switch is handling 100% line-rate traffic. It
was observed that the length of the IBG impacted power consumption. EEE grew more effective as
the IBG increased, representing a gradual reduction of traffic.

Power Consumption with EEE Enabled Test Results

Cisco Catalyst 2960-X / HP 2920 / HP 5120 Switches
Power Consumption with Energy Efficient Ethernet Enabled

140

120
—_ ]
£ 100 cisco
= = C2960X
= 80
c
X
2 60 @
E m2920
g 40
S

/,

3 20 QD
z m5120
[-% 0_

IBG 96ns 1.4ms 3ms 54ms 8ms 125ms 18ms 28ms 50ms 100ms Idle
C2960X| 62.2 53.8 51.0 496 49.0 485 483 481 480 479 479
2920 827 706 664 646 637 631 627 625 623 621 619
5120 125.2 125.2 125.2 125.2 125.2 125.2 125.2 125.2 1252 125.2 1252

Source: Miercom Ethernet Switch Study, 2014

Testing verified that power savings with EEE enabled increased for both Cisco C2960-X and HP
2920 switches with EEE enabled as the IBG increased. The C2960-X utilized just under one-
quarter less power than the HP 2920 for each IBG. HP 5120 does not support EEE and power
consumption will be same as with full Traffic load. Shorter bars depict better performance.
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5.4 Switch Hibernation Mode

This new power-saving feature is available on all switches in the Cisco C2960-X Series. Both
series of HP switches do not have a comparable feature.

Switch Hibernation Mode is designed to power off most of the switch components when the switch is
not in use. Power remains available to restart the switch.

The C2960-X switch can be set via the CLI or from a central location by using the Cisco EnergyWise
management solution to enter and emerge from Switch Hibernation Mode. While in Switch
Hibernation Mode, the C2960X-48LPD-L uses just 23 watts of power.

The following chart and table show power consumption of the C2960-X at 100% line-rate versus
Switch Hibernation Mode.

Power Consumption, 100% Line-Rate vs. Hibernation Mode Test Results

Cisco Catalyst 2960-X AC Power Savings
100% Line-Rate vs Hibernation Mode
70
. 60 -
4]
S 50 -
g
B 40 -
g
2 30 +
o
Q
o 20 -
2
g
10
0 .
AC Power AC Power
100% Hibernation
Line Rate Mode
Watts 65.9 23.0
Source: Miercom Ethernet Switch Study, 2014
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Switch Hibernation Mode, Power Savings for Other X Configurations in C2960-X
Switch Series

AC Power AC Power
C2960-X Series o Consumed in Power
. Consumed 100% . . . o
Switch . Hibernation Mode Savings (%)
Line-Rate (Watts)
(Watts)
C2960X-48FPD-L 66.7 26.0 61.0
C2960X-48LPD-L 62.0 231 62.7
C2960X-24PD-L 53.1 22.6 57.4
C2960X-48TD-L 47.8 8.7 81.8
C2960X-24TD-L 33.1 6.4 80.7

Source: Miercom Ethernet Switch Study, 2014

Switch Hibernation Mode provides significant power savings to other Cisco X and XR
configuration switches in the Cisco Catalyst 2960-X Series of switches. This table shows
power savings for five of the configurations, each of which was validated by Miercom
independently of the competitive test involving the Cisco Catalyst 2960X-48LPD-L, the HP
2920-48G-PoE+ and the HP 5120-48G-PoE+ ElI.

Power Consumption Results

T C2960-X HP 2920 HP 5120
Consumption
Full Traffic Load Lowest 33% more 92% more
EEE Enabled Lowest 30% more Not supported
SW|tch|\I/-II(|)t()jeernat|on 65% Less Not supported Not supported
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6 Competitive Differentiators for the Stacking Comparison

A stackable switch can function as a standalone unit or can be set up or stacked with other switches
to allow higher port capacity and throughput. A stacked set of switches has the characteristics of a
single switch, including one IP address, which allows easier remote administration.

Stacking provides general advantages to a network administrator:

¢ Network administration is handled from one interface, simplifying the setup and operation of
the network.

e A small network can be formed with one stackable unit and can be increased by adding
additional units when needed.

¢ Resiliency prevents network failure. Switches in a stack can be configured to failover in order
to prevent a complete network failure. Data will continue to flow through the remaining
switches in a stack if one unit is removed or fails.

During testing, the C2960-X exhibited specific advantages over the HP 2920 and the HP 5120 El
that are detailed on the following pages.

6.1 Stacking Capacity

Cisco FlexStack-Plus and Cisco 10S Software offer true stacking, with all switches in a stack acting
as a single switch unit. FlexStack-Plus provides a unified data plane, a unified configuration and a
single IP address for switch management. The advantages of true stacking include lower total cost of
ownership and higher availability through simplified management as well as cross-stack features
including EtherChannel, Flex Links and Cisco SPAN (Switched Port Analyzer) feature, which is
sometimes called port mirroring or port monitoring.

The Cisco C2960-X has double the maximum stacking capacity of the HP 2920 or the HP 5120 EI.
Up to eight C2960-X switches can be stacked as one unit with Cisco FlexStack-Plus technology. The
maximum bandwidth of a FlexStack-Plus stack is 80 Gbps. Additionally C2960-X member switches
will automatically upgrade to the Cisco 10S software version on the master switch and join the stack
without additional intervention.
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Eight-Member C2960-X Stack, Rear View
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Source: Miercom Ethernet Switch Study, 2014

A FlexStack-Plus module has been installed in each Catalyst 2960-X Series switch in this
drawing of an eight-member stack. The modules, on the left, are connected by Cisco cabling.

A stack of HP 2920 and HP 5120 El switches can have a maximum of four switches.

In order to stack HP 2920 switches, a two-port HP 2920 Stacking Module is plugged into each switch
before each is booted up. Each module is connected by HP cabling.

If a HP 2920 switch is powered on without a stacking module inserted, stacking is disabled and will
be saved in its running configuration. The switch then is in standalone mode.

In order to add the switch to a stack, it is necessary to:
e power down the switch
e insert a stacking module
e configure the switch to operate in stacking mode via the CLI
e reboot the switch to make the new configuration effective

Also, the HP 2920 Stacking Module is not hot-swappable. A stacking module inserted in a HP 2920
series switch after it is running is not automatically enabled. To enable the stacking module and add
the switch to a stack, it is necessary to follow the four steps above.

Conversely, the C2960-X offers advantages. Since the Cisco FlexStack-Plus module is hot
swappable as mentioned earlier, the C2960-X switch can be added to a stack by inserting the
module. The switch does not need to be powered down, configured for stacking mode and rebooted.
Once the stack is formed, all members act as a single switching unit with a unified data plane, using
a single IP address.
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HP 5120 El switches have HP Intelligent Resilient Framework (IRF) technology, which enables
creation of a virtual switching fabric by managing several switches as one logical device.

Miercom engineers noted a difference in configuring a stack of HP 5120 El switches versus the other
two switches. It is a manual process carried out via the CLI. The manual process requires more time
than that needed to configure the C2960-X and HP 2920, which occurs automatically as cabling is
attached.

The following table provides a snapshot of stacking of each switch tested as per the advertised data
sheets.

Stacking Snapshot of Cisco and HP Switches

Cisco C2960-X HP 2920 HP 5120
. Cisco : . HP Intelligent

Stacking Technology Flex-Stack Plus Virtual Switching Resilient Framework
Maximum Stack Members 8 4 4
Maximum Stack Throughput 80 Gbps 80 Gbps 40 Gbps
Enable Stacking without Additional Y

! : es
Configuration
Hot Swappable
Stacking Modules WES
Add Switches to Stack with No Yes
Additional Configuration Required
Remove Switches from Stack with
No Additional Configuration Yes
Required
Investment Protection -Backward
Compatible Stacking with Older Yes
Models
Pre-provisioning Stack Member Yes

Source: Miercom Ethernet Switch Study, 2014 *if switch was booted without stacking module
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6.2 Stacking Throughput

The test verified the maximum throughput capacity of the stack and whether or not any traffic loss
occurred. Traffic was transmitted and received using uplink and downlink ports.

A three-member stack of the C2960-X, HP 2920 and HP 5120 was tested. The maximum theoretical
throughput of bidirectional traffic through C2960-X and HP 2920 stack ports is 80 Gbps, with the
HP 5120 being 40 Gbps.

The Ixia XM12 chassis, hosting Ixia IXNetwork software, was the primary traffic generator. It
generated Layer 2 traffic in frame sizes ranging from 64 bytes to 9198 bytes.

Full results are shown in the below chart. The highest throughput reached by the Cisco C2960-X
was 99.58% for 9198-byte frames. That equates to 79.50 Gbps of the maximum theoretical
throughput of 80 Gbps.

Cisco C2960-X, HP 2920 and HP 5120 Throughput Results

Cisco Catalyst 2960-X, HP 5120, HP 2920 Switches
Three-Member Stack Throughput Test
80
70
]
= 60 cIsco
o H C2960X%
:@_ 50
5
FR g,
3 30 2920
=
10 5120
0 .
128 256 512 1,024 1,280 1,518 9,198
C2960X| 55.0 61.0 71.8 75.7 76.5 77.0 79.5
2920 56.3 62.0 67.4 71.0 71.6 72.4 75.6
5120 34.4 36.9 38.4 39.1 39.4 394 39.9
Source: Miercom Ethernet Switch Study, 2014

Stacking throughput of the C2960-X stack exceeded that of the HP 2920 and HP 5120 for frame
sizes ranging from 512 to 9198 bytes. The greatest throughput achieved by the C2960-X stack
was 99.58% (79.5 Gbps out of the theoretical maximum throughput of 80 Gbps) for9198-byte
frames. Minimum frame size of 100 bytes was needed as we also verified data integrity and
correct sequencing. Longer bars depict better performance.
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6.3 Backward Compatibility

C2960-X Series switches can be stacked with Catalyst 2960-Sand 2960-SF switches. An
organization’s investment in existing C2960-S and C2960-SF switches is protected while reaping
the benefits of stacking.

The C2960-S is a series of fixed-configuration gigabit Ethernet switches for campus and branch
access applications. The C2960-SF is a series of fixed-configuration Fast Ethernet switches that
deliver secure and reliable LAN access for branch and medium-sized campus deployments.

C2960-X Series LAN Base switches equipped with a FlexStack-Plus module can be stacked
with C2960-S and C2960-SF LAN Base switches equipped with a FlexStack module.

C2960-X HP 2920 | HP 5120
Maximum Mix Stack Members 4 0 0
Backward Compatibility Yes with S and SF series (\[e] -] (\[e] -] ‘

Stacking Advantages of Cisco over HP Switches

When C2960-X switches are mixed in a stack with C2960-S and C2960-SF switches, the following
is true:

e A maximum of four switches can be stacked

¢ Any combination of C2960-X and C2960-S switches can be utilized

e The master switch can be a member of either the C2960-X or C2960-S series
e The functionality of FlexStack-Plus reverts back to FlexStack capability

The HP 2920 Series of switches, including the HP 2920-48G-PoE+, cannot be stacked with switches
from the HP 2910 series. Each series has its own, specific stacking modules.

Models in the different HP 5120 series cannot be stacked. HP 5120 El switches use a 10GE module
to stack. HP 5120 Sl switches use 1GE ports for stacking.
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6.4 Stack Split

The purpose was to determine if a member switch would remain usable as a standalone unit after it
was disconnected from a four-member stack.

A Cisco C2960-X and HP 5120 switches were observed to be usable as a standalone unit after
removing from the stack. They automatically rebooted and went into standalone operating mode.

The HP 2920 switch was observed to be unusable. Configuration options were limited to those
relating to stacking. More importantly, the switch was not functioning. A hard reset was required to
change the configurations options from those related to stacking to factory default settings.

After disconnecting the member switch, the remaining C2960-X, HP 2920 and HP 5120 switches
continued to function as a stack.

C2960-X HP 2920 HP 5120

Member switch functional as
standalone upon removal Yes
from four-member stack

Yes

6.5 Stack Convergence

To verify switch stack high availability, a stack convergence test was performed. Stack convergence
measures the amount of time it takes for traffic to converge after a stack link has been removed. The
purpose was to determine the stack data and control plane convergence time. In order to do that, we
would be sending traffic across one of the members in a three-member stack in full ring topology.
Before running the test, we needed to determine which stack links were in the forwarding state, and
which were in the blocking state. Once this was determined, we pulled the stack cable through which
traffic is flowing and observed the stack data convergence time. The link in the blocking state then
became active, and traffic converged. The traffic was sent at a rate of 1,000 packets/sec. Every
packet loss was equivalent to 1 ms. Theoretically, the data should converge in less than 100 ms.

For HP 5120, stacking cannot be performed in mesh topology, and only chain or ring topology are
supported. We also observed that when a stack header is added to the stack traffic, it causes
1.176% loss for 64-byte frames at line-rate. Furthermore, when all the stack ports are loaded on a
three-member stack, additional losses are observed. These losses are beyond the stack header.

The following table summarizes the stack convergence time for all three switches tested.

Stack Convergence Time Comparison Summary

C2960-X HP 2920 HP 5120

Stack Convergence Time 1ms 95 ms 88 ms
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7 Competitive Differentiators for the LACP Load Balancing Comparison

7.1 Cross Stack LACP Load Balancing

The purpose of this test was to examine if the traffic is load balanced across the stack members
uniformly and if there was any packet loss on the receiving ports.

This test was conducted to assess the ability of a two-member stack of C2960-X switches, HP 2920
and HP 5120 switches to perform LACP loaded balancing after a simulated network failure.

In testing, two identical DUTs formed a switch stack. Each of the two switches were named stack
member A and B. Four of the 1GE ports on both switches were aggregated by LACP, and as a
result, the LACP group had a bandwidth of 8 Gbps. This LACP group was connected to a receiving
switch and the receiving switch was connected to Ixia’s receiving port. The Ixia transmission port
was connected to stack member A. They were formed in a single subnet. The Ixia was used to inject
Layer 2 traffic across the LACP group. We were interested in seeing if the traffic was load balanced
on all LACP member ports and whether there would be any packet loss on the receiving ports. As
traffic is being transmitted, the port counters are checked to verify proper load balancing.

Load Balancing Test Bed

Eight-Member LACP
Port Channel

LAG

\\\\\\ ‘ ..
Rx Link v
8x 1GE
Tx Link Switch
1x 10GE Stack

IXia  /

) ) | TESTED |
Source: Miercom Ethernet Switch Study, 2014

Four 1GE ports on each switch in the two member stack were configured in a port channel, forming
an eight-member LACP group to send traffic. Also, eight 1GE ports on each standalone switch
(lower left) served as a LACP group to receive traffic.
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The Ixia XM12 traffic generator, hosting Ixia IxXNetwork software, was connected with both the stack
and the standalone switch. The traffic is transmitted to the stack using 1 x 10G to each Stack
Member. A total of 90 hosts are simulated across the eight Ixia 1GE ports and one 10G port,

10 hosts on each port.

Traffic from all 10 hosts connected to the 10GE interface on the stack was destined to hosts
connected to a 1GE interface on the standalone switch via the eight-member LACP port channel.

The round-trip path of the Layer 2 utilized in the test went through the stack, then to the standalone
switch via the LACP port channel and back to the Ixia XM12.

Drop Rate of a LACP Group with 3G Traffic

Cisco C2960-X HP 2920 HP 5120
LACP Bandwidth [Gbps] 8 8 8
LACP Group Ports 8 8 8
Injected traffic [Gbps] 3 3 3
Injected traffic Line-Rate [%)] 37.5 37.5 37.5
IXIA TX port on Stack member A | Stack member A | Stack member A

LACP Balance on Stack

Member A Yes
LACP Balance on Stack

Member B Yes
Drop Rate [%] 0

Yes

No Traffic

Drop Rate of a LACP Group with 5G Traffic

Cisco C2960-X HP 2920 HP 5120
LACP Bandwidth [Gbps] 8 8 8
LACP Group Ports 8 8 8
Injected traffic [Gbps] 5 5 5
Injected traffic Line-Rate [%)] 62.5 62.5 62.5
IXIA TX port on Stack member A | Stack member A | Stack member A

LACP Balance on Stack

Member A Yes
LACP Balance on Stack

Member B Yes
Drop rate [%] 0

*Traffic is not load balanced across all the LACP ports.

Yes

No Traffic

24.2
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Observations

The Cisco C2960-X was able to form cross stack LACP and the traffic was load balanced across the
stack members. We did not observe any traffic loss with 3G and 5G input traffic across the eight-
member ether channel.

Similarly for the HP 5120 and 2920 switches, we were able to form cross stack LACP with IRF
stacking, however the load balancing was not effective and traffic was not received by all members
of LACP ports. There is traffic loss of 24.2% and 20.1% for HP 5120 and HP 2920, respectively, due
to the uneven load balancing when sending 5G of traffic. We noticed that Dynamic LACP is
restricted to native VLAN only if Generic VLAN Registration Protocol (GVRP) is not enabled in the
HP 2920. Additionally, the HP 2920 switch was able to load balance L3 traffic only from multiple
sources to a single destination. If there are multiple destinations, the load balancing fails.

The following screenshot shows LACP member ports that were not forwarding Layer 2 traffic. This
could have been caused by a problem between the stacking and LACP mechanism. The same issue
is not observed on the Cisco C2960-X switch.

HP 5120 Switch
No Layer 2 Traffic on Half of LACP Member Ports

<HP>display counters rate inbound interface

Interface Total(pkts/sec) Broadcast{pkts/sec) Multicast(pkts/sec)
GE1/0/3
GEL/0/4
GE1/0/29
GE1/0/30
GE3/0/1
GE3/0/2
GE3/0/27
GE3/0/28
XGE1/1/1
XGE3/1/1
XGE3/1/2

=N=N=N=N=N=]
|
i
1
|

(=N =
|
I
|
|

:
S m o
11
L |
[ |
| I |

Overflow: more than 14 decimal digits.
-=: hot supported.
<HP>display counters rate outbound interface
Interface Total(pkts/sec) Broadcasti{pkts/sec)

Multicast(pkts/sec)

CE3,/0/1 3068 — -

GE3/0/2 3059 - --
GE3/0/27 3850 - --
GE3/0/28 3086 - -
XKGE1/1/1 0 — --
XGE3/1/1 0 - -
XGE3/1/2 0 - -

The Layer 2 traffic was perfectly load balanced across all the LACP members of the C2960-X stack.
It was not load balanced on the HP 2920 stack.
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After the port counter in the stack was checked to verify perfect load balancing of traffic across the
eight links, a single 1GE link in the port channel was disconnected.

The Cisco C2960-X stack was observed to quickly recover and resume performing perfect load
balancing by using the remaining seven active LACP members. Upon reconnecting the 1GE link, the
Cisco stack quickly returned to performing perfect load balancing over eight LACP members. Since
the Cisco stack was successful in both scenarios, no traffic was lost.

The following screenshot shows two LACP member ports out of four that were not forwarding
Layer 2 traffic for HP 2920. As a result of this, traffic loss was observed in the amount of 20%
when injecting 5G.

HP 2920 Switch
Layer 2 Traffic not being Received on All LACP Members of the IRF Stack Members
v £ HP2920-48 - Konsole =i
Session Edit View Bookmarks Settings Help
Status and Counters - Port Utilization (=]
Rx Tx
Fort Mode I | e
| Ebits/sec Fkts/sec Util | Ebits/sec Pkts/sec Jtil
_________________ o mmmm mmmm mfr -
1/1-Dynl 1000FDx | 784540 54203 78 a6 | 5018 0 00.50
1/2-Dynl 1000FDx | 1304 a 00.13 | 1288 1] 0o.12
1/3-Dynl 1000FDx | 574720 47005 57.47 | 2232 0 00.22
1/4-Dynl 1000FDx | 1312 1] 00.13 | 1296 0 00.12
i/5 1000FDx | O 0 0 | O 0 0
1/6 1000FDx | O 0 0 | O 0 0
1/7 1000FDx | O 0 0 | O 0 0
1/8 1000FDx | O 0 0 | O 0 0
1/9 1000FDx | O 0 0 | O 0 0
1/10 1000FDx | O 4] 0 | O 0 0]
1/11 1000FDx | O ] o | O o a
1/12 1000FDx | O 0 0 | O 0 a
1/13 1000FDx | O ] 0 | O 0 ]
1/14 1000FDx | O 0 0 | O 0 0
1/15 1000FDx | O 0 0 | O 0 ]
1/16 1000FDx | O 0 0 | O 0 0
1/17 1000FDx= | O 4] 0 | O 0 0]
ul— MORE --, next page: Space, next line: Enter, quit: Control-C =
A || mHP2020-Stack | @iShellNo. 2 | @Shell No. 3 | @ HP292048 | amHP2020-24 | (T

The HP 2920 failed to perform perfect load balancing after the 1GE link was removed. As a result,
traffic was lost.

The 10GE port on both the C2960-X and the HP 2920 were not oversubscribed with traffic during the
test. Each initially received 4 Gbps from the EtherChannel and 4 Gbps after the link was
disconnected.
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The C2960-X provides the flexibility to configure port channel/LACP load balancing by using source-
based or destination-based forwarding methods such as destination-ip, destination-mac, source-
destination-ip, source-destination-mac, source-ip and source-mac. Conversely, the user is not

afforded the flexibility to choose the load balancing method for the HP 2920.

The following table summarizes the key findings for the Load Balancing section of the Switch Study.

LACP Load Balancing Switch Comparison Summary

LACP Load Balancing C2960-X HP 2920
Laver 2 Traffic Perfectly load Not load balanced,
y balanced, no drop dropping packets
Disconnect then Quickly recover and Failed to load
reconnect one link from load balanced, no balance, 20% traffic
the port channel traffic loss was lost

Flexibility to choose

load balancing method VEE N

HP 5120

Not load balanced,
dropping packets

Failed to load

balance, 24% traffic
was lost

Cisco C2960-X consistently and uniformly outperformed the HP 5120 and HP 2920 in the Layer 2

traffic load balancing assessment across all LACP stack members.

[
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8 Competitive Differentiators for the Quality of Service Comparison

8.1 Priority Traffic Delivery under Adverse Network Conditions

The Cisco C2960-X supports strict priority queue (PQ), which allows delay-sensitive data such as
voice to be de-queued and sent before packets in other queues are de-queued. As a result, the
C2960-X experienced no loss of priority traffic and had no latency issues in simulated congested
conditions. The HP 2920 experienced loss of priority traffic and suffered latency delays.

A single switch was utilized in this test that challenged the ability of Quality of Service (QoS)
functionality to deliver priority traffic during a simulated state of network congestion. Each switch was
connected to the Ixia XM12 generator hosting Ixia IXExplorer software. Network congestion is
simulated using one 10 G port on the Ixia XM12 transmitting to five 1GE port on the switch as shown
in the figure below.

Congestion Test Scenario

Test Bed Diagram

Rx 5 x 1Gbps Ixia XM12

Ixia XM12 Tx 1 x 10Gbps
Ingress
Traffic

8 Priority Queues

Voice — Strict Priority
HTTP — Second Priority
FTP Data — Third Priority

Source: Miercom Ethernet Switch Study, 2014
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8.2 QoS Remarking and Priority Queue

To conduct the QoS test, the Ixia XM12 was used to send 10G of Ingress traffic to oversubscribe five
1G Egress ports. To do this, we built a total of eight queues with different traffic loads and packet
sizes. All traffic streams were monitored for packet loss. The following table shows the type of traffic,
packet size sent and percentage of line-rate set for each priority queue.

Priority Queue Traffic Item Packet Sizes % Line-Rate
PO TCP Port 15 9000 10%
P1 TCP Port 4 2500 10%
P2 TCP Port 10 5000 10%
P3 TCP Port 18 3000 10%
P4 FTP 8000 10%
P5 FTP Data 5000 20%
P6 HTTP 1500 20%
P7 Voice 90 5%

Based on the above set priority queues, voice traffic had the highest priority, which meant it had all
the bandwidth it needed. HTTP traffic was assigned the second priority and FTP data traffic with
third priority. The purpose of this particular test was to examine if the marking, queuing and strict
prioritization, once configured for each switch perform as it should. We were paying particular
attention to see if there would be any voice traffic loss once there was traffic congestion.

QoS Traffic Loss Comparison for Different Types of Traffic (% Dropped Packets)

Traffic Profile C2960-X HP 2920 HP 5120
Voice Traffic 5% 0 0
HTTP Traffic 20% 0
FTP Data Traffic 20% 77.7

We validated the DSCP remarking for all HP 5120, HP 2920 and Cisco Catalyst 2960-X switches.
Cisco C2960-X supports strict priority queuing so therefore no voice traffic loss was observed, but
we did see that latency increased. In addition, three different types of traffic can be classified on
each queue using thresholds. We can classify a maximum of 12 types of traffic using four queues.
Much flexibility is offered to configure the buffers, and to shape and share the bandwidth among the
queues. We were also able to debug the traffic queues and dropped packets on per port and per
gueue basis.
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HP 2920 does not support strict priority queues, however it does have a higher priority queue.
Therefore, we assigned voice traffic to the high priority queue. During congestion, substantial
amount of drops for Voice, HTTP and FTP Data are observed as seen in the table on the previous
page and the latency also increased significantly. Throughout the configuration of the switch, we
noted that only one type of traffic can be classified per queue, which limits the maximum traffic
classifications to eight, with a total of eight queues supported. In addition, the HP 2920 switch has
very limited debugging resources and there are very limited options to check where the traffic was
dropped.

HP 5120 does support a strict priority queue and while there was no voice traffic loss, latency
increased significantly as with the HP 2920 switch. HP 5120 scheduling, based on local marked
dopt1p, was validated, although scheduling based on local marked dscp did not work. Similarly to
the HP 2920 switch, only eight queues with one type of traffic can be classified.

8.3 QoS Flexibility for Functionality

The Cisco C2960-X provides greater flexibility to configure QoS buffers and bandwidth. This
flexibility allows network administrators to fine-tune their switches to optimize performance. In the
C2960-X, the egress buffer is divided into two pools, reserved and common. The switch uses the
common pool when the reserved pool for the egress interface has already been consumed.

When operating as a stack or a standalone switch, the C2960-X has four egress queues per port
and three thresholds per egress queue. Since multiple classes of traffic can use the same egress
queue (via mapping), a threshold value is used to further differentiate among classes sharing an
egress queue.

The C2960-X provides the granularity to configure the thresholds, which define the maximum buffers
available (reserved and common) for a given traffic class. As mentioned earlier, a strict PQ allows
delay-sensitive data such as voice to be de-queued and sent before packets in other queues are
de-queued. The net-net is that a strict approach to queuing gives the end user flexibility, the power to
prioritize. The C2960-X will transmit packets designated with the highest priority before any other.

The success of the Cisco approach was validated in the tests of priority traffic delivery under an
adverse network condition, which is discussed earlier in this section. The C2960-X received every
frame of traffic that was designated as priority. Conversely, the HP switch did not receive every
frame that was designated as priority.

The HP 2920 has preset default configurations for bandwidth and buffers allocated to each queue.
The end user is not afforded the flexibility to configure bandwidth and buffers to optimize network
performance.

For testing, QoS marking was configured manually on the HP 2920, with different traffic assigned to
different queues. Conversely, the C2960-X supports Cisco AutoQoS, which simplifies QoS
deployment by automating QoS policies. AutoQoS automatically detects the type of device (switch or
router) connected and configures the recommended QoS policies.
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8.4 QoS Egress Buffers Flushing Issue (N+1 Buffers)

The intent of this test is to show the performance of a switch when the buffer capacity is exceeded. A
single packet that exceeds the switch buffer capacity should not cause the buffer to flush. Only the
additional packet should be dropped. If a switch performs a buffer flush as a remedy to
oversubscription, this unwelcome behavior forces data to be retransmitted and may introduce packet
loss and reduce network throughput.

In this test, we were to investigate the number of buffers available, the effect of oversubscription on
the buffer and the efficiency of using the buffer with different frame sizes.

The following test bed diagram illustrates one of the two sets of 4 ports used to run the test for each
switch.

Test Bed Diagram

Traffic Load Generator

Transmitting
Line Rate

\
\

Burst
Traffic

. 4
Receiving & shddd AdddddAd %
Line Rate P R 2

HP 2920-48G-PoE+

A 4
\

Y §
4

Check
Flooding

\ 4

\ 4

Py rry vy rvrryy vyyyyyyy s
HP 5120-48G-PoE+ El

Ixia XM12

xia /

Source: Miercom Ethernet Switch Study 2014 RIESIED

For this test, we used a total of four ports. The first port sent constant 100% line-rate background
traffic with 64, 256 and 1500 frame sizes. The second port sent burst traffic that would change
depending on the behavior of switch. The third port was an outbound receiving port for the traffic of
the first and second ports which captured the outbound line rate and burst traffic. The third port
monitored packet drop when bursty traffic was injected. The last port was used for MAC learning and
to make sure there was no flooding. Theoretically, for all three switches, bursty traffic is stored on the
buffer. Traffic loss should only happen with packets which exceeded the buffer size.
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N+1 Drop Test

Frame Size Switches N+1 Drop (Frame) | Dropped Rate (%)
C2960-X 1 0
64 HP 2920 1 0
HP 5120 : :
C2960-X 1 0
256 HP 2920 1 0
C2960-X 1 0
1500 HP 2920 1 0
HP 5120 450 100.0 |

QoS Egress Buffer testing concluded that Cisco C2960-X and HP 2920 did not lose any extra
packets as buffer capacity was exceeded. For HP 5120, one-quarter (25%) of the buffering is
flushed for frame sizes in range of 64-byte to 512-byte and 100% packet loss for frame sizes

larger than the range of 1024-1518 bytes.

Observations

For the Cisco Catalyst 2960-X switch, buffer queue flushing was not observed on small, medium and
large frame sizes. Only extra packets were dropped with any size packets. This result shows the
DUT’s buffer mechanism handles bursty traffic properly if traffic exceeded buffer size.

Similar to Cisco, HP 2920 buffer queue flushing was not observed and only the extra packets were
dropped with any size packets.

For HP 5120, we have observed nearly one-quarter of the buffer queue flushed for the 64-byte
packet size. With bigger packet sizes, such as 1500-byte, the whole egress buffer queue was
flushed and 100% of bursty traffic was dropped. HP 5120 did not handle bursty traffic properly if the
bursty traffic exceeded the buffer. This symptom was more significant if the frame size was larger.
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Quality of Service Features Comparison Summary

C2960-X HP 2920 HP 5120
Auto QoS Yes
Strict Priority Queue Yes Yes

ngssif;;a}dfgﬁs 3 types of traffic per Only 1 type per Only 1 type per
queues queue queue
per queue
Voice Traffic was o . Yes, but
not dropped during Yes NE) 5'7.4/° voice significant latency
traffic loss
Congestion increase
Flexibility to
Configure QoS Yes

Buffer/Bandwidth to
Prioritize Traffic

No Flushing of
Egress Buffers Yes
during congestion
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9 Competitive Differentiators of the Traffic Drop Comparison

The ability to identify where traffic was dropped helps the troubleshooting and debugging of network
problems. This contributes to optimal network performance. With the Cisco C2960-X, it is possible
to identify where traffic was dropped at the queue level. The HP2920 and HP 5120 do not offer that
type of information. Also, debugging is more difficult on the HP switches.

In testing, some frame loss was observed on the C2960-X while handling lower priority traffic. It was
fast and easy to pinpoint the location, at the queue level, via a show command on the CLI: “show
misqos interface <interface name> statistics.”

Summary table of findings shown below, and screen CLI capture shown on the next page.

Comparative Snapshot, Debugging and Troubleshooting

C2960-X HP 2920 HP 5120

Debug at Queue
Level for Traffic Loss

Yes

Easy
Troubleshooting

Yes
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C2960-X#sh mls gos interface gigabitEthernet 1/8/1 statistics
GigabitEthernetl/8/1 (A1l statistics are in packets)

dscp: incoming

B - 4 B 2 2 B 2

5= 9: B 2 2 B 2
18 - 14 : B 8 8 B 8
15 - 19 : B 2 2 B 2
20 - 24 : B 2 2 B 2
25 - 29 : B 2 2 B 2
3B - 34 B 2 2 B 2
35 - 39 : B 2 2 B 2
48 - 44 B 2 2 B 2
45 - 49 : B 2 2 B 2
50 - 54 : B 2 2 B 2
55 - 59 : B 2 2 B 2
60 - B4 : B 2 2 B

dscp: outgoing

B - 4 : TR3BR2 2 2 B 2

5= 9: B 2 2 B 2
18 - 14 : B 2 2 B 2
15 - 19 : B 2 2 B 2
20 - 24 : B 2 2 B 2
25 - 29 : B 2 2 B 2
3ip - 34 : B 2 2 B 2
35 - 39 : B 2 2 B 2
408 - 44 B @ @ B @
45 - 49 : B 2 2 B 2
50 - 54 : B 2 2 B 2
55 - 59 : B 2 2 B 2
60 - B4 : B 2 2 B

cos: incoming

B - 4 : 2 2 2 B 2

5- 7: B 2 2

cos: outgoing

B - 4 : 783925 2 2 B 2

5- 7: B 2 4687

output gueues engueued:

queue: thresholdl threshold2 threshold3

gueue @8: 8 8 ]

queue 1: TR3IBRE 119 4897

queue 2: B B )

queue 3 B B )

output gueues dropped:

queue: thresholdl threshold2 threshold3

queue B B B )

queue 1 B B )

queue 2 B B )

gueue 3 B B o]
Policer: Inprofile: B OutofProfile: B
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10 Competitive Differentiators of the Traffic Monitoring Comparison

10.1 Cisco NetFlow-Lite versus InMon sFlow

Cisco NetFlow-Lite provides traffic monitoring for the Catalyst 2960-X Series, measuring up to
16,000 flows per stack or standalone switch. Traffic monitoring on the HP 2920 and HP 5120
switches is provided by sFlow, developed by InMon Corp.

Comparative Snapshot, NetFlow-Lite versus sFlow

Traffic Monitor Technology Sampling Export Format Ecosystem
Cisco NetFlow-Lite | Flow-based 1:32101:1,022, V9 and IPFIX NetFlow
configurable Collector
1:32 to 1:hundreds or
InMon sFlow Packet-based | thousands, depending on sFlow v5 sFlow Collector
link speed

Source: Miercom Ethernet Switch Study, 2014

An observed difference was that NetFlow-Lite records can be viewed on the C2960-X using the CLI.
There was no option for viewing sFlow records on the HP switches. Also, sFlow records had to be
exported to an external sFlow Collector to be viewed.

10.2 Field Captures

A single C2960-X and HP 2920 switch was utilized for this test. The Ixia XM12 chassis, hosting
IXExplorer, sent Layer 3 traffic to a 1G port on each switch.

It was observed that NetFlow-Lite captured more relevant information pertaining to the C2960-X than
did sFlow pertaining to the HP2920 as shown in the table on the following page. C2960-X provided
flexibility to choose the traffic parameters for monitoring.

Traffic parameters collected by each traffic monitor were verified by Live Action Flow software
hosted by a Dell laptop.
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Live Action Traffic Parameter Collection

Parameter NetFlow-Lite sFlow
Source/Destination MAC Address Yes “
Source/Destination IP Address Yes Yes
Source/Destination Ports Yes Yes
VLAN Information Yes “
Application Yes Yes
Time Stamps Yes Yes
Protocols Yes Yes
Traffic Rate Yes “

Source: Miercom Ethernet Switch Study, 2014

10.3 Traffic Monitoring without Drops

The purpose of this test was to validate the combination of the maximum amount of throughput the
C2960-X and HP 2920 could handle while conducting traffic monitoring at the highest rate.

The C2960-X did not drop any NetFlow-Lite samples while sampling at a rates of 1-to-100, 1-to-50
and lastly, vendor-stated maximum, 1-to-32 on 1GE downlink ports while handling 100% throughput
from the Ixia XM12. The maximum also applies to 10GE uplinks. However, a 10GE uplink was

not tested.

Meanwhile, the HP 2920 dropped sFlow samples while sampling at the initial rate, 1-to-100, at all
throughput rates. Throughput was continually lowered in an effort to find the throughput rate at which
sFlow samples would not be dropped. It was not found as sFlow samples were still being dropped at
1% throughput from the Ixia XM12.

The advantage of NetFlow-Lite in the C2960-X also extends to the amount of traffic it can capture,
full traffic for a half hour. Conversely, sFlow provides only multiple samples for a given flow. Because
it periodically samples for 10 seconds, it may not be possible to obtain from the sFlow collector an
export of an individual packet for analysis.
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Traffic Monitoring Comparison Summary

Cisco C2960-X HP 2920

View records using CLI, no need Y

. es
exporting
Complete Traffic parameter captured Yes
Traffic monitoring without drops Yes
Flexibility to choose monitoring Y

es

parameters

11 Competitive Differentiator of the Access Control List Comparison

The switching architecture of the C2960-X enables sharing of common access control lists
among ports. The architecture of the HP 2920 does not support sharing. Therefore, more memory
must be used when configuring ACLs on each port.

When the same port ACL with three ACE entries is applied on 20 different ports on a C2960-X
and HP 5120 switch, only three hardware entries are used since common ACLs are shared among

the ports.

The HP 2920 lacks this ability to optimize hardware resource optimization. A total of 8 hardware
entries would be applied to program the ACL on each single port of the 20 ports. When the same
port ACL is applied on each of these ports, the result is a total of 160 hardware entries being used.

[

ACL Usage
# ACEs in ACL Interfaces Cisco HP HP
Applied C2960-X 2920 5120
0 0 0 0
1 3 3
3 (2 Deny, 1 Permit) 2 3 3
10 3 3
20 3 3
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About Miercom

Miercom has hundreds of product comparison analyses published
in leading network trade periodicals including Network World,
Business Communications Review - NodJitter, Communications
News, xchange, Internet Telephony and other leading
publications. Miercom’s reputation as the leading, independent
product test center is unquestioned.

Miercom’s private test services include competitive product
analyses, as well as individual product evaluations. Miercom
features comprehensive certification and test programs including:
Certified Interoperable, Certified Reliable, Certified Secure and -"i Before printing, please
Certified Green. Vendors are challenged to submit their products co:sider electronic distribution
be evaluated by Miercom, the industry’s leading testing lab, with

the most thorough and trusted test methodologies for product

usability and performance.

Other Notes and Comments

Product names or services mentioned in this report are registered trademarks of their respective
owners. Miercom makes every effort to ensure that information contained within our reports is
accurate and complete, but is not liable for any errors, inaccuracies or omissions. Miercom is not
liable for damages arising out of or related to the information contained within this report. Consult
with professional services such as Miercom Consulting for specific customer needs analysis.
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