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Exam Description
The Optimizing Converged Cisco Networks (642-845 ONT) is a qualifying exam for the Cisco Certified Network Professional CCNP®. The ONT 642-845 exam will certify that the successful candidate has important knowledge and skills in optimizing and providing effective QOS techniques for converged networks. The exam topics include implementing a VOIP network, implementing QoS on converged networks, specific IP QoS mechanisms for implementing the DiffServ QoS model, AutoQoS, wireless security and basic wireless management.
Exam Topics
The following topics are general guidelines for the content likely to be included on the Remote Access exam. However, other related topics may also appear on any specific delivery of the exam.

Describe Cisco VoIP implementations.

· Describe the functions and operations of a VoIP network (e.g., packetization, bandwidth considerations, CAC, etc.). 

· Describe and identify basic voice components in an enterprise network (e.g. Gatekeepers, Gateways, etc.) 

Describe QoS considerations.

· Explain the necessity of QoS in converged networks (e.g., bandwidth, delay, loss, etc.). 

· Describe strategies for QoS implementations (e.g. QoS Policy, QoS Models, etc.). 

Describe DiffServ QoS implementations.

· Describe classification and marking (e.g., CoS, ToS, IP Precedence, DSCP, etc.). 

· Describe and configure NBAR for classification. 

· Explain congestion management and avoidance mechanisms (e.g., FIFO, PQ, WRR, WRED, etc.). 

· Describe traffic policing and traffic shaping (i.e., traffic conditioners). 

· Describe Control Plane Policing. 

· Describe WAN link efficiency mechanisms (e.g., Payload/Header Compression, MLP with interleaving, etc.). 

· Describe and configure QoS Pre-Classify. 

Implement AutoQoS.

· Explain the functions and operations of AutoQoS. 

· Describe the SDM QoS Wizard. 

· Configure, verify, and troubleshoot AutoQoS implementations (i.e., MQC). 

Implement WLAN security and management.

· Describe and Configure wireless security on Cisco Clients and APs (e.g., SSID, WEP, LEAP, etc.). 

· Describe basic wireless management (e.g., WLSE and WCS). Configure and verify basic WCS configuration (i.e., login, add/review controller/AP status, security, and import/review maps). 

· Describe and configure WLAN QoS.
Suggested Study Lab Setup

Overview

The purpose of the Lab Setup section is to assist in the setup and configuration of the suggested study lab for 642-845 ONT. This section includes these topics:

· Lab Topology

· Lab Equipment Configuration

Lab Topology

This topic describes the suggested study lab topology for BCMSN 642-812
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The lab pod consists of two routers: R1 and R2. The two routers are connected via serial link. The core equipment consists of two core routers (Core1 and Core2), which are connected via serial links to the two pod routers (Core1 is connected to R1 and Core2 is connected to R2). The two core routers are interconnected via a FastEthernet link. Four additional devices are connected to the BBSW switch via Ethernet links. These four routers are used for traffic generation. Two servers (WCS for wireless and ACS/TFTP Server) are connected to BBSW switch via Ethernet link. 

Lab Equipment Configuration

This lists the recommended equipment to support the laboratory activities. This equipment list reflects the equipment needed to build the lab from scratch. 
Laboratory Equipment List
Warning The equipment suggested here is for study purposes. 

POD Equipment
Branch, HQ and IPS Routers
	Number of Units
	Cisco Part Number
	Product Description

	2
	CISCO2811
	2811 w/ AC PWR, 2FE, 4HWICs, 2PVDMs, 1NME, 2AIMS, IP BASE, 64F/256D

	2
	WIC-2T
	2-Port Serial WAN Interface Card

	2
	CAB-AC
	110 V power cord  

	2
	PWR-2811-AC
	Cisco 2811 AC power supply

	2
	MEM2800-256D-INC
	256MB DDR DRAM Memory factory default for the Cisco 2800

	2
	MEM2800-64CF-INC
	64MB CF default for Cisco 2800 Series


WAN Controller
	Number of Units
	Cisco Part Number
	Product Description

	1
	AIR-WLC2006-K9
	AIR-WLC2006-K9

	1
	CAB-AC
	· 110 V power cord  

	1
	PWR-2811-AC
	· Cisco 2811 AC power supply

	1
	MEM2800-256D-INC
	· 256MB DDR DRAM Memory factory default for the Cisco 2800

	1
	MEM2800-64CF-INC
	· 64MB CF default for Cisco 2800 Series


Access Point
	Number of Units
	Cisco Part Number
	Product Description

	1
	AIR-AP1020-x-K9 
Or

AIR-LAP1242AG-x-K9

Replace “x” with country code.
	Cisco Series Lightweight AP with external antennas.

1000 Series have internal and external connectors, versus the 1242 which only has external connector. APs require the use of external antennas to reduce RF with attenuators if APs are closely located. AP model 1020 was tested, however AP model 1242 has advantage of no default internal antennas without attenuators to create RF power

	2
	AIR-ANT4941 
	2.4 GHz, 2.2 dBi Dipole Antenna w/ RP-TNC Connect.
Two per external 1020 or 1242 AP.

	1 or 2 
	AIR-ANT5135D-R
	5GHz 3.5dBi Dipole Antenna w/RP-TNC connector
One per AP 1020, else two per AP LAP1242AG

	1
	
	Power Supply: 1000 Series
Note: Power supply included for 1242 APs, but required for 1020 APs


Wireless Client
	Number of Units
	Cisco Part Number
	Product Description

	1
	WPS54G
	Linksys Wireless G PrintServer WPS54G
WPA-PSK fixed client to associate to AP. (Linksys USB print server WPS54G has been tested and recommend)

	CP-7920-xx-K9

Replace “xx” with country code.
	
	Optional

7920 802.11b wireless IP Phone

LEAP fixed client to associate to AP. Note that version 3 allows EAP-FAST authentication.


Wireless Server
	Number of Units
	Cisco Part Number
	Product Description

	1
	User Defined
	Server to support WCS
Provides higher level management and mapping. Tested with 1 Gig of memory to provide appropriate response time. Suggest a dedicated server for WCS.

	1
	AIR-WCS-WB-1.0-K9
	Cisco WCS Base v3.0 up to 50 Lightweight AP Win2K/2003Server.

	1
	Use Defined
	Optional – pending if LEAP/EAP clients are used.

Server to support ACS
Provides EAP wireless authentication.

	1
	CSACS-4.0-WIN-K9
	Optional – pending if LEAP/EAP clients are used.

Cisco Secure ACS v4.0 or 3.x


Note Any PC capable of supporting ACS and TFTP may be used.  See http://www.cisco.com/en/US/products/sw/secursw/ps2086/products_installation_guide_chapter09186a008060f73e.html for further details. 

Wireless Miscellaneous
	Number of Units
	Cisco Part Number
	Product Description

	
	User Defined
	Suggested Option

Attenuators W/RPTNC
Approximately 10 to 40 dBi attenuators to reduce RF power on external antennas. Needed when APs are in very close proximity (same rack). The exact amount of attenuation will depend on AP surrounding environment and APs proximity to each other.

Country power regulation will vary the specific type of attenuators.

Example vendor: www.terrawaveonline.com

	
	User Defined
	Optional 

RF Cage/Rack
Cage or rack for RF containment and isolation from other production environment APs. 

Example vendor: www.equiptoelec.com or appropriately alternative. Ensure that unit is grounded.


Core Routers
	Number of Units
	Cisco Part Number
	Product Description

	2
	CISCO2811
	2811 w/ AC PWR, 2FE, 4HWICs, 2PVDMs, 1NME, 2AIMS, IP BASE, 64F/256D

	2
	WIC-2T
	2-Port Serial WAN Interface Card

	2
	CAB-AC
	110 V power cord  

	2
	PWR-2811-AC
	Cisco 2811 AC power supply

	2
	MEM2800-256D-INC
	256MB DDR DRAM Memory factory default for the Cisco 2800

	2
	MEM2800-64CF-INC
	64MB CF default for Cisco 2800 Series


Switch

Note Any switch that supports at least 12 port and 3 VLANS may be used

	Number of Units
	Cisco Part Number
	Product Description

	1
	WS-C2960-48TT-L
	Catalyst 2960 48 10/100 Ports + 2 1000BT LAN Base Image

	2
	CAB-AC
	110 V power cord  


Workstation PC
Note Any PC with an Ethernet interface and Windows support may be used.
Additional Equipment
Cabling -Number and lengths will vary depending on physical installation

	Number of Units
	Cisco Part Number
	Product Description

	2
	CAB-SS-X21FC
	X.21 Cable, DCE Female to Smart Serial, 10 Feet

	3
	CAB-SS-X21MT
	X.21 Cable, DTE Male to Smart Serial, 10 Feet

	12
	
	Category 5 Ethernet cables


Cisco IOS Software Versions
	Cisco IOS Software Versions

	Platform
	IOS Image Name
	Comment

	Routers

	2811
	c2800-advipserk9-mz.124-5a.bin
	Cisco 2800 Advanced IP Services
(R1, R2 and core2 routers)

	
	c2800nm-advsecurityk9-mz.124-5b.bin
	Cisco 2800 Advanced Security

(core1 router)

	ACS Server

	User Defined
	CSACS-4.0-WIN-K9
	Cisco Secure ACS v4.0 or 3.x

	Device manager for routers

	2811
	ROUTER-SDM
	


Traffic Generator 

642-845 ONT includes topics related to QoS.  Therefore it is suggested that you include a tool that is a data traffic packet generators.  
642-845 ONT includes topics related to VoIP.  Therefore it is suggested that you include a tool that is a call traffic generators.  
The following software may be useful:

· Ethereal Network Analyzer v 0.10.14
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