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Exam Description
The Implementing Secure Converged Wide Area Networks (ISCW 642-825) is a qualifying exam for the Cisco Certified Network Professional CCNP®. The ISCW 642-825 exam will certify that the successful candidate has important knowledge and skills necessary to secure and expand the reach of an enterprise network to teleworkers and remote sites with focus on securing remote access and VPN client configuration. The exam covers topics on Cisco hierarchical network model as it pertains to the WAN, teleworker configuration and access, frame mode MPLS, site-to-site IPSEC VPN, Cisco EZVPN, strategies used to mitigate network attacks, Cisco device hardening and IOS firewall features.
Exam Topics
The following topics are general guidelines for the content likely to be included on the Remote Access exam. However, other related topics may also appear on any specific delivery of the exam.

Implement basic teleworker services.

· Describe Cable (HFC) technologies. 

· Describe xDSL technologies. 

· Configure ADSL (i.e., PPPoE or PPPoA). 

· Verify basic teleworker configurations. 

Implement Frame-Mode MPLS.

· Describe the components and operation of Frame-Mode MPLS (e.g., packet-based MPLS VPNs). 

· Configure and verify Frame-Mode MPLS. 

Implement a site-to-site IPSec VPN

· Describe the components and operations of IPSec VPNs and GRE Tunnels. 

· Configure a site-to-site IPSec VPN/GRE Tunnel with SDM (i.e., preshared key). 

· Verify IPSec/GRE Tunnel configurations (i.e., IOS CLI configurations). 

· Describe, configure, and verify VPN backup interfaces. 

· Describe and configure Cisco Easy VPN solutions using SDM. 

Describe network security strategies.

· Describe and mitigate common network attacks (i.e., Reconnaissance, Access, and Denial of Service). 

· Describe and mitigate Worm, Virus, and Trojan Horse attacks. 

· Describe and mitigate application-layer attacks (e.g., management protocols). 

Implement Cisco Device Hardening

· Describe, Configure, and verify AutoSecure/One-Step Lockdown implementations (i.e., CLI and SDM). 

· Describe, configure, and verify AAA for Cisco Routers. 

· Describe and configure threat and attack mitigation using ACLs. 

· Describe and configure IOS secure management features (e.g., SSH, SNMP, SYSLOG, NTP, Role-Based CLI, etc.) 

Implement Cisco IOS firewall.

· Describe the functions and operations of Cisco IOS Firewall (e.g., Stateful Firewall, CBAC, etc.). 

· Configure Cisco IOS Firewall with SDM. 

· Verify Cisco IOS Firewall configurations (i.e., IOS CLI configurations, SDM Monitor). 

Describe and configure Cisco IOS IPS.

· Describe the functions and operations of IDS and IPS systems (e.g., IDS/IPS signatures, IPS Alarms, etc.) 

· Configure Cisco IOS IPS using SDM.
Suggested Study Lab Setup

Overview

The purpose of the Lab Setup section is to assist in the setup and configuration of the suggested study lab for 642-825 ISCW. This section includes these topics:

· Lab Topology

· Lab Equipment Configuration

Lab Topology

This topic describes the suggested study lab topology for BCMSN 642-812
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Lab Equipment Configuration

This lists the recommended equipment to support the laboratory activities. This equipment list reflects the equipment needed to build the lab from scratch. 
Laboratory Equipment List
Warning The equipment suggested here is for study purposes. 

POD Equipment
Branch, HQ and IPS Routers
	Number of Units
	Cisco Part Number
	Product Description

	3 
	CISCO2811
	2811 w/ AC PWR, 2FE, 4HWICs, 2PVDMs, 1NME, 2AIMS, IP BASE, 64F/256D

	3
	WIC-2T
	2-Port Serial WAN Interface Card

	3
	CAB-AC
	110 V power cord (for Cisco Catalyst 3650)

	3
	PWR-2811-AC
	Cisco 2811 AC power supply

	3
	MEM2800-256D-INC
	256MB DDR DRAM Memory factory default for the Cisco 2800

	3
	MEM2800-64CF-INC
	64MB CF default for Cisco 2800 Series


ACS/TFTP Server

Note Any PC capable of supporting ACS and TFTP may be used.  See http://www.cisco.com/en/US/products/sw/secursw/ps2086/products_installation_guide_chapter09186a008060f73e.html for further details. 

Workstation PC
Note Any PC with an Ethernet interface and Windows support may be used.
Additional Equipment
Cabling -Number and lengths will vary depending on physical installation

	Number of Units
	Cisco Part Number
	Product Description

	3
	CAB-SS-V35MT
	V.35 Cable, DTE Male to Smart Serial, 10 Feet

	3
	CAB-SS-V35FC
	V.35 Cable, DCE Female to Smart Serial, 10 Feet

	2
	
	Crossover Category 5 Ethernet cables


Cisco IOS Software Versions
	Cisco IOS Software Versions

	Platform
	IOS Image Name
	Comment

	Routers

	2811
	c2800-advipserk9-mz.124-5a.bin
	Cisco 2800 Advanced IP Services

	ACS Server

	User Defined
	CSACS-4.0-WIN-K9
	Cisco Secure ACS v4.0 or 3.x


The following software may be useful:

· Cisco VPN Client v 4.0.5(Rel)
· Putty
· Kiwi Syslog Server
· Blue Port Scan freeware
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