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Exam Description
The Building Converged Cisco Multilayer Switched Networks (BCMSN 642-812) is a qualifying exam for the Cisco Certified Network Professional CCNP® and the Cisco Certified Design Professional CCDP® certifications. The BCMSN 642-812 exam will certify that the successful candidate has important knowledge and skills necessary to implement scalable multilayer switched networks. The exam includes topics on Campus Networks, describing and implementing advanced Spanning Tree concepts, VLANs and Inter-VLAN routing, High Availability, Wireless Client Access, Access Layer Voice concepts, and minimizing service Loss and Data Theft in a Campus Network.

Exam Topics
The following topics are general guidelines for the content likely to be included on the Remote Access exam. However, other related topics may also appear on any specific delivery of the exam.
Implement VLANs.

· Explain the functions of VLANs in a hierarchical network. 

· Configure VLANs (e.g., Native, Default, Static and Access). 

· Explain and configure VLAN trunking (i.e., IEEE 802.1Q and ISL). 

· Explain and configure VTP. 

· Verify or troubleshoot VLAN configurations. 

Conduct the operation of Spanning Tree protocols in a hierarchical network.

· Explain the functions and operations of the Spanning Tree protocols (i.e., RSTP, PVRST, MISTP). 

· Configure RSTP (PVRST) and MISTP. 

· Describe and configure STP security mechanisms (i.e., BPDU Guard, BPDU Filtering, Root Guard). 

· Configure and Verify UDLD and Loop Guard. 

Verify or troubleshoot Spanning Tree protocol operations. 

· Configure and verify link aggregation using PAgP or LACP. 

Implement Inter-VLAN routing.

· Explain and configure Inter-VLAN routing (i.e., SVI and routed ports). 

· Explain and enable CEF operation. 

· Verify or troubleshoot InterVLAN routing configurations. 

Implement gateway redundancy technologies.

· Explain the functions and operations of gateway redundancy protocols (i.e., HSRP, VRRP, and GLBP). 

· Configure HSRP, VRRP, and GLBP. 

· Verify High Availability configurations. 

Describe and configure wireless client access.

· Describe the components and operations of WLAN topologies (i.e., AP and Bridge). 

· Describe the features of Client Devices, Network Unification, and Mobility Platforms (i.e., CCX, LWAPP). 

· Configure a wireless client (i.e., ADU). 

Describe and configure security features in a switched network.

· Describe common Layer 2 network attacks (e.g., MAC Flooding, Rogue Devices, VLAN Hopping, DHCP Spoofing, etc.) 

· Explain and configure Port Security, 802.1x, VACLs, Private VLANs, DHCP Snooping, and DAI. 

· Verify Catalyst switch (IOS-based) security configurations (i.e., Port Security, 802.1 xs, VACLs, Private VLANs, DHCP Snooping, and DAI). 

Configure support for voice.

· Describe the characteristics of voice in the campus network. 

· Describe the functions of Voice VLANs and trust boundaries. 

· Configure and verify basic IP Phone support (i.e. Voice VLAN, Trust and CoS options, AutoQoS for voice).
Suggested Study Lab Setup

Overview

The purpose of the Lab Setup section is to assist in the setup and configuration of the suggested study lab for BCMSN 642-812. This section includes these topics:

· Lab Topology

· Hardware and Software Requirements

· Workstation Configuration

· Lab Equipment Configuration

· General Lab Setup

Lab Topology

This topic describes the suggested study lab topology for BCMSN 642-812
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The lab consists of 2 access switches, 2 distribution switches, of 2 core switches, 1 wireless AP and 1 light weight wireless controller (plus attenuators as needed). 

Lab Equipment Configuration

This lists the recommended equipment to support the laboratory activities. This equipment list reflects the equipment needed to build the lab from scratch. 
Laboratory Equipment List
Warning The equipment suggested here is for study purposes. 

Student POD Equipment
Note At least one PC is needed to support wireless access.

PC Router Equipment 
	Number of Units
	Cisco Part Number
	Product Description

	2 
	CISCOSOHO91
(or equivalent device)
	PC router with one 10-megabit Ethernet port

The selected router must be capable of generating extended pings and supporting a console connection.

	2 
	CAB-AC2
	AC power cord


Access Switch Submodule Equipment 
	Number of Units
	Cisco Part Number
	Product Description

	2 
	WS-C2950G-12-E
	Cisco Catalyst 2950 with the following options:

· Twelve 10/100 Fast Ethernet ports with two Gigabit Interface Converter (GBIC) slots

· IOS Enhanced Image 

	2
	CAB-AC
	110 V power cord (for Cisco Catalyst 3650)


Building Distribution Submodule Equipment 
	Number of Units
	Cisco Part Number
	Product Description

	2 
	WS-C3560G-24TS-E
	Cisco Catalyst 3560 with the following options:

· Twenty-four 10/100/1000 Ethernet ports and four SFP ports

· IOS enhanced image, required to support EIGRP routing

	2 
	CAB-AC 
	110 V power cord (for Cisco Catalyst 3650)


Wireless LAN Controller 

	Number of Units
	Cisco Part Number
	Product Description

	2 
	AIR-WLC2006-K9
	2000 Series WLAN Controller for up to 6 Lightweight APs 

	2 
	CAB-AC 
	110 V power cord (for WLC2006)


Lightweight access point 

	Number of Units
	Cisco Part Number
	Product Description

	The lab may be built with access points that have either internal or external antennas. Lightweight access point with external antennas is recommended.
The console port of this access point can be connected to the terminal server (optional); however configuration must be done via wireless controller which downloads the OS code and configuration.
Power over Ethernet required for lab

	2 
	AIR-LAP1242AG-x-K9 Replace “x” with country code (e.g., A for US, E for Europe)
	802.11ag LWAPP AP Dual 2.4,5GHz RP-TNC FCC Cnfg

	4 
	AIR-ANT4941
	Two 2.4 GHz dipole antennas per access point

	4 
	AIR-ANT5135D-R
	Two 5 GHz dipole antennas per access point

	OR

	2 
	AIR-AP1020-x-K9 Replace “x” with country code (e.g., A for US, E for Europe)
	Alternative lightweight access point with internal antennas (used by default) and external antennas



	4 
	AIR-ANT4941
	Two 2.4 GHz dipole antennas per access point

	2 
	AIR-ANT5135D-R
	One 5 GHz dipole antenna per access point


As needed 

	Number of Units
	Cisco Part Number
	Product Description

	6 to 8 

As needed
	Attenuators 
	Suggested option

(3 attenuators per AP1020, which has two 2.4 GHz plus one 5 GHz antennas, or else 4 per AP LAP1242AG, which has two 2.4 plus two 5 GHz antennas)

Approximately 10 to 40 dBi attenuators to reduce RF power on external antennas. Needed when APs are in very close proximity (same rack). The exact amount of attenuation will depend on AP surrounding environment and APs proximity to each other.

Country power regulation and if unit is for 2.4 GHz or 5 GHz will vary the specific type of attenuators you purchase.

Example vendor: www.terrawaveonline.com


Wireless Client

	Number of Units
	Cisco Part Number
	Product Description

	1 
	Wireless Client
	The selected device depends on the implementation of the lab. Optional, but strongly suggested to provide a client to verify configuration via ping. One client is used per AP (SSID) for wireless association and ping verification during lab.
The following devices have been tested as wireless clients:

· Cisco AIR-CB21AG-x-K9 client adapter (PC dependant)
· Linksys WUSB11 or WUSB54G USB client adapter (PC dependant)
· Linksys WPS54G USB print server (recommend as the simplified fixed independent client solution)


Core Equipment
Campus Backbone Submodule Equipment (Switch 1)
	Number of Units
	Cisco Part Number
	Product Description

	1
	WS-C3560-24PS-E
	Cisco Catalyst 3560 with the following options:

· Twenty-four 10/100 Ethernet ports with Power over Ethernet (PoE) and four SFP ports

· IOS enhanced image, required to support EIGRP routing

	1 
	CAB-AC 
	110 V power cord (for Cisco Catalyst 3650)


Campus Backbone Submodule Equipment (Switch 2)

	Number of Units
	Cisco Part Number
	Product Description

	1
	WS-C3560G-24TS-E
	Cisco Catalyst 3560 with the following options:

· Twenty-four 10/100/1000 Ethernet ports and four SFP ports

· IOS enhanced image, required to support EIGRP routing

	1
	CAB-AC 
	110 V power cord (for Cisco Catalyst 3650)


Additional Equipment
Cabling -Number and lengths will vary depending on physical installation

	Number of Units
	Cisco Part Number
	Product Description

	As needed
	
	Straight-through Category 5 Ethernet cables

	As needed
	
	Console cables

	As needed
	
	Crossover Category 5 Ethernet cables

	As needed
	
	Crossover Gigabit Ethernet cables


Cisco IOS Software Versions
	Cisco IOS Software Versions

	Platform
	IOS Image Name
	Comment

	Access Switches

	WS-C2950G-12-EI
	c2950-i6q4l2-mz.121-22.EA1.bin
	Cisco Catalyst 2950

	Distribution Switches

	WS-C3560G-24TS-E
	c3560-ipservices-tar.122.SEB.tar
	For Cisco Catalyst 3560 

	Backbone Switch (Wireless equipment connects to this switch)

	WS-3560-24PS-E
	c3560-advipservicesk9-tar.122-25.SEE.tar
	For Cisco Catalyst 3560

	Backbone Switch

	WS-C3560G-24TS-E
	c3560-ipservices-tar.122.SEB.tar
	For Cisco Catalyst 3560

	PC Router

	CISCOSOHO91-K9-64
	soho91-k9oy6-mz.124-1.bin
	

	Wireless Controller 

	AIR-WLC2006-K9
	AIR-WLC2006-K9-3-2-116-21.aes
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