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Cisco NX-0OS
. p.1-4
° p.1-4
. 2 p.1-5
o 3 p.1-5
e show module

show version

show running-config

show logging log

show interfaces brief

show vlan

show spanning-tree

show {ip | ipv6} routing
show processes | include ER
show accounting log

LED
VDC
show vdc membership
show interface brief
Release 4.0

up

VDC
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e show vlan all-ports VLAN
VLAN active

e show port-channel compatibility-parameters

e show running-config spanning-tree
Spanning Tree Protocol STP;

e show processes | include ER CLI 2

e show spanning-tree blockedports STP

e show mac address-table dynamic vlan

2 6 VLAN
7 STP

e showarp
e show ip routing
e show platform forwarding

3 ping traceroute  p.B-4
3 8
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o Cisco NX-0OS

e CLI SPAN RSPAN Ethanalyzer
. 2

. 3

e Cisco TAC
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Syslog

. p.1-7
e Syslog p.1-8

[]
10 dec

PORT-3-IF_UNSUPPORTED_TRANSCEIVER: Transceiver for interface [chars] is not supported.

Cisco NX-OS System Messages Reference

PORT-3-IF_UNSUPPORTED_ TRANSCEIVER: Transceiver for interface
[chars] is not supported.

SFP

show interface transceiver CLI DCNM

[ oL-15807-01-J
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Syslog
Syslog Cisco NX-0S
Cisco NX-0OS
Solaris Syslog Cisco NX-0S
Solaris Syslog UNIX
Linux
Syslog Syslog Solaris
Syslog
Syslog
Syslog
)
Syslog Cisco NX-OS
Syslog Syslog
/ /
Syslog switchl
Syslog 172.22.36.211(Solaris)
Syslog locall
Syslog 5
Cisco NX-0S /var/ladm/nxos_logs
Syslog

1 Cisco NX-0S

switchl# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
switchl (config)# logging server 192.0.2.1 6 facility locall

show logging server

switchl# show logging server
Logging server: enabled
{192.0.2.1}
server severity: notifications
server facility: locall

i Cisco NX-OS Release 4.0
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2 Syslog

a. locall [etc/syslog.conf Solaris
facility.severity 1 /varfadm/nxos_logs

#Below is for the NX-0S logging
locall.notice /var/adm/nxos_logs

b.
#touch /var/adm/nxos_logs
c. Syslog
# /etc/init.d/syslog stop
# /etc/init.d/syslog start
syslog service starting.
d. Syslog
# ps -ef |grep syslogd
root 23508 1 0 11:01:41 ? 0:00 /usr/sbin/syslogd
Cisco NX-0S Syslog el/2
Syslog
IP
# tail -f /var/adm/MDS_logs
Sep 17 11:07:41 [172.22.36.142.2.2] : 2004 Sep 17 11:17:29 pacific:
%$PORT-5-IF_DOWN_INITIALIZING: %S$SVLAN 1%$ Interface e 1/2 is down (Initializing)
Sep 17 11:07:49 [172.22.36.142.2.2] : 2004 Sep 17 11:17:36 pacific: %$PORT-5-IF_UP:
%SVLAN 1%S$ Interface e 1/2 is up in mode access
Sep 17 11:07:51 [172.22.36.142.2.2]1 : 2004 Sep 17 11:17:39 pacific:

$VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console from pts/0
(dhcp-171-71-49-125.cisco.com)

[ oL-15807-01-J
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Cisco NX-0OS

Cisco NX-0S

switch# show logging ?

console
info
internal
ip

last
level
logfile
loopback
module
monitor
nvram
onboard
pending
pending-diff
server
session
status
timestamp

Show console logging configuration
Show logging configuration

syslog syslog internal information
IP configuration

Show last few lines of logfile

Show facility logging configuration
Show contents of logfile

Show logging loopback configuration
Show module logging configuration
Show monitor logging configuration
Show NVRAM log

show logging onboard

server address pending configuration
server address pending configuration diff
Show server logging configuration
Show logging session status

Show logging status

Show logging timestamp configuration
Pipe command output to filter

1-1 show logging

1-1 show logging

switch# show logging server
Logging server: enabled

{192.0.1.1}

server severity: critical

server facility: user

Release 4.0
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NVRAM

01 2 NVRAM
show logging nvram CLI NVRAM
Syslog 1-2

1-2 show logging nvram

switch# show logging nvram

2008 Jun 25 20:10:27 switch %$ VDC-1 %$ %VDC_MGR-2-VDC_ONLINE: vdc 1 has come on
line

2008 Jun 25 20:10:29 switch %$ VDC-1 %$ $PLATFORM-2-PS_OK: Power supply 1 ok (Se
rial number DTH1117T005)

2008 Jun 25 20:10:29 switch %$ VDC-1 %$ %PLATFORM-2-PS_FANOK: Fan in Power suppl

y 1 ok

2008 Jun 25 20:10:29 switch
rial number DTH1117T009)
2008 Jun 25 20:10:29 switch %$ VDC-1 %$ $PLATFORM-2-PS_FANOK: Fan in Power suppl

vy 2 ok

2008 Jun 25 20:10:34 switch %$ VDC-1 %$ %PLATFORM-2-MOD_PWRUP: Module 2 powered
up (Serial number JAB104400P0)

2008 Jun 25 20:10:35 switch %
2008 Jun 25 20:10:48 switch
line

2008 Jun 25 20:10:56 switch
(Fanl (sys_fanl) fan) ok
2008 Jun 25 20:10:56 switch %$ VDC-1 %$ $PLATFORM-2-FANMOD_FAN_OK: Fan module 2
(Fan2 (sys_fan2) fan) ok

2008 Jun 25 20:10:56 switch %$ VDC-1 %$ %PLATFORM-2-FANMOD_FAN_OK: Fan module 3
(Fan3 (fab_fanl) fan) ok
2008 Jun 25 20:10:56 switch
(Fan4 (fab_fan2) fan) ok
2008 Jun 25 20:16:25 switch %$$ VDC-1 %$ $PLATFORM-2-PFM_SYSTEM RESET: Manual sys
tem restart from Command Line Interface

2008 Jun 25 20:21:42 switch %$ VDC-1 %$ %KERN-2-SYSTEM MSG: Starting kernel... -
kernel

oe
Uy

VDC-1 %$$ %PLATFORM-2-PS_OK: Power supply 2 ok (Se

S VDC-1 %$ $CARDCLIENT-2-SSE: MOD:11 FABRIC ONLINE
$ VDC-1 %$ %VDC_MGR-2-VDC_ONLINE: vdc 2 has come on

o0 o

oe
Uy

VDC-1 %$ $PLATFORM-2-FANMOD_FAN_OK: Fan module 1

VDC-1

oe
Uy
e
Uy

$PLATFORM-2-FANMOD_FAN_OK: Fan module 4

2008 Jun 25 20:21:55 switch %$ VDC-1 %S$ %$CARDCLIENT-2-REG: Sent

2008 Jun 25 20:21:56 switch %$ VDC-1 %$ $USER-1-SYSTEM_MSG: R2D2: Pl SUP NO GMTL
FOR P1 SUP - r2d2

2008 Jun 25 20:21:56 switch %$ VDC-1 %S$ $USER-1-SYSTEM_MSG: R2D2: P1 SUP NO GMTL
FOR P1 SUP - r2d2

2008 Jun 25 20:22:00 switch %$ VDC-1 %$ %USER-1-SYSTEM MSG: R2D2: Pl SUP: Reset

Tx/Rx during QOS INIT - r2d2

2008 Jun 25 20:22:08 switch %$ VDC-1 %$ SUSER-2-SYSTEM_MSG: no feature-name to a
dd - clis

2008 Jun 25 20:22:09 switch %$ VDC-1 %$ $CARDCLIENT-2-SSE: LC_READY sent
2008 Jun 25 20:22:10 switch %$ VDC-1 %$ $CARDCLIENT-2-SSE: MOD:6 SUP ONLINE

Cisco NX-0S Rel 4.0
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CHAPTER 2
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o p.2-1
o p.2-2
e Cisco NX-OS p.2-4
e Cisco NX-0OS
p.2-6
e Cisco NX-OS p.2-9
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Cisco NX-0OS
o p.2-2
o p.2-2
. p.2-3
Cisco NX-0OS
. —FTP TFTP
. — show install all impact
Cisco NX-0S bootflash: slot0: |
O
TFTP a
M|
Y
Cisco NX-0S
J Cisco NX-OS Release Notes
Cisco NX-OS Release Notes Web
http://cisco.com/en/US/products/ps5989/prod_release_notes_list.html
e FTP TFTP
. NVRAM
Cisco NX-OS System Management Configuration Guide, Release 4.0
Rollback
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OL-15807-01-J |


http://cisco.com/en/US/products/ps5989/prod_release_notes_list.html

e install all [{| Kickstart | system} URL]

p.2-7 install all

no

Do you want to continue (y/n) [n] :y

Telnet SSH

NX-0S

install all

Cisco NX-0S 3

Cisco NX-0OS

Cisco

01 2 100 NVRAM
show logging nvram CLI

critical

Cisco NX-0OS
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W cisco NX-0S

Cisco NX-0OS

show install all status

show install all status CLI install all
install all SSH Telnet

install all

CLI install all 2-1

2-1 install all

switch# show install all status

There is an on-going installation... <======-e-mmmemmmemmmmeean in progress installation
Enter Ctrl-C to go back to the prompt.

Verifying image bootflash:/b-4.0.0.104

-- SUCCESS

Verifying image bootflash:/i-4.0.0.104

-- SUCCESS

Extracting “system” version from image bootflash:/i-4.0.0.104.

-- SUCCESS

Extracting “kickstart” version from image bootflash:/b-4.0.0.104.
-- SUCCESS

Extracting “loader” version from image bootflash:/b-4.0.0.104.

-- SUCCESS

switch# show install all status

This is the log of last installation. <=========—-——a—--- log of last install
Verifying image bootflash:/b-4.0.0.104

-- SUCCESS

Verifying image bootflash:/i-4.0.0.104

-- SUCCESS

Extracting “system” version from image bootflash:/i-4.0.0.104.

-- SUCCESS

Extracting “kickstart” version from image bootflash:/b-4.0.0.104.
-- SUCCESS

Extracting “loader” version from image bootflash:/b-4.0.0.104.

-- SUCCESS

Cisco NX-0S Release 4.0
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ROM

Cisco NX-0OS ||

Cisco NX-0OS

show
install all failure-reason

Do you want to continue with the installation (y/n)? I[n] ¥y
Install is in progress, please wait.

Notifying services about the upgrade.
[# ] 0% -- FAIL. Return code 0x401E0066 (request timed out).

Please issue "show install all failure-reason" to find the cause of the
failure.<---system prompt to enter the show all failure-reason command.

Install has failed. Return code 0x401E0066 (request timed out) .
Please identify the cause of the failure, and try 'install all' again.

switch# show install all failure-reason
Service: "cfs" failed to respond within the given time period.
switch#

show install
all failure-reason

show tech support

ROM
ROM
ROM

reload EXEC 60
Break ROM Break
Break Break Break
Ctrl+C

[ oL-15807-01-J
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W cisco NX-0S

Cisco NX-0OS

2-1

bootflash:

delete

install all

Cisco NX-0S
p.2-7

Cisco NX-0OS
p.2-7

10

10

Cisco NX-0S
p.2-7

install module CLI

Release 4.0
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Cisco NX-0S ||
Cisco NX-0S
CLlI

1 Telnet SSH

2

3 install all

SPC install all
install all
BIOS
n

switch# install all system scp://testuser@tftp-serverl/tftpboot/rel/qga/4.0/£final/m95
00-sflek9-mz.4.0.bin kickstart scp://testuser@tftp-serverl/tftpboot/rel/ga/4.0/£fin
al/n7000-sl-kickstart-mz.4.0.bin

For scp://testuser@tftp-serverl, please enter password:

For scp://testuser@tftp-serverl, please enter password:

Copying image from scp://testuser@pal/tftpboot/rel/qga/4.0/£final/n7000-sl
-kickstart-mz.4.0.bin to bootflash:///n7000-sl-kickstart-mz.4.0.bin.
[###H#HSHHHHH#H######] 100% -- SUCCESS

Copying image from scp://testuser@pal/tftpboot/rel/ga/4.0/£final/n7000-s1
-mz.4.0.bin to bootflash:///n7000-sl-mz.4.0.bin.
[#H##H#H#HHHHHHH####4##] 1008 -- SUCCESS

Verifying image bootflash:///n7000-sl-kickstart-mz.4.0.bin
[#H##H#H#HHHHHHH####4##] 1008 -- SUCCESS

Verifying image bootflash:///n7000-sl-mz.4.0.bin
[#H##H#H#HSHHHHH####4##] 1008 -- SUCCESS

Extracting "slc" version from image bootflash:///n7000-sl-mz.4.0.bin.
[#H##H#H#HHHHHHH####4##] 100% -- SUCCESS

Extracting "ips" version from image bootflash:///n7000-sl-mz.4.0.bin.
[#H##H#H#HHHHHHH####4##] 100% -- SUCCESS

Extracting "svclc" version from image bootflash:///n7000-sl-mz.4.0.bin.
[#H##H#H#HHHHHHH####4##] 1008 -- SUCCESS

Extracting "system" version from image bootflash:///n7000-sl-mz.4.0.bin.
[#H##H#H#HHHHHHH####4##] 1008 -- SUCCESS

Extracting "kickstart" version from image bootflash:///n7000-sl-kickstart-mz
.4.0.bin.
[##H###HHHHHHHHHH##H##H#] 100% -- SUCCESS

Extracting "loader" version from image bootflash:///n7000-sl-kickstart-mz.2.

1.la.bin.
[###H#H#HHHHHHH######] 100% -- SUCCESS

Cisco NX-0S Rel 4.0
[ oL-15807-01-J .m
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Compatibility check is done:

Module bootable Impact Install-type
1 yes non-disruptive rolling
2 yes non-disruptive rolling
3 ves disruptive rolling
4 ves disruptive rolling
5 yes non-disruptive reset
6 yes non-disruptive reset

vli.

vl.

vli.

vl.

vl.

vli.

.0(10/24/03

.0(10/24/03

.0(10/24/03

.0(10/24/03

.0(10/24/03

.0(10/24/03

Reason

New-Version

2.1(1a
2.1(1la
2.1(1la
2.1(1a
1.3(5m

1.3(5m

2.1(1a
2.1(1la

1.2(2
2.1(1la
2.1(1la

Images will be upgraded according to following table:
Module Image Running-Version
1 slc 2.0(2b)
1 bios v1.1.0(10/24/03)
2 slc 2.0(2b)
2 bios v1.1.0(10/24/03)
3 ips 2.0(2b)
3 bios v1.1.0(10/24/03)
4 svclc 2.0(2b)
4 svcsb 1.3(5m)
4 svcsb 1.3(5m)
4 bios v1.1.0(10/24/03)
5 system 2.0(2b)
5 kickstart 2.0(2b)
5 bios v1.1.0(10/24/03)
5 loader 1.2(2)
6 system 2.0(2b)
6 kickstart 2.0(2b)
6 bios v1.1.0(10/24/03)
6 loader 1.2(2)

Do you want to continue with the installation

Install is in progress, please wait.

(y/n)?

1.2(2

[n] ¥

Hitless upgrade is not supported
Hitless upgrade is not supported

Upg-Required
ves
no
ves
no
ves
no
ves
no
no
no
ves
ves
no
no
ves
ves
no
no

Syncing image bootflash:///n7000-sl-kickstart-mz.4.0.bin to standby.

[HAEH S HHHH] 100% - SUCCESS

Syncing image bootflash:///n7000-sl-mz.4.0.bin to standby.

[###H#HHHHHHHHH####H##] 100% -~ SUCCESS
Setting boot variables.
[###H#HHHHHHHHH######] 100% -- SUCCESS

Performing configuration copy.
[###H#HHHHHHHHH######] 100% -- SUCCESS

Module 5: Waiting for module online.
2005 May 20 15:46:03 ca-9506 %KERN-2-SYSTEM MS
terminated. Please check the standby superviso

-- SUCCESS

"Switching over onto standby".

install all

Release 4.0

G:
r.

mts:

HA communication with standby

show module

i Cisco NX-OS
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Cisco NX-0S
Cisco NX-0S
o p.2-9
o p.2-10
. loader> p.2-12
e |oader> p.2-13
e switch(boot)# p.2-14
. p2-16
2-2
p.2-16
BIOS
>loader
loader>
p.2-12
switch#boot
switch(boot)# p.2-14

Cisco NX-0S Rel 4.0
[ oL-15807-01-J
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2-1
1. BIOS
2. RAM
3.
4,
21
A—4Zopo—Fk 1. BIOS
FyvHRE—k _

A A—2nA—F = B
A=) BRES A/, 3. XY RA—k
DATLAA—=DOO—F L A=

Ryq14r JarIh 4 ORTLAA=D |8
BIOS

BIOS

Cisco NX-0S Release 4.0
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switch BIOS
4 2-3 2-2
2-3
1 2
BIOS loader> No bootable BIOS
device
BIOS
Ctrl+C
Starting loader>
kickstart
Esc
Kickstart Uncompressin |switch (boot) # Ctrl+]3 Ctrl
g system
switch (boot) #
System Login: —
1.
2.
3. Telnet
Telnet
2-2
2 * 5 i
BEO | BR | > J—k > 7 > RA v FIg
s—r oA | BA Ay > G > 72
3
9_35@2 EiR RA v FIZ
L
o | BA FHHR
&R BIOS loader> switch(boot)#
BRE N JovJk KA Jay 7k
v Y v v v :
3=FyIUREA—F BREAL 3=FvIR4—F+ BREEAL 4=RT A o
A A= Ctrl-C A A= Esc A A= ™~
Cisco NX-0OS R

[ oL-15807-01-J
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loader>
init system
S
loader> switch# CLI
loader>
help
1 1loader> IP Enter

loader> net --ip=172.16.1.2

2
loader> net --nm= 255.255.255.0
3 IP
loader> net --gw=172.16.1.1
4
loader> boot tftp://172.16.10.100/n7000-s1l-kickstart-4.0.bin
172.16.10.100 TFTP IP n7000-sl-kickstart-3.0.bin
switch (boot) #
5  switch(boot)# init system

switch (boot)# init system

Cisco NX-0S Release 4.0
OL-15807-01-J |



Cisco NX-0S ||
6  switch(boot)# p.2-14
loader>
init system
loader> switch# switch (boot) #
CLI
loader>
help
1 loader> IP Enter
loader> ip address 172.16.1.2 255.255.255.0
Found Intel EtherExpressProl00 82559ER at 0xe800, ROM address 0xc000
Probing...[Intel EtherExpressProl00 82559ER]Ethernet addr: 00:05:30:00:52:27
Address: 172.16.1.2
Netmask: 255.255.255.0
Server: 0.0.0.0
Gateway: 0.0.0.0
2 IP

loader> ip default-gateway 172.16.1.1
Address: 172.16.1.2

Netmask: 255.255.255.0

Server: 0.0.0.0

Gateway: 172.16.1.1

Cisco NX-0OS R
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loader> boot tftp://172.16.10.100/kickstart-imagel

Address: 172.16.1.2

Netmask: 255.255.255.0

Server: 172.16.10.100

Gateway: 172.16.1.1

Booting: /kick-282 console=ttyS0,9600n8nn quiet loader_ver= “2.1(2)”"....
............................................ Image verification OK
Starting kernel...

INIT: version 2.78 booting

Checking all filesystems..... done.

Loading system software

INIT: Sending processes the TERM signal

Sending all processes the TERM signal... done.

Sending all processes the KILL signal... done.

Entering single-user mode...

INIT: Going single user

INIT: Sending processes the TERM signal

switch (boot) #

switch (boot) #

4 switch(boot)# init system

switch (boot)# init system

PiAY

5  switch(boot)# p.2-14

switch(boot)#

1 mgmt0 IP

switch (boot)# config t
switch (boot) (config)# interface mgmt0

2 init system
3

a. ipaddress IP

switch (boot) (config-mgmt0)# ip address 172.16.1.2 255.255.255.0

b. ip default-gateway IP

switch (boot) (config-mgmt0)# ip default-gateway 172.16.1.1

Cisco NX-0S Release 4.0
OL-15807-01-J |



Cisco NX-0OS ||

3 no shutdown mgmt0

switch (boot) (config-mgmt0)# no shutdown

4 end EXEC

switch (boot) (config-mgmt0) # end

5 init system check-filesystem

switch(boot)# init system check-filesytem

6 TFTP

switch (boot)# copy tftp://172.16.10.100/system-imagel bootflash:system-imagel

7 TFTP

switch (boot)# copy tftp://172.16.10.100/kickstart-imagel bootflash:kickstart-imagel

8 bootflash:

switch (boot)# dir bootflash:

12456448 Jul 30 23:05:28 1980 kickstart-imagel
12288 Jun 23 14:58:44 1980 lost+found/
27602159 Jul 30 23:05:16 1980 system-imagel

Usage for bootflash://sup-local
135404544 bytes used
49155072 bytes free
184559616 bytes total

9 bootflash:

switch (boot)# load bootflash:system-imagel
Uncompressing system image: bootflash:/system-imagel
CCCCCCCCCCreeeeeeceeeceeceeecccecececcecececcececececececececececec

Would you like to enter the initial configuration mode? (yes/no): yes

S

no switch#

Cisco NX-0S Rel 4.0
[ oL-15807-01-J
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1
1 1
1
2 switch# reload module slot force-dnld
slot
init system
HA Standby
bootflash:
init system
system standby manual-boot
EXEC init system
system no standby
manual-boot EXEC
Esc

s

BIOS

00000589K Low Memory Passed
00000000K Ext Memory Passed

Hit ~C if you want to run SETUP....

Esc

Release 4.0

OL-15807-01-J |
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Cisco NX-0S ||
loader>
loader> switch# switch (boot) #
CLI
loader>
help

IP

loader> ip address 172.16.1.2 255.255.255.0

Found Intel EtherExpressProl00 82559ER at 0xe800, ROM address 0xc000
Probing...[Intel EtherExpressProl00 82559ER]Ethernet addr: 00:05:30:00:52:27
Address: 172.16.1.2

Netmask: 255.255.255.0

Server: 0.0.0.0

Gateway: 0.0.0.0

1P

loader> ip default-gateway 172.16.1.1
Address: 172.16.1.2

Netmask: 255.255.255.0

Server: 0.0.0.0

Gateway: 172.16.1.1

loader> boot tftp://172.16.10.100/kickstart-latest

Address: 172.16.1.2

Netmask: 255.255.255.0

Server: 172.16.10.100

Gateway: 172.16.1.1

Booting: /kick-282 console=ttyS0,9600n8nn quiet loader_ver= “2.1(2)"....
............................................ Image verification OK
Starting kernel...

INIT: version 2.78 booting

Checking all filesystems..... done.

Loading system software

INIT: Sending processes the TERM signal

Sending all processes the TERM signal... done.

Sending all processes the KILL signal... done.

Entering single-user mode...

INIT: Going single user

INIT: Sending processes the TERM signal

switch (boot) #

switch (boot) #

init system

switch(boot)# p.2-14

[ oL-15807-01-J
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7 1 p.2-16
1
~
reload module 3 6
2-4
Cisco NX-0OS
p.2-19
p.2-18
Cisco NX-0OS
p.2-23

Cisco NX-0S Release 4.0
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Syslog Call Home

Syslog

switch# show log logfile | include error

Sep 10 23:31:31 dot-6

Q

% LOG_SYSMGR-3-SERVICE_TERMINATED:

Cisco NX-OS Family System Messages Reference

has finished with error code SYSMGR_EXITCODE_SY.
switch# show logging logfile | include fail

Jan 27 04:08:42 88
dr 0.0.0.0,

Jan

dr 127.0.0.1,

Jan

dr 127.1.1.1,

Jan 27 04:08:42 88
dr 172.22.93.88,
Jan

r not-connected)

Jan
ort
Jan
ort
Jan
ort
Jan

r not-connected)

in_classd=0 flags=1 fails:

Service

"sensor" (PID 704)

$LOG_DAEMON-3-SYSTEM _MSG: bind() fd 4, family 2, port 123, ad
Address already in use

27 04:08:42 88 %$LOG_DAEMON-3-SYSTEM_MSG: bind() fd 4, family 2, port 123, ad

in_classd=0 flags=0 fails: Address already in

use

27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG: bind() fd 4, family 2, port 123, ad

in_classd=0 flags=1 fails: Address already in use
$LOG_DAEMON-3-SYSTEM_MSG: bind() fd 4, family 2, port 123, ad

in_classd=0 flags=1 fails: Address already in use

27 23:18:59 88 % LOG_PORT-5-IF_DOWN: Interface fcl/13 is down (Link failure
or not-connected)
Jan 27 23:18:59 88 %
or not-connected)
Jan 28 00:55:12 88 %

28 00
fcl/1
28 00
fcl/1
28 03
fcl/1
29 19

switch#

:58:06
(VSAN
:58:44
(VSAN
:26:38
(VSAN
:01:34

LOG_PORT-5-IF_DOWN:

LOG_PORT-5-IF_DOWN: Interface fcl/l is

LOG_ZONE-2-ZS_MERGE_FAILED: Zone merge

LOG_ZONE-2-ZS_MERGE_FAILED: Zone merge

LOG_ZONE-2-ZS_MERGE_FAILED: Zone merge

LOG_PORT-5-IF_DOWN: Interface fcl/1l is

switch# show processes

1/0

Cisco NX-0OS

Interface fcl/14 is down (Link failure

down (Link failure o

failure,

failure,

failure,

Isolating p
Isolating p

Isolating p

down (Link failure o

[ oL-15807-01-J
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N

ER
PID State PC Start_cnt TTY Process
1 S 2ab8e33e 1 - init
2 S 0 1 -  keventd
3 S 0 1 - ksoftirgd_CPUO
4 S 0 1 - kswapd
5 S 0 1 - bdflush
6 S 0 1 - kupdated
71 S 0 1 -  kjournald
136 S 0 1 -  kjournald
140 S 0 1 -  kjournald
431 S 2abe333e 1 - httpd
443 S 2abfd33e 1 - xinetd
446 S 2acle33e 1 - sysmgr
452 S 2abe9la2 1 - httpd
453 S 2abe9la2 1 - httpd
456 S 2ac73419 1 S0 wvsh
469 S 2abe9la2 1 - httpd
470 S 2abe9la2 1 - httpd

switch# show process log

Process PID Normal-exit Stack-trace Core
ntp 919 N N
snsm 972 N Y

Release 4.0

Log-create-time
N Jan 27 04:08
N Jan 24 20:50

i Cisco NX-OS

OL-15807-01-J |



Cisco NX-0OS

switch# show processes log pid 898
Service: idehsd

Description: ide hotswap handler Daemon
Started at Mon Sep 16 14:56:04 2002
Stopped at Thu Sep 19 14:18:42 2002
Uptime: 2 days 23 hours 22 minutes 22 seconds
Start type: SRV_OPTION_RESTART_STATELESS (23)
Death reason:
Exit code: signal 15
CWD: /var/sysmgr/work
Virtual Memory:

(no core)

CODE 08048000 - 0804D660
DATA 0804E660 - 0804E824
BRK 0804E9AQ0 - 08050000
STACK 7FFFFD10

Register Set:

EBX 00000003 ECX 0804E994

(390923 us)
(639239 us)

SYSMGR_DEATH_REASON_FAILURE_SIGTERM (3)

EDX 00000008

EST 00000005 EDI 7FFFFCOC EBP 7FFFFCAC

EAX 00000008 XDS 0000002B XES 0000002B

EAX 00000003 (orig) EIP 2ABFS5EF4 XCS 00000023

EFL 00000246 ESP 7FFFFC5C XSS 0000002B
Stack: 128 bytes. ESP 7FFFFC5C, TOP 7FFFFD10
0x7FFFFC5C: 0804F990 0804C416 00000003 0804E994 ................
0x7FFFFC6C: 00000008 0804BF95 2AC451EQ0 2AAC24A4 ......... Q.*.$.*
0x7FFFFC7C: 7FFFFD14 2AC2C581 0804E6BC 7FFFFCA8 ....... PSP
0x7FFFFC8C: 7FFFFC94 00000003 00000001 00000003 .........coouen..
0x7FFFFC9C: 00000001 00000000 00000068 00000000 ........ ho......
0x7FFFFCAC: 7FFFFCE8 2AB4F819 00000001 7FFFFD14 ....... PSP
0x7FFFFCBC: 7FFFFD1C 0804C470 00000000 7FFFFCE8 ....Dvvvvevnnennn
0x7FFFFCCC: 2AB4F7E9 2AACIF00 00000001 08048A2C ...*...*. ,
PID: 898
SAP: 0
UUID: 0
switch#

switch# show system uptime
Start Time: Fri Sep 13 12:38:39 2002
Up Time: 0 days, 1 hours, 16 minutes,

switch# show cores

22 seconds

Module-num Process-name PID Core-create-time
5 fspf 1524 Jan 9 03:11
6 fcc 919 Jan 9 03:09
8 acltcam 285 Jan 9 03:09
8 fib 283 Jan 9 03:08

module-num

5 FSPF
FCC
ACLTCAM FIB
Cisco NX-0OS

[ oL-15807-01-J
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FSPF

IP

1111 TFTP

switch# copy core://5/1524 tftp::/1.1.1.1/abcd

log

switch# show pro log pid 1473

zone_server_log.889

Service:
Descript

ips

ion: IPS Manager

Started at Tue Jan 8 17:07:4

Stopped at Thu Jan 10 06:16:45 1980

Uptime:

Start type:

Death re
Exit cod

2 1980 (757583 us)

(83451 us)

1 days 13 hours 9 minutes 9 seconds

ason:

e: signal 6

CWD: /var/sysmgr/work

Virtual Memory:

00000006
08109308
0000002B
2AC8CC71
TFFFF2CO

SRV_OPTION_RESTART_STATELESS (23)
SYSMGR_DEATH_REASON_FAILURE_SIGNAL (2)
(core dumped)

EDX
EBP
XES
XCs
XSS

CO0, TOP 7FFFFCFO

CODE 08048000 - 080FB0O60
DATA 080FC060 - 080FCBAS8
BRK 081795C0 - 081EC000
STACK TFFFFCFO
TOTAL 20952 KB
Register Set:
EBX 000005C1 ECX
ESI 2AD701A8 EDI
EAX 00000000 XDS
EAX 00000025 (orig) EIP
EFL 00000207 ESP
Stack: 2608 bytes. ESP 7FFFF2

Ox7FFFF2CO0:
O0x7FFFF2DO0:
0x7FFFF2EOQ:
Ox7FFFF2FO0:

OxX7FFFF3
Ox7FFFF3
Ox7FFFF3
OxX7FFFF3
Ox7FFFF3
OxX7FFFF3
O0x7FFFF3
Ox7FFFF3
OxX7FFFF3
O0x7FFFF3

Ox7FFFF3A0:

Stack: 1

2AC8C944 000005C1
2AC8C92C 2AD721E0
7TFFFF320 2AC8C920
2AC8EOBB 00000006

00: 2AC8DFF8 2AD721E0Q
10: 00000393 2AC6A49C

20:
30:
40:

00000020 00000000
00000000 00000000
00000000 00000000

50: 00000000 00000000
60: 00000000 00000000

70:

00000000 00000000

80: 00000000 00000000
90: 00000000 00000000

28 bytes.

00000002 7FFFF3F4

ESP 7FFFF83

00000006
2AAB76F0
2AC513F8
TFFFF320
08109308
2AC621CC
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
2AAB752D

2AC735E2 D

TFFFF42C
00000000
2AC65AFC

2AC513F8 .

00000000

00000000 .
00000000 .
00000000 .
00000000 .
00000000 .
00000000 .
00000000 .
2AC5154cC

0, TOP 7FFFFCDO

TFTP

system cores tftp:[//servername][/path]

Release 4.0

2AD721E0
TFFFF2EC
0000002B
00000023
0000002B

LR 5.*

00000000 , ..

TFTP

i Cisco NX-OS
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TFTP
P 10111 TFTP

switch(config)# system cores tftp://10.1.1.1/cores

. 4
e TFTP
copy core://module#/pidi# tftp://tftp_ip_address/file_name
. HA
. HA
3
8
Cisco NX-0S
p.2-9
show system reset-reason CLI
. 4

e show system reset-reason module number
4

Cisco NX-0OS Rel
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2-2 show system reason-reset

switch# show system reset-reason module 5

————— reset reason for module 5 -----

1) At 224801 usecs after Fri Jan 21 16:36:40 2005
Reason: Reset Requested by CLI command reload
Service:

Version: 2.1(2)

2) At 922828 usecs after Fri Jan 21 16:02:48 2005
Reason: Reset Requested by CLI command reload
Service:

Version: 2.1(2)

3) At 318034 usecs after Fri Jan 21 14:03:36 2005
Reason: Reset Requested by CLI command reload
Service:

Version:2.1(2)

4) At 255842 usecs after Wed Jan 19 00:07:49 2005
Reason: Reset Requested by CLI command reload
Service:

Version: 2.1(2)

2-5

Cisco NX-0S
URL

http://www.cisco.com/en/US/products/hw/ps4159/ps4358/prod_password_
recoveries_list.html

Cisco NX-0S Release 4.0
OL-15807-01-J |
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CHAPTER 3

Cisco NX-0S

o p.3-2

o p.3-4

. p.3-5
o p.3-6

Cisco NX-0S Release 4.0
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Cisco NX-OS Enterprise Advanced

N

Cisco NX-0S

LICMGR-3-LOG_LIC_INVALID_HOSTID: Invalid license hostid
VDH= [chars] for feature [chars].

1D

120
Cisco NX-0OS

LICMGR-2-LOG_LIC_GRACE_EXPIRED: Grace period expired for
feature [chars].

LICMGR-3-LOG_LICAPP_NO_LIC: Application [chars] running
without [chars] license, shutdown in [dec] days.

charsl
dec

Cisco NX-0S Release 4.0
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LICMGR-3-LOG_LIC_LICENSE_EXPIRED: Evaluation license expired
for feature [chars].

LICMGR-3-LOG_LIC_NO_LIC: No license(s) present for feature
[chars]. Application(s) shutdown in [dec] days.

LICMGR-6-LOG_LICAPP_EXPIRY WARNING: Application [chars]
evaluation license [chars] expiry in [dec] days.

show license usage CLI

[ oL-15807-01-J
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Proof of Purchase Product
Authorization Key PAK

show license host-id CLI

O

e show license usage CLI

RMA

Cisco NX-0S Release 4.0
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CLI

o o oo

PAK
PAK
show license
3-1 3-3
3-1
switch(config)# show license usage
Feature Ins Lic Status Expiry Date Comments
Count
LAN_ADVANCED_SERVICES_PKG No - In use Grace 102D OH
LAN_ENTERPRISE_SERVICES_PKG No - In use Grace 103D 22H

3-2

switch(config)# show license usage LAN ENTERPRISE_SERVICES_PKG

Application

pbr
Tunnel

3-3 ID

switch# show license host-id
License hostid: VDH=FOX0646S017

VHD  Vendor Host ID

3-4

switch# show license
entp.lic:

SERVER this_host ANY
VENDOR cisco

INCREMENT LAN_ENTERPRISE_SERVICES_PKG cisco 1.0 permanent uncounted \
VENDOR_STRING=<LIC_SOURCE>MDS_SWIFT</LIC_SOURCE><SKU>N7K-LAN1K9=</SKU> \

HOSTID=VDH=TBC10412106 \

NOTICE="<LicFileID>20071025133322456</LicFileID><LicLineID>1</LicLineID>

Cisco NX-0OS

[ oL-15807-01-J
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[ |
o p.3-6
e RMA p.3-6
o p.3-6
° p.3-7
° p3'8
CLI  show license host-id CLI
(0]
RMA
3-1

license install CLI

show license usage
CLlI

Cisco NX-0S Release 4.0
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Cisco NX-0OS 120
1
Cisco NX-0OS
SNMP
Call Home
7 1
VvVDC 1 30 120 VvDC
e 1 30 5 21
e 5 22 30 1
5 31 VvDC
VDC
N
7
120
show license usage
switch(config)# show license usage
Feature Ins Lic Status Expiry Date Comments
Count
LAN_ADVANCED_SERVICES_PKG No - In use Grace 102D OH
LAN_ENTERPRISE_SERVICES_PKG No - In use Grace 103D 22H
Cisco NX-0OS Rel
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3-2

bootflash:

bootflash:

bootflash:

p.2-10

Release 4.0

i Cisco NX-OS
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CHAPTER I

Virtual Device Context VDC;

e VDC p.4-1
. p.4-2
e VDC p.4-3

VDC

Cisco NX-OS NX-0S
VvDC vDC 1
VvDC NX-0S

VDC VDC
VDC VDC
VDC VDC

VDC

e SPAN
o IPV4
e VLAN

¢ Virtual routing and forwarding VRF;

VDC Cisco NX-OS

VvDC VDC Cisco NX-OS Virtual Device
Context Configuration Guide, Release 4.0

Cisco NX-0S Release 4.0
[ oL-15807-01-J




4 VDC I

VvDC
vDC network-admin |
VvDC VvDC vDC |
vDC Advanced Services |
VDC 3 M |
VvDC

e show vdc membership

e show vdc resource

Cisco NX-0S Release 4.0
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| a4 vDC

vDC ||

VDC

VDC VDC VDC

e VDC p.4-3

. p.4-4

e VDC p.4-5

e VDC p.4-5

e VDC p.4-6

. 4-6 Cisco Nexus 7000 32 10 Gbps
N7K-M132XP-12 p.4-6

e VDC p.4-7

e VDC
p.4-8

VDC
vVDC

VDC_MGR-2-VDC_BAD: vdc_mgr: There has been a failure at res_mgr

show vdc resources [detail] show vdc resource template CLI
VDC VDC
VDC_MGR-2-VDC_BAD: vdc_mgr: : There has been a failure at
sys_mgr
VDC

show system internal sysmgr service running CLI

Cisco NX-0S Rel 4.0
[ oL-15807-01-J



4 vDC I
N vbc
4-1
VDC
4-1
VDC network-admin
VvDC switchto CLI VDC
show vdc resources [detail] show vdc resource
template CLI
VDC limit-resource CLI
VvDC
4-2
4-2
VDC
switchto CLI VDC
VDC
VDC VvDC
Release 4.0

i Cisco NX-OS
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| a4 vDC

vDC ||

VvDC
VDC 4-3
VDC
4-3 VvDC
VDC
VvDC
VDC
VDC_MGR-2-VDC_UNGRACEFUL: vdc_mgr: Ungraceful cleanup request
received for vdc [dec], restart count for this vdc 1is [dec]
Vdc_mgr VDC
VDC_MGR-2-VDC_OFFLINE: vdc [dec] is now offline
Vdc_mgr VDC
4-4
VDC
4-4 VvDC
VDC VDC VDC
VDC show tech-support VDC CLI
Cisco NX-0OS Rel
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N vbc
VvDC

VDC

VDC_MGR-2-VDC_BAD: vdc_mgr: There has been a failure at gim
(port_affected_list).
show vdc membership status show interface brief CLI
4-5
VvDC
4-5 vDC

VvVDC

VDC

switchto CLI

show interface capabilities CLI

VDC

Cisco Nexus 7000
10 Gbps
N7K-M132XP-12

VDC

4-6
VvDC show vdc membership [status] show interface brief
CLI
4-6  Cisco Nexus 7000 32 10 Gbps N7K-M132XP-12
4-6 Cisco Nexus 7000 32 10 Gbps
1 1 3 5 7
2 2 4 6 8
3 9 11 13 15
4 10 12 14 16
5 17 19 21 23
6 18 20 22 24
7 25 27 29 31
8 26 28 30 32
Release 4.0

i Cisco NX-OS
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| a4 vDC

vDC u
VDC
4-7
VDC
4-7 VDC

VDC show vdc resource template CLI

VDC template CLI

VDC
reload CLI
VDC
VDC VDC VDC
High Availability HA
VvDC
4-8
VDC
4-8 VDC
VDC VDC VDC show vdc detail CLI VDC HA
HA bring down VDC ha-policy CLI
HA
no vdc VDC
VDC VDC sw-policy
bring down

[ oL-15807-01-J
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4 VDC I

W voc
VDC
VDC
4-9
VvDC
4-9 VDC
VvDC VvDC VDC
VvDC

VvDC copy
running-config startup-config CLI
VDC

VDC  copy running-config startup-config vdc-all
CLI VDC

Release 4.0

i Cisco NX-OS
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Cisco NX-OS
o p.5-2
o p.5-2
e CLI
. p.5-5
1
Svi
L]
Configuration Guide, Release 4.0
Cisco NX-OS

CHAPTER 5

p.5-1

p.5-3

p.5-4

mgmt0

VLAN

Cisco NX-OS Interfaces

[ oL-15807-01-J
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show module CLI
OK

Cisco NX-0S

Cisco NX-0S Release 4.0
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M |
Small Form Factor Pluggable SFP; |
no shutdown CLI |
show interface CLI |
down Cisco Cisco NX-OS Interfaces
Configuration Guide, Release 4.0
1 O

show interface counters

e clear counters interface all

e clear counters interface range

¢ show interface status

e show interfaces capabilities
e show udld

e show tech-support udld

Cisco NX-0OS
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W cu

CLI

show interface

i VLAN

5-1 show interface

5-1 show interface

switch(config)# show interface ethernet 2/45
Ethernet2/45 is down (Administratively down)
Hardware is 10/100/1000 Ethernet, address is 0019.076c.4dd8 (bia 0019.076c.4dds)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
auto-duplex, auto-speed
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned on
Last clearing of "show interface" counters never
1 minute input rate 0 bytes/sec, 0 packets/sec
1 minute output rate 0 bytes/sec, 0 packets/sec
L3 Switched:
input: 0 pkts, 0 bytes - output: 0 pkts, 0 bytes
Rx
0 input packets 0 unicast packets 0 multicast packets
0 broadcast packets 0 jumbo packets 0 storm suppression packets
0 bytes
Tx
output packets 0 multicast packets
broadcast packets 0 jumbo packets
bytes
input error 0 short frame 0 watchdog
no buffer 0 runt 0 CRC 0 ecc
overrun 0 underrun 0 ignored 0 bad etype drop
bad proto drop 0 if down drop 0 input with dribble
output error 0 collision 0 deferred
late collision 0 lost carrier 0 no carrier
babble
0 Rx pause 0 Tx pause 0 reset
Receive data field Size is 2112

O O OO O oo o o o

Cisco NX-0S Release 4.0
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. p.5-5
. p.5-5
. p5'6
o p.5-6
. Link failure or not-connected p.5-7
. p.5-7
. ErrDisabled p.5-8
VDD
5-1
5-1
VDC network admin show vdc membership CLI
VDC
5-2
5-2
VDC Cisco NX-OS VDC
Cisco NX-0OS 2 3
Cisco NX-0OS

[ oL-15807-01-J



5-3
5-3
1
3 show running-config
interface CLI
show interface capabilities CLI
VLAN show interface brief CLI

VLAN VLAN show vlan

brief CLI VLAN
VLAN state active CLI
VLAN
SFP show interface brief CLI
SFP
5-4
5-4
3 shutdown CLI
3
3 show vdc membership CLI VDC
1 2
VvDC
Release 4.0

i Cisco NX-OS
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Link failure or not-connected

Link failure

5-5 Link-failure

Link failure show port internal info CLI

Link- failure

SM

LED

shut CLI no shut

MM

Small Form-Factor Pluggable SFP
SFP

SFP
SFP
SFP

MAC

show logging CLI
Connected system

shut CLI no shut

Link Failure, Not

1. Initializing —
2. Offline —
3. Link failure or not connected —

Cisco NX-0OS

[ oL-15807-01-J



[ |
5-6
5-6
shutdown CLI no shutdown
errDisabled
MAC
ErrDisabled
ErrDisabled
CRC
5-7
ErrDisabled
5-7 ErrDisabled
ErrDisabled CLI ErrDisabled
p.5-9 SFP

CRC

Cisco NX-0S Release 4.0
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CLI ErrDisabled
CLI ErrDisable
1 show interface

switch# show interface el/14
el/7 is down (errDisabled)

SFP

switch# show port internal event-history interface el/7

>>>>FSM: <el/7> has 86 logged transitions<<<<<

1) FSM:<el/7> Transition at 647054 usecs after Tue Jan 1 22:44..
Previous state: [PI_FSM_ST_IF_NOT_ INIT]
Triggered event: [PI_FSM_EV_MODULE_INIT_DONE]
Next state: [PI_FSM_ ST IF_INIT_EVAL]

2) FSM:<el/7> Transition at 647114 usecs after Tue Jan 1 22:43..
Previous state: [PI_FSM_ST_IF_INIT_EVAL]
Triggered event: [PI_FSM _EV_IE_ERR_DISABLED_CAP_MISMATCH]
Next state: [PI_FSM_ST IF_DOWN_STATE]

CAP MISMATCH 1/7
ErrDisabled

switch# show logging logfile

Jan 4 06:54:04 switch $PORT_CHANNEL-5-CREATED: port-channel 7 created

Jan 4 06:54:24 switch $PORT-5-IF_DOWN_PORT_CHANNEL_MEMBERS_DOWN: Interface
port-channel 7 is down (No operational members)

Jan 4 06:54:40 switch %PORT_CHANNEL-5-PORT_ADDED: el/8 added to port-channel 7

Jan 4 06:54:56 switch %$PORT-5-IF_DOWN_ADMIN_DOWN: Interface el/7 is down
(Admnistratively down)

Jan 4 06:54:59 switch %PORT_CHANNEL-3-COMPAT CHECK FAILURE: speed is not compatible
Jan 4 06:55:56 switch%PORT_CHANNEL-5-PORT_ADDED: el/7 added to port-channel 7

el/7 7

[ oL-15807-01-J
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VLAN
s VLAN p.6-2
. p.6-3
e VLAN p.6-4

Cisco NX-0S

CHAPTER 6

[ oL-15807-01-J
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6 VLAN |

N viLan
VLAN LAN
LAN
VLAN
o z A Z
e 0 9
VLAN
. VLAN VLAN
. VLAN VLAN VLAN Quality of Service
QoS
. VLAN VACL VLAN
3 VLAN VLAN
VLAN  SVI VACL
. VLAN 3 VLAN VACL
VLAN VLAN
. VLAN 3 VLAN VLAN
VLAN VLAN VACL
. VLAN VLAN
VACL
Y
VLAN VLAN VLAN VACL
e DHCP VLAN VLAN
DHCP DHCP VLAN
VLAN DHCP VLAN DHCP
VLAN
Y
VLAN Address Resolution Protocol ARP;
3 VLAN
Svi ARP ARP
VLAN ARP
. VLAN IEEE 802.1x 802.1x
ACL VLAN
e 802.1x VLAN 802.1x VLAN
VLAN
e |GMP VLAN VLAN VLAN
Release 4.0

i Cisco NX-OS
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| 6 VLAN

| |
o VLAN IGMP VLAN
. VLAN Switched Port Analyzer SPAN;
VLAN SPAN
VLAN VLAN VLAN VLAN-based SPAN
VSPAN VLAN SPAN
¢ Remote SPAN RSPAN VLAN VLAN VLAN
VLAN
o VLAN SPAN
SPAN VLAN
. SPAN SPAN
e VSPAN VLAN VLAN
1
o VLAN MAC VLAN
VLAN VLAN VLAN
MAC MAC
VLAN
VLAN
VLAN |
VLAN [l |
CLI VLAN

¢ show vlan vlan-id

¢ show vlan private-vlan

e show vlan all-ports

e show vlan private-vlan

¢ show vlan private-vlan type

e show interface vlan vlan-id private-vlan mapping
e show tech-support vlan

Cisco NX-0OS
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6 VLAN

N viLan
e VLAN p.6-4
e PVLAN p.6-4
e VLAN p.6-5
VLAN
VLAN
6-1
VLAN
6-1 VLAN
VLAN Virtual Device Context VDC; show vdc resource vlan CLI
VLAN network admin
VvDC limit-resource CLI
VDC VLAN
VLAN ID VLAN 3968 4047 4094 VvDC
VLAN
PVLAN
VLAN PVLAN
6-2
PVLAN
6-2 PVLAN
PVLAN PVLAN feature pvlan CLI PVLAN

Release 4.0

i Cisco NX-OS
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| 6 VLAN

VLAN ||
VLAN
VLAN
6-3
VLAN
6-3 VLAN
VLAN VLAN show vlan CLI VLAN
vian CLI VLAN

VLAN STP show vlan internal vlan-info CLI Spanning

Tree Protocol STP;

1
STP STP
1 show vlan internal vlan-info CLI VLAN
VLAN oper-es
show tech-support interface vian CLI
VLAN VLAN show vlan internal vlan-info CLI VLAN
VLAN

VLAN VLAN

show vrf interface CLI VLAN
VRF

[ oL-15807-01-J
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6 VLAN |

N vLaN
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CHAPTER ;

Spanning Tree Protocol STP;

e STP p.7-2

o p.7-3

e STP p.7-4

. p.7-7

. p7'8
. p7-9

Cisco NX-0S Release 4.0
| oL-15807-01-J .m



7 STP I

W stp

STP

STP 2

2 LAN

STP

Cisco NX-OS Layer 2 Switching Configuration Guide, Release 4.0

STP
e Multiple STP  MST VLAN
VLAN VLAN MST
J VLAN 802.1Q
VLAN
802.1Q VLAN
VLAN
e 802.1Q 2
VLAN Bridge Protocol Data Unit BPDU;
VLAN BPDU
IEEE 802.1D MAC
01-80-C2-00-00-00 VLAN BPDU
Cisco Shared Spanning Tree SSTP MAC 01-00-0c-cc-cc-cd
e STP
. VLAN VLAN
0 VLAN STP VLAN
STP VLAN
VLAN
STP
VLAN VLAN STP
VLAN VLAN  STP
VLAN VLAN MST
full
STP VLAN VLAN STP
VLAN
. VLAN Rapid PVST+
VLAN 2
STP
STP VLAN
Y
Release 4.0

i Cisco NX-OS
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| 7 STP

STP
STP

LAN |
M |

show spanning-tree summary totals Active [l |

Cisco NX-OS Layer 2 Switching Configuration Guide,

Release 4.0
O
O
M |

STP

e show running-config spanning-tree

e show spanning-tree summary
e show spanning-tree detail
e show spanning-tree mst

e show spanning-tree mst configuration

e show spanning-tree interface interface-type slot/port [detail]

e show tech-support stp

e show spanning-tree vlan

show spanning-tree blockedports

show mac address-table dynamic vlan

Cisco NX-0OS

STP

[ oL-15807-01-J



7 STP I

W stp

STP

STP
. 100%
e CPU
* MAC
STP

1
switch# show interface ethernet 2/1 | include rate
5 minute input rate 9976523 bytes/sec, 25912 packets/sec
5 minute output rate 985644 bytes/sec, 32456 packets/sec
2
switch(config)# interface ethernet 2/1
switch(config-if)# shutdown
3
4 STP
switch# show spanning-tree vlan 9
VLANOO0O09
Spanning tree enabled protocol rstp
Root ID Priority 32777
Address 0018.bad7.dbl5
Cost 4
5

switch# show spanning-tree vlan 9

VLANO0O0O09
Spanning tree enabled protocol rstp
Root ID Priority 32777
Address 0018.bad7.dbl5
Cost 4
Port 385 (Ethernet3/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Cisco NX-0S Release 4.0
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| 7 STP

7

BPDU

STP

switch# show spanning-tree interface ethernet 3/1 detail

Port 385 (Ethernet3/1l) of VLANOO0Ol is root forwarding
Port path cost 4, Port priority 128, Port Identifier 128.385
Designated root has priority 32769, address 0018.bad7.dblb
Designated bridge has priority 32769, address 0018.bad7.dbl5
Designated port id is 128.385, designated path cost 0

Timers: message age 16, forward delay O,
The port type is network by default

Link type is point-to-point by default
BPDU: sent 1265, received 1269

BPDU

switch# show system internal pktmgr interface ethernet 3/1

Ethernet3/1, ordinal: 36
SUP-traffic statistics: (sent/received)
Packets: 120210 / 15812
Bytes: 8166401 / 1083056
Instant packet rate: 5 pps / 5 pps

Average packet rates(lmin/5min/15min/EWMA) :

Packet statistics:
Tx: Unicast 0, Multicast 120210
Broadcast 0
Rx: Unicast 0, Multicast 15812
Broadcast 0

switch# show system internal pktmgr client 303

Client uuid: 303, 2 filters

Filter 0: EthType 0x4242, Dmac 0180.c200.0000
Filter 0: EthType 0x010b, Snap 267, Dmac 0100.0ccc.cccd

Options: TO 0, Flags 0x1l, AppId 0, Epid O
Ctrl SAP: 171, Data SAP 177 (1)
Rx: 28356632, Drop: 0, Tx: 35498365, Drop:

BPDU

switch# show interface counters errors

hold 0
Number of transitions to forwarding state:

BPDU

O O O O O O O o

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards
mgmt0 -= -= -= -- -=
Ethl/1 0 0 0 0 0
Ethl/2 0 0 0 0 0
Ethl/3 0 0 0 0 0
Ethl/4 0 0 0 0 0
Ethl/5 0 0 0 0 0
Ethl/6 0 0 0 0 0
Ethl/7 0 0 0 0 0
Ethl/8 0 0 0 0 0
Cisco NX-0OS R
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7 STP

W stp

sSw

P

BPDU

itch# show spanning-tree interface ethernet 3/1 detail

ort 385 (Ethernet3/1l) of VLANO0OOl is root forwarding

Port path cost 4, Port priority 128, Port Identifier 128.385
Designated root has priority 32769, address 0018.bad7.dblb
Designated bridge has priority 32769, address 0018.bad7.dbl5
Designated port id is 128.385, designated path cost 0
Timers: message age 16, forward delay 0, hold 0

Number of transitions to forwarding state: 1

The port type is network by default

Link type is point-to-point by default

BPDU: sent 1265, received 1269

10 BPDU BPDU

sw
Et

sSw
Cl

11

itch# show system internal pktmgr interface ethernet 3/1
hernet3/1, ordinal: 36
SUP-traffic statistics: (sent/received)
Packets: 120210 / 15812
Bytes: 8166401 / 1083056
Instant packet rate: 5 pps / 5 pps
Average packet rates(lmin/5min/15min/EWMA) :
Packet statistics:
Tx: Unicast 0, Multicast 120210
Broadcast 0
Rx: Unicast 0, Multicast 15812
Broadcast 0

itch# show pktmgr client 303

ient uuid: 303, 2 filters

Filter 0: EthType 0x4242, Dmac 0180.c200.0000

Filter 0: EthType 0x010b, Snap 267, Dmac 0100.0ccc.cccd

Options: TO 0, Flags 0x1l, AppId 0, Epid O
Ctrl SAP: 171, Data SAP 177 (1)
Rx: 28356632, Drop: 0, Tx: 35498365, Drop: 0

BPDU
BPDU

switch# show interface counters errors

mg
Et
Et
Et
Et
Et
Et
Et
Et

rt Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards
mt0 -- -- -- -- - --
hl/1 0 0 0 0 0 0
hl/2 0 0 0 0 0 0
hl/3 0 0 0 0 0 0
hl/4 0 0 0 0 0 0
hl/5 0 0 0 0 0 0
hl/6 0 0 0 0 0 0
hl/7 0 0 0 0 0 0
hl/8 0 0 0 0 0 0
Release 4.0

i Cisco NX-OS
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| 7 STP

STP STP
Rapid STP Multiple STP  MST forwarding
designated root
Rapid STP 2 802.1D
1

switch# show spanning-tree vlan 9 detail

VLANOOO9 is executing the rstp compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 9, address 0018.bad8.27ad
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32777, address 0018.bad7.dbl5
Root port is 385 (Ethernet3/1), cost of root path is 4
Topology change flag not set, detected flag not set
Number of topology changes 8 last change occurred 1:32:11 ago

from Ethernet3/1
Times: hold 1, topology change 35, notification 2

switch# show spanning-tree vlan 9 detail

VLANOOO9 is executing the rstp compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 9, address 0018.bad8.27ad
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32777, address 0018.bad7.dbls
Root port is 385 (Ethernet3/1l), cost of root path is 4
Topology change flag not set, detected flag not set
Number of topology changes 8 last change occurred 1:32:11 ago

from Ethernet3/1
Times: hold 1, topology change 35, notification 2

Cisco NX-0OS Rel
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7 STP I

STP
[ )

. _ BPDU
. port-vlan

CPU
~
VDC
e STP
Release 4.0
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7 STP

STP

STP

1 UniDirectional Link Detection UDLD;

Guide, Release 4.0 UDLD

Cisco NX-OS Interfaces Configuration

[ oL-15807-01-J

2
S
Cisco NX-0S blocked
3
Topology Change TC;
STP
4 Link Aggregation
Control Protocol LACP Cisco NX-OS Interfaces
Configuration Guide, Release 4.0 LACP
STP STP
5 spanning-tree loopguard default DoS
STP BPDU
STP
Cisco NX-0OS Rel 40 W



7 STP I

6 spanning-tree bpduguard enable BPDU STP
STP

STP BPDU
BPDU BPDU

v

2 STP
BPDU

7 vlan VLAN VLAN
VLAN 1

8 spanning-tree vlan vlan-range root primary STP

9 spanning-tree vlan vlan-range root secondary STP

STP STP
STP

Cisco NX-0S Release 4.0
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CHAPTER

o p.8-1
. p.8-2
. p.8-3
3 2
Cisco NX-0S Virtual Device Context VDC;
VvDC VDC Virtual
Routing and Forwarding Instances VREF; / Routing

Information Base RIB

VRF RIB Forwarding Information Base FIB;

Cisco NX-OS Unicast Routing Configuration Guide Cisco
NX-OS Multicast Routing Configuration Guide for

Cisco NX-0S Release 4.0
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VRF

mlimym

show ip arp

show ip traffic

show tcp statistics udp4
show ip client

show tcp client

show ip fib

show ip process

show ip route

show pktmgr interface
show frame traffic
show platform fib
show platform forwarding
show platform ip

show vrf

show vrf interface

Release 4.0

i Cisco NX-OS
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switch(config)# show ospf

A

% invalid command detected at '~' marker.

Cisco NX-0OS
feature

switch# show running-config eigrp all
version 4.0(1)
feature eigrp
router eigrp 99
log-neighbor-warnings
log-neighbor-changes
log-adjacency-changes
graceful-restart
nsf
timers nsf signal 20
distance 90 170
metric weights 0 1 0 1 0 O
metric maximum-hops 100
default-metric 100000 100 255 1 1500
maximum-paths 16
address-family ipv4 unicast
log-neighbor-warnings
log-neighbor-changes
log-adjacency-changes
graceful-restart
router-id 192.0.2.1
nsf
timers nsf signal 20
distance 90 170
metric weights 0 1 0 1 0 O
metric maximum-hops 100
default-metric 100000 100 255 1 1500
maximum-paths 16

VRF

switch# show running-config eigrp
version 4.0(1)
feature eigrp
router eigrp 99
address-family ipv4 unicast
router-id 192.0.2.1
vrf red
stub

Cisco NX-0OS
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switch# show processes memory | include isis
8913 9293824 Dbffffld0/bffff0d0 isis
32243 8609792 Dbfffelc0/bfffdfc0 isis

switch# show ip client pim

Client: pim, uuid: 284, pid: 3839, extended pid:
Protocol: 103, client-index: 10, routing VRF id:

Data MTS-SAP: 1519

Data messages, send successful: 2135, failed:

switch# show ip interface loopbackO

loopback0, Interface status: protocol-up/link-up/admin-up,

IP address: 1.0.0.1, IP subnet: 1.0.0.0/24

IP multicast groups locally joined:
224.0.0.2 224.0.0.1 224.0.0.13

7 VRF

switch(config)# show vrf interface loopback 99
Interface VRF-Name
loopback99 default

iod: 36, Context:"default"

VRF-ID

i Cisco NX-OS Release 4.0
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RIB

switch(config)# show routing unicast clients
CLIENT: am
index mask: 0x00000002
epid: 3908 MTS SAP: 252 MRU cache hits/misses: 2/1
Routing Instances:
VRF: management table: base
Messages received:

Register 1 Add-route 2 Delete-route

Messages sent:
Add-route-ack H Delete-route-ack : 1

CLIENT: rpm

index mask: 0x00000004

epid: 4132 MTS SAP: 348 MRU cache hits/misses: 0/0
Messages received:

Register : 1

Messages sent:

CLIENT: eigrp-99
index mask: 0x00002000

epid: 3148 MTS SAP: 63775 MRU cache hits/misses: 0/1
Routing Instances:

VRF: default table: base notifiers: self
Messages received:

Register 1 Delete-all-routes : 1

Messages sent:

RIB

switch# show forwarding distribution multicast client
Number of Clients Registered: 3
Client-name Client-id Shared Memory Name

igmp 1 N/A
mrib 2 /procket/shm/mrib-mfdm
mé6rib 3 /procket/shm/mé6rib-mfdm

Cisco NX-0OS R

[ oL-15807-01-J



Cisco NX-0S Release 4.0
OL-15807-01-J |



TAC

Cisco NX-0OS

p.A-5

Cisco NX-0OS

APPENDIX

A

[ oL-15807-01-J



W TAC

TAC

Cisco TAC

e Telnet SSH
terminal length 0 CLI

e tac-pac filename CLI

show tech-support details CLI

show tech-support details CLI
gzip

switch# tac-pac bootflash://showtech.switchl

Cisco NX-0OS

DCNM

Windows Alt+PrintScreen
PrintScreen
Microsoft
DCNM CLI
a. DCNM Event Browser
b.

show logging last number

[ )
o Cisco NX-0OS

volatile:show_tech_out.gz
p.A-4

show logging log CLI

DCNM Topology > Save layout

VLAN

i Cisco NX-OS Release 4.0
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Ethanalyzer SPAN
CLI

traceroute ping

DCNM

Cisco NX-0S
Cisco NX-0OS

show install all status

show system internal log install

show system internal log install details
show log nvram

Cisco NX-0OS

TAC
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W TAC

Cisco NX-0S

Cisco NX-0OS
ftp scp tftp
Cisco NX-0OS
File Server: 172.22.36.10
File to be copied to the switch: /etc/hosts
copy CLI ftp scp sftp tftp 12

switch# copy ?
bootflash: Select source filesystem
core: Select source filesystem
debug: Select source filesystem
ftp: Select source filesystem
licenses Backup license files
log: Select source filesystem
modflash: Select source filesystem
nvram: Select source filesystem
running-config Copy running configuration to destination
scp: Select source filesystem
sftp: Select source filesystem
slot0: Select source filesystem
startup-config Copy startup configuration to destination
system: Select source filesystem
tftp: Select source filesystem
volatile: Select source filesystem

Secure Copy scp

"scp: [//[username@] server] [/path]"

userl 172.22.36.10 [etc/hosts hosts.txt

switch# copy scp://userl@172.22.36.10/etc/hosts bootflash:hosts.txt
userl@172.22.36.10's password:
hOStS 100% |*****************************‘ 2035 OO:OO

stfp

switch# copy startup-config
sftp://userl@l172.22.36.10/test/startup-configuration.bakl
Connecting to 172.22.36.10...

Userl1@172.22.36.10's password:

switch#

Cisco NX-0S copy running-
configuration startup-configuration copy startup-configuration tftp://server/name 2
run-script filename

Cisco NX-0S Release 4.0
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TFTP slotO:

TFTP

CLI

system cores CLI

switch# system cores tftp://10.91.51.200/jsmith_cores
switch# show system cores
Cores are transferred to tftp://10.91.51.200/jsmith_cores

jsmith_cores TFTP

Cisco NX-0OS
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Cisco NX-0OS
CLI p.B-3
ping traceroute p.B-4
CPU p.B-5
p.B-8
GOLD p.B-8
EEM p.B-9
Ethanalyzer p.B-10
DCNM p.B-12
SNMP RMON p.B-12
RADIUS p.B-13
SPAN p.B-16
Blue Beacon p.B-17
Cisco NX-OS

APPENDIX

p.B-2

B
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Command-Line Interface CLI;
Telnet  Secure Shell SSH;
Cisco NX-0S CLI Cisco 10S
show

show

e show system —
show system error-id

switch# copy running-config startup-config
5 A 0N O

2008 Jan 16 09:59:29 zoom %S VDC-1 %S $BOOTVAR-2-AUTOCOPY_FAILED: Autocopy of file
/bootflash/n7000-s1-dk9.4.0.0.837.bin.S8 to standby failed, error=0x401e0008

switch# show system error-id 0x401e0008
Error Facility: sysmgr
Error Description: request was aborted, standby disk may be full

e show platform — Quality of Service QoS  Access Control List ACL;
Cisco NX-0OS Cisco
NX-0S Cisco NX-0OS
2

startup-config
running-config

Cisco NX-OS Fundamentals Configuration Guide, Release 4.0
Cisco NX-OS System Management Configuration Guide,
Release 4.0
Cisco NX-0S
show system internal

sysmgr startup-config locks system
startup-config unlock

Cisco NX-0S Release 4.0
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cLi u
Cisco NX-0OS
CLI
CLI
debug
show
debug debug
Y
?
CPU
Y
debug-filter CLI
A
debug 2 Telnat SSH
2
undebug all

Cisco NX-0OS
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N ping traceroute

ping traceroute
N

ping traceroute

TCP/IP 2
ping traceroute ping TCP/IP

traceroute

e ping p.B-4

* traceroute p.B-4

ping
ping IPv4

ping6 IPv6

ping
IPv4 IPv6

traceroute
traceroute

traceroute
traceroute

IPv4 traceroute IPv6 traceroute6

Cisco NX-0S Release 4.0
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CPU

CPU

e show processes CLI p.B-5
e show processes cpu CLI p.B-6
* show system resource CLI p.B-7

show processes CLI
show processes

B-1

e PID= ID

e State =

e PC= 16

e Start cnt=

e TTY = - TTY

® Process =

e D= /0

ER

Cisco NX-0OS Rel
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| CcPU

B-1

show processes

switch# show processes ?

cpu

Show processes CPU Info

log Show information about process logs
memory Show processes Memory Info

switch# show processes

PID State PC Start_cnt TTY Process
1 S Db7f9e468 1 - init
2 S 0 1 - migration/0
3 S 0 1 - ksoftirgd/0
4 S 0 1 - desched/0
5 S 0 1 - migration/1
6 S 0 1 - ksoftirgd/1l
7 S 0 1 - desched/1
8 S 0 1 - events/0
9 S 0 1 - events/1
10 S 0 1 - khelper
15 S 0 1 - kthread
24 S 0 1 -  kacpid
101 S 0 1 - kblockd/0
102 S 0 1 - kblockd/1
115 S 0 1 - khubd
191 S 0 1 - pdflush
192 S 0 1 - pdflushn
show processes cpu CLI
show processes cpu CPU B-2
e Runtime(ms) = CPU
¢ Invoked =
e uSecs = CPU
e 1Sec= 1 CPU
B-2 show processes cpu
switch# show processes cpu
PID Runtime (ms) Invoked uSecs 1Sec Process
1 922 4294967295 0 0 init
2 580 377810 1 0 migration/0
3 889 3156260 0 0 ksoftirqgd/0
4 1648 532020 3 0 desched/O0
5 400 150060 2 0 migration/1l
6 1929 2882820 0 0 ksoftirqgd/1l
7 1269 183010 6 0 desched/1
8 2520 47589180 0 0 events/0
9 1730 2874470 0 0 events/1
10 64 158960 0 0 khelper
15 0 106970 0 0 kthread
24 0 12870 0 0 kacpid
101 62 3737520 0 0 kblockd/0
102 82 3806840 0 0 kblockd/1l
115 0 67290 0 0 khubd
191 0 5810 0 0 pdflush
192 983 4141020 0 0 pdflush
194 0 5700 0 0 aio/0
193 0 8890 0 0 kswapdO
195 0 5750 0 0 aio/l
Release 4.0

i Cisco NX-OS
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show system resource CLI

show system resources
B-3

Load
15

* Processes

CPU states 1

Memory usage

cache

B-3 show system resources

switch# show system resources
Load average: 1 minute: 0.30
Processes
CPU states : 0.0% user,
2063268K total,

2420K buffers,

Memory usage:

5 minutes: 0.34
606 total, 2 running

0.0% kernel,
1725944K used,
857644K cache

CPU

CPU

Load average 1

CPU

KB

15 minutes: 0.28

100.0% idle
337324K free

Cisco NX-0OS Rel

buffers
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GOLD

B-8

Cisco NX-0OS

OBFL

BIOS FPGA

CPU HOG

OBFL
ASIC
ASIC

OBFL

Generic Online Diagnostics

Cisco NX-OS

Onboard Failure Logging OBFL;

ASIC

Cisco NX-OS System Management Configuration Guide, Release 4.0

GOLD;

GOLD

show diagnostic content module CLI

Release 4.0

OL-15807-01-J |



EEM u
GOLD
show diagnostic result
GOLD Cisco NX-OS System Management Configuration Guide, Release 4.0
Embedded Event Manager EEM,;
Syslog SNMP CLI
EEM Cisco NX-OS System Management Configuration Guide, Release 4.0

Cisco NX-0S Rel 4.0
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N Ethanalyzer

Ethanalyzer
Ethanalyzer Wireshark Ethereal Cisco NX-0S
Ethanalyzer Wireshark
Ethanalyzer
Ethanalyzer

ethanalyzer local interface

ethanalyzer local interface brief

ethanalyzer local interface
limit-captured-frames

ethanalyzer local interface limit-frame-size

ethanalyzer local interface capture-filter

ethanalyzer local interface display-filter

ethanalyzer local interface decode-internal | Cisco NX-0OS

~

NX-OS Ethanalyzer Wireshark

ethanalyzer local interface write

ethanalyzer local interface read

Ethanalyzer  Cisco NX-OS

Ethanalyzer tcpdump URL

http://www.tcpdump.org/tcpdump_man.html

URL
http://wiki.wireshark.org/DisplayFilters

4

switch(config)# ethanalyzer local interface mgmt brief limit-captured-frames 4

Capturing on ethl

2008-02-18 13:21:21.841182 172.28.230.2 -> 224.0.0.2 HSRP Hello (state Stand

y)

2008-02-18 13:21:21.842190 10.86.249.17 -> 172.28.231.193 TCP 4261 > telnet [AC
] Seg=0 Ack=0 Win=64475 Len=0

2008-02-18 13:21:21.843039 172.28.231.193 -> 10.86.249.17 TELNET Telnet Data
2008-02-18 13:21:21.850463 00:13:5f:1c:ee:80 -> ab:00:00:02:00:00 0x6002 DEC DN
Remote Console

4 packets captured

Cisco NX-0S Release 4.0
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http://www.tcpdump.org/tcpdump_man.html
http://wiki.wireshark.org/DisplayFilters

1 HSRP

Ethanalyzer

switch(config)# ethanalyzer local interface mgmt capture-filter "udp port 1985"

limit-captured-frames 1
Capturing on ethl
Frame 1 (62 bytes on wire,

Arrival Time: Feb 18,

[Time delta from previous captured frame:

[Time delta from previous displayed frame:

[Time since reference or first frame:

Frame Number: 1

Frame Length: 62 bytes

Capture Length: 62 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:hsrp]
Ethernet II, Src: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01),
(01:00:5e:00:00:02)

Destination: 01:00:5e:00:00:02 (01:00:5e:00:00:02)

Address: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
1o oo oo ... = IG bit:

62 bytes captured)
2008 13:29:19.961280000

st)
O
default)
Source:
Address:
O
S

00:00:0c:07:ac:01
00:00:0c:07:ac:01

(00:00:0c:07:ac:01)
(00:00:0c:07:ac:01)
IG bit:
e LG bit:
default)
Type: IP (0x0800)
Internet Protocol, Src:
Version: 4
Header length: 20 bytes
Differentiated Services Field:
1100 00.. =
.0.
cee. .0
Total Length: 48
Identification:
Flags: 0x00
0... =

172.28.230.3 (172.28.230.3),

0OxcO0 (DSCP 0x30:
Differentiated Services Codepoint:
ECN-Capable Transport (ECT): O
ECN-CE: 0

0x0000 (0)
Reserved bit: Not set
.0.. Don't fragment: Not set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 1
Protocol: UDP (0x11)
Header checksum: 0x46db [correct]
[Good: Truel]
[Bad False]
Source: 172.28.230.3 (172.28.230.3)
Destination: 224.0.0.2 (224.0.0.2)
User Datagram Protocol, Src Port: 1985
Source port: 1985 (1985)
Destination port: 1985 (1985)
Length: 28
Checksum: 0x8ab9 [correct]
[Good Checksum: True]
[Bad Checksum: False]
Cisco Hot Standby Router Protocol
Version: 0
Op Code: Hello (0)
State: Active (16)
Hellotime: Default
Holdtime: Default
Priority: 105
Group: 1
Reserved: 0
Authentication Data:
Virtual IP Address:

(1985), Dst Port:

(3)
(10)

Default
172.28.230.1

(cisco)
(172.28.230.1)

1 packets captured

Cisco NX-0OS

Dst:

Dst:

Group address

Individual address
Globally unique address

224.

1985

1203341359.961280000 seconds]
1203341359.961280000 seconds]
1203341359.961280000 seconds]

01:00:5e:00:00:02

(multicast/broadca

LG bit: Globally unique address

0.0.2

Class Selector 6;
Class Selector 6

(1985)

(factory

(unicast)

(factory

(224.0.0.2)

ECN: 0x00)
(0x30)

[ oL-15807-01-J



W pcNm

DCNM

SNMP

HSRP

HSRP

switch(config)# ethanalyzer local interface mgmt brief display-filter "hsrp.stat

e==Active" limit-captured-frames 2
Capturing on ethl
2008-02-18 14:35:41.443118 172.28.230.3 -> 224.0.0.2

)
2008-02-18 14:35:44.326892 172.28.230.3 -> 224.0.0.2

)
2 packets captured

Wireshark URL

http://www.wireshark.org/docs/

Cisco DCNM

HSRP Hello (state Active

HSRP Hello (state Active

DCNM Cisco DCNM Fundamentals Configuration Guide, Release 4.0

RMON

Cisco NX-0S Management Information Base MIB
SNMP vl v2 v3
SNMP MIB
Cisco NX-0S
SNMP v3
Cisco NX-0OS Remote Monitoring RMON;
RMON
AlarmGroup
CPU
EventGroup
SNMP RMON
Release 4.0
Release 4.0

SNMP
SNMP v1 V2

RMON

SNMP

Cisco NX-0S System Management Configuration Guide,

i Cisco NX-OS
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http://www.wireshark.org/docs/

RADIUS n
RADIUS RADIUS
3 Class of Service
CoS;
L]
[ ]
L]
RADIUS Cisco
NX-0S
Cisco NX-0S RADIUS
RADIUS
RADIUS
RADIUS
switch# show accounting log
Sun Dec 15 04:02:27 2007:start:/dev/pts/0_1039924947:admin
Sun Dec 15 04:02:28 2007:stop:/dev/pts/0_1039924947:admin:vsh exited normally
Sun Dec 15 04:02:33 2007:start:/dev/pts/0_1039924953:admin
Sun Dec 15 04:02:34 2007:stop:/dev/pts/0_1039924953 :admin:vsh exited normally
Sun Dec 15 05:02:08 2007:start:snmp_1039928528_172.22.95.167:public
Sun Dec 15 05:02:08 2007:update:snmp_1039928528_172.22.95.167 :public:Switchname

[ oL-15807-01-J
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N Syslog

Syslog

Syslog Syslog
Syslog
Syslog 7
OSPF BGP
critical 0 1 2 100 NVRAM

show logging nvram

. p.B-14
e Telnet SSH p.B-15
Cisco NX-0S

e 0-emergency

e l-alert

e 2-critical

e 3-error

e 4-warning

¢ 5-notification

e B-informational

e 7-debugging

Cisco NX-0S Release 4.0
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Syslog ||
Telnet SSH
Telnet  SSH
o no logging console
e Telnet SSH EXEC terminal monitor
A
Telnet SSH
no logging console B-4
B-4 no logging console
switch(config)# no logging console
terminal monitor B-5 Telnet SSH
B-5 terminal monitor
switch# terminal monitor
Syslog Cisco NX-OS System Management Configuration Guide, Release 4.0

Cisco NX-0S Rel 4.0
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H span

SPAN

Switched Port Analyzer SPAN;

debug

SPAN
SPAN
CPU

SPAN 16 SPAN

VLAN

SPAN span session session_num session_num
SPAN
VLAN

switch2# config terminal
switch2 (config)# span session 1 <<=== Create a span session

switch2 (config-span)# source interface el/8 <<=== Specify the port to be spanned

switch2 (config-span)# destination interface el/3 <<==== Specify the span destination
port

switch2 (config-span)# end

switch2# show span session 1
Session 1 (active)
Destination is el/3
No session filters configured
Ingress (rx) sources are
el/8,
Egress (tx) sources are
fel/s,

SPAN Cisco NX-OS System Management Configuration Guide, Release 4.0

Cisco NX-0S Release 4.0
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Blue Beacon

Blue Beacon ||

LED
LED
LED
blink chassis LED
blink fan number LED
blink module slot LED
blink powersupply number LED
blink xbar number LED
LED
beacon LED
Cisco NX-0S R
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M Biue Beacon

Cisco NX-0S Release 4.0
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Numerics

32

B

BIOS 2-10

CLI

1-4

E

EEM B-9

ethanalyzer B-10

G

GOLD B-8

P

ping B-4
PVLAN 6-4

B-3

B-8

SNMP B-12
Syslog

T

traceroute B-4

VLAN
PVLAN
VLAN

OBFL

Supervisor 2

Cisco NX-0S

INDEX

6-4

2-24

2-12, 2-13
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CLI 1-4
B-9
2-16
AD 2-10 — 2-11
VLAN
B-2 PVLAN
B-2 2-18
CLI 1-8 9.2
1-7,B-14 99
3-2 3-4
CLI 3-6
5-2 CLI 5-4
errDisabled 5-8
Link failure 5-7
5-1
5-8
2-2
2-6
2-2
2-10
2-19 «
2-23 ix
2-1
A-5
2-9
2-10
2-18
A-2
CLI 3-5
3-5, 4-2, 8-2
3-2
3-6
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