GE)

ACLIZEBARYFT—Y X)) T14DEE

IOETIEH, 7T7Aarbe— L UA L (ACL) 2HL T, A4 vy F DXy hU—7 X2V
TAERETDHDHIECOWTHALET, HICHEZLARWRY, X7 > Fn) HiEIL, AX U KT
VAL TFRIVAS vTF RE v I EFRLET,

COFEICFEHEN TS IP ACL OfE#IL. IP Version 4 (IPv4) O DT, IPv6 ACL DFEAIIZ DV
TIE, % 36 & [IPv6 ACL O&E] B8R LT FEFEW,

COETHEMT D a2~y OB L OHEATEOFEMIZOWTIE, 20 ) =X 5T 53~ K
V75 LA, [Cisco I0S IP Configuration Guide, Release 12.2]] @ [P Addressing and Services| @
# D [Configuring IP Services] DI, 3 KW [Cisco I0S IP Command Reference, Volume 1 of 3:
Addressing and Services,Release 12.2] %S LTI,

A A F X, Cisco TrustSec @ Security Group Tag (SGT) Exchange Protocol (SXP) & A — KL &E
T, ZOMREIE, IP 7 FLRITH L TTIERLS, 720 A0 7 V=71 LT ACL R > — % E#R
% Security Group Access Control List (SGACL; €% =V 7 4 /L —7 ACL) #¥%K—brLET,
SXPHil#l7 2 b2k, "— KR =xT7%7 v 7 7L —RKEFIZSCTIZL > Ty haXXU 775
72D 7 a ka3 T, Cisco TrustSec KAA > =y VIZHbHT7 7R LAY T34 2L Cisco
TrustSec KA A VINOEELA ¥ T34 ADMTEITSNET, 71— F AA v FIL, Cisco
TrustSec ¥ v hUV—2JNTT 7 A LAY AL vF L LTEELET,

Cisco TrustSec DFEMIZ DV TIiE, D URL IZ& % [Cisco TrustSec Switch Configuration GuideJ %
ZRL T &N,

http://www.cisco.com/en/US/docs/switches/lan/trustsec/configuration/guide/trustsec.html

SXP IZBHF 2K HTIE, 7LV —F A v FTHR—F SN TWDHERICOVWTHILET,
ZOBETHMATHINEIL, KD LBY TY,

o TACL o (P.35-2)

e [IPv4 ACL ®#% &) (P.35-8)

o T4HIfTE& MAC #£5E ACL O1ERk) (P.35-29)

e [VLAN v v 7O E] (P.35-31)

o =% ACL %# VLAN v v 7 LiflABGDETEMT 5 5L (P.35-39)

* [IPv4 ACL O EDHRR] (P.35-44)
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ACL DO#E

NTy N TZA4NEV T, Fy MU= NI T7 4wV EREL, HEO—FEILT A R L
2%y b= OFERAEHIRT 59X TERILLET, ACLIINV—F 72T AA v T2 EBETDH T
T4 T T A4NEY T L, BEDA X —T 2 A AFE71E VLAN TR v &R, £72I13ES
LET, ACL X, Ny M SNAF A& LOESEMFOIEF T onzEE 0 T,
T INNAUE =T 2 RIERTHE, AL v FF Ty NNOT 4 — N REEA SN S ACL &t
BL, 7782 VA MIEBESNEREEICESNHNT, X7y FPIBEICHERERERF > TV DEnE
IMEMRLET, 778A VA MOFHEE 1 DTOHF, Xy hE2T7AMLET, BT
LESRMFIC LT, AL v TRy b EZT AN DES T 20 BIRESINET, AL v TR
—H LR TT A MNEHIET 20T, VA MIEMEEEBETDFENEETYT, —ET K070
Bt. AA v FII ATy bEBEELET, AL v FiE, SRR 2 0EEIT v MEEE L, HIR
FERHLHEET Ty e Rry T LET, AL vy FiE, VLANNTT Y v o7 Ssnbd Ty b
EEDT, BEEINDITNTO Ty MI ACL #fFEHLET,

Xy NT—Z AN EX a2 VT 4 ZBATIEEIE, V—FFEREFVAVI AL v FIIT 7R
VARNEZRELET, ACL Z%E LR TIUEL, A v FZBRTHTXTONRT Yy MRy hT—7
DHLPAHER CTHFAISNDAREENRSH Y £, ACLEHHTAE, Xy NI—J DI EIZT Y
B ARAAEERARARNEHBE LY, V= AV F—T oA ATEHEEZRF T oy I ENDE T T4 07T
OFEHEZRELIZVTEFET, LexiE, BTA—NV T 747 OEEZFFA L, Telnet b7
T4y OREEFESETHZEbTEET, ACLEERFE NI 747, BENT 747, 3%
DWW 7 vy 7 T5LICRETDHILELTEET,

ACL (1%, Access Control Entry (ACE; 772 ar btu—)L x> L) OEFMT LREZY X RR
BENTWET, & ACE 121X, permit F1=iL deny &, /X7~ I ACE & KT 5720107 T4 E
DHD—HOFGEMERELET, permit L7213 deny DEWRIT, ACL AMEHIhD a0 THF 2 M Lo
TEDY F7,

ZA v FiE, IPACL &4 —¥ x> F (MAC) ACL # %K —FLTWET,

e JPACL X, TCP, =2—¥ F—X 7 F A, 7u bz (UDP), A > F—Fv h ZJA—T7EH7 0 k
2 (IGMP), BL O A v Z—F v bl A v — v =2 (ICMP) 720 IPv4 7
T4 T T4 NE )T LET,

o A—% Ry MACLIIFHIP hT7T7 4 v 0 %7 4NZ YT LET,

Z D AA »FiE, Quality of Service (QoS) ¥ ACL ¥R — kL TWET, sEMIZ >V TIE, TQoS
ACL (233 < 554 (P37-8) #BMML T Z&EW,

2T, ROEIZOWTIEBHALE T,
o [HAR—hr&hbd ACL) (P.35-2)

o [TITAVMEENTE N T 74w I T T T A MEENTWRW T 7 4 v 7 DAL
(P.35-7)

e TACL &t AA vF AHZ v 7] (P.35-8)

HR—bk2hd ACL

NG 74007 4NE Y TT D0, RIKRT 3FEDO ACL YR — I TWET,

e R—HMACLIZ, VA4 ¥2A L H—T A RIAND T T4 v I EBTI7A arba—LLET,
AA v F T, RIEFHMOR—F ACLIFVHR—FLFEHAL, 12D A V20X —T A A|IZ
BWHTEZDF.IPT 78R URAF12EMACTZ7E®A Y RK]1DETFTYE, 3FMIZOWTIE,
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[7R— 1k ACLJ (P35-4) #ZH LTS 7ESIVY,

N—% ACL X, VLAN I CL—T 4 VT &N N T T4 v 7 DT 72 AEFIL, LA ¥ 342
H—T oA ATHEDHR (BEEFIIRE) CEAINET, MOV TE, T—% ACL)
(P.35-5) #ZML T EE0,

VLAN ACL £721Z VLAN = > FlZ, ¥R CoO7r v b (FV v PR X7y hBIOAV—T v K
NryR) OFT 7 EAEHIEILET, VLAN v v 75235 &, WU VLAN NOT 3A AT
EEND N T T4 w074 VE Y 7 TEET, VLAN< v FiE, IPV4 DL A Y37 KL A
WESWTT 78R arba—AT5E5ICRESNTHET, A1 —% x> M ACE #fHT2 &
MAC 7 FLRAIZEY, FR—=FrE&nTWianra halRln7 7 A avrbo—LE3nEd,
VLAN v v 7% VLAN (245 &, VLANICABTRTONry b Ob—FT v K X7y bE
7237V P R Xy b)) BVLAN -y 7 EREEINET, XFy MI, AA v F F—1r&2HL
T, FhF. V=T 4 T ENTNT Y FOBFE, V=T v RAR— &/ LT, VLANIZAS Z
LN TEET, MOV, [VLAN v~ v 7] (P35-5) #ZBL T 7Z&,

MUCAAyF ETANR—F ACL, +—% ACL, VLAN v v 7Z I T& £3, =7ZL, A—1
ACL 1Z/—% ACL $£721Z VLAN v~ v 7 L RSN ET,

AR =K ACL & VLAN < v 735 & bEA S T o581, A— K ACL 2@ S
RN Ty "PEETDE, 2Oy MIFR—F ACLICE > TT7 A Y 7 SET,
ZOMODTy MiE, VLAN =y FiCk > To7 g2 ) w7 SiET,

ALy FRBA X —T 2 A (SV]) ICASINV—% ACL BEIOASNKR—F ACL BREES A TN
HEAHIT, A—F ACL 2EA SN TWAER— My "BRERETHE, 207y MMIAR— b
ACLIZE T4 NZ VT ENET, MOR—NTCZEFELEEEFEOL—T 4 7 IP X7 v M
IE, V=% ACLOZ7 4 Vv EPEHINET, thoXry MIT7 &) v 7FEnEdi,

SVIiZHArv—% ACL BEXOAFAR—F ACL BRESNTWAHAIC, A—F ACL A &
TWABR—= MRy bREETHE, 207y MIFR—FACLICKk T 402 ) T &N
4, BETHEL—=T 47 IP X7y bMiE, V=% ACL D7 4 VA NEASHET, oS
Ty MITZAaNE Y T ENERE AL

SVIZ VLAN v v 7', AJjv—% ACL, BEXOANAR— b ACL BEREINTWDHHAIL, F—
FACL VA SN TWEIR— My bRFETLE. 2oy MEA— K ACL i
oty rranEd, MOR—FTZELEEBEEONV—T 4 7 1P 2V v NI,
VLAN = v 7B LU0V —4% ACL D7 4 VEREH S ET, oy Mk, VLAN = 70
T4 NBEIREHEET,

SVIZ VLAN <~ v 7, Hliv—% ACL, BEOANKR—F ACL BB EESNTWHDIHEEIC, F—
FACL A SN TN R— My "BRFERFETDE, 2037y MEIAR—h ACL 72
KXoToan2) v r7anEgd, BRIETE2LV—T 47 IP /N7y MZiE. VLAN = v 7B L O
N—% ACL D7 4 VEREASNET, o7 > MZid, VLAN ¥~ > 7O 7 (L Z 720 03
ENnET,

A B —7 x4 ATIEEE802.1Q h>» RV V7 HBRELTCWDEA, brxL A—bTREF LR
IEEE 802.1Q 1 7 /ML IP /3% v bE, MACACLIZE>T7 4 &) 7 ENETH, IPACL T
7 4B rERERA, THIE. AA v F M IEEE 802.1Q ~v & —RNERD F 1 b 3 L ARk L
RN TT, —% ACL, A— bk ACL, BL W VLAN w v 72, ZOHIBRAEA S E7, IEEE
802.1Q F> R U V7 OFMIZOWTIE, % 17 % [IEEE 802.1Q h> X U v 7BIVLA ¥ 2 7 |
) RV T ORE] #SRLTIE S0,
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R— Kk ACL

R—HKACL X, AL v FDLA Y2 A4 F—T A AZHEHENSD ACL TF, &A—  ACL 3V HK—
NENDHDIIWEA ¥ — 7 = A A7) T, EtherChannel f & ¥ —7 = A ATIXYFR—br3hd, &
BHEROA L E =T oA AL FICHEHAEINET, ROTZ7ER YA MR R—FINTHET,

o EEET RVAZMHTHIP 77ER URX |
o ERERTBLIUSEDOT FLALEETTa hal X4 FIERBEHTEDIERIP 7 7R U A b

o EELBIUEDOMACT FLRALEETT 1w han 24 FEREZHENTE 5 MACHRIRT 7 &
A U AR

AL T, AVF—T oA RAIHREINT X TOEGEHRICEETIT b7z ACL 50~ X7y
FNACLADOTY b EEDEIIC—EHTDENCESN Ty hOEREEFATELIIELSLET,

TSI, ACLR Ry NU—Z 7213y NU—T DS ~DOT 78 22 L £+, K 35-1 T

i, TRXTCOF—"BELC VLAN IZHDH EEIZR—FMACLZHEA LT, Xy hT—7~DT 7 & A

EHET5HE R LET, LAY 2 ATHEA éhé ACLIZ, 7L — R H—RNA LD ANFEHRY b
D=0 ~DT 7B AEHFAILETH, Z7L—RFH$—R_"BIZLDRFRY NI ~OT 78R FHES L
F9, A—hACL iZ, HFEFEOLAY2 A H—T oA AFICHEATE T,

35-1 ACL &%y FT—IAD RS T 1 v o ORI
AR wH o
VLAN10 | JL—% L—% | VLAN20
¥v7 1 ACL ACL )
= | A - .=
| - g
JL—F $—/NA JL—KH—/\B
(VLAN 10) (VLAN 20)
) § =T 4 2tk
JL—KH¥—nC E /
vean 10)
VLAN 10 VLAN20 %

AR—FMACLZFT7 7 A—FC@#EHAT2L. ACLIZZED T 7 R—F EDT_TO VLAN ThZ
T4 T 4NEY) T LET, A— b ACL 2% 7™ VLAN R"— MZi@EfA4 5% &, ACL I35 —4#
VLAN ¢ 5B VLANDOW ST 74 v 727 40 Z2 ) 7 LET,

A—=KMACL TIX, IP7 7R VA MEHEHLTIP b T 7400 %740 H2 )7 T&, MACT K
VAZMBEHLTCIHIP VI 74 v 72T 4 NE) 7 TEFET, RLLAY2A X —T 2 A LETIP
cT7 74w 7 TP NTT7 4 v I DT 4 NVE) T TEHITE, T H—T A AP TV
T2 VAR EMACTZ R VXA NOBAFZEALET,
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VLAN v v 7

AcLogz W

LAY 2A LV E—T oA AZHEHTEA2DIZ.IPT7EA VARLDEMACTZ7E®A UAK1 D7
JTY, 3 TIKIPT7 78R VURFEFIIMACT 78 A VR IRRESNLTWDDLLA Y2 A4 X —
T A AZHLWIP 77 A VA RERIIMACT 72 YA M2@EHT5E. REFHD ACL 3%
LWACL IZE & iz HivE T,

VLAN ~DL A ¥ 3 A F—T A ATH5DHSVIL, LA VYIS L FX—T oA X, BIRLAT3
EtherChannel f > % —7 = A A2, V—% ACL Z#HCT&EFEd, »—% ACLIZA F—T A AD
ReEDHM GEREIIEE) L TEAShE T, 1 20 F—T A ZADHFMIT LT, V—F
ACL % 1 DA CcE £7,

1 5D ACL ZH D8 EA » F—7 = A ADOHEHOKBEIHEAN TS £, £72, 1 SOEKREICHEED
ACL #1452 &b TEET, 1 20— ACL 2B OEETHEMNT 5456, £DLr—% ACL
IEEE, BEEShET,

AL FIFE. IPVA N5 7 4 v 7 DORDT IV A VR NEHR—KLTWET,
o EHEIP 7/ ER URRNTIH, BMAEBEIZEELT FLAZEALET,

o PERIP 77 2R UANMI, BEXT FLA 5T FLA, BLUA Ty aryoFabal 44
TEHRE N LB ATV E T,

A— bk ACL OBE LAk, AA v FIFIA v Z—T = A ATHRESH TV AEREICEEMS T 5N TV D
ACL A& S ET, 72720, v—% ACLIZRFMTHAR— SR TWET, Ty EBRAA v FO
A B =T oA AZERTDE FDOA L F—T 2 ATHEENTWVDETRTOEBEEICHIET D
ACL NHEEINET, Ty FRA—T 4 V7 ENTHHR T AR Ry FZEIESIND ETOMIZ,
HA v 2 —7 o ZNZERE SN RERIEIZHIET 2T XToO ACL BBREENET,

ACLIZACLHDOx= > MY LTy hO—ERERITS T T, N7y NEREZTFAIT 20, HRT 200 %
wOES, ACLEZMMT 2L, Xy PV =7 2KETIRy NI =0T 27 278A 2 b
BT RAET, 35-1 TiE, v—=Z~DANITHEA S THD ACLIZEY, AA b AT AFHE
Xy NT=7~OT 7 EANFASNETHR, AA b BIEGESNET,

VLAN ACL £721Z VLAN v~ v 72 HEH LT, 7 XTONTF 74 v 7% T 7 A a3 ba— )L TEXE
T, VLAN L OB TILA—FT 4 78NS, FTRIEAA v TFEFIFAA vF ZZ v 7D VLAN N TS
Vo7 E&3NsT_XCO/ry M2, VLAN~ >y 72 L ET,

VLAN ~ v 73X 2 0740 Xy b 74020 7L TLEEW, VLAN ~ v 7 CTHIA (G5
BERIIRE) TEHZBSHEEA,

VLAN v~ v 7HHEL T, IPv4 F T 74 v 7 DL A ¥ 3T RLAZBAETEET,

FTRTOIHIP 7r haiiE, MAC VLAN v v 7% LT, MAC 7 R L 235 L O Ethertype 12 & -
Tr77kEAaryvite—nashEd (P M7 74 v 72X, MACVLAN v~ v 12k A7 7R b
02— /BN TEFEA), VLAN v v ST AL v FE@BRT 537y MIET#EATEES, N7 EEk
XZDAL » FITERENTZHNDOAL v F EOFA O MT 7 4w Z712iE, VLAN ~» 7 &2 &
HHZENTXERA,
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VLAN ~ v 7% fiT 5 &, ~ v FITHREESNET 7V a ZESW TRy v FORENHT £ 721
ERENET, K 35210, VLAN v 72EA LT BEDNT 7 4 w7 XA 7% VLAN 10 D& A
FMAMNGEETERNILIICRETDIHEZRLET, & VLAN IZiE, VLAN <> 7% | D72 #EH T

ET,

B 352 VLAN ® v (243 k57 4 9 OFI
A A
=1 gvﬁl
|| >* ||
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TS5 AMESNTIZ S Ta 9D ETSTAVMESNTULWEGWERS
T4 v DN

(E)

IP XYy MI,. XYy NV — 72 BBRTAEZICT T TAMEENRAZENHY £, ZOHEE.
TCP £721Z UDP R— FEZRICMP # A 7B L Ra— FREDO LA ¥ 4 BRI 7y FORIOHE
DWSDHTTTAL NEFICEENET, D757 A MTiE, ZOHERITIHY FHA,

ACEIZIE, VA VAW ET =7 LW, TXTONRNTy N 7737 A0 MIEHAIND HON
HYET, LAV A4IERZFARND ACEIX. 777 A MEENTZIP X7 v FbDIFEAEDT T T A
MR 22 FIETITEA TEEH A, 7927 A0 MILA Y 4 BERBAEENTE ST, ACE 2 —#
DAY 4ERET =y 7 T256, —BUL—MIROLSITEEINET,

o TITALUIHNDOLA Y I3IER (TCPLUDP 7 u ha)l A4 Tu25t) #F v 7425
" ACE i3, Fh TRl A Y4 EROBEEIC»PDLT, 777 A Me—HTDHLERRE
nEd,

o LAYAIEREF = v 7T HHESACEIL, 777 A MILA Y ATERDEENTHRWERD
TITA L NE—HLERA,

WDa<wy RS, 79272 MEEn=3 20y N EhsT7T 782 UA K102 %
BN H > TR L £,

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

BHID 250D ACEIZITSELET KL ADKIZ eg F—U— KBH D T2, ZHUIBEM® TCP 5858 HK—
~ 53 Z L1 Simple Mail Transfer Protocol (SMTP; & 7V A —)LigE 7w haL) BIW
Telnet & —HT 2N EINETFzv 7 THZLEERLET,

o X7y M AIXEAAD 10222 OF—F 65000 754 A K 10.1.1.1 ® SMTP R— MMZklE S5
TCP N7 T, ZONRTy ERT7 T 7 Ay MEInT2HmE, LA ¥ 4 1HFRD T THi-> T
LI, RNy N THIFE LR L L ICRINOT T 7 A s3I ACE (permit) &
—HLET, BYDOTIFT AV MBREYDO ACE & —FHLET, 2T, TNHLDT T T AL BT
SMTP A— MEBAEEN TN TH, &HIO ACE Bl Shic & v A ¥ 3R 2
Fxv 73505 TT, ZOBOERIT. X7y FRATCP THDHZ L L, 5k 10.1.1.1 THD
LT,

e Ny hBIE, AR 10222 OF—F 65001 25K A b 10.1.1.2 @ Telnet R— MMIEE SN E
To TONRT Yy MRTFZ T A MESTEgGE, LAY 3EHE LAY 4IERDT I THIi > T b
T, BDOTZ T AR 220D ACE (deny) & —HLFT, BODOTT 7 AL ME, LA
Y4 HERBEEN TRV D, 220D ACE L —HLEHA, BODT T T AL MNI3 DD
ACE (permit) & —&L %7,

WO T7Z 7 A MREGINTD, RA N 10112 135722y MEFEBETE T, 0Ok
Re Ty P BIRIERENET, L, RO SNIZT T 7 A FRR Yy MU —27 OFFK
AL, AA D 10112 8337 v FE2FHIRL LD L5 LSICHRXFOY Y =AM S
£,

o I AVMEENT Y R ClEL BA R 10.2.22 OFE— b 65001 225K Ak 10.1.1.3 DR —
b ftp IZEfFENET, ZORT Y MR T T T AL MEENTERE, BREIO T T T A bd 420
® ACE (deny) &—EHLET, ACEZLA Y 4ERET = 78T, §XTOTITTA DL
A ¥ 3HERICTEILNATA S 10.1.1.3 TH D Z LR SN, B permit ACE [XRAD A A M
FrzyZ LTWEED, D7 T 7 A v T _RT425HD ACE & —FH L £,
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AA v F AF v 7D ACLYHR—hFF, AFZ > RF7ny 24 vFLERLTT, ACL OFRERITZ. R
By IHNDOTRTCDAL v FIZEREINET, AF VI AL —2EURAX v ITHADTRTDOAL v

FTIE, BEENLE I, "~ R =708 7al I L53NET (A vF A¥ v 7 OFEMMT OV T,
FBIE ALy T AZ v ITORE] 2B LTLEIWN),

ALy wAH—IZED, ZhbD ACLENFEITESNET,

o ACL HRIEFHRPLE I N, HFHRNT X TORL v 7 A NZEEINET,

o ACLEHIZ, AZ v ZIZIMALTWATRXRTHORAL v FICEEENET,

o (FlxiX. T =R =T U Y—=AR2W0RE) MENOEBAT, Y7 hy=TIZkoTo
Ty RREEISNDIVERD HE,. ACL 237y MIZEHRICOR, ~AX— AL vFIT Lo
TNy RAREREINET,

o FON—FRu=TIEI, TS5 ACLER T n /I 083N FET,

AHB g AUNIZEY, kD ACL BERENEITENE T,

o AH YT AUNRTIE, ~AZ— A v F S ACLTE#RZZEL, "—Fu=T7 0N urs I 68N
£,

o RAH T AUNF, AX N, AL v F L LTEMEL, BEfF~ A X —IZRENREAE LIZHEITA
By AL —DOEFNESIERSERPIEZON, FILWAZ v v 2AX—L L TERENET,

A 7 AR —TBEENEEL, FILWAX v 7 v~ 2AZ—=PNERINFZHE, i@ Rsh T~
AB =LY, R T v FPENEZETary 74 Fab—ya URNEERSNET B 7% (24>
F ALy DFE] #BH), FITar74FX¥a2lb—2ar0—HThHD ACLFKEDL., ZOTFIETH
T ENFET, FLWRZ vV v AZ =LY, ZAZ v 7ICHBTRTOAAL v FIZ ACL [EHRMBEAE
ENnET,

IPv4 ACL DERE

AFvFT A1
AFyvFT 2

ZDAA v FCTIPVAACL %% ET 2 FIEIX, fthd Cisco AA v FN—H TIP v4ACL 2R ET 2 F
IHERI LT, 22Tk, TOREFIHZ@HRICHA L EF, ACL OBGEIZET 2 FEMIZ 2V T,
[Cisco 10S IP Configuration Guide, Release 12.2] @ TIP Addressing and Services] OFEIZH 5
[Configuring IP Services| DHAZZML T &V, a<r» ROFEMIZOWTIX, [Cisco I0S IP
Command Reference, Volume I of 3: Addressing and Services, Release 12.2] #Z L T 7Z& W,

ZDAA »FIL, Cisco IOS —4% D ACL IZBH# T 2R OMEEEZ R — L TWERA,
e JEIP 71 =L ACL (% 35-1 (P35-9) %) £-i3x7V v S r—7 ACL

s IPT7 AT AT

o BHEBIUOREL— MR (QoS ACLIZX D L— MilRZ K<)

e Wi ACL 721344+ v ACL

e H—HKACLBLWVLAN = v FIZBT% ACL o ¥ 2

ZDAA v FTIPACL 2T 2FIHITKRD LB TH,

T BA VR NOEFESZELITLAET 7 B AGMHEEREL T, ACL Z{ER L £,

FDOACLEA VF—T A AETmAERBICEA LEJ, %S L OYEE IP ACL % VLAN <> 7
WCEHT A& TEET,
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ZIZTHE, ROBEIZHOWTHBALET,

o [E% IPv4 ACL 8 X O3 IPv4 ACL O1ERk) (P.35-9)

o [HERERE~D IPv4 ACL O] (P.35-20)

o (4 H—T A A~DIPv4 ACL ®HEH | (P.35-21)

e IN—=Ry=xT7BIOY 7 U=TI2L5% IP ACL OLH] (P.35-23)
e TACLOFF 7Ny a—F 127 (P35-23)

o [1Pv4 ACL ®%ERl) (P.35-24)

12# IPv4 ACL & & Uii3R IPv4 ACL DYERL

ZZ T IPACLIZOWTHBI LE T, ACL 1. FFAf &k L HEGREDIEF T bzEE Y T,

AL v FE, TI7EA VA MORMEZ 1 OFTOMR, Ny haT A M LET, RIS -BLE

2L >T, AL v F BTy bR ANDLDERT 20 BRESNET. A1 v FIE BT 2 HKH)
DERUENROMPSTERER Ty FOT A Mk 5720, RUEOIAFPEELRE®REZRHES, —
BT DR 0DV HE. A v FEIATry FEESLET,

ZOY7 by =TE IPVAIZONWTRD ACL (727EA URR) HR—FLET,
o FREEIP 772 URXDMTIE, REBIEICHEFELT FLAZHHALET,

o JERIP 7 7R URAMTIE, BMEBIMEIZEETT FLRALEET FLRAZEML, fEETT R b
) A TIEREEH L THBEOEOMMrS2mH 5 28 bTEET,

TITE, T7BA VA RNEZOERFTECONTHALET,

e [77®A URAINES] (P35-9)

e TACL =¥ 2| (P.35-10)

o [HSHIEERE ACL DR (P.35-11)

o [FHSfH&IE5E ACL OfER (P.35-12)

e TACL W® ACE Of~<#% ] (P.35-16)

o (4RI X HEHE ACL B8 X ORIl & L3R ACL O fERL) (P.35-16)
o [ACL CoORE#PFADMEH ] (P.35-18)

e TACL ~»= A foffAl (P.35-20)

TR JRA+ES

ACL ##B T 27 DIZEHT2FZIEL, ERTDHT7 278X VA MNDODXA THERLET, £ 35-112,
TIHEAVAREGEERMETET /A VAN XA THZESF, ZOAL v FTHR—FEINTWVDEDN
EOM&ERLET, ZOAAL v FIT, IPVUEET 72X VA NBIOMEET 77X VAR (1~ 199
BELO1300 ~2699) #HHR—bFLET,

& 35-1 TR UR MEE

FHOERA YR EBS |44 7 YR— xR
1~99 IP fE#ET 7+ A U A b Yes

100 ~ 199 IPIEIRT 7R U R B Yes

200 ~ 299 I har XA Fa—RKR778RA YR K No

| oL-27310-01-J

Cisco Catalyst Blade Switch 3130/3032 for Dell Y2 k7 3> 24¥alL—vav i1 F



¥35F ACLICEDRY FT—Y £FaVT1OHRE |

W 1Pv4 ACL DEEE

ACLBXx>/

% 35-1 FoER YR MES #HE)

FOER YR MES (447 YR— bR
300 ~ 399 DECnet 7 7 & A U Z k No
400 ~ 499 XNS fEHY 7 & 2 ) 2 b No
500 ~ 599 XNS #EET 72 U A b No
600 ~ 699 AppleTalk 772 U A |k No
700 ~ 799 48y N MAC T LA 7Z&Z U R b No
800 ~ 899 IPX [EfET 7 &2 U Z k No
900 ~ 999 IPX JEET 722 U Z K No
1000 ~ 1099 IPXSAP 77 & & U Z b No
1100 ~ 1199 JEEE 48 By h MAC ¥~V — 7 FL 2 77+ |No

2 U Z K

1200 ~ 1299 IPX ¥~V —F7 KLATZ7EA Uk No
1300 ~ 1999 IP BT 7 A VAN (PRIRHLDH) Yes
2000 ~ 2699 IPEsET 72 U A b (JLIEFDH) Yes

AT SRR ACL B X OFE B & 855k ACL 12z, YAR— P SN 2F S 2 L TR S R
ACL B L UL AT & 4R3E ACL bAEK TE £, #E% IP ACL o4 [IE 1 ~ 99 T, #L3# IP ACL O4
ATIE 100 ~ 199 T, FEfHE U X FORDVICARITE ACL 242 2 Li2id, =~ U zfilk]
[CHIBRCE 2 E WO RIEDRH Y £,

BEHREIP 77 A VA ML THAELIHEST SNy MZBET 2 r T £ ‘y’z~“/“i)‘i\ AL F
DY T T 2TICEoTERRENET, 2FV, ACL & T 537y bRHo=8HA1E, TS
Ty MTET 2 JEMA =R a sy —LTEESNET, a3V =L %réhé%/t v
DL~YLE, Syslog A v E—UEflIT2r¥ 7 ary—b av s FTHIEIZNET,

N—TFT 4 TEF =Ry =TT, aX Y7 MU =2T7 THEITSINET, LB oT, log ¥—V—

K& ETFF R (permit) FI2ITHEAR (deny) ACE & —%T 537y bRSEGFETHEAR. V7 b

Tz TIEI N R =7 OMBEEIGENDSL 2 ENRTER2WNWad, —5ory MiefX o ranizn
AENHY ET,

ACL ZEB) LRI DT v MZHOWTIE, B XAy b—URTCICRRSINETN TRLUBED R
Ty MZOWTIE, 5 o HOIERHARIE L THORTELIIR X TENET, S Ay E—VIC
7782 VA RES, N7y FOFAEIESICET R, Ny FORELTIP T FLAL B
LOERTD 5 3EICFF AT E2ITER SNTEE LN D DONRT y MW RENET,
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BSHIRE ACL D1ERL

F AT EIEME ACL Z2AER T 21213, %5 EXEC £ — R TIROFIEZETL E7,

avyFk B
27971  configure terminal Fa—r ) ary 7 4 F¥al—vay B— REEBLET,
AT972  access-list access-list-number {deny | permit} |3%£(ZT7 FL R &L T AL R — R&#H L CELE [Pvd 7 27 & %
source [source-wildcard] [log] VA NEEZRLET,
access-list-number \Z1%, 1 ~ 99 F721% 1300 ~ 1999 @ 10 ##K
EHRELET,
SN LIEEAIT 78 22 ERT 5854513 deny, #FA[9

53541 permit %?H;E LET,
source \ZiX, /N7y FOEEILE R DRy MU =T FIIFIHA B
DT RLRAZRDOIEARTHELET,

e Ky MIE 10 #EERICL S 32 £y FEODIHE,

e source B L source-wildcard @ 0.0.0.0 255.255.255.255 @

B EEWT 5% —Y— K any, source-wildcard % AJ19
HRLEEHD FHA,

e source B L U source-wildcard DfE source 0.0.0.0 DE I %
EHT %% —7— K host,
(EE) source-wildcard 1%, VANV KA —F By hE2HXETLT R
ZIZHEHALET,

ER) log ¥ 8ETH &, = MY &E—ETH 0y MTBT 5
O ZEmA = Na s = ICEEENE T,

A7973  end HebE EXEC E— RIZREY £,
A7974  show access-lists [number | name) TI7EA VA MDOREERSFLET,
A7975 copy running-config startup-config ULE) 2v 74 Fal—ay Z7ANMICHRESHRTELET,

ACL 224 5 121%. no access-list access-list-number 71— )L 27 4 ¥ 2L — gy a<
VREHEALET, FEMHETI/ER YR IMLMLZ D ACE ITHIFRTE /A,

GE)  ACL #1Ek9 5 & Zi2ix. ACL ORREIZT 7 /L k THFERAYZ: deny 27— kA > h2SiBATE .
ACL DDV ICBET D E T BT IEEERRONS Do T _RTCO/ry MZERAED Z 2 i
FELTLKESN, FEH¥T 782 VA MTIE, BEMTFONZIPARXRN T FLA ACL OEENL~
A7 EBEBWTHE, 0.0.0.0 8vRT7 ERALASNET,

W, IP AR A b 171.69.198.102 ~D7 7 £ AZEG L, DOTXTDHRAX b~DT 7w X ZFFAI L,
FERERTT DIEME ACL OFEI 27" LET,

Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any
Switch(config)# end
Switch# show access-lists
Standard IP access list 2

10 deny 171.69.198.102

20 permit any

Cisco Catalyst Blade Switch 3130/3032 forDell V7 k7 av 24 F¥al—av H4 F
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AA »F1X, host —BEMUNHDH MY & don't care < A7 0.0.0.0 2 EH—EFKENRHDLZ R
DY R NOFHEIZBEI L, 0 LSO don't care ~ A7 &tex > MU L0 LENIAET S L Do, 1EH
TI7EA VA MOIEFEZEZHRLET, 0D, show 2w FOWHHRLar 7 Fal—va v
T77ANVTiE, ACEXRLT LHEANSINZEBYDIAEFCRESINETA,

1ERK U 7= B HIERE IPv4 ACL (%, SmeREIRR (DK R#R~0 IPv4d ACL O | (P.35-20) &),
A B =Tz AR (L H—T A A~D IPv4 ACL DM (P35-21) #&M). £721% VLAN
(TVLAN = v 7o#%&E] (P.35-31) #&M) I[C@EH T £,

BS(TEH& ACL DR

1 ACL TIIBEICHEILT FUV AT 2 LE 425, 0k ACL Tid, BEBRFEICEELT FL
AEHIET LR TE, AFETT r ha) A4 7EREMEH L THEOZDMMEE2mb 5 2

ENTEET, BEMNEHERT 78X UA D ACE 21FRT 5 & &i2id, R L72 ACE Y X hd
REICEMEND ZEICEELTSEZSY, FofE U XTI, ACEDIEFEZLE LY, URA b

WNOFFEDHBFTIZ R LT ACE ZBIMEITHIBR LY T EH A,

—HoTa Fanilit, HFEONRTA—ZRF—U— b S ET,

WOIP 7a FarBnPR—rENET (e Fal F—U—RE Ay aNIZKFTRLTH Y £9),
Authentication Header Protocol (ahp). Enhanced Interior Gateway Routing Protocol (eigrp).
Encapsulation Security Payload (esp). Generic Routing Encapsulation (gre). ICMP (icmp). IGMP
(igmp). 1=& o Interior Protocol (ip). IPinIP ~> VU 7 (ipinip). KA9Q NOS Ak IP over IP

k> VU 7 (nos), Open Shortest Path First —7 1 > 2 (ospf). Payload Compression Protocol
(pep) . Protocol-Independent Multicast (pim) . =l 7' 2 k2 (tep). E72i1% UDP (udp)

~

GE) ICMP za—g8&E 742 ) v 7 T&FEHA, O ICMP o2— REZIEZ A 71X, T
TUNEY T TEET,

#H70 haANOFX—T = FOFEICONTIE, ROavr P V77 LU REZM LTSN,
» [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.2 ]
* [Cisco 10S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.2.]

* [Cisco 10S IP Command Reference, Volume 3 of 3: Multicast, Release 12.2 ]

GF) ZOAAMyFE AAFTIvIERFVIVIST T/ EA VA MR- LT0ERA, Eiz,
2 AT AT H—E R (ToS) @ minimize-monetary-cost £ MIFESI 74 Z Y T HHR—KL
TWEHA,

PR—PSNTNWL AT A=ZDHT TV E, TCP, UDP, ICMP, IGMP, ZOffio> IP T,
ik ACL Z BT 2121%, 54 EXEC £— FTROFIHE FEITL £,
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avwyFk B
27971  configure terminal JHa—)L AT 4 Xl —ay T REREBLES,
AT97F 2 access-list access-list-number WIEIPVA 7 7 A VA MBLIOT 7 B A2 ER LET,

jg::‘ci ‘S‘;ZZ’:&; ;f;;’;oz access-list-number \Z1%, 100 ~ 199 % 7=1% 2000 ~ 2699 ? 10 ¥4 §E L

destination destination-wildcard =7

[precedence precedence] [tos tos] | —BLT=HEIC AT v FE2EGT 25613 deny, FFr T 25813

[fragments] [log] [log-input] permit Zf5E L E7,

[time-range time-range-namel | protocol it IP 70 F AL OLNELEEFEAN LET, HHTE B

[dsep dscp] /X, ahp eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf.

GE)  dscp & AJ Li=#4.  |pep. pim. tep, udp, BEOIP 7w b2 L& S &2 RS 0 ~ 255 ORETT,
tos & 7-1% precedence (% | ERMFL LTA ¥ —Fy k Fr h=ar (ICMP, TCP, UDP 72 &) i
ANTEEBA, dsep & |ETDHITE, F—U—Fip 2HALET.

ABDLBNEEIE tos & [6F)  “oOFECIE. FEASDIP 7o haro4 7y a v REEhTnE

precedence fEO [ S5 % A 4. TCP. UDP. ICMP. 3 LU IGMP OBHD <5 A —Z 25T
NTEET, Z. 2F v 7 2b~2e ZBMLTLL &,

source \Z1x, NI A—HFDEEFETLTHDL R Y NI =T FITEA NOEZE S EE
ELET,

source-wildcard 1%, VANV KO—F By FEXELT FLAIZEHLET,
destination \Zi%, T A—ZDHTHDHF Y NI —7 I EA FNOEFESE
BELET,
destination-wildcard %, VANV K H—F By "&55E7 FLRIZEHLET,
source, source-wildcard. destination. 35 & (8 destination-wildcard DfE X,
RO THRELE7,

e RNy Mbx 10EELFITLD 32 By FEDOfHE,

e 0.0.0.0255.255.255.255 ({EEDAKA ) #FTHF—7— K any,

e H—®DFKEARF0.0.0.0%FTF—7U— K host,
FOMDOF—U—RIA T aryThHY, WOBEREZFELET,

» precedence: X7y NE 0~ 7 OFFZELITARTHRET HEHRE L —

SELHEBICANILET, FRETE HMEIX. routine (0). priority (1),

immediate (2). flash (3). flash-override (4). critical (5). internet
(6). network (7) T,

o fragments : 2 DOLUEDT T I AL N aTF =y 7T HBEICATLET,

o tos: Ny hE O~ 15 OFFELIFARMTEET 2 —ERX ¥4 7 L
NE—HISELIHBBICANLET, FEETE 2MEIE. normal (0),
max-reliability (2). max-throughput (4). min-delay (8) T,

e log: = bV E—FT 5y MHT e 7 @MA vy E— Y %ER L,
Y —)VICEFE LET, log-input Zf5ET 5L, v/ = hUICAS
A B =T A ANBIMSNET,

o time-range : Z D% — U — FOFEMIZHOWTIL, TACL TORrHHiPH O
M1 (P35-18) ZZML TS,

e dscp: X7 hE 0~ 63 DEFTIHEET 2 DSCP fli: —HXE2LEI
ANLET, £, HETEZEOY A MEFRT HI2iE, BT (2)
EHEALET,

Cisco Catalyst Blade Switch 3130/3032 forDell V7 k7 av 24 F¥al—av H4 F
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Epel s

F20X

AT v
7 2b

AT v
7 2¢

Il Cisco Catalyst Blade Switch 3130/3032 for Dell Y2 b7 3274 ¥al—av A4 F

avwyFk

B&

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

TIHEA VAN 27 4X=2b— 3y F— KT, source 3L W source
wildcard O1E 0.0.0.0 255.255.255.255 OE W & destination 35 LY
destination wildcard ™1E 0.0.0.0 255.255.255.255 OAME & H L T, ILE
P72 UAMNEERLET,

FEILLWHEDOT FLABIOTA NV FAI— FORDYIZ any ¥ — 7 — R&ff
HTEET,

access-list access-list-number
{deny | permit} protocol

host source host destination
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

source 3 X O source wildcard DfE source 0.0.0.0 DEWEIE & destination 3 X
" destination wildcard O destination 0.0.0.0 DA 2 H LT, §L9E IP
TR VR NEEHRLET,

PEITE LSO T ANV — RERIE~ 227 OV IC host F— 7 — K&l
ATEET,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp] [flag]

(EE) ETCP 77 A VA MNBIOT /AL 2 EHELET,
TCP OA1T tep ZANLET,

WROBINERE, AT v 7 2a OB H DT A= LRILRT A —H %Al
MLET,

UEE) operator BE W port ® AJ1T 5 &, XMEILAR— b (source
source-wildcard DHI\Z AN LicHra) 721358 K— ~ (destination
destination-wildcard D#%IZ AT LTc6) NS vE 3, AR REE
FiE, eq (FELW), gt (KOREW), It (KV/hEW), neq (FELL W),
range (A &#H) 72 & TT, HEFICIR—FES2EETILENDHD £
7 (range DHFEITL 2 DOR— "EBEEARXR—ATRY) > THET D LELH
DEF),

port 1Z1%, 10 % (0 ~ 65535) OKR— FEEEILTCP A— " EAJIL
3. TCP A— b &R HI121E, 2 2T 52, [Cisco 10S IP
Configuration Guide, Release 12.2] @ TIP Addressing and Services| DEIZH
% TConfiguring IP Services] DHAZHL TS Z&W, TCP 27 4 VZ U v~
795 LI, TCP R— FOFZEILAFEZT2EHLET,

MDOFT v arDF—U—=FROERIIKDO LB T,

 established : fEZ SNz L METL2HAICANILET, ZOF—U—
FiZ, ack £721drst 75 7 CTORE LR UMEEZ - LET,

o flag : fEEESNIZTCP ~v ¥ — vy hEEBIILTHRELEST, ANT
X577 70%, ack (FERRIGE), fin (8 T). psh (F> =), rst (U
v M), syn (R, FiZarg (BE) <TF,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

(EE) JLEEUDP 77 A UA RBLOT 7 v AL R ERLET.
2= F—=E T TN Ta haLOREIE, udp E AN LET,

UDP /XF A —# X TCP OfiicdH 5 /37 A—& LA L TT, =7 L,
[operator [port]] A— F&EFETIZFR— h4iL, UDP FA— b OF G E 21340
TRITNIEZ Y /A, 72, UDP Tid, flag 35 X O established /X7 A — %
IXEEL)TT,
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avwy kR B
A5 v access-list access-list-number (EE) EEICMP 727t RA VA MBIOT 7B RAE&B2ERZLET,
724 A{deny|permit} iemp source |, o i x o b— v Fu ka0 BAR. fomp A AS LET,
source-wildcard destination
destination-wildcard [icmp-type | |ICMP /XZ7 A —=Z([ZAT v 7 2a D IP 71 f aLO@ICh /37 A—2 L1F

[[icmp-type icmp-code] | LAERUTTN, ICMP A vE—Y A4 7BLV0a— K T 2 —% 3800
[icmp-message]] [precedence SINTVWET, A7 aroXF—U—RFOERIIROLBY TT,
precedence] [tos fos] [fragments] | , ;.. e ICMP A vt —3 XA FTTAAE Y L IFBEAICASL
[log] [log-input] [time-range T, HETE DMOMMIT, 0~ 255 T

time-range-name] [dscp dscp] ‘
e icmp-code : ICMP /X% > % ICMP A vt —Y a— K XA 7 T7 4 L%

V73258 CANLET, HETE 2EOHMIL, 0~ 255 TY,

e icmp-message:ICMP /X7 % ICMP A v&— ¥ A 74 F 7213 ICMP
A=V FATLa—=RETTANEZY) A TTDHHEICATLET,
ICMP X vt —V DX A TAHBLORa— R4 EFRRT 56T, M/
(?) A3 %2>, [Cisco I0S IP Configuration Guide, Release 12.2)] @
Configuring IP Services| DHEZZIL T 723V,

AT v access-list access-list-number (7)) LB IGMP 72782 UR FBLXO T 7 B AL E2ERLET,

7 2e  {deny|permit) igmpsource | ., 5\ o mmoro | SoSE0. igmp AN LET
source-wildcard destination
destination-wildcard [igmp-type] |IGMP /"T X —Z|ZZX7 v 7 2a D IP 71 b 2L OFHAIZH 537 A —F LiZ
[precedence precedence] [tos tos] | £ A LR L TT N, WITRT AT v a DRI A=2RBIMSHTHET,

[fragments] [!og] [log-input] igmp-type : IGMP X v & — 24 7 LHET DT, 0~ 15 DEFTELIT
[time-range time-range-name] A v¥—4% (dvmrp, host-query, host-report, pim, %7-/% trace) % A
[dscp dscp] HLET,

27973 end M EXEC E— FIZED £1°,

A7974  show access-lists [number | name] |7 7% 2 U A OB EE R L £,

A7975 copy running-config (EE) av 74Xz —vay 77 A VIIERTEERTFELET,

startup-config

T 'A URAMEEKEEIFRT SIZiE. no access-list access-list-number 70—/ 3T 4 F 2 L —
varvavwry REFERALET, FEMHET 7R VAN LME4x D ACE IZHIBRCTE £8A,

WIZ, 2y T —7 171.69.198.0 DT XTDOFRA IMH Ry T —7 172.20.52.0 DFTXTHKRA h~
D Telnet 7 7 BAZER L, tMOTXTCOT IV ARAEFRTIHIEET 7R VA NEEHRL, £RT
L20lR"LET (eq ¥— T — REFET RLADRIZIEET 5 &, Telnet IZxt/in9 % TCP 584K — k
BENT oy ENET),
Switch(config)# access-1list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq
telnet
Switch(config)# access-1list 102 permit tcp any any
Switch(config)# end
Switch# show access-lists
Extended IP access list 102

10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eg telnet

20 permit tcp any any

ACL OIERRZIC URRNED AN R EICL-TC) BIMLEZ MU, VA MOKRBIGEBNENET,
HoMET /A VA NOEEDRFIZIZIT Z7EA VAN = M) ZBMEFITHBRTEEH A,
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~

GE)  ACL 2T 2L &2iE, 772 RA URAMDORRBICT 7 4/ h THEMZ2 deny A7 — F A2 bdig
mEiv. ACL OOV IZEIZET D E T—HTDRUDAONE RN T XTONRT y MZEH S
HZEITHEELTIEEN,

YRR L7- & Bl Pk ACL 1, SmRERE (DmRERE~D IPv4 ACL O ff] (P.35-20) #&M), 1 v
=Tz R (L FZ—=T A A~D IPv4d ACL O[] (P.35-21) #&M). £721% VLAN
(T'VLAN ~ v 7 0% &) (P.35-31) #&M) @i cs £,

ACL A ACE D RE Z

TI7EAIVAMNOTZ L M) DY —br v AFFIE, B LW ACL OFERIFFIZ B BIICAR S VE T, ip
access-list resequence 72—/ Nl 27 4 Fal—ary avwr REFEHALT, ACLOY—/F7 2R
BT rEmELZY, ACE DHEAIEFA#EE L7z T&ET, =& xid. ACLIZH LW ACE #BnY
D&, ZDO ACEIXY A MORRBICREINE T, ZOHE, =T v AEFSFEELTSHZ LT, ACE
% ACL NORIDOMEICHEECE £ 7,

APt E1RE ACL & X UAHIT E 43k ACL DYERL

IPv4 ACL #3352 FE L LT, BETEHZRIERFOA N 7 (41D ZHEATEET, 40l
X ACL 2T AL X L CREMNEXTIZ7EA VRANOELSLIVEDIPVAT 7EA VR %
WETEET, 77ER VA MOHBITFEL L TARIZEATIHEOE—NLa~vy FEUX, &
BERFEHTIEA LISV RRVET, FELIPT7 278X VX MEfHTIT_XToOavy Fi4
Biff& 7 72 A VR NCHATE DI TIEDY $HA,

(GE)  FEYE ACL E72i3EE ACL IZHRET 2401E, 778X U A MESOFR—FSHDHEHANDOE S
THZEHTEET, B IP ACL D4R 1 ~ 99 T, $£5E I[P ACL O4#iE 100 ~ 199 TY, &5
&V A FORDYICATHINE ACL 2+ 2 2 L1121k, =2 U ZEBICHIBRTE 5 & v 5 FLER
HYFET,

A& ACL %R ET 2 & 12T, ROEEFEB LOHIRFEICEEL TIEI VY,

o EEftE ACL THHATEX AT _NTChavy FALEIMTE ACL THHHATE 5T TIEIHY 48
o AVE—T A AZADNRTry N TANAEZBLOL—K 740 0Z D ACL TliX, 4HixfHA T
*9, £/, VLAN ~ v 7 CHARIZIRETE £,

o fFEUE ACL L4L3E ACL ICRI CARNIMER TE £ A,

o [RYE IPv4 ACL 5 L UYL IPv4 ACL OfEpk]) (P.35-9) THMILI-LEY | F5fT& ACL bif
HTxEd,

e VLAN v v 2%, % ACL 38 L OWLEE ACL (4 ifh & 72 13& 5HH)) AT E7,

e IPv4 ® QoS ACL %3 5454 . class-map {match-all | match-any} class-map-name 7 71—/
VAT 4 Xalb—vay avy Ne ANT 5562, RO match 2~ > F2fT& £,

— match access-group acl-name

S

(E)  ACL (Z. A4S 955 ACL ICT 2% ERHY £7,

— match input-interface interface-id-list

— match ip dscp dscp-list
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— match ip precedence ip-precedence-list
match access-group acl-index 2~ RIZIANNTEEHA,
ATz A LR YE ACL 2Bk 51213, ###E EXEC £— FCTROFIEZFTL £,

avy kR B#
A7971  configure terminal Ja—rL ar 7 4 X¥al—vay T— REEELET,
A7972 ip access-list standard name LT EFEH L CHELEIPvE 77 A VA NEERL, 772 R Y

Ahar7 4 ¥al—gry B—FE2BEBLET,
ZENZIE, 1 ~99 OFFEMFHTEET,

27973 deny {source [source-wildcard] | host source| |77 A YA K av7 4 Xal—v gy T—KRT, 7y s
any} [log] HET 500 Ry 7T 500 RET S 1 DL EOEGRSEME
ToIXEF IRt & 8 E L E T

Ele
permit {source [source-wildcard] | host source | * g%st)soource : source ¥ & U source wildcard DfE source
| any} [log] o
e any : source 3 £ U source wildcard ™1 0.0.0.0
255.255.255.255

27974 end ¥k EXEC E— FIZED £,

A7975 show access-lists [number | name) TI7EAVRNOHREEFRRLET,

A7976 copy running-config startup-config (1% 2o 74 FXal—Tay 77 A NVICERERRTELET,
A Al & EHE ACL % HIBR9 5121, no ip access-list standard name 72—/ 5L 27 4 Fa L —
varvavwry REFERLET,

ARl U TR ACL Z{ERT 5 I2i%. F5H EXEC E— R CROFIRZ EIT L ET,
avyFk B
27971  configure terminal Iru— ) ary T 4 X2 lb—ay B— FEBEBLES,
A7972 ip access-list extended name LHTAER LU CHEIPVA 7782 VA REERL, 77kER Y
Aharr74Xal—vary T—RERBLET,
LBNZIE, 100 ~ 199 OFFE2FHTE ET,
27973 {deny | permit} protocol {source TIEAVAN a7 4X¥al— gy B— T, FasMs
[source-wildcard] | host source | any} IR EEtE2EELET, log ¥—V— R&#H+T 5L, &K
{destination [destination-wildcard] | host EELTI7RA VA MOBRY AvE—VERSTEET,

destination | any} [precedence precedence] [tos
tos] [established] [log] [time-range
time-range-name)

7o halBIUMOF—TU — ROERICHOVTL., [Fafx
ILHE ACL OfERE) (P35-12) 2R LTS,

* host source : source 3 X O source wildcard DfHE source
0.0.0.0

e host destination : destination ¥ & O\ destination wildcard @
& destination 0.0.0.0

e any : source 35 & U source wildcard OfE ¥ 72 1% destination
& ¥ destination wildcard P ET# % 0.0.0.0
255.255.255.255

27974  end it EXEC E— FIZREY £,
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avwyFk B
A7975 show access-lists [number | name] TR URANOREEFRRLET,
A7976 copy running-config startup-config (EE) avr74Fal—vary 77 A NVICREEZRELET,

At ZAEAE ACL % HIBR T 2 121%. no ip access-list extended name 7’2 —/3)L 227 4 Fa L —
varvavwry REMFALET,

FEE ACL ¥ 72135E ACL 21EALT 2 & 2121k, ACL OFKRRBIZT 7 4V b THERNZ: deny A7 — b
A RRBIMES, ACL DDV IZEET LETETIRUENRRONE R FT RTDOT » |k
WWEHAINDZ EITEEL T EE N, E ACL TiE, BEff TN IPAARN 7 LA T 7 EX
UZ FDIRENPDYAZ BT 5L, 0.00.0 8227 ERRINET,

ACL OERZICBM L= R UL, VA ROKRBIZEMENET, ACL = b ZFED ACL IZ
BINICIEINTEEHA, 7L, nopermit XUV nodeny 727 A VA a7 4F¥alb—ra
v E—KRavwr REHERTDE. ARITE ACL b2 b ZHIBRCTE 9, RIZ, 4Rift&E T2
v 2 U A b border-list 7> ACE Z{HANCHIBRT A0 %257 L9,

Switch (config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

FHAFE ACL TiZ7Ze< ARy & ACL 2T 28 MDD 1 & LT ARMTE ACL TIH TZ2@R L T
HIBRCTE D2 MDY £,

YER L7 4 mift& ACLIZ, A1 v X —Tx2A A (A X —T A A~D IPv4 ACL OiEH | (P.35-21)
ZHBM) F721%Z VLAN ([VLAN <~ v 7o#E] (P35-31) #28) IcEHTcxE 1,

ACL ToEREgEREDFER

time-range /' 02— )L a2 7 4 Xal—Tar avwry FEEMTLZLICE-> T, BABLOREHIC
EOWTHLE ACL #@IRICEH T& £4, £7, KHEMEOAMZER L, £ ORHHPAN O R
BLOAMELIIBAEZRELET, KIZ, ACLZHMALTCT 7 EA JAMIHIREZRET D & X1
REfIgEIH A A LEd, R E AT S L. ACL OF AT — F AV MERFIESEAT— M AV
N OFENHIFE (FEEHFNCHEERA 2 L) 2EHRTXE T, time-range ¥ — 7 — KB L OB HIc>
Wi, THEEHE IPv4 ACL 368 KL OMEHE IPv4 ACL O fFik] (P.35-9) BELT T4HIA EERE ACL B LW
AT L9 ACL OFERL) (P35-16) 12&H D400 & B L OFE ST &L ACL OFERICET 2% %
ZHLTIEEN,

e 2 T DR O — 8 2RISR LET,

o T —arplFDYY—2 (IPT RLARALZAIZDOXRT | BILOKR— FNEBTHR) ~D
a—Y TV RAE LY FEICHAERIIET TEET,

e S Ayvb—VEHTEET, ACLZ N ZFAL CHEDHICELTOR N T T 47
EaX U TE LD, E— 7 BRICEREN A S5 Oor S E ST LR T, BT 7R %
ERTEET,

BRI _N—2 D7 7% 2 VA F2ERAT S L, CPUICARNELET, 2, 7782 U X FOHH

WEEMOEESL, N— R =T AEV I — RENTEHEEAORELE~—VTDHDLERS LD

T, TO7H, HHEOT 782 U A NPNEHMICER LT (AWICES LN ashens 857

WMEERLRWVWEIITHEETINENLD £7,

GE) WX, A v TFOVRAT A I7uy JICESETET, LEN-oT, GEHTES 70y y V—AN
VB CT9, Network Time Protocol (NTP; %y hU—2 XA AL 7nu bhajl) ZEHLTAL vF 7
0y 7RSS EEHELET, FMCOWTIE, 2T 2 HEOER] (P5-1) 2L T
<TE&EW,
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ACL ORI T A — 5 23R ET H121E, 5 EXEC £ — FCROFIEEZFITLE T,

avy kR

E[:3)

A7971  configure terminal

Jua—) a7 4 F¥al—ary B— REBLET,

27972 time-range time-range-name

VERR T 2 FREREHEE I IXE RO & 2481 (workhours 72 X)) %EH| 0D YT,
B 7 o X2 —2ar B— FEBBLET, LRHICAS—X
RLEMBAEZEDDLZ EITTEEEA, 2. XFENLHRDILENDH Y

£
A7973  absolute [start time date] KRR OB W OEERRRICR 20 &2 HEE L £ T,
[end zime date] o WEREIGGFEIZ 1L, absolute 27— b AL R % 1 of: GEATEET,
EJ/ B B D absolute A7 — h A b ERE LILGEIE, KEBICRE L
periodic day-of-the-week hh:mm to AT — AV NETREITEINET,

[day-of-the-week] hh:mm

ER S

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

BRICER DB ZRETE £,
REFEBRL TITEEN,

o H¥® periodic A7 — AV FEANTEET, L&, FHE

27974  end Kt EXEC £— RICRY £7°,

A7975 show time-range B OREEHR L ET,

A7976 copy running-config startup-config (FEE) v 74F¥alb—vay 7742 EPRTFLET,
BHOEA ZZNENRRDERICEDNCT 25613, LROFIEZEV KL TSV,

FE L 7 R[S PH O i R 2 HIBR 9~ 2 121%. no time-range time-range-name 70— 3L 327 ¥ a

L—yay avwy REERALET,

WIZ, workhours (E¥EWRHE) OREFHE I L OSEOKRE 200641 A 1 H) %%

T ol R L ET,

Switch (config) # time-range workhours
Switch (config-time-range) # periodic weekdays 8:00 to 12:00
Switch (config-time-range) # periodic weekdays 13:00 to 17:00
Switch (config-time-range) # exit
Switch (config)# time-range new_year day 2006

(

E L. BE ik

Switch (config-time-range) # absolute start 00:00 1 Jan 2006 end 23:59 1 Jan 2006

Switch (config-time-range) # end
Switch# show time-range
time-range entry: new year day 2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006

time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

FERDRIE 2@ 3 21203, R 2 R T & 2 00E ACL WICHRIRIEA 2 A D LET, &Iz, 5k
Tr7®A UA N 188 %f’?ﬁibfﬁﬁa T HHIERLET, ZOT 78R YR BNTHE, EFRINT-IRER
BT _RTORETLHITRTOZ5HE~D TCP b T 7 4 v 7 Z4EE L, EEFERTIZTTD TCP

T T4y BFFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006

Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end

Switch# show access-lists

Extended IP access list 188
10 deny tcp any any time-range new_year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)
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WIZ, 4Rt E ACLAMHLTRIC N7 7 4 v 7 2B L OESE T 2614 R LET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X — U — REFHT B L. (EEO P EEE IZIEE ACL I NUIWCBET A (F
W) ZBNTEXET, aA M2ffHTHE, ACLDBfiEE Ay UREZHITRVET, 1 oDa R
v MTORKER 100 XFTT,

a Ay ME, permit A7 — bk AV hEiddeny AT — M AV MORIZELLICTHLERECEEY, =
AV RN ED permit A7 — h AV hE/ziZ deny AT — AL FOBBTH 5 OB D XD
W2, 2 A MONMNBIZBELT—EBMEEZROVERD Y £, L xIX HDa Ay MIIET 5
permit £721F deny A7 — M AV hDRIIZH Y, O X2 MNIFIETHAT— M AL bO®%AIIH D
L. Rz TR D Y £,

FH & IPAEAEE 72 13HE5E ACL 122 A > h&FEAT 5IT1E, access-list access-list number remark
remark 7 a—s)L a7 4 Falb—gry avwy R LET, a X0 bE2HIKRT I, 2oz
~ RO no IBRXEHEHLET,

ZoFITIE, Jones BETAT D — O T 7w A IFFA SN E T, Smith NFTAT IV —27 2T —
TarOT e AIEIEINET,

Switch (config)# access-list 1 remark Permit only Jones server through

Switch (config access-list 1 permit 171.69.2.88

( )
( ) #
Switch (config)# access-list 1 remark Do not allow Smith server through
Switch(config)# access-list 1 deny 171.69.3.13

AEIfTEIPACLO= > FVIZIE, remark 778X U AN a7 4 Xalb— gy avwy NEfEH
LET, 2 A M2HIBRTHICE, Zoa~<> Ko ne BN E@HALET,

WwOBITIL, Jones DY 7% v MIIEZ(E Telnet DFEANH AT SN EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

iR E#E~D IPv4 ACL DEH

FTmft& ACLZEH LT, | DERIFEHOMKRERRA~DOT 72 22 HTE £3, WARERIZITA
AifT& ACL 2 T A, T X TOREMKRERRIC—F BT 5 BN S SH720, 73T
WIRI CHIRZRRET D MLERH Y £,

ACL %A v ¥ —7 =4 ACHWAT B FIEIZSOWTIX, [ —7 =14 ZA~D [Pv4 ACL O i |
(P.35-21) 2R L TL7E&EVv, VLAN ~® ACL ®O#EAFIZ >\ ik, [VLAN = v 7O T
(P.35-31) ML T a0,
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A7973
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(AR AR IR & ACL ITHE SN2 B L AR OEFE RS & OR(E #ike 2 HIIR ¥ 21213, F#i EXEC
F— FTROFIEZFEITLET,

avwyFk By
configure terminal Ja—r) ar7 4 Xal—ay ®— 2B LET,
line [console | vty] line-number BETAHAEBEEETE L. ATy 227 4 Fal— gy T— RaiG
LET,
e console : =Y — VI RERRAZFRELET, =Y —/L R— I
DCE CT7,
e vty: VUE—F 2y — T 7B AHOEERKEEEE L £,
line-number 1%, [E#Z A 7 HBET HHEIC, RET DHEH 7 L—FNT
ROIOEIREFFSTT, FHETEHHMFIL0 ~ 16 Tﬂ‘o
access-class access-list-number (TN A~D) BN RERE T 78 A VA MIEEEENEZT KL
{in | out} A DOEFERERB L OB EEREZ IR L 7,
end ¥4 EXEC E— RIZED £,
show running-config TI7EAVANOBREEFRLET,
copy running-config startup-config | (L&) =2 7 4 Fa2l—ay V7 A NVCEREEZHEIFELET,

AR B ACL ZHIBRT 5 21%.no access-class access-list-number {in |out} 71> a7 4 ¥ =
L—varvavry REALET,

A 28— x4 A~AD IPv4 ACL DEH

ZIZTIE IPVAACL 2Ry FI—F A B —T oA A~HERATHHECHOWTHHALEST, ROTE

>
B

FHEICHE LTS,

ACLIZERBLATY2A 02— T2 RAZEFHEALTLLES Y, LA P34 X —TxAADY;
A%, ACL ZBEERIIRED ORI OFMICEM L £,

A =T 2 A ANDT 7B ALEFIET D56, AAiftE ACL £72i3#F 5 & ACL 2T
ij‘o

VLAN IZBLTWALAY2 A4 F—T =24 A ACLZHEBA LA, L1 Y2 (R— 1K) ACL
IZVLAN A ' F —T = A4 ZITWHAI NI AT F D LA ¥ 3 ACL, itiWAN ﬁ%éht
VLAN v~ v 7 XD b BELET, LAY 2R — FTRETIERF 7> M, #iZHA— K~ ACL T
T4NEY) o TENET,

LAY 34 F =T A ACL A I, AA v T ETA—FT 4 VI BA RX—T IR >T
W2 WA 1L, SNMP, Telnet, Web b7 7 ¢ v 772 CPU TUELI AT » NETHRT 4

NEV U TENET, bAF¥2A4 0 4—T AR ACLZHEATHIHE. V—FT 4 7% A %—
TNZT HHEETH Y EH A,

774 _X— K VLAN RREINTWDIHE, I 4~ U VLAN SVIIZZZiF/L—% ACL ## M T
EFET, ACLIZZVIA~IBLIOELI XY VLANDULAY3 I 7 0w 7 IZHAINET,

Nry FST TRA T—T JZO’C?ETéﬂtﬁu\ T 7 4V T, — X ICMP HERRE

AvE—VERELET, 77 EAITN—TICLoTHEASINTZINOLDRT Yy MIN—RU =7 TR
ny7INT ALy FOCPUILTY vV 7SN T, ICMP FERREA v -V 2K L £7,
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A— K ACL {34+ ¢, &A— b ACL IZ ICMP B|ZERFEA vE—V AR LT HA,
ICMP ZZEARRE A v & —1%L, /L—% ACL T no ip unreachables { > ¥ —7 = A A a~<> K& L
TF A4 =T NI TEET,

AV E—=T A A~DT 7 AEHIT 2121L, ¥4 EXEC E— R TKRDOFIAZFZITLE T,

avwU R B#
27971  configure terminal Ja—rL ar T 4 ¥al—ay B REBEBLET,
A7972 interface interface-id BRETHA L E—T oA AEZEEL, {2 F—Tx2Af A AT (X2l —

YarE—FERMBLET,

A =Tz A AZF, VA Y240 =T x4 A (R—F ACL) F7=
LA Y34 X =T A (Jb—HF ACL) 24EET& £,

A7973 ip access-group {access-list-number | |}§ESNT-A B —T 2 A ZA~DT ¥ A EHE L £,
name} {in | out} out ¥—7— KL A ¥ 2424 —7 =A% (F—h ACL) THH¥H— k

SNFEH A,
27974 end ke EXEC £— RICED £,
A7975 show running-config TIERA URNORELF R LET,

A7976 copy running-config startup-config | (L&) =L 7 4 Xal—ay Ty A NMIREEARELET,

WE LT 78R 70 —7%HIBRT 521 no ip access-group {access-list-number | name} {in | out}
A B —T A A AT 4 Fal—ary avy RefHLEST,

WIZ, R— M7 27EA VAR 252EHLT, R—NMNIEHEETH Xy heT7 402 ) 73 50 %
FLET,

Switch (config) # interface gigabitethernetl/0/1
Router (config-if) # ip access-group 2 in

(GE)  ip access-group f > F—T A A A T 4 F¥al—ar avrRELAY3IAS L E—T =R
(SVI. VA ¥ 3 EtherChannel, 7213/ —F v R R—}F) [ZHEATIIT0F, TOA 2 F—T =4 A
ET%VZ# RESNTWAMERHLYET, LATYITI/ERXR ITAL—71F, CPUDLAY3 Tat

WX Th—FT 4 U TEREFZEEND Ny b7 a2V T LET, 207 —71%, VLAN
P’?T7 VoD 7E8nd"ry MIgEr b5 A,

15 ACL D6, A vy FIid 7y bOZERIZACL L7y FERAELET, ACL BTy M
FT L% A, AA v FIEANTy OB A LE T, ACL 37y NEHEST 56, A4 v T
Iy FEREELET,

15 ACL OIS, X7y FEZE LHENRA VX —T =4 A =/1/~7w‘4’ VI LTl AL TR
Ny & ACL ERRELET, ACL B3Ny FEFALESGAIX, A vy TFII Ty FE2EELE
9, ACL X7 v NEHEETIHE. A1 v Fid 7y F’%Vﬁbiﬁ‘o

T AN RTE, Ty MRBEEINTZGEIE. TORRBATA 2 —7 =24 AD ACL 138G
A H— 71/{2@ ACL OWIFNTH->ThH, WIZANA v F—T =4 A5 ICMP BEZEARHEA ¥
T—UNEESNET, ICMP ZERREA v =3, ANWA =T =42 12122&, 058
TEIZ IO AERINET, L. ZOFKEIL ip icmp rate-limit unreachable 7 1 — 3L
TA4Xal—Yay av s R LTERTE £7,

KREFZD ACL A VX —T oA ATWEHT DL, AL v FTITACL 3A X —T = A AZ@#EH ST
WRWEHIET L, T XTONRT Y hEFAILET, *y hT—7 X2 VT 1 DZDITRKERZD ACL
FHEATAEAE. TOXORERNMELAZ LITEEL TLEE,
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N—F9xz7EEXUY IO x7IZ&5 IP ACL OLE

ACL ORBUIEICN—FY =T TEITSNETH, bT7 74 v 27 7u—0HZiE CPU (ZHEELTY
TN TRHETOMENRSLLDOLH Y E£I, N—FTU =7 T ACL ORRE Z RFT 5 ik A~ 2
THE ATy MEEBEDZDIZ CPUICELNET, YT MY =TEHENT 7 4 v 7 OfEL—
I N—= R =TEE T 7 0 v 7 LY RIEITIERS 20 9,

AL v TFEFAL v T A R—=D V) Y —ARLENFRKT/HN— R =712 ACL Z%E TE2WiGE,
BBEZ DL, A vTICEHERBLEZEY VLANNDO N T 7 4 v 7T (V7 b =7 CThak
INB), Xy hOYT N2 THEHRENEETHE, HEIND CPU VA 7 VBITIET T, AA v
FELIFIAA T RAF v I ORI =< ANKTFTTHIERNHY 7,

N—% ACL DA, WOBAEIZ/r y B CPUILEREIND 2 ERNH Y 7,

e log ¥—V— NEHEHT 5,

o ICMP ZEARREA v E—VEAENRT 2,

NI T4y Tu—0uF S LBEOM G AT O%E. BRI Ry =7 TREShETRH, B
FUoNXY T M =T TRETZHERHVET, N"— R =7 &V T7 My =7 TIERry MR
MBI DD, aFXF U THTHLITRTOTZr— GFFA7r—CERTn—) OAFHEENIEF IR
EWEEIT, BEshiery ho—faenfF o FTEEEA,

N—2%2 ACL OFREZN— RV =T IZHEM TERWEE, VLAN ICEE LoV —T 1 I/ R T v b
TY 7 =T TA—=T 4 T INETH, TV vV TiEA— Ry =7 TiibitEd, ACLIZLY
DTy B CPUILKRIEEND &, AL v TFONT =< AMET T D AREMENH Y £7,

show ip access-lists ###£ EXEC 2~ > K& AN LIZHAE, FRENDHI—H L7 MaE, "—Fv=x
TTT7RARHEIND Ny MEEENEFA, AL v T Ky hBXUOL—FT v F 23y b
BT 51— KU =7 O ACL OEARN GG H 2 BT 5456 1L. show access-lists hardware
counters f## EXEC =~ F&fEH L £ 9,

N—4 ACL OFEREIZ, RO LB TT,

o UL ACL BLOWEIE ACL (ANBLOHA) o727y a - olET7 7 arkn—RKuxaT
THIEIL, 77€RA arite—notX= T o 2L LET,

e ip unreachables 1’7  E—7 NV DOHE, log #IELRNE, EX =2V T 4 ACL OEZAT— K
AUVRNE—EHTHIT7e—PN— Ry TIlLo T ReyanEd, FAAAT— A e —%T
Hr7na—x, "= KU xT TAL vF LI EhET,

o L—% ACL ® ACE (T log ¥—V— RZBMNT5 L, AFy hoat—R CPUICKESH, v ¥
CIETMTbNET, ACE WFAAT— AV FOBEL, 7y MIN—FU 27 TAAS v
ForBIXON—F s T ENET,

ACLDO S TN a—Ta2yT

WD ACL v F—V % A vE—UNRFERINT [chars] BT 7R VAN THDLEEIL,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

AA v FIZIE, ACL ON— R = 7 REEAELT D2 DOIHEHAIRRRY YV —ARRRELTWET, 20O
UY—221F, "—F =7 AFEVBIRT L ZR—ZANEGENETHA, CPU AEVIIEENEY
ho ZORBEORRZ, EAERREEE=y NERIERAON—FT =T VY —ZXADRETT,
FRERHA = > MX, TCP 77 7 ®—%, 721X TCP, UDP, SCTP K— h&EE T eq L4+ (ne,
gt. It, range) @7 A F THLETT,
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IPv4 ACL DER3E

WDNT IO RRER Z M L £,

o ACLREAZEBELTHMT 2V Y —REZWOLLET,

o > ACL A F721FFE S LV bREFIATRICKR RSN D AHEITFSIC ACL DAFTEZET L

iﬁ‘o

HHON—F7 27 U Y —2A%i#H3 5121%, show platform layerd acl map ## EXEC =2~ > K%
ANLET, A vy FITHEARERY Y — 2R 208 1E, HIJIZ index 0 ~ index 15 23 TE 720
ZEPIRERET,
+5372 Y =AWy ACL OFREDFEMIZ- DV TiL. Bug Toolkit ™ CSCsq63926 # &ML T 72X
AN

el 2iE, WD ACL &2A ¥ —7 oA AZHEALET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

BREBNOWMDA v E—URNERINDIGEITRO LI LET,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 7HEOEEFIIEATE EE A, ZOMEE R 5121,

* ip access-list resequence 7 27—/ 3L 2T 4 Fal—v gy avr REFEHTLHIZEICL-T,
4 2D ACE % 1 2% ® ACE ORICBEI S £,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

700X

o D ACLAELITHE S LY bR FIHTHICR RSN DL EITF ST ACL DA ZLEE L
F9 (& ziEX, ACL79 % ACL 1 IZEELET),

INT, ACLND 1 2D ACE %4 v ¥ —7 =2 A RZHATEET, A vFIZLo>T, ACE %,
Opselect A 7 v 7 ZANOF|AHEER~ vy B 7 By MZEIDV S THN, KRIZ, "—Fv=T AE)Y
NORICE Y NEERT L7 7 7EEERE F2H 0 S THNET,

IPv4 ACL D&% EHI

Il Cisco Catalyst Blade Switch 3130/3032 for Dell Y2 b7 3274 ¥al—av A4 F

ZZ Tk, IPVAACL 2% EB LM T 26127 LET, ACL © = 3A W8T 55DV T
i%. [Cisco I0S Security Configuration Guide, Release 12.2] ¥ % [Cisco I0S IP Configuration
Guide, Release 12.2] @ TIP Addressing and Services] D #EIZ& % [Configuring IP Services] D%
ZRL T &N,

35302, NEBER Y MU — I DR ESNT- AT 4 ARBEZ R LET, —TFT v R FR— 2 IR S
NETL—F =N A I, TRTOREENT 7 B AT BN EOBFERPEM I TWET,
N—F v R R—F L IZEEENEZT L — R 3= BIZid, BEROOBETHNT —Z B3 (ST
WET, TL— R B —RNA TR TO2—FRT 7 XA TEETR, 7L— R H$—R"BIZT 7k R
TEha—HFEHBEnTnET,

N—4 ACL 2 L CERRDO LI IZTRET DI, KOWTNULOFEEZFHLET,

o JEAEACL Z/ERKL, R—F 1 DOV —RNIEETH N T T4 v 72T 4 NVE ) T LET,

o JE3E ACL Z1ERL., =B R—F1LIZERBTD N T 74wl T4V 2 ) T LET,
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IPva ACL oz N

35-3 L—% ACLIZKS 574 vy DRl
JL—K JL—F
H—1NA $—\B
A A
= =
__

71'5—I~2E7ﬂ'3—|~1

o

Ol
4
y—2 ——
Ol |
—
AR '—'—z’_l l — REER
172.20.128.0-31 B 172.20.128.64-95

4

4

201775

W, BEEACL 2L TAR= 067 b= $—"BIZERTLO T T4 v 72T 4 NVE )T
L. REEORFEITLT X 172.20.128.64 ~ 172.20.128.95 O XEEND T 7 4 v 7 120 27
TOHIERLET, 2D ACL X, fEESNIZERETT NLAZROL—T v R = 1 pHEESH
Hh77 4y ICHEHENET,

Switch (config)# access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config)# end
Switch# show access-lists
Standard IP access list 6

10 permit 172.20.128.64, wildcard bits 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 6 out

WIZ, LR ACL 2L CT L— R $—A"BPoR—MIERBTDOI N T T4 v 02T 4 N2 T
L. fEBEOREILT FL A (ZOHEIFY—/3B) MHRIEHO5%ET ML X 172.20.128.64 ~
172.20.128 95 ICEfE&ND b T 7 4 v 7 2 &2 T 502~ LET, ZO ACLIX, »—F > K
R—FLICERETL NI 70y 7S, FBEDSKET FLRAZKRESND VT 7 4 v 77210 &5F
AILET, LR ACL 2T 2561, #MExk LU kiFRoniic, e hanv (IP) 2 AhT5
VERH D ET,
Switch(config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch (config)# end
Switch# show access-lists
Extended IP access list 106

10 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 106 in

Cisco Catalyst Blade Switch 3130/3032 forDell V7 k7 av 24 F¥al—av H4 F
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W 1Pv4 ACL DEEE

&Sl ACL

3k ACL

WOFDF Y hT—2 36.0.0.0 1 X2 BDOF 7T "3V T Xy MEBETDHI7 T AA Ry NU—7
T9, 2FV, FT Ry b vAFX255.255.0.0 TT, *y hU—27 7 KL 36.0.0.0 D3 FHIBL
N4 FOOF 7T ME FFEDOFRANERELET, 778A VA2 Z2FEHLT, 7 x> b 48
OT FL A% 125 L, ALY 7 Fy hOMOT RLAFITRCTHESLET, 207 7EA J AL
DIFFEATIE, x>y T —7 36.0.0.0 DMOTXTOYV TRy N EOT FUARHFRIEND I EERL
£, ZOACLE, A= MIAEETL7 Y MTEASHET,
Switch (config)# access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

(

(

Switch (config)# interface gigabitethernet2/0/1
Switch (config-if)# ip access-group 2 in

WOBOIEIEITIZ, 1023 £V b KEWSEHEKR— b~DFERE TCP Bl 2 #Frl LE T, 2 FHDOITIE, &K
Z b 128.88.1.2 @ SMTP K — s ~D 315 TCP #fiz#Fnl LE T, 3 FDDOITIE, =F— 74— Ky
I HDEEICMP A vy E—V & LET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023

Switch (config) # access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# access-list 102 permit icmp any any

Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# ip access-group 102 in

LR ACL 2T 2806 & LT, £ F—Xy MR INIZXy NIV —I 08BV, Xy NU—7
FOEEORA NN, A2 —%v N FOEBEORARNE TCP B AL TX AL 0T EA%2E
2FET, FEL, IPAAINLE, EHAA =L AFARDA—L (SMTP) F— b ZERE, Xy hT—
7 EDORANE TCP #ft AL TE VWL I LET,

SMTP i%, Bt ¥ Tl TCP A— bk 25, $ 9 —MCIXT v X LR — MESEMEHA L ET, L
TWVWHHIE, RER—=FFEEBEHASINET, A F—Fy FROERETLA— Ty O3k
A= FMT25 TH, BEASATY FOR=FEZTTFHINTHWET, LERFXY NT—7 Y ZXT AL TIE
WIZAR— K 25 TOA—NERBERAIN TN D720, FEVT—E R ERES — R Z RN ST X
F9., ACLIZREA 2 —T7 =24 ADAI] ACL BIOEREA ¥ —7 =4 ZADHJ] ACL & L THE
SNDOMERHY 7,
Switch (config) # access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 23
Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 25

(

(

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# ip access-group 102 in

WOFITIX, Ry NU—Z1F7 RLAMR 128.88.00 D7 FAB Xy T —27 T, A—)LHKAIDT R
L A% 128.88.1.2 T, established ¥— U — N, . Sz £ ~T 25 TCP EFHOF—U—F
T¥, TCP 77— 77 LT ACK £721F RST By FABSRE S, 7 v FBABEFOERICEL TV
TEBHHATHE, —BERRENET, REF I A= 1 OXHEY b A=Y Ry b A F—
TxAA1IZ, v—=FaAfF—Fy NIERT DA 2 —7 =4 ATT,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25
(
(

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 102 in
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&AIffE ACL

IPva ACL oz N

WIZ, Internet filter &\ 5 £ RTOIERE ACL 1 X O marketing _group &\ 5 £ aliOYLIE ACL % 1ERK T
LB %R UET, Internet filter ACL 1L, BEILT FL A 1234 M0 EEINDZTRTORNT 7 1 v
7 &R LET,

Switch (config)# ip access-list standard Internet_filter
Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl) # exit

marketing _group ACL 1%, 56%7 KL AL U AL RA— KOFE 171.69.0.0 0.0.255.255 ~DIEED
TCP Telnet N7 7 4 v 7 &FFa[L, ZDOMD TCP FT7 7 4 v 7 ZHEELET, ZD ACL iIftho 3
TOIP b I 747 %FRLET, ICMP b7 7 4 v 7 2 L, (EEOEFETN D, s80EH— b2
1024 X D /& 171.69.0.0 ~ 179.69.255.255 DT RUA~NEEFEEIND UDP b7 7 1 v 7 2K
LET, TNLUANDOTRTOIP bT7 7 4 v 7 A LT, fREZRTRIR’ERINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl)# permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl)# deny ip any any log

Switch (config-ext-nacl)# exit

Internet_filter ACL (3315 N 7 7 « » 7 \ZH# A S v, marketing group ACL (XL A ¥ 3 F— hDFE
N T4 v ICEASET,

Switch (config)# interface gigabitethernet3/0/2

Switch (config-if)# no switchport

Switch(config-if)# ip address 2.0.5.1 255.255.255.0

Switch (config-if)# ip access-group Internet_filter out
( ) #

Switch (config-if ip access-group marketing group in

IP ACL [S5E R & h S Fsfl #5 6

WIZ, ARAENS AR OFET 8 M~ 6 I (18 K) ORI IP ® HTTP 5 7 4 v 7 2 &9 5 44
RLET, UDP F 77 4 v 7%, LIEEBIXOHBEHOEF~F% 8K (20 1) OZTFFr &
ij‘o

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config)# time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config) # ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernet2/0/1

Switch (config-if)# ip access-group strict in

| oL-27310-01-J
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IPv4 ACL DER3E

AV MIEDIPACLTIV Y

IR TEEH ACL O TiX, Jones WETATH Y — DT 7 & A& SNET 2, Smith 2AFTH
TET—I AT —2 a3 DT 7 AIBIEENET,

Switch (config)
Switch (config)
Switch (config)
Switch (config)

# access-list 1 remark Permit only Jones server through
# access-list 1 permit 171.69.2.88

# access-list 1 remark Do not allow Smith server through
# access-list 1 deny 171.69.3.13

WA 2 5 il

Switch (config
Switch ( access-list 100
( access-list 100
(

access-list 100

config
Switch (config

A
# access-list 100
#
#
Switch (config) #

)
)
)
)

CL O TiX, Winter 3 X O Smith ®H—/XTD Web BHENEIE I FE T,

remark Do not allow Winter to browse the web
deny host 171.69.3.85 any eq www

remark Do not allow Smith to browse the web
deny host 171.69.3.13 any eq www

W RT LM & ACL O TIiL, Jones DY 7 xRy MIT 7B AZFFRILEH A,

ACLDORXx> Y

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

IR 4T & ACL OfTiZ, Jones DY 7 % v MIFEIE Telnet DA A2 L EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

N—2 ACL T, 2 O X o IR R— SN TWET, log F—UV— FafEET 2L, =Y

E—HKT By MCBT A u slmmA v e—URa s Yy — L FE SR E T, log-input ¥—7V— K
ERETLL, v 2N VICANA =T = ANBMSNET,

WKOFTIE, ARt EEET 722 UK stanl 14 10.1.1.0 0.0.0.255 "HD T 7 ¢ v 7 AL,
FOMDT XTOERELNOED T T 4y 7 EZFAILET, log F—TV— FHEEINTVET,

Switch (config)# ip access-list standard stanl

Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log

Switch (config-std-nacl)# permit any log

Switch (config-std-nacl)# exit

Switch (config) # interface gigabitethernetl/0/1

Switch(config-if)# ip access-group stanl in

Switch (config-if)# end

Switch# show logging

Syslog logging: enabled (0 messages dropped, 0 flushes,
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged

level debugging, 37 messages logged

File logging: disabled

Trap logging: level debugging,

0 overruns)

Buffer logging:
39 message lines logged
Log Buffer (4096 bytes):

00:00:48: NTP: authentication delay calculation problems

<output truncated>
00:09:34:%$SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
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Z{tE MAC 3 ACL oferx M

WIS, AEITSIERT 782 DA b ext] IZX-> T, EEDOREFETLNS 10.1.1.0 0.0.0.255 ~?D ICMP /3
Ty MEFFRIL, $XTO UDP X7y & HEET 264" LET,

Switch(config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl) # exit

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# ip access-group extl in

W2, PEE ACL ou Z ol LET,

01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1

packet
01:25:14:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet

01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL 9 _CoOrx 7 = kL ssec-6-1paccEssLoc TR L E4, =2 MU oL, —#&
L7 ACLRT7 782 =2 MY OFFEIZIG U TETRZRY 97,
wIZ, log-input ¥ — 7 — RZBELT-HEOHNA vE—VOflERLET,

00:04:21:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log ¥ —U— FZ4EELLLE, RROASTy MCETL0 7 Xyt —VIZB3ANA =T =4 R1IE
WP EENEEA,

00:05:47:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

ARIfTE MAC #isk ACL DERX

GE)

VLAN £723v A Y2 A2 =T = A ATHIPVA T T 4 v 02T 4 VE ) 73 DI21E MACT
R L A% O ik & MAC i ACL 2600 L. 2 0TI, (o4 aifl & ikl ACL % @i
BHA LIRBECT,

LAY 3 A H—T oA AL, AEiflE MAC 55 ACL i CE 8 A,

mac access-list extended =~ > R CHHR—FEINTWBIEIP 71 F 2 LOFEMIIC DWW TIZ, 2DV
J—20a<wr R U757 Ly RSB LTLLIEIN,

(GE)  appletalk (X, 2~ FIA DO~V T A RY U ZIZRFINETH, deny 1 X O permit MAC 7 7
A VAN ar74¥al—vary =R avry FO—EE&MHE LTHR—-FERTWEREA,
At & MAC $E3E ACL ZERd 212iE, %5t EXEC £— FTRO FIHZ EITL £,
avwyrk B
A7971  configure terminal Jo—sLar 7 4 F¥al—gy T— REBEBLET,
A7972 mac access-list extended name ZuiEEALTHEEMAC 77t A2 VA MEERLET,
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W Z#74f= MAC 3k ACL DR

A7973

AT974
ATy75
AT976

avw> kR B
{deny | permit} {any | host source MAC WVEMACT 27X VAR ary74Xal—ary T—RFTIE
address | source MAC address mask} {any | TR_TO (any) E#EITLMAC 7 KL A v A7 7% 2%(5 58 MAC

host destination MAC address | destination 7T RLVAR, FHIERHEDKRA L (host) XfE7t MAC 7 R LA,
MAC address mask} [type mask | 1sap Isap mask |3 X O _To (any) 565t MAC 7 FL A, <~ A7 & 565

| aarp | amber | dec-spanning | decnet-iv | MAC 7 RV A, F3FEDsEE MAC 7 R L RIZ, permit £
diagnostic | dsm | etype-6000 | etype-8042 | lat |7=|% deny %?E”E LETJ,

| lave-sca | mop-console | mop-dump | msdos |
mumps | netbios | vines-echo |vines-ip |

(EE) oA Fvarw ANTHIELTEET,

xns-idp | 0-65535] [cos cos] e type mask : Ethernet II £721% SNAP TH 7L L7

7y b OEE O EtherType & 5. 10 #%, 16 #%5k, 72158
EHCTERLTEET, —BHREDOHNIC, EETHETE 2
don’t care £ D= 2 7 3 EtherType WHINET,

 lsap Isap mask : IEEE 802.2 TH /LI iz "7 v Fd
LSAP &=, 10 ##. 16 #E#, 7T 8 EHTHRLTEE
T, (LB Cdontcare By NO< A7 #IRETEET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : FE IP 7'=m k=)L,

e coscos: TITAA VT 4 EHET D0~ 7D IEEE 802.1Q
CoS F 7=,

end ¥iHE EXEC =— FIZEY £,
show access-lists [number | name] TI7EA VA MDOEREERSFLET,
copy running-config startup-config (EE) a7 4FXalb—vay 77 A NVICREXZRIEFELET,

ACL 2% Hlbx9 521X, no mac access-list extended name 70—/ )L 27 4 ¥ 2L — g
< REFEHALET, L& MAC 329 ACL 7»5 ACE ZEBICHIRT 52 b T 7,

RIZ. EtherType DECnet Phase IV N7 7 4 v 7 12 #ER L, thOFTXTOXATDNT T4 v I %
FFAT 272782 UA D macl ZEE LORRT 502~ LET,

Switch (config) # mac access-list extended macl
Switch (config-ext-macl) # deny any any decnet-iv
Switch (config-ext-macl)# permit any any
Switch (config-ext-macl)# end
Switch # show access-lists
Extended MAC access list macl

10 deny any any decnet-iv

20 permit any any

LAY 24203 —0 x4 X~D MAC ACL DiEH

MAC ACL #1Ef L, TNZ LAY 2 A v F—T 24 RZHEATHE, TDOA 0 F—T = RZHEE
TDHIIP R T 74w 774 VF V7 TEET, MACACL ZiEH T2 & X013, ROFEBEFIHIZ
BELTIEEN,

e VLANIZBELTWALA Y24 X—T x4 AZACL Z#HALEA, LAY 2 (K—F) ACL
1L VLAN A V' Z — 7 = A AZHWH S e AJiFmo VA ¥ 3 ACL, itiWAN_L%éﬂt
VLAN = v 7 X0 B LET, LAV 2HR— bTRETHIERE 7Y ML, HIZA— K ACL T
TuNEY) U TENET,
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ATyF1
ATy7 2

AT973

AT974
ATy75

AT976

VLAN vv 7oz N

e FCLAY2A L =T AT IPTZ7EAVARNEMACTZEA UARNE 1 DTN
WHTEERA, IPT7 7R VRANIIP Ny bETFEZ74AMZ V7L, MACT 78X U X
MIFEIP Xy b7 4V Z ) T LET,

e 1OoDLAF¥2AVF—T A AZHHATED MACT7 KL A VA MNI 1 27EFTY, 9 CI2
MACACL R ESNTWVWALAFY2A L EZ—T A ACMACTZ7E®RA UANEEHATA L.
REEHD ACL BH LW ACL ICEE#HZ b ET,

VAY2A L Z =T 2 A A~DT 7B ZAZHI#lT L0 MAC T 78X UAMZBEMAT 5121, %
# EXEC £— FTROFIEELFATLET,

avvFk B

configure terminal sa—s Vv arZ 4 Xal—var T— et LET,

interface interface-id BEDA LA —T oA AZEEL, f VX —T xR AT 4
Fal—vary E—REHBLET, BET LA F—T=A A
LAY 242 —7 x4 A (K— K ACL) TRIF1IERY
FH A,

mac access-group {name} {in} MAC 727 t2 URARMEBALT, EESNIA v F—T = A A
~DOT 7R AEHIEILET,
A— bk ACL 1%, FEFAIRY YR—FINET,

end Fi#E EXEC E— RICRE Y £,

show mac access-group [interface interface-id] |z (v % — T = f R IFFT_RTOLAV2 AL E—T =1 R
WHEHHSN TS MAC T 782 UAMERRLET,

copy running-config startup-config ) av74F¥alb—vay 77 A NMCHREXRELE T,

(E)

HELET 78R 7 A—7%HIBRT 512X, no mac access-group {name} {4 —7 A A a7 4
Fal—varavwrReEHALET,

WIZ, T 7R VAL macl #A— MI#EHALTAR— MIEET LIy NeT7 4 V2 ) 7356 %
ALET,

Switch (config) # interface gigabitethernetl/0/2
Router (config-if) # mac access-group macl in

mac access-group > ¥ —7 A A a7 4 Fal—ary avry NI PEILAY2 A 4—T =
A ANZEHASNTHGAICR A E 720 £9, 2O~ Rix, EtherChannel A — kb F v /U213
AT EEA,

2L vFiE, Ny FEZETHE, HEACL L7y FERAELET, ACL ANy v FEHFAT5
BE. AL v Fi3 7y bORBEEREGE LET, ACL 837 v FE2HEETIHEE. A v Fidry

FMEBEELET, REFEDOACLEA L XA —T oA RAZHHATAE, 24 v FIZTACLBA v ¥ —T =

ARZHEH SN TOWRWEHE L, T XTOXRXTy hEFRILET, Ry hU—27 X207 2D

WDICRERZD ACL ZHHATHHEAIT. ZOXIRMEENELDZ LICEELTIEE N,

VLAN 7 v JDERTE

ZIZTiE, VLAN = v 752 ET D HIEIZOWTHBALET, ZoFHEZ, VLANRNTTZ 4 v v
7T HME— D F1ETT, VLAN = v I3 Mo ENRH Y 8 A, VLAN = 72 L T,
BEDOHBEDNT T 4w 0% T 4 NZ ) 7T 5120 BEDEETCELITSET FLAREE SN
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W VLAN =y F0EE

ACL BN+ 205N H Y 9, VLAN ~ v 7RIS v b X4 7 (IP £7212 MAC) (%425
match AN HHHE. T 74V FTlE, ~ v 7HRHOEDT FUICHE—E LAWYy MRy 7 &
NET, U7y b ZATFITHkT D match 2~ 2 KRR WEE. T 740 F Tk, &7y Fodfinik
EnET,

CITHEHT vy ROMBXBIOHEHFEOFEMIC OV T, 2oV ) —R T ba~vwr K
V77 LU AESRL TN,

VLAN ~ v ZZER LT, 1 2F 7213850 VLAN AT 21203, ROAT v P2 ETFLET,

AFvF 1  VLAN (AT Y IPv4d ACL F 72139558 IP ACL, £ 72134 i1t & MAC 4538 ACL 21Emk L £9,
MEYE [Pv4d ACL 38 X OWEIE IPv4 ACL D1ERL) (P.35-9) BL W [VLAN ~ v 7O 1ER) (P.35-34) %
ZH LT &N,

AT9F 2 VLANACL vv 7 = MU Z{ERT 2I21%, vlan access-map 7/ 2 —/N)L 27 4 Falb— g
avwr Rz AN LET,

AFYT 3 TI/RASY T a7 4F¥al— a3y ®T— FTIL, action & LT, forward (57 #/L ) £720%
drop #ANTHZ b TCEET, 72, match =~ FE AN LT, BEEDO MAC 7 R L AT M
WMENTZIP Ny FERIZIEIP X7y hEZRELZD, 1 DE 3O ACL (EHEE 23L&
Ry hERGLEV T ELTEET,

G¥) v b ZA47 (AP £721X MAC) 1Z%% % match )28 VLAN = v ZICREENTWAHA T, €D
v~ T T arBNRuayTORRIE. TOXATIC—HTHTXTONRNTry bR Ry 7ENnNET,
match A28 VLAN <= v 7272 BESNTWAT 7 yaryB ke vy 7OHAIE. $XTOIP BXLW
LAY2XRXTy ke y a3 nET,

AFv7T 4 VLAN ~v 7% 1 DF13#EHO VLAN ([Z#EH$ 51203, vlan filter f % —7 =4 A a7 4 ¥z
L—y gy avwy REERLET,

2T ROBEICOOVTHALET,

o [VLAN ~v v 7 OREROEEFHE] (P.35-33)

e [VLAN = v 7O{ER] (P.35-34)

e [VLAN ~® VLAN ~ v 7 ®OiH] (P.35-36)

e [Xv NU—2TO VLAN ~ v 7O (P.35-37)
o [VACL v 7¥iEDt &) (P.35-38)
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VLAN vv 7oz N

VLAN 7 v JORERDIEEIER

VLAN = v 7% RET 5 & 2T, ROTFEFHILES> TLEE W,

o AUH—TxAATKITI T4 v HERTHLICEESNT ACL B72< . VLAN = v 7 BEE
SATHRIVEES, TRXTDO T 74 v 7 BRFRENET,

e ZVLAN v v 7 id—#HoOx M) THEINET, VLAN vy 7o N DOIEFITEE T,
AA v FIZERE LNy MiE, VLAN ~ v 7ORIIO= VIR LTT A MEhET, —
L7288 1%, VLAN = v 7OZOEGICHRESNTT 7 v a URFETEINET, — B Lo 7
BA. Ny NIy THRHOKRO= Y FIIZHLTT A NS ET,

o M b AT (IP £721X MAC) (Z%9 5 match AJA VLAN ~ > 7|2 1 D F 721385 H 5
LETH, Xy hRZENSLO match AJI—F L2 WEAE, T 74V TEAXry bR R v
SNFET, Z4 v b XA 7T D match 4] VLAN < v I WA, 7 7 4V Tl
Ny IRERIEESNE T,

o 2D ACL BB EINTWVAEAIE, VAT LAOBRMICEERINANDEZ ERH Y 7,

e VLAN~=v7oux 7R —FSNnTWHEREA,

. V4?24V5~7:42Kﬁ%éﬂtm7&kx)XFEKMACT&?X)XFﬁX%/%
[Zd-> T, A= F23ET %5 VLAN IZ VLAN ~ v 72+ 2546, A— b ACL 28 VLAN < v 7
CEELET,

e N—KRU=TIZVLAN v~ v 7OREZEH TR WEAIE. £ VLAN NOTXTORTr v &
27 TV oD I BIONN—TFT 4 7T HMERLY 3,

o 774U VLANBLOENZ Y VLAN TVLAN v v 7ZRETEET 2L, T4 X—
FVLAN OIS A4~V BLOEHDHY VLANIZFRI U VLAN v v V2R ETH 2 L 2 HERE L £
B

o TL—2NTTA_X—F VLAN NTHEIND LAY 2 DA, AL VLAN < v 72 A Ml & H
JMomFIC#EHSNET, 7L—A0 7714 X— K VLAN ORI BT AR — MMav—F 1~
TENDEE., T4 X—F VLAN ~ v 7R ASINCER S E T,

— TVUV—2WEA N R—= DO EERR—NNIT v T AN —ATEEINDIHRIE. B
# Y VLAN THREIN= VLAN ~ v 7R shE7,

— VU —2NEERR—FNEFRA N R—=FIF T AR —ATEEINDIEEIL. 774
<~ U VLAN THRE S VLAN ~ v 7R fA s x4,

TT7ARXR—K VLAN DT IP VT 7 4 v 0 %74 0H ) 79520k, 774~V VLAN B X

WeHZY VLAN DWIHIZ VLAN v v 72T 2 0ERH Y £3, T4 X— K VLAN O
FEMCOWTIR, B 16 /74 X— kK VLAN OFRE) 2R LTIEEN,

BEFNZHONTIE, [y NU—27 TO VLAN ~ v 7OERE] (P35-37) 25 LT X,

N—% ACL BEL O VLAN v v 752 flAEHLE THEHAT 2 HIEIC D>V TiE, [VLAN v v 7 & r—%
ACL O ERFOEREFEI] (P.35-40) 2L T &,
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W VLAN =y F0EE

VLAN < v T DR

ATy71
A797 2

A7973

ATv7 4

ATy75
27976
ATvFT1

% VLAN ~ v ZIRIEF ISR b —#ox=y MY TS ET, VLAN v v 7 =2 b U ZERk,
BN, E 7MY B IS I, #9H EXEC £— K TROFIREFT LET,

avyv Rk B

configure terminal Jua—) ar7 4 Xal—vary B— REEEBELET,

vlan access-map name [number] VLAN = v 7% Ef L, LB I O0ES ((EF) 2HEELET., H5I1T
vy THNOT N DY —r o AEFTT,
R C4HID VLAN < v FH2A{ERT 2 & 10 T 28IN9 5 & 523 EICE Y
BToNET, vy TEEETELITHIRT L L XX, 4T~y T =
M OFZEATEET,
AR REANTEE, T/RA Ry a7 4 ¥alb—a

T NEDY ET,

action {drop | forward} EE) ~v 7 o MU TDT 7 a v 2RELET, T 740 M
#izik (forward) T9,

match {ip | mac} address {name | 1 OFERITEBOEREE-ITIET 78X UX MIH LTy F2RAe

number} [name | number] LET (IP £FIEMAC T FLRAZHEH), 7y hOoREE, X535
fmb:wﬁ%fmTﬁtxbe’ﬁbfﬁiﬁbﬂiﬁ IP "y

NI, EAEEZIIIEEIP 727EZX VX MIFLTREESNET, FEIP /S

v MM, 4RIMTE MACHEET 72 A U R MIRLTRETRAESINE
7

end Juo—)Lar7 4 Fal—ary E—RIREYET,

show running-config TIEAVANOREEZFZRLET,

copy running-config startup-config |(17E) =L 7 4 ¥ al—vay 77 A NMCRELRELET,

~ v FEHIRT 512X, no vlan access-map name 72 —/N)L 2T 4 Fal—al avw REfl
HALET, v~ v 7RO —Fr 2 = b % 1 DHIBRT 5121, no vlan access-map name number 7
og— )L a7 4 Xal—gryavy REFERALET,

FTI7FN DT I arThHEEEEITHIICIE, noaction 77 A vy a7 4 Falb—v g
avr REFEHLET,
VLAN = v 7" Cii, %ﬁé@ permit £72iX deny ¥ —V — F&EH L ¥ A, VLAN vy 72 L T

Ry NEEGTHI1I2E X7y FEREGT DS ACL 2{F LT, 77 vavid ke y FICEELE
7, ACL Ij\?@permn o ETBEVIEKRTT, ACL AD deny 1X, —ELARWVWEWVWI BIRTT,

ACL 8& U VLAN 7 v 704l

Bl 1

Il Cisco Catalyst Blade Switch 3130/3032 for Dell Y2 b7 3274 ¥al—av A4 F

Iz, BEOBHIOZD D ACL BL W VLAN =~ v 7 H2ERT 202~ L E£T,

T, Xy FEERT S ACL BE O VLAN ~ v 721ERT 502 R LET, DO~ v 7T
X, ipl ACL (TCP /%7 v ) | *ﬁfé?waﬂﬁ/lﬁFD/féhif BANZ, TXTO
TCP "7 v M:.#FTL FNLS DTy b EFTRTHEST S ipl ACL Z1ER L E T, VLAN ~v
WZIE IP 73 v MZX9 % match ’775>T_f‘§“%>71&) FIFN DT I a T, EO match Al L b
—HLARWIP X7y MR TRT Ry 7EnET,

Switch (config)# ip access-list extended ipl
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#l 2

#l 3

VLAN vv 7oz N

Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 10

Switch (config-access-map) # match ip address ipl
Switch (config-access-map) # action drop

WIZ, Ty FEFFAT 5 VLAN v v 72 ER T o622~ LET, ACL ip2 1Z UDP X7 v M &FFA]
L. ip2 ACL & —HETHT_XTONRTy bRREINET, 2O~y 7 TIE, THEFTDOED ACL &
H—H LW TRTDOIP X7 v b (TCP TH UDP THRWST v b)) BRRuy 7INET,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl)# exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2
Switch (config-access-map) # action forward

WOFED VLAN = > 7 Tlix, 774V ETIP Xy EBARr Y 7SI, MAC X7y MR EESIVE
7T, FHED ACL 101 B L UL EILET 7 &2 U R | igmp-match 3 X O tep-match 2 Z D~
TEMBEDETHEMNT L. ROE DT £,

e TXTOUDP 7y RS ET,

o TRTOIGMP X7y b3 Fuy FIET,

e FTRTDTCP 7y FRHEINET,

o ZTOMDOTRTOIP N7y R Rr Yy FINET,
o TRTOIIP N7y MBIk INET,

Switch (config)# access-list 101 permit udp any any
Switch (config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any
Switch(config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl)# exit
Switch(config)# wvlan access-map drop-ip-default 10
Switch (config-access-map) # match ip address 101
Switch (config-access-map)# action forward
Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map) # match ip address igmp-match
Switch (config-access-map)# action drop

Switch (config-access-map)# exit

Switch (config)# vlan access-map drop-ip-default 30
Switch (config-access-map)# match ip address tcp-match
Switch (config-access-map) # action forward

WDFEID VLAN = > 7 TiE, 774V TMAC X ry bR Ray 7 &, IP N7y BRI NVE
T, MAC JE8E 7 7 2 A2 U A | good-hosts 55 T good-protocols 2 = D~ v 7 L flAG W TR T
L& ROEIITRY ET,

e A K 0000.0c00.0111 35 LT 0000.0c00.0211 725D MAC 737 > hRERESNE T,
o decnet-iv £721% vines-ip 7w F AV AT S5 MAC N7y RREEEESNE T,

o ZOMODFTRTOIFIP NTy FR Ry FINET,

o TRTOIP X7y MREEINET,

Switch (config) # mac access-list extended good-hosts

| oL-27310-01-J
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W VLAN =y F0EE

Switch (config-ext-macl)# permit host 000.0c00.0111 any
Switch (config-ext-macl)# permit host 000.0c00.0211 any
Switch (config-ext-nacl)# exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl) # permit any any decnet-ip
Switch (config-ext-macl) # permit any any vines-ip

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch(config)# vlan access-map drop-mac-default 20
Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map) # action forward

Pl 4

WROFID VLAN v 7T, 774NV R TTRTOARTy b (IPBLOIEIP) BRryrInET,
B2 B KO 3 D7 72X U Z b tep-match 35 KU good-hosts 2 Z D~ » 7 LA GDLETHMAT S
&L RO EDITIRY T

o TRTDOTCP ATy FREESNLET,

e JRA K 0000.0c00.0111 # LT 0000.0c00.0211 726D MAC 737 > R PREREESNE T,

o ZTOMDTNTHOIP Ty bR FryFIhET,

* ZTOMDTSTOMAC N7y F3 ey 7ENET,

Switch (config)# wvlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map) # action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

VLAN ~® VLAN < v FDER

1 50O VLAN = v 7% | >F7-138EH® VLAN I[EH T 5101, ¥ EXEC E— FCKROFIEE E

TLET,
avwy Rk B
AFy71 configure terminal ra—nN) ar7Z 4 Xal—vay T— REBEBLET,
27972  vlan filter mapname vlan-list list VLAN ~ v 7% 1 2% 7-138%® VLANID I[Z#/H LET,

list IZIZH—» VLAN ID (22). #ife L7=@ip (10 ~ 22), £721% VLAN
IDDOARY 7 (12, 22, 30) ZHETEET, B~ A 7 U DHi
BICAR—RAEHATHEHLTEET,

A7973 show running-config TrER YR RNOBRELFRLET,
A7974  copy running-config startup-config | ({L%) =L 7 4 Fal—L gy T A MCERERRELET,

VLAN = » 7% Hlx9 5 121%. no vlan filter mapname vlan-list list 72— 3L a7 4 Fal—T g
vavwry FEHERLET,

wIZ, VLAN v 7 1 % VLAN 20 ~ 22 IC@#E AT 5042~ L £,

Switch(config)# wvlan filter map 1 vlan-list 20-22
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VLAN vv 7oz N

Ry FJ—9TOVLAN v TDERE

22T, Mo VLAN EDOY—"~D7 7 v A 85T 2 HIECHO W TR LET (T3]0 VLAN (2
HDHYV—=R~DT 7 ADHEAL] (P35-37) #5MH),

AD VLAN [2H 2 H—/I~DT7 I ADIEE

ATFvF 2

BO VLAN IZH DY —"~OT 78 AZHRTEET, =& 21E. VLAN 10 NOH—,310.1.1.100

TIE, ROBAS~OT 7 v AR H0ERHY £F (K 35-4 22H),
e VLAN20 NOH# 7% > b 10.1.2.0/8 IZHDHANDT 7 EAZEILLET,
e VLANION®OFAA K 10.1.1.4 B3 LT 10.1.1.8 D7 7 £ A &EIE L F T,

35-4 1D VLAN LDY—/I~NDT V) ERIEEF

VLAN ¥ v 7

= |
10.1.1.100 I
|

el IRy b
#—s% (VLAN 10) \\ 10.1.2.0/8
y
R < S l
10.1.1.4|:| ””””” —
"\ RA + (VLAN 20)

RZ b (VLAN 10) LAY 3RAYF

10.1.1.8
_—

RX + (VLAN 10)

101356

—> N7y b

Wiz, 7 x> F10.1.2.08 NOARA F, FA L 10.1.1.4, BELIPFRA L 10.1.1.8 DT 7 A %{ER
L. ZOMoIP 77 4> 7 %i#Fa[3 5 VLAN ~ > 7 SERVERI-ACL #{ER LT, 5llo>o VLAN ND
Y=~ DT 7R EERT L0 LET, HEDAT v 7 TlL, ¥ v 7 SERVERI % VLAN 10 i
WHLET,

ELWARTy =872 IPACL ZE&LET,

Switch (config)# ip access-list extended SERVER1_ACL
Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch (config-ext-nacl))# exit

SERVER1 ACL & —E725IP X v b2 Fry LT, 20O ACL & —ELARWIP X7y FEiEET
5ACL Z#EH LT, VLAN v 72 EHRLET,

Switch (config)# vlan access-map SERVER1_ MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1 _MAP 20

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

VLAN 10 {Z VLAN =~ v 7 Z#H L £9,

| oL-27310-01-J

Cisco Catalyst Blade Switch 3130/3032 for Dell Y2 k7 3> 24¥alL—vav i1 F



¥35F ACLICEDRY FT—Y £FaVT1OHRE |

W VLAN =y F0EE

Switch (config)# vlan filter SERVER1_MAP vlan-list 10.

N E f—]
VACL O #eEDRTE
VACL v ¥ 7 %3 ET AL 1L, ORI TIER SN IP 237 » MIKk LT Syslog A vE— U2 4
FEnEd,
o —ETARHDNT Y NEZIELESLES
o FHBDS5 M T ANy NEZEFELESA
o S/ORRIEBTDRENILEVMHEIZEL TWDES
oy AybE—VF 7 —HTAERINET, 7a—i, FACIPT7T FLABLRLA ¥ 4 (UDP F£7-1%
TCP) &A— hEBEFFONT Y FELTERSINE T, 7u—TS5 M7y hEZELRVGEA. £
D7u—F¥x v anbilfRENET, Syslog A v E—UNERINDE, X Av—BIUT Yy
N AR By FERET,
VACL v £ > 7 OHl[RFEITRDO LBV TT,
o JEEHEINZIP Xy METRRESNET,
o RER—FACL TuX U VRN ER 7y ME, VACL THESGENTHE,. eX o7 EnEs
/Vo
¥ EXEC E— FTHROFIEE EITLET,

= S E]:3)
A7971  configure terminal sua—)Lary7 4 ¥al—ary T— FEBEBLET,
A7972  vlan access-map name [number] |VLAN ~ v 7% {E L £79, VLAN ~ v ZIC&HT & B (IFE) AT £,
FL, vy TRO L NI DOY =T o AF ST,
V= o AE G OFPHIT 0 ~ 65535 T,
M CA4RTO VLAN = v 7 2/ERRd % & 10 TN 2 F 50 MEICH D 4 TH
NET, ~ v 7B EEEHRT DL &3, ZL T~y 7T = M) oFK S
EANNTEET,
Yy T ER S (ERE) 2HRETDHL. 7/ AYy T ar7 4 Fal—a
Y E—-RDBRBENET,

A7973 action drop log IP Xy bEESIOe X 7 T555 VLANT 78R v v 72 ELE
‘d—o
AFy7 4 exit VLIAN 772~y 7 ar7 (Fal—ary T—RegTL, Za—L

Ay 7 4Fal—ary T—RIEY £,
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

avw vk B
A7975  vlan access-log {maxflow VACL BX > 7 RIXA—FEZRELET,
m];xgzzzzger | threshold o maxflow max number : &7 T —7)V P A X HE LET, maxflow DL
PR EOCRETDE, 0/ FT—TAONELHIRTEES, 07 F—F AN
WolXWOBEIR, vX SRy MY 7 hu =T ICLoTH L
W7 = b SE T,
oML, 0~ 2048 TY ., 7 74V MHIX 500 T,
o threshold pkt_count : =¥ 7 LEVMEZRE L 9., 5 okl 2127
B—DLEVMEIZET DL, BX S Ave—UREKRESET,
L& WEOHFIFIT 0 ~ 2147483647 T3, T 74/ hOLEZWEIZ O TH
V. Syslog Ay E—UN 55T LITERINET,
ATY76  exit Bt EXEC ®— RICEY £,
27977 show vlan access-map ANINEZHER L FT,
A7y78  copy running-config (FE) av 74 Fal—vay 77 A VICREZRTFLET,
startup-config

GE)

no vlan access-map 2~ K& —7 VAR FLEBIHEAL Cey TEFEZHIBRLEST, »—F v
AFFRLTa<wr FOono A=V a 2L T~y 72HIBRLET,

WIZ, IP ATy FEBEERBIOr X 74589, VLAN 7 78R vy 7 E2RET 012" LET,
T 2T, net 10 DA VI —ETBIP b T 7 4 v/ BEERSIuX S EnET,
DomainMember (config) # vlan access-map ganymede 10

DomainMember (config-access-map) # match ip address net_10

DomainMember (config-access-map) # action drop log
DomainMember (config-access-map) # exit

Wiz, Z7ua— NV VACL X7 RIA—F2RETLHH R LET,

DomainMember (config) # vlan access-log maxflow 800
DomainMember (config) # vlan access-log threshold 4000

ZITHMT D a~ s RO LU GIEOFEMIZ OV TE, ko URL TAFAIEEZ [Cisco
10S LAN Switching Command Reference] % ZM L T 7230,
http://www.cisco.com/en/US/docs/ios/lanswitch/command/reference/lsw_book.html

JL—% ACL Z VLAN v v JLllAEHETHERAT 5

TV T ENTE N T T4 I BIONN—TFT 4 TSN N T 74y 7 OWFIZK L TCT 78X =
Vb= EITHIZiE, VLAN = v 72 HMCHEHT 2, /213 —4% ACL & VLAN <~ v 7%
HELETHALEST, ANWEHAmEDONL—FT v RVLAN A v Z—7 = A A T/L—# ACL 2 EH
L7z, VP 7 &Nt b7 74900778 A% ary ha—1035 VLAN~y 72 E#RLIZD
TEET,

Ry b 7ur—20" ACLIN VLAN v v 7 ® deny A7 — A2 b E—HLZGEA, V—4% ACL O E
WA, X7y b 7= IS &N E T,
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JL—% ACL % VLAN ® v F LA EHETHAT HE

>
B

—4 ACL % VLAN = v 7 LflLAabETHEAL, v—% ACL TORX 7 &0 EE 4587y b
BN VLAN v v 7 THEEINZHE, 2oy y MirXorrEhEtdi,

MRy b AT (IP £721X MAC) (X9 % match AJ728 VLAN < v FIZHHLHETH, 27 v b
NZEDEATIZ—BLREWEES, T 74V TNy PR RKe vy 7ENET, VLAN v v 7HIC
match MR, 77 a ryBEESINTHRWES, EOVLAN vy 7 = b b —FK L7
v MItEEsShET,

ZZTiE, V—#% ACL % VLAN ~ v 7 LA B THEAT S HIEIC O W THA L £,
e [VLAN v v 7 & /L—% ACL OFEROEEFIE] (P.35-40)
e [VLAN IC#EH &SN 5L —% ACL & VLAN < v 7Dl (P.35-41)

VLAN ¥ v J&IIL—% ACL OFRERDIEEE

Il Cisco Catalyst Blade Switch 3130/3032 for Dell Y2 b7 3274 ¥al—av A4 F

ZZicEEEN - EESFHEIZ, L—4% ACL ALFVLAN = v 7% [F U VLAN ETHBAT2LERN S
HEEICHHAINET, L—% ACLBLOVLAN v v 7% 8724 VLAN IZE W Y TABREICIE., =
NOEOREEFEHETEASNEEA,

AL v F =R =71, i\ (ANBLOHA) Zeict®xaU7 0 ACLz 1 HELET, Lz
MWoT, =4 ACL BLOVLAN v v 7% [ U VLAN IZERET 2 HEIE. 2L EMET D5 0NENR
HYET, =% ACL & VLAN v v 7% a5 & ACE OBPERIZR L2561 H Y £,

N—4 ACL 8L VLAN v v 7%[F U VLAN IZRETALENH H5E61F, +—4 ACL & VLAN
<y T OMFOFEICHL, 2 THPATIERFHIIES, T EE,

o VLAN A % —T x4 ALK HH (ABLOHA) I VLAN v v 7B XL —% D ACL % 1
DOFTOICWRYRETE T,

o ARV, TRTOTL NIDOT 7 v a YRE—T, KROT 74N b 727 a 20 B3
DIAT LD X ACL Zitid LET, ROWThrDORAEMEM LT, ACL Zitik L £,
permit...
permit...
permit...
deny ip any any

FoX

deny...
deny...
deny...
permit ip any any

o ACLINTHEEOT 7 ay (v, X)) 2ERTIHIHEE. ThZhoTrvay ¥4 7%%
LT, = FUEREHIRL £,
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