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A7976 ip device tracking IPFARAR NTF o T—T VA RX—T I LET,
279717 end Kt EXEC T— FICREY £,
7978 show ip admission configuration WEEFELLET,
AAA BEEDERTE

avw vk E]:)
A7971 aaa new-model AAA BSRER A F— T LI LET,
A7972 aaa authentication login default group {tacacs+ |0 7 4 L HEOBIEFEDOY A M2 EHELET,

| radius}

A7973 aaa authorization auth-proxy default group Web N—ZF R OF A HFRY 2 F&2/EHK L ET,
{tacacs+ | radius}

A7974 radius-server host {hostname | ip-address} test |AAA V— EIELET,

username username ) %&— k RADIUS #— DR R R E7IEIP 7 KL R %458
LEI,

test username username 1%, RADIUS Y — gD QBT A
haeA X—=TNZT DA T a T, HE SN 7= username
TE -V HTHLIVNETHY /A,

A7y75 radius-server key string AA »F & RADIUS #—/STHfET % RADIUS 7 —% [
THEAENIRIAB IO SXF—2RELET, BHD
RADIUS —"zMHT2I121F, TN —TZ D=
v REATILTLIEE N,
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W web R—RBEOEFEHE

£ & U RADIUS b —/\[ED:BEIEDERTE

avwyk B
A7971 ip radius source-interface interface_name RADIUS 7 > "3, HBESNTA LV F—T =4 AD
IP7 FLAZGLI IR ELET,
A7972 radius-server host {hostname | ip-address} test J+£— k RADIUS —/SDFKRA ML EIZIP 7 FL &
username username BHRELET,

test username username %, RADIUS ¥ — i H
T A NEAF—T AT DHA TV a T, BESR
72 username (IAN 22—V AL THILEIXH Y FTHA,
key &7 v =3 ik, AA v F & RADIUS % — SO Tfli
HENDIHBIEE EX—2HBELET,

#HH > RADIUS — &3 512X, ZnEho
P—NNTZDa<w REANLTLIEE N,

27973 radius-server key string A v F L. RADIUS #— 1 ECHEIET %5 RADIUS
T EOMTHERT S, BIEX—B L O EL%—
ERELET,

A7974 radius-server vsa send authentication RADIUS H—1_"M50D ACL DX 7 ua— K& A F—7

M LET, ZDEREIX. Cisco I0S Release
12.2(50)SG THH— k &N TWET,

A7975 radius-server dead-criteria tries num-tries RADIUS — NIZEE INTZA v B—=U~DIRER 2N
LA, ZOV—"RET T4 T ThDLERRTET
DOEBEEARE LE T, BETE D num-tries DOFH

X1 ~100 T,
$ 7 S
HTTP Y—/\D&*E
27971 ip http server HTTP — % A X —7 /W2 LE T, Web N— R4 REIX, HTTP — %t [
LTAHARAREBIEL, 2—VRIEEZITVET,
27972 ip http secure-server HTTPS % 1 %—— i L&
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Web X—2BHEOBZEAZEZ M

BEETOXS Web R—DDHRETA X

[ZC®HBHIIC
Web ~— 2 OEIEH X%/%@?7jﬂ$}HMLN~Vﬁﬁ&<\ﬁb@@PHML&~VﬁJ—
*fﬁiﬁﬂ?éﬂéiﬁ Web IJALIJ Eﬁﬁ“(%i'@“

HAH LBIET B X Web R—VOHEHEZEET 2%, 9. WAXLHTIML 77 A VE AL v T
DT Tyva AEVIHEEL, RiIZZa—)L a7 4 FXal— gy F—RTCIDXATEZFEITL

i ‘j—o
=1 N B
A7971 ip admission proxy http login page file AL Y FDAEY Z7 A4V AT LNT, F7 41K
device:login-filename oua A4y X=YORbYIHEHT LI AL 2 HTML
T ANDEHERELET, device: 1Z7 7 v a A
U TY,
A7972 ip admission proxy http success page file TI7FN ORI A URDR=T OOV IERT A0
device:success-filename AHZINHTML 7 7 A VOB ZFE L £7,
A7973 ip admission proxy http failure page file TN DT A RN ORDYIENT 50
device:fail-filename A B 5 HIML 7 7 A VOBFEFRE LET,
A7974 ip admission proxy http login expired page file FIFN IO T A RGR—=T DR VIHEAT D
device:expired-filename A% 5 HIML 7 7 A VO EEL £,

BhaJAoIiwdHYF14 LY a2y URL OIEE

PRAERRIT, WEBZ HTML _N— U 2 RMICE Sz, =2—TF DU XA L7 Mebk7: 5 URL 2487E
52 &mv%iio

avwv kR B

ip admission proxy http success redirect url-string FIFL OB T A VRHIR—T R Ic—F %
XA L2 ~95URL 2 EELET,

Web R—RFEEE/ T A — 2 DERFE

K CTEpal A B ITRIBORKEZZELET, KERLERITREENZDEEZ2BZD &, 7747
¥ MEFEHER, vy F U R RNICHEHELNE T,

avwyk B&

A7971 ip admission max-login-attempts number Lt 74 U EITORKEIEZHRELET, FEETED
FPAIX 1 ~ 2147483647 AT, T 74/ MX 5 TT,

A7972 end ¥5HE EXEC £— NIZR Y £7°,

A7973 show ip admission configuration TIET X ORETRRLET,

A7974 show ip admission cache AT MY DY R MNEFERLET,

27975 copy running-config startup-config EE) arv 7 4Xal—ay 77 A ICRELIRIGF
LET,
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W Web R—REEOE=FULIBLUALTFF R

Web S25EO0—AHJL /\F—DRE

avvFk B
A7971  configure terminal Jua—sL ar7 4 F¥alb—vary T—RElBLET,
27972 ip admission auth-proxy-banner http 2= NF—F A =T M LET,
banner-text | file-path] (fEF&) Cbanner-text C L AJJ LT, HAZ L ANF—%FRRLET,

ZIT, CIREIY T, A=tk RmREIND 77 A (B
o=, £7ETRAN T AN) BRTT AL RATT,

27973 end H:4E EXEC £ — FIZRED £,
A7974 copy running-config startup-config UEE) v 74 FXal—ay Z7yANMCHREZHRTELET,

Web A—REBEEFxvyva T2 K DHIER

yyﬁwkamiybj%mﬁf Wi, B IP 7T RLAZ AN LET, ¥ v = b
TRTEHIBRYT BT, 7x&)x7%ﬁ%bi¢

avwyFk B

clear ip auth-proxy cache {* | host ip address} A2A v FNLEIETa Xy = MY EHEELET,

clear ip admission cache {* | host ip address} AA Y TFNHLIP T FIvvary Fyvyiva =M%
HELET,

Web X—X munEquE 51EJ—/ffij:Zﬁ)‘,/7'7'—/J(

avvk E[:5)

show authentication sessions Web N —ZARFERELRFLET,
show ip admission configuration AL B X OB EER T LET,
show ip admission cache AF= Y DU R MNERRILET,

Web ~N— R BELDERTEH

Web R—XEBRED A 2 —TILIL E R : Bl

w1z, Fast Ethernet A" — b 5/1 T Web XR—RBiFE2 A 21— 7 M T 50 %2R LET,

Switch (config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1

Switch (config-if)# ip admission webauthl

Switch (config-if) # exit

Switch (config)# ip device tracking

CiscolE2000 RA vF Y2 +rHxz7 AV 74 ¥al—3v HAF
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Web A—zBitnizes MW

W, BREEMBT 202 RLET,

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl
http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA DA *2—TILE : Bl

WOFITIE, AAA A X—TNVICT 25 EETRLET,

Switch(config)# aaa new-model
Switch (config)# aaa authentication login default group radius
Switch (config)# aaa authorization auth-proxy default group radius

RADIUS H—/X /A5 A —Z DERTE : Hi

ROBITIX, AA »F TRADIUS =R RITA—FERETDHHEZRLET,

Switch (config

( )# ip radius source-interface V1an80
Switch (config)

( )

( )

# radius-server host 172.120.39.46 test username userl
# radius-server key radl23
# radius-server dead-criteria tries 2

Switch (config
Switch (config

NRARLBIET DXL Web R—CDFETE :

WOHEITIX, HAZLRBIET T X Web X—VHHRET D HEEZRLET,

Switch (config

( )# ip admission proxy http login page file flash:login.htm
Switch (config)

( )

( )

# ip admission proxy http success page file flash:success.htm
# ip admission proxy http fail page file flash:fail.htm
# ip admission proxy http login expired page flash flash:expired.htm

Switch (config
Switch (config

ARAZLFBIET DXL Web R—TDFERE :

OB TIX, B AZLBIET T ¥ Web X—V DR TCEMWRT D HiEERLET,

Switch# show ip admission configuration
Authentication proxy webpage

Login page : flash:login.htm
Success page : flash:success.htm
Fail Page : flash:fail.htm
Login expired Page : flash:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Session ratelimit is 100

CiscolIE2000 R/ wF Y2 k7 avI74¥alb—>ay A4 F
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W Web R—ZBIEDEEHI

Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

&4 L% ~ URL OFRE : 4l

WOBEITIX, R Li-a A 43V 27 v a URL 2RET S HiEERLET,

Switch (config)# ip admission proxy http success redirect www.cisco.com

y&4L%9 F URL OFEE : HI

ROFITIE, A LTem 7 A T2 A V27 ar URL 2R T 2 kxR LET,

Switch# show ip admission configuration

Authentication Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

A—hJL XF—DRE : Bl

WOFEITIE, My Switch] E\WHIHAX N A vE—URERENTWDIO—I)L NF—2RETDH
EERLET,

Switch (config)
Switch (config)
Switch (config)
Switch (config)

configure terminal

# aaa new-model

# aaa ip auth-proxy auth-proxy-banner C My Switch C
end

Web X—XR Gl v & a3 > OHIER : #i

Wz, IP 7 R A 209.165.201.1 ®7 T A4 7 > MIxtd 5 Web N—RFRiEE » v a v ZHIRT 561 %
R~LET,

Switch# clear ip auth-proxy cache 209.165.201.1
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zotnpEgy W

ZTDDOEEEH

TR, A v FEHIZEAT AR BERNI O W TP L ET,

BAEIRH T=aT7IL AL ML

Cisco IE 2000 =~ K [Cisco IE 2000 Switch Command Reference, Release 15.0(1)EYJ
Cisco I0S EAza~ 2 K [Cisco 10S Configuration Fundamentals Command Reference.]
I m Xy av R [Cisco 10S Security Command Reference

RADIUS #—/N < R

FRRET 1 % VR E [Cisco I0S Security Configuration GuideJ

RADIUS 4 — /33

R
m/

EE 24 ML

COMEETY R — M ENDIHROEREEZITET N |—
TERTH Y A, iz, BEOEEOYFR— M
EERENTWEEA,

MIB

MIB MIB®DY>H
— CiscolOSXR Y7 h v =7 %HHLTMIB #BBEBIOZ 7
27— K952,

http://cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml (2 & %
Cisco MIB Locator Z{#H L, [Cisco Access Products] A == —M»
57Ty T A —LEBRLET,
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| 78-21162-01-J .m


http://cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

F14E  Web —BEORE |

N zotoEEEs

RFC

RFC 24 ML
Z OMEREIC X 0 AR — N ERHTE RFC £72138GT | —

RFC i3xH vV £ A, £ OREIC & 5817 RFC &
PR— MIEEIIH Y FHA,

SRADTIV =AML YR—F

Bl yry

SRaDFT I =H) R — b Web A T, B4, |http://www.cisco.com/en/US/support/index.html
FraY— Y)a—ar, FRe b B
LY —=~DY 7 ED, BF— VI R S
TR R A[HE T, Cisco.com & BFRFE D2 —H

I, ZOX=UMNLEMERICT 7 EATEET,
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