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Copyright (c) 2008-2009 Cisco Systems, Inc.

All rights reserved.

This utility migrates data from ACS 4.x to ACS 5. You can migrate directly from the
following ACS versions:

- ACS 4.1.1.24
- ACS 4.1.4

- ACS 4.2.0.124
- ACS 4.2.1

Data migration involves the following:

a. The migration utility analyzes the ACS 4.x data, exports any data from ACS 4.x that can
be migrated automatically, and imports the data into ACS 5.

b. Before the import stage, you can manually consolidate and resolve data according to the
analysis report, to maximize the amount of data that the utility can migrate.

c. After migration, use the imported data to recreate your policies in ACS 5.

Make sure that the database is running.

Enter ACS 5 IP address or hostname: [nn.nn.nnn.nnn]
Enter ACS 5 administrator username: [test]

Enter ACS 5 password:

Change user preferences?[no]

yes

User Groups

Existing user groups will be migrated to the Identity Group.
Enter new Root name: [Migrated Group]

Network Device Groups

Existing network device groups will be migrated to the Network Device Group.
Enter new Root name: [Migrated NDGs]

Consolidation Prefix

Identical objects found will be consolidated into one object.
Enter a prefix to add to the consolidated object:[cons]
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ACS 5 supports authentication for internal users against the internal database only.

ACS 4.x users who were configured to use an external database for authentication will be
migrated with a default authentication password.

Specify a default password.

Disabled Group Users
ACS 4.x users and hosts that are associated with disabled groups will be migrated as
disabled: [yes]

Configure these users as disabled in ACS 5, or ask for a change of password on a user’s
first attempt to access ACS 5.

Select the option:

1 - DisableExternalUser

2 - SetPasswordChange

Selected option:[2]

2

Network Devices

TACACS+ and RADIUS network devices with same IP address will be unified.
Select a name to be used for unified devices.

1 - RADIUSName

2 - TACACSName

3 - CombinedName

Selected option: [3]

DACL name construction

Existing downloadable ACL will be migrated.
Select a name to be used for the migrated DACL
1 - DaclName_ AclName

2 - AclName

Selected option:[1]

Save user defaults? [yes]
yes

Enter ACS 4.x Server ID:
acsl

Add server-specific migration prefixes?[no]
yes

You can add a global prefix to all migrated objects from this server.
Enter a global prefix:[]
sl

Use special prefixes for specific object types?[no]
yes

** To input an empty prefix, enter the keyword EMPTY.

User Attributes Prefix: You can add an additional prefix to the user attributes.
Enter a prefix to add to these objects:[sl]

Network Device Prefix: You can add an additional prefix to the network devices names.
Enter a prefix to add to these objects:[sl]

Users Command Set Prefix: Extracted command sets are migrated to a shared named object
with an optional prefix.
Enter a prefix to add to these objects:[sl]

Cisco Secure Access Control System 5.3 #1741 F
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Groups Command Set Prefix: Extracted command sets will
optional prefix.
Enter a prefix to add to these objects:[sl]

Groups Shell Exec Prefix: Extracted shell profile will
optional prefix.
Enter a prefix to add to these objects:[sl]

Shared Command Sets Prefix: Extracted command sets are
with an optional prefix.
Enter a prefix to add to these objects:[sl]

Shared Downloadable ACL Prefix: Extracted Downloadable
optional prefix.
Enter the prefix to add to such objects:[sl]

be given the group name with an

be given the group name with an

migrated to a shared named object

ACL will be given a name with an

RAC Prefix: Existing RAC will be migrated with an optional prefix.

Enter the prefix to add to such objects:[sl]

User Groups Root Prefix: You can add a prefix to the user groups root.

Enter a prefix to add to the user groups root:[sl

Network Device Groups Root Prefix: You can add a prefix to the network device groups root.
Enter a prefix to add to the network device groups root:[sl]

Save server migration prefixes?[yes]
yes

Show full report on screen?[yes]
yes

Select the ACS 4.x Configuration groups to be migrated:

- ALLObjects
2 - AllUsersObjects
3 - AllDevicesObjects
4 - SharedCommandSet
5 - SharedDACLObject
6 - MasterKeys
7 - SharedRACObjectWithVSA

Choose one of the following:
1 - AnalyzeAndExport

2 - Import

3 - CreateReportFiles

4 - Exit

[1]

Il Cisco Secure Access Control System 5.3 #4741 F
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Would you like to migrate another ACS4.x server? [no]

yes

Enter ACS 4.x Sever ID:

BITRAROUTR O3y
BATAZ U MI, kOB g o THRENET,
o BITREEH, £ 6-1 (P.6-5) ZZMLTLIEZEN,
o BATa—H FVU T LR, £ 62 (P.6-6) #BRMLTLIIEE,
o BT/ N—T, R 6-3 (P6-8) ZZWLTI X,
e BiT7xz—X, £ 6-4 (P.6-9) #ZBRLTIIEE,

& 6-1 BITRY ) 7 FREER,

AOUTFDER

B

Use saved user defaults?[yes]

ZoTarT NI BT —T 4 VT 4 #HFEAIT L TEED A R
Y UAEBITT D% EICRTINET, 774/ M yes TT,
ACS53 % —4 v b =V ZBIO IP 7 KL 2B L OERIE#RE A
HTB55E51F, no EAHLET,

Make sure that the database is running.

WA =Y, WONEERHERLTIEIV,

o ACSAXV—EART I T4 7o TNDHI &,

o ACSAXBITIHV VY TT—HRX—RERy I T v T LTND
N

o IP7 RLARERHAREL TND Z L,

o ACSA4XBITV U MBHACSS3 X% —F v b~ 7784
T&HZE, Web A v ¥ —T A AT 7EALT, ACS5.3
TV UBNMERATFRETH D EEMERL T EEN,

WD A<y ROETFTHRITBITA VEZ—T = A ANA X —T NIl

TWnZ ek

acs config-web-interface migration enable

Enter ACS 5 IP address or
hostname: [nn.nn.nnn.nnn]j

ACS53 48—y b = DIPT RLAETLITIFRA ME AL
F3, ACS4xT—4%% ACS53 ¥ —5» b v ICBITLET,

Enter ACS 5 administrator username: [test]

ACS53 4=y b vwvroa—FE&EAJLET, ACS53 T
X, FHa—VEIRTIR— SN ET,

ACS 53 TlE. T 74/ NOA—R—EMET H W N acsadmin
PR R—=FEN, FEICL 22—V ON ATV R—FENFEHE
Ao

Enter ACS 5 password:

ACS53 % —F4 vy k=3O RAT— KRB AT LET,

Change user preferences?[no]
yes

7 7 4V Ml no T,

o EFHEALADMEZMFFTHICIE. no EAALET, BIT2—
T4 VT 4 BEETTLIHA. 51T UseDefaults fEiz 72 v
iﬁ‘o

« Z—FTVT7 LU AREETHITE, yes EANLET,

[ oL-24202-01-J
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User Groups

Existing user groups will be migrated to the
Identity Group

Enter new Root name:[Migrated Group]

ID ZNV—"T70F 7 %)V b4 1X Migrated Group TF, T2 & %
X, =—% acs 313 1D 7' )v—7 All Groups:Migrated
Group:ACS Migrate 2 \ZJ{ L CTWET, HrLWARIEZ AL
T. Enter i+ &, TNV NEREREINET,

Network Device Groups

Existing network device groups will be migrated to
the Network Device Group.

Enter new Root name: [Migrated NDGs]

Xy NT—2 FNRA R T N—TF (NDG) OF 7 4V bl
Migrated NDGs T, #HLWAHTZ AJI LT, Enter & 77
EL TNV NADBERINET,

Consolidation Prefix

Identical objects found will be consolidated into
one object.

Enter a prefix to add to the consolidated

object: [cons]

HAEIN=AT o= MTBMT 277407 A& AT LE
7

Users

ACS 5 supports authentication for internal users
against the internal database only.

ACS 4.x users who were configured to use an
external database for authentication will be
migrated with a default authentication password.
Specify a default password.

=P F T2l O —T DT 7 )k RAT— KT
T FHLWRT—RZAN LT, Enter 44 &. 73/
FDSRAY — RPERSNET,

ACS 5.3 ClE. WHF— & ~— 2kt LT, Wilz—#0
AN YR — F &N FEJ, BT —F =22 FHL T
W2 ACS 4x =2 — WX, T 7 4V FOFRAEN AT — RTBAT S
nET,

ACS53 Tlid. 74NV FDNRAT—RERFETHENTE
£,

Disabled Group Users
ACS 4.x users and hosts that are associated with
disabled group will be migrated as disabled: [yes]

T4 B—=T N TWBa—Y F—FICBEA T bz
2—HFBLIOFR MI, 1 2OV —=TDOFICT 4 &—T &
LTRBITENET,

Configure these users as disabled in ACS 5, or ask
for a change of password on a user’s first attempt
to access ACS 5.

Select the option:

1 - DisableExternalUser

2 - SetPasswordChange

Selected option:[2]

ST — R A TERIES T ACS 4x 2—F X, AXT 1 v

7 NAT— RKONEH2—Y L L TBITINET,

o N2 —HFE2TF 4 EB—TNICTARIE. A var ]l 2R
RLFET,

o BTSN —FDONRRAT— REEFET 01, 47
var 2 B@RLET,

Network Devices

TACACS+ and RADIUS network devices with same IP
address will be unified.

Select the name to be used for unified devices.
1 - RADIUSName

2 - TACACSName

3 - CombinedName

Selected option: [3]

FUCIP 7 KL Z2® TACACS+ 3 L' RADIUS *v hU—72
FRA ZEHMBEDLET 1 DOLBNZLET,

7o & Z21E, TACACS+ Xy MU —27 F/3A Z4N
MyTacacsDev ', RADIUS v NU—2 T34 AR
RadiusDev D% fAEDE -4
MyTacacsDev_MyRadiusDev % {ERLT DI21E, A7 a3 %
BRLET,

DACL name construction

Existing downloadable ACL will be migrated.
Select the name to be used for the migrated DACL
1 - DaclName AclName

2 - AclName

Selected option:[1]

BAT &N 72 ACS 4.x DACL 2 A4 A Z2@IR L £,
1 : DACL_ACL 4
2 : ACL %

Save user deafults?[yes]

F 74 Ml yes T, 2Oy a T LZEREE R
FFL7Z2WEAIE, no EATILET,

Il Cisco Secure Access Control System 5.3 #4741 F
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BERIUT €53y B

AOUTFDER

B8

Enter ACS 4.x Server ID:

T—H2DOBITILD ACS4x — 1D AT LET,

Add server specific migration prefixes?[no]

T 74/ MEno TYT, yes EAN LT, K adx F—~"AIZT L
T4 7 AzBMLET,

You can add a global prefix to all migrated
objects from this server.

Enter a global prefix:[]

sl

BEOF— AN SNETRTOAT Vs k
TLT AT AEANLET,

B3

Use special prefixes for specific object
types?[no]

yes

** To input an empty prefix, enter the keyword
EMPTY.

F7 4N kMEne TF, ZhICkoT, BITSh3T_ToA4
T2 N BATIC T o= LT 4 7 ANBIMENET,
%ﬁ#é%ﬁ@ﬁfyxab54?K%E@fv747x%ﬁ
M+ 28A1%, yes EADLET,

User Attributes Prefix: You can add an additional
prefix to the user attributes.

Enter a prefix to add to these objects:[sl]

FIANNITa—rL T T 4 A ANENBETT, B
TT2T_XRCO—FBEICER R T VT 4 7 25BN 55
Bl v T4 7 A AN LET,

Network Device Prefix: You can add an additional
prefix to the network devices names.

Enter a prefix to add to these objects:[sl]

TIAN NI a—N L TLT 4 J AN ENDETT, B
”#éﬁ&fm*y%7—7%ﬂ4xmﬁﬁﬁiv747x%
BINTA28451F. L7472 AEASILET,

Users Command Set Prefix: Extracted command sets
are migrated to a shared named object with an
optional prefix.

Enter a prefix to add to these objects:[sl]

77¢w$i&n~mw7v747x ANNESnsfETT, B
#é#«f@n—%:V/%ﬂ/F_%%&7v7471
BN 58BE81%, V747 2B A LET,

Groups Command Set Prefix: Extracted command sets
will be given the group name with an optional
prefix.

Enter a prefix to

add to these objects:[sl]

FIANMIT B T LT 4 7 A AN ENDETT, B
T3 _RTOINV—F a~<vr Ny MBS LT 42
2EBEMTAEEE. L7407 RAEASLET,

Groups Shell Exec
will be given the
prefix.

Enter a prefix to

Prefix: Extracted shell profile
group name with an optional

add to these objects:[sl]

FIZ N MEITa =L FLT 4 7 AT ATTERDETT, B
174 5T _XTHO I )V—7 Shell Exec (28727 L7 4 7 2 %&E
MT55E81%, v 7472 AT LET,

Shared Command Sets Prefix: Extracted command sets
are migrated to a shared named object with an
optional prefix.

Enter a prefix to add to these objects:[sl]

FIANMITa—rL LT 4 A ANENBETT, B
ﬁ?‘é?‘f\““(@ O~y Ky MOERIZRT LT 0 7 ZA%E
MTHEEIL. v 707 AR AN LET,

Shared Downloadable ACL Prefix: Extracted
Downloadable ACL will be given a name with an
optional prefix.

Enter the prefix to add to such objects:[sl]

FTIFI I e =N T LT 4 R ATENBETT, B
T3 53T XTok ﬁiﬁyu—FT%ACL’%%ﬁfu74
I 2Bt BT L7072 ASNLET,

RAC Prefix: Existing RAC will be migrated with an
optional prefix.

Enter the prefix to add to such objects:[sl]

FIANMITa—rL T T 4 A ANENBMETT, B
7923 _TO RAC IZHRZ2 7 L 7 4 7 A% BT 2541
TVT 47 A AN LET,

User Groups Root Prefix:
the user groups root.
Enter a prefix to add

You can add a prefix to

to the user groups root:([sl]

FIANMIT B T LT 4 7 A AN ENDETT, B
ﬁTéﬁ&fwnwfﬁwwf»w MZERIIZ2 S V7 4 7 A
BT AESIE. L7407 AR AT LET,

Root Prefix: You can add a
device groups root.
to the network device groups

Network Device Groups
prefix to the network
Enter a prefix to add
root: [sl]

TI7ANNIT =L T LT 4 TR ANEINDETT, B
1T _RTORY hU— 7%N4x7w—fw~ M ZHER]
TV T 47 AEBINT A58, V7407 A A LE
9,

Save server migration prefixes?[yes]

T 74N MiEyes T, V=BT LT 4 7 ZZARAF L7220
HLAEE. no EADLET,

[ oL-24202-01-J
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£ 6-2 BAROUT b a—Y JUYI7LVR (HE)
A9V TFOEFH 7L

Show full report on screen?|[yes]

T 74N MET yes TY, B LIZw ZEREFR R LRVWES
IE. no E AN LET,

Update RADIUS dictionary cache?[no]

BED ACSS53RADIUS 4 L7 MU AF v v a2t b2
WA SN ET, TTIC ACS S3 ITBITENTHIR Sz~
X —%BITT 586, RADIUST 4 L2 h) v v ok ®
HTAMENRH Y £4,

FH LWL, ZOXRVA—=RNBITENTICHESR SN, T T2
FELTWDHZEERT A v E—UNERINET,

® 6-3 BAROVIF TSz b -7

29T FDEHR

SitEA

Select the ACS 4.x Configuration groups to be
migrated:

1 - ALLObjects

2 - AllUsersObjects

- AllDevicesObjects

- SharedCommandSet

SharedDACLObject

- MasterKeys

- SharedRACObjectsWithVSA

< o U W
|

The following object types will be extracted:

User Attributes

User Attribute Values
Network Device Groups
User Groups

Groups Shell Exec
Groups Command Set
Users Shell Exec

Users Command Set
Shared Command Sets
Network Devices

Users

Shared Downloadable ACL
EAP FAST - Master Keys
MAB

RAC

VSA Vendors

VSA

1.

BIT79 5 ACS EHHE, KOWTNILDA T a 2RI T, BT
T2 ACSAXx BEHRICH L THE 72— A2 FITLET,

ALLObjects, #7E— h &5 ACS 47 ¥ =7 Mokt LTER
77 = XEEFCEET,

AllUsersObjects, =—W 7V x 7 MIxt L TEBITT = —
R FITTEET,

AllDevicesObjects, T /31 A 47 ¥ =7 MK L TEBIT
T x—RAEFETTEET,

SharedCommandSet, #HF 2~ F &y b 7Y =2 bt
LTHEBIT7 = — A5 EITTEET,

SharedDACLObject, #H DACL A7 V=7 MIxt L TEE
17 2 —A%FATTEET,

MasterKeys, ¥ A ¥ —%— 47 x 7 Mk L TEBIT

Tz — R FETTEET,

SharedRACObjectsWithVSA, H RAC A7V =2 FB I
VSAIZH L THBAT Y = — XA EFITTEXET,
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® 6-4 BRIV ITF22—X

29T FDEHR HL

Choose one of the following: BiTo—T 4 U T4 A7 a3 ik By T,
1 - AnalyzeAndExport

2 - Import e AnalyzeAndExport : ACS4x 7 — X &L T2 AR — |k
3 - CreateReportFiles THIZE, A7 ar 1 Z8IRLET, ZHNIEKENR ot
4 - Exit ATCF, F—HEM L, BEL, D7 = — & HETL
T, MRZHRT D LB TEET,

T—H NG 7 = — XA LTI E, T AKR—FLT
ACS53 AR —bTEET, TACS4x ATV =7 O
171 (P.6-9) LML T ZE,

VP ACSS53 7= R_R—=2%& Ny 77 v 7 LTSN,

e Import: AT —% 77 AN ACSAX T —H %A iR —
FEHICE, A7 a2 2B RLET, BT rEATT—
2 T AR— K Ty ANPER SNk, T —%» ACS5.3
WA VR —bFENET, TACS53 ~D ACS4Xx T —HDA v
A—hr1 (P6-37) 2L T LI,

 CreateReportFiles : 47 = — XD 7 /L LAR— b EEK L R— b
NEENDE I ~EYVEAX (CSV) 77 A NVEERT HIC
E, A7V a3 E2@IRLET, CSV 77 A L% Excel 27
Ly RU—FERIZCSV 77 AN EZYHR— T HE0OMO=
TAHT v 7Ta—RCT&EET,

BATT 4 L7 NUND config 7 A NVFIZ, 70 LR— k&
HLUR— MR FEENET, [VR—FOHIRE LR— K # 4
71 (P.6-40) ZZML TS0,

o Exit: BITa—7T 4 VT 4 &K&TT2D0 BlDACS4x 12
HUORAEBITT A6, A7 a4 2 RIRLET,

Would you like to migrate another ACS 4.x F7 4L MElZno T, BIDO ACS4x AV AZ U AERBITTHIC

server? [no] L. yes AT LETS,

ACS4xA Ty FDBAT

UTOHETIE, BITFIEHO S ESERT =2 — R EAT V=7 b A TORBELEEEFHIZONT
FHLSHBALES,

ZZTEMATINEIEIRO LB TT,

o TAAAZ AT N2y NI—2 T34 Z] (P6-10)
e INDGJ (P.6-14)

o [HE=—H) (P.6-16)

o [o—¥ 7 n—7) (P.6-23)

o [2—H FN—7 K —DarR—xr k] (P.6-25)
o [H55 DACL A7 =7 k] (P.6-29)

« (34 RAC| (P.6-30)

« [RADIUS VSA| (P.6-32)

Cisco Secure Access Control System 5.3 #1741 F
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WM ACS4xATSzy FOBT

o [EAP-Fast v A% — ¥ —3 L UORGEE ID) (P.6-34)

AAA D SATFTUMIARY RT—D TINA R

ACS 4.x T, [Network Configuration] 47> 2 12 AAA Y —NFE 72X AAA 7 T4 7 > bZIAEIZE
DDHZLENTELNDGRHVET, AAAZ 747> FOEFRIT ACS 5.3 @ [Network Devices and
AAA Clients] 7' v 2 V CBATB L OMRFE SN E T,

T, ONEIZHOWTRBHALE T,
o [F—X <wv¥v 7] (P6-10)

o GBI AR — ]
o [ UVIR—F]
o (WAL AZ L ADYR— 1]

F—82 IvEVY

(P.6-11)
(P.6-13)
(P.6-14)

# 6-512, ACS4x L ACSS3DAAAV TFA TV FERIIXRY hU—F TARALADT—Z v v B
TIZOWTRLET,

& 6-5 AAA 95472 bERRRY FI—9 FRARADT—2 TvEYVYT

4.x B4 5.3 B4 airvhk

AAA Client Hostname Name —

— Description ACSAXx OGS NLHITIH Y FE A,

[Migrated] THRNIER S NHPAZ. BITSH
DT RTOT AL AR L THERENET,

Shared Secret

Shared Secret

ACS 5.3 L =— RN{Zi{X RADIUS & TACACS+ @
EHREOZTNEZNDT 4 =V IBREERET,
ACS53 La— FTRESNDFFEDT 4 —/L F
i%. [Authentication using] 7 4 —/v KO E I
CTHERY £,

Network Device Group

All migrated NDGs @ | ®
Network device group

Authentication using

RADIUS 7> a3 »E721%
TACACS+ A7+ a3 v TER &
NHNE

ACS 4.x IZi%, VAR — & b3 TdD RADIUS
NRUF—=DY A IBHYET, ZOEHRIE ACS
5.3 TlIfRFEES N EH A, RADIUS XU #—R&
RENn5%4A . [Authenticating using RADIUS
L~v—J ENET,

AAA Client IP Address

IP

KRSINDODNFITESESETT,

Single Connect TACACS+ AAA
Client EERIZLa—FOT H ¥
VT4 T REIEEND)

Single Connect Device

Legacy TACACS+ Single Connect
support for this AAA client

Legacy TACACS+ Single
Connect Support

42 BNy F 1 BLU 41413 Xy F 10 L ET
DI EHATRE T,

TACACS+ Draft compliant Single
Connect support for this AAA client

TACACS+ Draft Compliant
Single Connect Support

ACS42 BFE Ny F 1B LWACS4.1.4.13 Ny F
10 ML ETo B ATRE T,

Il Cisco Secure Access Control System 5.3 #4741 F
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® 65

ACS4xFTo ) FOBIT

AAA 5SA TV MERBRY FI—9 FRAADT—E vy EVY (IHE)

4.x RiESR

5.3 mit4

AV

¢ Log Update/Watchdog Packets
from this AAA Client (#—3
23 AME—DA T3 )

¢ Log RADIUS Tunneling
Packets from this AAA Client

¢ Replace RADIUS Port info with
Username from this AAA Client

e Match Framed-IP-Address with
user IP address for accounting
packets from this AAA Client

ACS 53 TEH¥AR—FENEHA,

Key Encryption Key

keyEncryptionKey

F—DRIL, WOFRIA TITL->THERD F
7

e HEX: F—0DORIE32XFTT
e ASCIl: F—DOEIIE 16 LFTT

Message Authenticator Code Key

messageAuthenticatorCodeKey

F—DRIL, WOFRIA TSITL->THERD F
7

e HEX: F¥—DR (340 XFTT
e ASCIl: F—DEIF 20 LFTT

Key Input Format

Key Input Format

7 —)v

N

(E)

7' v—=7® Single Connect 7 7 712X > T, 731 A® Single Connect 7 7 778 EEE I E T,

B LUVITHIRAR—

AAA 7747~ (ACS4x) &y NU—27 T4 2 (ACS 5.3) DERITIE, FITKRD 3 DDH
EERH Y ET,

e ACS 5.3 Tl&, RADIUS & TACACS+ Dli &S5 1 DDFy NI —27 T/NA AEFHFRTE
FT, ACS4x TIE. 22D AAA V7 AT MRLETT,

e ACSS3TIH.IP7T RLANRIPT RLRESRAINLRAENT L LTEHKIIL, ACS4.1 TIXIP

T RUAPNEMERZMEHA L TERSNET,
e ACS53 Tit, Ry hU—2 TNAARERTHRFTE D IP 7 F AN 40 HICHIRS L ET,

ACS4x T, 41 U EDIP 7 FLAAEHRTEET,
T, MONBIZHOWTHBALET,
o [FNRARALTHAR—FENLWILTFE] (P.6-12)
e MMP7 RLADA—I—F 7] (P.6-12)
o IIP7 FLAZLH (P.6-12)

e [P ¥ 73y hOHIR) (P.6-12)

[ oL-24202-01-J
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WM ACS4xATSzy FOBT

TNA RBATYR— FShiZLXF
T AR — MRHE, TS AR ORI F R TE £ A, ROLFNRT A AL S
TWODHEEIE, AP — Ay BE—URKRFIN, =7 AR — NI S EE A,

(T

IP7RLRDA—N—5vF

ACS4x Tlx, XY hY—27 TARLZDO—HE LT, IP T RLARAE—NR—F v T LIZEREIEHKT
. BYIOIP 7 KL A2 TACACS+ ZFIHL, 2&HOIP 7 R 27 RADIUS #FIA L £ 7

ACS 5.3 Tix., TACACS+ & RADIUS 3 1 DD Ry hU—27 FTNA RAERICHESIET, 7L,
TACACS+ & RADIUS 28 ACS 4.x OZNENHIED NDG O—ThI5E1EL, HETHI LN TE
FHEA,

BTN 7 = —XTlE, Xy hIT—27 ZA—TBLWIP 7 RLADA—/—F v T35 S v CE L
FIZHREINDTZD, ACS53 OEAFICHEMT HEIICINODOERELTTEET,

flErLET,

Network device AA: IP address = 23.8.23.% 45.67.*8, protocol = RADIUS, group = HR

Network device BB: IP address =45.%6.8, 1.2.3.4, protocol = TACACS, group = Admin
ZOBITIH AA Xy FI—27 TRARZAVZAID2EFADIPT RLANBB Xy hU—27 F/AL R
ARNDEYIOIP T KL RAELF—N=F T L KXy NT—7 TNALZARZTNZTNIED NDG O —
BT

ZOFTHEL, RADIUS * v U —2 F314 2L TACACS+ X T —27 FRALZADENEFNDOT L b
VOAEIE, IP 7 RLARFE—T, WFDORy hU—27 T31 ZR[E L NDG O—#TH HHEIZD
HAHETT, TRTORENTHT LA — FTHREINE T,

IP7 FLRZEH#
ACS53 TliX, VAV FA—RBLOEMHEZ VR —MLET, ACS4x EFERICIP 7 RLRAEEET
LA, ACS4X DT XTOBED IP 7 L AN ACS 5.3 BTSN ET,
el ziE MO IPT RL R RE— U BB TEET,
e 1.*%*10~15
e 1.23.13~17

IP 4 7%y FOHIEB

BTN 7B ATE, 41 UL EOIPY TRy MRSy MU —2 TALARHEN S, Zhb0T
NARERBITTERNIENRESNET, BITEZFRRIZT 5121E, ACS 5.3 JBRUTHERLT 2 K 51T,

VT Ry N vRAZICELT L0, FIFEEOFR Y U —7 TAAL RAERICHEILET, £ 6-6 T,
ACS 5.3 OFIBRICHEIL T 2 L S IZAEETEX 5 ACS 4x BHICOWTHBHA L TWET,

F— 5y 7R

WOXLFTNEENDF—IL, o7 =—XTHI S ET,
e 27 HEX

e 22 HEX

RONWTNNDOLFERERY NT—7 TARALADF—FEEX—FLFAvEe—V A —k T 4 r—%
A— R F—ZRZONSTHE, 72— AT I — Ayt —URRRIN, =7 AR— MILHES
NEHE A,

rn

# 6-6 TiX. ACS 5.3 ORHIRICHEMT 2 LS ITEHETE S ACS4x BIHEIZOWTHH L TWET,
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| £6% ®BIT1—T14VT1Z2EALE. ACS4xH DS ACS 53 ADT—42BT

A4 VR—k

& 6-6 EHOERE

ACS4xFTo ) FOBIT

4.x DEMS

aAVE

Authentication using

¥ D RADIUS N #— D@R NN
Authenticate Using RADIUS \C X hE 4, 7=
& 21, RADIUS (Cisco Aironet) (¥ RADIUS
A SNET,

AAA Client IP Address

ACS 5.3 TliZ, VAL FH— FBLOEHZ
AR—FrLET, ACS4xXx LREEICIP T FL 2%
HBETHHEE. ACSA4Xx DT RTOEFEDIP 7
FL 22 ACS 5.3 IZBITENET,

Shared Secret

NDG ([ HRMEFERNPEEN D NDG IZ/EL T
WBF A R,

Fy NU—27 TN RAEXROILEMEF RO
P VIZNDG O FMEFRIMEB SN TRy b
U—0 TNARAERICEENE T,

Key Encryption Key

NDG IZF —B5X—2NEEN25 NDG IZE LT
WABTRA R,

Fv hT =2 FRL AEFRDOF—HFEF—TE

FEINHMRPDVICNDG OF—HFEF—2fH &
NTRy hU—7 TARALRAERICEGEENE T,

Message Authenticator Code Key

NDG Ay E—Y A—v T 4 r—% a—F
F—NEENDNDGIZELTWDTF A A,
NDG DAyt —V A —®v T4 r—% a—F
F—NHHEN, *y NT—7 FTRAL RAERD
Ave—V dA—kr T4 r—F% a— R F—TFE
HINHRDVIZRY NT—F FTRA RAERIC
MAAENET,

[Unified Device Name] fXEiX Ry b T —27 TRA 20 A ViR— IR ENET, 1 2OF v b
T—7 TR AERITHEETE D ACS 4.x OfEFID RADIUS 7 /34 A2 TACACS+ 731 And %
B, ACS 53 Tid, ACS53 OF LWT NA ADLFIERET DT-ODHREAT > a » 2EHFEET
T, ACS53 TiX, koA 7 v a v aEHATEET,

e RADIUS /34 2 D4 i
e TACACS+ T /31 ZAD 4T

ACS4xIZIE, *y hT—27 TNRAL AL NDG OMOBE—L~LOBEBNEENTWET, ERFHLD
Bxy FT—27 FRA A (AAA ZT9A T2 ) Z0TFNno NDG ICEDALERLY £+, v b
V=2 T34 A& NDG ORD Z OB Z#ERr§ 5 I121E, ACS 5.3 TEANZ NDG % =2 AR — b
LTCTA R —hrL, RIZNDG IZBEHEMMT Ny hU—F TAAL RAEZT T AR—FLTA AR —
LEd, NDG ¢ %y NU—7 TRA AT 1 ODFT V=2 b I A—7L LT EIENET,

ACSS53ITHT LWL a—RBA yR—hand e, 77440 O 7 + —/ R [Migrated] 23ER S

nEJ,

[ oL-24202-01-J
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WM ACS4xATSzy FOBT

BEHAREADYR—

NDG

ACS53 Tix. IP 7 RLARA—NRN—=F v S LIEBEOR Yy NIV —7 THRARAZERZRTEET, X
NU—2 FRLRGBIHED (37 a—rV0) FL 74 7 A& EHRL T, BEE#T S8 T
TFEF, L IPT RVARA—NRN—=T v T LT A AL, LHIN—BEThoThH, BEELTE
ITENRVWEREESNET, 72, Z0XIR2ODA L AXZ L ABOBATIZVR—hEShEHA,

&z rLUET,
Instance = X, network device = A4, IP address = 23.8.23.12, protocol = RADIUS, group = HR

Instance = Y, network device = BB, IP address = 23.8.23.12, protocol = TACACS+, group = HR

ZOFITIE, XY NT =0 TRARAAANBA VAF L AXIZHY, Xy NT—7 T, A BB WAV
AEVAY WCH DD, A SINTZT A AEERTEEEA, TACACS+ 7 /341 2 L RADIUS 73
AANRB LA VAL AZHDHGE. BT S ZADERN Y R— b EhET,

RTOBAITA v AKX ATA ViR— b ENT- NDG ([ZBEEMN T b 7=F 31 A%, ACS 5.3 |29 T
ELTW5D NDG [ZBE AT HivE T,

ACS 4x ® NDG EEOBITEZFAT 5121%. ACS 5.3 TEMO NDG BEENER SN ET,

BT et X T, MB4me3 BERTETIEBONL— N NOAFIZEANT D EEERT I 0
TERFETREINET, T T M, BITESND NDG OF 7 4/ MABRERINET, LEIZGT
T, ZOL4HEERTEET,

ACS4xITiX. EDITN—TIZHEL TWRWVWTRTDOTNA ZADT=HD [Not Assigned NDG| & \»
IBADRIFENTVRWNWIT AL —TNEFENTWET, [Not Assigned NDGJ 7 /v—7 1% ACS 5.3 ~
Dx Y AR— PRIZER ST E T,

ACS 4.x TIX.NDG IZ AAA 7 74 7> s OIFES Legacy TACACS+ Single Connect Support 72
CoBEREENET, 2720, ACS53 T, NDGIZFRy hU—7 T, REFRICI/MHTED TN
/I/“C%U T—ERNEENTHERA, R ACS 4.x D NDG D ﬁ@l{ﬁ uuxﬁéﬂ“(b‘ L6, 7
N—T BT ONDE Ry NU—7 TAL ADMEERET 272D ZOEP I E N E T,

T, RMONFIZOWTHBHLET,

o [F—& vy’ (P6-15)

o 5Bk’ s 2K — k) (P.6-15)

o [fYAR—1] (P.6-16)

o A AL ADYR—b] (P.6-16)
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| £6% ®BIT1—T14VT1Z2EALE. ACS4xH DS ACS 53 ADT—42BT

ACS4x*ICzo roBT B

F—H TvEVY

# 6-712, ACS4x BLUWACS53 DO NDG DT —F D~ v B TIZONWTRLET,

& 6-7 NDG OF—% v EVT
4.x Bit4 5.3 Bt =B
Network Device Group Name Name —
— Description ACS 4x HEF SN DI
b0 EX¥A, [Migrated) THERENIER S 117
X, BITESNDT_XTOT A R L TR &
ET,
Shared Secret — IN—TTEZRSNERE S, 71 —7I
BIEAT DB Ry FT—2 T, ATER
ET,
Encryption Key — ACS 53 TidHFA— S EHA,
Message Authenticator Code Key | — ACS 53 TidHAR— b EHA,
Key Encryption Key keyEncryptionKey F—DOR I, WORREA TIZL->TERY F
¥
e HEX: ®¥—0OREIE32 LFTT
e ASCIl: ¥—DEIIE 16 LFTT
Message Authenticator Code Key messageAuthenticatorCodeKey F—DOE I, WOBRYA SIZL-o TR F
T
e HEX: ®¥—0ORE 31X 40 XFTT
e ASCIl: ¥—DEIE 20 LFTT
Key Input Format Key Input Format 7 — )

B LUVTHIRAR—

ROEHIX, A7 = — A THRESNET,

o NDG 4 DT« —¥ O FIL, =7 AR— MR NDG LI TE £ A, ROXF
N NDG AIEHENTHAHEIE, OHFICe T — A v e—URNEREN, =7 AFR— NI
ENFEFA,
glr="

o HERMBOERNEGENDS NDG : EAMBOERICL > TTF NS A LUV TERINMEN EE
XINDZEERTAvE—,

o F—WEF—FLFAvE—V Ak T4 r—F a—F F—DWVWTHUIPOEENEGEND
NDG : F—EX—FFIAvE—V F—k o T4/ —% a— K F—DEHRICL>TF A X
LNV TCTEBINEEN EEEINDZLEE2RT A vE—D,

o XY RNU—U TFTNRARADF—FEX—FH T AvE— A —kv T4 r—% a— K X—0O8E%X
T RO WTNNDILTFNE Y T —2 FAAL ZADF—EFF—F I AvE—Y F—k T o
fr—XF a— R F—|CROn-oEE, 9 72— XTI — A v —IUNEREN, =7 AR—
MIME SN EH A,

(1}

T AR— K 72— XA TERKEOERDPFTRINERA,

Cisco Secure Access Control System 5.3 #1741 F
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WM ACS4xATSzy FOBT

A4 VR—k

A AR — bk 7x—XT, [User Preferences] TH BRI EFE I8 L NDG BEERNER S E T,
[User Preferences] CARINFHT AL, All E\WH T VT 4 7 ARz b— bk J— Ry ER S ET,
BATENETXTONDG BZDL—F /— RO TFIT/ERSNET,

BEAARZADYR—

ACS 53 Tix, gL — 1 1 DIZE U4AID 2 2O NDG (g, — K) 2ERTEXEHA, 27 LEA
OB THNEERCTE LT, 7L 2L Engineers L WO LARID 2 2D I NV—T%N— 1k S] &—
FNYIZENENERTEET, BHA L AZ 22V KR—FT5Z LT, NDG 2BITT H72HIZK
DTN FTTEET,

o AUAB VAT EITHONL—F EEFR L., AV AZ LU ADN— MNMIFDA LV AZ L ZADTTD
NDG %A v R —rLET,

e BITENATXTOHONDG DD 1 >ONV— b EERLET, L, BiT2—T7 47 4T
X, BHO NDG OHANEDO/NL— MBMESNET, T TIZFEET S NDG L, EEL TS E#H
HE, A rFR—bEhFEFA, EEL, ZOHE, TCIKEET S NDG @ ID ik, BEEf T o
DI SET,

WD F TV 3 v ERIRT H121E, [Preferences] > [User Interface] (B8 L £ 97, BRI &1,
NDG & * v bV =2 T ZAOMOBEAT T BEIRO 0 2y 7129t TR S E T,

7= & 21X, NDG ST \ZBHEA T N7z T A 2 ABC (—BEDO4HTIE IP 7 FLARH D) Biwld ACS
XA VAL UANPEBITENET, LD 250F Ty a v OVWThnzRIRT 5854, ABC 1%
NDG & STIZBHEAM T B E TN, ST 13— b All £T-13F8E Lo — b Engineers D\ TN TET
TEET,

NE 1 —H
ACS53 Tik, RYv—DarR—xr MI, KUY —0ORRE L TRIRTE 2HMAARERA TV =
7 kT,
WE L —FICEET BT T 7 T 4 EF 113, RONETHRSNET,
o [HA=Z—WiERE] (P.6-16)
o [H¥A AL ADYHR—b] (P.6-18)
o [a—HF FT—HREBLP2—F v 7] (P.6-18)
o [a—H v =)L a<> KA (P.6-20)
o [Shell exec /X7 A —4 | (P.6-22)

ACSAXITIIFA T I v 7 2a—HYE2FZHLHENTEET, LDAP REDIRT —F X—R T4 1
Iy 7 a—H 20 ID, HETLIZEOMD T 0T 4 ZEFEHRTEET,

EAF Iy 7 2—PE MY —RITH L TIEFICRIES N72% T, ACS W7 — 2 _X— X TIEK S
NET, ZA4 7y 7 2—=PRREROTDIER S, BIFRL TH ACS OEIIRELZZ T £¢

oo BAFT Iy 7 a—VPRABIT2—T 4 V7 4 TEHIN, LHEIhEEA,

EX1—TER

Fa—Pizt LT, EAEEIZIT2 V4L, XZRT—F, F4E—TNEFRIFAX—TILVDARAT—X
A2, ID ZA—7REENET,

Cisco Secure Access Control System 5.3 #1741 F
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ACS4x*ICzo roBT B

2T, RONFIZOWTHBALET,
o [F—H <o/ (P6-17)

o MBIV s 2K — 1] (P.6-17)
o A R —1F (P6-18)

F—a2 TvEVY
# 6-812. ACS4.x & ACS5.3 DN —HDa—HF L L =T =2 ADF—HF = v L ZITONT

~LET,

% 6-8 AfL—FOT—42 v EVT

4.x miE4 5.3 mit& aAvhk

User Name Name —

Account Disabled Status: —

e Enabled
¢ Disabled

— Description ACS 4x PHEF SN DI
HYFEHA, ACSS53 THEHINDIHHAIX., kD
IO EHEINDIZ—FOREITIE U THRRY F
‘d—o
o BITSNANE=—

o NHFGEOBITIND 22—

Password Password —

Group to which the user is assigned |Identity Group B 2—Y T A—T 5 BT T ALERH) F
T, BATE AT ID 70— 7 & OBEA T TR &
nE,

Separate TACACS+ Enable Enable Password —

Password

AHBELVITY RE—

T AR— L, 2— VLI OB LT E [AR_—2 ] 2FATEXEEA, KOXLTE2—V4
THEATLE, oA — b CTlEINET,

<>"*F2{}

T 7N T, AR RAT =R Z A TONFH2—FR, TONRNRAT—R XA TONHa2—FL LT
BITSNET, Wl XA T — R XA 7O —FRoH LA — N THESNET,

RAT—= KR4 LFREO2—FEIZ 7 AR—FINETA,

(G¥) THRAIZ 4 () BDEEFNLZ2—FDOa2—% a<v Ny MIBITESNEEA.

WDOAT > g id, WE2—F DAY — RERICIIHEHATE £,
e [Internal] : /XA U — Kix ACS NEBICIRTE SN E T,

e [External Database] : /XA U — RIFHNBT — F X—RRF SN, BRETZOTF —# =R Zx L
THEITINET,
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WM ACS4xATSzy FOBT

¢ [Empty Password] : VoIP = —¥ X [This is a Voice-over-IP (VoIP) group - ] 3% &35 L O [all users
of this group are VoIP users] ¥ E/NE IR SN TWB 7LV —TICHEAMNIT 2 EERTEET, 208
H. =PI RT - FRERINERA,
A4 oR—k
ACS 5.3 Tl AMBRFEL—F IV R — FShFEHA, ZOLIR2—FDOA U KR— N2 ERT DD
2, WOBREAFT v arEERATEET,
 [Default authentication password] : X TOANMIRIEL—PFIZZ D/RAT— RBF Y B THILE
R

» [Disabled or Change password] : 2D £ 5 722 —%HR ACS53 TT 4 E—T7 L& LTERIND
M ETIFROB T A UERHIANAY — FOEEPLENEEBIRTE £,

SO —FNFETHARRERH D7D, O L) o —WFIEInTOEENRRINERA,

GE)  VoIP 1XZ ACS 53 TIX¥AR—FENFEFA, VoIP A =T N> TWDHa—H Z—F T
Jonlca—FiEathro—fMe LTHRESh, =7 AR—FrSnEHh,

BEAAREZVADYR—

D ACS4X A v AZ LV ATHFELTWAEBE L ID O —HiE, 2 —FZICHESNT, £ R —
M LAR—brTHEINET, BO2—VOLBRBITEINET, HED ACS4x AV AX U AFHE
LTWAL—HFDOF—ZMOAFIDO S VT 4 7 ZAFTIFBITIEYR— N ENEF A,

72 ZIE, = Jeff SEED ACS 4x A L AZ LV AITHEIE L, BRONCBITSN RS T2, V AZ
APETFIEA =T N RAT—= FRFEEL TV DIEE, Jeff ICA RX—T I NAT— REBINT25Z L1
TEEHA,

—BOa—PL &L, a— FA—FIEEMNT bR — YL, a—F S —THER—FF
TAIUEI DA v A Z A LR UA v AR ZATRBITENDHA THRIT S, BEMT TR S E
\?AO

(F) Flo, 2=VPBEBITEZANALARVES, TACACS+ B Shell BIEER L O D2 —F b AR S
Nieavr Ry MEoa—FRHEESCRY v — a v R —3x 0 MI, ARG ETLBITINEY
/Vo

A=Y TERERFLVA—F TvEVY

ACS4x 1T, 22—V La—RIZEDDLILHIITBRTEIHRKS DO2—FELZ T 4 — LV ERH O F
T, HT7 4=V RIZ, Wit BT 4=V FLAETETEET, ACSS5.3 TiE. et 22—V EMEEIE
ML TEL—FIZH L THARDDL LT, INHDT7 4 — IV REBITLET,

INHDT 4 —/v REERET S ICIL, [Interface Configuration] > [User Data Configuration] % 3&R L &
T 50207 4 — /L ROZNZIUIKH LT, REZHVIBETLERNDHY £7,

2T, MORNFIZHOWTHA LET,

o [F—& =o' (P6-19)

o B L=/ 2K — 1] (P.6-19)

o A KR —1F (P6-19)

o ¥ 2B Z2DYHR—F] (P.6-19)
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| £6% ®BIT1—T14VT1Z2EALE. ACS4xH DS ACS 53 ADT—42BT

ACS4x*ICzo roBT B

F—R IvEVY
# 6-912.ACS4x £ ACSS53 Da—H T—HREBILIV2—V v~ v T2~ A X —T A
A TF—=H 2o TIZOWTORLET,

£ 6-9 A1—Y F—AREBLUVI—YF ITVELITDT—2 TvEVT

4.x BiER 5.3 B4 = R

Display - 1 K= T ADBE, RIET 57 4= 4B
SNFET, O ThVWEEARITIEHINLET,

Field Name Attribute —

— Description ACS 4x PO EfF I D3I

»H Y EH A, TAttribute added as part of the
migration process] THERNIER S NI,
FTRTCORMEICEAINET,

SRELVTHYRAER—F
WDZ L EHRTHI-DIT, 74— RAICH L TOMBETEINET,
e T4—VROEIMNI2LFEBLZTNRNI L,
o T A4V RICROEFBRL TN E TN TN &,
{}lll

A4 oR—Fk

ACS 4.x TiX, M UCARIOBEDO T 4 — NV RAZEHRTEET, 2770, ACS5.3 T, =2—PFEHD
BYEOATIZ —BIZT2HERH Y T, EHOBEOLTINFE L THBEE., RIHHB S miE
PUICTEOARIRHERF SN ET, ZOBICHRHEEREZBEICO WX, b7 422 T 1) dBEh
9,

72l 21T, ACS 4x D 3 SDBIEDLHITN ACS THHEBE. ACS 5.3 ~DA »R— bk, BIEAITRK
DEHITHRY EF,

o EWIOBYE : ACS
e 2FHOBM - ACS_1
- 3EHORM : ACS 2

HEA VR B VADYR—F

ACS53 TCIE. IDT 427 aF VICEICARID 2 >Oa—FEMrsrERTCXFEHA, 27 L. ACS4x

ALVABZ VAT EIZATDT VT 4 7 AEERTDHIET, HEA UV AZ A @R BT 52 ERT

xF9,

KOFT v arONThNEBINL T, =2—FREEZBITTEET,

o AUVAFLATLIZBRRDLHT VT 47 AEEFR LT, BRDIAHOT N CO2—VEMLEEZ A v
AR—FLET,

o FLI4VAREEHRLBNVTLIEE N, ZHICE-> T, —BOBMFEITIRBITENET, T TI0F
ELTCWABEMHITIEHLE LTHRESNET, Z0H4A. BMEO—VEMED ID 1%, BEEf o7
DICHERF S NE T,

1 2D ACS4Xx A VAL AR OB TRCDA—FOa2—Y F—2 RGN ET, RC—9n

B ACS 4x A v AZ LV RTAFIET D6, FO2—FiFA U FR— FENERAN, =2 —FBIEITX

METBATENE T, TR TO2—PFIZHEH SN —FEEIL. 1HH0 £3,

Cisco Secure Access Control System 5.3 #1741 F
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WM ACS4xATSzy FOBT

72X, BAIDO ACS4xXx A v AX AL a—WEtE 4, B x, =—WEE B, By O=—V userl
ERBITLET, WIC, 2FBD ACSE4Xx A AR AME, a—FEMHC, Hz, =2—FEMD., Ew
DIE T —Y userl #BITLET,

CIT2FBBDOA VA L AD2—Y user] 1IIBATSNETAN, 2—F@EMHE C & DITXNETEAT
SNET, ACS 5.3 O=2—H yser] IZITROBMHENGENTWET,

o A, fEx
e B, fHy
o C.2%HDA VARV ADRIVE,
e D 2FBHDA VAKX ADX)VHE,

FRLa2—FIC2HBHDA L AF L ZADOBEMEZEZD L ZLIFTEETH, BHEELZEDL L3 TEEE
hoo BED ACS4Xx A Y AZ L APHA—YPREEZBITT O L3 TEERA,

fol Z1E, =R ACS 53T TIHFELTWD (BID ACS4x A Y AZ AR TENTZ) 5
A B Real Name: Jeffrey 121 % =— jeff ICBINT 5 Z L1XTxEW A, £/, BY Real Name:
Jeffrey ITBED ACS4x A VY AX LV ATFIZHEELET,

2—VFREMEDOEBENBITESND & &1, BAETLIIUBOBITOEZITICER /R, 2—F ta—VF @ik
OBIEAH T RHEFFSILE T, ACSS53ICT TIIFEL TS (BURIOBITOEITTBITENT) =—H
BECBEEM T DB R O —F 4 2o (BUEOEITTEIMNTE D) =2—¥FiL, BEFoa—¥F Rt
WBEfH T b ET,

ACS53 Tk, 7427 v a T VICEMENDTXTOID BHEDS, EREHOHBETH, T_XTH—
FlzbBmsinET,

el Z2iE, ACS4Xx DRDA v AH v A Ta—V Userl #1EK L. BiT=2—T 4 VT 1 2B LE
To MPDA L AZ AP —=NID ZAS L, = NZEEDOBITS V7 4 7 A globall %iBINL F
9, —W Userl = —W @M lcityl. lreal name), Tldescription] & & HITHITLET,

ACS4x D2 EHDA VAL L AT—Y User2 E L., BIT2—7 4 V7 4 B L E T, 2 &FH
DA LAZ LAY —=NID AL, V—rNCEEOBITT VT 4 7 A global2 ZBMLET, =2—9
User2 # = —¥ @M lcity). lcountry) 3L [state] & & HITBITLET,

ACS 5.3 12T L=, userl \ZIZEME Tgloball cityl. Tgloball Description|. Tgloball Real
Name]. lglobal2 city]. Tglobal2 country] ¥ X O lglobal2 state] BEENET,

User2 \Zi1XJ@ M Tgloball city). Tgloball Description]. globall Real Name). 'global2 city].
lglobal2 country) 3 X O lglobal2 state)] BEENET,

ZIT, T Vv 7427 X globall DJEVEZ Userl \ZHEM S, 7V 7 4 7 X global2 DJEVEIX User2 (Z1&
MEnEd,

A—H )L avy R

ACS4x TlE, Y= avwr Rty haza—W La— RNERALZ ERTEET, BITHEDO
LT, Zoa~xry ey v Enh, (54727 FELTERSNE T, 2—FEMICIX,
a—WF La— R b BEGE L —PICEEfTT Nz a~r RAREGENET,

a—% avr Rty MI, 2=FRBITEN 58 ICoRrtfFav s Ry MIBITShET, 2—
PP OB ERSIVET,

fa~vr Ky ME, fHET 52— RBITINSGA oM I ET,
Z 2T, RORAFICOWVWTHALET,

o [F—& <o) (P6-21)

o IS BLUO=Z 2R—1K] (P.6-21)
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ACS4x*ICzo roBT B

o A4 R—1F] (P.6-21)
o AL AE L ZDHR—1] (P.6-22)

F—a RyEVY
# 6-1012.ACS4x & ACSS53 Dx—H v x )l a<wy RAAOZ—F f L X —T 2 A FT—HX <
B I OWTRLET,

£ 6-10 A—H ) avy FEEDOT—4% v EVY
4.x B4 5.3 Bit4A aAAVEk
—E L7\ Cisco I0S a2~ K av L ROY R MIERREINE  |—

(Permit / Deny)

WwWawy FafFalLEd,

a<w 2 R, BLOENCKLSSIED [ROBEXDa~ ROU R b —

UZA L (ROEA) :

permit / deny < arguments >

permit / deny <command>
<arguments>

Description ACS 4x OSSN LI

Y F A, [dttribute added as part of migration
process] THEANIERINTZHIL, TXTOR
PRI ENE T,

U R MIERINZWG|E (Permit |[FFEa~Y2 RTHEHOEZY A |—

/ Deny) ke BMoxT > MY (RO
) -
permit / deny <command>
DB LVITVRER—F
ACS4x TlE, 22—V La—RKIZT A AT N—TLa~v Kty NMOHMAEDLENEEN S
A NDG Zlizva)v avr Ry h2FEIVYTCHIENTEET, ACSS53 TIEZNITHYT
DR Y AR — FEINT, SHICA veE—VURERINET,
£ o=t
Fa—P a<wr Py hOAUR— MR, RO—PHREMEA SN E T,
e avl Ky MMEADA T a3 Add Prefix | User Name D%,
o LTI UNTADTHFAR,
o LUNIOT VT 47 RAIMA, MiAEAT V2l NTEBMENDE T VLT 47 A T 74V MIZEADL
55,
a—V @M cmd-set 13, 2=V EBNOLBITEND ACSS53 a~ 2 F vy hOALRITZHREFET A0
EHINET,
a—HWF avr Ry baeArR—FTDI2E. WOFIEEZFEITLET,
ATy 7T 1 cmd-set =—VEMEEERLET,
ATFYT 2 o= FEky hOa—PILoEHRLZFHFO VDS

a. IRy FROLa— RIHEESINTWHWDLEHEAIE, RO—PIZHELET,
b. 2—VALEXEINEZT L7 47 ZADMAEDLEELTa~ Ry hOLRIZRELET,
c. BiTLiza~r Ky F&2ERLET,

[ oL-24202-01-J
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2—Y O cmd-set =—F @M, BITENTma~<r F 2y NOARIZRELET,

EHA R ADYR—F

ACS 53 Tit, FICARIOa~r Ky b2 22 EHCTEEHA, 7L, ACS4Xx AV AX VAT

LOZF TV 4 7 2 EHHLTa~v > Ky FEEKRL, ACS4Xx AV AF AT LIZavw K

vty hEBITTEET,

Lo T, WOLTTvaronTnnz®iRLT, a~v > Ry hEaBITTEET,

o AUARBUVATEIZERRDART VT 4 7 AEERL T, ERDL4FHOTXTCHOa~v Rty b
A VR—FLET,

o FLI4VAREEHELZNVTLEEI N, —Boavwy Ry hOARBITEIRET, CIEIOA v
AHATATLE) Bffoa~r Ry M, BEELTWS EMESHET,

Shell exec /135 A —4

ACS 4x Tli%, =—¥ L a— FIT shell (exec) TACACS+ RENEENF T, ZNHOFRTIT2—V
La—FRFOREMELTACSSIIZBITEINE T, ZhbDREOWT LN, BITEh=2—3 L
a—RoOWFINCHERENE A, 2—V@tte LTERESNET, BITESN 2 —YEHETHIGT
LBMEICENHRESNET,

a—H e VREEIL, 2V RBIT SN GAICETBITSNET,
ZIZTIEH. ROAFICOWTHHALET,

o [F—H <ot/ (P6-22)

o B L= s 2K — 1 (P.6-23)

o [A4VAR—1F] (P6-23)

o AL AZ L ADYR— 1] (P.6-23)

T8 IvEVT
# 6-1112, ACS4x & ACSS3 Da—% vz VEHEoT—% = v B 72O TR LET, Max
Privilege BYELIAL DT T OJEMEIL, TACACS+ shell (exec) EMHEA SN ET,

= 6-11 A—H VI LEROTF—2 v vEYY

4.x B4

5.3 Bit4 = AV

TACACS+ Enable Control : {EE® |Max_priv_lvl (Unsigned Integer |—

AAA 7 Z A 7 > b ® Max Privilege |32)

Access control list

ACL (3C51) —

Auto command

Autocmd (3CF%1) —

Callback line Callback-line (3CF51) —
Callback rotary Callback-rotary (3CZE51) -
Idle time Idle time (Unsigned Integer 32) |—

No callback verify

No callback-verify (7 —/\) -

No escape

No escape (7 —/L) —

No hangup

No hangup (7 —/1) —
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& 6-11

ACS4x*ICzo roBT B

A—H LV LEHOT—2 TYvEVT #%)

4.x RiESR

5.3 mit4 = 7

Privilege level

Priv_lvl (Unsigned Integer 32) |—

Timeout

Conn-timeout (Unsigned Integer |—
32)

AHBELVTI XHR—F

ACS 5.3 TiZ, %8 (0 ~9999) ICLHHHEL~LZ YA~ LET, ACS 4.x ORHE L ~LIT T
N7 4= RTEN, BMEOF = v 7 13T EE A, FitEL LR ER @I e nEaiE, B
FITHREINET,

TOF = 7L, BHELNALVEEDHY A NDLRRTHA =70 R2TU— N3 EA SR ET A,
7277 L. shell exec i EDEHE L ~IL DI KA R — T IWVERMEZ B 2 TR W E D 3B D 558 The
I ET, ACS 5.3 Tid, shellexec TEREIND I AX L RTA =R R—FInEHA, EL
BT A FVBEMBLOS A L7 7 RO, S LA— b THESET,

A4 oR—F

La—WEkG L L7z shell exec /NT A —ZBNEINET, BTSN H2—F 1 ABLEICK L TERE
FTHENTA—=FF, 2—FREMEL L TBITENET, ACS4.x TRBITSNDHE=—FIZxt LT shell
exec fERESINTWVDHEHE, ACS 5.3 Tit ACS 5.3 O —% L EHE T b vz 22—V Edic 2 o
MEREINET, BN ACS4Xx TERSINTWARWES, ACSS5.3 TIXT 7071272 77,

HEA VR ADYR—F

T VBMICIE, MELRHVET, ACSA4X A LV AZ VAT EDLMIT VT 4 7 AZFH LT =L
BHEZERT I ZEIdTEEHA, £, BEDO ACSA4X A LV AX UV ANDL Y 2 VET — 4% (H)
Ee—UTAHIELTEERA,

72 & ZIiEa—H jeff 78 ACS 5.3 IZfF(E L TW T, v = V@l Timeout:123 732 Da—H TEFR ST
RWNES. ZOBMEORE ZO—FIEMNTE I LT TEET AL

I VBHEDOBBENBIATIND & XL, BAEEIIURTOBITOETICERR L, 2—HF L vz VEM
O BIEAT T HEFF S L E T

EADOL—F L 2FFoa—Y (BIEOFATTEM) X, ACS53ID 7«27 v aF UWIZT TITHFET
Ly Vg (BATOLIRTOFAT TRAT) LBEM T b, BEfFO Y = VEEIcBEEM T b k9,

MU —F0BD ACS 4.x A VA VAFET %A, TO—FIEA AR — b SNEEAN,
a—H VBRI UVETBITENE T, TXTO2—FICHEH SN —Y > = V@M, |
MY ET, ACS53 TiE. T4 27 aFVICBEBMENE 2 —F Y= LEBHEDOEFNEFNNRTRTD
—FIChbBHERET,

Aa—4¥ -7

ACS 53 Tix, ID Z N —Tid=a—% JA—7 L% TY, 72720 ID ZA—7 1%, BRAIGETRY
DU L RIREAT S 72, —HOa—YE T — b R o T T,

a—W F—741F, ID F—THBIIBITRL =Y EnET, IDBEEOL—K J—FDOTIC
FLW S — RIMERRE N, £0 /) — RO FIZBITENDTRATO2—Y J A —7NH—BERBICEE S
NEY, 20/ —FOL4HIZERTDLILIICKROONET, T7x /0 FOLRTIbFRTRINET,
ACS4xX TIXT 744 FT500 =—F FL—T70ME S, BEEIIZINOLDOIIN—TE2RETEE
4, ACS53 TiE, FIHLTW T2 —HE7ITI MAC EENLBRENTWE 22— ZIL—TDHn
BITENET,
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a—Yla—F -7 (ID Z7V—"7) LOBEMT 2R 51213, Bica—F Z7r—7 0 kicx
NoDa—H ZN—7FEEEMT O TWOINEE—F 27 AR =K (BLOAS »F—F) 754
Wb £,

ZIZTIE. ROAFIZOWTHHALET,

o INWB L=/ 2K — 1| (P.6-24)

o A R—1F) (P6-24)

o AL AZ L ADYR— ] (P.6-24)

MBIV AR—F

A4 VR—k

Wl —HFE7IIMAC EEEZEE RV —F L= F= 7 AR — s EdA, TOL I lpa—
P IN—=TRBBATSNRP ST Z ENEHEICRE SNET, o7 ZR— ML, 70 —741Z
—IORFR L FEEFHATEETAL, WOXLER I NV—THIHERENTWEHEIL, S LA — FTH
HIN, =7 AR— MILHAESNEE A,

(=

AVAR—= MR, HTLWID Zv—7 J— KB ID ZJV—7HEEDONL— |k /7 — NIZERE 1, [User
Preferences] CERINT-ARIMPIT OENET, T 7 4/ b DLARIX Migrated Group T, BT
LT _XTCO2—Y F—71F, ZOFLIMERS N/ — FO FIZHE—ME TIER S ET,

ACS 4.x Tk, F=2—¥nB 1 207 V—7IZBHEf T TnE L, 2—Wa—HF 7 1—7 (ID
IN—"7") EOBEMTEMERT 2L, il —F I —F RICEO—F F—TF LA
LBNTVWOIHNH—YE A AR —MLET,

BEAAREZVADYR—

ACS 53 Tix, @1 — M 1 DIZRICARIO ID ZV—7 2 D2 EFRTEERA, L LERRLHBEET
ONUITERTEET,

7o & 21X Engineers L \N DY ARID 2 DD I N—T & )L— K NY & — |k SJTIZZRENERTEET,
BEA AR LAY R— T HIET, IN—TE2BITT DL IICRONVTRNEDOLT v 3 &3 IR
T&EET,

o AUARBUVATELITHONL—FEEZ L, AL AZ L ADN— NIEDA LV AB L AD—Y F
N—TFRCEAFR—FLET,

s BITSNDTRTOIN—TIZKHLTA— b1 DEERLET, BIT2—7 4 U7 4 TlE, BHAHD
TN—=TDHBNEDL— MIBMENET, TTICHEETEI I N—T1F, BEEL TV EHES
., AR —hEhEHAL, LEL, TTHEET I 22— 70 —70 1D X, BEM T DD
BEEnET,

WD T 3 v EBRIRT B2, [User Preferences] ICBEILEd, =2—% J 1 —TLa— L
OBIEAHTIE, BIRL7zu Py 7 it-> TiERE S L E T,

7ol 2iE=2— john (BEOZ—F4) 28 ACS4X AV AF LV ZADHIBEIOFELTNBBAT S iz 7 —
7" Management \ZBIHEAT T DN TWAHELET, WTFhoL 7T a VERBRLTY, john 137 NV—7
Management \ZBEH AT T SVE T2, Management (3/V— b All TEFREINDD, FFEDOL— b
Engineers TEFRINET,
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| £6% BFT1—741

T4 EFERAL. ACS4.xH 5 ACS 5.3 ~DT—4%84T

ACS4x*ICzo roBT B

A—H GIL—TFTRK)—DarKR—r2 b+

Hn—7avy

~

(E)

ACS 4Xx TIIARY v —BEDOBAT—FDIFL A ENZ—Y I —TFEHRICHDIAENET A, ACS
53 TIEEFEA T V27 FPELTERSINET,

T=2E HHTOT V=T NoDRBITSNES, IA—T7 T2l h 57 —213ko L
%DT‘@‘O

e TACACS+ vz /v a~y Rty M, 2~ Ky MIBfTanET,

o TACACS+ shell exec (BELUERFHEL L) (X, =V T a7 7 A VICBITSNET,
ZIZTIEH. RONFIZOWTHBLET,

o [ N—F a=rFEy b (P6-25)

e [Z 1 —7 Shell Exec] (P.6-25)

o IMAC7 RLAELNEFRA M (P.6-27)

o vz avr FRTEY M) (P.6-28)

N A
2 HFEnL SN awy N By hOARNIE., 2—FRBIEICEMSNET, T Ra—H Z—

TbH IS EXIE, ZOX T  vaXETEIRERA, IA—TDavr Ry MIx
TOEBA L AZ L ADYR— I, 2—FDavr Ry FOFEEEKRTT,

TN—F a<wr Rty ML, ZJV—70OBITROLBITENET,

4" )L— 7 Shell Exec

2T, RONFIZOOTHALET,

o [F—% <ot (P6-25)

o IS BL=Z 2R— K] (P.6-26)

o A4 AR —1F) (P6-26)

o AL AZ L ADY R~ K] (P.6-26)

F—a TvEVY

#6121 I N—F FT—=EZDREENLY 2V T T s ANVTORE~D~ B TIZOWTHIALE
T, Y TaT s ANDET 4=V NIZIE, T T A NICEDT 4=V KBNFETENE I 0%k
RT T ITMBYET, FNV—7 La—RFTT 4 — L RPA RX—TNTIERWGEE, £O7 —L K
Xz a7 s A VTHEELRWE~—F S ET,

£ 6-12 5 )L—7 Shell Exec DT—4% ¥y EVYS
4.x BHES 5.3 B4 aArAVk
AF—T N XS ay ALED Maximum Privilege Level —

AAA T AT D

Max Privilege

Access control list

Access Control List —

Auto command

Auto Command —

Callback line

Callback Line —

[ oL-24202-01-J
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% 6-12 J ) —7 Shell Exec D7—4% ¥ v EVT (#i#)

4.x Rit4 5.3 mit4 = I
Callback rotary Callback Rotary —

Idle time Idle time —

No callback verify No Callback Verify —

No escape No Escape —

No hangup No Hang Up —
Privilege level Default Privilege Level —
Timeout Timeout —

(E)

AHB LV XHR—F

SATE, ERPTHD LRSI R TOIL—7 BLIO=2—VFE 721X MAC 7 KL & & BEEfHT
HBILTWVATRTOIL—FICx LTEITEINET, 0 TIiE. ACS 4.x TAS SN ROERxHET
%5 ACSS53 AT V= NTHMRMETHS Z L MG LET,

e Timeout : 0 ~ 9999
e Idle Time : 0 ~ 9999
e Privilege Level : 0 ~ 15

ACS 53 Tid. MAC 7 FLAICTIA NV RI—FEEGDDHZENTEETN, UMV RI—RZ2EHT
X HDEHEED OID, 7= & 1% 100-00-00-*) THEMAIT LA T, VAL K — KEKX
11-11-11-11-11-% [T R — F STV ER A,

ST TIE, BT L Default Privilege Level AN RIE L D b RE< RN EBMIEL£T, BITSh D
IN—TTERZEINTEIAZ LBEMIT, ACSS53 IIBITENT, BENRRFINET,

A4 oR—k
7' —" shell exec DA >R — MR, KOZ—VFFRENFEHINET,
e YN TETrANLDIEX, ROFTT>arBehET,
- TV T4 7 XEB
- ITN—THDH
o VLT 4T ADTHADN,

o EROTFVLT 4 RIMA, MAEAT V2V bTEBMEND T VT 47 A, T 7 /b MIZEDO LT
FTT,

A UR—=F TakvRiF BOAT V2l MTHEE SN TV WS shell exec TEITENET, ACSS5.3

F TPl FOLRINE, 2= VPREBIOMER SNV =V a7 7 A MIHESHTHREY 4,

Tn—7 e VEMEE, SA—TOBITROLBITINE T,

EHA R RADYR—F
Th—7 v VEtix, o a7 s A VBTSN, LRI V=T AN b ERINET,

ACS 53 Tik, RICAROY =V 777 A2 DEEHETEETA, 2L, ACS4x AU AX Y
AT EDAHBIT VT 4 7 AR LT =L T a7 7 A VEERTEDZD, AV AZ AT &I
YN TuT A NVEBMTEET, BB AZ L RAEFR—FT2HZ2LT, Y= TrT AL
EBATT S L EICROWTNONOL TV a U ERIRTE £,
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ACS4x*ICzo roBT B

o AUARBFLUATEIZRRDIAFT VT 4 7 ABERL T, BRDLFMOY =V T Ty AV ET
NTA UR—=FLET,

o FLI4VAEERELEVWTLEX N, FORE. BEOLHIN T WY oL a7y A LB
1ITENET, T TRHFEET DIV =L a7 7 uE, BEEL TV ERESNET,

MAC 7 LR EREER k

ACS 4x TiZ, MAC 7 FLAICESSRAEEZRD L ST R—FLTWET,

e MAC 7 FLARAZNH2—H4, BLXO2—FLLE—-DONRAT—REFET v has (PAP) /)&
TJ—FRELTERLET, 2—FIENH=2—Y T —F_X—2IBITI N, MAC 7 KL ZADEMY
A—MIVLEHY A,

o FWHARY L —D—BELTNAP F—7 LI MAC 7 FL 2% EHELET, RIFRY > — T,
ACS WHiT — 2 _R—2 %A LTMAC 7 RLAZRITHLHICHETETET, 20%. MAC
T RLVREXIETHID DU R MEEMETEET, MAC 7 RLRX, WA A FOT —F X—2
TxIGT DL a— RIZBfTEIhET,

ACS 5.3 Tid, = —PITHT 2B LEREIC, A2 MEBEEMST SN BINOEEZ ERTEET, —
J7. ACS 4.x TIZ MAC T & BEMN T b= BINT — 2137, BTGB EnN-@EIsnEsL v %
T, 7272 L ID Z—7 OE T ITHR S E T,

2T, MORNFIZHOWTHBA LET,

o [F—& <o) (P.6-27)

o INWB L= 2K — 1 (P.6-27)

o [HHA L AZ L ADYHR—] (P.6-28)

F—2 IvEVY
# 6-1312, ACS4.x L ACS53 D MAC 7 KL AL NEHA FOF—4 v~y BV 7o TRLE
R

# 6-13 MAC 7 FLRERBER FOT—%2 TvEVY

4.x miE4 5.3 Bit4 aAvhk

NAP ORIEL 7 o =2 VIR & |MAC Address TRUADY A MBEERD ZEBBHY ET, K

7= MAC Addresses WA A MEEIX, EEINTET FLATZ EICER
InET,

- Status BITSNETRTOTY MY EA X—T A ThD
ERESNET,

— Description ACS 4x 22 b UGN DI

HY FHA, [Migrated From ACS 4.x) THRAIIZ
ERINTHAIL, TRTOERICH L THEH S
nET,

User Group

Identity Group ACS53ID /7 A—7EERNIcH DR L ID 7 L—
TEZRT LI TR ESNET,

PHBELVITY RKR—F

MAC 7 RLRIFEE DB TATI TEETHR, HIC 12-34-56-78-90-AB &\ 5 B TRE SV E TS

772U ACS4x Tik, 7 RVATIUA N R — REFEHTEET, =& X 12-34-56-78% TT,

[ oL-24202-01-J
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ACS 53 TiX. MAC7 RLRIZUA N RI—REEHDDHZENTEET, MACT RLADEYID 3
ATy PRV OBRETICUANV RI— B ESNLARA M, BHEffFonca—F 71r—7¢%
MAEDLETBITTCEET, VANV RI—FRRLOFANBBITTEET,

BlZzm L ES,

NAP A [ZIFRD MAC 7 RV ARH Y £9 ¢ 1-2-3-4-5-6 Group 10

NAP B iZiZ%& D MAC 7 RL AR H Y £9 : 1-2-4-* Group 24

ZZT,NAPA D MAC 7 FL A 1-2-3-4-5-6 {&, 7 /V—7 10 ICBEM T N TRBITSNET, £.
NAPB ® MAC 7 KL R 1-2-4-% [T NV—7 24 L OMBHEDLETBITEINET,

HEA VRV ADYR—F

ACS 4.x TiX, EH L= MAC 1T MAC 7 L RIZESW IS, AR —F LR—FTHESH
3, HAED MAC 7 RLADHERBITENE T, ATV 7 4 7 ATV R—rSnEtA, =2—F
TN —FIZBEREM T S EA D MAC 7 RLARBITENET,

BT IR S E T, 22— FA—THER MAC T RLALRIUA v AZ A, E£21XLETO
A UABZ L ATBITENTENE D NTIERH Y ¥ A,

B L a2 FERAEY b

ACS4x DYz a<wy KAy ME, T3, ADFHEIFIZHEAT V27 FELTERTEET,
FTOEHIBRAT V=2 ME, a~vr Ry bBITENET, &4 7V =7 bOLRETEHBIL, ACS
4x LRILCTY,

ZIZTHEHL. RONFIZHOWTHIALET,

o [F—% <ot (P.6-28)

o IS BLU=Z 2R— K] (P.6-29)

o THMkA L AH L ADYHR— ] (P.6-29)

F—a TyEVY
# 6-1412.ACS4x & ACSS53 Dy =/ a<wr FEAEy hOTF—Z = v B 72O TRLUET,

® 6-14 AEL L ARV FBALY FOTF—F RVEVYT
4.x BiER 5.3 B2 =
Name Name —
Description Description —
—FHLAnwav R [Permit any command that is not |—

e Permit in the table] £\ 5 7~V OfF

Fxzy IRy 7 A
* Deny

avy R BIOZRICKLSBIED |[a~vr R T—=7 A A0 Y 0 | —

UA K (RO :

permit / deny <arguments>

e Grant: Permit / Deny
e v RN

* 5%

YR N TRWBIK
e Permit

* Deny

FrEa~y RTCHIEOK Y A M |—
wEimo=y MY (RO -

permit / deny <command>
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ACS4x*ICzo roBT B

B LTI XR—F
T AR— ML, Y= avw s PRy M—8MORRLFEEMTEEEA, 751 24I1TKR
DXFPEHASNDEEIE. LA — b THRESHET,

e

BEA VR RDYR—

ACS 53 Cix, RCARIOa~vry Rty F220%2EHRTEXERA, 2L, ACS4X A VAKX AT
LOZHITVL T 4 7 AR L TERTE D720, avr Ry hZEIZy =L a7 7 A L%B
TEFET, Mo THEA LV AZ LAY R—FTHZ LT, Fa~vr Ry b 2BITTHE TR
DONWTNNDOF T g v ZBEIRTE £,

e ACSA4XALVARLATLICAERALTI VT 4 7 A2 ERL T, B AL IOa~v Ry b
BT RTAUR—FLET,

e VLI 4 AEEXRLEFA, TO/KE, BEEOLFIB T Wza~wr Ry MBRBITENET,
TTCRHETIa~r Ry bMI, EEL WD EMESNET,

H£HEDACLAToxV b

ACS 4.x Tix, dFF v vu—RKa[fE7 72 a2 hu—L UA K (DACL) 1, 77V r—3v a3
MHEZMBINIIEEAT V27 P LTERINET, A DACL X, —HD ACL =27 > THERK
EnFET, % ACL X, FED Network Access Filtering (NAF; x> hU—27 77V R 74L& v
7) BREBEHEMTIONTWET, A7 V=7 "R IND L, BUIC—%T 5 NAF O&HICE -
THEHENDEED ACL R0 77,

ACS 53 1Ti, B Fu 77 AL 5HD DACL OBROFER L R HRBARY P —nREENET, Lz
NoT, ACS4.x 6/ DACL 15N 54 ACL iX ACS 5.3 Ol DACL Ic~ vy B 7 &£,

2T, RONFIZOOTHALET,

o [F—X <vvv 7] (P.6-29)

5B Lt 7 28—~ (P.6-30)
A=+ (P6-30)

Mg A o 22 ZADYR— 1] (P.6-30)

F—R TvEVY

# 6-1512, ACS4x BELWACS 53 MD#H DACL DT7T —# D~ v B ZIZOWTRLET,

% 6-15 HEDACLA TSz Y rDTF—2DTVEVT

4.x Rit4 5.3 Bit4 =P g

Name Name HANCHERA SN DR RET DRIEA T v a T
‘é—o

Description Description —

ACL Definitions

Downloadable ACL Content —

Genld ZOEMET GUI TERSNEEAN, ACL EFH
DET v TT—hFTT v 7 T—rENET, 47
Yy MERORBIZERESINET, ACL NDOZE
FEBmHT 32754 A CTHEALET,

[ oL-24202-01-J
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B LUVITHIRAR—

ROBEAT v a rPMEMTE, shBLOA v R— FMEIEICEEE 52 £7,

o K ACLIZEESNT=-AT7 V=27 P41 DACL AB XN ACL 4 £721% ACL 4720 OfAHEbd
2720 9,

o VIBNMZHA LI-ABNCINA T, V747 AZBMTAZ L TEFET,
B S NT=A T V=7 NAIEGHIT S, RO ORMENS 255138 EINnET,

o ATVl MM XFEBIDLDHAICIE, ATV =l MOEREEOESH 32 LFICEVFED 5
N5 EamRTLR— FRERINET,

o WU FEZLTXRTOA TV MERIZTLET,
{}l n

M7 SCEIE, 4RI DACL #5 £721% ACL #3906 BB SN 52 2 H Y ¥4, DACL
NN R TN EENDEE, VA= FITTH ACL OfLAEbEEZEFLET,

ek ACLAMWNERENTWA L, ACSS53 IR CLRIOEED ACL L a— RMERENA2ZENnH Y £
T, ACLAM—EThDZ e, BHTD ACL WFETIN 1 DFETA R — T2 L 2R LT
WABADIH, ZOF T a v FEHTEET,

ACL ERIZOTMILED Y $H A,

4 R—k

W CARTOEED DACL Z1Fk T2 Z I3 TEETA, FT2L. AR —F LAR—MZHEIN

F4, Ziut. DACLAIC ACL A7 a v %2H L TRU ACL 285 0&H ACL 28171 5%
Al £,

FEYHA R BRVADYR—

ACS 5.3 TliE, FILARID 2 >D DACL # EHFETEEFA, 277 L, ACSA4Xx AV AX AT LITA
HiOF V7 4 7 AD&H %5 DACL BT 25 Z & TKA v AX A2 DACL #BINCE £9, E1 v
AR AT R = T 52 LT, DACL ZBITT DL X ICROWVTNDLOAT v a VEBIRTE ET,

o AUARBUARATEIZERRDAHT VT 4 7 AEERL T, BRDH4010 DACL 29X TA VAR —
FLET,

o TLI74 U AREEHZLENTLIES N, HAOLEIO DACL 2 BNBATESNE T, T CIIFEET
% DACL &ML LTl shE T,

#%H RAC

ACS 4x TiZ. RADIUS AR R—* > b (RAC) #ahedtF7urr AL aLR—% 2 FDOEFH
BLORADIUS Bt v b ERANEE TRINDIMEEERT LI ENTEET, ZhboFALT
Y/ MEIACSS53 CERSNIBA T a7 7 A ~DJE~ vy 7 LET,

ACS 4.x Tix, BYEIZRV A —4 L EMEL OB L LT GUI Tl & £9, ACS 5.3 Tl
Ty vaFlEBEHLOMRLEDEE L TEESNET, NESTIZ, XX —FE5 427> arl
L BT RADIUS J6& 2B+ 2 I S5 ID Tkl & E 4,
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ACS4x*ICzo roBT B

2T, MORNFIZHOWTHBALET,

o [F—& <o) (P6-31)

o IS8l 2K — k) (P.6-31)

o [fYAR—1J (P.6-31)

o ¥ 2B 2DFHR—F] (P.6-32)

F—8 IvEVT

#£ 6-16 12, ACS4x BLWACS53 ModefF RACs DT —X D~ vy B ZIZHOWTRLET,

% 6-16 #%& RADIUS BaaYviR—RV bDT—4 TvEVT

4.x BiER 5.3 Bit4& = R

Name Name AANZEERH SN DEEARET DR EA S 3 T
j‘o

Description Description —

List of vendor / attribute / value List of dictionary / attribute / [Authorization Profile] @ [RADIUS Attributes] %

triplets value TDE7 v a ACFETASLIZBMED Y X FR
KRINET,

B LUVITHIRAR—

A4 VR—k

=7 AR — MR, A RAC I OB T2 TE ¥ A, A RAC ICROIFERHH S
DAL AL AR — P THRESNET,
{} ™rn

ACS 4.x TiX, Microsoft X Z—j@% RACIZEHDH Z ENTEXETH, izt v bTE P,
<Value set by ACS> &\ 9 BEEDLFHNINFERINET, KD Microsoft N> ¥ — @2 BN TEX F
‘j—o

¢ MS-CHAP-MPPE-Keys (12)
¢ MS-MPPE-Send-Key (16)
e MS-MPPE-Recv-Key (17)

ACS53 Tk, ZHODRBMEITRETE FEAN, ETTORRED Z A TROxET 2 MBERINEIZ L -
T, BBIIECTT B 7 7 A MZTIBINTEET, ThHDEMEN ACS4x TERSND L, @MtExE
Bl RAC BTSN TV DD, BUESABITShH TWRWnZ ENo bR — MIEE# S E7,

T RTOBITENTZ RAC DA, BNTATFED T VT 4 AZ{EBETHRETHIENTEET,
ACS 53 Tix, BRI 72 7 v A NVICEENET (EETH7 2T  OROFMHFIC—KT 548
Ao

¢ Direction : OUT % 7-1Z BOTH

e Available : TRUE

INODOEMEERIETAA L R—RF BRI TR 7 AN EENDBETRCORBMHICY CTIEED £
T, AVR—F LR— FOFEITTNTHESNET,

[ oL-24202-01-J
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WM ACS4xATSzy FOBT

BEAAREZDADYR—

ACS 5.3 Tix, RICARAD 2 20 RAC ZEFTEEHA, 72720, ACS4X A VAKX AT LIZ4AHI
DFVT 47 ZADHD RAC Z1ERTDHZ L THEA L AX A RAC ZBINTE £9, B A A%
VAEYHR—1TDHZET, RAC ZBITT D EEIROWVWT NI OF T v a v BBRTEET,

o AUARBLUATELIZRRDART VT 4 7 A ER LT, BRD4H10O RAC 2T XTA AR —k
LET,

o T I 4 RAEERLRNVTLEZN, HADOAHD RAC I BBITINET, T TIIFET D
RAC IZHEE L LTHEEINET,

RADIUS VSA

FurvaFf)eEoaryFry (BHER) X ACS4x OBREARTLERDIESHTT, T4
F VIZ RADIUS 7u ha /LD IETF iIC k> THRESNZEEZEHE L, SEIERTNAL 2 N F—
Lo TERIN-R VA —EARME (VSA) 2L T#imLES, IETF B (BME26) @ 1 2OfE
WCHHEEL SN L RTZERA VSA IZEI W Y THhhET,

HHENDBIEORE YD ACS & —fICHITSNEZT 4 7 v a FVICHMIERES N TVWET, 727

L, NUX =BT, ZAOBERERJEIET 5 &, HT LW VSA BBnEhnEd,

ACS DIRDV V=2 XLV HENCT v 7T —hENET 47 aF ) 2T 5548123, a~v KT

A 2a—T 4 VT4 EZFEALTH LRV —DH LT 47 vat V) 2y hOEREITV, T4

svaF ) OBEFEOBEZEBINLEZY ., £33 TICERZSNE VSA (2 & 21E, BINOFZEEZR L)

EREHT L ENTEET,

BT, T4 272 aF VB —0 ACSS53 OFRE LB ZRKIE L TITWET, %

Bl7 o 2AOMIZ, D2 ODRANBEZDZERH Y ET,

o ACSS535 473 at VIi_vZ—0RNEFEELRWGEESE, T X TOXRVE—BERBITESNET,

e ACS537 47 v arlii_Xy X —NHEETLIHE. ACS 5.3 TEZRIN TWARWEMEZ T BT
SNET,

Cisco Airespace J& Aire-QoS-Level(2) D54 FIFMEOZEMIZ ACS4.1x BLWACS S TRV F

T BEIIBITENTWATD, ZoOBMEEZET RAC 2 H L THE LAISEIITEN AR, FL

BAENIGEISEEENET, 2770, ZOEICKH LT ACS @ GUI TEREIND XFHTRL Y £,

el Z1E. ACS 4.1.x T 1 OfEAs [Silver) LFERSh, ACS 5.3 T [Gold) LFERSNET,
# 6-1712, ACS4.1.x BL T ACS 5.3 [H]® Aire-QoS-Level 2) lED~ v ¥ 7 &R LET,

& 6-17 ACS 4.1.x & U ACS 5.3 TD Aire-QoS-Level (2) &
ACS 4.1.x TOfE ACS 5.3 TO{E
Bronze (0) Silver (0)

Silver (1) Gold (1)

Gold (2) Platinum (2)
Platinum (3) Bronze (3)
Uranium (4) Uranium (4)

ACS 4.2 8 XV ACS 5.3 fl® Cisco Airespace J&% Aire-QoS-Level(2) OFIZEEOFEMILR U CTT,
ZITIE, ROAFCHOWTHBLET,
e [F—% <y /) (P.6-33)
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o IHHBLVx=s 2HK—1] (P.6-34)

o A AR—=1] (P.6-34)

F—4 IvEVY

# 6-18 12, ACS4x BLWACS 5.3 D RADIUS Ry ¥ —DF —4% 7 4 — /)L RO~y B 7220

ACS4x#+TCzy roir M

VC/‘T_\‘ Li‘d—o
#* 6-18 RADIUS R —DTF—4 v EVY
4.x B4R 5.3 mit& AV
Vendor Name Name —
— Description BATERC AR S E T,
Vendor ID Vendor ID KOX—OH T X —%F%ETAEIC, F—DSR
12 5 EHEMDOKWEEEZ A LT ACS 4.x DX
U — 1D B s hvET,
CiscoACS\Dictionaries\002\026
# 6-19 (2. ACS4x BLWACS 5.3 M RADIUS VSA OF —H% 7 4 —)L RO~ v B2 T2 TR
LET,
%= 6-19 RADIUS VSA OF—% = v EVY
4.x B4 5.3 Bt aAV bk
Name Name ACS 5.3 OARIORKREIZFEFIZENTT,
— Description BATRHC AR SN E T,

Attribute Number

Attribute Number

NUH— F—DH T X —ZHNEFT LI, F—0D
IR B B EENMEDIRNEGE 2 i LT ACS 4.x
D MEE A S ET,

Profile Direction IN:1 (f> 8772 R)
OUT:2 (T kAT R)
INOUT : 3 (i)

Type ValueType WX ID R~y Er7ESnTnET,

[ oL-24202-01-J
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WM ACS4xATSzy FOBT

PHBEUITHRR—

RADIUS VSA Ot 7 = —ATIZ ACSA4x DT 47 aF V) ar7YDOACSS3 DT 17 a)
U arsora~0v—CF2PICIRY BT ET, SICERo 2 06l 0 £

o —EMIIZ. ACS4X EYR— 1T B H =2l 5T, ACS53DF 47 aF VIELVWEHOL
DOERVET, ZEL, HLWVSA &0, BFED VSA 2BIET 572D —HD ACS 4.x
NRUF—=F 47 vaFVEBELTWDZ LN ET (L& 2T, FHLWFIZER L), BITH
fEIZRO L H 1220 £7,

— ACSS53 TERSNTBIEFIBITOMIZERE SNEHA, TOX D RBEMEICKH L TTEENE

RENET,
— ACS53 TERINTWARWVNR, ACS 4.x IZFET 2 BMHIIBITINET,
o ACSAXIZA vAR— I, ACS 53 ITFAE LRV U X — I OEER NS 2 L R <BAT
ShET,
~
(E) ACS4xBLWACSS53VSA BN (Fu7r A, ZHl, ZA7) OEWHAGH LR — MIRE S

ij‘o

A4 UR—

T AR—=FEINTTXTD VSA BN ACSS53 1214 v R—bInEd,

EAP-Fast Y X2 — *—H L URERE ID

ACS 5.3 Tit, ACS4x CRIASNETRTOAT V=7 b (= PFERITT A R) 1T 5K —
FERIECTEET, LER-T, TRTOVAZ— F—B L ACS 4.x 5 ORAER ID BBIT S %
j‘o

N$4X@VX5—*VﬂiN$53@X% v LIFELRDIAF—EREDL, SESFEFIMA TV
BTSN ET, ACSA4X IFFFER ID 2%/ — REAMCTHRF L, ACSS53 IFBGER ID 2774~
)T HR—=ZOPETTRIFEL T, BEESEICEHEL£9,

T, RORFICHOWTHHLET,

o [F—X <wv¥ 7| (P.6-34)

o 5Bl =s 2K — K] (P.6-35)

o A2 —1] (P.6-35)

o MEHA L AZ L ADY R~ K] (P.6-35)

F—R TwvEVY

# 6-2012, ACS4.x BLIWACS 5.3 [#]® EAP-FAST v A ¥ — F—B L UORGEFH ID OF —H4 D~ v
1:°‘/7‘a:ob\frbgﬁa“o

% 6-20 EAP-Fast TR 4 — X —HELUEER ID ~OT—2 Ty EVY

4.x BiE4 5.3 Bit4 arvbk

Master Key ID Identifier ACS 4.x NEp ID
Encryption key EncriptionKey 32 34 k
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ACS4x*ICzo roBT B

& 6-20 EAP-Fast Y X4 — X—H L VEBEER ID ~DT—42 TvEVT (&)

4.x RiER 5.3 R4 =P A 5

Authentication key AuthenticationKey 32 34 K

Cipher suite Cipher —

Creation Time — —

Expiration Time (TTL) Expiration Time ANWIRIL., BEORLEIET 7T 4 T~ A
#— F%—TTL #BML TR I ET,

ARARIFIR D LS ICRH R S ET,

1. 7= X=2NOF—D IV XA I NHREDOF—ZHEZL T, TABHIRUINTH D0 %4k L E
R

2. X—OERERABAED ¥ —0 KeyCtime & L TIREFESHLET,

3. Calling Time(NULL) |2 & » THAEOKL NGRS E T,

4. TTL iZ [AuthenConfig] > [EAP-FAST] IZMR1FENT=F — D bIRTESINET,

5. AL, BEOKALIET 77 4 T le~A%— F—TTL 2 BML CitH I E 7,
~AH— F—TTL 2=y MIKRDO LI ITEKENET,

4y 1, R : 2, H 3, M4, H 5 F:6

T ZIX, TO2T 477~ AZ— F—TTL A 1 A & L TRBRINIEGAIE. 1 %30 * 24 *3600 &
IEJD‘F‘?—O

PMELUVITIRAER—F

A4 UR—+k

ST ITbhEE A, HIIRUNOXF—EBITSNEEA,

ACS53 Tk, A7 V=7 MIvAZ— F—DRIZEMSh, GUI AL TRHMHTHZ LN TEE
A, #BFER ID A3 EAP-FAST 27 v — VR EICBITSNET,

BEAAREZVADYR—

ACSS53 T AL IDIC2 DDV AF— F—2 EHTEEHA, " BDOYRAZ— F—77IFHMN ACS 4.x
DEA LV AZ L ANLEBITTE LT,

ACS53 Tlx, 72— L7 EAP R E L L CRIERE ID WRFENETN, /— FEMNEIEA R HF
VAMM TR ISNEEA, LERST, 1 DDA v AX VAT NLBIT TN TEET,

[ oL-24202-01-J
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WM ACS4xF—208HBEUIIRA—F

ACS4X T—E2DHAMELUVLTYI AAR—F

BIT2—T 4 VT 4 OF T a1 28R LT AnalyzeAndExport & FEA/T L £, ffl 6-1 (P.6-2) 2%
LTS EES, ZMBLOR=I AR —F 7=2—XZACS4X ODBITIL~Y DNy 7T v T hbil
TLLIeT =2 %ML T ACS 4x BIT~ v L THEIT SV E T, AnalyzeAndExport 24 LR — F TR
D¥EEAE ) AP LET,

s BRiENTATI= kK,

o HAT V= FTHE SRR,

s BATENAT Y=V b,

o BAT V= FORBEDOEH,

s MAETDHT—H, [T—=20kE] (P.6-37) ZZRLTIZIW,

MBI AR—F 72— XEBEEEIFITLTONMTA 7 VEIOEEEZHRETEET, =& ziE,
Py NT—7 THRALZAHAOF—NR"—=F o TFFTAHIPT RLARSHBELET, ACS4x 7 7Y r—3
VEMHALCIoOMEEA R LET, MEEZRR LT, MBI AR — | 72— X HEHET
L. AR —F 7=2—XEHLET, [IPT7 RLADA— =T 7| (PD-3) #ZHL T 7ZE0,

2T, ORNRFITHOWTHIBH L £,
o [F—HDHA (P.6-37)
o IBHBLOZZ AR—F 72— X0MEEOME] (P.6-37)

Bl 6212, HMBLPTI AR—bF 72 —XOEHLKR— bOFlZRLET, ZOFITIE, BiT=—
74 Y7 1 T option 3- AllDevicesObjects Z IR L= HHITAEMLSILD L AR— FZRLTWET,

#l 6-2 AnalyzeAndExport E#jLR— b

1. Name: NDGOl Comment: NDG has shared key password
2. Name: NDGO2 Comment: NDG has shared key password
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T—2DE

ACS 53 ~MD ACS4x F—anf >hi—+ N

BTSN BEDO Y XA MZOWTIE, 8 A TBIT=—7 12U T 4 TOACSS53 @Y FR— ) 25H

LTL7EENY,

MET BRI BLORT 7 AR =K 72— AB LI OKROHFEITETENET,

o B ENTHEFAT V=T NS D,

o [F—DFT V= FEWERHIT S,

o HHTHACSAX ATV MR ACSSIITBATESNTZ 1 DDA T V=7 MIfi/hEN TIN5 Z
LEMRLET, RIZ, 20FT7 V=27 MIACSS3 R v—IlkoTEHEINTET,
e xR, #HEOa~vr Ry PRBRRSEIICRZIN, EBEIZEIRACLa~r Ry b ThHD
LOMTUR—NZERENDZENH Y ET, L, show £Fidsho DX Hpa~vr Ky b
DYa—brAy bDOZETT, ACS53 T, BITL7ca~r R vy FolFlaMsrie L 57k
RV —ZERTHZENTEET, ACSS5.3 ORI —DFANZ>WTIX, [User Guide for
Cisco Secure Access Control System 5.3 #ZH L T &0,

s ROMEZEATVET,
- a—HFEIPa—H I —TF avr Py heavr Ry b 7r7y A Ik,

— IN—TDOY 2 VETE 2L T a7 7 A VTR,

SMELXUVITY AR— bk 7z —XDOHEROME

TRTCOT—Z = FUNACS4x 75 ACS 53 ~BITTE 2T TIEHY A, PFBIVRT
AR—F 72— ATIE, XY FT—27 FARALZADIP T RLADF—NR_"—F v PR EOMEZFRLE
\?‘O

ACS4XIP 7 RFL A Ry hU—27 FAL ZEZEOUOMBELE LT, YA FI— FBEORENRS E
NET, ACSS53 IIEHEMZY 7y b v A7 RAZFEHALET, Lo T, Xy hT—7 T34
AERIITHEBERH D A,

IMBLOZ I AR — N TCRINLOBEOFEMERELET, ACS4Xx T 7V r—arolinnbo
BEIZHKHE LT, HETHONMBIVO= I AR - E2HEERITTEET, 207 2R FHLEG LT
ETHLHFTTEET, INOOMBEEMFRLIZHIZ, 27 AR— LT —F% ACS53 v il
AHR—=FTHIERTEET,

ACS 5.3~ ACS4.x T—E DA ViRk— k

GE)

BITa2—T 4V T 40O0OF T a2 BRBIRLTA VR —2EITLET, il 6-1 (P.6-2) 2L TL
PRV, TOT7x2—RATlE, T AFR—F 72— THER LT ACSA4X T—HDT I AR~ 7574
IVRA R — b EINET,

KR T — X RXR=2ANSLT =X 2BITTHHEIC. AR —F 7Tt X REERPPDIHBERDHD
7,

ACS 53 DA v AR— FPERBMULIESEEIE, ACS53 7 — 4 _X—ZA%H It LET,

Bl 6312, AR —=F 72— XAOEHLF—-FOFlZRLET, ZOT72—XATE2 OOV A— bz
éEE‘Z L/ij‘o

[ oL-24202-01-J
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B  ACS53~MACS4x T—2 DA whi—k

o fil 6-4 1A AR FEHLF— MERLET,
o fl 65124 AR—F LR—FERLET,

#l 6-3

3

Tue Jul 20
Tue Jul 20
Tue Jul 20
Imported 3
Imported 2
Tue Jul 20
Imported 1
Tue Jul 20
Imported 1
Imported 0O
Imported 0
Tue Jul 20
Tue Jul 20
Imported 2
Tue Jul 20
Tue Jul 20
Tue Jul 20
Tue Jul 20
Tue Jul 20
Imported 5
Tue Jul 20
Tue Jul 20
Tue Jul 20
Tue Jul 20
Tue Jul 20
Tue Jul 20

A oR—+ 7z —X0EH LK— +Of

14:57:
14:57:
14:57:

items
items

14:57:

items

14:57:

items
items
items

14:57:

14:57
items
14:57
14:57
14:57
14:57
14:57
items
14:57
14:57
14:57
14:57
14:57
14:57

00
00
00
of
of
02
of
03
of
of
of
06
124

of
:25
:25
:25
:25
:26

of
126
:27
:28
:28
:29
:29

EST 2007 Network Device Group 1 / 3 (33%) complete.
EST 2007 Network Device Group 2 / 3 (66%) complete.
EST 2007 Network Device Group 3 / 3 (100%) complete.
type: Network Device Group

type: User Group

EST 2007 Group Shell Exec 1 / 1 (100%) complete.
type: Group Shell Exec

EST 2007 Group Command Set 1 / 1 (100%) complete.
type: Group Command Set

type: User Shell Exec

type: User Command Set

EST 2007 Shared Command Set 1 / 2 (50%) complete.
EST 2007 Shared Command Set 2 / 2 (100%) complete.
type: Shared Command Set

EST 2007 User 1 / 5 (20%) complete.

EST 2007 User 2 (40%) complete.

EST 2007 User (60%) complete.

EST 2007 User (80%) complete.

EST 2007 User (100%) complete.

type: User

EST 2007 Network Device
EST 2007 Network Device
EST 2007 Network Device
EST 2007 Network Device
EST 2007 Network Device
EST 2007 Network Device

Sow

5
5
5
5

ol
~ N N~

(16%) complete.
(33%) complete.
(50%) complete.
(66%) complete.
(83%) complete.
(100%) complete.

oUW N
NN N N N
oY OO OO0 O O O

1 oR— FEHLR—F
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ACS 53 ~MD ACS4x F—anf >hi—+ N

Shared Command Sets

Total:5 Successful:5 Reported issues:0
Users
Total:6 Successful:6 Reported issues:0

Total:6 Successful:6 Reported issues:0
Mab

Total:6 Successful:6 Reported issues:O0
#l 6-5 A4 oR— b+ LR—F

1. Name: Real Name Comment: Attribute cannot be added.
2. Name: Description Comment: Attribute cannot be added.
The following Network Device Groups were not imported:

1. Name: Not Assigned Comment: Error 1: Failure to add object: Migrated NDGs:All
Migrated NDGs:Not Assigned in function: createGroup

The following User Groups were not imported:

1. Name: IdentityGroup:All Groups:Migrated Group Comment: Failure to add object:
IdentityGroup:All Groups:Migrated Group in function: createGroup

The following Group Shell Exec were not imported:

1. Name: ACS Migrate Priv Comment: customError CRUDex002 Object already exist exception
The following Group Command Set failed on import:

The following EAP FAST - Master Keys were not imported:

Cisco Secure Access Control System 5.3 #1741 F
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B #5801 X2 ROBT

BHDA LRI ADBT

BIT2—T 4 VT4 DF T a4 ZBIRLT, BIOACS4X AV AZ A% A R —FLET,
B 6-1 (P.6-2) #BMRLTLZEV, HHD ACS4x AV AZ A% ACS53 1AV R—F 52 ¢
NTEFET, #l 6-612, HEDOA LV AZ L AEBITTIHAICEREND 0T MerLET,

%l 6-6 b (ORGP S I O ) el

Choose one of the following:
1 - AnalyzeAndExport

2 - Import

3 - CreateReportFiles

4 - Exit

Would you like to migrate another ACS4.x server? [no]
yes
Enter ACS 4.x Sever ID:

B ACSAX A LV AZ L ADH—NID FITHRA N E AT LT-t%, BIT7 0 2ALENH OIS S
nNEF, Ik, BEOACSAX AV AX L A% ACS53 1AV FR— T B ENTEET,

BITIZEAAFRYEBEIUVNITA—TVRADEE

ACSAX BITY —"\Inb 7 =2 D>/ AR — b RFEITINET, ACS4x EHV—ETY —X
Y= "ML EEFITINDZEEFHV EHA, LIRS T, BITICL > TACS 4x EHY— D
THA—~NUANRREZTH 3D E A, BIT2—T 4 U T 1 1 JEHER PCBREETEITTE £
R

BITSNTET =2 DA VR— M ACS53 = NI7 A AT D AAA BRIZWBINEE A,

LiR— bDERIE LR—F 347

BIT2—FT A VT A DF T ar3EBIRLT, 7V LAR—FBIOEKHLR— 2 CSV 77 A LB
KICHALET, # 6-1 (P.6-2) 2L T EIW, BITT 4 L2 b UVIND config 7+ NVHI, B
T2—=74 V7 4 VAR—=FIRRIFSNET, config 7+ NVFNIT, BITT S
ACS4x —_ZTLZY—NID LR CARTOB LW T + /L Z BER S VE T,

7o & 21E, =3 1ID D test] DA test] B config 7 A VE D FIHER SN, BIT2—T 4 VT 4 L
A—IRMREISNET, VA= FMIEH—AID EFELETT, 22 THE ROAFICOWTHALE
7T

o ISHTLR—bExs AR—FEHLE— ] (P.6-42)

o 5L R—bLxzs AR~k 7 LiR— b (P.6-42)

o T4 UE— REHLAE— R (P6-43)
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LR—romRELR—F 207 B

o [AfUR—F 7 LR—F] (P.6-44)

o A R—FOMEE (P.6-45)

o ITHLR—] (P.6-46)

e 7 UAKR—1F) (P.6-47)
# 62112, BIT 72— XL ET7 =2 —ATERIND VA= FE2RLET,

® 6-21 BOBCERESA B LAKR—+
Bi17x—X EmEhdLrR—+
B L7 AR —h * AnalyzeAndExport_server ID_Summary_report.csv

* AnalyzeAndExport server ID full report.csv

A VR— ]k e ImportSummary_server ID_report.csv

e Importfull server ID report.csv

* 622 C, BIT2—7 4 U7 4 LAR—MIOWTHBLET,

® 6-22 BT1—FT4UYT14OLE—F

BITLR—F BREA

AnalyzeAndExport Summary_report.csv B 7 2 —ABILR I AR—F 72— XADHE
MUAR—F, BITCE24T7 V=7 bORREEH
WY HMEERLET,

AnalyzeAndExport_full report.csv BT 2—ABLPRZ I AR—K 7=2—XD7
VLR — b, BITCX DA77 O E
AT V=7 FOJHA A MR LET,
ImportSummary_report.csv AVR—F T=2—XDERKHLER— b, fR—
FENDAT V7 FORRE L BT 5 MEE R
LET,

Importfull_report.csv AVHR—F 72—XDT7)V LR— bk, fF—
FNENBFT V2l bOWREEEAT V=7 b
G A NERLET,

Full report.csv BIT2—FT 4 VT A DTRTOLE—F% 15D
Ty AMIHE LET,

Summary_report.csv FRTCOBITT = — RO T OERIE®R AT L
ES RN
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WM LR romRIELR—F 247

SHLAR—bET I RXR—FEHLR—

B 6-112, ML AR—F 7 AR—=FEHLR—FERLET, £ 62312, HFLE—hExzr R
R—FEHLR—FDOITLDOEHFELE T LET,

E 6-1 SHLR—bETHRR—FEHLR—F
A | E | i | D | E | F | G
1 |Server ld Phase Element Namea Tatal Elements Tatal Migratable Total with lssues | Comment
2 |rachugabj AnalyzeAndExport User Attributes 2 2 a
3 |rachugabj AnalyzeAndExport  Metwork Device Groups 1 1 a
4 |rachugab AnalyzeAndExport User Groups 500 1l 500
5 |rachugab AnalyzeAndExport  Groups Shell Exec 1] 1] 1]
B |rachugabj AnalyzeAndExport Users Shell Exec 1] 1] ]
7 |rachugabj AnalyzeAndExport Users 1] 1] a
8 |rachugab AnalyzeAndExport | Shared Command Sets 1] 1] 1]
9 |rachugab AnalyzeAndExport | Groups Command Set 1] 1] 0
10 |rachugabj AnalyzedndExport Users Command Set 1] 1] a
11 |racbugabj AnalyzeAndExport  Metwork Device 12 12 a
12 [rachugaby AnalyzeAndExport  Shared Downloadable ACL 1] 1] 1]
13 |rachugaby AnalyzeAndExport EAP FAST - Master Keys 1] 1] 1] .
14 |rachugabj AnalyzeAndExport MAB 1] 1] a @
| 15 |rachugob AnalyzeAndExpot RAC G 1 5 o
® 6-23 FHLR— b ETHORR— FEHLR—LDH S LDOER
Hh3 L B2L
Server ID P — DL,
Phase BAT 7 = — X D4,
Element Name BATT 5 ACS A7 V=7 N A T DA,
Total Elements HEO L,
Total Migratable |17 T 2 EHRDAFHL,
Total with Issues | B D BHE DA FHL,
Comment ACS ATV =l FDAT—H RERT A vE—,

SHLR—FETIRR—F T LR—F

6212, L AR—hEx 7 AR—F 7L LIR—FZ2RLET, £ 62412, HfrbAR—h iz R
R—=F ZIL VR—= DD T LDEFHEZRLET,

Cisco Secure Access Control System 5.3 #1741 F
m. 0L-24202-01-J |
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LR—romRELR—F 207 B

6-2 SHLKR—bETHRR—F T LR—F
A [ B | C | D E | F | G [ H ]

1 | Sener ld Phase Element Mame Name Operation Code | Sub Code Comment
2 |racbugobj  AnalyzeAndExport | User Attributes Real Name SUCCESS nane User Attributes exported successfully
|3 |rachugobj AnalyzeAndExport | User Aftributes Description SUCCESS none User Attributes exported successfully
4 |rachugabj AnalyzeAndExport | Network Device Groups Mot Assigned  success none NDG was exported successfully
| 5 [racbugobj  AnalyzeAndExport  User Groups Default Group  errar without_users  Group has no users
| B |rachugohj AnalyzeAndExport | User Groups Group 1 errar without_users  Group has no users
|7 |rachugohj AnalyzeAndExport | Network Device test slCCess none Network Device Group: Not Assigned
| 8 [racbugobj  AnalyzeAndExport | Metwork Device test2 SUCCESS none Metwork Device Groug: Not Assigned
|9 |rachugobj AnalyzeAndExport | Network Device testd SUCCESS none Metwork Device Group: Not Assigned
10 |rachugabj AnalyzeAndExport | Network Device test10 suCcCess none Metwork Device Group: Not Assigned
11 rachugobj  AnalyzeAndExport  Metwork Device test!] SUCCESS none Metwork Device Group: Not Assigned
12 |rachugobj AnalyzeAndExport | Network Device tacclient2 SUCCESS none Metwork Device Group: Not Assigned
| 13 |racbugobj AnalyzeAndExport | RAC Azcendi arrar errar Invalid value for attribute: Ascend-Calli
14 [rachugobj  AnalyzeAndExport  |RAC Ascend error efrar WRONG_ENUM_YALUE for attribute:
| 15 |rachugobj AnalyzeAndExport | RAC Ascend] errar error WRONG_ENUM_VALUE for attribute:
| 16 |racbugobj AnalyzeAndExport | RAC Agcend2 errar errar WRONG_ENUM_VALUE for attribute:
17 [rachugob]  AnalyzeAndExport  RAC Ascend? error efrar WRONG_EMUM_ALLE for attribute: 78
| 18 [rachugabj AnalyzeAndExport [W—!Ascenﬂ error error WRONG_ENUN_YALUE for attribute: 37
| 19 |rachugahy AnalyzeAndExport | RAC Agcend? arrar errar WRONG_ENUN_YALUE for attribute: ™
® 6-24 BFLR—bETVRR—+ T LR— DA LOESR

h3L4h L

Server ID B — DL i,

Phase BAT7 = — X D4R,

Element Name

S ACS A7 v =s kN ¥4 T D4,

Name

BATT % ACS A7 V=7 b 44 T D4,

Operation code

M7 2= ABLPT I AR~ Tx2—ADAT—H
Ao Bl success, error. F X info ([FHR A

-3,
Sub Code BED AT — & RICEEM T SN2 — R,
Comment ACS AT V=V FDRAT —H A& RT A v E—,

A4 oR— FEHLAKR—F

6-3 1A A —FENLVR—FEZRLET, £ 62510, A VR—FEHLR—FOT T LDERE

~LET,
6-3 4 viRk— FEHLAR—F
A [ B C | D | E \ F [ & ]
1 |Serverld  Phase Element Mame Total Element Total Migratable Tatal with lssues Comment
2 |rachugobj Import User Attributes 2 2 0
3 |rachugabj  Impart Metwork Device Groups 1 1 0
4 |rachugobj Import User Groups 1] 1] ]
| 5 |rachugabj Impart Groups Shell Exec 0 0 0
| B |racbugobj Import Users Shell Exec u] ] ]
| 7 |rachugabj Impart Users 0 0 0
8 |rachugobj  Impart Shared Command Sets 0 0 0
| 9 |rachugobj Import Groups Command Set 0 0 0
10 |rachugabj  Impart Users Cammand Set 1] 1] i]
11 [rachugobj  Import Metwork Device 12 12 1]
12 |rachugabj  Impart Shared Downloadable ACL 0 0 0
|13 [racbugobj  Import EAP FAST - Master Keys 1] 1] 1] -
14 |rachugobj | Import WAB 0 ] 0 =
|15 |racbugob]  [Import RAC 1 1 1] §

[ oL-24202-01-J
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£ 6-25 A R—FEHLR—FDHS LOEE

HhI L B

Server ID P — DL i,

Phase BAT7 = — RADL#i,

Element Name

BATY 5 ACS A7 V= 7 b 44 T DA,

Total Elements

RO EFEL,

Total Migratable

BATS N2 EFE DAL

Total with Issues

RIREDS &> 2 B3 DA FHL,

Comment

ACS ATV xl NDAT—ZRERT A v E—

A oR—bk )L LR—

+

6-4 21 R—hK 7 LiR—hERLET, £ 62612, £ —F ZV LR—b DI T LDESE

A viR—k I LEKR—F

R LET,
6-4

|1 [Serverld Phase
| 2 |rachugobj  [Import
| 3 [rachugobj  Import
| 4 |racbugobj  Import
| & |rachugabj  Import
| B |rachugobj Import
| 7 |racbugobj Import
| & [racbugobj  Import
| 9 |racbugobj  [Import
110 |racbugobj  [Import
|11 |racbugobj  [Import
|12 |racbugobj  [Import
|13 |racbugobj  Import
| 14 |racbugobj  Import
| 15 |racbugobj  Import
|16 |racbugobj  Import
17 |racbugobj  |Import

% 6-26

Elernent Name
User Attributes
User Attributes
Metwork Device
Metwork Device
Metwork Device
Metwork Device
Metwork Device
Netwaork Device
Metwork Device
Metwork Device
MNetwaork Device
Metwork Device
Metwork Device
Network Device
Metwork Device
RAC

Operation Code |Sub Code

Mame
Real Mame sUCCess
Description SUCCESS
Groups Mot Assigned  success
test] success
test? SUCCESS
test3 sUCCess
testd success
tests SUCCESS
testh SUCCESS
test? success
testd SUCCESS
testd suCcess
test10 sUCCESS
test]] SUCCESS
tacclient2 SUCCESS
selvisameconf  success

AVR—+ TN LER—FDHFLOESE

none
none
none
none
none
none
noneg
none
none
none
none
none
noneg
none
none
none

Comment

Attribute Successfully Imported
Attribute Successfully Imported

Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully
Imported Successfully

Hh3L

ng

AR

Server ID

F— D,

Phase

BAT7 = — X D4,

Element Name

BATT % ACS A7 V= 7 b 44 T D4,

Name

2 —WRFEE L 74 A,

Operation code

ERREI LI E D =T —=NRELENE I ERL

i‘a‘o

Sub Code

EDO AT — & A\ 2B b — K,

Comment

ACS ATV xl NDAT—HRA%ERT Ay E—,

Il Cisco Secure Access Control System 5.3 #4741 F
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LR— tOAEIRE LR—F 247

4 viR— F DIREE

AR—=F T=2=ZADETHR, AR —FERNLVR—FEFHTONTLILERHD £, Zi
LT, ROY R MBEIRSNET,

s BATEND ATV =7 FOAFEK,
o EFHICBITENIZAT V=7 FOAFK,

o BATICRM LT=AT V=7 FOAFK,

AVER—F TNV LER—=FT, BITENRD -4 T V=7 NOBREEERTEXET, ZThIZL-T
WDV A NBERRINET,

o FT V= FOLHI,

o FT V=V NDAT—H X,

e =T —DJEA,

ACSA4xX ATV =7 FOWTNDLRBAT SRS,

ROFNAEFATTDLENDH Y £,
1.

BTSN TWRWAT V7 NEFEITEMT S0, F7LIXACS4x 77V r—varyTinb
DRIz gk L E T,

G 7 2—ABLP=I AR —F 72— XEeHETLET,

(A A= bFORIZ) ACS 53 T— X _X—RX & LaiOREICE T L ET,

AvR—F 72— RAEHEFITLET,

(F)

BATHRET L2 Z L 2R T DIiE, A v FR— PR LR—= P20 LTEEn, LR— MZTRT
DATV =7 FREFIBITENTZLRRINTWDLIEE, BITIZETTT,

[ oL-24202-01-J
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EZHLR—F

B 6-512, TNTOBIT7 2 —RZHOVWTOER LVAR— MERERLET, £ 6-27 12, BHYLAR— |

DHT LDEFREZRLET,
E 6-5 BEHLAR—+
A | B | E | D E | F |
1 |Server Id Phase Element Name Total Elerments Total Migratable Total with lssues  Comment
|2 |rachugobj AnalyzeAndExpot | User Attributes 2 2 ]
3 |rachugabj AnalyzeAndExpot  Metwork Device Groups 1 1 0
4 |rachugabj AnalyzeAndExpont | User Groups 500 ] 500
& |rachugobj AnalyzeAndExpot  Groups Shell Exec 0 0 0
|6 |rachugobj AnalyzeAndExport  Users Shell Exec 0 0 0
|7 |rachugabj AnalyzeAndExpot | Users 0 0 0
8 |rachugabj AnalyzeAndExpot  Shared Command Sets 0 0 0
-9 |rachugobj AnalyzeAndExpont | Groups Command Set 0 0 0
10 |rachugabj AnalyzeAndExport  Users Command Set 0 0 0
11 |rachugabj AnalyzeAndExpot  Metwork Device 12 12 0
12 [rachugobj AnalyzeAndExport  Shared Downloadable ACL 0 0 0
13 |rachugobj AnalyzeAndExpot | EAP FAST - Master Keys 0 0 0
14 |rachugabj AnalyzeAndExpot  MAB 0 1} 1}
18 [rachugobj AnalyzeAndExpot | RAC b 1 5
1B |rachugabj Irnpart User Attributes 2 2 0
17 |rachugabj Import Network Device Groups 1 1 0
16 |rachugobj Irnpart User Groups 0 0 0
19 |rachugabj Irnpart Groups Shell Exec 0 0 0
| 20 |rachugabj Import Users Shell Exec 0 0 0
| 21 |racbugobj Irnpatt Users 0 0 0
| 22 |rachugabj Import Shared Command Sets 0 0 0
| 23 |rachugobj Irnpart Groups Command Set 0 0 0
|24 |rachugabj Irnpatt Users Cormmand Set 0 0 0
| 26 |rachugabj Import Network Device 12 12 0
26 |rachugobj Irnpart Shared Downloadable ACL 0 0 0
| 27 |racbugobj Irnpart EAP FAST - Master Keys 0 0 0 -
| 28 |rachugohj Import MAB 0 0 0 B
79 |rachugobj  Import RAC 1 1 0 3
* 6-27 EHLR— DD LOES
h3L A
Server ID H— DL H,
- ~ BN
Phase BAIT7 = — XD4 i,

Element Name

BITSHIZ ACS A7 =2 F 04,

Total Elements

WERSL7e ACS 7V =7 b DA,

Total Migratable

BTSN ACS A7V =7 NOEEH,

Total with Issues

% ACS A7 ¥ =7 NORBEDAFHL

Comment

\:/\‘O

ACS ATV x ) "DAT—H A%/ T A yE—

Il Cisco Secure Access Control System 5.3 #4741 F
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)L LR—

K 6-6 12, T_RTOBITT7=2—RIZONTHOTL LER— MEBETRLET, £ 62812, 7/ LFE— K

DH T EDEF

X 6-6

~LET,

)L LR—Fk

A B [ & D | E | F G
Semver ld_ Phase Element Name Iame Operation Code Sub Code Comment
? |rachugobj AnalyzeAndExport Metwork Device testd SUCCESS nong Metwork Device Group: Mot Assigned network devict
3 |racbugobj AnalyzeAndExport Metwork Device test10 success none Metwork Device Group: Mot Assigned network devicr
rachugobj AnalyzeAndExport Metwork Device test1l SUCCESS nane Metwork Device Group: Mot Assigned network devic
rachugohj AnalyzeAndExport Network Desice tacclient? SUccess nane Metwork Device Group: Mot Assigned network devic
rachugobj AnalyzeAndExport RAC Ascend? error error Invalid value for attribute: Ascend-Calling-ld-Present:
7 _|rachugobj AnalyzeAndExport RAC Ascend? error error WRONG_ENUM_WVALUE for attribute: Ascend-Num
rachugobj AnalyzeAndExport RAC Ascend? error error WRONG ENUM_WALUE for attribute: Ascend-FR-L
rachugob] AnalyzeAndExport RAC Ascend2 BITOr error WRONG _ENUM_WALUE for attribute: Ascend-Appl
10 |rachugobj AnalyzeAndExport RAC Ascend2 efror error WRONG_ENUM_VALUE for attribute: Ascend-Rout
rachugobj AnalyzeAndExport RAC Ascend? errar error WRONG_ENUM_VALUE for attribute: Ascend-FR-L
rachugobj AnalyzeAndExport RAC Ascend2 error error WRONG_ENUM_WVALUE for attribute: Ascend-TS-lc
racbugobj AnalyzeAndExport RAC Ascend2 error error WRONG _ENUM_WALUE for attribute: Ascend-CBC
rachugob] AnalyzeAndExport RAC Ascendd BITOr error WRONG_EMUM_WALUE for attribute: Ascend-Regu
| 15 |rachugobj AnalyzeAndExport RAC Ascendd efror error WRONG_ENUM_VALUE for attribute: Ascend-PPP
rachugobj AnalyzeAndExport RAC ] errar unsupported_vendor ACS 5 does not support this attribute.: (vid=3 att=2¢
rachugobj AnalyzeAndExport RAC il error error WRONG_ENUM_WVALUE for attribute: USR-Simplifi
|racbugobj AnalyzeAndExport RAC Ascendd SUCCess none RAC exported successfully
rachugob] AnalyzeAndExport RAC unigue2 Bfror unsupported_vendor ACS 5 does not support this attribute. (Wd=2 att=2f
rachugohj AnalyzeAndExport RAC unigue2 efror error WRONG_ENUM_WVALUE for attribute: USR-Sirmplifi
rachugobj Import User Attributes Real Name  |success nang Atribute Successfully Imported
| 22 |rachugobj | Import User Attributes Description | success nong Aftribute Successfully Imported
rachugobj Import Metwork Device Groups Mot Assigned | success none Imported Successfully
rachugobj Import Metwork Device testl SUCCESS nane Irmported Successfully
rachugobj Import Metwork Device test? SUCCEsSS nane Irported Successfully
rachugobj  Import Metwork Device test3 SUCCESS g Irmported Successfully
rachugobj Import Metwork Device testd SUCCESS nong Imported Successfully
rachugobj Import Metwork Device tests SUCCESS none Imported Successfully
28 [rachugobj Import Metwork Device testb SUCCESS nang Irnported Successfully
& 6-28 T LR—bDHFLOESR
h3 L At B
8 N
Server ID B — DL i,
— ~ RV
Phase BAT7 = — XD 4 i,

Element Name

BTSN ACS A7 V=

7~ D4R,

Name

= — FIIRIE LI

Operation Code

EomaEmRmLET,

BHERE LTz E D, =T —NFELTh

Sub Code

BEDO AT — X Z\ZBEA T bz a—k,

Comment

Yo

ACS A7 V=V FDODRATF—H ZAE 7T A vE—

T o5—&fnninE

72— Rz 7 AR—F 7=2—XEFA VAR —F 72— ATHAELEZZT— X, TnEFhoL
R—hTHESNET, BITOT T — L ZOMRFIAOFHEMCHOWTIZ, TBITORBE DR (P.D-3)
EBZRLTLLZIN,

SFEISERACS AT V=7 FOBITRICERINAAREMEOSH D=7 —BLUSEMA v E—TIZO0
TlE. BfT=2—F7 40754 AvE—) (PD-6) 2L T,

278460

s5—¢hnonz W
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N zrom=

ACS53 % —F4 vy b woiiusZ A4 LT, ACSAXx DHEFZEZIEFICBIT LI L 2HRALET, B

772 —AT, ACS4x TEFEINTZKD ACS HHEN ACS 5.3 ITBITSNET,

o — M

— R A

NDG

a—% I—

7 v—=7 Shell Exec
IN—7F a<wr Ry b
= —# Shell Exec

a—Y o< KEy b
EHa~vr ey b
Xy hT—2T FNA R
a—HF

4 DACL

EAP-FAST v A % — F—
MAB

I£H RAC

B AZ~— VSA

ACS4Xx A7V =7 MZT 7 BAT BI2iE, [User Guide for Cisco Secure Access Control Server 4.2
IR SN TV B FIEIZEVET, ACSS53 A7 V=7 MIT 7 v AT 5121, [User Guide for Cisco

Secure Access Control System 5.3) \ZF0#i STV B FIHIZHENE T,

TR, BITOMRICHOWTHHEL £,

[2—FBLP2—W 71 —7) (P.6-49)
2~ F = LoBT] (P.6-50)
la<2 K&y hoBIT) (P.6-51)
INDG O#47) (P.6-52)

Ry T —2 T4 2047 (P.6-53)
IDACL O#17) (P.6-54)

TMAB ®»#47] (P.6-55)

44 RAC) (P.6-56)

RADIUS VSA| (P.6-57)

KEK % —& MACK %—] (P.6-59)
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6-712, ACS4x Da—F ba—W FL—T%RL, 6-8 12 ACS 53 I TENTca—H Lba—
W 7 —7%x LE T, [Users and Identity Stores] > [Internal Identity Stores] > [Users] & & L T,
Birshica—WHea—¥ JL—77 7 8ALET,

6-7

Group Setup

ACS 4x TEBENhFA—YEa—H FL—7F

Group : |0' Default Group (6 users)

Users'in Group

=

Edit Settings |

Rename Group

? Back to Help |

User |Status Group Ntwork .Access
Profile
e
clientless |Enabled Esg‘:!]lt Sroupile (Default)
]
userl Enabled Eseef?:_:t ratpifo (Default)
user? Enabled Esgf;)lt TS (Default)
_,
user3 Enabled Es‘z?;)lt Group. (6 (Default)
=
userd Enabled Esg?;:t EronpieB (Default)
(
users Enabled 5::;?;"!': Group:(6 (Default)

ACS 53 [cBfFehda—HEa—HF FIL—T

acsadmin

acs80 (Primary)

1951586

» b My Workspace

Users and |dertity Stores = [nternal dertity Stores = Users

» ) Network Resources Internal Users Showing -5 076 |
b Fitter: | vi Match if: ;‘ Go| +
|dentity Groups
¥ Internal Identity Stores [] Staus UserName = Identity Group Description
"'_‘ “' O clientiess All Groups Migrated_Group:Default Group  Migrated Internal User
osts
v Exernal ldentity Stores (| (2] usert All Groups:Migrated_Group:Default Group  Migrated Internal User
LDAP O 2] user? All Groups Migrated_Group:Default Group  Migrated Internal User
Active Directony o
REA SaeurD Tu'_Ren' (e & userd All Groups Migrated_Group:Default Group  Migrated Internal User
RADIUS |dentity Servers O e userd All Groups:Migrated_Group:Default Group  Migrated Internal User
EEIT ey O (] users All Groups:Migrated_Group:Default Group  Migrated Internal User

Cerlificate Authentication Profile
Identity Stare Sequences

» & Policy Elements

» 5 Access Pulicies

3 ?J Maonitoring and Reports

» !_; System Administration

[ File Operations

oz N

[ oL-24202-01-J
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N zrom=

A Y -
ATV R LT IILDBLT
6-9 I ACS4x D<K vz VEMEaRL,. K 6-101C ACSS53 1y =/ a7y A4 LeLTH
FEaNEIN—7 > = rBlErERrLET,

[Policy Elements] > [Authorization and Permissions] > [Device Administration] > [Shell Profiles] % &
RWLUTHH, [Edit) 227V v 27 LT, BITESNTI V=7 L= VRPWEIZT 7 BALET,

[User and Identity Stores] > [Internal Identity Stores] > [Users] Z IR L. WIFNhrDO2—F %27 U v 7
LT, Bifranla—% v Vgthic7 72 LET, 6-11 12, ACSS53 IZBfTaND 22—V v =

Vgt E R LET,
6-9 ACS4x TEEShI-av UK Yz ILRE

Shell {exec)

sccess contral list 112.21.38.901
Auto command itest

Callback rotary |

|
|
callback line 23 |
|
|

OOO000O00O X FEE

Idle time |

Mo callback wverify [l Enabled

Mo escape [CJEnabled

Mo hangup [ClEnabled

Privilege level !10 |

Timeout

| | %

6-10 ACS 53 [2BITEhBIIL—T Lz LEHK

acsadmin  acs51210 (Primary) L

12 @ My Workspace Policy Elements = Authorization and Permissions = Device Administration = Shell Profies = Create
» [0 Mebwork Resources
» 33 Users and |dentity Stares

| General ” Common Tasks | Custom Aftributes |
Privilege Level

1 Default Privilage: [_Ngt-ﬁse v

* Session Conditions

Date and Time Maximum Privilege: | Matin Use v‘
OEtStDvp S Shell Attributes
* Metwork Conditions
> A_Ll'fh5r1'z'atiqn"énn'Pe_rrdjssipﬁs Access Control List |_N_m_'"_UE‘? b
Bt s Auto Command Motin Use «
Authorization Profiles ==
+ Device Administration Mo Callback verfy, | Motin Use s

mend Sets NeEscape:  [NotinUse ]
* Named Permission Objects No Hang Up |m

» [in Access Palicies

3 ::j Monitoring and Reports.

Timeout: | Motin Use v|

Idle Time: [Motin Use v
Callhack Line | Motin Use «
Callback Rotary: |Nntin Use w

» g Systermn Administration

276443
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oz N

-8 = s
6-11 ACS 53 IZBfTehd1—¥ VxR
0 O
3 .-fjr My Workspace Users and Identity Stores = Internal Identty Stores = Users = Edit: "BAYRMARDZ"
» () Metwork Resources
; General
3 = Name: |BavHwROZ Status: Enabled [v| ©
Identity Groups o — e
+ Internal Identity Stores Cescription: Migrated Internal User
Users: % |dentity Group: | &Il Groups:Migrated_Group:NA_ISDN_DIAL_E
Hosts
+ External ldentity Stores Laeldinrmahon SR _—
LDAP acl BAYMWROZ address |Address_01
Active Directary . autocmd show callback-line: 0123
REA SecurlD Token Seners === j—
RADIUS Identity Servers callback-rotary. | cmd-set: |BAYMNIWROZ
Certificate Authorities conn-timeout: | Description Softeng
S Aulhanttcghun Fibi max_priv_vl: |7 | nacallback-verify; [ True [v‘r
Identity Store Sequences. . i L L
» G Policy Elements noescape: True [ . nohangup: .True [\_Q
fv_lwl: 5 Real N M I
> E] Access Palicies M - ERlEIE okl
. m] Manitoring and Reparts CreationModification Information
= Date Created: Sun Oct04 18:49:20 UTC 2009
» & Systern Administration Date Modified: Sun Oct 04 18:49:20 UTC 2009
# = Required fields -
w
e
w
o

avU kY FOBT

6-121ICACS4xDavwry Nzl RrL K 6-131IC ACS53ICBfTaNca~vr Ny MERL
%9, [Policy Elements] > [Device Administration] > [Command Sets] ##{R L T, BiT&hiza~v>
FEy BT Z7EALET,

6-12 ACS4x TEZBENF-aR UKy b

'Shell Command Authorization Set

) Maone
0 Assign a Shell Command Authorization Set for any network device
|_5he||_test2 hd

0 assign a Shell Command authorization Set on a per Network Device
Group Basis

Device Group  Command Set

Dewice Graup |Migratinn_Test _v_]
Command Set |She||_test1 A:I

Add Aszociation

& Per Group Command Authorization
Unmatched Cisco I0S commands
O Permit
@ Deny

272878
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6-13

» 9 MyWorkspace

» 20 Network Resources

ACS 53 ZBfTEhf-av Y Ky b

acsadmin

acs80 (Primary)

Policy Elements = Authorization and Permissions = Device Administration = Command Sets

» ﬂ Users and ldentity Stares

-

* Session Conditions
Diate and Time:
Custom
* Metwork Conditions
= Authorization and Permissions
* Metwark Access
* Device Administration
Shell Profiles

* Named Permission Objects
Downloadable ACLs

» [y Access Polities

» 3 Monitoring and Reparts

» & Systemn Administration

NDG D#1T

c Sets Stowing +-30or3 B | per page [©
Fier: | | ateh i | ¥ (oo =

[] Command Set Name «  Description

[0 Dem@lCommands

[0 scam permit show interface

[0 scaoz Deny show clock

[ File Operations Fagef 1}of1

195146

6-14 \Z ACS4.x D NDG =~ L. 6-15 12 ACS 5.3 12 T&N 7= NDG -~ L7, [Network
Resources] > [Network Device Groups] &R L, BTSN NDGIZT 7 BX L ET,

6-14

ACS 4.x TEZESh1=- NDG

Network Configuration

Network Device Groups

2

|

| Network Device Group | AAA Clients | AAA Servers

| NDGO1 | 1 | 0

| NDGOZ | z | 0 o
| (Mot Assigned) | 2 | 0 B

Il Cisco Secure Access Control System 5.3 #4741 F

0L-24202-01-J |
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SV ALty

6-15

ACS 5.3 [ZB1T&h 1= NDG

oz N

A iy Wiorkspace

3

Metwork Device Groups
Locatian

Metwork Resources = Metwork Device Groups = Migrated_NDGs

Dievice Type
ate e [ Hame
Metwork Devices and A48 Clients 0
Default Network Device
S NDGDT
External RADIUS Servers HDGO2

+ &8 Users and Identity Stores

[0 [

Mot Assigned

-

G Palicy Elements

+ fig Access Policies

-

| Monitoring and Reports

-

2 systermn Administration

TN ZADFEIT

6-16 IZ ACS4x DRy NI —2 TAA A%/ LK 6-171C ACSS53 ICBITENIZHR Yy NU—27 F
NA A% LET, [Network Resources] > [Network Devices and AAA Clients] Z&IR L, BTz
Xy NT—=2 TNRAL AT 7 EALET,

6-16

«  Description

w All Migrated MDGs  Top Level Mode for Migrated_NDGs

MDG migrated fram ACS 4
MDG migrated fram ACS 4
MDG migrated fram ACS 4

195151

ACS 4x TEBENFRY FT—Y T4 R

‘%Q NDGO1 AAA Clients 2]
| AARA Client Hostname | AAA Client IP Address | Authenticate Using
| 10.77.242.83 |10.??.242.83 | RADIUS (IETF)

‘Q@Q NDGO2 AAA Clients il

| AAA Client Hostname | AARA Client IP Address | Authenticate Using

| 10.77.234. 2237 |10.??.234.22? | TACACS+ (Cisco I05)

| A10.77.234.235 |10.??.234,235 | TACACS+ (Cisco I0S)
‘%Q (Mot Assigned) AAA Clients ﬁ

| AAA Client Hostname | AAA Client IP Address | Authenticate Using

| 10.77.244.24 |10.??.244.24 | RADIUS (Cisco IOS/PIX 6.0) 1
‘ HAD ‘10.??.243.* ‘ RADIUS (Cisco IOS/PIX 6.0) g

[ oL-24202-01-J
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FO6E BT1—T1YT1EHERALE, ACS4.xH 5 ACS 5.3 ~DT—4#1T |

N zrom=

6-17 ACS 53 [ZBfTEhi=%y FT—Y FINL R

acsadmin  acs80 (Primary)

» 40 My \Workspace Metwork Resources = MNetwark Devices and AAA Clierts
x:ﬂﬂm;-.. jork Resourc Network Devices Showing 1-50f5 |
 Metwork Device Groups 3 =
Localion Fiter. | ¥ | Match if M oo+
Devica T
M?;:z:teedi?weDGs [[] Name ~  |PiMask NDG Location NDG:Device Type Description
| ¢ [0 1077334237 10.77.234.227i32 Migrated
SR Bl [0 1077234235 10.77.234.23502 Migrated
External Policy Servers
Edbral R.‘AD\US Béwﬁrs [0 107724283 10.77.242 83732 Migrated
» a Users and |dentity Stares [0 107724424 10.77.244 24132 Migrated
+ G5 Policy Elaments [0 neo 10.77 243 024 Migrated
» [i5 Access Policies
» j Manitaring and Reports
» 55 System Administration
o
Edit|| Delete. || File Operations Page 1/0f1 g
_ Ly
=]
—

DACL D17

6-18 12 ACS4x DF U — RA[RTY /&R a2 tr—/ U2 L (DACL) <L, 6-19 i
ACS 5.3 IZ¥1T& 7 DACL /R LE7,

[Policy Elements] > [ Authorization and Permissions] > [Named Permission Objects] > [Downloadable
ACLs] #8IR L, BTSN/ DACLIZTY 7 &AL ET,

6-18 ACS 4.x TEZEEh1=- DACL

Shared Profile Components

‘ Downloadable IP ACLs ?

| Name | Description
|NAC SAMPLE HEALTHY ACL |
[NAC SAMPLE OUARANTINE ACL |

193147
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6-19 ACS 5.3 [2BfT&h 1= DACL

cisco Cisco Sec

acsadmin

acs80 (Primary)

3 ?’} My Workspace Policy Elements = Authorization and Permissionis = Named Permission Objects = Dowrloadabls ACLs
» 0 Nawork Resources Dowmicadable Access Control Lists Showng 4 or 1 EI ~ per pa
Filter: | V‘Matchif‘ ‘ v Go| *
[J HMame = Description
O] HAC o4
v [ig Acoess Policies
3 Ej Monitoring and Reparts
» B, System Administration
©
=
Duplicate Edit||| Defate | [ File Operations Pageuﬁ =
5

MAB DO#1T

oz N

6-20 12 ACS 4.x TEF 7= MAC Authentication Bypass (MAB) #7< L. ¥ 6-21 IZ ACS 5.3

BTSN MAB R L £,

[Users and Identity Stores] > [Internal Identity Stores] > [Hosts] Zi&R L T, [Create] 7 UV v 7 L. ¥

TEN-MABICT Z7EALET,

6-20 ACS 4.x TEZShi1- MAB
Network Access Profiles
&l
| [ Populate from Global |
| Authenticate MAC with:
O
Server:
| MAC Addresses ‘ User Group
‘ 01-23-45-67-89-66
®Internal || 0 1; ACS_Migrate 2 (1 us
ACS DB ‘

272886
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N zrom=

6-21 ACS 5.3 [ZBfT&hT=- MAB

b G Wy iorkspace Users and |dentity Stores = Internal [dentity Stores = Hosts = Create
b [0 Network Resources
= General
i R # MAC Address: [01-23-45-67-80-66 Status: | Enabled v ©
Identity Groups L
= Internal ldentity Stores Description: | |
HSBE 2 ldentity Group: iAII Groups:Migrated_Group: ACS_Migrate 2 i Select
Hosis
v External ldentity Stores MAC Host Information
LO&P There are no additional identity attributes defined for MAC host records
’“‘_-C'.““B Directory : # = Required fields
RSA SecurlD Taken Servers

RADIUS Identity Servers
Certificate Authorilies
Certificate Authentication Profile
Identity Store Sequences

G Policy Elements

» [y Access Policies

. 4

3 J Manitoring and Repors

» 2 System Administration

1951449

#%H RAC

6-22 12 ACS 4.x TEF S /=34 RADIUS Authorization Component (RAC; RADIUS 87 = >
A= ) ZRL, 6-23 12 ACS 5.3 IZBfTS N3 RAC 2/ r LET,

[Policy Elements] > [Authorization and Permissions] > [Network Access] > [Authorization Profiles] %
BIRL, BITSNZ RACIZT 7 EALET,

6-22 ACS 4.x TEZEEh-3#%F RAC

Shared Profile Components

‘ RADIUS Authorization Components ?

| Name
[MAC- SAMPLE-HEALTHY-L2-RAC

| Description

|
|NAC-SAMPLE-HEALTHY-LB—RAC |

|

|

[NAC-SAMPLE- QUARANTINE-L2-RAC
[NAC-SAMPLE- QUARANTINE-L3-RAC

195154
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6-23

ACS 5.3 [ZBfTEh=3#%F RAC

» A Wy Workspace

» 130 Network Resources

Policy Elements = Authorization and Permissions = Metwork Access = Authorization Profiles

> 3 Users and |dentity Storas

~ Session Conditions
Date and Time
Cusiom
* Network Conditions
* Authorization and Permissions
T MNetwork Access
Authorization Prafiles,
~ Device Administration
Shell Prafiles
Command Sets
* Named Permission Ohjects
Downloadahble ACLs

oz N

» [y Actess Policies

3 ;l Maonitoring and Reports

» B System Administration

RADIUS VSA

6-24 12 ACS 4.x TiEZ SN 72 RADIUS VSA 7~ L, 6-25 12 ACS 5.3 IZB4T & 7= RADIUS

VSA &R LET,

i “aﬁies Z!ggrpag_gﬁ
Filter: ‘ ~ | Match i !
[] HName ~  Description
[0 NAC-SAMPLE-HEAL THY-LZ-RAC
[0 HAC-SAMPLE-HEAL THY-L3-RAC
[ HAC-SAMPLE-QUARAMTINE-LZ-RAC
[0 HAC-SAMPLE-QUARANTINE-LZ-RAC
[0 PermitAccess
Fage| 1 off

195155

[System Administration] > [Configuration] > [Dictionaries] > [RADIUS] > [RADIUS VSA] Z &R L |
BITSi7- RADIUS VSA IZT 78X LET,

6-24

ACS 4.x ® RADIUS VSA

Interface Configuration

ﬁ User Data Configuration

TACACS+ (Cisco 10S}

RADIUS {Microsoft)

RADIUS {Ascend]

RADIUS (IETF)

RADIUS {Cisco VPN 2000/ASA/PIX 7.x+)

RADIUS (Cisco I0S/PIX 6.0}

F'sr.,, Advanced Options

? Eack to Help |

277004
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N zrom=

6-25 ACS 5.3 [2 BT &h 7= RADIUS VSA

stfuan]ne
cisco Cisco Secure ACS

System Administration

0ooooOoOooOOoooOon z @

Craate Cruplicate Edil Doiste | | Show Vendor Altribute s

277005
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oz N

KEK ¥—¢& MACK £—

6-26 12 ACS 4.x TEFK SN’ KEK ¥—& MACK ¥ —% /"L, 6-27 12 ACS 5.3 IZB TS Tz
KEK #—& MACK ¥—%Z R L¥7,

[Network Devices] > [Network Devices and AAA Clients] Zi®IR L, 7 /314 2 %&R LT [Edit] &7
UwZ L, BIT&N2 KEK ¥—& MACK ¥—IZ7 72 LET,

6-26 ACS 4.x TEB®REhT=- KEK ¥—& MACK +—

Network Configuration

MM

waee client

E;
TIES

B [t AAL Client TP Address

£
i

f"’- mﬁ i
g ation
= Shared Secret secret_value
s §ip| System . 2
gy - ontigorst o Hetwork Device Group (Not Assigned) v
[T Crpatton Authenticate Using RADIUS (ETF) ~
% Administration
Cantrol
- RADIUS Key Wrap
5{3 External Liser
= Databases Eey Encryption Key AR AR R AR RERRRRRRERRRRRRRARDY
= Message Authenticator Code Key  1111T11111111I1111111111111 1111111111118
52 Network Accerd Eey Input Format O ASCH @ Hexadecimal
tofiles
5 | Reportsand
Activity . )
. [J Log Update/Watchdog Packets from this AAA Clent
EE1| Boommectston

RADIUS Option
[ Replace RADIUS Port info with Username from this AAA Clent

193535
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N zrom=

6-27 ACS 5.3 [T8fT&h b KEK ¥—& MACK F—

| » o MyWWorkspace
v 12
» MNetwork Device Groups

Lacation
Device Type

Default Metwork Device
External RADIUS Servers
» @ Users and ldentity Stores

» B Policy Elements
» [y Access Policies
» [} Monitaring and Reports

» 2 System Administration

Metwaork Resources = Metwark Devices and 2284 Clients = Edit "devicel"

Name: devicet
Description: |

Network Device Groups

Location |All Locations
Device Type All Device Types
IP Address

Single IP Address o IP Range(s)

&

P | mask 3z
Add Y
P ) Mask
IREE 0

= Required fields

Cisco Secure Access Control System 5.3 #1741 F

Authentication Options
~ TACACE+ [
Shared Secret
Single Connect Device
Legacy TACACS+ Single Connect Support
TACACS+ Draft Compliant Single Connect Support
w RADIUS

Shared Secret: | secret_value

CoApart: (1700

Enahle KeyWrap

Key Encryption Key: [11111111111111111

Message Authenticator Code Key:
T 111111111

Key Input Farmat O ASCI & HEMADECIMAL
w TrustSec []
Use Device ID for TrustSec identification
Device 1D
Password:

b TrustSec Advanced Setfings

199536
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APPENDIX A

BIT1—74Y T4 T®HACS53 EitHHR—
~

ZOEF, WOBETHERINTHET,
o %] (P.A-1)
o TACS4x 75 53~ (P.A-1)

ZOETIE, ACS 4.x 15 ACS 5.3 ~DEMEOBITICOWCTHIILET, ACS 4x BHEELBITT SIS
X, ACS 53 ORMELA - THENRNH Y 9, BREO—HOEMEN ACS 5.3 12817 (7213 EH) Sh
RVEATH, 0 ACS 4.x B#E%E ACS 5.3 ICBITTX £,

7-& 21X ACS 5.3 TiE. #fE 1 ~ 15 ®==—¥ shell exec FitE L~ L x Y HR—FLET, ACS4x D
User RO L ~IULMEE 1 ~ 15 TR WA, User BHRIIBIT I E T2, =—V shell exec #F
HEL VBT RBITESNEE A,

ACS 4.x M 5.3 ~DBAT

WOHETIE, BRICETH2HERICONTHAL T,

e TAAAZFAT v N 2y NI—2 T34 2] (P.A-2)
e INDGJ (P.A-2)

o [HNE=—¥) (P.A-3)

o [a—F KUY —DarR—xr k] (P.A-3)

o [o—% 7 1r—7) (PA-3)

o [a—HP I —F Ry —DarR—xr ] (P.A-4)
o vz avwr FRAEY b (P.A-4)

o [MABJ (P.A-4)

« [DACL) (P.A-4)

o [EAP-FAST v 2% —%—| (P.A-5)

o [J4 RAC) (P.A-5)

o [ 2%Z~—VSA] (P.A-5)

[ oL-24202-01-J
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ik A BITL—T1YT4TOACSS53BHEYHR—F |

W ACS4x b5 53 ~0BTF

AAA Y SATFOMARY ET—D TN R

# A-1 TIFACSA4X DFRy hU—F FAALRAEFRE ACSS53 Ry hU—7 TR REFRDENITD

W L £ 9,
® A1 ACS Ry F7—9 TIN{ REH
ACS EX ACS 4.x ACS 53 XT—42 R
RADIUS 8L ' TACACS+ |[FurbaiLllicl 2Oxy hU—2 |RADIUS BLX R TACACS+IZ 1 DDxy b U —
TNAAEERLET, 2& 2 T ITNAREEXRLET, I[P T RLADA—

RADIUS (2% v hU—27 FARAZ 1, |/N=F v 7] (PD-3) 2ZHLTIIZEN,
TACACS+ 23y T —27 T /RA 22,

IP Address o EHFEHAZMEHLTIP T KL% e [PT RLALAIERDODXTLLTIPT
ERLET RLzaEs s
e 4ILLEDIPT RLAZTERTEE | o 40ETOIP T FLAICHIBENE T,
EE . R FT Ry kA B LR
. DAL R — S kO & M LES, TERTERNIP 7 FL 2
T&EF9, (P.D-4) &L TLZ&E W,

(GF) ACSS53 Tk, *vy bI—7 TS 20BN EZFHA L7 ACS 4x BiF2 A —FLEHA, ACS5.3
TlX. RADIUS B L O TACACS+ OBz YR — b LET, BEODRE—R2ERTIH LT TE XY
o

NDG

1. NDG L~ A DX — R2AU— RICT 5 7 53%5E Li‘fo /\7@&\,— INAYU—FK i /T“/ ]\]7 7
FNRAZ LYV TOREATEET,

NDG (2% —f 5F —BEEND &I NDG IZJET 57 A ZDHE NDG O F — 5% —75h i &
. XY T =27 TS ABRDOF—HEF—CTERINTEHDIRbDoTRY T —7 TAL RE
BICEOOLNET,

NDG IZA v =V A=k T 4 —% a— K XF—NEEND LI NDG IZBT DT /31 ADHE,
NDG DAy =V A=k T4 —% a—F F=2iHah, Xy NI =2 TNA ZAERDA v
=V A=k T4 a— X —TEHRINLLDIZRDSTHRY NT—7 T84 RERITHA
AENET,

GE) HAx— RAU—FRNDG LUV THET D HA FF— "2 U— FEZZ0 NDG LT 5T T
DIy NI =27 FRALASNBITENET, Ry FT—7 T34/ 20465 — /AU — KX, NDG #
Fx— NAT— FREOREDOHBITESNE T,
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| 48k A ®T21—T 1Y T4 TOACSS5.3EHYFR—F

ACS 4x 15 53 ~ni7 M

AE1L—

ACS 5.3 Tlt. ACS4.x /SA T — RFFEHX A 7P R — b ENET, ACS 5.3 Tix, WERT —HF _— =%
LA T — Z _R— A DM S OFBFEN Y R — b EhEd, EHED Windows 7213 LDAP 23 54
BlE. T7 ANV PORIAFNARY—RTCa—F 70227 bEBITLET, BIT2—T 4 VT 1 2ELT

THGEEBDONRRAY - R TEES, (BITAZ VT 2=V TV 77 LR 28R TR
éb\o

A—Y RYS—OarvR—x2 b

ACS4x Tix, AV v—BEORAIT—F N2 —FEBENIZHEOIAENTWET, ACS53 DAY »—
BEORA[T— XL, ACSS53 KRV v — FT—TNLHAnLERENZEFa LV R—32 FNIZEENT
WET, F A2, ACS4x 22—V R — arR—x rOEMHEEZRL, ACS53 TORT—HF R
IZOWCEBLET,

£ A-2 A—HRYL—avR—xy FrOBEY

ACS 4.x EtE ACS 53 X57—42 X

TACACS+ Shell (exec) FptEL ~L . e ACSS53 TlE., T 74/ h DEHEL UL DB
IR WILFH| T 4 — L KT, °

o ACSS53 Tid, i (1 ~15) Tk D%k
NN EYR—FLET,

TACACS+ Shell % % # 1 g T z—X2 T, BHEL VB0 =L 3y

ROH 25 MEHEEFFE— b LEHA,

TACACS+ ¥ = /b 2~y FRIE v b @ |[BIT TR —FE O3~ FRAOAZYHK— |

GRIOMEAEET 5 LB RSy £ | S KOBIERIR= b S EEA,

Ao s EEDORY NU—F TNRALAANDY z)L A~
v RE@REE v F oY 4T,

e XY NI—U FTRARITN—THATDY =
VoA RRAE Y hO#E D 4T,

HRMEDEEZIRET 2HENDH Y £7,

aA—4 G-

ACS4x TiX, K2 —¥n 1 o207 V—TIZBEMTF O TWE L, 2—8 ZV—7ERIZEF, —
g7 ID B/t L EHIcARY v— a v R —x > et (shell exec ° RADIUS @tE7e &) BNE&EinE
4, ACS53 TIXID /N —7Na—H FA—FITHEY LES, 72770 ID 7 —71%, fifimiE o
VFFTHhHY, R — arR—3x v MIERER A,

Cisco Secure Access Control System 5.3 #7541 F
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ik A BITL—T1YT4TOACSS53BHEYHR—F |

W ACS4x b5 53 ~0BTF

A—H GI—TFTRY)—DarKR—x2 b+

ACS4.x Tid, RUT—RBAIF—FRa—H VL —FEBENICHDIAENTHET, ACS53 ORY
VAT —ZF, by v arBA a7 A LVTERSINET, £ A3, ACS4x 22— J—
%R L, ACS53 TORAT—H RZOWWTinBH L £,

® A-3 A—HHIN—TFTRYS—avR—2 FrORE

ACS 4.x BtE ACS 53 XRT7—4 R

TACACS+ Shell (exec) #F#EL L : e ACS53 Cit. #fE (1 ~15) ICXD45HEL

BHE L~ T = v 7 b SVEFR= P LET

NARNLTH T — )L RTT, o ACS 5.3 Tk, 57 4/ kN OUEHEL UL DS
KEFHEL L KD REL p 2 i3 TeEd
/Vo

TACACS+ Shell (exec) I A X LJ@EME |[ACS5.3 Tl Y=V a~v ROARAZ Lgttz

PR—FLEEA,

TACACS+ v =/ 3~ K@EA[E > b |ACS 5.3 Tik, =—THNLO 3~ RFEA O &Y

%E‘f$@1[ﬁ%?§ﬁféﬂ~glif§) L A—F éﬂ\ /k@)ﬁ‘l‘ili’ﬂ'/’ﬁ“ N éﬂi‘ﬁ‘/\/o

hoo e EEDOXRY NU—V THRALA~NDY )b 3%
U RRAE Y FOED BT,

* Xy MI—=Z TARAZXTN—THMTOY =

Vo a~y REBalk v hoEIY YT,

HRMEDBEEZIRET 2HENH Y £7,

HXE )L avy FEFEY

TbNDBMETIH0 EHA, ACS4X DLzl o<y RRAE Y M. TS ZAEH IS ENLIE
BELLTEREINET, 2/ AR— FrBIVOAVR— D7 =2—XTlI, W H0HEFELa<v |
Ty MIBITLET, ACSS53ICBITAKERDOLATIEHHIZ, ACS4.x LHUTY,

ACS 4.x Tix, NAP % ERFIZ [User] 7— 7V TCMAC 7 RV AZEFRTXET, ACS 5.3 Tit, MAC
ID A Macld A7 =27 hELTEBITENET, & Macld 47 ¥ =2 hix MAC Authentication Bypass
(MAB) ID 2 b7 IZiBME N ET,

ACS 4.x O DACL X, NAP 7 — 7 WG EFnsEG64T7 V=2 e, 22— 47 V=27 PBLO
a—Y IN—T FT7 V=7 P LTERSINET, 8 DACL iZ, ACL =27 V8 KO Network
Access Filter (NAF; X~ hT—27 77t 2 74 0%) ID DOV A FTHEENET, ACS4.x D
1 >® DACL % ACS 5.3 O#%t® DACL IZBITTx £ 3,ACS 5.3 T NAF 2V — K LWz,
ACL 27 Y DOhEBITTEET,

Cisco Secure Access Control System 5.3 #1741 F
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| #8& A BT1—T4 YT+ TDHACSS53EHYR—F

ACS 4x 15 53 ~ni7 M

EAP-FAST YR & —%—

ACS4.x D~V AZ — F—FEFIZIE, ACSS53 AF—< LZRBRAX—<RHV ET, TOD~A
#— F—I%, Bld ACS 5.3 Information Model Object IMO; [EHRET NV AT V=7 N) ITBITSE

‘j—o
#4H RAC
ACS 4.x Tix. RADIUS Authorization Component (RAC; RADIUS f8a[a v R—x > ) BNEEND
EHETnT7 7 AN aryR— FEERLIEY, RBATDISETIRE15 RADIUS BB L MED £ »
MEERLEZDVTDHZENTEET, ACS53 ® RAC L, AR a7 7 A MITEREINE T,
* A-41Z, ACS4x TO RACDEtza L, ACS53 TOAT—H AZONW T LE 7,
= A4 ##& RADIUS Baa v R— > FOREM
ACS 4.x EBtE ACS 53 X7—42 X
ACS 4.x TiX, ROBMZFREL LT |ACS53 TiE, ZhbDEMEZRETE £ A,
BEECX %4, DEIECTT R 7 7 A MBS ET,
« MS-CHAP-MPPE-Keys (12)
« MS-MPPE-Send-Key (16)
¢ MS-MPPE-Recv-Key (17)
ACS 4.x TiX, Ascend BPEIL., ~X>  |ACS 5.3 TiE, Ascend <> & — ID 529 %%y 4
% — 1D 0 THHIIIZIRIF S E T, THULERHY £7,
HZ B T— VSA

BATHICIZ, T4 273 aF VIEEUZ—D ACS 5.3 ODARE LIZBIHEORR %2 E L TITWE,
ACSS53 T 47> aF ViZ_RUT—RHEELBRWEE, TXTOXRV X —RBERBITEINET, ACS
537427 af URNICRU T —RBEFEETLHA1E, ACS53 TERSN TV ARWEMEDOLBBITESR
9,
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Cisco Secure Access Control System 5.3 #1741 F
m. 0L-24202-01-J |



APPENDIX IEB

ACS3x LU 4.x > ACS 5.3 ~DEETE

TvEVY

# B-112, ACS3.x BL UV 4.x OFREMEME ACS 53 IZBIT 282 R LET,

% B-1 ACS3x B&U 4x h> ACS 5.3 ADBRETYEVY

ACS 3.x B& U 4.x DERESESE ACS 5.3 FREEE

a2 — T Z—FBLRID AT, KU V—FEHRK, T/t
ARV —, VAT LEH

T N—THIE 2—HPRBLWID AT, R —HFE, Tr/%&

A RY —

*ETR T 7 A T UR—F b

R —gE

T NU— T HRE

Fy hU—=2 U Y—2

VAT LRE AT NE

AV B =T oA ARE BARian

oy he—L VAT NEE

P —H F e B e 2 2—HFBIOID A T
AT v Wrar EEkw]

Fy NU—2 TR Fa7r7 AL

TIEARY —

VR—=hET T4 ET 4

E=F YT ELR— R
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APPENDIX

ACS 3.x 5& U 4.x & ACS 5.3 DHERELLER

= C1 HEELEE ) R |+ : ACS 3.x/4.x & ACS 5.3

Beae ACS 3.x &£ 4x ACS53 AR

73y bIr—LHER—+

1111 Yes No

1112 Yes No

1113 Yes No

1120 O 4.2) Yes ACS 5.0 Hfar 7 774 7 > A

1121 No Yes ACSS3 WM T 7 o747 R

Windows Server Yes No

R~ ESX 3.x ESX 3.x/4.0

avkR—xr b

ACS for Windows Yes No ACS 5.3 TiZ Windows Server i
PR — hxPRA T

ACS Solution Engine Yes No ACSS3EAEDOT T4 T A
FTvarERELES

ACS View 4.0 Yes No ACS 5.3 TlxR =< HRELHE L
FLz

ACS Remote Agent Yes No 5.3 Tl% Remote Agent (T 4% &
D EHA

ACS Express 5.0 No No

7V r—avéE

CiscoWorks Common Service |Yes No

(CSM/LMS )

Cisco Wireless Control System |Yes Yes

(WCS)

PEETIL

H—7S (4~ /#Ektn 5 |Yes Yes

)

T A — R Yes No

VY r—vay MY - FEIEZIZRAST RELHNF

Ta—)LIZ ¢
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figk C ACS3.x 8L U 4.x & ACS 5.3 DH#EILE |

® C1

BiEEILE X | : ACS 3.x/4.x & ACS 5.3

€ -9

13

ACS 3.x & 4.x

ACS 5.3

ER

V) r—v gy =y k

VY r—a
V=i s SN
[N

delta #% & D &

[F] 45 P BN xon
EE ARG No Yes
Wz —F D/ A T — R TIA Y DI | FTRTOY—
A
B—NAR_R—ADEH XY %7 No Yes
T A~ VITH
IDX +7 K-+
P Yes Yes
Active Directory Yes Yes
LDAP Yes Yes
RDBMS Yes No
RSA SecurlD Yes Yes
FOMDOU L H A b R_RAT— | Yes Yes OTP #—/ 32 RADIUS A
R = =T A A%
AAA FOxY HiR—+
RADIUS 7'=m %+ Yes Yes EAP 7mX v &5t
TACACS+ Fu % Yes Yes
¥y 0k
ACS View Yes Yes
Syslog Yes Yes
ODBC Yes No ACS 5.3 1, View D1 7 F—4
EO T — 2 =R LR LT
BREFETDHENTEES,

Y9TY—|FRECI=VIDRE
Web ~—2X® GUI Yes Yes
CSV RX— 2D HH Yes Yes
CSUtil Yes No
RDBMS [k Yes No
g
SNMP 7 =V — O (77747 |Yes

VADHIR)
SNMP +7 v~ No No
T T — hFR Yes Yes
GUI Yes Yes
Cisco fE#eD )V v 7 72 R No Yes
74—V GUI
CLI O (r7Z747 |O (I0S &A

VADIITHIRR) | BF)
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| £ C ACS 3.x & U 4.x & ACS 5.3 DHRELLER

& C1 BEEEILEC U X | : ACS 3.x/4.x & ACS 5.3 (&%)
Hae ACS 3.x & 4.x |ACS5.3 R
—HOREELET L L AT |Yes No
LAEEE L ES

KVM =2y —)L 77 A No Yes

77 ANMEREA R L—Y UK No Yes
kU OFIR

FlEwEH»D, N—var&Ei- |No Yes

T v 77 L—FOFIE

UE—hKT o7 T L—FR/Xy [#H5H Yes
FFEAT

ISR — FEREE

PAP Yes Yes
CHAP Yes Yes
MS-CHAPv1 Yes Yes
MS-CHAPv2 Yes Yes
EAP-MD5 Yes Yes
EAP-TLS Yes Yes
PEAP-MSCHAPv2 Yes Yes
PEAP-GTC Yes Yes
PEAP-TLS Yes No
FAST-MSCHAPv2 Yes Yes
FAST-GTC Yes Yes
FAST-TLS Yes No
LEAP Yes Yes
TACACS+

a2 RERHA] Yes Yes
T T 4T Yes Yes

HL— e Yes Yes
IRAT— RKDEHE Yes Yes

A X— T AL Yes Yes
HAR LN P —E A Yes Yes
EEORME Yes Yes
CHAP/MSCHAP & Yes No

B Yes No

ACS /xR —F Ry o—

ML Yes O (8877)
I FEE O ko) O (B
A R0 R O (Aff, =7 |O (HANE)

A, &HIO"
TATE)
AR D Yes Yes
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figk C ACS3.x 8L U 4.x & ACS 5.3 DH#EILE |

% C-1 BEREEE: R . ACS 3.x/4.x & ACS 5.3 ()

Bae ACS 3.x &£ 4x ACS53 ER

T B Yes No

FhovbOT1E—T ik

AfHcL D Yes No A Y =M L CHEET

TET

R L= ATIC kD Yes No

IFTr7T74712LD No No

FYRI—=Y FIRA4R

% TACACS+/RADIUS = > | |Yes No

Yy

Mmoo 2 r—Z 7 )vie5 34 |No Yes

2D 7 ) —7{k

T7x)N N Xy hU—2 78 |[TACACS+ ®ZA  |RADIUS ¥ X

A A N TACACS+

TN—7T UL DILH R Yes No

IP7 RLADT AL RKH—F |Yes O (w272

N—2A D)

7R RYS—

Fetik7e, BAIN—2DRY > — |No Yes

=7

WZH ACS 7' )L—7E0) 4T Yes No

BEDOITN—TF ARy |No Yes

RO IP 7 R L A% ) 4T Yes Yes PEERA X —= EY—
EREyva Yes No

TN—TDF 4 —T Nk Yes Yes ACS 5.3 B o — |24k
VOIP #4R— k Yes No

ToD & Yes Yes

TRy T Yes Yes Windows ® = — /L 3w 7 BE T

ACS 53 TidfiiTcEEHA

Fy M= T U AR Yes Yes

7 & —Z O R Yes No

FTvarEAR—TNMICT 5 | Yes Yes ACS 5 RV o — |z %4
h—=2 DXy v Yes No
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| £ C ACS 3.x & U 4.x & ACS 5.3 DHRELLER

* C-1 BEELLES X : ACS 3.x/4.x & ACS 5.3 (=)
HaE ACS 3.x &£ 4x |ACS5.3 AR
IP7 FL 2D YT Yes O (rz ABT 4w 7 IPT RLADEY
TAvIEL |[MTOHAEIPT FVA 74—
WAAA 7T |V RZEa—F A% —~< (BT
ATV = |2 TRARNY —ITREL
LD I) F9,
AAA 7947 N =L 0T,
ACS T VSA Jg M
lip-pool-definition] ZF%ET D
WHeD Z LT, T— AKX
AL v FEIINV—F BIETE
FIhET,
v v— KalgE ACL Yes Yes
o — W O IEH Yes Yes
RY —F&EOFHAB L OME |No Yes
DFBFED 7= DYLEIE ACS = —
Y 2¥x—=
RY T —DRMRLEDOFFEL L |No Yes
THIAMEE 2 —F B (N
. AD., LDAP)
ACS W= — Y DOILIE /SR Yes Yes ACS 5 Tlx., RAT— RO
U — N85 7 7 A —E X IDRY
V—THRETOILENRDY
a—HPoLra— RCIEETE
FH A,
B & N1 > R 580 7 v— | Yes Yes ACS 5 Tid. =0 HDOEEIZEE
va DNTEIESERMRBERET
LA, FEEN— 2D &M%
EALET,
Windows # 4 ¥/ 4 > HR— |Yes No
~
ACS BEHE
X b U —27 OHIR Yes Yes
MEIRAT 5- LR — b Yes Yes
ISR T — ROBMEE Yes O (®77)
NRAT— R =— 7 Yes Yes
N2 T— RERE Yes Yes
INAU—RIFFET 7T 47 Yes Yes
KL= fTic a7 v b | Yes Yes
DF 4 B—T Ak
HT T 4T RT U Mk |Yes Yes
BT HT L bDOT 4 =Tk
MR = hr—L Yes O (m—
~N— )
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figk C ACS3.x 8L U 4.x & ACS 5.3 DH#EILE |

* C-1 BHEELLE) X : ACS 3.x/4.x & ACS 5.3 (=)

HaE ACS 3.x &£ 4x |ACS5.3 AR

SEFASER— X DEFREE/ 55 7]

W28 AD FF ] Yes No

SAN/CN [t Yes No 2=V REDIFIEZ BT D Z
LT ACS 5.3 IR EEET
=Sk

FEAE D NA F U L Yes Yes

Il Cisco Secure Access Control System 5.3 #4741 F

0L-24202-01-J |



%

APPENDIX D

T1—TFT14VT14DLSTINoa—TFTqa>
o

ZOETIE, ACSS53 BIT2—T 4 U T BT 2 —~fREYZZFIEIC OV TR L 97,

[ACS 4x 7 — X RX—RA & BT~ CHILTE R (P.D-1)

(VE—bF TAZ My TEHERPBIT2—T 4 V7 4 THR— I TR (P.D-2)
KRBT — 2 R—=2DBITAH 7 V=7 b (P.D-2)

Y AR—=h 72— XT—EOT—FZFNEMEND ] (P.D-2)

[V BR—FERIZACS 53 =2 v BR&E LR (PD-3)
(BATOREOMEYR ] (P.D-3)

[ T8 CERK L 7= Super Admin #4713 kK451 (P.D-6)
BIT2—7 1 V74 AvE—) (P.D-6)

[Cisco TAC ~® L R— b fE] (P.D-16)

ACS4xX T—E3R—RZBAIIVUTERTELGL

&

ACSAX T— I R—RA BTV THITTE I A,

Tovay

ACSA4xTEH~Y Y (N2 7 v 7IMERSNT) BEXOWACS4x BIT~Y v (RNu o7 v 7 0NE5T
Eh7) BDEIUA—=Ca DV ATFA Y7 M =2TE2EHLTWAZ 2R LET, ZOMET.
Ny FOL_NRENRANTHDLZ ERnH £,
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i D BITL—T14UVT1DESTLYa—TFTa2T |

W UE—F FRY by TEBHBITLI—T 1 U T 1 THE— FSATLEL

JE—F TR by TEGIBITLA—T 4 VT4 THHR—F
ShTULVEL

&
Ve—=F7R27 by 7 (RDC) 2EH LT, BIT2—7T 1 VT 4 2FITTEEEA,

Tovay
Ry hU—2 ava—7 427 (VNC) LT, BIT~>r TBIT2—T 14 VT 4 &7
LET,

KBRET—ER—XDBITATOI +

KM T =B RX=2Apo AT V=7 FEBITT 25610, SESERMEREETLIZLRHY %
R

S5
ACS4X T—=HR=AIPOEROAT V=7 bEBITT BB, N7 4=~ AOREBHEET D 2
ERHY ET,

Foay

EATVxl b IN—TIERH L TBIT2—T A VT 4 2FTTHZERHRLET, 7o& 213, BAT
2—F 4 VT 4T, 2L ANLTAT Y a2 O AllUsersObjects Z34R L9, Z0fITix, =—V
FTT 2l MR L TBIT2—T 0 VT 4 2 FTT DT TY,

A oiR—F Jz—XT—EOT—F2EITHEMEN S

S

AVHR— b EITH & —HOT—FEFRBIMSET,

Foay
1. ROWNEZHR LTI EIVY,
o BITA LV —T x4 AN ACSS53 H—R_RTARX—TNLTHDHI L
o Xy NU—IJHRENA X —TNTHDHI &
o ACSS3H—EXREEL, EITLTNDHI &
o HHMEOHDH ACSS53 T4V AZHEHLTNWDE I &
2. ACSS53T—FXR—RAEFON—Ta BT LET,
3. BiT=—T7 4 V7t &mEHLET,
4., A FR—F 72— X2 B/EFETLET,
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| #% D BFI—TFAUTADFFTTINYa—F4>Y

4 R— &I ACS 53 2o uhE LYy M

4 oiR— F&IZ ACS 5.3 T UMIGE LAY

S

A R —FIZACS 53 v~V U BNRE LEH A

FTovay
ACS 53 ZHitEh L F 9,

BATOREIRED AR

DY varTiEH, FEITBITOMEEZ RRT 2 FIECOWTHALET, KOBITOREIZONT
FH L ET,

o P 7 RLADA—N—F v 7| (P.D-3)

o [EHTEXRNIPT RLA] (P.D-4)

e MMILULEDIPT RLARBL Ry NU—2 T34 A (P.D-4)

o [4E%)72 TACACS+ ¥ = VML ~L ] (P.D-5)

o [TACACS+ # 2% KM BAT SN2\ (P.D-5)

o vz avwry RRAlty haa—FE37 v —7ICBEM T 5z (P.D-6)

IP7 FLADA—N—FvF

ST =2 —XT, ACS4XDFy hT—27 FTNRAZADIP T RLADF—=NR"—=TF v 7HRLR—FEh5D
BANHYET,H D-11Z.AA XY FT—27 FARALZADIP 7T RVANRBB %y hU—27 T34 2D
IP7 RLAWCHA—=NR—=F o FLTEY, Xy hT—7 TARALANRESEIERNDGIZELTWS Z
EERLTVET, ACSAXINLRZ E, ZNHIX2 SDOFEBIOAT V=2 hTT,

%l D1 IP7 FLRDA—1\—59F

The following Network Devices are overlapped:
Network device: AA, IP Address = 23.8.23.*, 45.67.*.8, protocol =RADIUS, Group= HR
Network device: BB, IP Address = 45.*.6.8, 1.2.3.4, protocol =TACACS, Group = Admin

7272 L. ACS 5.3 13X TACACS+ BLU'RADIUS # 1 2O ATV =7 e LTEHELET,
VVYa—ar L TiE, ACS4x 77— av i ERALTRUIP Y RLAEEE >Ry hT—7
THRA ZADFEREITO, ZNEBFEENDGIZET DX 2 LET, #l D22V Ja—a 2Rl
iﬁ_o

#1 D-2 BREHDIP 7 FLR
Network device: CC, IP Address = 1.2.3.%*, protocol =RADIUS, Group= HR
Network device: DD, IP Address = 1.2.3.%*, protocol =TACACS, Group = HR

ZOFETIEH, IP T RLARE—T, MiFOFRy NU—27 F40 ZHFE T NDG a5, RADIUS
BIOTACACS+ *y hU—7 TNRAL REHELET, CCBLUDD %, CC+DD LW H4HiD 1 o
DFTVxr P LTI AR—FTEET,
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i D BITL—T14UVT1DESTLYa—TFTa2T |

B BromREom:

E|TEZWVWIP7FLR

N

GE)

ACS4x DIP 7 RLVADEFRTIEIVA N FA— Kz c&Ed, ACS53 TiX, IPT7T RL &
DERIV 72y b ~2I7 BT, O 72— A TiE, BB TERWIP T RLRADHDL Xy U —
7 TN—TEALET,

ACSA4x T 7V r—varvafHLT, IP7 RLAOHFEZ ACS53 DV 7T Xy b v A7 ERICER
TEET, 27E2L. IPT RLADTRTOMAEDOEEZ ACSS53 DI T Xy b v A7 EHRICEWHBTE
LTI ER A, HlERLET,

Network device: AA, IP Address =23.8.23.12-221 protocol =RADIUS, Group= HR

COFITIE, IP 7 FLRIZ 12~ 221 OFFAREENTEY, V7 Ry b v A ERICEMTE I
/Uo

TANKH—F (*) FHE3HH x~y) BT FLRAOBRTICEENLIHE, IP T FLRAZBITTE
FHA, RONRXZ—DIP T RLRIIBITTE EHA,

o 1.*¥2.*
o kR E ]
o Kk k%
WDNRE—2DIP 7 R A FEHBLTE £7,
T
o 12.*%*
e 123.%
e 123.13 ~17

BATTIE, 0~ 255 @ IP &PHNB Y R— I NnE T,

NUEDIP7Z FLARHBD Y FT—9 TINL R

ATvT1
ATvT 2
ATFvT 3
ATvT 4

&

ACS4Xx DFy NT—27 FNRAL RZIZALUEDIP 7T RLARHY £4, ACS 5.3 TiL 4l UL ED IP
TRLVRADHDX Y NU—F TNRAL ZAEBITLER A,

Tovay
BT~V DACSAX T 7V r—va a2 EHALT, 2y hT—07 TRARAREERELET, kD
FIEIZHENFE T,

[Network Configuration] %R L £,
Fv hU—27 FRALZADH D [NDG] #=IRLE7,
Xy RNU—7 TN RERIRLET,

[AAA Client IP Address] 7 4 —/L F&##ELET, AAA 2 T4 T2 MZ 40 LU FOIP 7 FL AR 5
TEEMRLET,

[Submit + Apply] 2 V v 7 LE 7,
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| #% D BFI—TFAUTADFFTTINYa—F4>Y

BoomEorx M

BIT—T7 4 VT4 2WETLET OIFBLPZ 7 AR =K 7=2—XBLPA VFR—F 7=—X),

#|mME TACACS+ o T JLEHELRIL

2AFvF 1
AFyvFT 2

ATFyvFT 3

ATv7 4

2AFvF 1
AFyvFT 2
AFyvFT 3

ATv7 4

&
TACACS+ (T+) Y= VEFHEL~ULRN 0 ~ 15 OFFANICH Y TH A,
FTovay

ACSAX T U r—a v BT~ THMALT, T+ REXHELE T, T+HHEHEL~LE 0~ 15
DOMIZHEELET,

2= LoULT T+ RELMET D11E, ROFIEEZFEITLET,

[User Setup] ##R L 7,
Z—WEBRLET,
[Edit] B A TR S E T,

[TACACS+ Settings] 7—7 /L' ® [Privilege level] = v 7 R 7 A %R LT, 0~ 15 DfEEZ AL L
F7

[Submit] #27 V v 27 L£T,

TN—7 LT T+ REZRET D11E, ROFIRZFETLET,

[Group Setup] Z &R L E 7,
T V—T7 %3 LT, [Edit Settings] 7 U v 27 LET,

[TACACS+ Settings] 7— 7 /L' ® [Privilege level] = v 7 R 7 A%FEZR LT, 0~ 15 DfEE AL
F7,

[Submit + Restart] #27 U v 7 LET,

BITa—T 4 VT4 2WETLET OIFBLPZ 7 AR =K 7=2—XBLVBA VR —F 7=—X),

TACACS+ H R 3 LEMABITS AL

ES 5
ACS 4.x TiE, T+ B AL LBIUEN2—FB IO/ V=TI L TEHRSLTVET, ACSS5.3 1
TACACS+ I 2% BgME PR —F LT EE A,

FTovay
MY ETTAHAMLETHD EFHA, 2—FBLIOI LTI L TERINTWAZDOMTXTO T+
T VEITRMEIIRBIT SN EYA, T+ I AX LEMEITHIBR S ET,
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W F®THER L Super Admin OBFAKKT 3

)L avy REAty FEIA—YFERITTIL—TICEESS TSR

&
Vx)b avy FRAE Yy MEACS 4.x O —HE7L 7 NV —7 BT b TWET, BITHRIE.
Vx)b avy FRAEy Mo —FERF I — T ORBREM TR RDbIE T,

Tovay
ACSS53 77V r—va v LT, WOFIRZETLET,

1. BfTLiza~r Ny M7 Z7EBALET, MOV, Ta~> K&y o7 (P.6-51)
EHERL T TEEN,

2. 2—FBLIOID VL —7ORY > —%/EKLET,

RV ¥ —DOER ORI DWW CTIE, [User Guide for the Cisco Secure Access Control System 5.3) %%
L TIZE N,

FEH TR L 1= Super Admin OBITHREERT 3

&

ACS 5.3 Tix, =—% Adminl 1% [System Administration] > [Administrators] > [Accounts] T. Super
Admin O — /L TERINET, Adminl ZEEEDO2—FLHICTREL LD & Lo & S ITBITH RN
LE L7,

FToay
e ETTHLELIHY FH A, ACS 5.3 TIEF 7 44 FDA—/S—EHE acsadmin 120 &R — b
L. FIIANO=2—FE2PR—-FLEHEA,

BITA—T4V T4 Ayt—
ROET, SESERACS AT V=7 POBITICTFSND THIED S 5T 7 —I5 LM A
VIOV THALET, ZZTiE, ROAFICOWTHHALET,
e XD m— R4 ACLJ (P.D-7)
e« MABJ (P.D-7)
e INDGJ (P.D-8)
o [~v2%— %—] (P.D-8)
e Xy hU—2 T34 2] (P.D-9)
« TRAC) (P.D-10)
e fa~wyREv k)l (PD-11)
o [Shell Exec] (P.D-12)
o [=—#) (P.D-13)
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o [=—W@Es (P.D-13)

o [—HEMAE) (P.D-14)

e [2—¥ 7/ 1—7) (P.D-15)
e [VSA Ry % —| (P.D-15)
e [VSAJ (P.D-15)

Ay a— FagE ACL

# D-1 T, v rm— Nl ACL OBATIRICERSND ATREME D H D=7 —B L CEHMA v —

BFA—F1UT4 Avte—> N

DOFEMETHA L 9,

% D-1 Aoo0— RFagE ACL DTS —H LK UEMA v E—D

Jz—X S4F I5— B4

7 AR— |k Information Shared DACL name after migration has |§] v #C
been changed to: name after truncation.

T 7 AR— K Error Cannot migrate a shared DACL with a |4 5= —
name that contains any of the following
characters: illegal characters for the
object.

A VR— b Error Error from PIL.For example, object 2L

already exists in the ACS 5.3 database.

MAB

# D-2 T, MAB OBATIRICR R INDWREDH LT —B L OEMA v E—VOFEM AT L F

7

% D-2 MAB OIS—HFIVEHA v E—

72z—X 247 I5— ]

T AR— |k Information MAB name after migration has been IUEENE
changed to: name after truncation.

T 7 AR— |k Information Cannot migrate a MAB with a name L HiT T —
that contains any of the following
characters: illegal characters for the
object.

T AR— |k Information Invalid MAC ID. BHLTE 72\

A UR— Error Error from PI.For example, Object L
already exists in the ACS 5.3 database.

A VR— b Error Group ID: group ID referenced object |HPfE1 7 R— M2 L
was not imported.

(- Error Group could not be found for: MAB 0oy T5—

name Group ID: group ID.

[ oL-24202-01-J
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B 8F1—F14UF« Avt—

NDG

# D-3 T, NDG OBATHRICRRINDWREEDOH DT —B L@ A v E—VOFEMEHA L E

ﬁ_o

% D-3 NDG DI Z—E&UEMAVE—D

J2z—X 47 I5— E

7 AR— |k Information Network device name after migration |§] v #&C
has been changed to: name after
truncation.

7 AR— |k Information Cannot migrate an NDG with a name AEiT o —
that contains any of the following
characters: illegal characters for the
object.

T AR— k Information NDG has a shared key password. RAT— KN EEND

A VR— b Error Error from PILFor example, failed to L
add object: NDG root name in function:
method name.

A R—k Information Object already exists in the ACS 5.3 A
database.

YR — F—

# D-4 T, vAZ— F—OBTRHIERSNDAREDH D57 —FB X OMM A v & — Y OFEH 25

MLET.
% D-4 YRE—X—DIF—HELVEMA vE—O
7z—X 247 35— L)
T 7 AR— K Information Fatal Error: Authority ID is null - L
Import Failed.
A UR— Error Error from PI.For example, object L
already exists in the ACS 5.3 database.
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2y bIT—9 TINA R

£ D-5T, Xy bUV—7 TALZADOBTRICKRREINDWREDOH 2T — B L OEHMA v E—TD

BFA—F1UT4 Avte—> N

PR AT L E T,

% D-5 F2YRT—=0 TRARADIS—HELVERA vE—D

7Jz—X 47 I5— E

7 AR— |k Information Network device name after migration |§] 9 #C,
has been changed to: name after
truncation.

T AR— k Information Network Device has shared key IRAT— RWREEND,
password.

T AR— K Information NDG referenced NDG unified with WA XN NDG : 2SI
Name of the Network device overlapped | = NDG,
with from NDG NDG name.

T AR— b Error Cannot migrate an NDG with a name |4 §ii—5—,
that contains any of the following
characters: Illegal characters for the
object.

7 AR— K Error NDG referenced object was not ZHBA T2 NIz s &
exported. A—hEhEHATLE,

T AR—k Error NDG: referenced NDG there are YT xRy MR A Z TV
number of subnets subnets in the %,
following IP address IP address.

T 7 AR— | Error Unable to translate network device IP | 252X 72y NDG : 2HF X
address. 7172 NDG,

T AR— K Error NDG referenced NDG: Network device |4 —/X—F v 74 % NDG :
IP address overlaps the same device. R X7 NDG,

T AR— |k Error Network device has been discarded as it |4 XL7=/3— hF— NDG :
is unified with: unified NDG. RS 7= NDG,

7 AR— k Error Network device IP is overlapping with |4 —/X—F » 74 % NDG :
other device. B S 7 NDG,

7 AR— |k Error Overlaps with: Network device name F—"—F v 745 NDG :
from NDG: NDG name. BRI NDGIP 7 R

A IP 7 FNLR,

(- Error NDG referenced object was not BA R — N,
imported.

A R— K Error Error from PLFor example, Object L,
already exists in the ACS 5.x database.
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B 8F1—F14UF« Avt—

RAC

# D-6 T, RAC DBATIFICR IR INDAIEMEOH LT —B LB A v — P OFMEHIH L E

ﬁ—o

% D-6 RAC DIS5—HKLUHEAA Y E—T

7Jz—X 47 I5— E

7 AR— |k Information RAC name after migration has been 0T
changed to: name after truncation.

T AR— |k Error ACS 5.3 does not support this attribute: |4 R — h X TRV
vid= vendor ID, att= attribute value No | 4% —
other attributes in RAC will be
migrated.

T AKR— b Error RAC does not contain any supported 72 L
attributes.

T 7 AR— K Error Cannot migrate an RAC with a name AEie T —
that contains any of the following
characters: Illegal characters for the
object.

T AR— k Error Wrong enum value for attribute: 5 —
attribute name.No other attributes in
RAC will be migrated.

T AR— |k Error Invalid value for attribute: V'S4 55—
attribute name.No other attributes in
RAC will be migrated.

T AR— b Information The following attribute was not PR— K STV
migrated: attribute name. B

T AR— k Error ACS 5.3 does not support this attribute: |HR— r TRy
vid= vendor ID, att= attribute value, B
name= attribute name.No other
attributes in RAC will be migrated.

AR — Error RAC exception, for example, Invalid 2L
attribute number.

A VR— b Error Error from PLFor example, Object 2L
already exists in the ACS 5.3 database.

(- K Fatal An error occurred in a0y s —

createCapabilitiesAll(): Exception
details.
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| #8 D

BIEFA—TFTAIVTADIS TN a—F 405

m v AV NE AV

BFA—F1UT4 Avte—> N

£ D-7T, a~rFty FOBITRICERSNDIATREEOSH 57 —B I OB A v — YO %

AL E T,

% D-7 ARUFEY FOIF—HLVBHAVE—D

72z1—X 47 I5— B4

7 AR— |k Information Command set name after migration has |4) v ¥
been changed to: name after truncation.

T AR— kK Information Identical objects cannot be migrated: A
identical object name.

7 AR— |k Information Command set value: Invalid Command |ZE#1 G X 72\
Set value.

T AR— Information Cannot migrate a command set with a |4 §ii— 5 —
name that contains any of the following
characters: Illegal characters for the
object.

T AR— K Information Command set name was not imported |4 gi=F —
and shell exec and command set for this
user/group were not imported.

T AR— kK Information Shared command sets name cannot BT T —
contain apostrophes or curly braces.

T AR— K Information Command Set name contains a BIEMMEH LTS
duplicate argument.

T AR— |k Information The selected network device NDG is PR— XN TN S
not supported. Ta v

7 AR— |k Error Translation failed. The argument does 0y 55—
not start with Unmatched.

=7 ZAR— | Error Translation failed.An equals sign (=) is |m /" =5 —
missing after Unmatched

T AR— |k Fatal Translation failed since Unmatchedis |©w /4 =5 —
not set to permit or deny: unmatched
value.

7 AR— k Error Group T+ shell command translation 0y 55—
failed: exception details.

7 AR— |k Error Group T+ shell command translation o/ =5 —
failed.The argument is not a prefix with
permit/deny: argument action value.

T AR— kK Error Command name Group T+ command 0y T5—
set translation failed: exception details.

7 AR— |k Error Command description, Exception o/ =5 —
details.

(- K Error Referenced object was not imported. ZWBA VR— 2L

A VR— b Error Error from PLFor example, object 5 —

already exists in the ACS 5.3 database.
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B 8F1—F14UF« Avt—

Shell Exec

& D-8

Shell Exec DI S5—E X VEHNA v E—D

# D-8 T. shell exec DBITHHICERENDAEREOH ST —BLOEMA v —VOFEMANBH L
ij—o

72z—X

847

Io—

A

7 AFE—

Information

Command set name after migration has

been changed to: name after truncation.

ZIUENe

T AR— K

Information

Identical objects cannot be migrated:
identical object name.

T AR— |

Information

Shell Exec value Invalid shell exec
value.No other T+ shell exec attributes
will be migrated.

B TE 720

T AKR— b

Information

Parsing error.No other T+ shell exec
attributes will be migrated.

BT E 72N

T AR— |k

Information

Cannot migrate a command set with a
name that contains any of the following
characters: lllegal characters for the
object.No other T+ shell exec attributes
will be migrated.

e 7 —

T 7 AKR— b

Information

Shell Exec name was not imported and
shell exec and command set for this
user/group were not imported.No other
T+ shell exec attributes will be
migrated.

AT —

T AR— K

Information

ACS 5.3 does not support custom
attributes present in T+ shell exec.No
other T+ shell exec attributes will be
migrated.

A

T 7 AFE—

Information

T+ shell exec not defined for user or
user group.No other T+ shell exec
attributes will be migrated.

A

T AR— K

Information

Idle time for shell exec should be in the
range of 0-9999.No other T+ shell exec
attributes will be migrated.

HENIRT A RIVIRFH

T AR— |

Information

Time out for shell exec should be in the
range of 0-9999.No other T+ shell exec
attributes will be migrated.

BRI A LT T b

T 7 AKR— b

Information

T+ shell priv-1vl is invalid value.No
other T+ shell exec attributes will be
migrated.

T2 20 ke L~ L

T AR— |k

Information

T+ shell priv-1vl value is higher than
max-priv-1vl max value No other T+
shell exec attributes will be migrated.

BN 72 R L~ L

T 7 AKR— b

Information

ACS 5.3 does not support custom
attributes present in T+ shell exec.

PR—FEINTWRnt
M=V
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| #% D BFI—TFAUTADFFTTINYa—F4>Y

BFA—F1UT4 Avte—> N

% D-8 Shell Exec DI5—HLVEHAvE—D ()

72z—X a4 7 55— Ei

T 7 AR— K Error Group T+ shell exec translation failed: |m 2/ =5 —
exception details.

T AR— K Error An error occurred while retrieving the |m 2/ =5 —
max privilege: exception details.

A AR — b Error Referenced object was not imported. ZHRA VR— L

A UR— | Error Error from PI.For example, object 5 —

already exists in the ACS 5.3 database.

1—4

# D-9 T, a—VORBITRICERSNDAREDH DT T —B LOMWMA v —VOFFMEZHN L%

ﬁ—o

% D-9 A—HYDIS—HIVEMA v E—D

7Jz—X 47 53— .

7 AR— |k Information User name after migration has been 0T
changed to: name after truncation.

7 AR— Error Cannot migrate users with names that |4 §i— 5 —
contain any of the following characters:
Illegal characters for the object.

7 AR— |k Error Cannot migrate users whose password |[/SZU— K =5 —
does not conform to the ACS 5
password policy.Passwords should be
between 4 and 32 characters in length.

T AR— |k Error Cannot migrate users with empty NAT— K7L
password to ACS 5.3.

T AR— K Error Cannot migrate VoIP users to ACS 5.3. |VoIP 7/ L — 7

T AR— |k Error A problem occurred while reading the |n 2 =5 —
expiry data for the user.

(AR — K Error Referenced object was not imported. BEA R — 2L

A VR— b Error Group could not be found for: MAB 0y 55—
name Group ID: group ID.

A—HEHE

# D-10 T, 2 —VREEOBITIRICERIND ATREMEDH DT —FB XM A v & — P OFEM &
LET,
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B 8F1—F14UF« Avt—

% D-10 A—REOIS—HLUEMA vE—D

72z—X a47 I>— 2

T AR— k Information User attribute after migration has been [f] v #&C
changed to: name after truncation.

T AR— |k Information Cannot migrate a user attribute with a |4 @ij=F—
name that contains any of the following
characters: Illegal characters for the
object.

T J AR— b Information User attribute name User-defined name |18
is not unique.It will be disambiguated
for import by appending a suffix.

A R— K Information Attribute added with warning: Object |FE#
already exists in the ACS 5.3 database.

A rAE— K Error Error from PI. 55—

A—HREMEE

# D-11 T, a—VEHEOBITHICERENDAEEOH A= T —B L OEM A v — Y OFEME

AL E9,
# D-1 A—YEHECIS—BLUVEMA vE—D
J2z—X B2A4F I5— 40
7 AR— |k Error User attribute value was not imported |m 2/ =5 —

and user attribute values for this user
were not imported.
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| #% D BFI—TFAUTADFFTTINYa—F4>Y

BFA—F1UT4 Avte—> N

A—Y 5)L—7

# D-12 T, 22— NV —TOBITHIIEREINDAREOSH DT —BLOWEMA v — V0%

S LET,

& D-12 A—H IN—TOL5—HLVEHAYE—D

7z—X 247 75— B4

T AR—k Error Group has no users. a—H7p L

T AR— | Error Cannot migrate a user group with a KR T —
name that contains any of the following
characters: Illegal characters for the
object.

A4 AR —h Information Error from PI. v

A VR— b Error Error from PI. 55—

VSA R & —

# D-13 T, VSA XU ¥ — ID OBATRICE/ R SN D ATREIED B 5 T 7 —I LU A v & — P D7

I LET,

% D-13 VSARVA—DIZF—HE&VBMAvE—D

Jz—X a47 I5— B4

T 7 AR— |k Error Object already exists in the ACS 5.3 FAE
database.

T AR—k Information Vendor name conflict. ACS 5.3 vendor |4&4@i=5 —
name: vendor name.

A VR— b Error VSA vendor ID vendor id import Enum — 5 —
failed.Error from PI.

VSA

# D-14 T, VSA OBATRHICER R SND RO H 57 —B L OWBA A v — VU OFEM AT L

ﬁ_o
% D-14 VSADIS—HELVEMAvE—D
Jz—X 47 Is— 0
T 7 AR— K Error VSA ID attribute id value has attribute | 7o 75 (/L =5 —

profile conflicts: In ACS 4.x, it is name
for the profile, but in ACS 5.0, it is
direction value.

7 AR— |k Error VSA ID (attribute id) has attribute AEim T —
name conflicts: In ACS 4.x, it is
attribute name, but in ACS 5.3, it is
attribute name.

Cisco Secure Access Control System 5.3 #7541 F
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W Cisco TAC ~DLKR— DR

% D-14 VSADIZS—HELUVEHA vE—T (#EE)

7Jz—X 47 I5— Ei

(AR — K Error VSA ID attribute id has attribute type | % 4 7 =5 —
conflicts: In ACS 4.x, it is attribute
type, but in ACS 5.0, it is ACS 5.3
attribute type value.

7 AR— k Error There is a problem with the VSA ID Enum — 5 —
attribute id enum values (see log for
details)

7 AR— |k Error Object already exists in the ACS 5.3 2L
database.

A VR— b Error VSA attribute id enum import Enum — 5 —
failed.Error from PI:

A VR— b Information VSA attribute ID enabling log failed. |73 L

AR — Error VSA attribute ID attribute import PR — F XL TW R W EME
failed.Error from PI.

A VUR— b Error VSA attribute ID vendor ID vendor ID | & A R R— 72 L
import failed.Error from PI.

Cisco TAC ~D LR— FDFSIRE

Cisco TAC ~MEZRET H2HEIL. KOEREZOHTITEI N,
ACS4XxT—H_X—Z (dmp 77 AN) ORv I T v

BiTow 77 7 AL (..migration/bin/migration.log)
config 7 # L Z DFXTHLAR— b (..migration/config)

e ACS53m7 77 AL
e« ACS53 tENLFEE
e ACS4x BNV RES
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ACL
ACS

AD

CN

EAP

EAP-FAST

HTTPS

JDBC

GLOSSARY

Access Control List (727X av bua—)L URKN), 7Tz MIAFETHHEROU X I,
Access Control System (727X 2> fr—/L Y A7 A),

Active Directory,

Common Name (3Li#@4).

Extensible Authentication Protocol, fEHEFR >~ hU—27 LR A > WY —RA v FEf CTE bR
AE7 L — AT — 7 TY,

Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling, EAP-FAST I3
IEEE 802.1X & IEEE 802.11i (Z¥EHLL TWE$, T~ TD EAP ¥ A 7" L [AARIZ EAP-FAST i3 WPA
Fv hU—27 L WPA2 Xy hU—7 THEMTEET,

Hypertext Transfer Protocol Secure, HTTP ZfEH LTV Y —AIZT 7 B AT 25610, BHEEHS
5D HTTP A ¥ — A LS ER—@ URL A% —2A, URL |2 HTTPS: #f#H9 % Z L%, HTTP % {#
MALEF2, HTTP & TCP I THIDOT 7 4/v b F— |k (443) LBMOBF Sk / F8FE LV A ¥ &2 AT
HTEERLET,

JAVA Database Connectivity, 7 74 72 DT —HX—2A~D7T 7 ¥ A HEREFT 5 JAVA 7’1
I IV ERED AP, T—FR—=ANOT =X EE WG, BT 500 EAREEL ET,

[ oL-24202-01-J
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M Glossary

LDAP

MAC 7 FL R

NAP

NDG

Pl

R

RADIUS

SOAP

SAN

T

TACACS

Lightweight Directory Access Protocol, TCP/IP THEITT 257 4 L7 ) y—bERAEZHHL T —X
VA DbYE, BET L2007 7V r—yay 7Fa kalcy,

Media Access Control (AT 47 727 A a2 hr—/) 7 RLA, #IHIZIZEALED R Y b
J—J THETERLX Yy NT—J f B —=T x4 A F— RIZEIY Y TH N5 ELE AR A,

Network Access Profile (*y hU—27 TR a7y A)L),

Network Device Group (v hT—2 T/ R T)L—"7),

Programmatic Interface (¥R 77 ~F v 7 f X —TxA X)), T 7V r— a5 ACS £
DNEVTHEZDDAD=A A,

Remote Authentication Dial-In User Service, #ft L Cxy UV —72 $—EREFEHTH a s B 2—
ZOFFE, B, THU T 47 (AAA) EHERZRET LIy NI —F 7 72 hanrT
‘j_l)

Simple Object Access Protocol, % HTTP ZfH L T, 2 ¥=a2—% Xy hU—2 T XML ~X—
ADA Y=V EZRTHIZDOT 7 s, SOAP X Web F—E R X& v 7 OFEBEL A VY EFK
LET,

Subject Alternative Name,

Terminal Access Controller Access-Control System, UNIX * v b U — 27 T—fFHICEH S 5583
P—NEWBETLHEDIHEAINDVE— FEIET R h2 v TT, VE—h 778X =%,
I—YRRy NT—T ~DT I AMEFRFONE I EHET 572912, TACACS ZfEH LT, &
AEY— N EEELET,
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\'}

VSA N —[EAJEME (Vendor Specific Attribute) , ££4E RADIUS Bt v M &> TSRVl e
DT RT ¢ TR, VSA X, VE— K TR =D F—2 L o> 7T, RADIUS %X
H—= P =N AZ~ A AT HDICERINET,

X

XML eXtensible Markup Language.
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A

ACSAX T T TAT UV ADTFR—F 42
ACS4x 026 53 ~OBIT 31
ACS4x v~
®AT  3-3, 51
17t 3-3, 5-1
ACS 4.x B3
BT BB ATOYR— b5 4-3
BT e ATOYR— 54t 4-4
ACS53 % —% v k<> 3-3,541

MAB. ACS4.x TiE# 6-55
MAB. ACS 5.3 IZ¥1T 6-55

)

TTIAT VADYR— b
ACSAX T I7A4T A 42
CSACS-1121 777 A T A 42

(A

BITAZ V7 6-5

BITY 7 b7 778V ¥y FDVD BLY
CD 5-3,54

BITOYR—F 41
AT ORE
fRik+ % D-3
BIT7=—X 34
BIT72—X  3-4

INDEX

D7 =—X  3-4
BiT7ut 2z  3-7,3-8
BATHE 341

CSV A viR—hk V—) 32

BiT2—74 U714 34

BIT2—7 4 U7 4 OHE  3-3
BAT2—7 14 VT«

=~7— D-6
Bita—7 4 VT4 DA T ar 69
BIT2—7 4 V7 4DOLFE—F  6-40
BITa—7 14U 74 774

T A 54

i 5-4
Bitwnzs 774 D-16
A UR— b

AL 6-45

AV AR—=F, ACS4x 7 —%% ACS53 |24 v R—
r o 3-7,6-37

AVR—b, EHDO4x A AZ A% ACS 531214
K—bF  6-40

A VA= FERLAR—-F 37

)

fiss  6-48

3

BERED Ll C1
AAA X O HR—F  C-2
ACS E#HE  C-5
ACS "ATU— R HRY— C-3
IDART7TDOYFR—F C-2
TACACS+ C-3
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THYY NOF 4 E—T7 1 C-4 MAC 7 R L & L NEAR A R

TrERA K —  C-4

6-27

Jefiv b 2~ R 628

7 )v—= Shell Exec  6-25
TV —varoms CA IN—F a<wrREy bk 625
wE C2 CSACS-1221  4-2
avR—xhF C BATOYR—F 441
REOEE | 7abYa=2/ G2 oA 272 42
Ry b7 FALA C4 VESRTAZ YT 42
SNAD— RFRFE  C-3
7Ty N7 F =DV R—F C-1 L
SHET L CA
o 7 ORFEE  C-2 VAT LEME 52
HEF— KAT—F A2 PN 52
FT, BIT2—T 1 VT4 6-2
-
acs
a<w 2 K vz /VOBIT  6-50
e Rty FOB 6-51 BE. ACS4x L 5.3 TOED
AT DB
HEE 216
& wiE 216
H—NE 52 Furu—K 2416
. BIE 216
AXTTIAT VA 42 sV 218
Ax BF 43 Xy hNU—27 U Y—2R
ACS4x47V=7 k69 Phif RADIUS =% 2-6
AAA 2 FA T b %y kD=2 Foid Hyhvmz AR 28
Z  6-10 Xy NT—T TNRAATN—T 22
EAP-Fast v A ¥ —X%—B I UL ID  6-34 AU —HHR
NDG 6-14 Tyia &t 242
RADIUS VSA  6-32 2—FBLIOID A LT
34 DACL 47V =2 b 629 ID /A—7 2.7
347 RAC  6-30 ID % h7NERE 2411
N —  6-16 HEID 2 LT 2410
Shell Exec /35 A—%4  6-22 NI ID 2 R 7 2-9

A —VIEE  6-16
a—H vz avr FRA 6-20

o= FIREB LTy BT 618 RE. BREBLABATIC 2 TRE
BTV e 623 WEDvYELS B
a—HF IN—=T R —DarR—xv
F 6-25

5-1

RAERB L UFEHERETr 7 7 4L 2410
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<
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