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global
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NoMkEEEE LET, template ¥—U— N, 77 L —
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avwyk B
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AT971 logging flow-export-syslogs disable NSEL O7=-®IZEIC -7~ syslog Av—T%
T 4'— 7» LiT
il - GE) Z/m— b ar74Fal—vary E—F
hostname (config)# logging flow-export-syslogs TZa<wy R2ETLTYH,. BEICIIHEE
disable SN EH A, nologging message xxxxxx =
v RETR a7 4 X2 b— 3 T
é ﬂiﬁo
A7972 logging message xxxxxx fERIZ syslog A vE—T&FHA R—7 /W LET,
xxxxxx (XA F—7 V3 DH8E L7 syslog A v &—
B - TTY,
hostname (config) # logging message 302013
AF7973 logging flow-export-syslogs enable +_T? NSEL 4 X M ZRECEHA 2—7 12 L
ES N
Bl :
hostname (config) # logging flow-export-syslogs enable
ROEF
(ZvoA4 by 207 7] (P38-8) ZZMLTIEE,
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NSEL DE=41 T

syslog A vt —VEMALT, TT—D R T TN a—T 4 T E(To720, AT LOMHIRIE
FONRT =~ RAEEF=FTEET, B Ny 77 IREENTND Y TILEZ A LD syslog A >
=T, BOU 4 U R TERRTE, AvbE—VOMH, X vbE—VOFM,. BLOT T —%2k+
DO BITIN U TCEITTHMET 7 a U BEENTHET, FEMIZ O TIE, INSEL A vt&—
b syslog A v E—VOM] (P38-2) 2L TIZEN,

NSEL €E=4 1> a< Uk

NSEL Z& =49 5121, KOVWThhrDa~vr FEALET,

avwy kR B

show flow-export counters NSEL IZ%fd A%t Tr—F oo — FT—F 525G, T4 4
ARG B ERRUET,

show logging flow-export-syslogs NSEL A X¥ MZ L > TH ¥ FF ¥ INTZTXTD syslog
AvtE—VERRLET,

show running-config flow-export HEREINTWA NetFlow =2~ > RERLET,

show running-config logging T4 —TMbE N7z syslog A vE—TEFRLET, T4
=7 b &7z syslog A v — 1% NetFlow % & H L C[A]
UE#RE T AR— 95720, JUER syslog A v &—U T
7T

]l
Wiz, flow-export B U v ¥ 2Tt A%~ LET,

hostname (config)# show flow-export counters
destination: inside 209.165.200.225 2055

Statistics:
packets sent 250

Errors:
block allocation errors
invalid interface
template send failure
no route to collector
source port allocation

o O O O O

Wiz, flow-export LT > 7 4 X a b — a v ERRTHHE2RLET,

hostname (config)# show running-config flow-export delay
flow-export delay flow-create 30

Wiz, flow-export 5892 7 4 ¥ a b—a VA FRT D02 R LET,

hostname (config)# show running-config flow-export destination
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flow-export destination inside 192.68.10.70 9996

Wiz, flow-export 7> 7L —h a7 4 F¥Falb—a U ERRTHHERLET,

hostname (config)# show running-config flow-export template
flow-export template timeout-rate 1

Iz, flow-export syslog A v —V 2 FRARTHHZRLET,

hostname# show logging flow-export-syslogs

Syslog ID Type Status

302013 Flow Created Enabled
302015 Flow Created Enabled
302017 Flow Created Enabled
302020 Flow Created Enabled
302014 Flow Deleted Enabled
302016 Flow Deleted Enabled
302018 Flow Deleted Enabled
302021 Flow Deleted Enabled
106015 Flow Denied Enabled
106023 Flow Denied Enabled
313001 Flow Denied Enabled
313008 Flow Denied Enabled
710003 Flow Denied Enabled
106100 Flow Created/Denied Enabled

wiZ, BED syslog A vE—VOBREERERTLHERLET,

hostname (config)# show running-config logging

no logging message 313008
no logging message 313001

NSEL D EH
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WIZ, T TICREESNTWAIREaL 7 ZEHEHALTCNSELA XV 27 4 VZ ) v 73506 %7RL
9,

e flow-export destination inside 209.165.200.2055
* flow-export destination outside 209.165.201.29 2055
» flow-export destination outside 209.165.201.27 2055

AA K 209.165.200.224 &£ 209.165.201.224 7>5 209.165.200.230 £ TOMDOTXTOA X hov s
Lk L., 209.165.201.29 ~DOEDMDTXTOA Xy hov s ZisgkLET,
hostname (config)# access-list flow_export acl permit ip host 209.165.200.224 host

209.165.201.224
hostname (config)# class-map flow_export class

hostname (config-cmap)# match access-list flow_export acl
hostname (config)# policy-map flow_export policy
hostname (config-pmap)# class flow_export class

(
(
(
hostname (config-pmap-c)# flow-export event-type all destination 209.165.200.230
(
(
(

hostname (config-pmap)# class class-default
hostname (config-pmap-c)# flow-export event-type all destination 209.165.201.29
hostname (config)# service-policy flow_export policy global

209.165.200.230 ~® flow-create - > b, 209.165.201.29 ~® flow-teardown -/ x> k., BIL W
209.165.201.27 ~® flow-denied 1/ X bDw V' &gk L £9,
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hostname (config)# policy-map flow_export policy

hostname (config-pmap)# class class-default

hostname (config-pmap-c)# flow-export event-type flow-creation destination 209.165.200.230
hostname (config-pmap-c)# flow-export event-type flow-teardown destination 209.165.201.29
hostname (config-pmap-c)# flow-export event-type flow-denied destination 209.165.201.27
hostname (config)# service-policy flow_export policy global

ARZ B 209.165.200.224 & 209.165.200.230 2> 5 209.165.201.29 £ THOM D flow-create 1 <2 D1
7 &FeER L, 209.165.201.27 ~D 3T D flow-denied A X FO w7 &Ik LET,

hostname (config)# access-list flow_export acl permit ip host 209.165.200.224 host
209.165.200.230

hostname (config)# class-map flow_export class
hostname (config)# match access-list flow_export acl
hostname (config)# policy-map flow_export policy
hostname (config-pmap)# class flow_export class

(
(
(
(
hostname (config-pmap-c)# flow-export event-type flow-creation destination 209.165.200.29
(
(
(
(

hostname (config-pmap-c)# flow-export event-type flow-denied destination 209.165.201.27
hostname (config-pmap)# class class-default

hostname (config-pmap-c)# flow-export event-type flow-denied destination 209.165.201.27
hostname (config)# service-policy flow_export policy global

flow_export_acl IZOWTIIRD A~ FE AT LHLENRH Y £,
hostname (config-pmap-c)# flow-export event-type flow-denied destination 209.165.201.27

T, BHIO—BRREENTBR N T T4 v IR TF 2y 7 SNV BTT, flow_export_acl 12—
45 flow-denied £ X M ZFEEERT AT, 727V a VEPARNICERTHALERH Y £,

AA K 209.165.201.27 & 209.165.201.50 725 209.165.201.27 FTOMD M T 7 4 » 7 RS T_XTD
NFGT74yo0on w2 LET,

hostname (config)# access-list flow_export acl deny ip host 209.165.201.27 host
209.165.201.50

hostname (config)# access-list flow_export acl permit ip any any
hostname (config)# class-map flow_export class
hostname (config-cmap)# match access-list flow_export_acl

(
(
(
hostname (config)# policy-map flow_export policy
(
(
(

hostname (config-pmap)# class flow_export class
hostname (config-pmap-c)# flow-export event-type all destination 209.165.201.27
hostname (config)# service-policy flow_export policy global

syslog F—_"ZRETDITIE, H 36 % (aX U FORE] 23R TN,

ZDDSEEH

NSEL O FEIEICHET 2 ZDMDIERICONTIL, ROEEBBL T &N,
o [BEERL (P.38-12)
« [RFCJ (P.38-12)
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ASA BEXWASA H—E R £V a2 —/L THD NSEL @ |[Cisco ASA 5500 Series Implementation Note for NetFlow
ST BT B W CollectorsJ

KD URL IZH 2 ERZZM LTI IZE0,
https://supportforums.cisco.com/docs/DOC-6113

ASDM % L7z ASA BEX O ASA —E & E WD URL IZHDERESIL TS IZEN,

¥ 2 —)L TO NetFlow D& E https://supportforums.cisco.com/docs/DOC-6114
RFC 24 ML
3954 [Cisco Systems NetFlow Services Export Version 9.]
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% 38-2 NSEL QO#EEEE
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Tr—L)
a2 )—X B EEIEHR
NetFlow 8.1(1) NetFlow ##Ei%. NetFlow 7' v ha v zfH Lz 70—l 3 A X hor X I

LV ASADu X IHREEILE L £9, NetFlow /S— 3 > 9 —E 2%, BHhAN LK
TETOT7a—DEITIZONWTOERE T 7 AR — F T 572012 H &9, NetFlow
DOEEIT7r—OFHMEICB T IEERARV MERT La—Nexz 7 AFR—MLE
T, ZOEBEFEMNIZ 7 e —ItET T —% %27 AR — T UKD NetFlow & 1%
#7209 F9, NetFlow EV =2 —/Lid, ACLIZL»THERENZT7r—IZOoNTDL a—
Kbz AR —hLET, ASA 5580 #3%ET 5 &, NetFlow ZfEH L T flow create,
flow teardown, 3 L O flow denied (ACL IZ L -» CHEINZ 7o =N LR — &
NET) ARV FEREFETEET,

clear flow-export counters, flow-export enable, flow-export destination,
flow-export template timeout-rate, logging flow-export syslogs enable. logging
flow-export syslogs disable, show flow-export counters. show logging
flow-export-syslogs =~ > RV A g Lz,

NetFlow 7 « /v
N

8.1(2)

N7 4w A_U s ZATIZHSNT NetFlow X2 FET7 402U 7 LTn
b, SFIFERaALIFIZLa—REHEEFTEXET, & 2X, 73T flow-create 1
RrbhourE 1 o0aLr Z2iZigkl, flow-denied A X2 howr T ERIOa LT Zi|Z
LI CE E9,

class. class-map. flow-export event-type destination. match access-list,
policy-map. service-policy =~ FINEE I E L7z,

BN EW T a0 —D4 . NetFlow 2L 7 Zi%, 2 2O A X~ (flow create £ X/
k& flow teardown - X2 ) ORDOVIZT 1 DDA XY FERETE LS L WHFLERH Y
F£9, flow-create £ N> M A FETHRNCELEZHETCEET, ¥4 ~—DOHIRNGIN
LR 7 v =03l S =541, flow teardown A X2 M2 REE & E T,
teardown A X2 NMZIE, 2O 70—l T AT RCTOFERNDE Fi. HHROBIITRAE
LEEA,

flow-export delay flow-create =~ > RV EAINE LT,

NSEL

8.2(1)

NetFlow ##EIL. ASA OFT X TOEHATEERET MBI NE L,

TR T

9.0(1)

NSEL

NetFlow f8E1X, 7 T AX VT HV R —FLET,

Fr L NetFlow =7 — v % GEEILHR— MDY TORM) NEMSLE L,
show flow-export counters =~ RAEF I E LT,
(GE)  flow-update £ <> M#REIZ, N—T =22 9.0(1) TIHEHATE A,
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