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hostname (config)# ip verify reverse-path interface interface name
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hostname (config) # fragment chain 1 [interface name]
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hostname# show conn
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TCP out 64.101.68.161:4300 in 10.86.194.60:23 idle 0:00:00 bytes 1297 flags UIO
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hostname (config) # shun src ip [dst ip src port dest port [protocol]] [vlan vlan id]
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hostname (config)# no shun src ip [vlan vlan id]
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hostname (config)# ip audit name name info [action [alarm] [drop] [reset]]
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hostname (config) # ip audit name name attack [action [alarm] [drop] [reset]]
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e Rry 7L, reset 337y ha Fay P L CHREAZMALEST, 770 a v 2ERLBWVEGA, 7
THNE T I aET T —LDERTT,

ATF9T 3 KUV —%A T —T oA AZEHDYTHITE, kOoavr REANLET,
ip audit interface interface name policy name
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signature =~ REZSZHL T EE0,

CiscoASA > )—XCLIayv7Z4¥alL—>ay M4k
| "=



EF63IE RFEY-ILOER |

WM =ZXIPSEYR—F+T3IPEEORTE

IPEEDIIT=—Fx VX

# 63-112, YR—FENTWNWB IV IT=F vy BIOA v E—VFZFO—EERLET,

& 63-1 VUZFXID EVRTL AvE—UER

5= Fyt—

F¥ID CES U= F v 24 ML

SU—Fx A2
47

g&

73

1000 400000  |IP options-Bad Option List

i

IPT =80T8~y HZ—DIPATTard
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WO TWBIPT—4 77 0%5%ET 5L
MV —ENET, IPA T arD) AR
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1001 400001 |IP options-Record Packet Route

T
y
x<d

F—=H 7 LDIP AT g VR NRIZE
Tvar T GREoNr Yy b ob— ) 2ETe IP
TR T T hEZETHE NI - NE

KR

1002 400002  |IP options-Timestamp

aff
s
<

F—RTZADIP AT g VA MNRH
Fav 4 (BALARELT) BELIP T —
BT REZETHE NI T—ENET,

1003 400003  |IP options-Security

T
+H
w<a

T—=HTTLDIP AT ar VAN E
Trar2 (BXa VT A Svav) BE
WIPT—H 7T 8% ETHLE NI AT—3
nNEJ,

1004 400004 |IP options-Loose Source Route

F—H 7 LDIP AT VR NRIZE
T a v 3 (BEREETTLV— ) 2ET IP
TR T T hEZETLHE NI - NE
KR

1005 400005  |IP options-SATNET ID

F—=BTTALDIP AT ar VAR NRA
7+ a2 8 (SATNET 2 hJ —A ID) %4
W IP T =TT L%5%ETHL M) H—X
nEJ,

1006 400006  |IP options-Strict Source Route

T—=HTTLEDIP AT ar VAN E
Tar2 (BEREETN—T 4V T) &
GLIP T =TT L%%ETHE N —
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1100 400007  |IP Fragment Attack

FT7Ey N T4 =NV ROF Ty MEDP O X
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1102 400008  |IP Impossible Packet
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l CiscoASA Y Y—XCLIavI4Fal—>av {4 F



| $63E {FEY—ILOERA

BEXIPS 29 KR— T2 IPEEORE M

& 63-1 VIZFXID EVRTL AvE—UBRE (KE)

V= Ayt— VIZFr A
F¥ID |CBE (VU= Fr¥ EALL 47 B

1103 400009  |IP Overlapping Fragments Ty BUCIPT—%7Z7 L NIZEENTND 2D
(Teardrop) DT TTANOF 7y MEB, EDOT —
27T LNOAEROELFL WL &%
AT NI T—EnET, Zhix, 77
TAVNABRTZZ T A N BILE-oTRE
WChEEXINDZ L, FRIFIT7T A NA
MTZ7FT T AFBIZL> TEHIGMIC EEE X
NHZEEFHRLET, AXLv—FT 47 v
AT AL TIH, ZOXHICEETE YT
TAUIRIELL B ENT, EEHT T 7 A
VENEZETL LN E AT -T2 o
R 2@ EZ1T>72 0 LEJ, Teardrop K
BT, ik DoS HRiEARFI & L
£7,

IP~yZ—DO7Fua hajl 74— R
(ICMP) |ZRRE &AL, ICMP ~y & —D % A
T 74— RN 0 (ma—R ) IKRESN
TIP T =277 L858%ETHE )T
NWET,
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2005 400015 ICMP Time Exceeded for a Datagram |{#% % IP~v X —OFa ha) 74— K381
(ICMP) IZEE S, ICMP ~y X —D X A
7T 4= KRR (T—F T T LDk
M) WKERESNTZIP T —X 7T LE%ET
HERNVT—SET,

2000 400010 |ICMP Echo Reply

T
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=

2001 400011 ICMP Host Unreachable
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2003 400013  |ICMP Redirect
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2004 400014 |ICMP Echo Request
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<
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2006
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ICMP Parameter Problem on
Datagram

it

IP ~y X —O7Fa han 74— K1
(ICMP) (ZEE S, ICMP ~y X —0D X A
T T 4=V KR 12 (T—FTFZLDNRT
A—Z ) ITRESNTZIP T—X T T A
EZETLHE NI T—SRET,
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ICMP Timestamp Request
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s
<

IP ~y X —pDFa han 74—, Kn1

(ICMP) TR E &I, ICMP ~y ¥ —D X A

77 4=V RN 13 (FA LAK U TEK)
J;’%Eézht IPF—%27 T 2525 5L
M) H—ENnET,
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ICMP Timestamp Reply
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4
=<a

IP~yX—0D7a kay 74— Rn1
(ICMP) (ZFE S, ICMP ~y X —D X A
7T 4=V RN 14 (BA DAE TINE)
WICRESNTZIP T —4 77 055253+ 5L
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ICMP Information Request

[P~y X —07va han 74—/ KK 1
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77 44—V KA 15 (EHRER) ICRE SN
IPT—2 77 0%%ETHE NI T—X
nE,
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ICMP Information Reply
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P~y X —07a han 74— KR 1
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7 74—V FN 16 (ICMP E#HIEE) 1I2F
EENZIP T =277 0%%5T5HL RV
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ICMP Address Mask Request

af
4
w<a

IP ~yX—DO7Fa han 7 4—1L KR 1
(ICMP) IZFE SN, ICMP ~y ¥ —0D % A
7T 4=V RN 1T7 (T KL A =R 7 HK)
WICRESNTZIP T —4 77 055253+ 5L
M) T—ENET,
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ICMP Address Mask Reply

P~y X —O7a a7 4—L B 1
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7T 4=V ENB 18 (T KL A = AT JRE)
WCRESNTZIP T —4 7 7 0%%fEFT5 L
M) T—3NnET,
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Fragmented ICMP Traffic

K

[P~y X —p7Fa kan 7 ¢s—L KRNI
(ICMP) (2% E S, fiizd 1 (ICMP) 12
BESNTZTITAL N T3 TWNFEET S
M FlEATEY N T = NIZE TR Y
MEPHEESNTWDIP T—X 7 F L %%
BTaL b I T—3NET,
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Large ICMP Traffic

o
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Ping of Death Attack

T

IP~yZ—O7Fua hal 74— )1
(ICMP) (Z3%E &%, Last Fragment £ b
BDRESI, IPA 7Ly F*8) + (IPT—
X ) >65535 127> TWnD (DFED, IP A
7ty b GEONRT Y NTOZDT T T A
ORI, 8 /N A NHUAL) LFEY D3
Ty NORENIP Xy bR A XL
WREL o TWD) IPT—X T T L%&%(E
THERNIH—SNET,
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400026

TCP NULL flags

T

SYN. FIN, ACK. %72/Z RST W\ Fh oD
TS T HEBREISNTWARWN 150 TCP /3
Iy RBRFEDRA MIEESNDERY
H—EnET,

3041

400027

TCP SYN+FIN flags

Y

SYNBLWOFIN D77 7RREINTND
1 5D TCP X7y EBEFEDHR R MMZIEE S
ndE MV A—ENET,

3042

400028

TCP FIN only flags

e

1 ©>DINSL TCP FIN 2347 v b BEFE DR A K
DOFFER— b (R— FFEE 2 1024 Kl 12
EEENDE NI IT—ENET,
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400029

FTP Improper Address Specified

FORMIAAR N EERDZT FUAZBELT
port 2 ¥ RAFRITINTZGAIT MY T—3
NWET,
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400030

FTP Improper Port Specified

1024 Riili £ 721% 65535 L K&EVWEDOT —
& R— FEFE LT port 2~ RBRHITS
nNrEGEC I A—ahEd,
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400031

UDP Bomb attack

BEINTWS UDP E0, fEEINTWVD

IPEIVENERCNIT—ENET, 2D
RIERFER DT v N A4 7, P—ERE
MuvE BT DT ET,

4051

400032

UDP Snork attack

e

EETAR— 2135, 7. £HI1F19 DWT°h
MNT, sEdEAR— FA 1351272 > T 5 UDP
Ry "R EnNsE N - ET,

4052

400033

UDP Chargen DoS attack

YEE

ZOVT=F xiE, EEILA—FTBLO%
HER—F 19128 WTUDP 7 v F A&
nadE NI T—ENFET,

6050

400034

DNS HINFO Request

T
+H
=

DNS #—23725 HINFO L 22— F~D7T 7 &
AL END E I A—SNET,

6051

400035

DNS Zone Transfer

aft
s
<

BIETCAR— A 53 DiEF D DNS V' — 5k
NEfTENDE RV H—ENnET,

6052

400036

DNS Zone Transfer from High Port

of
+H
w<a

EETEAR— MR 53 LISk & X IZARIEZ: DNS
V= UHRENRAETHE NI TSR ET,

6053

400037

DNS Request for All Records

of
e
==

TRTOLa— NIk 25 DNS BER»BH 5
LR T—ENET,

6100

400038

RPC Port Registration
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4
w<a

Z—=0y b BABFTHLWRPC H—E 2%
BT LORBERDLE NI HT—ENET,
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6101 400039 RPC Port Unregistration & B2 —2y N IRA N THEAFED RPC —E X%
BEERT 2R3 DD & N T—EhE
7
6102 400040  |RPC Dump fH#H Z—4" > kA MR LT RPC # > 7 HR
DFITINDE N H—ZNET,
6103 400041 Proxied RPC Request g H—lFy N IRARDKR— k<o =7 a¥F
Y RPCERMPEEEIND L R H—ShE
‘é—o
6150 400042  |ypserv (YP server daemon) Portmap | & YP — F—F > (ypserv) R— hDHR—
Request b~ o =Tkt L CESRBITOILD & MY
H—ZHET,
6151 400043  |ypbind (YP bind daemon) Portmap | YP RA > K F—%F> (ypbind) H—hroD
Request A= h~ X —Zxt LTERB™ITHILA & b
VI —ZET,
6152 400044  |yppasswdd (YP password daemon) {5 YP XA U—F F—F> (yppasswdd) K—
Portmap Request FOR— b~ v =2k L TERBITDOND
LMY T—ENET,
6153 400045 |ypupdated (YP update daemon) & YP BT —F > (ypupdated) &~— hDFR—
Portmap Request b= o _X—lZxt L TERDTONE E MY
H—ZHET,
6154 400046  |ypxfrd (YP transfer daemon) Portmap |{%# YP T —F > (ypxfrd) R— hDOFR— b
Request < N L THERD TS & MY T—
SNET,
6155 400047 |mountd (mount daemon) Portmap % ~7 > b 7—%2 (mountd) F— hDKR—
Request b=y N—iZxt L CER BT b & R Y
H—ENnET,
6175 400048 |rexd (remote execution daemon) & JEx— hETTF—F > (rexd) A— hDOAKR—
Portmap Request b= o _X—lZxt L TERMTONE E MY
H—ZHET,
6180 400049 |rexd (remote execution daemon) 175 rexd 70 7T AONUCHE LM TORD E R
Attempt H—snEd, VE—MEFTT—FIE, 7
07T L&Y E— NETTOEREHE S I —
NTT, rexd 7R 7T LAOERH LI, &
ThUI—=A~DRET 7 ¥ 2D TR
LTWAHERHY £7,
6190 400050 statd Buffer Overflow Brog s P DK X7 statd BRNPEEESNB E T

VA—aSnNET, ZHE, Ny 7 7&x4—
N—T B —XFTCIRATL~T AL LD
ETHRLOFEEELRSH D £,
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