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e Ignore the device

Configure
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¢ Do nothing
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IP IP
19 Network Setup
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reset_pw
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the Cisco IPICS CLI Tools and Service Commands Resetting,
Changing, or Creating a Password With the reset_pw Tool
17 Next
Network Setup
DNS
18 Network Setup DNS Information DNS
DNS
19 Ethernet Port 1 (device eth0) IP
20 Next
Timezone
21
Universal Coordinated Time UTC;
System Clock uses UTC
22 Next
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. NTP
Enable Network Time Protocol Server
NTP IP
~
NTP PMC
Windows Time Service PMC
PMC
Windows Time Service http://support.microsoft.com/
Microsoft 307897
NTP
Cisco
IPICS
P.2-44
o NTP
24 Next
Finish Setup
25 Next
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hostname 19
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26 hostname login: root Enter
27 16 Enter
28

[root]# ping <destination-ip-address>

<destination-ip-address>

IP
29 Ctrl+C ping
ping
30 eth0 MAC
a. eth0 MAC
[root]# ifconfig eth0
b. HWaddr
HWaddr ethO MAC
c. eth0 MAC Cisco IPICS
d.

[root]# exit
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Cisco IPICS
Cisco IPICS
Cisco IPICS
e Cisco IPICS CD
Cisco IPICS
graphical user interface GUI,

e Install Cisco Security Agent CSA Cisco IPICS
e Upgrade Cisco IPICS

Cisco IPICS 3
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~

e Cisco IPICS P.2-20
e Cisco IPICS P.2-25
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S
Cisco IPICS
ID
Ctrl+C
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1 hostname login: root Enter
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16 Enter
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3 free total
Cisco IPICS 2GB
2GB

[root]# free

total used free shared buffers cached
Mem: 2055340 881152 1174188 0 25520 389028
-/+ buffers/cache: 466604 1588736
Swap : 2048248 0 2048248

Cisco IPICS Compatibility Matrix

4 Cisco IPICS CD Cisco IPICS CD

[root]# mount /mnt/cdrom

6 CD

[root] #cd /mnt/cdrom

7
[root] #ls -I
CD
8
Cisco IPICS .run
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9
[root]# bash <installerfilename>.run
<installerfilename>.run 7
EULA
10 Enter EULA
Cisco IPICS EULA
11 Space EULA EULA
y yes
EULA
)
EULA Ctrl+C
EULA
EULA
q
ipics ipics Cisco
IPICS Administration Console
12 ipics
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@LIN_"'""#$% &' ()*+,-./:;{<|=}>~"

informix linux informix
Informix
ipics informix linux
ipics linux Cisco IPICS
informix linux Cisco IPICS
ID
13 Enter

Cisco IPICS  ipicsadmin

ipicsadmin ipics linux ipicsadmin
Informix
14 ipicsadmin
8
1
e 1
e 1
e 1

@[IN_"!1"#$%& ()*+,-./1;{<|=}>~2
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N

ipicsadmin

15 y yes

16
"The installation has completed successfully."
You can view the installation log file by navigating
to the following directory:
"/var/opt/CSCOipics/run/20061018092707/ipics-install-log.txt"
To complete the installation, you must reboot your server.
Do you want to reboot now? (YES/NO): [YES]
17 YES
Cisco IPICS
Y
NO Cisco IPICS
Tomcat Cisco IPICS

P.2-30
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Cisco IPICS
PC Cisco IPICS

Cisco IPICS

1 Cisco IPICS CD Cisco IPICS

¢ CD Cisco IPICS

2
e CD PC Secure Shell SSH Client
File Transfer Protocol FTP;
Cisco IPICS
3
2 CD
a. Cisco IPICS CDh
b. Start> Programs > SSH Secure Shell > Secure Shell Client Cisco
IPICS

~

SSH 120 2

SSH 2

Secure Shell Client PC

Cisco IPICS Server
[ oL-12985-01-J .m




Cisco IPICS

2 Cisco IPICS |
Quick Connect Cisco IPICS
Connect to Remote Host
Host Cisco IPICS DNS IP
Tab
User Name root
Connect
Enter Password
OK
SSH Secure Shell Client
CD
[root]# mount /mnt/cdrom
CD cdrom_decode_error
Cisco IPICS
CD cdrom
[root] #cd /mnt/cdrom
[root] #ls -I
CD
Cisco IPICS .run

[root]# cp /mnt/cdrom/<installerfilename>.run /root

<installerfilename>.run j

CD [root

/root

.run

r Cisco IPICS Server
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m. /mnt/cdrom

[root]# cd <serverdirectory>

<serverdirectory>
n. CD

[root]# eject
Y

/mnt/cdrom eject CD
CD
CD CD
3

a. Cisco IPICS ChD PC CD

b. Start>Programs> SSH Secure Shell > Secure File Transfer Client
Secure File Transfer Client

Y
PC  Secure File Transfer Client PC

SSH Secure Shell  File Transfer Client PC
¢. Quick Connect Cisco IPICS

Connect to Remote Host
d. Host Cisco IPICS DNS IP

Tab

e. User Name root
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| Cisco IPICS

f. Connect
Enter Password

g. OK
SSH Secure Shell File Transfer Client  Cisco IPICS /root
h. Cisco IPICS CD
PC My Computer\Compact Disk Z:
i. CD CD
CD
j- cdrom

k. CD cdrom
.run

[root

m. SSH Secure Shell  File Transfer Client

4 SSH Secure Shell Client
Cisco IPICS

5 User Name root

6 Connect

Enter Password

7 OK

SSH Secure Shell Client
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8
[root] #ls -I
[root
9
Cisco IPICS .run
10

[root]# chmod 550 <installerfilename>.run

<installerfilename>.run

a

11 SSH Secure Shell Client
Cisco IPICS
p.2-22
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Administration Console

1 Cisco IPICS

a. root

a. SSH Secure Shell Client

b. IP

C. root ID

[root]# reboot
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v

1 ID Cisco IPICS

[root]# shutdown -h <time>

<time>

e

[root]# shutdown -h now
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Power down.

CLI

Cisco IPICS Server
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Cisco IPICS
Cisco IPICS

o P.2-33

. P.2-35

. P.2-41

e Cisco IPICS P.2-47

e Cisco IPICS PMC P.2-54
Cisco IPICS Cisco IPICS Server

Administration Guide Release 2.1(1)

Cisco IPICS
Cisco IPICS Administration Console
Administration Console
e Cisco IPICS IP
Windows 2000 SP4
Windows XP SP2

e Internet Explorer Version 6.0.2

A

Cisco IPICS Administration Console

Cisco IPICS Administration Console

Cisco IPICS Server
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2 Cisco IPICS |

| Cisco IPICS

1 PC
2 Address P.2-8 Cisco IPICS
Cisco IPICS IP DNS
HTTP over Secure Socket Layer HTTPS URL
URL

https://<ipaddress> | <dnsname>

<ipaddress> IP <dnsname>

Security Alert

A

Security Alert Cisco IPICS
Certificate Authority CA,;
CA
P.2-47 Cisco IPICS

3 Yes
4 ipics ID
Y

ipics 1D ID
Administration Console

Cisco IPICS Server
m. OL-12985-01-J |




| 2 Cisco IPICS

Cisco IPICS | |
Administration > License Management
P.2-36
Cisco IPICS P.5-13
Cisco IPICS Administration Console
Cisco IPICS
Product Authorization Key PAK
. land mobile radio LMR;
[ ]
o PMC
. IP Phone
[ ]
e 0ps
S
LMR PMC IP Phone
ops

Cisco IPICS Server
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2 Cisco IPICS |

| Cisco IPICS

o P.2-36
e Cisco IPICS P.2-38
Cisco IPICS PAK Software License Claim Certificate
Cisco IPICS

Cisco IPICS Release 1.0
Cisco IPICS Release 2.1(1)
Cisco IPICS Release 2.1(1)

2.0(2) Cisco IPICS 2.1(1)

PAK Cisco IPICS
1 Cisco IPICS Software License Claim Certificate
PAK

~

Cisco IPICS

PAK 1
Cisco IPICS
PAK PAK
PAK

Cisco IPICS Server
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2 Cisco IPICS
|
Cisco IPICS | |
2 Cisco IPICS MAC
MAC P.2-8 Cisco IPICS
30
3 URL  Cisco.com
http://lwww.cisco.com/go/license
URL Cisco.com ID
Cisco.com PAK  Cisco.com
Cisco IPICS
4 PC
a.
b.
Save As
Save Attachment
d. PC
e. Save Attachment
File name Jlic
Save as type All Files (*.*)

f. Save
PC

Cisco IPICS Server

[ oL-12985-01-J



http://www.cisco.com/go/license

2 Cisco IPICS |

| Cisco IPICS

N

Cisco IPICS

lic

5 Cisco IPICS

Cisco IPICS P.2-38 Cisco
IPICS

Cisco IPICS
Cisco IPICS Administration Console

Administration > License Management

s

Cisco IPICS

/root/tomcat/current/webapps/license

Cisco IPICS Server
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| 2 Cisco IPICS

Cisco IPICS ||
1 PC
2 Address Cisco IPICS IP DNS
HTTPS URL

https://<ipaddress> | <dnsname>

<ipaddress> IP <dnsname>

Security Alert
3 Yes

Cisco IPICS Login
4 ipics ID Cisco IPICS

N

Administration Console
Server Administration > License Management

License Management

5 Browse PC

6 Open

Cisco IPICS Server
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2 Cisco IPICS |

| Cisco IPICS

7 Upload

8 Apply

Cisco IPICS
License Management

License Summary

Y
Apply Administration Console
9 5 8
1 Apply
A
Cisco IPICS
Cisco IPICS
P.2-45

Cisco IPICS Server
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| 2 Cisco IPICS

Cisco IPICS | |

Administration Console ~ Administration > License Management > Summary
License Summary

Cisco IPICS
Cisco IPICS
P.2-42
Y
License
. P.2-42
. P.2-44

Cisco IPICS Server
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2 Cisco IPICS |
| Cisco IPICS
PMC IP Phone ops
Cisco IPICS 2-1
2-1 Cisco IPICS
Concurrent LMR LMR
Ports
LMR
Cisco IPICS
2
2
1
1
1
Concurrent VTG
Multicast Ports VTG
Y
VTG VTG
VTG

r Cisco IPICS Server
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| 2 Cisco IPICS

Cisco IPICS | |
2-1 Cisco IPICS
Concurrent PMC PMC PMC
Users
PMC PMC
PMC
PMC
1
S
PMC
PMC
PMC
PMC
Concurrent Cisco IP Phone Cisco IPICS  IP Phone
Unified IP Phone IP Phone
Users IP Phone
VTG
Concurrent Dial
Users
Cisco IPICS Ops ops
View ops
1

Cisco IPICS Server
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2 Cisco IPICS

| Cisco IPICS

2-1 Cisco IPICS

Cisco IPICS Base
Server License

Cisco IPICS

Policy Engine Base
License

Cisco IPICS

v

30

P.2-45

24

24

r Cisco IPICS Server
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| 2 Cisco IPICS

Cisco IPICS ||
e Cisco IPICS
Cisco IPICS
Cisco IPICS
1 ID
2
[root]# service ipics_Im restart
3 Administration > License Management
Apply

1 ID

Cisco IPICS Server
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2 Cisco IPICS |

| Cisco IPICS

2 Cisco IPICS

[root]# cd tomcat/current/webapps/license

[root]# Is -1 *.lic

[root]# rm <licensefilename>.lic

<licensefilename>.lic

cisco.opt Cisco IPICS

8 [root]# service ipics restart

9 ipics ID Administration Console Administration
> License Management

Cisco IPICS Server
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2 Cisco IPICS

Cisco IPICS ||
10 Apply
11
Dismiss Warnings
Cisco IPICS
Cisco IPICS
CA
CA
CA VeriSign
Thawte Entrust
Cisco IPICS
o p.2-47
J p.2-51
1 ID Cisco IPICS
Cisco IPICS
2 tomcat.keystore /root

[root]# cp /root/tomcat/current/conf/tomcat.keystore /root

Cisco IPICS Server
[ oL-12985-01-J .m




2 Cisco IPICS |

| Cisco IPICS

tomcat.keystore

3 [root/tomcat/current/conf/

[root]# cd /root/tomcat/current/conf/

4

[root@ipics-server]# keytool -delete -alias tomcat -keystore tomcat.keystore
5

changeit

6 Certificate Signing Request CSR;

[root@ipics-server]# keytool -genkey -alias tomcat -keyalg RSA -keystore

tomcat.keystore -validity 360

validity
Y
CA

7

Enter keystore password:

What is your first and last name?

What is the name of your organizational unit?

What is the name of your organization?

What is the name of your City or Locality?

What is the name of your State or Province?

What is the two-letter country code for this unit?

Cisco IPICS Server
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| 2 Cisco IPICS

Cisco IPICS | |
S
CA
VeriSign Cisco IPICS
server.domain.com
VeriSign
changeit

Is CN=username, OU=user company name, O=user company name, L=user
city, ST=user state, C=user country correct? [no]:

y yes

Enter

Enter key password for <tomcat>
(RETURN if same as keystore password) :

<tomcat>

A

Tomcat

[ oL-12985-01-J
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2 Cisco IPICS

| Cisco IPICS

10 CSR

[root@ipics-server]# keytool -certreq -alias tomcat -keyalg RSA -file certrequest.csr

-keystore tomcat.keystore

11
changeit

Enter keystore password:

CSR
Y
CSR
12
12 certrequest.csr
CA certrequest.csr
CSR
Y
CA 3

13 CA P.2-51

r Cisco IPICS Server
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2 Cisco IPICS

Cisco IPICS ||
1
. CA
thirdparty.cer
o thirdparty.cer
CA CA
CA CA
CA CA
CA
2 CA
J CA CA Web
thirdpartyca.cer
e CA CA Web
thirdpartyca.cer
Web CA
3 FTP thirdparty.cer

thirdpartyca.cer
[root/tomcat/current/conf/

4 /root/tomcat/current/conf/

[root]# cd /root/tomcat/current/conf/

Cisco IPICS Server
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2 Cisco IPICS |

| Cisco IPICS

[root@ipics-server]# keytool -import -alias thirdpartyca -keystore tomcat.keystore
-trustcacerts -file thirdpartyca.cer

6 changeit

7 yes

Trust this certificate? [nol:

Certificate was added to keystore

8
[root@ipics-server]# keytool -import -alias tomcat -keystore tomcat.keystore
-trustcacerts -file thirdparty.cer
9 changeit
CA
keytool error: java.lang.Exception: Failed to establish chain from
reply
CA CA
5
10 yes

Trust this certificate? [no]:

Cisco IPICS Server
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| 2 Cisco IPICS

Cisco IPICS | |

Certificate reply was installed in keystore

11 Tomcat Web
[root]# service ipics_tomcat restart

12
[root@ipics-server]# keytool -list -keystore tomcat.keystore

13
changeit

Keystore type: jks

Keystore provider: SUN

Your keystore contains 1 entries

Tomcat, May 12, 2006, keyEntry,

Certificate fingerprint (MD5):
88:88:1A:34:38:0A:27:6F:B9:87:CA:8F:36:66:C4:73

CA 2

Your keystore contains 2 entries

thirdpartyca, May 20, 2006, trustedCertEntry,
Certificate fingerprint (MD5):
B6:9D:A4:40:52:02:50:0D:D5:9C:E1:B8:4B:66:C4:AC

S

Cisco IPICS Server
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2 Cisco IPICS |

| Cisco IPICS

Cisco IPICS PMC

PMC PMC Cisco IPICS Administration Console
PMC
PMC
PMC PMC
Cisco IPICS Server Administration Guide Release 2.1(1) Performing Cisco IPICS
System Administrator Tasks Generating the PMC Installer Managing
PMC Versions

Cisco IPICS Server
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CHAPTER

Cisco IPICS

Cisco IPICS Release 2.0(2) 2.0(2) SR1
CD-ROM Release 2.1(1)
Cisco IPICS Release 2.1(1)

Cisco IPICS
Cisco IPICS Compatibility Matrix
http://www.cisco.com/en/US/products/ps7026/tsd_products_support_series_home.html

Cisco IPICS Release 2.1(1)

. p.3-2
¢ Cisco IPICS p.3-3
¢ Cisco IPICS p.3-7

Cisco IPICS Server
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3 Cisco IPICS |

1
L]
Cisco IPICS Release
2.0(2)
Cisco IPICS Cisco IPICS
Server Administration Guide Release 2.1(1) Performing Cisco IPICS Backup
and Restore Operations
o PMC PMC
PMC
PMC
Cisco IPICS Server
Administration Guide, Release 2.1(1) Performing Cisco IPICS System
Administrator Tasks Installing a New PMC Version Before You Upgrade
Your Cisco IPICS Server
e Cisco IPICS VTG
Release 2.1(1)
VTG Allow Latch

Allow Latch
Cisco IPICS Server Administration Guide, Release 2.1(1)
Performing Cisco IPICS System Administrator Tasks
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| 3 Cisco IPICS

Cisco IPICS | |
Cisco IPICS
Cisco IPICS
Cisco IPICS Release 2.1(1) CD
Cisco IPICS
ID
S
Ctri+C
Cisco IPICS
1 hostname login: root Enter
2 P.2-8 Cisco IPICS 16
Enter
Cisco IPICS
3 CD

[root]# mount /mnt/cdrom

Cisco IPICS Server
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3 Cisco IPICS |

| Cisco IPICS

Y
CD cdrom_decode_error
Cisco IPICS
4 CD
[root]# cd /mnt/cdrom
5
[root] #ls -I
CD
6
Cisco IPICS .run
7
[root]# bash <upgradefilename>.run
<upgradefilename>.run 6

Cisco IPICS

Cisco IPICS Server
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3 Cisco IPICS

Cisco IPICS | |

e 1)Install Cisco IPICS

e 2) Upgrade Release 2.1(1)
e 3) Quit

N

9 Space
y yes

ipics ipics
ID Cisco IPICS Administration Console

10 ipics

@LIN_"""#$%&'()*+,-./:;{<|=}>~"

Cisco IPICS Server
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3 Cisco IPICS |
| Cisco IPICS

11

Cisco IPICS ipicsadmin

ipicsadmin
Cisco IPICS

12

ipicsadmin

10
13 y yes
14 y yes
Cisco IPICS
~
Restart Later Cisco IPICS
Tomcat

Cisco IPICS

r Cisco IPICS Server
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| 3 Cisco IPICS

Cisco IPICS | |

Cisco IPICS

PC
Cisco IPICS

Cisco IPICS

1 Cisco IPICS
CD Cisco IPICS

e CD Cisco IPICS

2
e CD FPC SSH Secure Shell Client
FTP
Cisco IPICS
3
2 CD
a. Cisco IPICS CcDh
b. Start> Programs > SSH Secure Shell > Secure Shell Client Cisco
IPICS
Y
SSH 120 2
SSH 2

Cisco IPICS Server
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3 Cisco IPICS |

| Cisco IPICS

e

Secure Shell Client PC

c. Quick Connect Cisco IPICS
Connect to Remote Host
d. Host Cisco IPICS DNS IP
Tab
e. User Name root
f. Connect

Enter Password

g OK
SSH Secure Shell Client
h. CD
[root]# mount /mnt/cdrom
i CD cdrom
[root]# cd /mnt/cdrom
j-
[root] #ls -I
CD
k.
Cisco IPICS .run
1. /root
[root]# cp /mnt/cdrom/<installerfilename>.run /root
<installerfilename>.run j .run
CD [root
m. /mnt/cdrom

Cisco IPICS Server
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| 3 Cisco IPICS

Cisco IPICS | |

[root]# cd <serverdirectory>

<serverdirectory>

n. CD
[root]# eject
Y
/mnt/cdrom eject CD
CD
CD Ccbh
o 4
3
a. Cisco IPICS ChD PC CD

b. Start>Programs> SSH Secure Shell > Secure File Transfer Client
Secure File Transfer Client

~
PC  Secure File Transfer Client PC

SSH Secure Shell  File Transfer Client PC
¢. Quick Connect Cisco IPICS

Connect to Remote Host
d. Host Cisco IPICS DNS IP

Tab

e. User Name root

Cisco IPICS Server
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3 Cisco IPICS |

| Cisco IPICS

f. Connect
Enter Password

g. OK
SSH Secure Shell File Transfer Client  Cisco IPICS /root
h. Cisco IPICS CD
PC My Computer\Compact Disk Z:
i. CD CD
CD
j- cdrom

k. CD cdrom
.run

[root

m. SSH Secure Shell  File Transfer Client

4 SSH Secure Shell Client
Cisco IPICS

5 User Name root

6 Connect

Enter Password

7 OK

SSH Secure Shell Client

Cisco IPICS Server
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| 3 Cisco IPICS

Cisco IPICS | |

8

[root] #ls -I

[root
9

Cisco IPICS .run
10

[root]# chmod 550 <installerfilename>.run

<installerfilename>.run

S

ID
11 Cisco IPICS
7 SSH Secure Shell Client

[ oL-12985-01-J

Cisco IPICS Server ]
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| Cisco IPICS

Cisco IPICS Server
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CHAPTER I

Cisco IPICS

Cisco IPICS
. Cisco IPICS
e SSH Secure Shell Client
PC
o Cisco IPICS P.4-3
e Cisco IPICS P.4-5
~ Cisco IPICS Cisco IPICS

Cisco IPICS

Cisco IPICS Server Administration Guide
Release 2.1(1) Performing Cisco IPICS Backup and Restore Operations

Cisco IPICS Server
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4 Cisco IPICS |

S

Cisco IPICS
Cisco
IPICS RMS VTG SIP PMC

Cisco IPICS Server
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| 4 Cisco IPICS

Cisco IPICS ||
Cisco IPICS

Cisco IPICS Cisco IPICS
1 Cisco IPICS

Cisco IPICS

hostname login:

hostname Cisco IPICS
2 hostname login: root Enter
3 Enter
4

[root]# cd _uninstall_IPICS
5

[root]# bash uninstall-ipics

Cisco IPICS Server
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4 Cisco IPICS |

| Cisco IPICS

Do you want to remove

Cisco IPICS software? (YES/NO) :

6 y yes
~
Cisco IPICS Cisco IPICS
Cisco IPICS
Cisco IPICS Server Administration Guide
Release 2.1(1) Performing Cisco IPICS Backup and Restore Operations
Cisco IPICS
7 y yes
Cisco IPICS

r Cisco IPICS Server
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| 4 Cisco IPICS

Cisco IPICS ||
Cisco IPICS
Cisco IPICS PC
1 Start > Programs > SSH Secure Shell > Secure Shell Client SSH Secure
Shell Client
SSH Secure Shell Client PC
2 IP Quick
Connect

Connect to Remote Host

3 Host Cisco IPICS IP DNS
Tab

4 User Name root Connect
Enter Password
5 OK

SSH Secure Shell Client  Cisco IPICS

[root]# cd _uninstall_IPICS

Cisco IPICS Server
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4 Cisco IPICS |

| Cisco IPICS

[root]# bash uninstall-ipics

Do you want to remove Cisco IPICS software? (YES/NO) :

8 y yes

Cisco IPICS Cisco IPICS
Cisco IPICS

Cisco IPICS
Server Administration Guide Release 2.1(1) Performing Cisco IPICS Backup and
Restore Operations

Cisco IPICS

9 YES yes

Cisco IPICS
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| 4 Cisco IPICS

Cisco IPICS | |

10 SSH Secure Shell Client X

Cisco IPICS Server
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| Cisco IPICS

Cisco IPICS Server
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HAPTER 5

Cisco IPICS

Cisco IPICS
Cisco IPICS
Cisco IPICS Cisco IPICS
Troubleshooting Guide, Release 2.1(1)

e PMC Cisco IPICS
Troubleshooting Guide Release 2.1(1) Troubleshooting Tips for the PMC
Application

. Cisco IPICS
Troubleshooting Guide, Release 2.1(1) Troubleshooting the Cisco IPICS
Server Troubleshooting License Issues

¢ Cisco IPICS NIC P.5-3

J 1

P.5-8
e Cisco IPICS
P.5-9
. P.5-9
e Bad Interpreter: Permission Denied P.5-10

Cisco IPICS Server
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5 Cisco IPICS |

e Permission Denied P.5-11

* SSH
P.5-12

. P.5-13

e Cisco IPICS P.5-19

Cisco IPICS Server
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| 5 Cisco IPICS

Cisco IPICS

Cisco IPICS NIC | |

NIC

Cisco IPICS Cisco MCS 7825-H2
Kudzu
ignore the device Cisco IPICS
NIC
Cisco IPICS NIC

Kudzu

eth0 IP
Kudzu

ethO IP
ID Cisco IPICS
2 Kudzu eth0

[root] #ifconfig -a

[root]# ifconfig -a

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:316510 errors:0 dropped:0 overruns:0 frame:0
TX packets:316510 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:149449273 (142.5 Mb) TX bytes:149449273 (142.5 Mb)
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5 Cisco IPICS

| Cisco IPICS NIC
Cisco IPICS lo
eth0

3 Kudzu

[root]# service kudzu start

Kudzu
4 Kudzu
5

e NIC

6
~
NIC Kudzu
eth0 NIC
6 NIC NIC
NIC
6 NIC
e Intel SATA
11

6

e NIC Enter

Configure

Configure NIC

Ignore the device

r Cisco IPICS Server
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5 Cisco IPICS

Cisco IPICS NIC ||
Do nothing
e ethO NIC
Tab
Keep configuration Enter
Keep configuration
Remove configuration NIC
Keep configuration NIC
Do nothing NIC
Y
Remove configuration NIC
Cisco IPICS
7 6 NIC Space Use dynamic

IP/configuration (BOOTP/DHCP)

Protocol DHCP

A

Dynamic Host Configuration

IPICS
IPICS DHCP Cisco IPICS
IP
12 IP

NIC  Cisco
Cisco

Cisco IPICS Server
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5 Cisco IPICS |

| Cisco IPICS NIC
8 Tab - o OK
9 Enter
10 NIC 2
ethl
a. Tab Ignore
b. Enter
Y
ethl Cisco IPICS
ethl
Cisco IPICS ethl
Intel SATA
11 Enter Configure Intel SATA

12 Cisco IPICS
[root] modify_ip

Use this tool to facilitate changing the Cisco IPICS server network
settings,
such as IP address or host name.

To change the current settings, enter the new values below.
To accept the existing values without making any changes, press Enter.

ip address for interface eth0[10.1.1.17]:

Cisco IPICS Server
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| 5 Cisco IPICS

Cisco IPICS NIC | |

13 IP Enter

Subnet mask for interface ethO[]:

14 |IP Enter

default gatewayl[]:

15 Enter

16 DNS
DNS
Enter

Cisco IPICS DNS

17 Y Enter

The tool is now ready to modify your system configuration.
After changing the configuration files, the tool will initiate a
system shutdown and restart the server.
If you are using a network connection, your session will be
interrupted and you will need to
reconnect by using the new settings:

IP Address: 10.1.1.1 Hostname: myhostname

Enter Y to proceed with these values or N to cancel[N]:

Cisco IPICS Server
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5 Cisco IPICS

| 1
18 Y Enter
Login
Cisco IPICS
DHCP
1 2
eth0
2
etho
~
NIC 1 NIC 2
NIC 1

r Cisco IPICS Server
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| 5 Cisco IPICS

Cisco IPICS | |
Cisco IPICS
Cisco IPICS
Cisco IPICS
Cisco
IPICS
Cisco IPICS
URL Cisco IPICS Compatibility Matrix

http://www.cisco.com/en/US/products/ps7026/tsd_products_support_series_home.html

Cisco IPICS

Could not allocate requested partitions:
Partitioning Failed: Could not allocate partitions
Press OK to reboot system.

Cisco IPICS
160 GB

Cisco IPICS Compatibility Matrix
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5 Cisco IPICS |
| Bad Interpreter: Permission Denied

Bad Interpreter: Permission Denied

Cisco IPICS

[root]# ./ipics-installer.run
./ipics-installer.run

-bash: ./ipics-installer.run: /bin/bash: bad interpreter: Permission
denied
ipics-installer.run Cisco IPICS
Cisco IPICS
A A
bash

[root]# bash <name-of-installer-file>.run

<name-of-installer-file>.run Cisco IPICS

Cisco IPICS Server
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| 5 Cisco IPICS

Permission Denied | |

Permission Denied
Cisco IPICS

[root]# bash ipics-installer.run
-bash: bash ipics-installer.run: Permission denied

ipics-installer.run Cisco IPICS

FTP .run

[root] # chmod 550 <name-of-installer-file>.run

<name-of-installer-file>.run Cisco IPICS

s

Cisco IPICS Server
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| SSH

SSH

Cisco IPICS
SSH

SSH P.2-25 Cisco IPICS

s

SSH

Cisco IPICS Server
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| 5 Cisco IPICS

| |
Cisco IPICS Cisco
IPICS IP
Cisco IPICS
. Cisco IPICS IP DNS
e Tomcat
o JavaScript
1 URL
e URL HTTP URL https://
e Cisco IPICS IP
. DNS DNS
DNS DNS
URL IP
2 Administration Console
ID Cisco IPICS
a.
root

Cisco IPICS Server
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5 Cisco IPICS |

a. SSH Secure Shell Client

b. IP
c. root ID
d.
(]
3 Tomcat

[root]# service ipics_tomcat status

e Tomcat

[root]# service ipics_tomcat status
Tomcat process (pid: 24025) is running on the system

tomcat
8

e  Tomcat

[root]# service ipics_tomcat status
PID_SEARCH_RESULT=
Tomcat is not running on the system.

tomcat
tomcat

Cisco IPICS Server
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[root]# service ipics restart

N

service ipics restart

5 tomcat tomcat

a. Cisco IPICS  crontab

[root]# crontab -1 -u ipicsadmin

N

crontab Tomcat
b. crontab tomcatcron
8
[root]# crontab -1 -u ipicsadmin
# ______________________________________________________________
#
# Module: ipicsadmin.cron - Cisco IPICS cron file for user
'ipicsadmin'
#
# Usage: crontab < ipicsadmin.cron
#
# Environment Variables:
#
# _______________________________________________________________

SHELL=/bin/sh
MAILTO=root
HOME=/opt/cisco/ipics/tomcat

* * *x x * /opt/cisco/ipics/bin/check_tomcat >>
/opt/cisco/ipics/tomcat/current/logs/ipicsadmin_cron.log 2>&1

Cisco IPICS Server
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5 Cisco IPICS |

c. crontab no crontab for ipicsadmin
crontab

[root]# crontab /opt/cisco/ipics/cron/ipicsadmin.cron
crontab

Tomcat
Administration Console

Cisco IPICS tomcat Cisco IPICS
Troubleshooting Guide, Release 2.1(1) Troubleshooting Cisco IPICS Network
Processes Performing Tomcat Service Procedures

[root]# onstat -

IBM Informix Dynamic Server Version 10.00.UC1 -- On-Line -- Up
00:16:14 -- 124036 Kbytes

shared memory not initialized for INFORMIXSERVER 'IPICSDBServer'

[root]# service ipics_db start

8 IP

ping <default gateway IP address>

Cisco IPICS Server
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http://www.cisco.com/en/US/products/ps7026/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps7026/tsd_products_support_series_home.html

| 5 Cisco IPICS

<default gateway IP address>

9 ping 1
2
)
NIC1 NIC2
NIC 1
eth0
1 2
eth0 2
10 8
11 ping
Cisco IPICS ping
ping
12 Administration Console
Y
Windows XP Security Guide
http://support.microsoft.com/ Microsoft

Windows XP Security Guide

Cisco IPICS Server
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5 Cisco IPICS

Windows XP Security Guide
Cisco IPICS Administration Console

Microsoft Windows XP SP2
PC Internet Explorer JavaScript GUID

Internet Explorer
PMC JavaScript GUID

GUID: {F414C260-6AC0-11CF-B6D1-00AA00BBBB58} - JavaScript

http://support.microsoft.com/
Microsoft 555235

13 URL

https://<ipaddress> | <dnsname>

<ipaddress> <dnsname> IP DNS

Cisco IPICS Server
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| 5 Cisco IPICS

Cisco IPICS | |
Cisco IPICS
Cisco IPICS Administration Console
1
Caps Lock
Cisco IPICS Administration Console
3

2 Cisco IPICS

Cisco IPICS

hostname login:

hostname Cisco IPICS
3 hostname login: root Enter
4 Enter

[ oL-12985-01-J
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| Cisco IPICS

5
[root] #onstat -
IBM Informix Dynamic Server Version 10.00.UC1 -- On-Line -- Up
00:16:14 -- 124036 Kbytes
shared memory not initialized for INFORMIXSERVER 'IPICSDBServer'
6

[root] #service ipics_db start

Cisco IPICS Server
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A

Administration
Console

CAl

CAS

channel select

Cisco IPICS

Cisco IPICS

GLOSSARY

Cisco IPICS GUI
Cisco IPICS Cisco IPICS
VTG
common air interface P25
P25 Phase |
FDMA

channel associated signaling

CAS
PMC
Cisco IP Interoperability and Collaboration System Cisco IPICS

VTG
IP
Cisco IPICS Cisco IPICS
Cisco Media Convergence Server MCS Linux
GUI VTG
Cisco IPICS
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Cisco IPICS Cisco IPICS

Cisco Unified 1P

Communications Cisco Unified Communications Manager CallManager

Manager Cisco Unified IP Phone VolP
CallManager

Cisco Unified IP Phone IP

Cisco Unified IP Phone  PTT PTT

VTG
Cisco Security Agent
CLI command-line interface
COR carrier operated relay
D
DSO 0 digital service zero DS1 T1

1 64 Kbps
PBX 1
DTMF dual tone multi-frequency
DTMF 0 9 * #
2 1
1
SIP H.323

Cisco IPICS Server
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E&M

FDM

FDMA

FLEXIm

recEive and transMit ear and mouth

E&M LMR
E&M
1.2
E&M
RJ-48 E&M

T1
2.
E&M E LMR

frequency-division multiplexing

frequency-division multiple access

Cisco IPICS

Cisco IPICS Server

Glossary W

PBX
El

FLEXIm
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M Giossary

GRE

H.323

HLGT

Hoot & Holler
Hootie

informix linux

hootie

Cisco Hoot & Holler

Cisco IPICS

generic routing encapsulation

GRE

high level guard tone

Cisco 10S

Informix

informix

ipicsdba

IP

GRE

r Cisco IPICS Server
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informix 1D informix linux ipics linux Cisco IPICS Linux
informix linux Cisco IPICS
ipics linux
Cisco IPICS
Informix
Cisco IPICS
Linux ID
1D
informix ID Cisco IPICS

su - informix

ipicsadmin ID ipics linux Cisco IPICS Linux Cisco IPICS
Cisco
IPICS
ipicsadmin Informix
Cisco IPICS
Linux 1D 1D
ipicsdba ID informix linux ipics linux Cisco IPICS Linux
informix linux Cisco IPICS
ipics linux
Cisco IPICS
ipicsdba Informix
Cisco IPICS
Linux 1D 1D
ipicsdba 1D Cisco IPICS
su - ipicsdba
ipics linux Cisco IPICS
Cisco IPICS

ipicsadmin ipicsdba
informix

Cisco IPICS Server
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ipics ID Cisco IPICS Administration Console Cisco
IPICS ID Cisco IPICS
Web ID
IPSec IP IP Security
IPSec
IP IPSec
IPSec IKE IPSec 2
2
1
L
LLGT low level guard tone
LMR land mobile radio LMR
Cisco IPICS Cisco I10S Cisco Hoot & Holler
Cisco IPICS LMR
PTT Nextel
E&M
VolP
Cisco IPICS Cisco IPICS
LMR land mobile radio IP
E&M

Cisco IPICS Server
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Glossary W

M
M E&M M LMR
N
NAT network address translation
o
ops operational view
VTG
Cisco IPICS ops Cisco IPICS
ops
1 Cisco IPICS ops
ops ops ops
Administration Console
Activity Log Management Administration > Activity Log Management
OTAR over-the-air re-keying
P
PIM Protocol Independent Multicast IP IP
PIM
PIM dense PIM
sparse 2

Cisco IPICS Server
[ oL-12985-01-J .n



M Giossary

PIM dense

PIM sparse

PMC

PMC ID

PTT

PTT

sparse

2 PIM

2 PIM
sparse

PIM

PIM

PIM SM

1

1

Push-to-Talk Management Center

PTT

VTG

Cisco IPICS

Push-to-Talk

IPICS

PMC

PIM dense

PIM DM

PIM sparse

LMR

RP

RP

PC

dense

dense

PC

Cisco IPICS PMC

ID PMC
PMC

Cisco IPICS

Cisco
RF

r Cisco IPICS Server
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PTT PTT

PTT PMC

QoS Quality of Service

RF radio frequency
300 GHz

RFC 2833 DTMS RTP
IETF
RFC 2833
DTMF

RF

RMS router media service Cisco IPICS PMC VTG

VTG

RMS VTG PMC SIP
VTG
RMS RMS
LMR

Cisco IPICS Server
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RTP Real-Time Transport Protocol
IP
RTCP Real-time Transport Control Protocol
RTCP
T
T1 WAN T1 AMI alternate mark inversion;
Binary 8-zero Substitution B8ZS

DS-1 1.544 Mbps
T1

LMR

2 T1
TCP transmission control protocol
TCP
TCP/IP

TDMA time division multiple access
TIA/EIA-102
TUl telephony user interface

Cisco IPICS Server
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VAD

VolP

VOX

VTG

VTG

VTG

Glossary W

voice activity detection

VAD
Cisco IPICS  VAD

Voice over Internet Protocol

POTS
IP
voice-operated transmit
VOX
Push-to-Talk
virtual talk group
VTG
1
VTG
LMR
M
SIP
VTG PTT
Activate
Activate

Cisco IPICS Server

PMC

VTG

VTG

VTG

VTG

LMR

VTG
PMC
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PMC

VTG
encipher
encryption
Cisco IPICS
2833

PMC

VTG
Cisco IPICS

VTG

GUI

real-time traffic protocol RTP
RFC

PMC

r Cisco IPICS Server
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Cisco IPICS
ops
PMC
VTG ops
.wav
PMC
PMC
high level guard tone HLGT,;
low level guard tone LLGT; HLGT
LLGT
VTG

VTG
PMC
Cisco Unified IP Phone
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HLGT

KHz 1,000 Hz
RS-232

LMR

F1 F2 F3
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LMR
LMR

/ coder-decoder

2. Voice over IP  Voice over Frame Relay
/

Cisco IPICS Server

Glossary W

Voice over ATM
DSP

RF
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Cisco IPICS
PTT
ops

LLGT

DTMF

Cisco IPICS
Cisco IPICS

Hz

DTMF

PMC

PMC
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PMC

1 PMC

VTG

RS-232
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ID Cisco IPICS

Cisco IPICS ID Cisco Unified IP Phone

PMC Cisco IPICS

HF 25 29.99 MHz

VHF 30 50 MHz

VHF 150 174 MHz

UHF 406.1  420/450 470 MHz
UHF TV 470 512 MHz
700 MHz 764  776/794 806 MHz
800 MHz 806  824/851 869 MHz

Cisco IPICS Server
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LMR LMR

CAl

LMR
PMC  Cisco Unified IP Phone

PTT VTG

5 50KHz

Hz
7 KHz
50 KHz

Cisco IPICS Server
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VTG
1 VTG

PTT

TUI

Cisco IPICS
SIP Ops Views
Dial Information
Voice over IP POTS
VolP 2
TDM FDM 2

Cisco IPICS Administration Console

Cisco IPICS Server
m. OL-12985-01-J |




Glossary W

RF
1 Cisco
IPICS VTG

PTT

1 KHz

SMS

SMS
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Cisco IPICS VTG
VTG
PMC
PMC
VTG
DTMF

VTG
VTG
VTG

VTG
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RF
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Push-to-Talk
Activate
VTG PMC
VTG VTG Cisco IPICS
VTG
PMC

HLGT

osl
Open System Interconnection;
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Push-to-Talk
821 824 MHz 866 869 MHz
1
Web
VTG VTG

1
Cisco IPICS Administration Console
Cisco IPICS

Cisco IPICS Administration Console
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Cisco IPICS

VTG

Cisco IPICS

MHz 1,000,000 Hz

RMS

PMC

Cisco IPICS
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Cisco IPICS
PMC
ID
Unified IP Phone PSTN
VTG
Cisco IPICS
Cisco IPICS PTT
Cisco IPICS RMS
RMS
ID Cisco IPICS
ID Linux
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Cisco IPICS IP
Cisco
PTT
ops
PMC
SIP

Cisco IPICS Linux

[ oL-12985-01-J




M Giossary
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Setup Utility 1-3
1 2
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A
Administration Console 5-9
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31
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bash Cisco IPICS )
2_22, 3-4 Cisco IPICS 2-33
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C Cisco IPICS
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" Xi
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ifconfig
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Welcome
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MAC
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onstat

ping
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Xi
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ping
5-16
PMC
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RAID SATA
reset_pw
reset_pw
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Restart Computer
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SATA
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5-20
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SSH
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