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IP Security Protocol 1PSec  Internet Key Exchange IKE Certification Authority
CA;

Security Configuration Guide IP Security and Encryption
Security Command Reference

IPSec Internet Engineering Task Force IETF

IPSec

Data Encryption Standard DES;

e |PSec — IPSec

IP IKE
IPSec
IPSec
1
e |IKE—IKE Internet Security Association & Key Management Protocol ISAKMP
Oakley Skeme
IKE  IPSec IKE  IPSec
IPSec IPSec
IPSec IKE IKE
e CA—CA Simple Certificate Enrollment Protocol SCEP
Certificate Enrollment Protocol CEP IPSec CEP
Cisco 10S CA Cisco 10S CA
IPSec CA CA
CA
Security Configuration Guide Configuring Certification Authority

Interoperability
http://www.cisco.com/en/US/products/sw/iosswrel/products_ios_cisco_ios_software_releases.html

IPSec
e DES Triple DES — DES Triple DES 3DES Cisco
10S 3 Triple DES DES-CBC with Explicit IV Cipher Block Chaining
CBC; AV IV IPSec

e AES — Advanced Encryption Standard

e MD5 HMAC — Message Digest5 MD5 HMAC
e SHA HMAC — Secure Hash Algorithm SHA
HMAC
e RSA RSA nonce — RSA  Ron Rivest Adi Shamir Leonard Adleman
RSA nonce RSA
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ESP
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ESP
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148488

1 10 PCI-X \2 \
VSA
. 128/192/256 AES
e 56 DES CBC
. 900 Mbps 300 1,000
e 5,000 DES/3DES/AES
e SHA-1 MD5
¢ Rivest, Shamir, Adelman RSA
e Diffie-Hellman 1 2 5
C7200 VSA
e (C7200 VSA Cisco 7204V XR Cisco 7206V XR Cisco NPE-G2
¢ ROMmonN — 12.4(4r)XD5
e 1/OFPGA —0x25 10 0.37
e VSA FPGA —0x13 10 0.19
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VSA 1-1
1-1 VSA
/
! 900 Mbps Cisco
7204VXR Cisco 7206V XR 3DES AES
IPSec 2 5,000 3
IPSec DES 3DES AES
RSA Diffie-Hellman
SHA-1 MD5
VPN IPSec IPSec Generic Routing
Encapsulation GRE;
Layer 2 Tunneling Protocol L2TP; 2
Cisco |12.4(4)XD3 fc2 12.4XD
|
oS 12.4(11)T 12.4T
IPSec/IKE RFC 2401 2411 2451
1. IPSec 3DES HMAC-SHAL1 1,400
2.
3. NPE-G2 1GB
1-2  VSA
1-2 VSA
Cisco 12
Cisco 7200VXR 900 Mbps Cisco 10S 12.4(4)XD3 fc2
7200VXR/NPE-G2/VSA 1GB
NPE-G2
3DES/HMAC-SHA AES/HMAC-SHA
IKE
1. IPSec 3DES AES HMAC-SHA-1 1,400
Cisco 10S
2. Cisco 12.4(4)XD3 fc2 Cisco 10S
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[ | MIB RFC

MIB RFC

VSA Management Information Base MIB;
Request for Comment RFC; RFC

e |IPSec/IKE RFC 2401 2411 2451

MIiB
e CISCO-IPSEC-FLOW-MONITOR-MIB
e CISCO-IPSEC-MIB
e CISCO-IPSEC-POLICY-MAP-MIB
MIB Cisco 10S
MIB URL Cisco.com  Cisco MIB
Web
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
RFC
e |PSec/IKE RFC 2401 2411 2451
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. VSA p.1-7
. / p.1-7
VSA Online Insertion and Removal; OIR VSA
VSA
VSA CLI VSA CLI
VSA
VSA
VSA VSA
VSA
CLI VSA VSA
C7200 VSA
1 no crypto engine [slot | accelerator] 0 C7200 VSA
2 crypto engine [slot | accelerator] 0 C7200 VSA
S
1-5
/
OIR VSA
1-3 reload
1-4
1-5 crypto engine
1-3 reload
VSA VSA VSA
VSA VSA
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H vsa /

1-4
VSA VSA VSA
CLI VSA
CLI VSA Hw-module slot 0 shutdown —
[no] crypto engine [slot | accelerator] 0 —  1-5
VSA CLI
1-5
1-5 crypto engine
VSA
Crypto engine slot 0 VSA
Crypto engine accelerator 0
~ VSA
VSA 0 1/0
VSA
S
VSA
No crypto engine slot 0 CLI VSA
No crypto engine accelerator 0
VSA
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VSA
VSA
VSA
ENABLE LED
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ENABLE LED
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e Cisco 7204VXR p.1-10
e Cisco 7206VXR p.1-11

Cisco 7204V XR 1-4

Cisco 7206V XR 1-5

Cisco 7204VXR
VSA  Cisco 7204VXR 1/0 1-4 3

14 Cisco 7204VXR —

Cisco 7200 series XVR

153565

—

1 3 |l/O VSA
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Cisco 7206VXR
VSA  Cisco 7206VXR 1/0 1-5 3
1-5 Cisco 7206VXR —
® @
Cisco 7200 cr200-vsA mwam @) N
Series VXR §
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1 1/0 VSA
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. p.2-1

. p.2-2
e OIR p.24

. p.2-4

o p.2-6

VSA

e VSA
e No.2

ESD Field-Replaceable Unit
FRU;
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VSA
L p.2-2
. p.2-2
. p.2-3
2-1 VSA
Cisco 10S show version
2-1 VSA
Cisco I0S
Cisco 7204VXR 12.4(4)XD3 fc2
Cisco 7206V XR

Cisco.com  Software Advisor
URL Software Advisor
http://www.cisco.com/cgi-bin/Support/CompNav/Index.pl

Cisco 10S
Cisco Direct Customer

Cisco I10S
Y
Cisco.com
VSA
e VSA Cisco 7204V XR Cisco 7206V XR Cisco NPE-G2
Cisco NPE-G2 Cisco 7204VXR 7206V XR

Network Processing Engine  NPE;

¢ ROMmonN — 12.4(4r)XD5
* I/OFPGA —0x25 10 0.37
* VSAFPGA —0x13 10 0.19
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VSA
e VSA ISA VAM/VAM2/VAM2+
NPE-G2 Cisco 7200VXR VSA
VAM/VAM2/VAM2+
e NPE-G2 Cisco 7200VXR VSA 1
Y
NPE-G2 Cisco 7200VXR
e VSA Online Insertion and Removal; OIR
VSA / p.1-7
e show access-list ACL
VSA show crypto ipsec sa show
crypto engine accelerator statistics 0
e 1024



H oR

OIR

VSA  Cisco 7200VXR 1/0 VSA
OIR VSA
VSA VSA CLI
VSA VSA / [p.1-7] CLI
VSA

CLI VSA VSA

VSA VSA

VSA

OIR VSA / p.1-7

. p.2-4
. p2'5
L p.2-5

b

EMI
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2
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. p.3-3
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VSA 3-1
VSA VSA
3-1
3-1 VSA
A -2
I I
EEIL—A4A
g
VSA  Cisco 7200VXR 1/0 VSA
Online Insertion and Removal; OIR VSA
VSA VSA
CLI VSA VSA
/ [p.1-7] CLI VSA
CLI VSA VSA
OIR VSA / p.1-7
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3 VSA

W vsa

VSA

VSA
ESD
ESD
S 30
Cisco 7200VXR VSA
1 Cisco 7200VXR
[p.3-3]
2
3 VSA
4 VSA VSA 3-2
3-2 Cisco 7206VXR —1l/0 VSA
Gﬂm B m-\h
/‘m E m\’b
Cisco 7200 //((/{(/{///l{l{]!llllllIIJlHHEFI:HllllJllllXl}}!\\&)xxx\\\\\\\\\\\
Series VXR o
/////I{/{({{I{{//IIIIIIIJIHIHIIlllllllIlllllll}\}\\\\x\x\\\\\\\\\\\\ le_U
4 ° R ¥
A A 4
5 VSA 1/10
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| 3 VSA

VSA
1/0 VSA
110
3-2

6 VSA |/O

VSA VSA

VSA VSA

110

7
8
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VSA
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. p.4-2

. p.4-2

. p.4-20

e |PSec p.4-21

o p.4-24

* VSA p.4-27
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4 VSA I

1/0 VSA NPE-G2 Cisco 7204V XR Cisco
7206VXR 1/0 IP Security Protocol
IPSec VSA VSA
Cisco 7204VXR 7206VXR 1 VSA
VSA
IPSec
IPSec Internet Key Exchange IKE Certification Authority CA,;
Security Configuration Guide IP Security and Encryption Security

Command Reference

VSA
VSA
e EXEC p.4-3
e IKE p.4-3
o p.4-5
e IPSec p.4-9
e VSA p.4-5
e IKE IPSec p.4-16
e IPSec p.4-20

URL

http://www.cisco.com/en/US/products/sw/secursw/ps2308/prod_configuration_examples_list.html

CA Security Configuration Guide Configuring
Certification Authority Interoperability
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| 4 VSA

EXEC

EXEC
configure
enable
EXEC

1 EXEC enable

Router> enable

Password:

Router#

EXEC

IKE

Security Command Reference IP Security and Encryption

IKE
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4 VSA I

1 Router(config)# crypto isakmp policy IKE Internet Security Association Key
priority Management Protocol ISAKMP
config-isakmp
2 Router (config-isakmp)# encryption {des | IKE
3des | aes | aes 128 | aes 192 | aes 256}
e des—56 Data Encryption Standard DES;
e 3des—168 DES
e aes— 128 Advanced Encryption Standard AES;
e aes 128 — 128 AES
* aes 192 — 192 AES
* aes 256 — 256 AES
3 Router(config-isakmp)# authentication IKE

{rsa-sig | rsa-encr | pre-share}
* rsa-sig — Rivest, Shamir, and Adelman RSA

e rsa-encr — RSA nonce

e pre-share —

rsa-sig
4 Router (config-isakmp)# lifetime seconds IKE Security Association SA;
seconds —  SA 60 86,400
S
86,400 [1 ]

5 Router(config-isakmp)# hash {sha | md5} IKE

* sha—SHA-1 HMAC

e mds — MD5 HMAC

N

sha
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6 Router(config-isakmp)# group {1 | 2 | 5} IKE Diffie-Hellman DH

1—768 DH

2—1,024 DH

5—1,536 DH

)

768

IKE Security Configuration Guide Configuring Internet Key

Exchange Security Protocol

VSA
VSA
VSA
1 no crypto engine [slot | accelerator] 0 VSA
S
VSA 0
2 crypto engine [slot | accelerator] 0 VSA
VSA VSA
Advanced Encryption Standard (AES)
[ ]
e |PSec AH ESP
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4 VSA I

IPSec
IPSec SA

IPSec SA

4 clear EXEC
EXEC [p.4-3]

1 Router(config)# crypto ipsec
transform-set transform-set-name
transforml [transform2 [transform3]]

e transform-set-name —

e transforml [transform2 [transform3] [transform4]] — IPSec

4-1

2 Router(cfg-crypto-tran)# mode [tunnel |
transport] / IPSec

3 end

4 Router# clear crypto sa IPSec SA SA

SA

Router# clear crypto sa peer clear Crypto sa
{ip-address | peer-name} SA

SA
peer

Router# clear crypto sa map map-name map spi

Router# clear crypto sa spi
destination-address protocol spi

C7200 VSA VPN Services Adapter
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Authentication Header AH; Encapsulating Security Protocol ESP
4-1
AH 1 ah-md5-hmac MD5 Message Digest5 HMAC
AH
ah-sha-hmac SHA  Secure Hash Algorithm  HMAC
AH
ESP ESP esp-aes 128 AES
ESP
1
esp-aes 128 128 AES
ESP
esp-aes 192 192 AES
ESP
esp-aes 256 256 AES
ESP
esp-des 56 DES
ESP
esp-3des 168 DES 3DES [Triple
DES] ESP
esp-null
ESP esp-md5-hmac MD5 HMAC
ESP
esp-sha-hmac SHA HMAC
ESP
e ah-md5-hmac
* esp-3des esp-md5-hmac
e ah-sha-hmac esp-des esp-sha-hmac
AH
AH
IPSec AH ESP
AH ESP IPSec
AH
ESP

C7200 VSA VPN Services Adapter
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ESP IP ESP
ESP AH IP
IP AH
IPSec
IP IP
mode IPSec
] ESP
] IP AH
IP
e ESP
ESP AH
e ESP AH MD5 SHA HMAC
SHA MD5
e IPSec
Y
IPSec IPSec
crypto ipsec transform-set
[ ]
esp-null
* esp-aes esp-sha-hmac
e ah-sha-hmac esp-aes esp-sha-hmac
crypto ipsec transform-set
exit match
address IPSec mode IPSec
crypto ipsec transform-set 1
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SA
SA
clear crypto sa SA
2
ESP AH IPSec 2
IPSec
crypto ipsec transform-set newer esp-3des esp-sha-hmac
crypto ipsec transform-set older ah-rfc-1828 esp-rfcl829
IPSec
o IPSec
e [PSec SA
[ ]
[ ]
[ ]
[ ]
[ ]
IPSec IPSec p.4-20
IPSec Cisco 10S Security Configuration Guide Configuring IPSec Network
Security
IPSec
IKE UDP 500 IPSec ESP AH 50
51 50 51 UDP 500 IPSec
IPSec SA
IPSec SA
IKE SA SA
IPSec SA 1
C7200 VSA VPN Services Adapter
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4 VSA I

5 clear
EXEC

EXEC
[p.4-3]

1 Router# enable

EXEC

Router# configure terminal

Router (config) # crypto ipsec
security-association lifetime seconds
seconds

IPSec SA

no

SA
3,600 1

4 Router(config)# crypto ipsec
security-association lifetime kilobytes
kilobytes

IPSec SA

SA SA IPSec

4,608,000

5 Router# clear crypto sa

Router# clear crypto sa peer
{ip-address | peer-name}

Router# clear crypto sa map map-name

Router# clear crypto sa spi
destination-address protocol spi

SA SA
SA

SA

clear crypto sa
SA

SA
peer map spi

clear crypto sa

A Y IP
Telnet

i C7200 VSA VPN Services Adapter
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1 Router(config)# access-list P 1
access-1list-number {deny | permit}
protocol source source-wildcard
destination destination-wildcard [log]

IPSec
any

Router (config)# ip access-list extended
name

2 permit deny

3 End

1. IP access-list
ip access-list extended

Security Configuration Guide Configuring IPSec
Network Security

IPSec/IKE IPSec/

IKE SA

i Router (config) # crypto map map-name
seg-num ipsec-manual

2 Router (config-crypto-m)# match address IPSec
access-1list-id
IPSec
IKE
permit 1

3 Router(config-crypto-m)# set peer |PSec IPSec
{hostname | ip-address}

IKE 1

C7200 VSA VPN Services Adapter
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VSA |

4

Router (config-crypto-m) # set
transform-set transform-set-name

IKE

Router (config-crypto-m) # set
session-key inbound ah spi
hex-key-string

Router (config-crypto-m) # set
session-key outbound ah spi
hex-key-string

AH

AH Security Parameter Index SPI

AH SA

Router (config-crypto-m) # set
session-key inbound esp spi cipher
hex-key-string [authenticator
hex-key-string]

Router (config-crypto-m) # set
session-key outbound esp spi cipher
hex-key-string [authenticator
hex-key-string]

ESP

ESP SPI
ESP

ESP

ESP SA

Router (config-crypto-m) # exit

IKE SA

Router (config)# crypto map map-name
seg-num ipsec-isakmp

Router (config-crypto-m) # match address
access-1list-id

IPSec

Router (config-crypto-m)# set peer
{hostname | ip-address}

IPSec

IPSec

Router (config-crypto-m) # set
transform-set transform-set-namel
[transform-set-name?2. . .transform-set-na
me6]

i C7200 VSA VPN Services Adapter
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B Router(config-crypto-m)# set SA
security-association lifetime seconds
seconds

IPSec SA
SA
Router (config-crypto-m)# set

security-association lifetime kilobytes
kilobytes

6 Router(config-crypto-m)# set / SA
security-association level per-host

1 IPSec

SA

>
[o9)

SA

7 Router (config-crypto-m)# set pfs IPSec SA

[groupl | group2 | group5] Perfect Forward Secrecy PFS

IPSec PFS

8 Router(config-crypto-m)# exit

IPSec
IKE

dynamic-map-name dynamic-seg-num

C7200 VSA VPN Services Adapter
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1 Router(config)# crypto dynamic-map
dynamic-map-name dynamic-seqg-num

2 Router(config-crypto-m)# set
transform-set transform-set-namel
[transform-set-name?2. . .transform-set-na
me6]

3 Router(config-crypto-m)# match address
access-1list-id

IPSec

v

IPSec
permit
IPSec
any
4 Router (config-crypto-m)# set peer IPSec
{hostname | ip-address}
5 Router(config-crypto-m)# set
security-association lifetime seconds IPSec SA
seconds
SA

Router (config-crypto-m)# set
security-association lifetime kilobytes
kilobytes

C7200 VSA VPN Services Adapter
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6

7

Router (config-crypto-m)# set pfs
[groupl | group2 | group5]

IPSec

PFS

PFS

IPSec

SA

Router (config-crypto-m) # exit

Router (config) # crypto map map-name
seg-num ipsec-isakmp dynamic
dynamic-map-name

IPSec
SA

Router (config-if)# crypto map map-name

Router (config) # crypto map map-name
local-address interface-id

C7200 VSA VPN Services Adapter
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IPSec

IPSec SA EXEC
EXEC [p.4-3]
Router# clear crypto sa IPSec SA
S
clear crypto sa
Router# clear crypto sa counters SA
SA
peer map spi

Router# clear crypto sa peer {ip-address clear crypto sa
peer-name}
Router# clear crypto sa map map-name
Router# clear crypto sa spi destination-address
protocol spi

IPSec EXEC
Router# show crypto ipsec transform-set
Router# show crypto map [interface interface | tag
map-name]
Router# show crypto ipsec sa [map map-name | |PSec SA
address | identity] [detail]
Router# show crypto dynamic-map [tag map-name]
Router# show crypto ipsec security-association SA
lifetime
IKE IPSec

IPSec show crypto ipsec transform-set EXEC

IPSec IPSec show
crypto ipsec transform-set
C7200 VSA VPN Services Adapter
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show crypto ipsec transform-set
IPSec
Router# show crypto ipsec transform-set
Transform set transform-1:{esp-256-aes esp-md5-hmac}

will negotiate = {Tunnel, },

WARNING:encryption hardware does not support transform
esp-aes 256 within IPSec transform transform-1

IKE show crypto isakmp policy EXEC

IKE show crypto isakmp policy

show crypto isakmp policy
IKE

Router# show crypto isakmp policy

Protection suite of priority 1

encryption algorithm: AES - Advanced Encryption Standard (256 bit keys).
WARNING:encryption hardware does not support the configured
encryption method for ISAKMP policy 1

hash algorithm: Secure Hash Standard

authentication method: Pre-Shared Key

Diffie-Hellman group: #1 (768 bit)

lifetime:3600 seconds, no volume limit

SA
SA

IPSec SA 4-2 EXEC
EXEC [p.4-3]

4-2 IPSec SA

clear crypto sa IPSec SA
or
clear crypto sa peer {ip-address clear crypto sa
peer-name} SA

or

clear crypto sa map map-name
or SA
clear crypto sa spi destination-address

protocol spi peer map

spi

| oL-9129-02-J
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1 show crypto ipsec transform-set

Router# show crypto ipsec transform-set
Transform set combined-des-md5: {esp-des esp-md5-hmac}

will negotiate = {Tunnel, },
Transform set tl: {esp-des esp-md5-hmac}
will negotiate = {Tunnel, },
Transform set t100: {ah-sha-hmac}
will negotiate = {Transport,},
Transform set t2: {ah-sha-hmac}
will negotiate = {Tunnel, },
{esp-des}
will negotiate = {Tunnel, },

2 show crypto map [interface interface | tag map-name]

Router# show crypto map
Crypto Map: “router-alice” idb: Ethernet0 local address: 172.21.114.123
Crypto Map “router-alice” 10 ipsec-isakmp
Peer = 172.21.114.67
Extended IP access list 141
access-list 141 permit ip
source: addr = 172.21.114.123/0.0.0.0
dest: addr = 172.21.114.67/0.0.0.0
Current peer: 172.21.114.67
Security-association lifetime: 4608000 kilobytes/120 seconds
PFS (Y/N): N
Transform sets={tl,}

3 show crypto ipsec sa [map map-name | address | identity | detail | interface] IPSec SA

Router# show crypto ipsec sa
interface: Ethernet0
Crypto map tag: router-alice, local addr. 172.21.114.123
local ident (addr/mask/prot/port): (172.21.114.123/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (172.21.114.67/255.255.255.255/0/0)
current_peer: 172.21.114.67
PERMIT, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10
#send errors 10, #recv errors 0
local crypto endpt.: 172.21.114.123, remote crypto endpt.: 172.21.114.67
path mtu 1500, media mtu 1500
current outbound spi: 20890A6F
inbound esp sas:
spi: 0x257A1039(628756537)
transform: esp-des esp-md5-hmac,
in use settings ={Tunnel, }
slot: 0, conn id: 26, crypto map: router-alice
sa timing: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
outbound esp sas:
spi: 0x20890A6F (545852015)
transform: esp-des esp-md5-hmac,
in use settings ={Tunnel, }
slot: 0, conn id: 27, crypto map: router-alice
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sa timing: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
interface: TunnelO
Crypto map tag: router-alice, local addr. 172.21.114.123
local ident (addr/mask/prot/port): (172.21.114.123/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (172.21.114.67/255.255.255.255/0/0)
current_peer: 172.21.114.67
PERMIT, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10
#send errors 10, #recv errors 0
local crypto endpt.: 172.21.114.123, remote crypto endpt.: 172.21.114.67
path mtu 1500, media mtu 1500
current outbound spi: 20890A6F
inbound esp sas:
spi: 0x257A1039(628756537)
transform: esp-des esp-md5-hmac,
in use settings ={Tunnel, }
slot: 0, conn id: 26, crypto map: router-alice
sa timing: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
outbound esp sas:
spi: 0x20890A6F (545852015)
transform: esp-des esp-md5-hmac,
in use settings ={Tunnel, }
slot: 0, conn id: 27, crypto map: router-alice
sa timing: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:

show Security Command Reference
Security and Encryption
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e IKE p.4-20
e IPSec p.4-20
e [PSec p.4-21
2 IKE 15 20
IP 192.168.224.33 20
crypto isakmp policy 15
encryption 3des
hash md5
authentication rsa-sig
group 2
lifetime 5000
crypto isakmp policy 20
authentication pre-share
lifetime 10000
crypto isakmp key 1234567890 address 192.168.224.33
IPSec

IKE SA IPSec
IPSec

access-list 101 permit ip 10.0.0.0 0.0.0.255 10.2.2.0 0.0.0.255

[mysetl] DES SHA

crypto ipsec transform-set mysetl esp-des esp-sha

[myset2] 3DES MD5 HMAC

crypto ipsec transform-set myset2 esp-3des esp-md5-hmac

IPSec
IPSec

crypto map toRemoteSite 10 ipsec-isakmp
match address 101

set transform-set myset2

set peer 10.2.2.5

interface Serial0
ip address 10.0.0.2
crypto map toRemoteSite

C7200 VSA VPN Services Adapter
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IPSec | |
A
IKE
IPSec
IKE SA IPSec
/ P 10.0.0.2 IP
10.2.2.2 / P 10.2.2.2 P
10.0.0.2 / IKE 1
4-1 IPSec
10.0.0.2M 510222~ EESN D/ vy FEIFHAES{ES .
EIC\EIEéh—C*‘y I\ U_giéiﬁhiﬁo
< < > <
2UF7 TEFRE EEiETFX b 9

3
Sl
N
9 Tv

10.2.2.2

6

10.2.2.1

DTy FEWThLESEEShEEA,

IKE

\
20728

907 TXRXb

crypto isakmp policy 15

encryption des
hash md5

authentication pre-share

group 2
lifetime 5000

crypto isakmp key 1234567890 address 10.2.2.3
crypto isakmp identity address

15 DES
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H 1PSec

crypto ipsec transform-set authl ah-md5-hmac esp-des esp-md5-hmac
mode tunnel

mode tunnel transform-set

IPSec

crypto map toRemoteSite 10 ipsec-isakmp
match address 101

set peer 10.2.2.3

set transform-set authl

interface Serial0
ip address 10.0.0.3
crypto map toRemoteSite

IPSec

access-list 101 permit ip host 10.0.0.2 host 10.2.2.2
access-1list 101 permit ip host 10.0.0.3 host 10.2.2.3

IKE

crypto isakmp policy 15
encryption des
hash md5
authentication pre-share
group 2
lifetime 5000

crypto isakmp key 1234567890 address 10.0.0.3
crypto isakmp identity address

crypto ipsec transform-set authl ah-md5-hmac esp-des ah-md5-hmac
mode tunnel

mode tunnel

C7200 VSA VPN Services Adapter
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IPSec

IPSec

crypto map toRemoteSite 10 ipsec-isakmp
match address 101
set peer 10.0.0.3
set transform-set authl

interface Serial0
ip address 10.2.2.3
crypto map toRemoteSite

IPSec

access-1list 101 permit ip host 10.2.2.2 host 10.0.0.2
access-1list 101 permit ip host 10.2.2.3 host 10.0.0.3

C7200 VSA VPN Services Adapter
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Cisco 10S VSA show diag
10S 0
C7200-VSA
Router# show diag 0
Slot O0:
VSA IPsec Card Port adapter
Port adapter is analyzed
Port adapter insertion time 00:23:25 ago
EEPROM contents at hardware discovery:
PCB Serial Number PRTA4404055
Product (FRU) Number C7200-VSA
EEPROM format version 4
EEPROM contents (hex):
0x00: 04 FF C1 8B 50 52 54 41 34 34 30 34 30 35 35 40
0x10: 05 OD CB 94 43 37 32 30 30 2D 56 53 41 20 20 20
0x20: 20 20 20 20 20 20 20 20 D9 03 C1 40 CB FF FF FF
0x30: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x50: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
VSA show crypto engine
accelerator statistic 0
Router# show crypto engine accelerator statistic 0
Device: VSA
Location: Service Adapter: 0
VSA Traffic Statistics
Inbound rate: Opps 0Okb/s Outbound rate: Opps Okb/s
TXRO PKT: 0x00000000000028B2 Byte: 0x000000000006ACF6 Full: 0x0000000000000000
RXR0O PKT: 0x00000000000028B2 Byte: 0x0000000000A86398
TXR1 PKT: 0x0000000000000000 Byte: 0x0000000000000000 Full: 0x0000000000000000
RXR1 PKT: 0x0000000000000000 Byte: 0x0000000000000000
TXR2 PKT: 0x0000000000000000 Byte: 0x0000000000000000 Full: 0x0000000000000000
RXR2 PKT: 0x0000000000000000 Byte: 0x0000000000000000
Inbound Traffic:
Decrypted PHY I/F:0x0000000000000000 TUNNEL I/F: 0x0000000000000000
SPI Error PHY I/F:0x0000000000000000 TUNNEL I/F: 0x0000000000000000
Pass clear PHY I/F:0x0000000000000000 TUNNEL I/F: 0x0000000000000000
SPD Drop: 0x0000000000000000 IKE Bypass: 0x0000000000000000
Outbound Traffic:
Encry CEF: 0x0000000000000000 FS: 0x0000000000000000 PROC: 0x0000000000000000
Pass CEF: 0x0000000000000000 FS: 0x0000000000000000 PROC: 0x0000000000000000
ICMP Unreachable: 0x0000000000000000 ICMP Unreach Fail: 0x0000000000000000
SPD Drop: 0x0000000000000000
Special Traffic:
VAM mode PKT: 0x0000000000000000 Exception: 0x0000000000000000
N2 Message: 0x00000000000028B2 Exception: 0x0000000000000000
IP PKT Exception: 0x0000000000000000 DJ Overflow: 0x0000000000000000
RAE Report PKT:: 0x0000000000000000 PKT Consumed: 0x0000000000000000
TCAM WR: 0x0000000000000001 TCAM RD: 0x0000000000000000
SARAM WR: 0x0000000000008422 SARAM RD: 0x0000000000000000
RAE WR: 0x0000000000080000 RAE RD: 0x0000000000000000
Warnings:
N2 interrupt: 0x0000000000000000 Invalid Op: 0x0000000000000000
RX CTX error: 0x0000000000000000 TX CTX low: 0x0000000000000000
PKT CTX Low: 0x0000000000000000 PKT Info Low: 0x0000000000000000
PKT Header Low: 0x0000000000000000 Particle Low: 0x0000000000000000
Missing SOP: 0x0000000000000000 Missing EOP: 0x0000000000000000
TX Drop IB: 0x0000000000000000 TX Drop OB: 0x0000000000000000
MSG Unknown: 0x0000000000000000 MSG too Big: 0x0000000000000000
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MSG Empty: 0x0000000000000000 MSG No Buffer: 0x0000000000000000
PKT Info Missing: 0x0000000000000000 IB SB Error: 0x0000000000000000
TX Drop Fastsend: 0x0000000000000000 IDMA Full: 0x0000000000000000
Particle Fallback: 0x0000000000000000 STATISTIC: 0x0000000000000000
Elrond statistic:
TXDMA PKT Count: 0x00000000000028B2 Byte Count: 0x000000000006ACF6
RXDMA PKT Count: 0x00000000000028B2 Byte Count: 0x0000000000A86398
IPPE PKT Count: 0x00000000000028B2 EPPE PKT Count:0x00000000000028B2
PL3TX PKT Count: 0x00000000000028B2 Byte Count: 0x000000000009DADE
PL3RX PKT Count: 0x00000000000028B2 Byte Count: 0x0000000000A86398
CAM search IPPE: 0x0000000000000000 EPPE: 0x0000000000000000
SARAM Reqg IPPE: 0x0000000000000000 EPPE: 0x0000000000000000
RAE Frag Req IPPE: 0x0000000000000000 EPPE: 0x0000000000000000
RAE ReAssembly: 0x0000000000000000 Re-Ordering: 0x0000000000000000
REA Frag Finished: 0x0000000000000000
Frag Drop Count:
IPPE: 0x0000000000000000 EPPE: 0x0000000000000000
FIFO: 0x0000000000000000 RAE: 0x0000000000000000
VSA RX Exception statistics:
IRH Not valid : 0 Invalid SA 0
SA configuration error 0 Enc Dec mismatch 0
Insufficient Push 0 Next Header mismatch 0
Pad mismatch 0 MAC mismatch 0
Atomic OP failed 0 L2 UDD GE 256 0
Max BMI Read too small 0 Max BMI Read No payload 0
Anti replay failed 0 Enc Seq num overflow 0
Dec IPver mismatch 0 Enc IPver mismatch 0
TTL Decr 0 Selector checks 0
UDP mismatch 0 Reserved 0
Soft byte lifetime 0 hardbyte lifetime 0
IP Parse error 0 Fragmentation Error 0
Unknown Exception 0
VSA packets in packets out packets
out VSA packets in VSA
IKE/IPSec VSA IKE IPSec /
show crypto eli Cisco 10S
VSA
Router# show crypto eli
Hardware Encryption ACTIVE
Number of hardware crypto engines = 1
CryptoEngine VSA details: state = Active
Capability DES, 3DES, AES, RSA
IKE-Session 0 active, 5120 max, 0 failed
DH : 0 active, 5120 max, 0 failed
IPSec-Session 0 active, 10230 max, 0 failed
show crypto eli
Cisco 10S VSA
%$ISA-6-INFO:Recognised crypto engine (0) at slot-0
...switching to hardware crypto engine
C7200 VSA VPN Services Adapter
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VSA

no crypto engine
accelerator <slot>

Router (config)# no crypto engine accelerator 0

...switching to SW crypto engine

Router (config) #

*Feb 6 11:57:26.763: $VPN_HW-6-INFO_LOC: Crypto engine: slot 0 State changed to:

Disabled

*Feb 6 11:57:26.779: %$PA-3-DEACTIVATED: port adapter in bay [0] powered off.

*Feb 6 11:57:26.779: %$CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is OFF
Router (config) #end

C7200 VSA VPN Services Adapter
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VSA
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clear

ACE
e VSA
clear drop

jump —
clear —

drop —

VSA

p.4-27
p.4-27

crypto ipsec ipv4 deny-policy {jump | clear | drop}

jump clear

IPSec

1000

1000

VSA

VSA

jump

crypto ipsec ipv4 deny-policy {jump | clear | drop}

drop

drop

VSA

jump

Router# show crypto engine accelerator
statistic 0

VSA

Router# Show version
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H vsa
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4-13 — 4-15
Acceleration VPN VAM 1-2
access-list 4-11 4-13
4-13
C 4-16
clear crypto sa 4-16, 4-17 4-7
command 4-8
clear IPSec security 4-17 4-8
crypto dynamic-map 4-14
crypto ipsec security-association lifetime 4-10 L
crypto map 4-11, 4-12
crypto sa clear 4-17 LED
SA-VAM 1-3,1-9
E
ESD M
25 match address 4-12,4-14
EXEC 4-3 MIB 1-6
' 0
IKE OR  3-2
1-7,4-3
4-20
IPSec R
4-9
RFC 1-6
4-17
4-6 S
IPSec 4-21
4-21 sa clear crypto 4-17
IPSec 4-21 SA
IPSec IPSec 4-10, 4-16
4-10
4-10 4-9
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set peer 4-11, 4-12, 4-14

set pfs 4-13, 4-15

set security-association level per-host 4-13
set security-association lifetime 4-13, 4-14
set session-key 4-12

set transform-set 4-12, 4-14

show crypto dynamic-map 4-16

show crypto ipsec sa 4-16

show crypto ipsec security-association lifetime
4-16

show crypto ipsec transform-set 4-16

show crypto map 4-16

\

VAM
3-2
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