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The Cisco Easy VPN Server Configuration

!

aaa new-model ! enable AAA

aaa authentication login ezvpnxauth local ! use local user database for Xauth

aaa authorization network ezvpnnetwork local ! use local user database for IKE queries
username sdmuser1 privilege 15 secret 0 cisco123 ! define local user database for Xauth
!

crypto isakmp policy 1! IKE Policy

authentication pre-share

encr 3des

hash sha

group 2

lifetime 86400

!

crypto isakmp policy 3

authentication rsa-sig

encr 3des

hash sah

group 2

lifetime 86400

crypto isakmp xauth timeout 60

!

ip local pool ezvpnpool 30.30.30.100 30.30.30.120 ! define local IP address pool
access-list 100 permit ip 30.30.30.0 0.0.0.255 any ! split tunneling access control list (ACL)
! Group policy pushed to Cisco Easy VPN Remote/Client

crypto isakmp client configuration group EZVPNgroup

key cisco123 ! define preshare key

pool ezvpnpool ! specify IP address pool

acl 100 ! split tunneling

dns 30.30.30.5 30.30.30.6
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wins 30.30.30.7 30.30.30.8

domain cisco.com ! domain name for DNS

save-password ! Xauth: allow password save

max-logins 5

! Transform set

crypto ipsec transform-set my-transform esp-sha-hmac esp-3des

mode tunnel

!

crypto dynamic-map ezvpn-dymap 1 ! create a dynamic crypto map entry

set transform-set my-transform ! specify transform sets

set security-association lifetime seconds 3600

set security-association lifetime kilobytes 4608000

reverse-route ! set source proxy

!

crypto map MYCMAP 65535 ipsec-isakmp dynamic ezvpn-dymap ! add the dynamic map to a static map
|

crypto map MYCMAP isakmp authorization list ezvpnnetwork ! enable IKE queries
crypto map MYCMAP client authentication list ezvpnxauth ! enforce Xauth

crypto map MYCMARP client configuration address respond ! easy server responds to requests
!

interface FastEthernet0/1 ! apply the cryto map to the outside interface

crypto map MYCMAP

SEEN
Cisco Easy VPN Solution

http://www.cisco.com/en/US/partner/netsol/ns340/ns394/ns171/ns27/networking_solutions_sub_solution_home.html

Cisco Easy VPN White Paper

http://www.cisco.com/en/US/partner/netsol/ns340/ns394/ns171/ns27/networking_solutions_white_papers_list.html

Cisco Easy VPN Remote

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123t/123t_7/ftezvpnr.pdf
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1812J SDM config

lversion 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

!

hostname Router

|

boot-start-marker

boot-end-marker

!

no logging buffered

enable secret 5 $1$HkKz$nbBEh/L835LE3POV6LPqc1
|

aaa new-model

!

|

aaa authentication login default local

aaa authentication login sdm_vpn_xauth_ml_1 local
aaa authorization exec default local

aaa authorization network sdm_vpn_group_ml_1 local
!

aaa session-id common

|

resource policy

!

mmi polling-interval 60

no mmi auto-configure

no mmi pvc

mmi snmp-timeout 180

ip subnet-zero

!

!

ip cef
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no ip dhcp use vrf connected
!
|
no ip ips deny-action ips-interface
!
|
!
username cisco privilege 15 password 0 cisco
username sdmuser1 privilege 15 secret 5 $1$7aiw$jPeuahPNel6qdFo6XZnTn.
!
I
!
crypto isakmp policy 1
encr 3des
authentication pre-share
group 2
|
crypto isakmp policy 3
encr 3des
group 2
!
crypto isakmp client configuration group EZVPNgroup
key cisco123
dns 30.30.30.5
wins 30.30.30.5
domain cisco.com
pool SDM_POOL_1
acl 100
save-password
max-logins 5
!
!
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
!
crypto dynamic-map SDM_DYNMAP_1 1
set transform-set ESP-3DES-SHA
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reverse-route
!
|
crypto map SDM_CMAP_1 client authentication list sdm_vpn_xauth_ml_1
crypto map SDM_CMAP_1 isakmp authorization list sdm_vpn_group_ml_1
crypto map SDM_CMAP_1 client configuration address respond
crypto map SDM_CMAP_1 65535 ipsec-isakmp dynamic SDM_DYNMAP_1
!
!
|
interface BRIO
no ip address
shutdown
!
interface FastEthernet0
ip address 30.30.30.109 255.255.255.0
duplex auto
speed auto
|
interface FastEthernet1
description SETH-LAN$
ip address 66.1.1.109 255.255.255.0
duplex auto
speed auto
crypto map SDM_CMAP_1
|
interface FastEthernet2
!
interface FastEthernet3
|
interface FastEthernet4
!
interface FastEthernet5
!

interface FastEthernet6
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interface FastEthernet7
|
interface FastEthernet8
!
interface FastEthernet9
|
interface Vlan1
no ip address
!
ip local pool SDM_POOL_1 10.10.10.100 10.10.10.120
ip classless
ip route 10.10.10.0 255.255.255.0 FastEthernet1
!
I
ip http server
ip http authentication local
no ip http secure-server
!
access-list 100 remark SDM_ACL Category=4
access-list 100 permit ip 30.30.30.0 0.0.0.255 any
!
!
!
!
control-plane
!
!
line con 0
line aux 0

line vty 0 4
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