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Foreword

Cisco has had a dedicated Healthcare team offering ICT solutions into the NHS in England
and Wales since 1998. In that ten year period there has been significant change in the
Healthcare environment, and the NHS has become a more patient-led and joined-up
organisation. Cisco believes that a significant contributor to this change is the acceleration in
the deployment and use of technology to transform NHS business and clinical practice.

Standards and best practice are very important to any organisation deploying technology-
based solutions. The last time Cisco issued guidance on ICT infrastructure best practice for
NHS Trusts was during 2001 and 2002. At that time ‘Building the Information Core —
Implementing the NHS Plan’ (January 2001) was the key strategy document and the NHS
had set out to put technology at the heart of the National Plan stating: ‘To deliver the NHS
Plan, information and IT must be an intrinsic part of the agenda for change.” That Cisco
guidance was well received by all parts of the NHS, and widely incorporated at a Trust level.

With the recent release of ‘Our NHS, Our Future — The NHS Next Stage Review’ and the
Department of Health’s ‘Health Informatics Review’, Cisco believes that the time is right to
issue updated guidance and has as a result developed the Cisco Network Architecture
Blueprint for the NHS (C-NAB). The Blueprint comprises business and technical documents
showing the direct correlations that should be made between business requirements and
technology solutions. It also provides guidance on how Trusts might adopt an architectural
approach to ICT thus gaining maximum benefit from investments in ICT infrastructure in
support of key objectives such as:

A patient centred approach

A collaborative health community
Quiality, safety and security
Healthcare promotion
Sustainability challenges

This document is the first Annexe to C-NAB and studies Neighbourhood Health Centres
(Polyclinics) including the service transformation they will bring, stakeholder feedback and
how ICT is integral to a successful outcome. We hope this Annexe document informs your
approach to ICT and provides pointers on how technology can be embedded into your
business planning. Cisco believes that the right ICT foundation can lead to improvements in
service delivery and hence directly to better clinical outcomes. Please let us know if this is
your experience, and if this Blueprint has helped your organisation.

Terry Espiner - Regional Manager, UK Healthcare
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1. Introduction and Purpose
1.1 Background

The concept of Polyclinics in the United Kingdom National Health Service was first
introduced in 2007. Since then there has been much publicised debate as to their value and
viability as well as what potential benefit they will bring to patients and the general public.

In itself, the idea of bringing GP and other treatment services together is not new — the NHS
LIFT Programme for instance set out to provide accessible services designed around
patients’ needs and establishing better links between primary, community and social care
services. In addition, forerunners to the Polyclinics are operating successfully in England
and similar concepts exist abroad. However, one significant benefit of the Polyclinic
approach is that it supports the closer working between Primary and Secondary care
organisations that are mutually dependent. The NHS Confederation’s ‘Ildeas from Darzi:
Polyclinics’" states that Polyclinics will:

Integrate services to break down the ftraditional barrier between primary and secondary
care and to provide opportunities for specialists to work side by side with their colleagues in
primary care.

This will have the effect of making specialist services more accessible and supports a single
governance policy for Primary and Secondary care.

Overall the principle objective is improved service provision offering a base where most
routine healthcare needs can be met. The concept of Polyclinics also aligns with the shift of
moving care closer to the home. Whilst this can be debated, i.e. in some cases the distance
travelled to the Polyclinic is likely to be further than the traditional GP surgery, the benefits of
having multiple routine or chronic care services in the same building as GP services are
clear.

Polyclinics are also expected to be a big contributor to healthy living and well-being, i.e. the
shift to prevention rather than cure — this is expected to include innovative forms of
information sharing and is an area where technology can clearly play a significant role.

Finally, another significant advantage to patients and the public will be the extended opening
hours of Polyclinics in comparison to existing facilities, thereby improving general access to
healthcare.

" Ideas from Darzi:Polyclinics
http://www.nhsconfed.org/membersarea/downloads/download.asp?ref=383 8 &hash=ca6ae3ca6fbe2e489c4fc39bffadebe
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The use of the term Polyclinic is under review by many regions and NHS Trusts due to
media coverage and perceived negative connotations. A programme, known as Equitable
Access to Primary Medical Care (EAPMC)? services, has been established and several local
terms adopted, e.g. ‘GP led Health Centres’ and ‘Neighbourhood Health Centres’.

Note: hereafter, this document refers to Neighbourhood Health Centres as the
reference term for this type of facility.

1.2 Cisco’s Engagement

In September 2008, Cisco was invited to assist NHS Haringey with scoping infrastructure
requirements for Hornsey Central, a new Neighbourhood Health Centre due to be
commissioned in the first half of 2009. At the same time the London Programme for IT
(LPfIT) was seeking support for a similar but more generic scoping exercise on
Neighbourhood Health Centres.

In response to both, Cisco proposed a study of stakeholder and service requirements at
Hornsey Central and has used this study information to provide:

1. A specific report for NHS Haringey on infrastructure recommendations for the
Hornsey Clinic,

2. An abstracted, generic report (this document) on infrastructure recommendations for
Neighbourhood Health Centres which can be used across London and potentially the
wider NHS — treated as an Annexe to the Cisco Network Architecture Blueprint for the
NHS (C-NAB), described in section 3 of this document.

As part of the information gathering process, Cisco undertook a number of stakeholder
interviews throughout September and October 2008 with NHS Haringey, including clinical
leads, General Practitioners, Administration staff, Centre Managers and ICT leads. Cisco
would like to thank them for their participation and candour.

General information gleaned from these interviews is contained in section 2 of this document
and a stakeholder interviewee list is provided in Appendix A.

> EAPMC — Equitable Access to Primary Medical Care services
http://www.dh.gov.uk/en/Procurementandproposals/Procurement/ProcurementatPCTs/index.htm
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2. Key Drivers and Stakeholder Feedback

2.1 Introduction

Throughout the consultation process, Cisco interviewed 19 separate stakeholders
representing a variety of services that would play a significant role in the new Hornsey
Central clinic.

The stakeholder interviews focussed on current business practices and service delivery, and
how technology was being used to support both. In addition, stakeholders were asked for
their views on how technology could be used to support business and service transformation
with regard to the Neighbourhood Health Centre: at Hornsey Central specifically; and in the
wider context of the PCT.

In this section a representative account of stakeholder feedback is given and key challenges
and ambitions are identified.

2.1 Staff and Public Perceptions

Hornsey Central is believed to be one of the larger Neighbourhood Health Centres
accommodating around 180 staff and serving a community of 15000-20000. The intention is
to offer a broad range of services to complement those offered by GPs, including:

Diagnostic services
Minor surgery
Pharmacy
Physiotherapy
District Nursing
Community Nursing
School Nursing
Phlebotomy
Podiatry

Family planning
Sexual Health

And possibly X-Ray services

Interviewees were asked about their own, their colleagues’ and the public’'s perception of
Neighbourhood Health Centres. There was a fair degree of variance in responses and a
feeling from many that the public did not have the full picture. Concerns were dominated by
aspects of travel and accessibility. This included the availability of public transport and
general proximity for patients — particularly the elderly and vulnerable.

7 Annexe A: Neiahbourhood Health Centres
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GP reaction was generally positive but concerns were raised about continuity of care, i.e. the
availability of a patient’s regular GP and the associated risk of losing the personal touch.
This again was considered more of an issue for elderly patients whilst it was thought that the
young might actually enjoy the flexibility that will be offered.

There were also concerns raised about potential confusion for some more vulnerable
patients given the bigger premises — a need for clear signposting was raised on several
occasions.

The consensus, however, was that Hornsey Central would be larger, cleaner and brighter
than existing premises and that it would improve the quality of service offerings with better
and newer equipment and facilities. This would not only enable staff to provide higher
standards of patient care but could also help to improve staff productivity.

NHS Haringey is currently engaged in a promotion campaign to inform the public of the real
benefits that Hornsey Central will bring and hence counteracting some of the negative
publicity which has led some to believe that Neighbourhood Health Centres are ‘privatisation
by stealth’. This campaign involves public consultation in the form of workshops, visits to the
Hornsey Central site and meetings with community groups representing the disadvantaged.

2.2 Patient and Public Interface

There were a number of examples from stakeholders where the use of technology might
support patient services and afford public consultation. Some initiatives, either in use or
planned, included the ability for patients to check themselves in at the surgery using
interactive screens, thus freeing up the time of reception staff, and patients being given
pagers (inside the clinic) so that they could be called when their appointment was due — i.e.
freeing them from the seating area.

We found some interest in an interactive Internet site to which patients and the public could
address questions and which could be used for initiatives around health promotion. In
addition, several mentions were made of an existing programme known as ‘Expert Patients’
which allows sufferers of common conditions to set up their own community. Interest was
shown in enabling these communities through technology, i.e. through the use of ‘blogs’ and
interactive sites which could for instance generate repositories of ‘frequently asked
questions’ for other sufferers.

Adopting a patient booking system that could send out an SMS message notifying patients
with appointments the following day was another area of interest.

2.3 Shared Space — Virtual Working Environment

Neighbourhood Health Centres will offer many new ways of working; one of these being the
potential for a shared working environment. This approach means that desks which are

8 Annexe A: Neiahbourhood Health Centres
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traditionally unused for large parts of the day whilst the occupants are on home visits for
example, would become available during those times, hence promoting a better use of
space and resources.

In a shared working environment staff will be able to — or be expected to — ‘hot desk’ in an
area where users can dock a laptop, connect to the network, ‘log in’ to a phone to get their
own extension and complete tasks as required; subsequently vacating the space for the next
member of staff.

Current working practices may dictate the need for allocated desk space — however this
need is generally based on the amount of ‘staff-owned’ paperwork and the need for quiet
space where sensitive phone calls or appointments can be carried out. Our work with NHS
Haringey suggests that the amount of this ‘owned’ paperwork will diminish over time as new
IT systems come on line. In addition, facilities for quiet spaces, e.g. focus rooms, could be
made available. Feedback also suggested this change of working practice could present an
advantage by actually enforcing a clean desk policy.

GP reaction to the shared working environment differed, ranging from those who weren’t
keen, to those that were open to sharing as long as it was confined to the GP community.

Whilst there are no foreseeable practical or technical barriers to pursuing this model, it was
clear from the feedback offered that the cultural aspects of changing working practices in
this way are perhaps the most challenging.

2.4 Contact and Call Handling

One of the most common topics raised during the information gathering phase was that of
reception and/or switchboard facilities. Current practice in some Trusts is to have separate
reception desks for each service. This can be frustrating for patients who find themselves
queuing for long periods whilst the neighbouring queue is empty.

In some cases the whereabouts of staff is reported just by an in/out whiteboard; this leads to
inefficiencies, for instance if a call is picked up outside of the reception/ switchboard area
with no visibility of the whiteboard. Technical solutions are available today, such as
Presence-based systems that can address this type of problem (described in section 4.2.3).

NHS Haringey’s intention is to provide a single reception facility in Neighbourhood Health
Centres with common system access and shared resource across all services; this should
provide patients with a faster and more efficient service. Again technology can provide a
solution here, with call handling and routing intelligence built in.

9 Annexe A: Neiahbourhood Health Centres
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2.5 The Application Environment

At the time of our study with NHS Haringey, the Trust was close to going live with the new
RiO application; this is seen as the solution to some regularly-reported requirements,
including the eventual eradication of manual processes including bookings and referrals.

Overall, the most obvious frustration was the lack of systems interoperability. Many
stakeholders called for a consistent patient record that could be accessed by all tiers of care
— Primary including GP systems, Secondary care and Social Services. This is, of course, a
significant undertaking and, whilst outside the scope of this document, worthy of note
because of the number of occasions it was raised.

When asked about the importance of application availability, i.e. the impact of a ‘network
down’ situation, it was clear that this will become even more critical as dependence on
applications increases. Some application performance issues were also noted and, whilst
this could be related to available bandwidth of network connections, it could also be
associated with the behaviour of certain application types across high latency, wide-area
connections. Each Trust will need to assess its own application environment to establish the
need for application optimisation solutions to supplement available network bandwidth.

2.6 Collaborative Working

Many PCTs still depend on manual processes due to the lack of ICT functionality; this is
inefficient and can lead to delays. Examples of this include:

Receptionist picking up incoming calls due to a lack of call routing intelligence,
Traditional fax systems that need filed paper copies,

Time spent preparing referrals,

Convoluted security checks on incoming requests for patient information which dictate
multiple information exchanges, i.e. phone calls and faxes.

In contrast, during the information gathering process, stakeholders were asked what they
would find useful in their daily working lives. A selection of responses is given below:

e Non geographic numbers where one Neighbourhood Health Centre can backup
another,

e Personal Direct Inward Dial, but not to be given out to patients,
Voicemail and Unified Messaging — predominantly quoted for internal use,

e An automated method of dealing with the governance aspects of enquiries as
detailed above,

e The potential to escalate calls from audio to video and document sharing.

10 Annexe A: Neiahbourhood Health Centres



e R T

RN TR S S Adl
W B T ) B - ey
by L e

Cisco Network Architecture Blueprint for the NHS

Investment in collaboration tools can help make a difference from the perspective of time,
cost and carbon savings; one example would be three-way conferencing between GPs,
patients and remote specialists. Adopting this approach could provide many benefits:

e The GP would not be dependent on the patient’s recall of a specialist consultation
should the follow up letter not be available.

e Time spent dealing with manual referrals could be reduced as GPs could use
instantaneous referral by using a Presence enabled system that allowed the GP to
check availability instantly.

o Consultations supported by interpreters would work better with a video enabled
system — in particular supporting the use of sign language remotely — avoiding the
delay and travel associated with site visits.

Collaborative working during consultations would also support the ambition of having
consultants at the front line of healthcare. This could be complemented by audio/video
conferencing establishing a closer tie between consultants and the GPs. (Collaboration is
covered in section 4.2.5)

2.7 Information Governance

Adoption of a collaborative working policy will support information sharing inside the NHS, as
well as a closer working relationship with third parties such as Social Services. Employing
such technologies will also bring other benefits such as responsiveness and savings (in
time, cost and carbon).

Taking a collaborative approach does, however, introduce information governance
requirements and this should be considered in two ways:

e Where the collaboration engine resides — on or off premise solutions are available.
However whilst secure, ‘sandboxed’, hosted solutions are available, does the
sensitivity of shared data dictate that on premise solutions should only be used, i.e.
the information does not leave the NHS network ?

e Controlling the information that is being shared — ensuring participants are eligible to
take part in the collaboration session and that only appropriate information is shared.

These considerations and all information security procedures are generally documented in a
Trust's security policy; however tracking staff awareness and knowing whether the policy
has actually been read is problematical. Clearly this is a concern, and mandatory security
training using electronic acknowledgement would help to ensure staff are aware of the
correct protocols and procedures before using collaborative tools.

Another current area of concern is that of Data Leakage Prevention. There have been many

well publicised cases of information loss and theft over recent years and this is a concern in
general across the public sector. Most organisations have now moved to Trust supplied,

11 Annexe A: Neighbourhood Health Centres
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encrypted removable media devices such as USB sticks, however policy around the use of
personal removable media devices must also be enforced.

From a governance perspective, the virtual working environment can also present new
challenges. Given that many records are still paper-based their secure storage is paramount
in a shared space environment. As reported earlier this risk is expected to diminish over time
as more electronic systems come online and in the short term where a clean desk policy is
enforced.

In summary, information governance should be seen as a combination of defined policy and
its enforcement (see section 4.4).

2.8 Mobile and Remote Working

In this section we discuss various uses of mobile technology and how it is used today and
might help support business and service transformation in the future. We define mobile and
remote working as follows:

Remote working refers to working from home or while travelling. The term includes tele-
working, where a member of staff is formally based at a home office on a part or full time
basis.

Mobile working refers to working within the office environment but without the constraint of
being at a particular office or desk location.

Staff who spend a lot of their working day visiting patients in their homes were represented
in the stakeholder group and were asked what tools would help them with provisioned
remote access.

There were differing opinions with regard to the type of device that would be most effective.
In general a laptop was seen as a barrier between patient and carer and a mobile device
was preferred. Laptops, however, might be more appropriate for school nurses who are
more likely to be stationed in one place for the duration of their visit. For home visits a PDA-
style device would enable staff to retrieve and update records however a laptop would
present a better option for staff to ‘drop in’ to the nearest NHS or other PCT premise, or to
work from home. Whichever solution is selected, remote working would help save time in
preparing for home visits and updating notes either on site or after the round of visits is
finished.

Secure remote access solutions are available today that can support home and mobile
connectivity allowing the user to update patient notes etc without having to return to the
office environment. In addition, provision of a consistent networked environment across a
Trust would support the ability to ‘drop in’ to any PCT location, i.e. nearest to them at any
one time. Introducing standards for infrastructure can provide a consistent user experience

12 Annexe A: Neighbourhood Health Centres
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across the organisation with little or no need for user intervention. Today, solutions for home
working can package domestic and business use together — securely (see section 4.3.2). In
addition, telephony, video, wireless and collaboration services can be offered providing a
similar look and feel as to working in an office environment.

With regard to mobile working, if a flexible working policy based around shared space
environments is to succeed then Wireless technology is essential. With a consistent
configuration across the Neighbourhood Health Centres and other PCT premises, secure
connectivity can be offered seamlessly across the PCT estate. In addition it would be
possible to offer secure guest access provisioned for the public, visitors and contractors;
however this would need to be considered on an individual use case basis.

2.9 Building and Staff Security - Surveillance and Access Control

Neighbourhood Health Centres are just one category of remote building within a PCT.
Managing the physical security of all buildings is complicated as security needs vary widely,
as do the capabilities of legacy systems. In addition, requirements can change between
normal working hours and ‘out of hours’. Historically, solutions have been limited to remote
surveillance systems that can record video to a co-located station.

Today’s solutions offer flexibility and a joined up approach across the organisation. Access
control systems and surveillance systems can be combined to offer a centrally managed
solution across the network (see section 4.7).

2.10 Health Promotion, Signage and Training

One of the principle changes in healthcare today is the move towards prevention to help
scale service provision in the future. Clear linkage also exists to World Class Commissioning
described in the Department of Health’s ‘Delivering Care Closer to Home: Meeting the
Challenge’®

‘Key to World Class Commissioning will be the Joint Strategic Needs Assessment (JSNA) which
places greater emphasis on assessing and prioritising investments to support the shift from
treatment and diagnosis to prevention and the promotion of well-being, as PCTs move towards a
more strategic and partnership approach to commissioning for outcomes.’

Key components of this shift are health promotion and education to the general public,
however delivering on such an initiative will present its own scalability challenges; for
example, stakeholder feedback suggested 35,000 children in Haringey schools alone.

Some Trusts like NHS Haringey have already started work in this area with digital screens in
reception areas capable of delivering health awareness information. Extending these

* Delivering Care Closer to the Home: Meeting the Challenge -
http://www.dh.gov.uk/en/Healthcare/Ourhealthourcareoursay/DH 4139717

13 Annexe A: Neiahbourhood Health Centres
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facilities to include healthy eating, fitness, minor illness information and vaccination alerts
are all examples of benefits that could be offered in waiting time. This could also be seen as
an opportunity for Trusts to demonstrate partnerships with other community organisations
focussed on healthy living, for example fitness centres, charities etc.

Today’s solutions allow this information to be centrally controlled and distributed to multiple
locations, e.g. Neighbourhood Health Centres, other clinics and waiting areas across the
Trust. The same digital media system could provide appointment alerts when the GP or
specialist is available, and can be extended to other parts of the Neighbourhood Health
Centre for signposting information — for instance a concern highlighted for elderly and infirm
patients who may feel intimidated by the larger environment and are liable to be disoriented.

Finally, in the Governance section we highlighted the benefit of mandatory training systems
that require acknowledgement — this could be for policy control and awareness, induction
training as well as for ICT based training; for example supporting the roll out of new
applications. The same digital media system combined with a learning management system
could be used to provide desk based learning.

Section 4.6 covers Digital Media Systems.

2.11 Sustainability

The draft NHS Draft Carbon Reduction Strategy* sets a target of 60 per cent reduction in
carbon emissions by 2050 and it is clear that this policy has now started to filter down to
NHS staff aligned to strategy in ICT.

With respect to the Neighbourhood Health Centres, the lifecycle carbon footprint of the
buildings is likely to be a key element and technology can play a part through:

o Unified Communications, Collaboration and Mobility technologies will allow staff
members to optimise and reduce their levels of travel;

e Connected Real Estate (Intelligent Building) technologies will optimise the
management of hospital, clinic and office buildings to reduce energy usage to a
minimum;

e Data Centre virtualisation technologies will permit Data Centres and server rooms to
be designed and built to minimise energy usage whilst enhancing flexibility,
performance and resilience.

* Sustainable Development Unit — Draft Carbon reduction Strategy - http://www.sdu.nhs.uk/page.php?area_id=7
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3. Adopting an Architectural Approach

Neighbourhood Health Centres are small in nature in comparison with NHS buildings such
as PCT headquarters or Acute hospitals. However, it is important to consider the
Neighbourhood Health Centre as part of the overall PCT strategy. Many of the solutions that
could be deployed at a Neighbourhood Health Centre can be replicated elsewhere in the
Trust to provide similar business and service improvements. As the majority of these
solutions are based on a networked infrastructure, they are most suited to a centralised
model i.e. the controlling functions of any solution set are centralised with multiple remote
sites operating from them. Centralisation provides benefits such as less capital cost, less
equipment (local servers), less operational cost, uniform service and simpler deployment.

With this in mind, it is important to treat the Neighbourhood Health Centre as part of an
overall ICT architectural approach for a Trust. The architecture must be based on ICT
supporting the business; the linkage between business needs and technology is critical.

The Cisco Network Architecture Blueprint for the NHS (C-NAB), recently issued by Cisco,
can provide the base for this architecture.

3.1 Cisco Network Architecture Blueprint for the NHS (C-NAB)

In November 2008 Cisco issued new guidance on infrastructure for NHS organisations
known as the Cisco Network Architecture Blueprint for the NHS (C-NAB). The target
audience was Acute Trusts, Primary Care Trusts and Mental Health Trusts; however the
guidance is also suitable for use by other healthcare organisations.

Due to the timing of these documents, Neighbourhood Health Centres were not included
and as such an Annexe document (this document) was planned for release in December
2008, which with NHS Haringey permission contains information derived from Cisco’s work
with the Trust.

The C-NAB itself examines current and future NHS business drivers as well as potential
future developments in healthcare service delivery. It then explains the rationale behind an
architectural approach linking technology to the business thus ensuring current objectives
and foreseeable future ambitions are met. The architectural justification is not repeated here,
however readers are encouraged to consult the C-NAB documents in conjunction with this
document.

The output of the architectural part of C-NAB is a new Cisco Technical Reference Model for
the NHS which is shown below.
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Technical Reference Model Layers cisco

User or Service Context

Applications
ICT Services Layer ]

Embedded ICT Sub-System Services
Voice, video, messaging, conferencing and collaboration services. Content and
media management & delivery services. Building management services.

Core Services Layer

Services that Enhance Network Infrastructure
Enhanced Security, Identity, Application & Service Acceleration and
Power Management Services

Transport Layer
Foundation Physical Networks with Foundation Services

IP NGN, IP VPN, Wired and Wireless

Figure 3.1 The Technical Reference Model

Having established the need for an architectural approach, the blueprint goes on to provide
sample solution sets for NHS Trusts, initially establishing the foundation and required
intelligent services, subsequently overlaying advanced technologies for business benefit.
Thus, it establishes the value of technology as a strategic enabler rather than a cost centre
overhead.

3.2 Architecture and Neighbourhood Health Centres

The stakeholder feedback in section 2 identified many of the drivers facing Trusts with
regard to the roll out of Neighbourhood Health Centres. These can be used to establish a
template for Neighbourhood Health Centres but can also contribute to a Trust’'s wider ICT
strategy. This should be considered in four ways:

Efficiency and effectiveness
Business transformation
Service transformation
Sustainability

Because the Neighbourhood Health Centre should be considered as part of a centralised
ICT strategy within NHS Trusts, the architectural approach defined in C-NAB very much
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applies. The remainder of this document focuses on solution sets for Neighbourhood Health
Centres from building a robust and flexible foundation through to technology solutions that
can address the specific challenges highlighted in section 2 but also the wider PCT
requirements.
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4. Solutions Sets and Recommendations

Delivery of patient care depends on secure access to information at the point of need. The
architectural approach described in section 3 establishes the link between business drivers
for NHS organisations and the underpinning technology that supports the availability of that
information. The foundation of that architecture is the technology infrastructure itself. Unless
a robust and flexible foundation is built, everything that lies above it is at risk.

This section begins with the Transport layer — in effect the foundation technology essential
to support the applications that will in turn support the business. Thereafter other
technologies are introduced which can address many of the challenges and ambitions facing
PCTs today — from a Neighbourhood Health Centre perspective and as part of the PCT wide
ICT strategy. They also respond directly to stakeholder feedback.

4.1 Foundation Technology — The Transport Layer

The Foundation of the network is critical and needs to be designed, built and managed to
ensure continued operation even if a major component were to fail. Despite being relatively
small in scale, Neighbourhood Health Centre foundation infrastructure should be designed
using the same principles as any larger network, essentially dividing the network into well
known parts, consisting of the:

e Core/ Distribution Layer
e Access Layer
e WAN

Best practice design consists of a three-tier hierarchical model (excluding the WAN) with
each tier providing distinct functionality. These layers are Core, Distribution and Access. In
small sites it is acceptable to collapse the Core and Distribution layers into one single layer,
hence combining core and distribution functionality.

The Core/Distribution Layer should contain redundant switches supporting Access Layer
connectivity via redundant links. Using a chassis based switch provides optimum scalability,
redundancy and investment protection; however some smaller sites may be suited by
redundant high performing standalone switches. If possible the switches should be installed
in diverse locations in the building hence providing physical redundancy (power, fibre,
cooling etc).

Modern networks use the concept of Virtual LANs (VLANs) where multiple virtual instances
can exist on one physical segment hence supporting traffic separation. The Distribution layer
is responsible for routing between these VLANs and is where controls are implemented to
determine what traffic is allowed where.

18 Annexe A: Neiahbourhood Health Centres
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The Access Layer is the part of the network that users interact with. It is where PCs,
phones, printers and other end devices are connected. As well as being the user
connectivity point, the Access Layer should provide access control features, especially
important in public buildings or shared working environments, i.e. having the ability to
administer access privileges according to user or role. In addition the Access Layer should
be able to classify and police, by controlling how much bandwidth a device or application is
allowed.

Access Layer functionality is usually provided by one of three switch types - chassis,
standalone and stackable, however due to the smaller size of Neighbourhood Health
Centres in, options are generally confined to the latter two.

Standalone switches are most appropriate for small office or wiring closet environments
requiring typically 8 to 48 ports. Stackable switches are similar to standalone, but contain
stacking functionality — essentially connecting the backplane of the switches together using
a stacking cable. By combining switches in this way, much larger port densities can be
achieved and the stack can be regarded as a single entity. Stackable solutions have the
advantage of reducing the number of ports required at the Core and Distribution layer and
reduce management overhead. They are therefore a good choice for Neighbourhood Health
Centre environments.

Two or more switch stacks are recommended for redundancy and high availability purposes.
By distributing connections across the dual stacks, the effect of any unexpected downtime
can be mitigated. Other redundancy factors which can be applied include:

Stacks containing member switches with 24 ports rather than 48

The use of Uninterruptible Power Supplies (building or local)
Redundant Power Supply units (backing up the switch power supply)
The ability to fall back to a building Wireless LAN.

Power over Ethernet should also be considered at the Access layer supplying power through
the switch port for devices such as IP phones, Wireless LAN Access Points and IP CCTV
Cameras.

The Wide Area Network (WAN) layer provides connectivity to N3 (the national network) and
subsequently the Internet. (Note — topologies differ on a Trust by Trust basis). Positioning a
multi-functional device (router) here will direct traffic accordingly and provide services such
as firewall, intrusion prevention, Virtual Private Network services (including encryption) and
voice gateway. These services and their uses are discussed further later in this document.

Centrally hosting servers and applications minimises the associated administrative

overhead, for example the regular back-up of data which usually requires additional
resources combined with both on-site and off-site storage facilities. However, if for some

19 Annexe A: Neighbourhood Health Centres



BRI SR R S |- E
CISCO.  pumwt o Prem 38R TR
I G e il

By

Cisco Network Architecture Blueprint for the NHS

reason servers are required to be hosted at the Neighbourhood Health Centre, then
additional Access layer switches should be deployed to provide physical separation.

NIy
The Transport Layer CISCO
g . Cisco Catalyst 3750 orr__r\
I‘.:’.':: 1 7-_.‘; = = 3560 |
l . X g Opt\onal Layer2or? to the
. Access Layer

Core [ cemdstiarasn

Distribution

Layer 2 to the WAN

4 = s T lsR2so0sstOwth
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e — FYPIIP S oice y

1 o | ———= T Dualinkinto N3

providing access to ‘
centralised services

Figure 4.1 The Transport Layer

Figure 4.1 shows a typical LAN design for a Neighbourhood Health Centre with switch
options and N3 connected WAN.

4.1.1 Quality of Service

Networks today carry various types of traffic including voice, video and data and within these
traffic types themselves there are further classifications, e.g, imaging traffic compared with
e-mail. By default, networks forward packets on a first-in, first-out basis and there is no
prioritisation for latency sensitive traffic such as voice and video. Quality of Service (QoS) is
a set of tools contained in software that allows traffic to be differentiated.

The first step in a QoS design is to identify current and future traffic that will be traversing the
network and characterise its requirements. For example voice traffic is among the most
critical due to its sensitivity to packet loss, jitter and delay. Voice traffic should therefore be
placed in a strict priority queue, meaning that the voice traffic is forwarded ahead of any
other traffic in the network. Video traffic is also sensitive and can be sub-divided into various
categories such as video conferencing which requires voice-like QoS, while streaming video
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such as that which may be displayed in patient waiting areas can be placed lower in the
QoS hierarchy. Different types of data traffic should also be considered in terms of its
prioritisation demands and finally, bulk traffic (i.e. the remainder) is placed in the best effort
queue; this typically handles web browsing, email and other data applications.

4.2 Unified Communications

Traditionally, voice and data were deployed on separate technology platforms and networks
which required extra investment in infrastructure and resources. Today most manufacturers
agree that new voice technology deployments should be IP based and utilise the investment
made in a reliable network foundation. Additionally, an IP Voice solution allows many new
features and functionality to be combined providing a more feature rich experience such as
enabling a video call or even sharing a presentation, patient record or image. Collectively,
this is known as Unified Communications (UC) and consists of various components,
integrated to provide a feature rich experience. The following sub-sections describe:

Call Control: Cisco Unified Communications Manager
IP Phones

Off net calling: PSTN Gateways

Voicemail: Cisco Unity Connection

Presence: Cisco Unified Presence Server

Contact Centre: Cisco Unified Contact Centre Express
Collaboration: Cisco Unified MeetingPlace Express

4.2.1 Call Control, Phones and Gateways

Cisco Unified Communications Manager (CUCM) is an appliance based platform that
provides the call control, signal exchange and dial-tone to enable communication between
two or more devices to be established. As a minimum, two appliances should be used for
redundancy purposes creating a cluster. The cluster will always consist of a single publisher
and one or more subscribers. All phones register with the subscriber(s) and in the event of a
failure, phones will register with the backup subscriber.

It is possible to deploy the CUCMs on-site at the Neighbourhood Health Centre, however
this could provide an isolated deployment. A significant advantage can be gained by
adopting a centralised approach and over time rolling Unified Communications out across
the Trust, hence introducing mobility benefits and a consistent user experience. The
advantages of a centralised approach include less capital cost, less equipment (local
servers), less operational cost, uniform service and simpler deployments. (Note that CUCMs
located at the Neighbourhood Health Centre could form part of a centralised approach, i.e.
providing infrastructure requirements are met, the location of CUCMs is geographically
independent).
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Adopting a centralised approach also offers one of the key advantages of Unified
Communications — mobility. The ability to ‘log in’ to the phone (known as Extension Mobility)
and have the same user experience and Directory Number anywhere within the organisation
supports the ‘hot desking’ environment allowing users to have their own Directory Number,
speed dials and access rights wherever they may be working from. Figure 4.2 shows a
scalable, centralised design.
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Figure 4.2 Unified Communications

Point-to-point Video Conferencing can also be provided with the addition of Cisco Unified
Video Advantage software installed on a PC that is directly connected to the IP Phone. A
video call can be established by simply placing a call to another IP Phone. Alternatively, if
users don’t have a PC, Cisco and its partners can provide IP video phones.

Figure 4.2 also shows the PSTN (Public Switched Telephone Network) gateways that are
needed for users to place and receive off-net calls, i.e. outside of the organisation. Two or
more gateways offer redundancy and are typically provided using router platforms. The
redundant gateways can be located at geographically diverse sites as long as WAN
bandwidth and QoS is available to support the calls that need to traverse the WAN.
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4.2.2 Messaging

Messaging systems including Unified Messaging and Voicemail should be considered as
part of a Trust wide deployment. The drivers for messaging in Neighbourhood Health
Centres are very similar to that in other parts of NHS Trusts as documented in the main C-
NAB document and readers are advised to refer to this in order to be fully appraised of
messaging options.

4.2.3 Presence

One clearly identified requirement is the need to accurately communicate presence or
availability of staff in the centre at any given time.

The ability to find people’s presence can easily be added to the UC solution with the addition
of a Cisco Unified Presence Server (CUPS) and Cisco Unified Personal Communicator
(CUPC) on the users desktop. CUPC is a software tool that indicates the availability of staff
members in a ‘buddy list’ similar to that used in Instant Messaging tools. If available, contact
can be initiated using tools such as Instant Messaging, voice calls, video calls and even by
launching a web collaboration tool. This Presence functionality can also be extended to
mobile devices using Cisco Unified Mobile Communicator (CUMC) which could prove
valuable for Community and School Nurses.

4.2.4 Contact Centre

In clinics today, incoming calls are often routed directly to the receptionist. Very few of these
calls are intended for the receptionist themselves and most need to be forwarded to the
appropriate group. This causes inefficient use of the receptionist’s time including delays in
the receptionist attending to walk-in patients and in responding to incoming calls.

With the addition of Unified Contact Centre Express (UCCX) callers would be connected to
an Interactive Voice Response (IVR) system which allows callers to select the appropriate
service they require. In an emergency, callers could be transferred immediately to the
receptionist or even to the national emergency numbers automatically.

The solution can also help with groups of staff that are only in the clinic at certain times of
the day and available to take calls. UCCX has a flexible scripting capability to allow a pre-
recorded message to advise callers when the service is available and how to direct the call
'out of hours’. With UCCX, staff can even accept calls while working remotely using a
secure connection to the Trust as discussed later in section 4.3.2.

4.2.5 Collaboration Tools

Section 2 identified the need for closer collaboration between Trusts and third parties.
Significant work or personal time can be lost travelling to such meetings which many times
can be as short as an hour.
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Using Cisco Unified MeetingPlace Express, scheduled or ad hoc meetings can be held with
attendees in diverse locations. MeetingPlace provides both audio and video conferencing
capabilities for users to be able to hear and see other attendees and have a more interactive
experience.  The solution also offers web collaboration where users can share
presentations, documentation or patient records and even take control of a remote user’s
PC if required. Meetings can also be recorded to be viewed by others who were absent
from the meeting or used to verify actions and consensus.

One other identified ambition that could also be met is the ability to bring in consultants and
specialists into a consultation between the patient and the GP and the use of such a solution
could be extended to interpreter facilities — particularly using video for sign language.

4.2.6 Additional Features

Features such as dual mode phones could simplify the number of devices that mobile
workers have to carry or use. A dual mode device allows a user in the field to use the
mobile network to place and receive calls, but when in the office they can use the same
mobile device to make calls using the IP network. This reduces fees paid to mobile
providers while allowing users to use one device while in and out of the office.

Another option that could offer flexibility is a CUCM feature called Unified Mobility, better
known as Single Number Reach (SNR). SNR allows a call to ring simultaneously on various
phones such as mobile or home phone and the first device to pickup the call is used to
connect the user. The list of devices can be configured by the end user and enabled and
disabled automatically, manually or both, depending on the user preference. The solution
also supports simple transfer between the phones, allowing users to transfer calls between
their desk phone and mobile without the caller detecting a change.

4.3 Mobile and Remote Working

As described in section 2.8, this document defines Remote working as working from home
or while travelling, and Mobile working as working within the office environment but without
the constraint of being at a particular office or desk location.

4.3.1 Mobile Working

Mobility services are provided via a Wireless LAN (WLAN) network which gives users the
freedom to roam with their laptops, PDAs and other portable wireless capable devices.
Today’s WLAN solutions provide throughput of 54Mbps though the new 802.11n standard is
expected to be ratified shortly providing access speeds of up to 450Mbps. Cisco currently
supports the 802.11n draft 2 standard in a range of access points

Centralised WLANs are most commonly deployed and offer a feature rich solution while

reducing the operational cost by simplifying management. The solution includes Lightweight
Access Points that tunnel the user traffic back to a centralised controller. The user traffic
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can be securely separated to allow various levels of access including guest access which is
tunnelled back to a DMZ (De-Militarised Zone) providing guests with Internet only access
without compromising the internal network.

A robust security policy is paramount when deploying a WLAN, the two key aspects being
authentication and encryption. Figure 4.3.1 shows a typical Wireless LAN design with a GP
connecting to an internal server, however prior to establishing that connection, the GP must
be authenticated (the path shown by the red dotted line). The WLAN controller sends the
authentication request to the Access Control Server (ACS) using the RADIUS protocol. The
ACS server then verifies the GP’s credentials against Active Directory (AD) using Single
Sign On, i.e. the user does not have to re-enter credentials when trying to connect to the
WLAN, or have a separate set of credentials. The WLAN simply uses the credentials the
user entered when logging onto the PC. Once the connection is completed, traffic is
encrypted using standard protocols.
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Figure 4.3.1 Wireless LAN

The WLAN solution is managed centrally using a WLAN Control System (WCS) which
ensures that each access point and controller is configured with an appropriate and
consistent policy. Centralised WLAN design also provides additional benefits such as rogue
AP detection and signal strength adjustment.
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It is important to note that any WLAN implementation should have a site survey conducted to
establish numbers of Access Points required for optimum coverage.

4.3.2 Remote Working

Section 2.8 highlighted remote working as a solution that can save travel time and minimise
duplication of work, i.e. taking notes for system input later in the day. The idea of working
from home in a secure manner could also help GPs given the time that can be spent in the
surgery entering notes, reviewing and updating patient files. These tasks and others require
network access, but do not necessarily require the GP to be at the surgery. Meanwhile,
School nursing could use remote access to update children’s records while stationed at the
school.

These issues can be addressed by providing a local VPN gateway directly connected to the
Internet, and separate from the N3 WAN link (deployed in accordance with security policy).
The local gateway solution could be installed at the Neighbourhood Health Centre but in
order to provide a PCT wide service it could be deployed centrally as a shared resource
being protected and managed at the Data Centre.
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Figure 4.3.2 Remote Working
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Figure 4.3.2 shows a GP at home with a Cisco 800 Series router offering both WLAN and
PoE to power an IP Phone. The GP’s family only has access to the Internet using their own
devices and have complete separation from the Trust network. This is accomplished by
following the Cisco Virtual Office design guide® - a detailed architectural document including
configuration guides on how to design, build and deploy virtual office solutions.

A roaming, mobile user is also shown requiring access while away from the office, e.g. a GP
conducting a home visit. Using a mobile device with an Internet connection and a VPN
client, the user can securely connect to the same remote access gateway used for the
Virtual Office solution. A clientless solution where the session is established through a
secure web browser is also supported.

Authentication for all three VPN options is supported through the use of a central Access
Control Server linked to Active Directory.

4.4 Security

Information security consists of two main principles — policy and enforcement. The policy
defines acceptable practices and procedures; however it must be supported by
implementation - through both individual and organisational responsibility, and by using
technology solutions.

As previously established, two N3 WAN connections provide redundant access to national
applications, connection to other NHS sites and other services such as the Internet. Firewall
deployment at these perimeter points of the network mitigates compromise of a Trust's
network. Firewalls use the concept of trusted and untrusted zones. The internal network is
considered the trusted zone while the N3 or external network is untrusted. By default, policy
is to allow outbound connections but deny anything initiated inbound. However, exceptions
to these rules are usually implemented.

Firewalls were for a long time the mainstay of network security, however they have specific
functions and modern networks must be designed with a more holistic systems approach.
The Cisco Self Defending Network (SDN) provides a layered approach to security focussing
on the Endpoint, the Network, Content and Applications. SDN is covered in more detail in
the Cisco Network Architecture Blueprint for the NHS (C-NAB) and on Cisco’s website®.

Complementary to firewalls is the Intrusion Prevention System (IPS). The role of an IPS is to
analyse the traffic that is permitted to flow in and out of the network and determine if it is
behaving as legitimate traffic should - and to scan for known and unknown types of attacks.

> Cisco Virtual Office — Solutions Reference Network Design
http://www.cisco.com/en/US/solutions/collateral/ns340/ns517/ns430/ns855/guide_c07-495139.html
® Cisco Self Defending Network — http:/www.cisco.com/go/sdn
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Based on the IPS policy it can then perform several actions, such as block, rate-limit or
report.

Devices such as firewalls, IPS, switches and routers all provide logs which individually on
examination might seem fairly innocuous, however when combined might indicate that an
attack is in progress. Cisco Monitoring, Analysis and Reporting System (CS-MARS) devices
can be deployed centrally or locally to collect and correlate the logs from the centre’s
devices and provide an alert via email or SMS if an attack is in progress - and even
recommend what can be done to mitigate against the attack.

Figure 4.4.1 shows the security considerations for the Neighbourhood Health Centre and the
wider PCT, some of which are described in following sub-sections.
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Figure 4.4.1 Network Security

4.4.1 Network Admission Control

As mentioned previously the expectation is that Neighbourhood Health Centres will support
a shared working environment. Whilst there are no technical barriers to achieving this, there
are security considerations where for instance other non-NHS services are likely to be co-
located, e.g. Social Services and charity organisations. These non-NHS organisations will
still require access to the network either via the wired or wireless LAN and must therefore be
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segregated. A further consideration is that the centres will be public buildings and there is
therefore an inherent risk of the public gaining access to the network.

Historically, service provision to different but co-located organisations was achieved by
dedicating separate physical network infrastructure; however this is expensive, difficult to
manage and doesn’t prevent unauthorised users from connecting to accessible LAN ports.
This is where the concept of Network Admission Control (NAC) can help. The Cisco NAC
solution shown in Figure 4.4.2 focuses on two key services.

e The first is authentication, where every user that connects to the network needs to
authenticate before being granted access. Based on this authentication, the user is
then put into the appropriate Virtual LAN which has been configured with specific
access rights. If the user fails the authentication process then no access is given to

the user.

e The second service that the NAC performs is posture assessment to ensure that
devices connecting on the network have the required software such as operating
system version and service pack, and that anti-virus is installed and running to
minimise the risk of infected devices connecting onto the network. Devices that are
not up to date can be directed to download the required software before they are

allowed access to the network.
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Figure 4.4.2 Network Admission Control
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Cisco NAC is provided using two key components, the NAC Server and the NAC Manager.
Figure 4.4.2 shows the NAC Server intercepting the connection from the end user device
and forwarding the authentication request to the NAC Manager which queries an external
database such as AD to verify if the user is valid and what group to they belong to. This
information is then used to place the user in the correct virtual LAN where access is
controlled. In Figure 4.4.2 the Doctor has access to a NHS application while a non-medical
staff member connected on the same switch does not.

4.4.2 Data Leakage Prevention

Data leakage is where information is either lost or stolen by using removable media or by
moving from one application to another, such as copying and pasting information into an
Instant Messaging application or email. These risks can be mitigated by using agent
software to enforce policy.

Figure 4.4.1 shows Cisco Security Agent (CSA), a fully integrated endpoint security solution
that provides day-zero attack prevention without the need to update signature files. CSA
also provides Data Leakage Prevention (DLP) capability to match Trust policy hence
preventing patient information from being copied or moved. Optionally, if data does have to
be moved, then CSA can launch a window that can advise the user on the security policy
and have them acknowledge that they have read the policy prior to granting the access to
move the data. The event would also be logged to show when and what caused the event
to occur which can then be reviewed by the security team.

Whilst DLP issues are not specific to the Neighbourhood Health Centre it does have
particular emphasis given the shared working environment. It is also worthy of further
consideration at a Trust ICT strategy level.

4.5 Application Optimisation

In recent years the trend has been towards centralised applications and services on servers
housed in Data Centres with associated benefits such as cost reduction, ease of
management, disaster recovery and controlled backups. Whilst these benefits are clear this
can however lead to a degraded user experience at remote locations even if a good QoS
design has been implemented on both the LAN and the WAN. This is not only associated
with lack of available bandwidth in the WAN environment but also the nature of some
applications — for instance those that use protocols originally designed for use in LAN
environments.

Cisco Wide Area Application Services (WAAS) allows organisations to continue to centralise
servers, but helps ensure that remote users enjoy LAN like performance. WAAS optimises
traffic using various methods, such as the reduction of redundant information, compression,
pre-positioning of data at the remote site, and caching. Figure 4.5 shows the three key
components in a WAAS solution, a Wide-area Application Engine (WAE) at the Data Centre,
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a WAE at the remote site, and finally the WAAS Central Manager which provides a single
point for management and reporting.
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Figure 4.5 Wide Area Application Services

4.6 Digital Media Systems

Health Promotion is a key initiative in order to promote healthier living and to educate the
general public. Aside from traditional media such as pamphlets, TV and newspaper
advertisements, technology can supplement this effort. Using web tools to support patient
and public interaction is one avenue worth exploring but new technologies such as Digital
Media Systems (DMS) introduce new opportunities.

By taking advantage of lost time in reception areas and waiting areas patients can be made
aware of the latest and relevant Health Promotion advice while waiting to be seen, either by
a GP or another service provided at the Neighbourhood Health Centre. The DMS solution
can play streaming video, live broadcast video, slide shows and other digital images and
could also offer dynamic digital directories to inform patients where services and community
events are being held within the Centre. Other potential uses include signposting,
emergency evacuation notices and GP availability. Advertising (according to Trust policy) of
local healthcare and other services could lead to a return on investment hence delivering
benefit to patients with limited overall cost.
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