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Foreword 
Ci sco h as h ad a dedi cated H ealth care team  offeri ng ICT solu ti ons i nto th e N H S  i n E ngland 
and W ales si nce 1998. In th at ten y ear p eri od th ere h as b een si gni fi cant ch ange i n th e 
H ealth care env i ronm ent, and th e N H S  h as b ecom e a m ore p ati ent-led and j oi ned-u p  
organi sati on. Ci sco b eli ev es th at a si gni fi cant contri b u tor to th i s ch ange i s th e accelerati on i n 
th e dep loy m ent and u se of tech nology  to transform  N H S  b u si ness and cli ni cal p racti ce. 
 
S tandards and b est p racti ce are v ery  i m p ortant to any  organi sati on dep loy i ng tech nology -
b ased solu ti ons. Th e last ti m e Ci sco i ssu ed gu i dance on ICT i nfrastru ctu re b est p racti ce for 
N H S  Tru sts w as du ri ng 20 0 1 and 20 0 2. At th at ti m e ‘B u i ldi ng th e Inform ati on Core – 
Im p lem enti ng th e N H S  P lan’  ( J anu ary  20 0 1)  w as th e k ey  strategy  docu m ent and th e N H S  
h ad set ou t to p u t tech nology  at th e h eart of th e N ati onal P lan stati ng: ‘T o  d e l i v e r  t h e  N H S  
P l a n ,  i n f o r m a t i o n  a n d  I T  m u s t  b e  a n  i n t r i n s i c  p a r t  o f  t h e  a g e n d a  f o r  c h a n g e . ’  Th at Ci sco 
gu i dance w as w ell recei v ed b y  all p arts of th e N H S , and w i dely  i ncorp orated at a Tru st lev el. 
 
W i th  th e recent release of ‘O u r N H S , O u r Fu tu re – Th e N H S  N ex t S tage R ev i ew ’  and th e 
Dep artm ent of H ealth ’ s ‘H ealth  Inform ati cs R ev i ew ’ , Ci sco b eli ev es th at th e ti m e i s ri gh t to 
i ssu e u p dated gu i dance and h as as a resu lt dev elop ed th e Ci sco N etw ork  Arch i tectu re 
B lu ep ri nt for th e N H S  ( C-N AB ) . Th e B lu ep ri nt com p ri ses b u si ness and tech ni cal docu m ents 
sh ow i ng th e di rect correlati ons th at sh ou ld b e m ade b etw een b u si ness req u i rem ents and 
tech nology  solu ti ons. It also p rov i des gu i dance on h ow  Tru sts m i gh t adop t an arch i tectu ral 
ap p roach  to ICT th u s gai ni ng m ax i m u m  b enefi t from  i nv estm ents i n ICT i nfrastru ctu re i n 
su p p ort of k ey  ob j ecti v es su ch  as: 
 

• A p ati ent centred ap p roach  
• A collab orati v e h ealth  com m u ni ty  
• Q u ali ty , safety  and secu ri ty  
• H ealth care p rom oti on 
• S u stai nab i li ty  ch allenges 

 
Th i s docu m ent i s th e fi rst Annex e to C-N AB  and stu di es N ei gh b ou rh ood H ealth  Centres 
( P oly cli ni cs)  i nclu di ng th e serv i ce transform ati on th ey  w i ll b ri ng, stak eh older feedb ack  and 
h ow  ICT i s i ntegral to a su ccessfu l ou tcom e. W e h op e th i s Annex e docu m ent i nform s y ou r 
ap p roach  to ICT and p rov i des p oi nters on h ow  tech nology  can b e em b edded i nto y ou r 
b u si ness p lanni ng. Ci sco b eli ev es th at th e ri gh t ICT fou ndati on can lead to i m p rov em ents i n 
serv i ce deli v ery  and h ence di rectly  to b etter cli ni cal ou tcom es. P lease let u s k now  i f th i s i s 
y ou r ex p eri ence, and i f th i s B lu ep ri nt h as h elp ed y ou r organi sati on. 
 
 
Terry  E sp i ner - R egi onal M anager, U K  H ealth care 
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1 .  I n t rodu c t i on  a n d P u rp os e 
1.1 Background 
 
Th e concep t of P oly cli ni cs i n th e U ni ted K i ngdom  N ati onal H ealth  S erv i ce w as fi rst 
i ntrodu ced i n 20 0 7. S i nce th en th ere h as b een m u ch  p u b li ci sed deb ate as to th ei r v alu e and 
v i ab i li ty  as w ell as w h at p otenti al b enefi t th ey  w i ll b ri ng to p ati ents and th e general p u b li c. 
 
In i tself, th e i dea of b ri ngi ng G P  and oth er treatm ent serv i ces togeth er i s not new  – th e N H S  
L IFT P rogram m e for i nstance set ou t to p rov i de accessi b le serv i ces desi gned arou nd 
p ati ents’  needs and estab li sh i ng b etter li nk s b etw een p ri m ary , com m u ni ty  and soci al care 
serv i ces. In addi ti on, foreru nners to th e P oly cli ni cs are op erati ng su ccessfu lly  i n E ngland 
and si m i lar concep ts ex i st ab road. H ow ev er, one si gni fi cant b enefi t of th e P oly cli ni c 
ap p roach  i s th at i t su p p orts th e closer w ork i ng b etw een P ri m ary  and S econdary  care 
organi sati ons th at are m u tu ally  dep endent. Th e N H S  Confederati on’ s ‘Ideas from  Darz i : 
P oly cli ni cs’ 1 states th at P oly cli ni cs w i ll: 
 
Integrate services t o  b r e a k  d o w n  t h e  t r a d i t i o n a l  b a r r i e r  b e t w e e n  p r i m a r y  a n d  s e c o n d a r y  
c a r e  a n d  t o  p r o v i d e  o p p o r t u n i t i e s  f o r  s p e c i a l i s t s  t o  w o r k  s i d e  b y  s i d e  w i t h  t h e i r  c o l l e a g u e s  i n  
p r i m a r y  c a r e .  
 
Th i s w i ll h av e th e effect of m ak i ng sp eci ali st serv i ces m ore accessi b le and su p p orts a si ngle 
gov ernance p oli cy  for P ri m ary  and S econdary  care. 
 
O v erall th e p ri nci p le ob j ecti v e i s i m p rov ed serv i ce p rov i si on offeri ng a b ase w h ere m ost 
rou ti ne h ealth care needs can b e m et. Th e concep t of P oly cli ni cs also ali gns w i th  th e sh i ft of 
m ov i ng care closer to th e h om e. W h i lst th i s can b e deb ated, i .e. i n som e cases th e di stance 
trav elled to th e P oly cli ni c i s li k ely  to b e fu rth er th an th e tradi ti onal G P  su rgery , th e b enefi ts of 
h av i ng m u lti p le rou ti ne or ch roni c care serv i ces i n th e sam e b u i ldi ng as G P  serv i ces are 
clear. 
 
P oly cli ni cs are also ex p ected to b e a b i g contri b u tor to h ealth y  li v i ng and w ell-b ei ng, i .e. th e 
sh i ft to p rev enti on rath er th an cu re – th i s i s ex p ected to i nclu de i nnov ati v e form s of 
i nform ati on sh ari ng and i s an area w h ere tech nology  can clearly  p lay  a si gni fi cant role. 
 
Fi nally , anoth er si gni fi cant adv antage to p ati ents and th e p u b li c w i ll b e th e ex tended op eni ng 
h ou rs of P oly cli ni cs i n com p ari son to ex i sti ng faci li ti es, th ereb y  i m p rov i ng general access to 
h ealth care. 
 
                                            
1 Ideas from Darzi:Polyclinics 
h t t p :/ / w w w . nh sconfed. org / memb ersarea/ dow nloads/ dow nload. asp ? ref= 3 8 3 8 & h ash = ca6 ae3 ca6 fb e2 e4 8 f9 c4 fc3 9 b ffa9 eb e 
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Th e u se of th e term  P oly cli ni c i s u nder rev i ew  b y  m any  regi ons and N H S  Tru sts du e to 
m edi a cov erage and p ercei v ed negati v e connotati ons. A p rogram m e, k now n as E q u i tab le 
Access to P ri m ary  M edi cal Care ( E AP M C) 2 serv i ces, h as b een estab li sh ed and sev eral local 
term s adop ted, e.g. ‘G P  led H ealth  Centres’  and ‘N ei gh b ou rh ood H ealth  Centres’ .  
 
N ot e:  h erea f t er, t h i s doc u m en t  ref ers t o N ei g h b ou rh ood H ea l t h  C en t res a s t h e 
ref eren c e t erm  f or t h i s t y p e of  f a c i l i t y . 
 
1.2  C i sco’ s E ngage m e nt   
 
In S ep tem b er 20 0 8, Ci sco w as i nv i ted to assi st N H S  H ari ngey  w i th  scop i ng i nfrastru ctu re 
req u i rem ents for H ornsey  Central, a new  N ei gh b ou rh ood H ealth  Centre du e to b e 
com m i ssi oned i n th e fi rst h alf of 20 0 9. At th e sam e ti m e th e L ondon P rogram m e for IT 
( L P fIT)  w as seek i ng su p p ort for a si m i lar b u t m ore generi c scop i ng ex erci se on 
N ei gh b ou rh ood H ealth  Centres.  
 
In resp onse to b oth , Ci sco p rop osed a stu dy  of stak eh older and serv i ce req u i rem ents at 
H ornsey  Central and h as u sed th i s stu dy  i nform ati on to p rov i de: 
 

1. A sp eci fi c rep ort for N H S  H ari ngey  on i nfrastru ctu re recom m endati ons for th e 
H ornsey  Cli ni c, 

 
2. An ab stracted, generi c rep ort ( th i s docu m ent)  on i nfrastru ctu re recom m endati ons for 

N ei gh b ou rh ood H ealth  Centres w h i ch  can b e u sed across L ondon and p otenti ally  th e 
w i der N H S  – treated as an Annex e to th e Ci sco N etw ork  Arch i tectu re B lu ep ri nt for th e 
N H S  ( C-N AB ) , descri b ed i n secti on 3 of th i s docu m ent. 

 
As p art of th e i nform ati on gath eri ng p rocess, Ci sco u ndertook  a nu m b er of stak eh older 
i nterv i ew s th rou gh ou t S ep tem b er and O ctob er 20 0 8 w i th  N H S  H ari ngey , i nclu di ng cli ni cal 
leads, G eneral P racti ti oners, Adm i ni strati on staff, Centre M anagers and ICT leads. Ci sco 
w ou ld li k e to th ank  th em  for th ei r p arti ci p ati on and candou r. 
 
G eneral i nform ati on gleaned from  th ese i nterv i ew s i s contai ned i n secti on 2 of th i s docu m ent 
and a stak eh older i nterv i ew ee li st i s p rov i ded i n Ap p endi x  A. 
 

                                            
2 E A PM C  – E q u it ab le A ccess t o Primary M edical C are serv ices 
h t t p :/ / w w w . dh . g ov . u k / en/ Procu rement andp rop osals/ Procu rement / Procu rement at PC T s/ index . h t m 
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2 .  K ey  D ri v ers  a n d S t a k eh ol der Feedb a c k  
2 .1 I nt roduct i on 
Th rou gh ou t th e consu ltati on p rocess, Ci sco i nterv i ew ed 19 sep arate stak eh olders 
rep resenti ng a v ari ety  of serv i ces th at w ou ld p lay  a si gni fi cant role i n th e new  H ornsey  
Central cli ni c.  
 
Th e stak eh older i nterv i ew s focu ssed on cu rrent b u si ness p racti ces and serv i ce deli v ery , and 
h ow  tech nology  w as b ei ng u sed to su p p ort b oth . In addi ti on, stak eh olders w ere ask ed for 
th ei r v i ew s on h ow  tech nology  cou ld b e u sed to su p p ort b u si ness and serv i ce transform ati on 
w i th  regard to th e N ei gh b ou rh ood H ealth  Centre: at H ornsey  Central sp eci fi cally ; and i n th e 
w i der contex t of th e P CT. 
 
In th i s secti on a rep resentati v e accou nt of stak eh older feedb ack  i s gi v en and k ey  ch allenges 
and am b i ti ons are i denti fi ed.  
2 .1 S t af f  and P ub l i c P e rce p t i ons 
H ornsey  Central i s b eli ev ed to b e one of th e larger N ei gh b ou rh ood H ealth  Centres 
accom m odati ng arou nd 180  staff and serv i ng a com m u ni ty  of 150 0 0 -20 0 0 0 . Th e i ntenti on i s 
to offer a b road range of serv i ces to com p lem ent th ose offered b y  G P s, i nclu di ng: 
 

• Di agnosti c serv i ces 
• M i nor su rgery  
• P h arm acy  
• P h y si oth erap y   
• Di stri ct N u rsi ng  
• Com m u ni ty  N u rsi ng  
• S ch ool N u rsi ng  
• P h leb otom y    
• P odi atry  
• Fam i ly  p lanni ng  
• S ex u al H ealth   
• And p ossi b ly  X -R ay  serv i ces 

 
Interv i ew ees w ere ask ed ab ou t th ei r ow n, th ei r colleagu es’  and th e p u b li c’ s p ercep ti on of 
N ei gh b ou rh ood H ealth  Centres. Th ere w as a fai r degree of v ari ance i n resp onses and a 
feeli ng from  m any  th at th e p u b li c di d not h av e th e fu ll p i ctu re. Concerns w ere dom i nated b y  
asp ects of trav el and accessi b i li ty . Th i s i nclu ded th e av ai lab i li ty  of p u b li c transp ort and 
general p rox i m i ty  for p ati ents – p arti cu larly  th e elderly  and v u lnerab le.  
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G P  reacti on w as generally  p osi ti v e b u t concerns w ere rai sed ab ou t conti nu i ty  of care, i .e. th e 
av ai lab i li ty  of a p ati ent’ s regu lar G P  and th e associ ated ri sk  of losi ng th e p ersonal tou ch . 
Th i s agai n w as consi dered m ore of an i ssu e for elderly  p ati ents w h i lst i t w as th ou gh t th at th e 
y ou ng m i gh t actu ally  enj oy  th e flex i b i li ty  th at w i ll b e offered. 
 
Th ere w ere also concerns rai sed ab ou t p otenti al confu si on for som e m ore v u lnerab le 
p ati ents gi v en th e b i gger p rem i ses – a need for clear si gnp osti ng w as rai sed on sev eral 
occasi ons. 
 
Th e consensu s, h ow ev er, w as th at H ornsey  Central w ou ld b e larger, cleaner and b ri gh ter 
th an ex i sti ng p rem i ses and th at i t w ou ld i m p rov e th e q u ali ty  of serv i ce offeri ngs w i th  b etter 
and new er eq u i p m ent and faci li ti es. Th i s w ou ld not only  enab le staff to p rov i de h i gh er 
standards of p ati ent care b u t cou ld also h elp  to i m p rov e staff p rodu cti v i ty .   
 
N H S  H ari ngey  i s cu rrently  engaged i n a p rom oti on cam p ai gn to i nform  th e p u b li c of th e real 
b enefi ts th at H ornsey  Central w i ll b ri ng and h ence cou nteracti ng som e of th e negati v e 
p u b li ci ty  w h i ch  h as led som e to b eli ev e th at N ei gh b ou rh ood H ealth  Centres are ‘p ri v ati sati on 
b y  stealth ’ . Th i s cam p ai gn i nv olv es p u b li c consu ltati on i n th e form  of w ork sh op s, v i si ts to th e 
H ornsey  Central si te and m eeti ngs w i th  com m u ni ty  grou p s rep resenti ng th e di sadv antaged. 
2 .2  P at i e nt  and P ub l i c I nt e rf ace  
Th ere w ere a nu m b er of ex am p les from  stak eh olders w h ere th e u se of tech nology  m i gh t 
su p p ort p ati ent serv i ces and afford p u b li c consu ltati on. S om e i ni ti ati v es, ei th er i n u se or 
p lanned, i nclu ded th e ab i li ty  for p ati ents to ch eck  th em selv es i n at th e su rgery  u si ng 
i nteracti v e screens, th u s freei ng u p  th e ti m e of recep ti on staff; and p ati ents b ei ng gi v en 
p agers ( i nsi de th e cli ni c)  so th at th ey  cou ld b e called w h en th ei r ap p oi ntm ent w as du e – i .e. 
freei ng th em  from  th e seati ng area.  
 
W e fou nd som e i nterest i n an i nteracti v e Internet si te to w h i ch  p ati ents and th e p u b li c cou ld 
address q u esti ons and w h i ch  cou ld b e u sed for i ni ti ati v es arou nd h ealth  p rom oti on. In 
addi ti on, sev eral m enti ons w ere m ade of an ex i sti ng p rogram m e k now n as ‘E x p ert P ati ents’  
w h i ch  allow s su fferers of com m on condi ti ons to set u p  th ei r ow n com m u ni ty . Interest w as 
sh ow n i n enab li ng th ese com m u ni ti es th rou gh  tech nology , i .e. th rou gh  th e u se of ‘b logs’  and 
i nteracti v e si tes w h i ch  cou ld for i nstance generate rep osi tori es of ‘freq u ently  ask ed 
q u esti ons’  for oth er su fferers. 
 
Adop ti ng a p ati ent b ook i ng sy stem  th at cou ld send ou t an S M S  m essage noti fy i ng p ati ents 
w i th  ap p oi ntm ents th e follow i ng day  w as anoth er area of i nterest. 
2 .3  S h are d S p ace  – V i rt ual  W orki ng E nv i ronm e nt  
N ei gh b ou rh ood H ealth  Centres w i ll offer m any  new  w ay s of w ork i ng; one of th ese b ei ng th e 
p otenti al for a sh ared w ork i ng env i ronm ent. Th i s ap p roach  m eans th at desk s w h i ch  are 
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tradi ti onally  u nu sed for large p arts of th e day  w h i lst th e occu p ants are on h om e v i si ts for 
ex am p le, w ou ld b ecom e av ai lab le du ri ng th ose ti m es, h ence p rom oti ng a b etter u se of 
sp ace and resou rces.  
 
In a sh ared w ork i ng env i ronm ent staff w i ll b e ab le to – or b e ex p ected to – ‘h ot desk ’  i n an 
area w h ere u sers can dock  a lap top , connect to th e netw ork , ‘log i n’  to a p h one to get th ei r 
ow n ex tensi on and com p lete task s as req u i red; su b seq u ently  v acati ng th e sp ace for th e nex t 
m em b er of staff. 
 
Cu rrent w ork i ng p racti ces m ay  di ctate th e need for allocated desk  sp ace – h ow ev er th i s 
need i s generally  b ased on th e am ou nt of ‘staff-ow ned’  p ap erw ork  and th e need for q u i et 
sp ace w h ere sensi ti v e p h one calls or ap p oi ntm ents can b e carri ed ou t. O u r w ork  w i th  N H S  
H ari ngey  su ggests th at th e am ou nt of th i s ‘ow ned’  p ap erw ork  w i ll di m i ni sh  ov er ti m e as new  
IT sy stem s com e on li ne. In addi ti on, faci li ti es for q u i et sp aces, e.g. focu s room s, cou ld b e 
m ade av ai lab le. Feedb ack  also su ggested th i s ch ange of w ork i ng p racti ce cou ld p resent an 
adv antage b y  actu ally  enforci ng a clean desk  p oli cy . 
 
G P  reacti on to th e sh ared w ork i ng env i ronm ent di ffered, rangi ng from  th ose w h o w eren’ t 
k een, to th ose th at w ere op en to sh ari ng as long as i t w as confi ned to th e G P  com m u ni ty .  
 
W h i lst th ere are no foreseeab le p racti cal or tech ni cal b arri ers to p u rsu i ng th i s m odel, i t w as 
clear from  th e feedb ack  offered th at th e cu ltu ral asp ects of ch angi ng w ork i ng p racti ces i n 
th i s w ay  are p erh ap s th e m ost ch allengi ng. 
2 .4  C ont act  and C al l  H andl i ng 
O ne of th e m ost com m on top i cs rai sed du ri ng th e i nform ati on gath eri ng p h ase w as th at of 
recep ti on and/ or sw i tch b oard faci li ti es. Cu rrent p racti ce i n som e Tru sts i s to h av e sep arate 
recep ti on desk s for each  serv i ce. Th i s can b e fru strati ng for p ati ents w h o fi nd th em selv es 
q u eu i ng for long p eri ods w h i lst th e nei gh b ou ri ng q u eu e i s em p ty . 
 
In som e cases th e w h ereab ou ts of staff i s rep orted j u st b y  an i n/ ou t w h i teb oard; th i s leads to 
i neffi ci enci es, for i nstance i f a call i s p i ck ed u p  ou tsi de of th e recep ti on/  sw i tch b oard area 
w i th  no v i si b i li ty  of th e w h i teb oard. Tech ni cal solu ti ons are av ai lab le today , su ch  as 
P resence-b ased sy stem s th at can address th i s ty p e of p rob lem  ( descri b ed i n secti on 4.2.3) .  
 
N H S  H ari ngey ’ s i ntenti on i s to p rov i de a si ngle recep ti on faci li ty  i n N ei gh b ou rh ood H ealth  
Centres w i th  com m on sy stem  access and sh ared resou rce across all serv i ces; th i s sh ou ld 
p rov i de p ati ents w i th  a faster and m ore effi ci ent serv i ce. Agai n tech nology  can p rov i de a 
solu ti on h ere, w i th  call h andli ng and rou ti ng i ntelli gence b u i lt i n. 
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2 .5  T h e  A p p l i cat i on E nv i ronm e nt  
At th e ti m e of ou r stu dy  w i th  N H S  H ari ngey , th e Tru st w as close to goi ng li v e w i th  th e new  
R i O  ap p li cati on; th i s i s seen as th e solu ti on to som e regu larly -rep orted req u i rem ents, 
i nclu di ng th e ev entu al eradi cati on of m anu al p rocesses i nclu di ng b ook i ngs and referrals.  
 
O v erall, th e m ost ob v i ou s fru strati on w as th e lack  of sy stem s i nterop erab i li ty . M any  
stak eh olders called for a consi stent p ati ent record th at cou ld b e accessed b y  all ti ers of care 
– P ri m ary  i nclu di ng G P  sy stem s, S econdary  care and S oci al S erv i ces. Th i s i s, of cou rse, a 
si gni fi cant u ndertak i ng and, w h i lst ou tsi de th e scop e of th i s docu m ent, w orth y  of note 
b ecau se of th e nu m b er of occasi ons i t w as rai sed. 
 
W h en ask ed ab ou t th e i m p ortance of ap p li cati on av ai lab i li ty , i .e. th e i m p act of a ‘netw ork  
dow n’  si tu ati on, i t w as clear th at th i s w i ll b ecom e ev en m ore cri ti cal as dep endence on 
ap p li cati ons i ncreases. S om e ap p li cati on p erform ance i ssu es w ere also noted and, w h i lst 
th i s cou ld b e related to av ai lab le b andw i dth  of netw ork  connecti ons, i t cou ld also b e 
associ ated w i th  th e b eh av i ou r of certai n ap p li cati on ty p es across h i gh  latency , w i de-area 
connecti ons. E ach  Tru st w i ll need to assess i ts ow n ap p li cati on env i ronm ent to estab li sh  th e 
need for ap p li cati on op ti m i sati on solu ti ons to su p p lem ent av ai lab le netw ork  b andw i dth . 
2 .6  C ol l ab orat i v e  W orki ng 
M any  P CTs sti ll dep end on m anu al p rocesses du e to th e lack  of ICT fu ncti onali ty ; th i s i s 
i neffi ci ent and can lead to delay s. E x am p les of th i s i nclu de: 
 

• R ecep ti oni st p i ck i ng u p  i ncom i ng calls du e to a lack  of call rou ti ng i ntelli gence, 
• Tradi ti onal fax  sy stem s th at need fi led p ap er cop i es, 
• Ti m e sp ent p rep ari ng referrals, 
• Conv olu ted secu ri ty  ch eck s on i ncom i ng req u ests for p ati ent i nform ati on w h i ch  di ctate 

m u lti p le i nform ati on ex ch anges, i .e. p h one calls and fax es.  
 
In contrast, du ri ng th e i nform ati on gath eri ng p rocess, stak eh olders w ere ask ed w h at th ey  
w ou ld fi nd u sefu l i n th ei r dai ly  w ork i ng li v es. A selecti on of resp onses i s gi v en b elow : 
 

• N on geograp h i c nu m b ers w h ere one N ei gh b ou rh ood H ealth  Centre can b ack u p  
anoth er, 

• P ersonal Di rect Inw ard Di al, b u t not to b e gi v en ou t to p ati ents, 
• V oi cem ai l and U ni fi ed M essagi ng – p redom i nantly  q u oted for i nternal u se, 
• An au tom ated m eth od of deali ng w i th  th e gov ernance asp ects of enq u i ri es as 

detai led ab ov e, 
• Th e p otenti al to escalate calls from  au di o to v i deo and docu m ent sh ari ng. 
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Inv estm ent i n collab orati on tools can h elp  m ak e a di fference from  th e p ersp ecti v e of ti m e, 
cost and carb on sav i ngs; one ex am p le w ou ld b e th ree-w ay  conferenci ng b etw een G P s, 
p ati ents and rem ote sp eci ali sts. Adop ti ng th i s ap p roach  cou ld p rov i de m any  b enefi ts:  
 

• Th e G P  w ou ld not b e dep endent on th e p ati ent’ s recall of a sp eci ali st consu ltati on 
sh ou ld th e follow  u p  letter not b e av ai lab le. 

• Ti m e sp ent deali ng w i th  m anu al referrals cou ld b e redu ced as G P s cou ld u se 
i nstantaneou s referral b y  u si ng a P resence enab led sy stem  th at allow ed th e G P  to 
ch eck  av ai lab i li ty  i nstantly . 

• Consu ltati ons su p p orted b y  i nterp reters w ou ld w ork  b etter w i th  a v i deo enab led 
sy stem  – i n p arti cu lar su p p orti ng th e u se of si gn langu age rem otely  – av oi di ng th e 
delay  and trav el associ ated w i th  si te v i si ts. 

 
Collab orati v e w ork i ng du ri ng consu ltati ons w ou ld also su p p ort th e am b i ti on of h av i ng 
consu ltants at th e front li ne of h ealth care. Th i s cou ld b e com p lem ented b y  au di o/ v i deo 
conferenci ng estab li sh i ng a closer ti e b etw een consu ltants and th e G P s. ( Collab orati on i s 
cov ered i n secti on 4.2.5)  
2 .7  I nf orm at i on G ov e rnance   
Adop ti on of a collab orati v e w ork i ng p oli cy  w i ll su p p ort i nform ati on sh ari ng i nsi de th e N H S , as 
w ell as a closer w ork i ng relati onsh i p  w i th  th i rd p arti es su ch  as S oci al S erv i ces. E m p loy i ng 
su ch  tech nologi es w i ll also b ri ng oth er b enefi ts su ch  as resp onsi v eness and sav i ngs ( i n 
ti m e, cost and carb on) . 
 
Tak i ng a collab orati v e ap p roach  does, h ow ev er, i ntrodu ce i nform ati on gov ernance 
req u i rem ents and th i s sh ou ld b e consi dered i n tw o w ay s: 
 

• W h ere th e collab orati on engi ne resi des – on or off p rem i se solu ti ons are av ai lab le. 
H ow ev er w h i lst secu re, ‘sandb ox ed’ , h osted solu ti ons are av ai lab le, does th e 
sensi ti v i ty  of sh ared data di ctate th at on p rem i se solu ti ons sh ou ld only  b e u sed, i .e. 
th e i nform ati on does not leav e th e N H S  netw ork  ?   

• Controlli ng th e i nform ati on th at i s b ei ng sh ared – ensu ri ng p arti ci p ants are eli gi b le to 
tak e p art i n th e collab orati on sessi on and th at only  ap p rop ri ate i nform ati on i s sh ared. 

 
Th ese consi derati ons and all i nform ati on secu ri ty  p rocedu res are generally  docu m ented i n a 
Tru st’ s secu ri ty  p oli cy ; h ow ev er track i ng staff aw areness and k now i ng w h eth er th e p oli cy  
h as actu ally  b een read i s p rob lem ati cal. Clearly  th i s i s a concern, and m andatory  secu ri ty  
trai ni ng u si ng electroni c ack now ledgem ent w ou ld h elp  to ensu re staff are aw are of th e 
correct p rotocols and p rocedu res b efore u si ng collab orati v e tools. 
 
Anoth er cu rrent area of concern i s th at of Data L eak age P rev enti on. Th ere h av e b een m any  
w ell p u b li ci sed cases of i nform ati on loss and th eft ov er recent y ears and th i s i s a concern i n 
general across th e p u b li c sector. M ost organi sati ons h av e now  m ov ed to Tru st su p p li ed, 
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encry p ted rem ov ab le m edi a dev i ces su ch  as U S B  sti ck s, h ow ev er p oli cy  arou nd th e u se of 
p ersonal rem ov ab le m edi a dev i ces m u st also b e enforced.  
 
From  a gov ernance p ersp ecti v e, th e v i rtu al w ork i ng env i ronm ent can also p resent new  
ch allenges. G i v en th at m any  records are sti ll p ap er-b ased th ei r secu re storage i s p aram ou nt 
i n a sh ared sp ace env i ronm ent. As rep orted earli er th i s ri sk  i s ex p ected to di m i ni sh  ov er ti m e 
as m ore electroni c sy stem s com e onli ne and i n th e sh ort term  w h ere a clean desk  p oli cy  i s 
enforced.   
 
In su m m ary , i nform ati on gov ernance sh ou ld b e seen as a com b i nati on of defi ned p oli cy  and 
i ts enforcem ent ( see secti on 4.4) . 
2 .8  M ob i l e  and R e m ot e  W orki ng 
In th i s secti on w e di scu ss v ari ou s u ses of m ob i le tech nology  and h ow  i t i s u sed today  and 
m i gh t h elp  su p p ort b u si ness and serv i ce transform ati on i n th e fu tu re. W e defi ne m ob i le and 
rem ote w ork i ng as follow s: 
 
R em ot e work i n g  refers to w ork i ng from  h om e or w h i le trav elli ng. Th e term  i nclu des tele-
w ork i ng, w h ere a m em b er of staff i s form ally  b ased at a h om e offi ce on a p art or fu ll ti m e 
b asi s. 
 
M ob i l e work i n g  refers to w ork i ng w i th i n th e offi ce env i ronm ent b u t w i th ou t th e constrai nt of 
b ei ng at a p arti cu lar offi ce or desk  locati on.   
 
S taff w h o sp end a lot of th ei r w ork i ng day  v i si ti ng p ati ents i n th ei r h om es w ere rep resented 
i n th e stak eh older grou p  and w ere ask ed w h at tools w ou ld h elp  th em  w i th  p rov i si oned 
rem ote access.  
 
Th ere w ere di fferi ng op i ni ons w i th  regard to th e ty p e of dev i ce th at w ou ld b e m ost effecti v e. 
In general a lap top  w as seen as a b arri er b etw een p ati ent and carer and a m ob i le dev i ce 
w as p referred. L ap top s, h ow ev er, m i gh t b e m ore ap p rop ri ate for sch ool nu rses w h o are 
m ore li k ely  to b e stati oned i n one p lace for th e du rati on of th ei r v i si t. For h om e v i si ts a P DA-
sty le dev i ce w ou ld enab le staff to retri ev e and u p date records h ow ev er a lap top  w ou ld 
p resent a b etter op ti on for staff to ‘drop  i n’  to th e nearest N H S  or oth er P CT p rem i se, or to 
w ork  from  h om e. W h i ch ev er solu ti on i s selected, rem ote w ork i ng w ou ld h elp  sav e ti m e i n 
p rep ari ng for h om e v i si ts and u p dati ng notes ei th er on si te or after th e rou nd of v i si ts i s 
fi ni sh ed. 
 
S ecu re rem ote access solu ti ons are av ai lab le today  th at can su p p ort h om e and m ob i le 
connecti v i ty  allow i ng th e u ser to u p date p ati ent notes etc w i th ou t h av i ng to retu rn to th e 
offi ce env i ronm ent. In addi ti on, p rov i si on of a consi stent netw ork ed env i ronm ent across a 
Tru st w ou ld su p p ort th e ab i li ty  to ‘drop  i n’  to any  P CT locati on, i .e. nearest to th em  at any  
one ti m e. Introdu ci ng standards for i nfrastru ctu re can p rov i de a consi stent u ser ex p eri ence 
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across th e organi sati on w i th  li ttle or no need for u ser i nterv enti on. Today , solu ti ons for h om e 
w ork i ng can p ack age dom esti c and b u si ness u se togeth er – secu rely  ( see secti on 4.3.2) . In 
addi ti on, telep h ony , v i deo, w i reless and collab orati on serv i ces can b e offered p rov i di ng a 
si m i lar look  and feel as to w ork i ng i n an offi ce env i ronm ent. 
 
W i th  regard to m ob i le w ork i ng, i f a flex i b le w ork i ng p oli cy  b ased arou nd sh ared sp ace 
env i ronm ents i s to su cceed th en W i reless tech nology  i s essenti al. W i th  a consi stent 
confi gu rati on across th e N ei gh b ou rh ood H ealth  Centres and oth er P CT p rem i ses, secu re 
connecti v i ty  can b e offered seam lessly  across th e P CT estate. In addi ti on i t w ou ld b e 
p ossi b le to offer secu re gu est access p rov i si oned for th e p u b li c, v i si tors and contractors; 
h ow ev er th i s w ou ld need to b e consi dered on an i ndi v i du al u se case b asi s. 
2 .9  Bui l di ng and S t af f  S e curi t y  - S urv e i l l ance  and A cce ss C ont rol  
N ei gh b ou rh ood H ealth  Centres are j u st one category  of rem ote b u i ldi ng w i th i n a P CT. 
M anagi ng th e p h y si cal secu ri ty  of all b u i ldi ngs i s com p li cated as secu ri ty  needs v ary  w i dely , 
as do th e cap ab i li ti es of legacy  sy stem s. In addi ti on, req u i rem ents can ch ange b etw een 
norm al w ork i ng h ou rs and ‘ou t of h ou rs’ . H i stori cally , solu ti ons h av e b een li m i ted to rem ote 
su rv ei llance sy stem s th at can record v i deo to a co-located stati on. 
 
Today ’ s solu ti ons offer flex i b i li ty  and a j oi ned u p  ap p roach  across th e organi sati on. Access 
control sy stem s and su rv ei llance sy stem s can b e com b i ned to offer a centrally  m anaged 
solu ti on across th e netw ork  ( see secti on 4.7) . 
2 .10  H e al t h  P rom ot i on,  S i gnage  and T rai ni ng 
O ne of th e p ri nci p le ch anges i n h ealth care today  i s th e m ov e tow ards p rev enti on to h elp  
scale serv i ce p rov i si on i n th e fu tu re. Clear li nk age also ex i sts to W orld Class Com m i ssi oni ng 
descri b ed i n th e Dep artm ent of H ealth ’ s ‘Deli v eri ng Care Closer to H om e: M eeti ng th e 
Ch allenge’ .3 
 
‘Key to World Class Commissioning will be the Joint Strategic Needs Assessment (JSNA) which 
p laces greater emp hasis on assessing and p rioritising inv estments to su p p ort the shif t f rom 
treatment and diagnosis to p rev ention and the p romotion of  well-being,  as P CT s mov e towards a 
more strategic and p artnership  ap p roach to commissioning f or ou tcomes. ’  
 
K ey  com p onents of th i s sh i ft are h ealth  p rom oti on and edu cati on to th e general p u b li c, 
h ow ev er deli v eri ng on su ch  an i ni ti ati v e w i ll p resent i ts ow n scalab i li ty  ch allenges; for 
ex am p le, stak eh older feedb ack  su ggested 35,0 0 0  ch i ldren i n H ari ngey  sch ools alone.  
 
S om e Tru sts li k e N H S  H ari ngey  h av e already  started w ork  i n th i s area w i th  di gi tal screens i n 
recep ti on areas cap ab le of deli v eri ng h ealth  aw areness i nform ati on. E x tendi ng th ese 
                                            
3 Deliv ering  C are C loser t o t h e H ome: M eet ing  t h e C h alleng e - 
h t t p :/ / w w w . dh . g ov . u k / en/ H ealt h care/ O u rh ealt h ou rcareou rsay/ DH _ 4 1 3 9 7 1 7  
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faci li ti es to i nclu de h ealth y  eati ng, fi tness, m i nor i llness i nform ati on and v acci nati on alerts 
are all ex am p les of b enefi ts th at cou ld b e offered i n w ai ti ng ti m e. Th i s cou ld also b e seen as 
an op p ortu ni ty  for Tru sts to dem onstrate p artnersh i p s w i th  oth er com m u ni ty  organi sati ons 
focu ssed on h ealth y  li v i ng, for ex am p le fi tness centres, ch ari ti es etc.  
 
Today ’ s solu ti ons allow  th i s i nform ati on to b e centrally  controlled and di stri b u ted to m u lti p le 
locati ons, e.g. N ei gh b ou rh ood H ealth  Centres, oth er cli ni cs and w ai ti ng areas across th e 
Tru st. Th e sam e di gi tal m edi a sy stem  cou ld p rov i de ap p oi ntm ent alerts w h en th e G P  or 
sp eci ali st i s av ai lab le, and can b e ex tended to oth er p arts of th e N ei gh b ou rh ood H ealth  
Centre for si gnp osti ng i nform ati on – for i nstance a concern h i gh li gh ted for elderly  and i nfi rm  
p ati ents w h o m ay  feel i nti m i dated b y  th e larger env i ronm ent and are li ab le to b e di sori ented. 
 
Fi nally , i n th e G ov ernance secti on w e h i gh li gh ted th e b enefi t of m andatory  trai ni ng sy stem s 
th at req u i re ack now ledgem ent – th i s cou ld b e for p oli cy  control and aw areness, i ndu cti on 
trai ni ng as w ell as for ICT b ased trai ni ng; for ex am p le su p p orti ng th e roll ou t of new  
ap p li cati ons. Th e sam e di gi tal m edi a sy stem  com b i ned w i th  a learni ng m anagem ent sy stem  
cou ld b e u sed to p rov i de desk  b ased learni ng. 
 
S ecti on 4.6 cov ers Di gi tal M edi a S y stem s. 
2 .11 S ust ai nab i l i t y  
Th e draft N H S  Draft Carb on R edu cti on S trategy 4 sets a target of 60  p er cent redu cti on i n 
carb on em i ssi ons b y  20 50  and i t i s clear th at th i s p oli cy  h as now  started to fi lter dow n to 
N H S  staff ali gned to strategy  i n ICT.  
 
W i th  resp ect to th e N ei gh b ou rh ood H ealth  Centres, th e li fecy cle carb on footp ri nt of th e 
b u i ldi ngs i s li k ely  to b e a k ey  elem ent and tech nology  can p lay  a p art th rou gh : 
 

• U ni fi ed Com m u ni cati ons, Collab orati on and M ob i li ty  tech nologi es w i ll allow  staff 
m em b ers to op ti m i se and redu ce th ei r lev els of trav el; 

• Connected R eal E state ( Intelli gent B u i ldi ng)  tech nologi es w i ll op ti m i se th e 
m anagem ent of h osp i tal, cli ni c and offi ce b u i ldi ngs to redu ce energy  u sage to a 
m i ni m u m ; 

• Data Centre v i rtu ali sati on tech nologi es w i ll p erm i t Data Centres and serv er room s to 
b e desi gned and b u i lt to m i ni m i se energy  u sage w h i lst enh anci ng flex i b i li ty , 
p erform ance and resi li ence. 

                 

                                            
4 S u st ainab le Dev elop ment  U nit  – Draft  C arb on redu ct ion S t rat eg y - h t t p :/ / w w w . sdu . nh s. u k / p ag e. p h p ? area_ id= 7  
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3 .  A dop t i n g  a n  A rc h i t ec t u ra l  A p p roa c h  
N ei gh b ou rh ood H ealth  Centres are sm all i n natu re i n com p ari son w i th  N H S  b u i ldi ngs su ch  
as P CT h eadq u arters or Acu te h osp i tals. H ow ev er, i t i s i m p ortant to consi der th e 
N ei gh b ou rh ood H ealth  Centre as p art of th e ov erall P CT strategy . M any  of th e solu ti ons th at 
cou ld b e dep loy ed at a N ei gh b ou rh ood H ealth  Centre can b e rep li cated elsew h ere i n th e 
Tru st to p rov i de si m i lar b u si ness and serv i ce i m p rov em ents. As th e m aj ori ty  of th ese 
solu ti ons are b ased on a netw ork ed i nfrastru ctu re, th ey  are m ost su i ted to a centrali sed 
m odel i .e. th e controlli ng fu ncti ons of any  solu ti on set are centrali sed w i th  m u lti p le rem ote 
si tes op erati ng from  th em . Centrali sati on p rov i des b enefi ts su ch  as less cap i tal cost, less 
eq u i p m ent ( local serv ers) , less op erati onal cost, u ni form  serv i ce and si m p ler dep loy m ent. 
 
W i th  th i s i n m i nd, i t i s i m p ortant to treat th e N ei gh b ou rh ood H ealth  Centre as p art of an 
ov erall ICT arch i tectu ral ap p roach  for a Tru st. Th e arch i tectu re m u st b e b ased on ICT 
su p p orti ng th e b u si ness; th e li nk age b etw een b u si ness needs and tech nology  i s cri ti cal. 
 
Th e Ci sco N etw ork  Arch i tectu re B lu ep ri nt for th e N H S  ( C-N AB ) , recently  i ssu ed b y  Ci sco, 
can p rov i de th e b ase for th i s arch i tectu re. 
3 .1 C i sco N e t w ork A rch i t e ct ure  Bl ue p ri nt  f or t h e  N H S  ( C -N A B)  
In N ov em b er 20 0 8 Ci sco i ssu ed new  gu i dance on i nfrastru ctu re for N H S  organi sati ons 
k now n as th e Ci sco N etw ork  Arch i tectu re B lu ep ri nt for th e N H S  ( C-N AB ) . Th e target 
au di ence w as Acu te Tru sts, P ri m ary  Care Tru sts and M ental H ealth  Tru sts; h ow ev er th e 
gu i dance i s also su i tab le for u se b y  oth er h ealth care organi sati ons. 
 
Du e to th e ti m i ng of th ese docu m ents, N ei gh b ou rh ood H ealth  Centres w ere not i nclu ded 
and as su ch  an Annex e docu m ent ( th i s docu m ent)  w as p lanned for release i n Decem b er 
20 0 8, w h i ch  w i th  N H S  H ari ngey  p erm i ssi on contai ns i nform ati on deri v ed from  Ci sco’ s w ork  
w i th  th e Tru st. 
 
Th e C-N AB  i tself ex am i nes cu rrent and fu tu re N H S  b u si ness dri v ers as w ell as p otenti al 
fu tu re dev elop m ents i n h ealth care serv i ce deli v ery . It th en ex p lai ns th e rati onale b eh i nd an 
arch i tectu ral ap p roach  li nk i ng tech nology  to th e b u si ness th u s ensu ri ng cu rrent ob j ecti v es 
and foreseeab le fu tu re am b i ti ons are m et. Th e arch i tectu ral j u sti fi cati on i s not rep eated h ere, 
h ow ev er readers are encou raged to consu lt th e C-N AB  docu m ents i n conj u ncti on w i th  th i s 
docu m ent. 
 
Th e ou tp u t of th e arch i tectu ral p art of C-N AB  i s a new  Ci sco Tech ni cal R eference M odel for 
th e N H S  w h i ch  i s sh ow n b elow . 
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Figure 3.1 The Technical Reference Model 
 
H av i ng estab li sh ed th e need for an arch i tectu ral ap p roach , th e b lu ep ri nt goes on to p rov i de 
sam p le solu ti on sets for N H S  Tru sts, i ni ti ally  estab li sh i ng th e fou ndati on and req u i red 
i ntelli gent serv i ces, su b seq u ently  ov erlay i ng adv anced tech nologi es for b u si ness b enefi t. 
Th u s, i t estab li sh es th e v alu e of tech nology  as a strategi c enab ler rath er th an a cost centre 
ov erh ead. 
3 .2  A rch i t e ct ure  and N e i gh b ourh ood H e al t h  C e nt re s 
Th e stak eh older feedb ack  i n secti on 2 i denti fi ed m any  of th e dri v ers faci ng Tru sts w i th  
regard to th e roll ou t of N ei gh b ou rh ood H ealth  Centres. Th ese can b e u sed to estab li sh  a 
tem p late for N ei gh b ou rh ood H ealth  Centres b u t can also contri b u te to a Tru st’ s w i der ICT 
strategy . Th i s sh ou ld b e consi dered i n fou r w ay s: 
 

• E ffi ci ency  and effecti v eness 
• B u si ness transform ati on 
• S erv i ce transform ati on 
• S u stai nab i li ty  

 
B ecau se th e N ei gh b ou rh ood H ealth  Centre sh ou ld b e consi dered as p art of a centrali sed 
ICT strategy  w i th i n N H S  Tru sts, th e arch i tectu ral ap p roach  defi ned i n C-N AB  v ery  m u ch  
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ap p li es. Th e rem ai nder of th i s docu m ent focu ses on solu ti on sets for N ei gh b ou rh ood H ealth  
Centres from  b u i ldi ng a rob u st and flex i b le fou ndati on th rou gh  to tech nology  solu ti ons th at 
can address th e sp eci fi c ch allenges h i gh li gh ted i n secti on 2 b u t also th e w i der P CT 
req u i rem ents. 
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4 .  S ol u t i on s  S et s  a n d R ec om m en da t i on s  
Deli v ery  of p ati ent care dep ends on secu re access to i nform ati on at th e p oi nt of need. Th e 
arch i tectu ral ap p roach  descri b ed i n secti on 3 estab li sh es th e li nk  b etw een b u si ness dri v ers 
for N H S  organi sati ons and th e u nderp i nni ng tech nology  th at su p p orts th e av ai lab i li ty  of th at 
i nform ati on. Th e fou ndati on of th at arch i tectu re i s th e tech nology  i nfrastru ctu re i tself. U nless 
a rob u st and flex i b le fou ndati on i s b u i lt, ev ery th i ng th at li es ab ov e i t i s at ri sk . 
 
Th i s secti on b egi ns w i th  th e Transp ort lay er – i n effect th e fou ndati on tech nology  essenti al 
to su p p ort th e ap p li cati ons th at w i ll i n tu rn su p p ort th e b u si ness. Th ereafter oth er 
tech nologi es are i ntrodu ced w h i ch  can address m any  of th e ch allenges and am b i ti ons faci ng 
P CTs today  – from  a N ei gh b ou rh ood H ealth  Centre p ersp ecti v e and as p art of th e P CT w i de 
ICT strategy . Th ey  also resp ond di rectly  to stak eh older feedb ack .  
4 .1 F oundat i on T e ch nol ogy  – T h e  T ransp ort  L ay e r 
Th e Fou ndati on of th e netw ork  i s cri ti cal and needs to b e desi gned, b u i lt and m anaged to 
ensu re conti nu ed op erati on ev en i f a m aj or com p onent w ere to fai l.  Desp i te b ei ng relati v ely  
sm all i n scale, N ei gh b ou rh ood H ealth  Centre fou ndati on i nfrastru ctu re sh ou ld b e desi gned 
u si ng th e sam e p ri nci p les as any  larger netw ork , essenti ally  di v i di ng th e netw ork  i nto w ell 
k now n p arts, consi sti ng of th e: 
 

• Core/  Di stri b u ti on L ay er 
• Access L ay er 
• W AN  

 
B est p racti ce desi gn consi sts of a th ree-ti er h i erarch i cal m odel ( ex clu di ng th e W AN )  w i th  
each  ti er p rov i di ng di sti nct fu ncti onali ty . Th ese lay ers are Core, Di stri b u ti on and Access.  In 
sm all si tes i t i s accep tab le to collap se th e Core and Di stri b u ti on lay ers i nto one si ngle lay er, 
h ence com b i ni ng core and di stri b u ti on fu ncti onali ty .  
 
Th e Core/ Di stri b u ti on L ay er sh ou ld contai n redu ndant sw i tch es su p p orti ng Access L ay er 
connecti v i ty  v i a redu ndant li nk s. U si ng a ch assi s b ased sw i tch  p rov i des op ti m u m  scalab i li ty , 
redu ndancy  and i nv estm ent p rotecti on; h ow ev er som e sm aller si tes m ay  b e su i ted b y  
redu ndant h i gh  p erform i ng standalone sw i tch es.  If p ossi b le th e sw i tch es sh ou ld b e i nstalled 
i n di v erse locati ons i n th e b u i ldi ng h ence p rov i di ng p h y si cal redu ndancy  ( p ow er, fi b re, 
cooli ng etc) .   
 
M odern netw ork s u se th e concep t of V i rtu al L AN s ( V L AN s)  w h ere m u lti p le v i rtu al i nstances 
can ex i st on one p h y si cal segm ent h ence su p p orti ng traffi c sep arati on. Th e Di stri b u ti on lay er 
i s resp onsi b le for rou ti ng b etw een th ese V L AN s and i s w h ere controls are i m p lem ented to 
determ i ne w h at traffi c i s allow ed w h ere. 
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Th e Access L ay er i s th e p art of th e netw ork  th at u sers i nteract w i th .  It i s w h ere P Cs, 
p h ones, p ri nters and oth er end dev i ces are connected. As w ell as b ei ng th e u ser 
connecti v i ty  p oi nt, th e Access L ay er sh ou ld p rov i de access control featu res, esp eci ally  
i m p ortant i n p u b li c b u i ldi ngs or sh ared w ork i ng env i ronm ents, i .e. h av i ng th e ab i li ty  to 
adm i ni ster access p ri v i leges accordi ng to u ser or role. In addi ti on th e Access L ay er sh ou ld 
b e ab le to classi fy  and p oli ce, b y  controlli ng h ow  m u ch  b andw i dth  a dev i ce or ap p li cati on i s 
allow ed.   
  
Access L ay er fu ncti onali ty  i s u su ally  p rov i ded b y  one of th ree sw i tch  ty p es - ch assi s, 
standalone and stack ab le, h ow ev er du e to th e sm aller si z e of N ei gh b ou rh ood H ealth  
Centres i n, op ti ons are generally  confi ned to th e latter tw o. 
 
S tandalone sw i tch es are m ost ap p rop ri ate for sm all offi ce or w i ri ng closet env i ronm ents 
req u i ri ng ty p i cally  8 to 48 p orts. S tack ab le sw i tch es are si m i lar to standalone, b u t contai n 
stack i ng fu ncti onali ty  – essenti ally  connecti ng th e b ack p lane of th e sw i tch es togeth er u si ng 
a stack i ng cab le. B y  com b i ni ng sw i tch es i n th i s w ay , m u ch  larger p ort densi ti es can b e 
ach i ev ed and th e stack  can b e regarded as a si ngle enti ty . S tack ab le solu ti ons h av e th e 
adv antage of redu ci ng th e nu m b er of p orts req u i red at th e Core and Di stri b u ti on lay er and 
redu ce m anagem ent ov erh ead. Th ey  are th erefore a good ch oi ce for N ei gh b ou rh ood H ealth  
Centre env i ronm ents. 
 
Tw o or m ore sw i tch  stack s are recom m ended for redu ndancy  and h i gh  av ai lab i li ty  p u rp oses. 
B y  di stri b u ti ng connecti ons across th e du al stack s, th e effect of any  u nex p ected dow nti m e 
can b e m i ti gated. O th er redu ndancy  factors w h i ch  can b e ap p li ed i nclu de: 
 

• S tack s contai ni ng m em b er sw i tch es w i th  24 p orts rath er th an 48 
• Th e u se of U ni nterru p ti b le P ow er S u p p li es ( b u i ldi ng or local)   
• R edu ndant P ow er S u p p ly  u ni ts ( b ack i ng u p  th e sw i tch   p ow er su p p ly )   
• Th e ab i li ty  to fall b ack  to a b u i ldi ng W i reless L AN . 

 
P ow er ov er E th ernet sh ou ld also b e consi dered at th e Access lay er su p p ly i ng p ow er th rou gh  
th e sw i tch  p ort for dev i ces su ch  as IP  p h ones, W i reless L AN  Access P oi nts and IP  CCTV  
Cam eras. 
 
Th e W i de Area N etw ork  ( W AN )  lay er p rov i des connecti v i ty  to N 3 ( th e nati onal netw ork )  and 
su b seq u ently  th e Internet. ( N ote – top ologi es di ffer on a Tru st b y  Tru st b asi s) . P osi ti oni ng a 
m u lti -fu ncti onal dev i ce ( rou ter)  h ere w i ll di rect traffi c accordi ngly  and p rov i de serv i ces su ch  
as fi rew all, i ntru si on p rev enti on, V i rtu al P ri v ate N etw ork  serv i ces ( i nclu di ng encry p ti on)  and 
v oi ce gatew ay . Th ese serv i ces and th ei r u ses are di scu ssed fu rth er later i n th i s docu m ent. 
 
Centrally  h osti ng serv ers and ap p li cati ons m i ni m i ses th e associ ated adm i ni strati v e 
ov erh ead, for ex am p le th e regu lar b ack -u p  of data w h i ch  u su ally  req u i res addi ti onal 
resou rces com b i ned w i th  b oth  on-si te and off-si te storage faci li ti es.  H ow ev er, i f for som e 
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reason serv ers are req u i red to b e h osted at th e N ei gh b ou rh ood H ealth  Centre, th en 
addi ti onal Access lay er sw i tch es sh ou ld b e dep loy ed to p rov i de p h y si cal sep arati on.   
 

 
Figure 4 .1 The Trans p ort  L ay er 
 
Fi gu re 4.1 sh ow s a ty p i cal L AN  desi gn for a N ei gh b ou rh ood H ealth  Centre w i th  sw i tch  
op ti ons and N 3 connected W AN .   
4 . 1 . 1  Q u al ity  o f  S ervice 
N etw ork s today  carry  v ari ou s ty p es of traffi c i nclu di ng v oi ce, v i deo and data and w i th i n th ese 
traffi c ty p es th em selv es th ere are fu rth er classi fi cati ons, e.g, i m agi ng traffi c com p ared w i th  
e-m ai l.  B y  defau lt, netw ork s forw ard p ack ets on a fi rst-i n, fi rst-ou t b asi s and th ere i s no 
p ri ori ti sati on for latency  sensi ti v e traffi c su ch  as v oi ce and v i deo.  Q u ali ty  of S erv i ce ( Q oS )  i s 
a set of tools contai ned i n softw are th at allow s traffi c to b e di fferenti ated. 
 
Th e fi rst step  i n a Q oS  desi gn i s to i denti fy  cu rrent and fu tu re traffi c th at w i ll b e trav ersi ng th e 
netw ork  and ch aracteri se i ts req u i rem ents.  For ex am p le v oi ce traffi c i s am ong th e m ost 
cri ti cal du e to i ts sensi ti v i ty  to p ack et loss, j i tter and delay . V oi ce traffi c sh ou ld th erefore b e 
p laced i n a stri ct p ri ori ty  q u eu e, m eani ng th at th e v oi ce traffi c i s forw arded ah ead of any  
oth er traffi c i n th e netw ork .  V i deo traffi c i s also sensi ti v e and can b e su b -di v i ded i nto v ari ou s 
categori es su ch  as v i deo conferenci ng w h i ch  req u i res v oi ce-li k e Q oS , w h i le stream i ng v i deo 
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su ch  as th at w h i ch  m ay  b e di sp lay ed i n p ati ent w ai ti ng areas can b e p laced low er i n th e 
Q oS  h i erarch y . Di fferent ty p es of data traffi c sh ou ld also b e consi dered i n term s of i ts 
p ri ori ti sati on dem ands and fi nally , b u lk  traffi c ( i .e. th e rem ai nder)  i s p laced i n th e b est effort 
q u eu e; th i s ty p i cally  h andles w eb  b row si ng, em ai l and oth er data ap p li cati ons. 
4 .2  U ni f i e d C om m uni cat i ons 
Tradi ti onally , v oi ce and data w ere dep loy ed on sep arate tech nology  p latform s and netw ork s 
w h i ch  req u i red ex tra i nv estm ent i n i nfrastru ctu re and resou rces.   Today  m ost m anu factu rers 
agree th at new  v oi ce tech nology  dep loy m ents sh ou ld b e IP  b ased and u ti li se th e i nv estm ent 
m ade i n a reli ab le netw ork  fou ndati on.   Addi ti onally , an IP  V oi ce solu ti on allow s m any  new  
featu res and fu ncti onali ty  to b e com b i ned p rov i di ng a m ore featu re ri ch  ex p eri ence su ch  as 
enab li ng a v i deo call or ev en sh ari ng a p resentati on, p ati ent record or i m age. Collecti v ely , 
th i s i s k now n as U ni fi ed Com m u ni cati ons ( U C)  and consi sts of v ari ou s com p onents, 
i ntegrated to p rov i de a featu re ri ch  ex p eri ence.  Th e follow i ng su b -secti ons descri b e: 
 

• Call Control: Ci sco U ni fi ed Com m u ni cati ons M anager 
• IP  P h ones 
• O ff net calli ng: P S TN  G atew ay s 
• V oi cem ai l: Ci sco U ni ty  Connecti on 
• P resence: Ci sco U ni fi ed P resence S erv er 
• Contact Centre: Ci sco U ni fi ed Contact Centre E x p ress 
• Collab orati on: Ci sco U ni fi ed M eeti ngP lace E x p ress 

4 . 2 . 1  C al l  C o ntro l ,  P h o nes and  G atew ay s 
Ci sco U ni fi ed Com m u ni cati ons M anager ( CU CM )  i s an ap p li ance b ased p latform  th at 
p rov i des th e call control, si gnal ex ch ange and di al-tone to enab le com m u ni cati on b etw een 
tw o or m ore dev i ces to b e estab li sh ed.  As a m i ni m u m , tw o ap p li ances sh ou ld b e u sed for 
redu ndancy  p u rp oses creati ng a clu ster.  Th e clu ster w i ll alw ay s consi st of a si ngle p u b li sh er 
and one or m ore su b scri b ers.  All p h ones regi ster w i th  th e su b scri b er( s)  and i n th e ev ent of a 
fai lu re, p h ones w i ll regi ster w i th  th e b ack u p  su b scri b er.  
 
It i s p ossi b le to dep loy  th e CU CM s on-si te at th e N ei gh b ou rh ood H ealth  Centre, h ow ev er 
th i s cou ld p rov i de an i solated dep loy m ent. A si gni fi cant adv antage can b e gai ned b y  
adop ti ng a centrali sed ap p roach  and ov er ti m e rolli ng U ni fi ed Com m u ni cati ons ou t across 
th e Tru st, h ence i ntrodu ci ng m ob i li ty  b enefi ts and a consi stent u ser ex p eri ence. Th e 
adv antages of a centrali sed ap p roach  i nclu de less cap i tal cost, less eq u i p m ent ( local 
serv ers) , less op erati onal cost, u ni form  serv i ce and si m p ler dep loy m ents. ( N ote th at CU CM s 
located at th e N ei gh b ou rh ood H ealth  Centre cou ld form  p art of a centrali sed ap p roach , i .e. 
p rov i di ng i nfrastru ctu re req u i rem ents are m et, th e locati on of CU CM s i s geograp h i cally  
i ndep endent) . 
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Adop ti ng a centrali sed ap p roach  also offers one of th e k ey  adv antages of U ni fi ed 
Com m u ni cati ons – m ob i li ty . Th e ab i li ty  to ‘log i n’  to th e p h one ( k now n as E x tensi on M ob i li ty )  
and h av e th e sam e u ser ex p eri ence and Di rectory  N u m b er any w h ere w i th i n th e organi sati on 
su p p orts th e ‘h ot desk i ng’  env i ronm ent allow i ng u sers to h av e th ei r ow n Di rectory  N u m b er, 
sp eed di als and access ri gh ts w h erev er th ey  m ay  b e w ork i ng from . Fi gu re 4.2 sh ow s a 
scalab le, centrali sed desi gn. 
 

 
Figure 4 .2  U nified C om m unicat ions  
 
P oi nt-to-p oi nt V i deo Conferenci ng can also b e p rov i ded w i th  th e addi ti on of Ci sco U ni fi ed 
V i deo Adv antage softw are i nstalled on a P C th at i s di rectly  connected to th e IP  P h one.  A 
v i deo call can b e estab li sh ed b y  si m p ly  p laci ng a call to anoth er IP  P h one.  Alternati v ely , i f 
u sers don’ t h av e a P C, Ci sco and i ts p artners can p rov i de IP  v i deo p h ones. 
 
Fi gu re 4.2 also sh ow s th e P S TN  ( P u b li c S w i tch ed Telep h one N etw ork )  gatew ay s th at are 
needed for u sers to p lace and recei v e off-net calls, i .e. ou tsi de of th e organi sati on. Tw o or 
m ore gatew ay s offer redu ndancy  and are ty p i cally  p rov i ded u si ng rou ter p latform s. Th e 
redu ndant gatew ay s can b e located at geograp h i cally  di v erse si tes as long as W AN  
b andw i dth  and Q oS  i s av ai lab le to su p p ort th e calls th at need to trav erse th e W AN .   
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4 . 2 . 2  M essaging 
M essagi ng sy stem s i nclu di ng U ni fi ed M essagi ng and V oi cem ai l sh ou ld b e consi dered as 
p art of a Tru st w i de dep loy m ent. Th e dri v ers for m essagi ng i n N ei gh b ou rh ood H ealth  
Centres are v ery  si m i lar to th at i n oth er p arts of N H S  Tru sts as docu m ented i n th e m ai n C-
N AB  docu m ent and readers are adv i sed to refer to th i s i n order to b e fu lly  ap p rai sed of 
m essagi ng op ti ons. 
4 . 2 . 3  P resence 
O ne clearly  i denti fi ed req u i rem ent i s th e need to accu rately  com m u ni cate p resence or 
av ai lab i li ty  of staff i n th e centre at any  gi v en ti m e.   
 
Th e ab i li ty  to fi nd p eop le’ s p resence can easi ly  b e added to th e U C solu ti on w i th  th e addi ti on 
of a Ci sco U ni fi ed P resence S erv er ( CU P S )  and Ci sco U ni fi ed P ersonal Com m u ni cator 
( CU P C)  on th e u sers desk top .  CU P C i s a softw are tool th at i ndi cates th e av ai lab i li ty  of staff 
m em b ers i n a ‘b u ddy  li st’  si m i lar to th at u sed i n Instant M essagi ng tools. If av ai lab le, contact 
can b e i ni ti ated u si ng tools su ch  as Instant M essagi ng, v oi ce calls, v i deo calls and ev en b y  
lau nch i ng a w eb  collab orati on tool.  Th i s P resence fu ncti onali ty  can also b e ex tended to 
m ob i le dev i ces u si ng Ci sco U ni fi ed M ob i le Com m u ni cator ( CU M C)  w h i ch  cou ld p rov e 
v alu ab le for Com m u ni ty  and S ch ool N u rses. 
4 . 2 . 4  C o ntact C entre 
In cli ni cs today , i ncom i ng calls are often rou ted di rectly  to th e recep ti oni st.  V ery  few  of th ese 
calls are i ntended for th e recep ti oni st th em selv es and m ost need to b e forw arded to th e 
ap p rop ri ate grou p . Th i s cau ses i neffi ci ent u se of th e recep ti oni st’ s ti m e i nclu di ng delay s i n 
th e recep ti oni st attendi ng to w alk -i n p ati ents and i n resp ondi ng to i ncom i ng calls.   
 
W i th  th e addi ti on of U ni fi ed Contact Centre E x p ress ( U CCX )  callers w ou ld b e connected to 
an Interacti v e V oi ce R esp onse ( IV R )  sy stem  w h i ch  allow s callers to select th e ap p rop ri ate 
serv i ce th ey  req u i re.  In an em ergency , callers cou ld b e transferred i m m edi ately  to th e 
recep ti oni st or ev en to th e nati onal em ergency  nu m b ers au tom ati cally .    
 
Th e solu ti on can also h elp  w i th  grou p s of staff th at are only  i n th e cli ni c at certai n ti m es of 
th e day  and av ai lab le to tak e calls.  U CCX  h as a flex i b le scri p ti ng cap ab i li ty  to allow  a p re-
recorded m essage to adv i se callers w h en th e serv i ce i s av ai lab le and h ow  to di rect th e call 
’ ou t of h ou rs’ .  W i th  U CCX , staff can ev en accep t calls w h i le w ork i ng rem otely  u si ng a 
secu re connecti on to th e Tru st as di scu ssed later i n secti on 4.3.2. 
4 . 2 . 5  C o l l ab o ratio n T o o l s 
S ecti on 2 i denti fi ed th e need for closer collab orati on b etw een Tru sts and th i rd p arti es. 
S i gni fi cant w ork  or p ersonal ti m e can b e lost trav elli ng to su ch  m eeti ngs w h i ch  m any  ti m es 
can b e as sh ort as an h ou r.   
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U si ng Ci sco U ni fi ed M eeti ngP lace E x p ress, sch edu led or ad h oc m eeti ngs can b e h eld w i th  
attendees i n di v erse locati ons.  M eeti ngP lace p rov i des b oth  au di o and v i deo conferenci ng 
cap ab i li ti es for u sers to b e ab le to h ear and see oth er attendees and h av e a m ore i nteracti v e 
ex p eri ence.  Th e solu ti on also offers w eb  collab orati on w h ere u sers can sh are 
p resentati ons, docu m entati on or p ati ent records and ev en tak e control of a rem ote u ser’ s 
P C i f req u i red.  M eeti ngs can also b e recorded to b e v i ew ed b y  oth ers w h o w ere ab sent 
from  th e m eeti ng or u sed to v eri fy  acti ons and consensu s.  
 
O ne oth er i denti fi ed am b i ti on th at cou ld also b e m et i s th e ab i li ty  to b ri ng i n consu ltants and 
sp eci ali sts i nto a consu ltati on b etw een th e p ati ent and th e G P  and th e u se of su ch  a solu ti on 
cou ld b e ex tended to i nterp reter faci li ti es – p arti cu larly  u si ng v i deo for si gn langu age. 
4 . 2 . 6  A d d itio nal  F eatu res 
Featu res su ch  as du al m ode p h ones cou ld si m p li fy  th e nu m b er of dev i ces th at m ob i le 
w ork ers h av e to carry  or u se.  A du al m ode dev i ce allow s a u ser i n th e fi eld to u se th e 
m ob i le netw ork  to p lace and recei v e calls, b u t w h en i n th e offi ce th ey  can u se th e sam e 
m ob i le dev i ce to m ak e calls u si ng th e IP  netw ork .  Th i s redu ces fees p ai d to m ob i le 
p rov i ders w h i le allow i ng u sers to u se one dev i ce w h i le i n and ou t of th e offi ce.   
 
Anoth er op ti on th at cou ld offer flex i b i li ty  i s a CU CM  featu re called U ni fi ed M ob i li ty , b etter 
k now n as S i ngle N u m b er R each  ( S N R ) .  S N R  allow s a call to ri ng si m u ltaneou sly  on v ari ou s 
p h ones su ch  as m ob i le or h om e p h one and th e fi rst dev i ce to p i ck u p  th e call i s u sed to 
connect th e u ser.  Th e li st of dev i ces can b e confi gu red b y  th e end u ser and enab led and 
di sab led au tom ati cally , m anu ally  or b oth , dep endi ng on th e u ser p reference.  Th e solu ti on 
also su p p orts si m p le transfer b etw een th e p h ones, allow i ng u sers to transfer calls b etw een 
th ei r desk  p h one and m ob i le w i th ou t th e caller detecti ng a ch ange. 
4 .3  M ob i l e  and R e m ot e  W orki ng 
As descri b ed i n secti on 2.8, th i s docu m ent defi nes R em ot e work i n g  as w ork i ng from  h om e 
or w h i le trav elli ng, and M ob i l e work i n g  as w ork i ng w i th i n th e offi ce env i ronm ent b u t w i th ou t 
th e constrai nt of b ei ng at a p arti cu lar offi ce or desk  locati on.   
4 . 3 . 1  M o b il e W o rk ing 
M ob i li ty  serv i ces are p rov i ded v i a a W i reless L AN  ( W L AN )  netw ork  w h i ch  gi v es u sers th e 
freedom  to roam  w i th  th ei r lap top s, P DAs and oth er p ortab le w i reless cap ab le dev i ces. 
Today ’ s W L AN  solu ti ons p rov i de th rou gh p u t of 54M b p s th ou gh  th e new  80 2.11n standard i s 
ex p ected to b e rati fi ed sh ortly  p rov i di ng access sp eeds of u p  to 450 M b p s. Ci sco cu rrently  
su p p orts th e 80 2.11n draft 2 standard i n a range of access p oi nts     
 
Centrali sed W L AN s are m ost com m only  dep loy ed and offer a featu re ri ch  solu ti on w h i le 
redu ci ng th e op erati onal cost b y  si m p li fy i ng m anagem ent. Th e solu ti on i nclu des L i gh tw ei gh t 
Access P oi nts th at tu nnel th e u ser traffi c b ack  to a centrali sed controller.  Th e u ser traffi c 
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can b e secu rely  sep arated to allow  v ari ou s lev els of access i nclu di ng gu est access w h i ch  i s 
tu nnelled b ack  to a DM Z   ( De-M i li tari sed Z one)  p rov i di ng gu ests w i th  Internet only  access 
w i th ou t com p rom i si ng th e i nternal netw ork .   
 
A rob u st secu ri ty  p oli cy  i s p aram ou nt w h en dep loy i ng a W L AN , th e tw o k ey  asp ects b ei ng 
au th enti cati on and encry p ti on. Fi gu re 4.3.1 sh ow s a ty p i cal W i reless L AN  desi gn w i th  a G P  
connecti ng to an i nternal serv er, h ow ev er p ri or to estab li sh i ng th at connecti on, th e G P  m u st 
b e au th enti cated ( th e p ath  sh ow n b y  th e red dotted li ne) .  Th e W L AN  controller sends th e 
au th enti cati on req u est to th e Access Control S erv er ( ACS )  u si ng th e R ADIU S  p rotocol. Th e 
ACS  serv er th en v eri fi es th e G P ’ s credenti als agai nst Acti v e Di rectory  ( AD)  u si ng S i ngle 
S i gn O n, i .e. th e u ser does not h av e to re-enter credenti als w h en try i ng to connect to th e 
W L AN , or h av e a sep arate set of credenti als. Th e W L AN  si m p ly  u ses th e credenti als th e 
u ser entered w h en loggi ng onto th e P C. O nce th e connecti on i s com p leted, traffi c i s 
encry p ted u si ng standard p rotocols. 
 

 
Figure 4 .3.1 W ireles s  L A N  
 
Th e W L AN  solu ti on i s m anaged centrally  u si ng a W L AN  Control S y stem  ( W CS )  w h i ch  
ensu res th at each  access p oi nt and controller i s confi gu red w i th  an ap p rop ri ate and 
consi stent p oli cy . Centrali sed W L AN  desi gn also p rov i des addi ti onal b enefi ts su ch  as rogu e 
AP  detecti on and si gnal strength  adj u stm ent.  
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It i s i m p ortant to note th at any  W L AN  i m p lem entati on sh ou ld h av e a si te su rv ey  condu cted to 
estab li sh  nu m b ers of Access P oi nts req u i red for op ti m u m  cov erage. 
4 . 3 . 2  R em o te W o rk ing 
S ecti on 2.8 h i gh li gh ted rem ote w ork i ng as a solu ti on th at can sav e trav el ti m e and m i ni m i se 
du p li cati on of w ork , i .e. tak i ng notes for sy stem  i np u t later i n th e day . Th e i dea of w ork i ng 
from  h om e i n a secu re m anner cou ld also h elp  G P s gi v en th e ti m e th at can b e sp ent i n th e 
su rgery  enteri ng notes, rev i ew i ng and u p dati ng p ati ent fi les. Th ese task s and oth ers req u i re 
netw ork  access, b u t do not necessari ly  req u i re th e G P  to b e at th e su rgery . M eanw h i le, 
S ch ool nu rsi ng cou ld u se rem ote access to u p date ch i ldren’ s records w h i le stati oned at th e 
sch ool.  
 
Th ese i ssu es can b e addressed b y  p rov i di ng a local V P N  gatew ay  di rectly  connected to th e 
Internet, and sep arate from  th e N 3 W AN  li nk  ( dep loy ed i n accordance w i th  secu ri ty  p oli cy ) . 
Th e local gatew ay  solu ti on cou ld b e i nstalled at th e N ei gh b ou rh ood H ealth  Centre b u t i n 
order to p rov i de a P CT w i de serv i ce i t cou ld b e dep loy ed centrally  as a sh ared resou rce 
b ei ng p rotected and m anaged at th e Data Centre. 
 

 
Figure 4 .3.2  Rem ot e W ork ing 
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Fi gu re 4.3.2 sh ow s a G P  at h om e w i th  a Ci sco 80 0  S eri es rou ter offeri ng b oth  W L AN  and 
P oE  to p ow er an IP  P h one.   Th e G P ’ s fam i ly  only  h as access to th e Internet u si ng th ei r ow n 
dev i ces and h av e com p lete sep arati on from  th e Tru st netw ork . Th i s i s accom p li sh ed b y  
follow i ng th e Ci sco V i rtu al O ffi ce desi gn gu i de5 - a detai led arch i tectu ral docu m ent i nclu di ng 
confi gu rati on gu i des on h ow  to desi gn, b u i ld and dep loy  v i rtu al offi ce solu ti ons. 
 
A roam i ng, m ob i le u ser i s also sh ow n req u i ri ng access w h i le aw ay  from  th e offi ce, e.g. a G P  
condu cti ng a h om e v i si t.  U si ng a m ob i le dev i ce w i th  an Internet connecti on and a V P N  
cli ent, th e u ser can secu rely  connect to th e sam e rem ote access gatew ay  u sed for th e 
V i rtu al O ffi ce solu ti on.  A cli entless solu ti on w h ere th e sessi on i s estab li sh ed th rou gh  a 
secu re w eb  b row ser i s also su p p orted. 
 
Au th enti cati on for all th ree V P N  op ti ons i s su p p orted th rou gh  th e u se of a central Access 
Control S erv er li nk ed to Acti v e Di rectory . 
4 .4  S e curi t y  
Inform ati on secu ri ty  consi sts of tw o m ai n p ri nci p les – p oli cy  and enforcem ent. Th e p oli cy  
defi nes accep tab le p racti ces and p rocedu res; h ow ev er i t m u st b e su p p orted b y  
i m p lem entati on - th rou gh  b oth  i ndi v i du al and organi sati onal resp onsi b i li ty , and b y  u si ng 
tech nology  solu ti ons. 
 
As p rev i ou sly  estab li sh ed, tw o N 3 W AN  connecti ons p rov i de redu ndant access to nati onal 
ap p li cati ons, connecti on to oth er N H S  si tes and oth er serv i ces su ch  as th e Internet. Fi rew all 
dep loy m ent at th ese p eri m eter p oi nts of th e netw ork  m i ti gates com p rom i se of a Tru st’ s 
netw ork . Fi rew alls u se th e concep t of tru sted and u ntru sted z ones.  Th e i nternal netw ork  i s 
consi dered th e tru sted z one w h i le th e N 3 or ex ternal netw ork  i s u ntru sted.  B y  defau lt, p oli cy  
i s to allow  ou tb ou nd connecti ons b u t deny  any th i ng i ni ti ated i nb ou nd. H ow ev er, ex cep ti ons 
to th ese ru les are u su ally  i m p lem ented. 
 
Fi rew alls w ere for a long ti m e th e m ai nstay  of netw ork  secu ri ty , h ow ev er th ey  h av e sp eci fi c 
fu ncti ons and m odern netw ork s m u st b e desi gned w i th  a m ore h oli sti c sy stem s ap p roach . 
Th e Ci sco S elf Defendi ng N etw ork  ( S DN )  p rov i des a lay ered ap p roach  to secu ri ty  focu ssi ng 
on th e E ndp oi nt, th e N etw ork , Content and Ap p li cati ons. S DN  i s cov ered i n m ore detai l i n 
th e Ci sco N etw ork  Arch i tectu re B lu ep ri nt for th e N H S  ( C-N AB )  and on Ci sco’ s w eb si te6.  
 
Com p lem entary  to fi rew alls i s th e Intru si on P rev enti on S y stem  ( IP S ) . Th e role of an IP S  i s to 
analy se th e traffi c th at i s p erm i tted to flow  i n and ou t of th e netw ork  and determ i ne i f i t i s 
b eh av i ng as legi ti m ate traffi c sh ou ld - and to scan for k now n and u nk now n ty p es of attack s.  

                                            
5 C isco V irt u al O ffice – S olu t ions R eference N et w ork  Desig n  
h t t p :/ / w w w . cisco. com/ en/ U S / solu t ions/ collat eral/ ns3 4 0 / ns5 1 7 / ns4 3 0 / ns8 5 5 / g u ide_ c0 7 -4 9 5 1 3 9 . h t ml 
6 C isco S elf Defending  N et w ork  – h t t p :/ / w w w . cisco. com/ g o/ sdn 
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B ased on th e IP S  p oli cy  i t can th en p erform  sev eral acti ons, su ch  as b lock , rate-li m i t or 
rep ort.  
 
Dev i ces su ch  as fi rew alls, IP S , sw i tch es and rou ters all p rov i de logs w h i ch  i ndi v i du ally  on 
ex am i nati on m i gh t seem  fai rly  i nnocu ou s, h ow ev er w h en com b i ned m i gh t i ndi cate th at an 
attack  i s i n p rogress. Ci sco M oni tori ng, Analy si s and R ep orti ng S y stem  ( CS -M AR S )  dev i ces 
can b e dep loy ed centrally  or locally  to collect and correlate th e logs from  th e centre’ s 
dev i ces and p rov i de an alert v i a em ai l or S M S  i f an attack  i s i n p rogress - and ev en 
recom m end w h at can b e done to m i ti gate agai nst th e attack . 
 
Fi gu re 4.4.1 sh ow s th e secu ri ty  consi derati ons for th e N ei gh b ou rh ood H ealth  Centre and th e 
w i der P CT, som e of w h i ch  are descri b ed i n follow i ng su b -secti ons. 
 

 
Figure 4 .4 .1 N et w ork  S ecurit y  

4 . 4 . 1  N etw o rk  A d m issio n C o ntro l  
As m enti oned p rev i ou sly  th e ex p ectati on i s th at N ei gh b ou rh ood H ealth  Centres w i ll su p p ort 
a sh ared w ork i ng env i ronm ent. W h i lst th ere are no tech ni cal b arri ers to ach i ev i ng th i s, th ere 
are secu ri ty  consi derati ons w h ere for i nstance oth er non-N H S  serv i ces are li k ely  to b e co-
located, e.g. S oci al S erv i ces and ch ari ty  organi sati ons.  Th ese non-N H S  organi sati ons w i ll 
sti ll req u i re access to th e netw ork  ei th er v i a th e w i red or w i reless L AN  and m u st th erefore b e 
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segregated.  A fu rth er consi derati on i s th at th e centres w i ll b e p u b li c b u i ldi ngs and th ere i s 
th erefore an i nh erent ri sk  of th e p u b li c gai ni ng access to th e netw ork .   
 
H i stori cally , serv i ce p rov i si on to di fferent b u t co-located organi sati ons w as ach i ev ed b y  
dedi cati ng sep arate p h y si cal netw ork  i nfrastru ctu re; h ow ev er th i s i s ex p ensi v e, di ffi cu lt to 
m anage and doesn’ t p rev ent u nau th ori sed u sers from  connecti ng to accessi b le L AN  p orts. 
Th i s i s w h ere th e concep t of N etw ork  Adm i ssi on Control ( N AC)  can h elp . Th e Ci sco N AC 
solu ti on sh ow n i n Fi gu re 4.4.2 focu ses on tw o k ey  serv i ces.  
 

• Th e fi rst i s au th enti cati on, w h ere ev ery  u ser th at connects to th e netw ork  needs to 
au th enti cate b efore b ei ng granted access. B ased on th i s au th enti cati on, th e u ser i s 
th en p u t i nto th e ap p rop ri ate V i rtu al L AN  w h i ch  h as b een confi gu red w i th  sp eci fi c 
access ri gh ts.   If th e u ser fai ls th e au th enti cati on p rocess th en no access i s gi v en to 
th e u ser.  

• Th e second serv i ce th at th e N AC p erform s i s p ostu re assessm ent to ensu re th at 
dev i ces connecti ng on th e netw ork  h av e th e req u i red softw are su ch  as op erati ng 
sy stem  v ersi on and serv i ce p ack , and th at anti -v i ru s i s i nstalled and ru nni ng to 
m i ni m i se th e ri sk  of i nfected dev i ces connecti ng onto th e netw ork .  Dev i ces th at are 
not u p  to date can b e di rected to dow nload th e req u i red softw are b efore th ey  are 
allow ed access to th e netw ork .  

 

 
Figure 4 .4 .2  N et w ork  A dm is s ion C ont rol 
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Ci sco N AC i s p rov i ded u si ng tw o k ey  com p onents, th e N AC S erv er and th e N AC M anager.  
Fi gu re 4.4.2 sh ow s th e N AC S erv er i ntercep ti ng th e connecti on from  th e end u ser dev i ce 
and forw ardi ng th e au th enti cati on req u est to th e N AC M anager w h i ch  q u eri es an ex ternal 
datab ase su ch  as AD to v eri fy  i f th e u ser i s v ali d and w h at grou p  to th ey  b elong to.  Th i s 
i nform ati on i s th en u sed to p lace th e u ser i n th e correct v i rtu al L AN  w h ere access i s 
controlled.  In Fi gu re 4.4.2 th e Doctor h as access to a N H S  ap p li cati on w h i le a non-m edi cal 
staff m em b er connected on th e sam e sw i tch  does not.   
4 . 4 . 2  D ata L eak age P reventio n 
Data leak age i s w h ere i nform ati on i s ei th er lost or stolen b y  u si ng rem ov ab le m edi a or b y  
m ov i ng from  one ap p li cati on to anoth er, su ch  as cop y i ng and p asti ng i nform ati on i nto an 
Instant M essagi ng ap p li cati on or em ai l. Th ese ri sk s can b e m i ti gated b y  u si ng agent 
softw are to enforce p oli cy .    
 
Fi gu re 4.4.1 sh ow s Ci sco S ecu ri ty  Agent ( CS A) , a fu lly  i ntegrated endp oi nt secu ri ty  solu ti on 
th at p rov i des day -z ero attack  p rev enti on w i th ou t th e need to u p date si gnatu re fi les. CS A 
also p rov i des Data L eak age P rev enti on ( DL P )  cap ab i li ty  to m atch  Tru st p oli cy  h ence 
p rev enti ng p ati ent i nform ati on from  b ei ng cop i ed or m ov ed.  O p ti onally , i f data does h av e to 
b e m ov ed, th en CS A can lau nch  a w i ndow  th at can adv i se th e u ser on th e secu ri ty  p oli cy  
and h av e th em  ack now ledge th at th ey  h av e read th e p oli cy  p ri or to granti ng th e access to 
m ov e th e data.  Th e ev ent w ou ld also b e logged to sh ow  w h en and w h at cau sed th e ev ent 
to occu r w h i ch  can th en b e rev i ew ed b y  th e secu ri ty  team . 
 
W h i lst DL P  i ssu es are not sp eci fi c to th e N ei gh b ou rh ood H ealth  Centre i t does h av e 
p arti cu lar em p h asi s gi v en th e sh ared w ork i ng env i ronm ent. It i s also w orth y  of fu rth er 
consi derati on at a Tru st ICT strategy  lev el. 
4 .5  A p p l i cat i on O p t i m i sat i on 
In recent y ears th e trend h as b een tow ards centrali sed ap p li cati ons and serv i ces on serv ers 
h ou sed i n Data Centres w i th  associ ated b enefi ts su ch  as cost redu cti on, ease of 
m anagem ent, di saster recov ery  and controlled b ack u p s.  W h i lst th ese b enefi ts are clear th i s 
can h ow ev er lead to a degraded u ser ex p eri ence at rem ote locati ons ev en i f a good Q oS  
desi gn h as b een i m p lem ented on b oth  th e L AN  and th e W AN .  Th i s i s not only  associ ated 
w i th  lack  of av ai lab le b andw i dth  i n th e W AN  env i ronm ent b u t also th e natu re of som e 
ap p li cati ons – for i nstance th ose th at u se p rotocols ori gi nally  desi gned for u se i n L AN  
env i ronm ents.  
 
Ci sco W i de Area Ap p li cati on S erv i ces ( W AAS )  allow s organi sati ons to conti nu e to centrali se 
serv ers, b u t h elp s ensu re th at rem ote u sers enj oy  L AN  li k e p erform ance.  W AAS  op ti m i ses 
traffi c u si ng v ari ou s m eth ods, su ch  as th e redu cti on of redu ndant i nform ati on, com p ressi on, 
p re-p osi ti oni ng of data at th e rem ote si te, and cach i ng. Fi gu re 4.5 sh ow s th e th ree k ey  
com p onents i n a W AAS  solu ti on, a W i de-area Ap p li cati on E ngi ne ( W AE )  at th e Data Centre, 
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a W AE  at th e rem ote si te, and fi nally  th e W AAS  Central M anager w h i ch  p rov i des a si ngle 
p oi nt for m anagem ent and rep orti ng.    
 

 
Figure 4 .5  W ide A rea A p p licat ion S erv ices  

4 .6  D i gi t al  M e di a S y st e m s 
H ealth  P rom oti on i s a k ey  i ni ti ati v e i n order to p rom ote h ealth i er li v i ng and to edu cate th e 
general p u b li c. Asi de from  tradi ti onal m edi a su ch  as p am p h lets, TV  and new sp ap er 
adv erti sem ents, tech nology  can su p p lem ent th i s effort. U si ng w eb  tools to su p p ort p ati ent 
and p u b li c i nteracti on i s one av enu e w orth  ex p lori ng b u t new  tech nologi es su ch  as Di gi tal 
M edi a S y stem s ( DM S )  i ntrodu ce new  op p ortu ni ti es. 
 
B y  tak i ng adv antage of lost ti m e i n recep ti on areas and w ai ti ng areas p ati ents can b e m ade 
aw are of th e latest and relev ant H ealth  P rom oti on adv i ce w h i le w ai ti ng to b e seen, ei th er b y  
a G P  or anoth er serv i ce p rov i ded at th e N ei gh b ou rh ood H ealth  Centre.  Th e DM S  solu ti on 
can p lay  stream i ng v i deo, li v e b roadcast v i deo, sli de sh ow s and oth er di gi tal i m ages and 
cou ld also offer dy nam i c di gi tal di rectori es to i nform  p ati ents w h ere serv i ces and com m u ni ty  
ev ents are b ei ng h eld w i th i n th e Centre. O th er p otenti al u ses i nclu de si gnp osti ng, 
em ergency  ev acu ati on noti ces and G P  av ai lab i li ty . Adv erti si ng ( accordi ng to Tru st p oli cy )  of 
local h ealth care and oth er serv i ces cou ld lead to a retu rn on i nv estm ent h ence deli v eri ng 
b enefi t to p ati ents w i th  li m i ted ov erall cost.  
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