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Foreword

Cisco has had a team dedicated to the Higher & Further Education market in England and Wales since 1998. In that time we
have developed substantial market presence in the communication, collaboration and data services environmnents, and
also believe we have also gained real insight into the beneficial application of ICT within Colleges and Universities.

During that time student numbers have grown significantly, there has been a key focus onenhancing the student
experience, with current fiscal constraints institutions are looking for alternative methods of funding to supplement the
traditional income flows and there is a heightened focus on smart buildings to assist with measuring and reducing carbon
emissions. Technology has embedded itself into most parts of institutions whether it be in the way clearing/admissions is
achieved to the way institutions collaborate with other institutions and partners or mobile wireless provides access to staff
and students for the delivery and reception of educational materials.

Cisco firmly believes that ites technologies provide key com
enhancing the student experience through secure collaborative tools and mobile connectivi ty solutions;

a suite of collaborative tools that enable rich, flexible and timely communications assisting communications with additional

funding stream partners; smart buildings with granular views of carbon usage requires intelligent connectivity and

application integration across a ubiquitous platform, which the network is able to meet.

This 21st Century Connected Learning Institution Blueprint details how a connected approach to the way an institution

carries out iteés dut irgiscluding the |dadersieifteam, estdtek, finartce teaehing $tadf,daculty,

students and administration. It provides real examples of where technology can be deployed and the benefits generated to

the institution. The overall framework, of which thisblue r i nt i s a part, explains how techno
wider business and transformation goals.

This Blueprint is, in no small part, based on the contributions of many leaders and technologists involved with education tha
Cisco has had the pleasure to collaborate with over the years. We would welcome the opportunity for ongoing dialogue on
this agenda, so please do let us know of your experiences with technology in the running of a University or College and the
creation and delivery of educ ational material and forward any suggestions for future additions or improvements..

Michael Watkins

Regional Manager

Higher & Further Education
mwatkin@cisco.com



mailto:mwatkin@cisco.com

atfvar]ee = —EEYL EFERENEeNEE J . 3 0 0€ A
4 Few AR ARGHE VN T SAEd e :
L c TN

CISCO. stm E=<EEP- SN
T

Cisco Technology Framework for Higher & Further Education

Table of Contents

AACTONYIMIS ...t ieieiieetieee e cmmmmmmmmmms o4+ e+« s £ £ £ 55 1 smmsrmmmm———s s 4 4+ £ & Smmm s £ £ 5 15 1 & smmmHEmmmmmms £+ £ 4§ 4 ¢ & SHREmmmmmn 5§ £ 1 14 & smmmmsmmm—— 11 1110 6....
Table of Contents........cccecceueee. LA
L. EXECULIVE SUIMIMIAIY....ccetteuiiuunnnnsimmmmmmmmmmmse s s e e e e s mmemmmmmmmns s £ 1 5 s smmmtmmmm—mm £+ £+ £ 55 ¢ smmmtmrmammmms £ 1 1 5 & mmmm == £ £ ¢ £ 558 smmmmmmmmms 21 1 1 111 8

1.1 Introduction and Purpose of the 21st Century Connected Learning Institution BIUEPFNT .........cccoveeiss e ceeee D

2.What is the 21st Century Connected Learning INSHULION? ......ueuuueeeisiess comcmmmmmmr e e e e emmmmsimmmmmms s e s+« + oo 555 5 100 10..
2% 13 oo L1 T i o] o ISP P R TRUPRR PR 10.....
2.2 Enhancing the Teaching & LearnNing EXPEIENCE. .....cuuueuuiiiueesimmmmmmmmer e et 44+ s smmmmimmmes 444444+ smmmmsimmmmmms £ 555 555 ¢ s £ £ 551 11......
2.3 WOrKfOrce ENADIEIMENT ... .veeeeeeeeeieee et s cmmmmmmmmmcs s s £ £ 5 55 ¢ s 5 5 5 5 e £ 1 10 2.
2.4 Flexible WOrkplaCeS GN0 SPACES .....uuuurrrieiiressimmmmmmmmmmmss e e e e s ommmmmmmmmms s £ £ e e s mmmmmmmmmms £ £ 5555 £ s 5 5 5 15 5 s £ 24 11 110 13.......
2.5 FouNdation ICT INfraStIUCIUIE ........ccieissiene s smmmmmmmmmmm s oo e e e e mmmmmmmmmn s £ £ 12 2 smmmsrmmmm——s s+ £+ + ¢ emmmmmmmmms 555 55 1 & smmmmsmmm—— 2214151 15..
2.6 Roadmap to the 21st Century Connected Learning INSHULION ..........ceei e os s s comccmomr et e emmmmsimmmmmms s s+« +« s 255510 16......

2.What is the 21st Century Connected Learning INSHIULIONT ......ccceeeurrrrersmmmmmmmmmmcs e emmmmmmmmms s s e s s 18.

4.The 21st Century Connected Learning Institution Conceptual ArChitECIUIE ........eueeeiiiisssimmmmmcmmmmreee e e s e e 20..
4.1 Description of the Conceptual ArCHIECIUIE ......cciiieiiiiiieeccmmmmcmmmce e oo e s smmmmmmm——t e s+ 4t 2o smmmmsimmmm——s s+« 4+ + et £ 55 £ £ 50 20..
4. 2USET QN0 SEIVICE CONTEXErrrrrrrrrresssisssemmmmmmmmene s+ 44444+ smmmsimmmmmmmt £ 44444+ smmmsirmmmmmt £ £ £+ 4 54 # smmmmsimmmmmms £ 55 £ £ £ 5 ¢ smmmmsimmmmms £ £ £ £ 551 22..

5. Foundation (or Physical) Network ArChITECIUMNES. ...uuu e i e ii e e s mccmmmr et ammmsrmmmmmms s+« 4+« ¢ s £ 5 1 5 smmmmsmmmmmm 241240 25.

D L FOUNUALION LAN. . .uutieuuieetunsen immmmmmmmmmms s s e e s emmmmmmmm————— s £+ £ £ smmmmmm——s £ £ 1 1 # smmmstimmmm—= & £ 1 &+ 58 1 s mH=———— £ ¢ £ 1 &+ ¢ smmmmreImmm— 1 1 1 ¢ 115 25..
L0 0 Y =T o = 29..
5.1.2CamPUS VIrTUAIISATION ... ceeieeesieeees commmmmmmmms s s sommmmmmmmmm £+ s+ £ 54 ¢ cmmmmamammmns £ 45+ mmmmm——=— £ £+ ¢ £ 558 s mmmmmmms £ 1 1 4 111 29

5.2 D818 CEINMIE ..1eiiiuureeiitees s immmmmmmmmmss o2 s s smmmimmmmmms 142 41 5 smmmsimmmmmm—s £+ 4853 smmmhmmm—mms 15§ 4158 Smmmmmmm=_E £ 315154 s smmmmpimmmmns 84+ 108 33..
5.2.1Virtualisation in the Data CeNII......ccuuueiiiieieecccmmammmmcs e e s smmmmmmmmm—s s s+ 44 £ s smmmsrmmmm—ms s 4+ s smmmmesmmm—— £ 55 £ £ 155 35..
5.2.2COMPULE VIrtUAIISALION ....uiceiieiesiee et omimmmmmmms 1 2 sommmmmmmmm £ s+ ¢4 ¢ emmmetomammmms £ 5 1 # smmmm——— £+ ¢ £ £ 58 smmmmmmmmmms 21 111 37..
5.2.3APPIICAtiON OPLIMISALION eiitieuuieiisiess s ccmmcmmmmr e 4o e smmmsimmmmmmms s s+ 4+ s+ emmmsm———— £ £ £ £ £ 55 smmmmsimmmmm—s s 4+ 4 4+ smmmmsesm—t £ 55 £ £ 155 39.....
5.2.4Data CENIIE SECUILY ....iiiieeeieesreen s smmmmmmmmmmms s s+ o s e s cmmmmmmmmmt £ £ £ 155 smmmsrmmmm——s s+ 4 4+ # smmmmmmm—mt 5 £ £ 5 11 smmmmsmmm—— 1444150 39
5.2.5BuUSIiNesS CoNtiNUANCE NEIWOTIKING .e.ttuuuuuuerisiesesccmmmmammmr e st 1ns s ommmsimmmmmms s+« 4+« « emmmmmmmmmmn s £ 5 5 1 1 smmmmsmmmmmm s 2245450 40
5.2.6Shared Services Data Centre........ccccc.c..... LGALL

D . WIIEIESS LAN ... eeueeetneienus s emmmmmmmmmmmr e e e e e s smmemimmmmm—s s+ £ 12 5 smmmbm et 5 £ 8 ¢ smmRE—————— £ £ 1 # 1 £ 8 smmmmmmmm——_ ¢ £ 11 % smmms R £ 511 1 158 41
5.3.1CentraliSEd WIrElESS LAN .....ueeeuuuuun s icmmmmmmmmmme s s e et e s emmmmommmmmmes s 4+ smmmmmmmm— £+ ¢+ 554 5 s mmmimmmmmns £ £ 4 4 e £ 5+ ¢ 5 150 22 41......
5.3.2Secure Mobility .....ccceeeeieinnns LGA3L
5.3.3B0rderleSs Wir€leSS LAN ....uuuuuces st ie e e s ccmmmmme e 4 e emmmsimmmmmmms s+« 4 4+« s £ £ 5 15 1 smmmmsimmmmmms £ 2444150 430
5.3.4WiIreleSs MODIlItY SEIVICES .....uiuuuuuuunis oo e oo e e s emmmmmmmmmmms s £ s mmmm———— s+ £ 54 ¢ 5 smmmmmmmmm—ms s 4+ smmmmm £ £ ¢ £ £ 555 44.......
5.3.4.2Fixed Mobile CONVEIgENCE SEIVICES ......ccceueerrrmnnsimmmmmmmmmmms s e e et e e s mmmsmmmmmmn £ £ 1 2 smmmmsemmmmmms s 2112100 I |
5.3 D G UESE ACCESS ... eeeee e e e e e e s oo £ £ £ £ £ £ £ s £ £ 2 e £ £ £ £ £ £ £ £ S £ 1 1 et £ £ 4 £ £ £ 47......
5.3.6V0ICE OVEN WIrlESS LAN. ...t tuuueer s e ee e e s ccmmmmmmr e 24 1o smmmsimmmmmmms s+« 4+ 4+ + emmmesmmmmmmn £ £ 5 15 1 smmmmsemmmmmns 2414100 48

5.4 Foundation MAN @N0 WAN. ... .ceuueiiieenns iommmmmmmmm s+ ses s smmmmmmmmmms s s £ 151 smmmseim————— s 5§55 smmmmm————— £ £ £ 15 smmmm——— £ £ 11 49
5.4.1Bandwidth OPtiMISALION ....ueueceieeessescmamommmr e 1e e smmmsimmmmmmms s+« ¢ emmmesmmmmmmn £ £ 5 15 1 smmmmsemmmmmms s 2214450 R |

6. Logical Architectures for the 21st Century Connected Learning INStItUtioN ................ocoommemeeeeeee e e e 52
6.1 UNIfied COMMUNICATIONS 1uvuuiiiereusnssesnsmmmmmmmmmmms s s s o s e e smmmsmmmmmms s s+ s+ £ 5 smmmsssmmm—m—s 1 s+ £ 5 smmmmhmm—m—s s+ 4+ £ 8 5 smmmmmmmmms £ 4+ 4+ 555 52..
6.2 Collaboration Services and BUSINESS VIOEO vu.uuivieeeuuuiiesn smmmmmmmmmms s s s s e e s smmmssmmmmmmms s 4+ 4 5 smmmmmmmmmms s 4+ 4+ £ 5 5 smmmmemmmmms s 444+ 555 a8...

4

Part Two: 21" Century Connected Learning Institution Blueprint



atfrarfee = — RV o EEEREech BEE J Lo
4 EeW ARG o ,
EETT W

6.2.1CO0lIaDOrAtION SEIVICES eviiiiiiiiis i smmmmeceeee s o+ s smmmmimmmmmmt 444444+ smmmsiimmmmmt £ 4 4 4 44 4+ st £ 55 5 £ £ 5 £ s £ £ £ 551 59..
6.2.2REAFTIME BUSINESS VIt ... ueeeeeeiiiisssssmmmmmmmmmomr et e e e s emmmmmmmmmms s £ £ 144 ¢ mmmmmmmmmms £ £ £ 555 ¢ mmmmmmmmms £ £ 5 55 5 e £ £ 1 110 59.......
6.2.3CISCO TEIEPTESENCE .....ueueueneeeeeeesmmmmmmmmca sttt e e s emmmmmmmmmms s £ £ e s mmmmmmmms £ £ 5 5555 s 5 5 5 o £ £ 1 111 60
6.3 MODility TECHNOIOGIES ...vvuuuieii i e imcmmmmme 44 cmmmsrmmmmmmm o+ s+ £+ ¢ mmmetmmmmmms £ 1 5 1 smmmmm——— £+ ¢+ 55 ¢ smmmmmmommms 21 4 11 ....60.....
6.3.1Remote Learning and WOrIKiNG ... .. e oo eeeescmmammmmme e s 1 e smmmmsemmmmmms s+« + ¢ emmmmtmmmmmms £ 5 5 1 smmmmsmmmmm s 221450 .Bl...
6.3.2CISCO VIrtUal OffiCE 1. ieeeeeuus e e s s smmmmmms £+ 4 12 oot £+ 42 oot £ £ £ £ 4 st £ 544 1115 62..
6.3.3Mobile Learning & WOTKING .......ccceeeeruemn s mmmmmmmmmmm s oo oes s s commsmmmmmmms s £ 1 22 s smmmsimmmmmms 4+ £« smmmmmmmmmms £ 5 5 1  smmmmsimmmmmmn £+ 1112 62......
6.4 Smart ConnNected BUIIINGS ........cccueiiieenuimmmmmmmmmmme oo oe s e s cocmmammmr a4 £ 1o s smmmsirmmmmmms s s+« 4+ # smmmmmmm———n = £ £ 5 5 smmmmsimmmm—— 111110 63
6.4.11P Video Surveillance and PhySiCal SECUILY ......iueieeurtuuess immmmmmmmmms e oo e e e e s mmmmsmmmmmn 111 1 smmmmsmmmmmm s 221120 ..B7....
6.4.2DiIgItAl SIGNAGE cerevrerennurnnrenns oo e s e ee e e e smmmmmmmmmmms s s £ s+ smmm———— £ £ £ 55 55 smmmmSmmm———_ e 4§ s ——— £ £ £ £ £ 15 smmmmrmm——— 70.....
6.5 INfOrMAation aNd SEIVICE ASSUIANCE. ... ..uuuuurrrrreesmmmmmmmmmms s s s emmmsmmmmms £ £ 4 oot ——— £ 4 41 s £ £+ £ st £ 54 1 1 75.....
6.5.1CiscO Self-Defending NEIWOTK ......ccuuiuuureeesimmmmmnammms s e ommmmmmmms £ £+ 12 s e £ 5155 15 £ e s £ 555 ...(6....
6.5.2ENUPOINT SECUNLY 1...uveeeersisiees s smmmimeemmmms s e s smmmimmmmmms £ 4+ £ smmmmmmmmmt £ £ £ 4 1258 mmmmmmmmm £ 415118 £ s £ £ 5551 .I6...
6.5.3NEIWOIK SECUIEY 1o uerrresssiuses emmmmmemm e s smmmsmmmmms £ £ 44 oot £ £ £ 41 5 o £ 5155 18§ s s £ 5551 ...18....
6.5.4CONENT SECUILY +euerrressssunes mmmmmmemme s e smmmsmmmmms £ £ £ £ s oot £ £ £ 41 5 e £ 5155 18§ s £ £ 5551 ..80....
6.5.5ADPIICALION SECUILY 1riiuuuererss i emmmmmmmmems s s s emmmsimmemmms 1 1244 s s £ £ £ £ £ s oot £ £ £ 4 1 3 o £ 115 0 81.
6.5.6Security Policy Management and INCIAeNt REPOTTING 1...vvreerreiusrrssimmmmmmemmmms e s emmmmimmmmms £+ st £ 21110 82......
6.6 Service and NetwWOrk ManNagEIMENT.......ccueuuuuuuuun commmmmmmree e s oo e s cmemmmmmmm—s s 1 1 s smmmsmm————— s s+ £ £ 5§ smmmmtrmmmmmms 5 1 41 smmmm——— £ ¢ £ ¢ 83......
7.Green, Sustainability and CarbOn Mana@gEMENL.........uuurrrrrersmmmmmmmmcs s e e s mmmmmmmmmmms s s e s emmmmmmmmms s 5 5 5 s 2 1 1110 84.
8.Cisco Support for Delivering the 21st Century Connected Learning INStIULION ........cccoovevisisimmccmmmmmr e e e s 88......
st
Appendix A. 21 Century Connected Learning INSIULION ..........ccuiiiiiiieiiiiie etk 89.....
BlUEPIiNt TEAM @NT CONTACES .......uviiiiiieiittie ittt e e e e e b et s b e e e s bt e s b bt s s aa e e s sen e e e e be e e sbn e e sneeeetreenne 89..
Appendix B. TECHNICAI RETEIENCES ........oiiiiiii it e et b e e ab e e e st e e e s sar e e e sre e aa......

Part Two: 21" Century Connected Learning Institution Blueprint



NI Ry EFAREECYEEE J . 1 0 0§ A&
¢ Eew AREE ARENE VN R “SEd S e aE
CISCO. =5u S=<EEP-IEEIPT N & ETUNG® MEmSsa
HEeE N e D Ees

Cisco Technology Framework for Higher & Further Education

Acronyms

AES Advanced Encryption Standard
AP Access Point (wireless)

API Application Programming Interface
BMS Building management Systems

CAPWAP Control and Provisioning of Wireless Access Points (protocol)
CCTV Closed Circuit TV
COTS Commercial off the shelf

CRC Carbon Reduction Commitment
DC Data Centre

DMM Digital Media Manager

DMS Digital Media Suite

DNS Domain Name Services

DVR Digital Video Recorders

FCIP Fibre Channel over IP

FCoE Fibre Channel over Ethernet

FHRP First Hop Redundancy Protocol
GLBP Load Balancing Protocol

HSRP Hot-Standby Router Protocol

HVAC Heating Ventilation & Air Conditioning

ICT Information and Communication Technologies

IDS Intrusion Detection System

iLBC Internet Low Bandwidth Codec

IPTV A method of transmitting television over an IP packet network

IPS Intrusion Protection System

IP VPN  IP Virtual Private Network, achieving logical separation of networks over an IP infrastructure

LAN Local Area Network- a computer network covering a relatively small area

LMS Learning Management System, a software application that automates the administration, documentation,

tracking, and reporting of training events
LWAPP  Lightweight Access Point Protocol

MAN Metropolitan Area Network - a network that typically spans an area greater than a LAN but less than &/AN

MAP Mesh Access Point

MIC Message Integrity Check

MPLS Multiprotocol Label Switching, a mechanism in high-performance networks which directs and carries data from
one network node to the next

NAC Network Access Control

Netbook A small, light andinexpensive laptop computers suited for general computing and accessing web -based
applications

NGS NAC Guest Server

PoE Power over Ethernet

P2P Peer to Peer

QoS Quality of Service

RAP Root Access Point

RF Radio Frequency

RFID Radio Frequency ID, atechnology for wirelessly tracking and locating an asset, product or person

ROI Return on Investment

RPO Recovery Point Objective

RPS Redundant Power Supplies

RTO Recovery Time Objective

SAN Storage Area Network

SCORM Sharable Content Object Reference Model is a collection of standards and specifications for web -based e-
learning

SLA Service Level Agreement

SNR Single Number Reach

SRST Survivable Remote Site Telephony
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SSL Secure Sockets Layer

STP Spanning-tree protocols

TKIP Temporal Key Integrity Protocol

TRM Technical Reference Model

uc Unified Communications

ucs Unified Computing System

UPS Uninterruptible Power Supplies

VCR Video Cassette Recorder

VDC Virtual Device Context - virtual segmentation of a physical device
VLE Vitual Learning Environment

VRF Virtual Routing and Forwarding, a technology that allows multiple instances of a routing table to caexist within

the same router at the same time with no connection between the tables
VRRP Virtual Router Redundancy Protocol

VSM Video Surveillance Manager

VSS Virtual Switching System

WAAS Wide Area Application Services

WAN Wide Area Network - a network that covers a broad geographical area

WCS Wireless Control System

WLAN Wireless LAN

WLC Wireless LAN Controller

802.1x IEEE Standad for authenticating end points
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1. Executive Summary

Today, institutions across England and Wales are operating in a business environment that is challenging traditional
funding models, increasing options for the delivery of teaching and learning, coupled with spiraling energy costs. In

addition to the pedagogical guidance being provided to institutions, there are also Government directives on energy
efficiency e.g. the Carbon Reduction Commitment legislation, that have a direct impact on the sector.

For the last 10 years, the number of students in Higher and Further Education has grown steadily, and are currently
standing at around 2.4 million in Higher Education and 5.1 million in Further Education. Currently institutions face the
prospect of home stude nt numbers being constrained, this can have a direct impact on the funds available for
expansion or improvement. In addition there is a potential change in the near future to the student fee cap that is in
place. For Further Education institutions, there ae challenges around the funding of new buildings. Both Higher and
Further education institutions have the goal of not only attracting new students but also retaining them. This
environment makes it all the more important to attract and retain students by delivering an excellent student
experience.

With the capabilities of current Information and Communication Technologies (ICT), the borders of traditional
institutions are blurring. Institutions need no longer be bound by physical borders for their admini stration or teaching
and learning. Different business models for the creation and sharing of intellectual property are emerging and the way
in which business and community engagements are conducted is changing.

With this background Cisco has created 2 blueprints for Higher and Further Education (H&FE). The first document

reviews the business and funding aspects associated with H&FE, the purpose of this, the second document, is to
overview available |1 CT, i teés dir esupporbafhusiness tansdormatiomandh how it
curriculum delivery. It provides a set of conceptual, logical and physical reference architectures which can be adopted

by institutions to inform each stage of ICT development; from vision and strategy planning through to final

implementation. The reference architectures may also be used with internal and external ICT stakeholders. Each

institution is either connected directly to the JANET network or their regional MAN, however in depth discussion on the

MAN networks and services that can be run over these is outside the scope of this document.

Cisco uses the term 21st Century Connected Learning as model to refer to an educational institution/establishment

that is maxi mising t he b esplaminhgandfcurreutumideliery in brdeTtoenablei t € s busi n
transformation and flexible learning. This document-t he ¢21st Century Connectedhasearni
been created by Cisco as part of a framework to outline how ICT can have a transfemational effect on the business

and curriculum delivery by adopting an architectural approach. It is targeted primarily at technical stakeholders within

Colleges and Universities & namely CIO, CTO, IT Director, Principal, Chief Executive, Head of Networkand senior

technical staff.

There are 3 key areas that ICT links to the operation of Colleges and Universities:

O Enhancing the Teaching & Learning Environmengi using unified communications and mobility technologies to
enhance existing teaching and learning models and enable virtual classrooms delivering up to date, live remote
learning, collaborative workspaces, with secure connectivity throughout the borderless campus .

O Workforce Enablement & using unified communications, virtual work spaces and mobility technologies to create
¢new ways of workingé for back office and front | ine tee

O Flexible Workplaces and Spaces 4 using technology to radically change how offices, lecture theatres, assets and
facilities are monitored, managed and optimised to create the 21st Century Connected Learning Institution
Campus.

Cisco would like to extend an offer to discuss the contents of the 21st Century Connected Learning Blueprint. We

believe this may assist you in clarifying how their contents might positively impact the daily functions of your College
or University. If you would like to take up this offer you will find the details of your local Cisco contact in Appendix A

Part Two: 21" Century Connected Learning Institution Blueprint
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1.1 Introduction and Purpose of the 21st Century Connected Learning Institution Blueprin  t

There has never been a time like today where ICT is able to offer such flexible and diverse options for delivering
education, research and collaboration with business partners, enabling greater inclusiveness and diversity. In the
current economic clim ate, when traditional education and research funding models are being challenged, it is
especially important for each institution to ensure high quality delivery of the curriculum to enhance the student
experience and hence support student attraction and r etention rates.

Institutions face the prospect of home student numbers being constrained due to funding models. This creates

an opportunity to provide a focus oocamptis@acoingemoteeseéal
curriculum as a way for the institute to grow. Colleges are continually looking for ways to recruit and retain

students whilst delivering high student achievement as currently measured by Ofsted and the Learning Skills

Council. Other Government directives relating to energy efficiency, e.g. the Carbon Reduction Commitment*

legislation also have a direct impact on the sector. Use of intelligent network based technologies can give an

insight into where power is being used and assist in the reduction of power when used in conjunction with other

measures.

There is a shift taking place across the education sector in the way in which the underpinning technologies used
for the delivery of core services such as business applications and processes along with the delivery of learning
materials and interactions are being designed and deployed. Traditional face to face teaching and learning
practices are giving way to more blended approaches inv
enabling an expansion of the borders of a traditional institution. Network infrastructure and applications are no
longer perceived by the business or by the users as being a nice to have, but an essential always on service
delivering appropriate and responsive services. The nature of real time applications such as IP Telephony,
Unified Communications and video, effectively provide a network monitor to all users giving visibility of
availability and responsiveness of the applications and infrastructure. The network is now the platform for
delivering these capabilities and has changed from being a best effort connectivity and delivery platform to one
that is far more reliable with built in fast failover resiliency capabilities which when deployed according to
guidelines and support provides Enterprise grade functionality and availability.

Video, whether it is real time or recalled video content, is a key component in the participation and delivery of the
curriculum and staff learning, as well collaboration within the institution and for research acceleration. Having a

network that is both video-aware and dynamically responsive to it can increase operational simplicity by

reducing complexity, administrative overhead and accel e
medianet architectur al platform is media and endpoint aware with built in services that provide an optimal quality

of experience for the user, whilst automating many aspects of configuration and network optimisation.

The 21st Century Connected Learning Institution Blueprint is intended to assist institutions in understanding
available technologies, how they may help the operation of the business and the key steps and capabilities that
need to built in order to achieve the desired outcomes. This document provides a set of conceptual, logical and
physical reference architectures which can be adopted by institutions to inform each stage of ICT development;
from vision and strategy planning through to final implementation. The reference architectures may also be used
with internal and external ICT stakeholders.

Each institution is either connected directly to the JANET network or their regional MAN, however in depth
discussion on the MAN networks and services that can be run over these is outside the scope of this document.

t Information on the CRC may be found at the defra website: http://www.defra.gov.uk/environment/climatechange/uk/business/crc/index.htm
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2.What is the 21st Century Connected Learning Institution?

2.1 Introduction

The senior leadership team of an institution is responsible for running a safe, effective and efficient organisation

through:

O Development of a consistent set of business goals and effective business plans to meet these goals;

O Recruitment and retention of quality teaching and research staff;

O Attraction and retention of students (both from both home and abroad);

O Increasing the institutionés standing, sistyudenitpaasiratey me as

for Universities and Ofsted and Learning Skills Council measurements for Colleges;
Partnership with one or more of the following:
O other institutions, research organisations, business and the wider community

O:

New business, teaching and learning models can be realised through the use of technology and an architectural
approach to the transformation of the | earning environ
Learning Institutioneée to r ef egharhessingtachneldgy forstrategicgaiande st ab
using it to maximum effect.

m
[

The prime responsibility for realising the 21st Century Connected Learning model lies with those who have the
mandate to transform an i nsti tndthesiudentexperience Ehis micdudesthd e ar ni
council, the senate, Principal, Chief Executive, finance, estates, HR and ICT; namely those functions, departments

and faculties responsible for the financial health of the institution and recruitment and retention of staff, research
academics and students.

Cisco believes that ICT has a critical role in enabling an institution to respond rapidly to changing business
requirements. Highlights of key areas where this is the case include:

O Flexible workplaces and spaces & reflecting the capability of the network as the platform for creating
borderless networks that unify building services and applications, and the ready availability of virtualising
technologies that can be used by staff, students and academics for projects and meetings. The Smart
Connected Buildings architecture enables rapid rollout of new ICT infrastructure and services into new
buildings in a timely and cost effective manner;

O Teaching and Learning & creation, storage and replay of materials in aSCORM? compliant manner can be
device and location independent. The location of the student and the lecturer can become immaterial, and
collaboration easy to achieve. Correct use of e-assessment® technologies can provide efficiency and
effectiveness improv ements in the teaching practice;

O Research d project times and costs can be reduced through the use of collaboration tools and by supplying
flexible, secure computing and information storage. These will facilitate improved collaboration with
research partners and aid the attraction, recruitment and retention of top academics;

O Students & enhancing the student experience by providing flexible learning and simple and easy access to,
and delivery of, learning materials;

O staff 4 technologies can impact staff in the way they collaborate, access information, where they work
physically and deliver flexibility to how and where they work, delivering elements of business continuance;

O Access to Data & Informationa network and application resilience and virtualisation enab | eongéal way s
access to user data and information and learning materials. The information and service assurance to
protect valuable resources is layered throughout the infrastructure, applications and end -points.

2 SCORM - Sharable Content Object Reference Model is a collection of standards and specifications for web -based e-learning

3 Further information on e-assessment can be found at the JISC web site: http://www.jisc.ac.uk/assessment.html#

10 Part Two: 21" Century Connected Learning Institution Blueprint
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To create the 21st Century Connected Learning Institution, Cisco recommends that directorates focus upon
exploiting technology in three development areas;

O Enhancing the Teaching and Learning Experience
O Workforce Enablement.
O Flexible Workplaces and Spaces

This should be underpinned by development of a foundation ICT infrastructure a the ICT Service Delivery
Platform - encompassing data centres, networks, desktops and information and service assurance.

2.2 Enhancing the Teaching & Learning Experience

Technology can help deliver an environment that truly enhances the student experience of an institution and
effectiveness of a study programme. The advent of low cost netbooks* and high quality mobile devices make it
feasible for students to create and acce ss material and to collaborate using them; indeed some Universities are
promoting or mandating that students use mobile devices to access a learning platform for learning materials
and information.

Student experiences also have strong linkages to the capabilities offered by Flexible Workplaces and Spaces.
Increasingly expectations are towards a blending of traditional teaching and learning models with the ambient
learning model where there is access to high quality e-learning material at a time, place, pa&e and context that
best suits the individual learner and which provides a personalised learning experience.

Effective use of ICT in the Teaching and Learning environment can help address the following:

How can staff student interactions be made more flexible and easier to achieve?
How can learning materials be created and delivered in a more flexible manner?
How can lesson/lecture review be made easier for students?

How can room availability/usage be made more visible?

How can information services be made more visible to the students?

(o eNeNe N

Five of the key areas where ICT can directly impact the teaching and learning environment are:

O Design & creation of content to provide flexible content creation options that support a range of input
devices - from hand held video recorders to studio based systems - and offer the ability to automatically
render prepared content into the format that best suits the end -point device of the student.

O Content delivery method . ICT should support a range of delivery methods that are inclusive of the lecturer,
student and content. Technologies can enable recording and storage from traditional lecture room/theatres
so they are easily achieved, virtual collaborative environments such that remote delivery and
teamwork/project work can be carried out, the use of immersive technologies, and use of IPTV recordings
so the transmission of programmeées and material <can

O Reception and ingestion of material by the student should be available at the time, place, in an appropiate
format and via the device of choice at that point in time.

O Timetable related information for access to material can be sent to the student to help ensure classes/
lectures are not missed. Reminders of upcoming lectures, IPTV schedules of their relevant topics, room
changes, timetable changes can be sent via text/social network applications or using location aware digital
signage, ensuring students have the most up to date information.

O Content storage provides the ability to store materials in a secure, highly available always on system with
applications providing SCORM compliance for tracking and testing purposes where appropriate.

4 Netbook - a small, light and inexpensive laptop computers suited for general computing and accessing web -based applic ations

5|PTV4 IP Television- a method of transmitting television over an IP packet network

11 Part Two: 21" Century Connected Learning Institution Blueprint
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For some users the key to technology adoption is to apply it in such a way that their current behaviour patterns
do not have to change, or only in a minimal way This is best illustrated through the use of a hypothetical example.
A lecturer who is used to walking into the classroom/lecture theatre, manually taking a register of attendees, then
switching on the over head projector (OHP) for use with acetates and hen proceeds to deliver their material, may
object to the introduction of a new process that exchanges the OHP for a smart projector and having to start a
video camera at the start of the session so that it can be recorded for later reviewing either by students unable to
attend or for revision purposes, and then stopping the recording at the end of the session. Through the use of ICT
this process can be largely automated. Student attendance could be automatically recorded using RFID®
technology or location tracking as they walk into the room. A smart projector could be used to take snapshot of
the material which synchronises to the camera which starts recording at a time set by the calendaring system
used for timetables, stops recording automatically at the end of the session and sends the synchronized
contents to a SCORM compliant repository.

Enhancing The Teaching and Learning Experience has direct linkages to ICT:

O Unified Communications which allows all voice, video and messaging services to be directed to the chosen
work device and location of a member of staff and easy escalation from one form of communication to a
more feature rich form, ideal for communications between lecturer and researcher or student;

O Collaboration technologies that allow the creation of virtual work spaces, enable slides, documents and
spreadsheets to be shared and worked upon across a table, across a room or between buildings. This
enables collaborative projects to be created, with contribution from any of the space members;

O Wireless networks that allow staff & students to work securely from their preferred location within a campus,
and enable wireless voice and data services to be used on the go;

O Digital signage that provides the ability to communicate with staff and students, for example to deliver
location, current lecture room usage, events, services or health and safety information;

O Video Portals that provide storage and recall of content integration into a SCORM compliant Learning
Management System”’ (LMS);

O Data Centre technologies provide the storage of student information and course materials in a secure
manner;

O Medianet which provides the underlying intelligent infrastructure that dynamically allocates resources and
services to deliver a consistently high quality experience when participating in a video session or viewing
video content.

2.3 Workforce Enablement

An effective workforce, both administration and teaching/research, is critical to the operation of any institution
and the successful delivery of services. That effectiveness can only be achieved through detailed workforce
planning by HR (often including some changes in working practices), finance, ICT and service delivery
departments in order that the following be addressed:

How can the efficiency of employees be maximised?

How can up-to-date tools - on a par with the best of private sector & be provided for the workforce?

How can the work-life balance of the employees be enhanced?

How can employees who are disabled, long term sick or with carer responsibilities be allowed to enter or
remain in employment?

O How can employees continue to effectively carry out their roles and responsibilities whilst travelling or
working remotely?

OO0 O O

5 RFID& Radio Frequency ID, a technology for wirelessly tracking and locatingan asset, product or person

7 Learning Management System, a software application that automates the administration, documentation, tracking, and reportingof training events

12 Part Two: 21" Century Connected Learning Institution Blueprint



NI — WP o EFARRAcWEE J o1 € A

W FeW ARE: ARENE N = B 1T
CISCO. s¢m S==EEHP-IEETPT W | 1ua.a§gl=§=

Cisco Technology Framework for Higher & Further Education

ICT has already demonstrated that it is able to tackle the above issues. Wherethe use of ICT has been
maximised to address these considerations it has delivered real operational efficiencies and provided options
for more flexible workstyles that individual employees can exploit to meet their personal needs.

One key area where ICTcan assist with the workforce has only recently become a reality; that is the ability for
remote workers (part time, full time or mobile users) to exploit Unified Communications, collaboration and
security technologies to carry out their role but still fee | part of a team and continue to contribute as effectively as

they do when on campus.

Technologies which help address these goals are:

O Unified Communications allows all voice, video and messaging services to be directed to the chosen work
location of a member of teaching, administration or research staff and also enables easy escalation from
instant messaging to a phone call through to a video call;

O Presence Services allow the network to be aware of the availability of users e.g. on the phone, availableand
the best mode of communication to use to reach them e.g. Instant Message, phone call, video call;

O Single Number Reach and Fixed Mobile Convergence optimise the reachability of staff and minimise the
cost of communicating with them as they move betwe en mobile operator and private networks;

O Collaboration technologies allow presentations, documents and spreadsheets to be reviewed and updated
across a table, across a room or between locations. This can help reduce administration, project and
research time;

O Wireless networks allow staff to work securely from their preferred location within an office or from home,
and enable wireless voice and data services to be used on the go in the campus;

O Secure Remote and Mobile Accesst echnol ogi es alnlyotw nteagn yawhceerses, t o i nf or
services in a secure manner, allowing staff to work from home or in a remote location;

O Data Centre technologies provide the storage of staff and institution information in a secure manner;

O Cisco TelePresence provides a virtual in room experience which enables high definition, rich media
communication between locations. The use of TelePresence can help reduce project and planning
timescales, increase the frequency of meetings without the need for travel for events such as:

O split location management meetings;

initial interviews for faculty, students in remote locations/countries;
subject matter expert discussions/teaching across locations/countries;
meetings with business partners at remote locations.

O O O

Implementation of ICT in support of employees will deliver real benefit to the institution. Firstly it enables
employees to work securely from any location that is either part of the campus or has internet connectivity.
Secondly the availability of industry -standard tools and the promotion of better work -life balance will enhance
staff recruitment and retention. Thirdly, from a business continuance perspective, providing staff have access to
broadband, they will be able to continue to work effectively at times where travel is difficult due to flooding, snow,
outages at normal workplace or other unforeseen circumstances.

The final, very important, consideration for the development of an ICT strategy to support employees is in the
ability for it t &GreénjSudkainability and GarboniMamagementistrategies ans into Carbon

Reduction Commitment legislation. Implementation of the above technologies will enable employees to travel

less, allow building size and numbers to be optimised, and use of fewer institution resources including energy.

This can have a very positive effect on reducing an ins

2.4 Flexible Workplaces and Spaces

Directly aligned to the Workforce Enablement and elements of Enhancing the Student Experience is the need for
a Flexible Workplaces and Spaces strategy.

13 Part Two: 21" Century Connected Learning Institution Blueprint
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Such a strategy looks at the effective use of physical real estate and other virtual work spaces where project work
and collaboration may be carried out in the future. The strategy must also look at thecreation of modern, flexible
learning places, or spaces, which should be able to motivate learners through the promotion of learning that may
be formal or collaborative but which is personalised and inclusive for the learner.

Such a strategy has to be underpinned by a robust architecture. In Cisco terms such architectures include:

O Flexible Location Technologies help provide a borderless network that enables staff and students to work at
their place and location of choice with the same or greater effectiveness as in a fixed desk/location model.
This allows work and collaboration to take place in either a physical or virtual environment.

O Business Video allows the institution, staff and students alike to select the most appropriate video
application/soluti on to meet their needs at any point in time. The underlying Cisco medianet ensuring a high
quality of experience is delivered to the user.

O The Smart Connected Buildings Architecture defines a network-based building management and energy
monitoring capabil ity, to minimise the use of energy resources by providing a portal into energy usage
throughout a campus and the ability to intelligently interact with entities to control when and where energy
is used.

Flexible Workplaces are designed quite differently to traditional physical environments. They incorporate fewer
traditional desks and substitute a range of open plan and informal work areas, as well as flexible meeting areas of
different sizes and capabilities. These new workplace designs encourage informal collaborative working within
and between staff, students and researchers; for example meeting around a café table and sharing a document

bet ween participantés | aptops using web coll aboration.
traditional office layouts can actually increase building utilisation, even though the number of formal desk spaces
is reduced.

Flexible Workplaces and Spaces can help with enhancing the student experience, staff recruitment and
retention, and create real cost savings. These cost savings are based on a reduction in time to deliver ICT and
security services into new and existing buildings and student accommodation, a move towards operating real
estate to maximum efficiency in terms of utilisation and energy efficiency, and helping to deliver against Carbon
Reduction Commitments.

The Flexible Workplaces and Spaces has direct linkages to ICT:

O Unified Communications allows all voice, video and messaging services to be directed to the chosen work
location of a member of staff and easy escalation from one form of communication to a more feature rich
form. Extension mobility and soft phone applications enable virtual/hot desking policies to be realised.

O Collaboration technologies allow the creation of virtual work spaces, enable slides, documents and
spreadsheets to be shared and worked upon in a borderless environment, across a table, across a room or
between locations.

O Wireless networks allow staff & students to work securely from their preferred location within the campus
e.g. learning cafe, and enable wireless voice and data services to be used on the go.

O Network-based IP Video Surveillance products now operate over a shared network infrastructure and can
be integrated with video analytic software as required.

O Digital signage provides the ability to communicate with staff and students, for example to deliver location,
current lecture room usage, events, services or health and safety information.

O EnergyWise enables network-based building and energy visibility and contro |, and end point power
management.

O Medianet provides the underlying intelligent infrastructure that dynamically allocates resources to
consistently deliver a high quality experience when participating in a video session or viewing video
content.

14 Part Two: 21" Century Connected Learning Institution Blueprint
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2.5 Foundation ICT Infrastructure

A 21st Century Connected Learning Institution depends on the use of modern and open IT and communications
and requires investment in foundation infrastructure to provide a robust ICT Service Delivery Platform.

Duetotheneedfor an I nstitutionés network to support a wide r
stakeholder communities institutions both large and small are beginning to look towards a flexible core

infrastructure that can be virtually segmented. The reason for this is that technology now permits a single

physical infrastructure to provide secure transport, while supporting separate applications and communities

within their own secure logical/virtual environments.

The ICT Service Delivery Platform comprises four main infrastructure elements:

O Access & wired and wireless local area networks and IP VPN8 solutions for end-user connectivity. Whilst out
of scope of this document this can also include end user terminal devices used to access applications and
information;

O Transport 4 to effectively deliver applications, information and services, with the ability to virtualise the
infrastructure to offer isolated delivery paths to different parts of the institution e.g. one virtual network for
the building and sec urity services such as IP Video Surveillance, lift control, environmental and power
monitoring, another virtual network for students access, another for administration, another for research and
another for guest (paying seminar & events customers), but allcarried over one common physical
infrastructure;

O Data Centres & the service delivery points for all administration applications, information databases,
converged services, research data and Virtual Learning Environment applications;

O Information and Service Assurance & to protect all information and services, and assure staff, student,
institution and business partner data.

Access methods provide connection options for users; typically wired and wireless LANs °and IP VPNs. As an
adjunct, the move towards fixed mobile convergence begins to provide flexible connectivity between publicly
available services and those of the institution.

Transport delivers data and services to and between end users for many different applications. They typically
comprise of Campus LAN environments with connection to other institutions via MAN® connections via 3rd
parties, VPN connectivity to remote users/sites and business partners via the Internet or in fewer cases by
private WAN™ connections. To support the institution effectively they must be delivered in a manner that offers
high performance and resilience, and that also offers business continuance capabilities. Transport may be over a
virtualised infrastructure which provides separation using one of a number of technolo gies such as VRP?or
MPLS"to name two.

Data Centres provide the repository for all of the institutions key information and applications. Their design
becomes critical to the business success of an institution. Data Centres need to be resilient; offer robust
information and service assurance standards; and incorporate business continuity to safeguard service levels
and assure information integrity. They should also be virtualised to ensure that physical resources are used to
their maximum and that virtual resources can be deployed quickly and flexibly to support new or changed
business requirements.

8 IP VPNa IP Virtual Private Network, achieving logical separation of networks over an IP infrastructure

9 LAN- Local Area Network- a computer network covering a relatively small area

10 MAN & Metropolitan Area Network - a network that typically spans an area greater than a LAN but less than a WAN

1n WAN - Wide Area Network is a network that covers a broad geographical area

12 RE- Virtual Routing and Forwarding, a technology that allows multiple instances of a routing table to co-exist within the same router at the same time with no connection between the

tables
13 MPLS - Multiprotocol Label Switching, a mechanism in high-performance networks which directs and carries data from one network node to the next.
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Information and Service Assurance capability should be considered part of the foundation Service Delivery
Platform. Capability needs to be provided within the IT and network environment to assure the confidentiality of
data passing across it, the integrity of that same information, the availability of information and the auditability of
access to information as appropriate. These security disciplines are often referred to using the acronym CIAA&
Confidentiality, Integrity, Availability and Auditability.

Figure 2.5.1 shows this Foundation ICT Infrastructured the Service Delivery Platform - in logical terms. Section 4

of this Blueprint introduces a conceptual architecture for this infrastruct ure and shows how intelligence can be
introduced to the transport layer by including services such as quality of service, multicast and virtualisation.

Remote Campus

\ MAN
- S Tt Partners
Service - anne
Delivery Point e
= ' Internet
\-._. .
Home and Mobile
ey .. StaffiStudents VPN
Campus LAN .;"/ <O
Service
Delivery Point

On Campus
Wired/Wireless
ﬂﬁn ):1
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\

Data Centres Transport Access
Small # Converged, Virtualised, Wired, Wireless, VPN
Virtualised, Automated Secure and Resilient

Figure 2.5.1 & Foundation ICT Infrastructure: The Service Delivery Platform

2.6 Roadmap to the 21 * Century Connected Learning Institution

Whilst priorities may vary from institution to institution, depending upon business objectives, a pattern of
infrastructure deployments has emerged as institutions seek to realise the benefits of technology and the
architectural reference models contained in this blueprint.

We believe it is useful to share this information as it shows how a layered conceptual architecture can drive a
series of linked developments that, over time, will realise a total ICT solutiondr an institution.

This deployment pattern, shown in Figure 2.6.1, is intended to be indicative rather than definitive; the key linked
development steps are:

O Foundation Campus Architectures LAN and MAN Networks virtualised using Virtual LANs (VLANS), VIR,
MPLS etc. to provide support for different institution functions and groups.

O Wireless LAN & Mobility across campus. A key step towards the Workforce Enablement and Enhancing the
Teaching and Learning experience.
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O Virtual i sed whhappeopriGte sedurityeaddsbusiness continuance processes. To support the
institution business priorities.

O IP Voice, IP Messaging and IP Contact Centrea possible with home -based staff - to deliver flexible voice
services to staff and in some cases students.

O Unified Communications applications & collaboration and business video & to enhance the facilities
available to staff and students alike.

O Information and Service Assurancep ol i cy and practice update; supported

technology.

Figure 2 .6.1 & Roadmap to the 21 * Century Connected Learning Institution
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3. The Importance of a Structured, Architectural Approach to
ICT

This document defines a generic Higher and Further Education Architecture which Cisco recommend for use by
institutions to inform the development of ICT infrastructure and deployment of new applications and services. The 21st
Century Connected Learning Institution Architecture provides a representation of ICT system components and the
linkages between them and should be viewed both as a standalone technical Blueprint and as a component that could
be incorporated into an institutions Enterprise ICT Architecture where appropriate.

Each system component in the architecture has been designed as a re-usable building block. This approach permits
an institution to design infrastructure that is virtualised, or service oriented to use modern ICT parlance. Virtualisation
means that none of the components are dedicated to a particular application or service, and each may be re-used to
ensure more efficient and timely delivery of new applications or services. A good example of this re-usable building
block principle would be an identity service. The service could be set-up to authenticate and authorise remote access
users but then could be re-used for wired and Wireless LAN users, for voice applications users and for student and
educationalists for other ICT services.

An architectural approach to ICT is in line with both general enterprise organisations and Government strategy. There

are a number of architectures that could be used, one example is TOGAF (The Open Group Architecture Framework)

which provides a methodology for developing Enterprise ICT Architectures. Central to the TOGAF methodology is the

devel opment ofremeehMbdal sRefhat describe technology compo
Reference Models from different sources may be amalgamated to create overall Enterprise ICT Architectures. The

conceptual architecture set out in this Blueprint is such a technical reference model and, as such, suitable for

amalgamation with other similar models from other systems vendors to create an institutions ICT architecture.

An architectural approach to ICT is worthwhile and beneficial for very practical reasons:

O An architecture provides a definitive statement of best practice within what may be a very complex ICT
environment; it can be agreed by all parties within an organisation and shared with external stakeholders, such as
ICT suppliers and integration partners.

O An architecture contains numerous system components and, as such, provides an indication of what work needs
to be carried out over a period; in that way it is representative of an overall ICT programme.

O Asitis representative of an ICT programme, itcan be used as a vehicle to modify procurement practice - away
from discrete projects towards programmes of linked projects; this change in procurement practice can lead to
cost savings and a reduction in risk for ICT projects.
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Figure3.1d8Structure of Cisco ¢cReference Architecturese

This 21% Century Connected Learning Institution Blueprint defines three distinct types of reference architecture that
we recommend for adoption by institutions. These are shown in Figure 3.1:

O AcConceptual Architecture that provides a structured representation of the overall set of ICT services and the
linkages between them. It may be viewed either as a standalone technical blueprint, or as a technical reference
model suitable for incorporation into a broad er Enterprise ICT Architecture. Each component within the
Conceptual Architectur e-utsaashllee eoruidelsingned oaxskeég drhe s app
design a service-oriented infrastructure capable of virtualisation.

O Logical Architectures that show individual technology or end -user solution sets. Examples of Logical
Architectures include the Cisco Unified Communications technology solution set, or the Cisco IP Video
Surveillance family & a component of the Physical Security solution set.

O Foundation, or Physical, Architectures that define underlying campus, wide area and data centre network
physical-layer architectures.

We believe these reference architectures have a key role to play; both internally within an institution and externally in

an institutions dealings with vendors, service providers and where shared services are embarked upon. Each of the
reference architectures represents Cisco ¢cbest practicee t
can help ensure ICT deployments are achieved in a timely fashion and with the minimum of risk.

An institution will benefit in four key areas if it adopts the Cisco reference architectures; namely definition of ICT

strategy, improved stakeholder engagement, risk management and best practice identification. We hope this
document helps deliver these benefits within your institution.
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4.The 21 Century Connected Learning Institution
Conceptual Architecture

Cisco advocates the use of a Conceptual Architecture to define the overall set of ICT hardware, software and services
that is, and may be, deployed within a 2F'Century Connected Learning Institution.

The value of a Conceptual Architecture is that it:

1. Provides a graphical representation of the available set of technology components and shows their inter-
relationships;

2. Offers a representation of an overall programme of work to implement the architecture, with the prospect of
prioritising individual projects to meet institutional needs;

3. Provides a framework that permits individual user or service contexts to be mapped.

The first and second describe how the Conceptual Architecture can be used to gain agreement between internal
stakeholders such as the Faculties, the Teaching Professionals and the Board, and to brief efernal stakeholders, such
as vendors and service providers. In this way it can help guarantee that all stakeholders are fully briefed and in
agreement on an ICT programme to be executed.

The final point is important as the Conceptual Architecture can be used to focus on a single user type, user function or
service type. For example; a University may decide to modernise the admissions process, by introducing an IP Contact
Centre, and with links to UCAS application forms and academic results. The ConceptualArchitecture can be used to
map the technology dependencies that must be met for successful implementation. More detail on this can be found

in Section 4.2, User and Service Context.

Cisco encourages Institutions tbiwmakg thter@entbptudbcAmeh
architectiisésarahi ¢tasture that is personalised with the te
current useeamd chigtecture that defines the Universities st

4.1 Description of the Conceptual Architecture

The Conceptual Architecture a the Technical Reference Model - proposed in this blueprint is an expansion of the
Cisco Service Oriented Network Architecture (SONA) model. It comprises four functional technology layers and a
fifth layer that can be used to define a user or service context. The Conceptual Architecture can be found in
Figure 4.1.1.
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User or Service Context

User or Service Function(s)to be Supported
Generic (Education or Research Professional, Mobile, Pastoral Care) or specific user
type, or service that requires support by the lower four ‘technical layers’ of the model

User-invoked Office, Business and Converged Applications
Office, Business, Pastoral Care, VLE's Collaboration and Technical Applications

ICT Services Layer

Embedded ICT Sub-System Services
Voice, video, messaging, conferencing and collaboration services. Content and
media management & delivery systems. Building management systems.

Core Services Layer

Services that Enhance Network Infrastructure
Enhanced Security, Identity, Mobility Services, Application Optimisation and Delivery
Services and Power Management Services

Transport Layer

Foundation Physical Networks with Foundation Services
IP NGN, IP VPN, Wired and Wireless LANs, High Speed Server Aggregation, High
SpeedAccess

Figure 4.1.1 & Schematic of the Conceptual Architecture

This layered architecture has marked similarities to the technical reference model referenced in the TOGAF (The
Open Group Architecture Framework ) specification, an industry standard architecture framework. Each of the
four functional layers has a well defined role and offers a range of potential services asfollows:

The Transport (or Foundation) Layerprovides the underlying wired and wireless IP infrastructure along with the
key foundation network services, such as security and quality of service (Q0S), necessary to create a converged
IP infrastructure.

The Core Services Layer provides intelligent network services, such as enhanced security or application
acceleration, that enhance the transport layer by delivering increased user function, increased performance or
enhanced security.

The ICT Services Layer incorporates embedded applications or service functions that reside within the network
and support end -user functions; for example call control or building management sub-systems.

The Software Applications Layer provides the end -user applications that are directly available to users; for
example Microsoft Office, Document Management, Business Software or VLE.

The User or Service Context (Layer)permits the Conceptual Architecture to represent the needs of a particular
user or service a see Section 4.2 below.

Each of the lower four layers can be populated with Cisco products and services, vendor products and services,
or applications and services developed locally within the community. Figure 4.1.2 shows the Conceptual
Architecture populated with Ci sco network, service and application offerings. As stated above we actively
encourage Institutions to incorporate non -Cisco network offerings, vendor software applications and locally -

Part Two: 21" Century Connected Learning Institution Blueprint
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developed applications and services; hence to adapt the Conceptual Archi tecture to the local environment to
deliver greater value.

Useror Educationor Admission's GenerTn: Seerwce Spemﬁ;f:rv:ce

: yp
Service Research Sleck (IPCCTV (Data Centre

Professional, Security, Energy Repli
i plicate or
Context Pastoral Care Monitoring) || Backup I Restore

Offi - Business Converged
(Mail, Word, Image Handling (Finance, ERP, (Web&

Spreadsheet, Procurement, Messaging.
Presentation | HR) | TelePresence) |

Services
Layer

Core
Services
Layer

Service Virtualisation
Service Management

Transport
Layer

Figure 4.1.2 & Conceptual Architecture Showing Functional Layers in Detail

4.2 User and Service Context

The Conceptual Architecture can be used both to represent overall ICT capability and to focus on the particular
functional needs of users or services.

The User and Service Context Layer allows technology dependencies to be mapped for any desired user or
service function. For example, an Insitution may decide to modernize their admissions process. The Conceptual
Layer allows the Insitution to map the underlying technologies on which the Admissions system will depend for
service:

Clerk C Business, Word and Document Manage[nent C Voice and Video Services, Collaboration
Services, Contact Centre, Building ManagementC Enhanced Security, Identity Services and Energy
Management ServicesC Underlying Transport Network with QoS and Foundation Security

This service context & or set of underlying dependencies & is shown diagrammatically in Figure 4.2.1:
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Useror Teacher/Lecturer
Service [Pastoral Care
Context
e, [ Documentand ||
Software Image Handling
Apps
Layer
ICT

Services
Layer

Core
Services
Layer

Service Virtualisation
Service Management

Transport
Layer

Figure 4.2.1 & Conceptual Architecture Showing University Admissions Clerk

Again take the example of a Replication service., more aligned to a University. This does not require all the layers,
and so there would be no entry in that layer, i.e., Replicatin Services use software such as EMGSRDF, but does
not require any of the ICT Services. This line remains clear.

Replicate C EMC SRDFC Enhanced Security, Fibre Channel Write Acceleration C Fibre Channel,
Fibre Channel over IP, VSAN, Underlying Transport Network with QoS, Hardware Compression and
Port Security.

See Figure 4.2.2 Below.
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USEI’_OI’ Replicate
Service Service
Context

ICT
Services

Layer

Core
Services
Layer

Network Infrastructure . .
Templates: Physical FC and Virtualisation Foundation Services

FCIP Storage AreaNetwork Service (VSAN (QoS.Hw Compression,
Te!r!n hlates v ) Port Security)

Figure 4.2.2 & Extended use of the TRM

The TRM may be used to fit any user role or service context, i.e. it may bepplied to services that derive
requirements of the underlying infrastructure, for example, a replication service in the Data Centre or an IP based
Surveillance system. Where these services are automated they demand intelligent services which must be
supported.

Cisco encourages the use of the TRM in this way to enhance the work of individual projects and to determine the
demands on the underlying infrastructure hence supporting effective implementations.
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5. Foundation (or Physical) Network Architectures

25

The key Logical Architectures, what they comprise and their relationship to foundation ICT infrastructure are shown in
Figure 5.1. This figure indicates the key capabilities each logical architecture provides whilst running over the
foundation ICT infrastructure, all working and interworking protected by pervasive layered security:

Unified
Communications

ConvergedData,
Voice & Video

Messaging

Presence

SECURITY

Wired and Wireless Networks
Data Centres
Information and Service Assurance

Figure 5.1 & Logical Architectures for the 21st Century Connected Learning Institution

The logical architectures are are described following the foundation infrastructure s ection.

5.1 Foundation LAN

The Local Area Network is now the key platform for ICT service delivery within any educational institute, providing
user connectivity, and a solid baseline for enabling the delivery of more advanced technologies such as Digital
Signage, Unified Communications and TelePresence.

Cisco recommends a hierarchical network design model for local area networks. The model uses layered
building blocks, with each carrying out a specific role in support of end-to-end information delivery. A layered
approach to foundation LAN provides the following benefits to both Higher and Further Education Institutes:

O Scalability;

O Ease of implementation;
O Ease of troubleshooting;
O Predictability;

O Manageability

while still permitting products and feat ures to be specified at each layer that best meet overall functional
requirements.
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The design model comprises three layers as shown in the schematic in Figure 5.1.1:

The Core Layer & delivers high-speed packet forwarding, typically via high performance Layer 3 switches (or
multi-gigabit routers) utilising advanced IP traffic handling capabilities.

The Distribution Layer - provides policy -based connectivity to control user access to the network core. This layer
provides the demarcation point between the Access (user) and Core layers of the network, and is where Layer &
7 policies are applied to control how the network handles individual information flows. Policies can be defined at
the Distribution layer to provide security control over access to services , to control Quality of Service
mechanisms that apply differential service to applications, and to restrict the advertisement of network
resources.

The Access (or User) Layera connects user end-stations (which may be data or voice devices) into the network
infrastructure. This layer allows for logical segmentation of end-stations into groups (Virtual LANS) with common
functional and security requirements. Traditionally comprising devices providing fixed wire 10/100/1000
Ethernet ports, the Access Layer ow needs to connect to fixed and mobile (wireless) end-points and offer
additional capabilities such as in-line power for voice end-points and wireless access points, and support for
802.1x to provide full network user authentication. This is the key pointin the network where end device service
request negotiation takes place and end point energy control and reporting is conducted.

Access

Workgroup Access

Figure 5.1.1 & Graphic representation of the Cisco Hierarchical Network Design Model

A paper describing the Cisco hierarch ical network design model for LANs in more detail can be found at:
http://www.cisco.com/en/US/netsol/ns340/ns394/ns74/ns149/netw orking_solutions_white
paper09186a00800a3el6.shtml
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Figure 5.1.2 shows how the network design model should be applied to a typical campus. The figure highlights a
number of practical considerations for the network design:

The design is modular in nature affording local scalability without the need for a full network upgrade;
Each layer should have builtin resilience to eradicate any potential single points of failure;

Inter-layer connections should be duplicated to build in further resilience;

Appropriate bandwidth should be provided in each part of the network to meet traffic requirements.

OO OO

=C & 5 4

Distribution Layer

1/
3¢

Figure 5.1.2 & The 3-Tier Cisco Hierarchical Network Design Model

In addition the above network design model can be optimised for current and future requirem ents if the following
specific recommendations are incorporated:

O Links between distribution/core switches use 10 Gigabit Ethernet to provide maximum levels of scalability;

O Links between distribution/core and access switches use Gigabit Ethernet, bundled Gigabit or 10 Gigabit
Ethernet links. Fully resilient links ensure that, in the event of device or cable failure, connectivity is
maintained and applications are unaffected,;

O Access switches support a mix of 10/100Mbps and 10/100/1000 Ethernetforregular us er s an d
users;

O Power-over-Ethernet on access switches to support Wireless LAN Access Points, Unified Communications
end-points such as IP phones and IP Video Surveillance Cameras.

While the above generic model suits large sites, in some instances a consolidated Core/Distribution layer may
be sufficient & dependent upon criteria such as fibre capacity, distance limitations, sizing and capacity figures.
This is shown in Figure 5.1.3.
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! il it

Distribution Layer

Mg
{1\.

Figure 5.1.3 - The Collapsed Distribution / Core Variant of the Hierarchical Design Model

While the network design model diagrams provide a representation of the physical networks, detailed

consideration must also be given to the logical network structures which overlay the physical topology. These
considerations include the use of Virtual LANs (VLANS), the use of spanning r ee protocol s (STPes)
structures and optimal IP routing protocols to ensure a robust foundation to support current and future

applications.

VLANS provide an easy-to-use mechanism for virtualising campus LANSs to create separate logical domains. This
is particularly important for departments, such as Finance and Administration, that deal with very sensitive
information and who may wish to define their own security policies, for example physical network admission
control, policy-based routing or firewall-based access control. Figure 5.1.4 shows how a LAN may be segmented
into multiple faculty domains using VLANS.

Research Finance & Computer BMS

Resources Admin Sciences

Figure 5.1.4 &Two -Tier LAN with Departmental/Geographic VLANs
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Further to this approach, it is now feasible for the network to be further partitioned into multiple virtual routed
networks - as a logical extension to that of the VLAN approach whereby separate faculties, research teams or
collaborative partners can be given their own separate virtual network whilst utilising a common physical
infrastructure. This approach is discussed in more detail in the Campus Virtualisation Section.

5.1.1 Medianet

Medianet is the next generation of infrastructure with embedded intel ligent services that will allow
institutions to deploy video applications and services in a scalable and easy to manage manner. This is the
unifying point delivering services to, and transport of, all video applications such as TelePresence, Digital
Signage, Video Portal, Webex, Unified Communications, and IP Video conferencing to name a few.

There is a consensus that the increase in the use of video within education is growing exponentially, and

with the arrival of more bandwidth hungry video application s and high definition end points, network

bandwidth on the campus is going to be increasingly in high demand. Medianet simplifies video end point
recognition and attachment and efficient video application transport ensuring the available bandwidth is
beingpused to ités maxi mum potential. This ensures the
participants and viewers of these applications will be met.

Medianet will deliver capabilities which mean that video endpoints will become plug and play, with the
ability for them to announce themselves to the access switches they connect to, authenticate securely
using 802.1x, and then be permitted onto the network which dynamically allocates the resources and
services they require. End points will announce the characteristics they require from the medianet such as
bandwidth, jitter and latency, as well as requesting services such as transcription. The medianet will then
dynamically ensure these capabilities are delivered for the application throughout the infrast ructure.

For further information on medianet please refer to:
http://www.cisco.com/web/solutions/medianet/index.html

5.1.2 Campus Virtualisation

Campus virtualisation techniques cover several topics - two areas in particular will be discussed;

O Virtualisation of Campus Network Devices and Services
O Virtualised Networks

Virtualisation of Campus Network Devices

There are several methods of virtualisation for Campus network devices, dependent upon the devices in
question. Devices on which service vitualisation can be achieved include firewalls, where multiple virtual
firewalls can reside upon a single physical platform, each firewall instance being a service/device context;
load-balancers, where multiple server load-balancers can again reside upon a single physical platform.
Devices on which network connectivity virtualisation can be achieved include the Nexus 7000.

However, in reference to the campus network itself, Cisco have nowbrought to market a solution to
address the management, performance and high -availability challenges that are faced in traditional
architectures when delivering core/distribution resilience. The Virtual Switching System 1440 (VSS1440)
delivers a unified architecture for Core, Distribution or Access layer deployments through the creation of a
single logical entity comprising a pair of Catalyst 6500 Series platforms.

By pairing these two devices together various overheads are reduced, when compared with traditional
approaches:

O Management
O Resilience
O Bandwidth
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Core/ Distribution

Access

Figure 5.1.2.1 & Traditional L2/L3 Core/Distribution to Access

In the above diagram two Core or Distribution nodes connect to two separate access layer devices. To

achieve network connectivity resilience each access device is dual-homed to the upper layer in the

hierarchy. However, due to Spanning Tree being utilised, only one of the links is forwarding & there are

techniques available which can result in both uplinks being utilised but these can be complex and create

significant overheads for the management of the network. Further to this, the investment which has been

made within the cabling infrastructure isnét being re
any one time, resulting in a reduced return on investment (ROI).

In addition, the management of the Core/Distribution layer in this architecture is achieved by managing

each node individually, with configuration r esychi r emen
as Hot-Standby Router Protocol (HSRP), Gateway Load Balancing Protocol (GLBP) or Virtual Router

Redundancy Protocol (VRRP). These techniques are necessary in order to provide fault tolerance to host

devices, and if mis-configured can result in traffic loss and temporary outage to the services provided by

the network.

VSS1440:
Through the use of the VSS1440 technology these challenges can be mitigated, and a highly-available,
high-throughput design with simplified management structure can be implemen ted.

In Figure 5.1.2.2, on the left we have the physical perspective of a VSS1440 deployment, the pair of Catalyst
6500 Series Core or Distribution platforms, with dual-homed interfaces to the access layer. On the right we
have the Logical perspective of a VSS1440 deployment, where the two physical Core or Distribution nodes
are seen as being a single entity.
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Figure 5.1.2.2 & VSS1440 Deployment

The VSS1440 technology enables the following:

O Improved throughput and Performance;

O A two-fold increase in active bandwidth by utilising both uplinks from the Access layer simultaneously
in a single logical EtherChannel (a technique for aggregation of the links bandwidth).

Ease of Management:

VSS1440 creates a single logical entity with a single IP addess for management & therefore reducing
management by half. In addition to this, a single logical device is seen for configuration purposes, therefore
reducing potential mis -configuration points.

Improved Resilience and Reconvergence times:

Given the VSS1440 creates a single logical entity, while enabling cross-stack etherchannel from Access
layer to the Core or Distribution points, reliance upon Spanning Tree is reduced from being a loop-
prevention mechanism to a loop-detection mechanism. The true impact of this means that reconvergence
in event of a link or device failure can be subsecond instead of the 3-5 seconds that Spanning-Tree can
achieve today.

Network Connectivity Virtual Devices:
Virtual Devices apply to switches/routers and allowa device t o have ités ports and as
management separated into multiple groups of virtual switches/routers.

An example of a device which provides network connectivity virtualisation is the Nexus 7000 Series

platform. Virtual Device Contexts,or VDCés, are a technology delivered w
platform that enables a single physical device to create multiple isolated virtual versions of the device on

the platform.

By creating a VDC within the platform, complete separation fromot her VDCeés i s maintai ne
isolated set of protocols & both at layer-2 and layer-3 & so that an impact on a routing protocol in VDC Red
woul d not be able to impact any other VDCés running o

assigned to their operational domain, so the single device appears as multiple platforms.
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L 3 Protocol
Layer 3 Protocols ayer 3 Frotocols

Infrastructure

Kemel

Figure 5.1.2.3 VDC Implementation

By deploying technologies such as VDCés the consol i da

out, onto a single common infrastructure & resulting with reductions in footprint, power consumption,
cooling, cabling and management & whilst maintaining the high-availability and performance that would be
expected from separate physi cal i elementtondepldyiagtaiSlared .
Services Data Centre Architecture, as discussed in section 5.2.6, though can also enable a Campus
Network to be virtualised even further when used in parallel with Network Virtualisation technologies.

Virtualised Networks;
Virtualised Networks enable the single physical infrastructure to be effectively re -utilised for additional
requirements with a minimal level of interaction. This capability is commonly known as Path Isolation.

By deploying technologies such as IPP/MPLS VR F ¢ s dlite withiR the campus network, areas which
would traditionally require totally separate networks or overlay networks can be deployed on a common
network architecture. These technologies effectively deliver isolated infrastructures, so for exam ple, where
CCTV networks are traditionally separate physical infrastructure using their own Fibre or Copper
infrastructure, by leveraging IP-based Video Surveillance and the virtualisation technologies, a similar

VDCEé

approach can be t akealprddopaglhe wve din atnhdvstramdard Campu

Video Surveillance traffic. By deploying virtualisation techniques in this manner, an institute would benefit
from reduced Capital and Operational Expenditure through the use of a single infrastructure. The same
approach can be taken many times within the infrastructure, providing demarcation from various
applications and business processes i.e. finance, IP Video Surveillance/Security and even segmenting
students from areas such as business incubation areas, examples of this are shown in figure 5.1.2.4.

Various mechanisms exist to deliver this functionality, varying in levels of complexity, though each
delivering their own key points of value. Two technologies currently are widely deployed in this approach &
MPLS, or MultiProtocol Label Switching, or a Cisco innovation known as VRFlite. Of the two approaches,
VRFlite is the most commonly deployed Campus path isolation technology today, though has a scalability

limit of circa 10 & 12 Virtual Privat e Net wor ks ( VPNeées), whilst MPLS deliyv

More information on Path Isolation technologies can be found at:
http://www.cis co.com/en/US/docs/solutions/Enterprise/Network Virtualization/Pathlsol.html
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Student/Faculty Finance/Administration Non-Personalised
University Back-office Devices

Actual Physical Infrastructure

Figure 5.1.2.4 & Campus Virtualisation

5.2 Data Centre

The data centre is the central nervous system of an Education Institute, housing the data delivered in dayto-day
operations as well as research and education. In the past, data centres typically have not been designed to
strategic templates but have developed around stand -alone application platforms. These environments have
proved very expensive to operate and unable to offer the agility to respond to the changing business needs of a
Higher or Further Education institute.

Modern data centre design, however, affords the opportunity to build a flexible, future-proof environment that
can integrate transparently with other components of ICT infrastructure using a series of complementary
functional layers:

IP Network Infrastructure (The IP Data Centre);
Application Optimisation;

Data Centre Security;

Business Continuance Networking.

OO OO

Essentially the data centre forms a building block within the modular campus architecture, with a very similar
approach & featuring a Core, Distribution and Access layer, depending upon the scale requirements a figure
521
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Aggregation

: . Elade Chassis w/
L2wi Clustering  Blade Chassis w/ 3
and NIC Teaming Pass Thru Ll Integrated Switch

Figure 5.2.1 & Data Centre Modular Design

One additional component that resides within the data centre block is that of the Services layer & this would be
the location for deploying Security, Server load balancing, SSL off-load and other service optimisation
techniques, figure 5.2.2 Data Centre Services Aggregation Layer:

Services Switch 2
{Redundant)

Services Switch 1

Aggregation

Access

Figure 5.2.2 & Data Centre Services Aggregation Layer
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5.2.1 Virtualisation in the Data Centre

Virtualisation can be defined as ¢the pooling and abs
their physical nature and boundariesfrom userse. I n effect it is the abili
without the need to architect a dedicated system for each service or each user.

The availability of virtualisation for data centres has transformed legacy designs to provide service-
oriented infrastructure; a key enabler for automation, higher server and storage utilisations and lights-out
operation. Virtualising data centre infrastructure decouples application processing and storage from
physical resources, providing ICT managers with the opportunity to deliver and maintain more efficient,
resilient and agile data centre services. The key benefits of virtualisation for both Higher and Further
Education institutes include:

O Lower total cost of ownership (TCO} Virtualisation helps ICT achieve higher utilisation rates and
power efficiency, greater operating efficiency, lower capital costs and carbon footprint savings;

O Improved resilience : The abstraction offered by data centre virtualisation enables non-disruptive
planned downtime and more rapid recovery from unplanned outages;

O Greater agility: A fully orchestrated virtualised infrastructure can respond quickly to new application
demands and service requirements because IT is not constrained by a predetermined relationship
between services and physical hardware.

Virtualisation services can be implemented at a number of points within the data centre as shown in Figure
5.2.1.1. Within the LAN and SAN networks; IP fabric, SAN fabric, firewalls and server load balancers all of
these can be virtualised. Within the server pool; physical servers may be dynamically provisioned to meet
changes in processing demand driven by fluctuating user loads or the need to provide a new application
function. Within the storage pool; storage may be provisioned to meet fluctuating application demands.

Virtualisation offers the ability to provision processing elements & IP network, firewall, server load
balancing, server and storage & on demand to meet new or changing needs. This approach decouples
logical data centre requirements from physical capacity and permits ICT managers to respond to business
needs in a way that has not been possible in the past.

» Creates isolated, secure application environments
» Network-hosted services enhance performance, availability, security and flexibility
» Enables greater efficiency, agility & lower power consumption

* Enables consolidation of physical servers that reduces management, power and
coolinge.t.c

* One server for many applicationsand/orone application across many servers
* Rapidly deploy or redeploy servers to support existing or new applications

ance scalability, availability and transparency
proved data management, security & compliance
* Non-disruptive provisioning & migration of production data
* Enables greater efficiency, flexibility & power consumption

Figure 5.2.1.1 & Data Centre Virtualisation
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An emerging technology known as FCoE & Fibre Channel over Ethernet, enables both consolidation and
virtualisation to be deployed at the access layer of the network.

Fewer Cables

Fibre Channel & Ethernet
traffic co-exist on same cable

Fewer switches
Ethernet Fewer adapters
Overall less power
EiOre Interoperates with existing
“— Channel SAN's
Traffic Management of SAN's remains
constant
No Gateway

Figure 5.2.1.2 & Fibre Channel over Ethernet

Essentially a platform, such as the Cisco Nexus 5000, is deployed at the Access layer to provide a
dedicated 10Gbps link to the Server platform & which can then take advantage of the increased I/O
capability that Server Virtualisation techniques by vendors such as VMware, Microsoft or Xen offer a
though the real value of FCoE is through the ability to tansport Fibre Channel frames over an enhanced
Ethernet based network fabric. These enhancements are all based upon Standards revolving around the

necessity of enabling Ethernet to become a alo$s!| essa
traditional -BabedBostyeas fabric Angl thelessless back-end storage fabric utilising Fibre
Channel.

By reducing the footprint required at the Access layer much greater economies of scale can be
recognised, whereby there is a reductio n in switches by 50% (a single Nexus 5000 can replace one
Ethernet switch and one Fibre Channel switch), a reduction in adapters in the server by a minimum of 50%
and sometimes greater dependent upon the architecture currently deployed, whilst a parallel i mpact is in
the reduction of cabling, rack-space, power and cooling required to deliver the solution, resulting in the
Unified Fabric.
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FCoE Consolidation and Virtualisation

~

Traditional Architecture ) 1/0 Consolidation with FCoE

LAN | SANA . SANB

msssss Enhanced Ethernetand FCoE Ethernet s FC

Figure 5.2.1.3 & FCoE Consolidation and Virtualisation

5.2.2 Compute Virtualisation

Compute capability is a major focus within the data centre, being the key resource to enable the delivery of
applications and services within an Institute. There
ranging from Mainframes, through t ohproviding pedefitsaerc hi t ect
and above the last iteration & yet deployed primarily based upon the requirements of the application.

With the large-scale use of server virtualisation technologies and the long-term view of Cloud Computing, a
differentiated arc hitecture known as Unified Computing is required. Cisco addresses the requirement for
the new architecture through the UCS platform & Unified Computing System. UCS is based upon several
key building blocks:

Blade Server Architecture
Unified Fabric

Fabric Extension

Memory Expansion

O Service Profiles

OO O O

Blade server architecture enables higher density of compute capability to be deployed within a smaller
area than would normally be available when using traditional rackmount servers. Cisco has partnered with
Intel to base the blade servers upon the next-generation Intel Xeon 5500 Series processors, delivering a
significant enhancement in capability.
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Designed to dramatically reduce datacenter total cost of ownership while simultaneously increasingIT

agility and responsiveness.

Virtualization Optimization
= Fine-grained control, portability, and visibility
of network, compute, and storage attributes

= More than double the memory capacity of
competing systems

Unified Fabric

Fabric Extender Industry Standard Servers

= Intel Xeon processor5500 series
= 150% generational performance increase

= Intelligent platform for performance and energy
efficiency

Unified Fabric
= Wire once, low latency FC and Ethernet
= Virtualization aware

= Less than half the normal amount of adapters,
switches, cables

Scale Out

Memory Extension

Automated Provisioning

= Embedded single point of management and
provisioning

= VYisibility and control across datacenter
organizations

= Infrastructure policy management and compliance

Figure 5.2.2.1 & Unified Computing System & Key components

The UCS architecture enables scalability from a single blade server chassis & containing up to 8 blade
servers, through to a maximum of 320 blade servers within 40 blade server chassis. The entirety of this
compute real-estate is managed via a single point, providing immense levels of scalability married with a

dsingle pane of glasse&e approach to management, reduci

of applications and services.

The Unified Fabric and Fabric Extension capabilities enable the UCS to take advantage of technologies
such as Fibre Channel over Ethernet (FCoE) and provide 10Gigabit Ethernet connectivity to the Servers a
which, with server virtualisation increasing, provides a much more efficient method of providing 1/0
connectivity to hosts than traditional approaches. One standout benefit of 10-Gigabit Ethernet to the server

is the®n&wieerapproach, which enables the typical number
average of 8 individual Gigabit Ethernet interfaces today, to a pair of 10Gigabit Ethernet interfaces for
resilience. This dramatically reduces the required qu

inherent rack-space necessitated by other solutions.

Two areas of significant innovation within the UCS architecture are Cisco Memory Expansion and Service
Profiles.

Cisco Memory Expansion technology enables a single blade server to have up to 384GB of local RAM, over

2.5 times greater than traditional architectures. This becomes significantly beneficial when looking at large
database applications or within large density Virtual Machine deployments. In parallel to the performance
improvements that can be gained through this technology, is the price/performance, as the Cisco Memory
Expansion capability enabl es -hogdé&populdted wihha Miges t o
me mor y [Altyplddly &, 4 or 8GB. Given that memory pricing is nonlinear, it can be more cost
effective to deploy a | arger density of say 4GB
same memory footprint.

Service Profiles are complementary to server virtualisation, whereby stateless computing can be achieved.
In traditional architectures Servers have an identity & be it their LAN MAC address, SAN WWN, their BIOS

Part Two: 21" Century Connected Learning Institution Blueprint

be

DI

MMeé



atfvar]ee = —EErLC EFAREECBEE J . ) € &
¢ Eew AREE ARENE VN R “SEd S e aE
CISCO. stm asS=CEHP-IEENPT W & ETORIE EESSa
mw N E> D Eas

Cisco Technology Framework for Higher & Further Education

settings & through the use of Service Profiles server identity is now an abstraction layer held within a
service profile. Server modules can now be re-profiled at will, enabling a defined server real-estate to
become essentially a multi-purpose, stateless entity for deployment on demand & which, when deployed
alongside technologies such as VMWare Vmotion, enables a powerful virtualisation capability for compute
resources. By deploying Service Profiles a reduced footprint of compute is required within the Institute, by
enabl i ng eanm n &pmaiilingeof compute resources to meet the application and services needs.

The UCS architecture inherently provides a significant reduction within both Capital and Operational
Expenditure. Given the single point of management, Unified Fabric and integrated Fabric Extension
capabilities there is a significant reduction in the physical footprint required to deploy the solution, which
enables a rationalization of power, cooling and rack-space, as well as a simplified cabling strategy for
interconnection of the Compute through to its main 1/O focus of users and storage.

5.2.3 Application Optimisation

Most institutes are increasingly seeking solutions that offer:

O improved control over the application performance and resilience;
O aggregation of applications c entrally to simplify management and control;
O delivery of secure and accelerated services to users both on campus and externally.

The following section shows how these goals can be addressed.

Content Switching:

The increasing use of centralised, web based applications means performance, scalability, security, and
availability of application servers becomes business -critical. The ability to share user load over a cluster of
servers using content switching is critical to application performance and resil ience.

Content switches are able to inspect application message content, and route messages to individual
servers based on pre-defined policies. These policies might include how to handle messages with
particular user information, security information or application requirements. In addition, content switches
are able to monitor the health of individual servers and provide automatic failover by routing messages to
back-up servers in a cluster.

Application security is also becoming ever more important an d institutes are seeking to protect both staff
and student information through the use of secure, Secure Sockets Layer (SSL), web traffic. Individual
servers are not optimised to handle the encryption of SSL traffic so the need has arisen for scalable, cog-
effective SSL termination capabilities to be built into network hardware. These capabilities complement
content switching, and free up server performance for application handling.

5.2.4 Data Centre Security

Data centre security provision must be aligned with overall organisational security policies, and address
specific considerations including:

O Security of the data centre perimeter against external threats;

O Security of the boundaries between functional and administrative regions within the data cent re;
O Integrity of data and applications;

O Availability of data and applications.

Al so critical is identifying tieeapphpphttcanhianchbtbe
then the baseline network security policy needs to take into account the application flow and interactions.
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For example, users will access the front end web server, either via HTTP or HTTPS. The Web Server then
needs to speak with the Application Logic Server, which can be carried out over a myriad of ports, howe\er,
this will only ever be expected to be received from the fixed IP address of the Web Server front-end, vis-a-
vis the same approach would be taken from the Application Logic Servers through to the back-end
Database servers.

The security policy should take the application architecture and behaviour into account, in order to assist in
creating the holistic policy.

5.2.5 Business Continuance Networking

Both Higher and Further Education institutes data centres already house business critical applications and
data. As they gradually assume the role of service delivery points for these institutes, they will support a
much wider range of applications including unified communications, collaboration, security and building
management.

There is a need therefore, for an institution to have a robust business continuance strategy to ensure that
business is not impacted through the loss of devices involved in access/storage of student and staff
information, or through loss of critical data centre processing function .

ICT managers face a number of challenges in supporting a data centre business continuance strategy:

O Limitations of tape backup: The traditional mainstay of disaster recovery, tape backup is slow and
limited in its ability to restore critical applications and data in time to meet recovery time goals.
However, its role in maintaining integrity remains valuable;

O Network Facility Costs: Although bandwidth costs continue to decrease, large-scale data centre
mirroring and replication require substantial ca pacity;

O User Access: Business continuance plans often focus on data and application availability, but they
often overlook the need for users to access recovered data and applications;

O Cost: Although the cost of business continuance technologies has dropp ed in recent years, it remains
expensive to invest in mirroring software, duplicate facilities and resources, telecommunication
services, and appropriate amount of staff.

Business continuance networking is a critical foundation for any business continuance strategy. It provides
connectivity between applications and storage/backup resources, connectivity between production and
secondary data centres, and optimises user access to applications before, during, and after a disruption. By
providing a resilient, high-capacity networking solution, the complete portfolio of business continuance IT
solutions from backup to data centre mirroring can be supported.

A business continuance networking solution should provide the following features:

A highly resilient data centre IP network;

A scalable, robust storage network;

High-capacity, low-latency data centre interconnections;
Resilient, flexible user access.

O O O O

It is necessary to first understand the specific requirements of the business and its applications re garding
business continuity & the two key factors being the Recovery Time Objective (RTO) relating to the longest
time an Institute can tolerate a lack of access to its applications and data before resuming operations, while
the Recovery Point Objective (RPO) referring to how current or fresh the data is after an outage, RPO is the
maximum data loss that an Institute can tolerate after an outage.

The RTO and RPO enable the business, once identified, to analyse the requirement for either Synchronous
or Asynchronous replication of data. Technologies such as Fibre Channel over IP (FCIP), iSCSI and xX\WDM
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enable these services, though each have specific use cases, hence the necessity to identify the RTO/RPO
requirements and a solution which will meet the business continuity requirements.

5.2.6 Shared Services Data Centre

Shared Services data centres are based upon the concept of institutes sharing a common hardware
implementation within the DC, yet maintaining operational separation a through such technologies such as
those mentioned within the Campus Vitualisation section, such as path isolation. Through utilising a Shared
Services data centre, institutes are able to reduce the overall power/cooling and space requirements that
would normally be required, whilst maintaining service delivery.

A common misconception is that Institutes which choose to utilise a Shared Services infrastructure are
required to utilise a common set of applications. This is not the case. By use of path isolation for access to
the DC, abngside various virtualisation technologies Institutes are able to implement a complete virtual
data centre infrastructure which is isolated from other institutes even though it is running on a common
network architecture. This extends not just towards the access of the DC, but to the back-end storage of
applications and their associated data.

The Shared Services module takes network virtualisation, from a path isolation perspective, and the data
centre architecture and tightly integrates them together, e nabling the ability to share this single common
architecture at a physical layer, yet segmenting the assets as required, from the network, storage and
compute architectures.

Shared Services are essentially the beginning of a Cloud Computing model, where assets are abstracted
from the hardware layer, administrators work upon a base unit of the hypervisor and manage their unique
virtual machines and associated storage in a scalable manner, with resources essentially being transparent
to the end user, creating Virtual Private data centres within the shared services facility.

5.3 Wireless LAN

A recurring theme within Education today is the necessity of secure access to information, in a timely fashion, at

the point of need. There can be significant periods of time, both in the office and while mobile, where staff and

students just do not have access to wired networking points that enable access to the required information.

Mobile data devices (PDAés, | aptops, newokkemektshispeed;) oper
leading to an increases in effective time for staff and associated cost savings, enabling course delivery and

material to students on the go, and to service improvements for staff and students interacting, helping to

enhance the student experience.

5.3.1 Centralised Wireless LAN

Centralised Wireless LAN has become the de facto standard for delivering wireless campus LAN services.
Figure 5.3.1.1 shows the main components of the Centralised Wireless Architecture that may be
implemente d over local or distributed campus infrastructure; Cisco refers to this architecture as the Cisco
Unified Wireless Architecture.
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Figure 5.3.1.1 & Cisco Unified Wireless Architecture

The central Wireless LAN Controllers (WLCs) may be a standalone appliartes or modules located in core
network switches (Catalyst 6500 WiSM modules). Wireless Access Points connect to the central controller
for control and management using either the CAPWAP protocol (Control and Provisioning of Wireless
Access Points) or Lightweight Access Point Protocol (LWAPP) protocols. These protocols have two primary
functions:

O Control and management of the Wireless Access Points;
O Tunnelling of WLAN client traffic to the central Wireless LAN Controller.

The benefits of the centralised architecture include:

O Fully-centralised configuration and control through the Wireless LAN Controllers;

O Simplified operational management by collapsing large numbers of managed Wireless Access Points
into a single managed system;

O Lower <costhtcéliAgchctewsesi gPoi nts controlled by the Wi

O Security policies, QoS policies, Radio Frequency (RF) management and mobility management are all
centrally controlled.

rel

With the innovative Cisco ClientnLARRscapéehdingi hdast Cy

wireless performance, up to 169 percent faster than

collaborative working, as shown in White Paper for the test results from Intels Overthe-Air test facility**.

for Ciscoés 802.11n throughput and coverage:

http://www.cisco.com/en/US/solutions/collateral/ns340/ns394/ns348/ns767/white_paper ¢ 11-492743 v1.pdf
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5.3.2 Secure Mobility

In the early deployments of Wireless LAN one of the key objections was security; that is integrity of the
Wireless LAN itself and confidentiality of information traversing it. With current security methods and
implementations Wireless LAN access is one of the more secure ways to access information.

In an Educational environment the required level of security depends upon the requirements of individual
departments or user communities, however consideration should b e given to:

O Authentication: using standards based or well known protocols such as 802.1X, EAP, and RADIUS.
These protocols allow access to be controlled based upon the successful authentication of the WLAN
client and just as importantly in the WLAN envionment allows the WLAN network to be authenticated
by the user, i.e. authentication is mutual. Authentication could also be merged with a Network
Admission Control solution as described later in section 5.3.5.

O Encryption: using standards based solutions known as WPA and WPA2. These encryption types are
Temporal Key Integrity Protocol (TKIP), and Advanced Encryption Standard (AES). TKIP is the
encryption type certified in WPA supporting legacy WLAN equipment and addressing flaws in earlier
solutions. Alternatively AES encryption of WPA2 is the recommended encryption mechanism as it
brings the WLAN encryption into alignment with current encryption best practice.

Cisco also offers the following value-added security features in its Wireless LAN solutions:

O Wire detection& a mechanism for tracking and correlating the rogue device to the wired network;

O Wireless Intrusion Detection System (IDS)- The Wireless LAN Controller (WLC) performs IDS analysis
upon all its connected Access Points, and reports detected attacks; Rogue Access Point Detectiond
Ciscoés Unified Wireless Network provides a compl ef

O Air/RF detection& detection of rogue devices by observing or sniffing beacons and responses;

O Rogue Access Point locationa use of the detected RF characteristics and known properties of the
managed RF network to locate the rogue device;

O Rogue Access Point Isolationa a mechanism to prevent client connection to a Rogue Access Point;

O Management Frame Protection - Cisco mitigates these attacks using a digital signature mechanism to
insert a Message Integrity Check (MIC) to 802.11 management frames. This allows the legitimate
members of a Wireless LAN deployment to be identified, and therefore allows the identification of
rogue infrastructure, and spoofed frames, through their lack of valid MICs.

5.3.3 Borderless Wireless LAN

Traditionally awireless LAN&a has been a phrase coined
building, conference room, lecture theatre or even a hotel room. However, there are technologies available,

such as Cisco Wireless Mesh, which enable the wireless LAN to be extended to become truly campus

wide, providing External as well as internal connectivity for users and other resources.

Based upon the 802.11 standards, using 802.11a as the backhaul mesh connectivity, and 802.11b/g for
user connectivity, devices are able to take advantage of high-speed connectivity without the need to
refresh their client devices. Utilising the Centralised Wireless LAN architecture, the External Wireless Mesh
solution benefits from the inherent ease of management delivered through the Wireless Control System
(WCS) providing a single point of management for both external and internal mobility services.

Wireless network resilience is provided by creating a Mesh architecture. A RAP, or Root Access Point,

serves as the primary Root AP to the Wired network, v
RAP can be deployed to provide resilient connectivity into the wired netw ork. The MAP, or Mesh Access

Point, delivers both user access and establishesaselth eal i ng mesh between itself F:
the Mesh architecture. The MAP wil/ then utilise Cisc

shortest path to the RAP, and will have a backup path to the secondary RAP to provide resilience for
services delivered over the mobility infrastructure.
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For more information on Outdoor Wireless visit:
http://www.cisco.com/en/US/products/ps5679/Products Sub Category Home.html

Figure 5.3.3.1 & Outdoor Wireless Mesh Components

5.3.4 Wireless Mobility Services

Upon deployment of a Centralised Wireless Architecture, mobility ser vices can be utilised over the
platform of ubiquitous wireless. Various services exist today, ranging from Context-Aware Location
Services, through to adaptive Wireless Intrusion Prevention Services.

The cornerstone of Ci sc oiéthe Qoot8300 Mability SereicevEngine fMSE)t r at e gy
The MSE is an appliance based solution which transfor
The platform is extensible to support a variety of mobility services in a modular fashion. The MSE isa

platform based upon a combined hardware and software solution which:

O Simplifies provisioning and management of mobility services
O Offers scalable and reliable multi-device, multi-network application delivery
O Facilitates a broad partner eco-system for mobile applications development

Unified Application Delivery:

The Cisco 3300 Series MSE abstracts applications and services from the underlying control network to
optimise performance and reliability while reducing the operational complexities associated with business
mobility. The architecture unifies application delivery across Wi-Fi, Ethernet, WiMax and Cellular networks
(making it data transport agnostic) while preserving security and manageability.

44 Part Two: 21" Century Connected Learning Institution Blueprint


http://www.cisco.com/en/US/products/ps5679/Products_Sub_Category_Home.html











































































































































