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ÁỰᴛ⇔ᾎҍ╥⅝̯Ợ

ÁCisco ASA 5500 Series

ÁCisco ASA 5500 Series ͙ὥỮἝἵˌ
Å̆ ἶḓҍ↔װἌẋᾅᵑ─ ͙ὥ

ÅΌ♬♠╪̆┬⁷ ἒ́ᵑ─ ͙ὥ

Å̂ ᴏ ṒΌ͙ѫ╙─ ͙ὥ

Åὺ̆ ═♠╬⇔₅╙─ ͙ὥ

ÁWhy Cisco ASA 5500 Series? 

ÁAppendix 
Åɒ ҨṊẋ̪ ╪ẇ

Åל⅝ᴆ ᾅ׳

ÅCC ╬ּשḓ̰♬∟♬ṒṒ ♠ Ἓˤ
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╩ О ˼Ṇ ₫͖‭ṏῶ҆ᶑ̐♫

Ҽᾋ♥ἳḐҊ↑ר╢ᵾ ḅӭ„ כ ᵖ

Ѹ‗ ̬Ἐ ˼╓ᴘ╩ Ṑ◄ἘּצʷḐ̬Ἐ♫‏

♥♣ṇ Ḑửᴘ↔ṏῶ⌐ ›╢ᾍἳ Ҋ╛ ⅔

↔₂Ҋừṏῶ◌Ẉ╢ּצʷ›Ҋ ┬♅̒ᵖ ⅔
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Approach as A system 

Cisco ASA 5500 Series
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ASA 5500 Series╢ 4Ҋ ᾑ͖ὢ

ÅReal 10 Gbps Traffic ᵙ

Å˿ ☺Ợҍẋ 7.5Ḥ╪Ữ╥̆ἶ ᵙï15ᵣ CPS

Å ҍ 100,000 ˌ╥ IPSec / SSL  VPN ҿᾎἝἪ ᵙ

̃ἳҊ↑ר
כ ᵖ͖ὢ

Å▫∟Ҷᵞ♠ʺỮḢ ṈἌẋᾅ

ÅRouted / Transparent Ḣ Ṉ̯Ἓḓѻ‚ NAT ͙ὥ♠↔

ÅỮ ṒⱵ Active/Standby ḓ Active/Active ̆ʺ↔Ἓ

ÅActive / Standby Dual ISP ḓ Redundant Interface

♅פֿ̃
И − ͖ὢ

Å30ˌ╪Ữ╥ Application Level Deep Packet Inspection

ÅḢ Ṉ͙ḙ╥Ἄẋᾅ˞Ṩḓᾅ ѹ̑˶ ‡ḓ▫ҿḢתּ

ÅIPSec ḓ SSL VPNҿᾎּת∟

Å ӥ≢‡͙ḙ╥ Cisco IPS 6.0 ͙ѫ ʹ ӥ≢‡͙ḙ╥ ṒΌ͙ѫ

⌐
ḟ„͖ὢ

ÅASA╥ᶛӧ͙ѫ╙ Ϯ╥ GUI 

ÅḢ Ṉ♬ ̕ᴐ Event Correlation

Åѻ‚ ᵡḹỢ ͙ѫḓ┬↔

ASDM╖
One-Stop-
Operation
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Cisco ASA 5500 Series ͖ὢừἚἲˉ

-̃ἳҊ↑רἉẈᾂᵎ⌐ ͖ὢ
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Real 10 Gbps Traffic ᵖ

Web 1.0 ᾂ ͖Ḗѻḟ
♩ṏ♆ѽ ╩ ОἉẈᾂ

Web 2.0 ᵾ ḅӭ„͖Ḗ
ѸׂשҊ ╩ ОἉẈᾂ

◐╢╩ О כ

Áᶁ ḈӰ‡ᴛ╬ ở↑
Ҋ⁮ (BPS)͒ừᾊ
Á10~50ḡ╧ừ╢ ҆
Ҽᾋ⁴˷(CPS)ὡỸἛ

Internet

L4 SW

L4 SW

Ҋ҆ 4~10 Gbps ḟ ṅ

˼◘ởἶᴱἧ

ÁѾὣ ҍ⁵ ᵣ̆ᴎʺשּ
Áϻ╘ CPS ͎ҍᴛ┬ּת
Č Ẉ↑ᵠừᾊ, Ṑ◄ ̬Ἐ
קּ┘

Cisco ASA ἶᴱἧ

Internet

L4 SW

Cisco ASA 

5500 Series

Á ҍ 16Gbps╥̆Ἓѫ
∟תּ
Á ҍ 15ᵣ CPS ╥̆ἶ
ᵙ
Č ᾏ♅╩╩ О כ
ᵖḐ ┬♅╩̬Ἐ
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Ҋ 15ᵠ ҆Ҽᾋ⁴˷(CPS)

ᾏ ӅҼ⸗‭˾ ̃ἘѨḐ ᵖἳҲ

Á Ợҍẋ 5~7 Ḥ╪Ữ╥ ҍ
15ᵣ CPS ⁷˺

Áҍ ѻַ⁷א˺̯ⱳ╥╬ С
˿⁄ ♠
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ἘѨ₂ ḟᶘ͈Ҋѡ‮ ṅ♩ ♅↑

Ҋ 75ᵠˉ╢ḟ ṅ♩

Á ҍ 75ᵣˌ╥Ḣ Ṉ♬
∟תּ

ÁἛѫ⁄♣ ₅ ′╪♠↔
ʺѫ

Áҍ ἌẋᾅЛ √ ╥
ѻ‚ ṒΌ♬ ὡ↔
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ᾂש ᵝ͖ὢ╖╧↑ ┘⁴ ἘѨ ◌

Ҋ100,000ˉ╢ IPSec/SSL VPNҼᾋἚἧ ᵖ

Á▫ ᴛӥḧ׳ᾗ͙ὥ╙╪↔, 
ʺ♠╬ L4 ᾅ─ Ṭ ⅝

Á פ ̯Ṫ′╪ ᾅױ ᵠʺѫ

Á ҍ 10ҍּͥת ᾅױ ᵠ

Ҋ 100,000 ҼᾋἚἧ

10,000
+

10,000
+

10,000

10,000
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Cisco ASA 5500 Seires ͖ὢ ừἚ ἲˉ

- ῶ♩♅╧̃ ┘⁴ Ἇ˾ᵎ ⌐ ͖ὢ
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♆ ♅╩ἉẈᾂṇḟ ṅ

ἌẋᾅⱵṊ֞Ѥᶜ♠Ṋ H/W 
͙ḙ╥ҶᵞḢ Ṉ̯Ἓ

Č Ẉ ┬♅̒ᵖṥ҂
͖ ,ʷצּ ͒Ὕ♅Ẉ↑ừᾊ

Internet

˼◘ởʷừḟ ṅ͖ὢ

ᶹᵙ/бᵙ♠╬ ╪ᾅ
‡ᵠ╙ ἌẋᾅⱵṊ֞Ѥ

ᶜ♠ṊḢ Ṉ♬ ̯Ἓ

Č ᵖἲᾂ̎┘ᴘ╩ ♆
ᾋᾂ Fail ╧ὺ

Internet

ñ̒ ᵖś
ZONE 
ḟ ṅ
♩

ñAò 
ZONE 
ḟ ṅ
♩

ñBò 
ZONE 
ḟ ṅ
♩

ñNewò 
ZONE 
ḟ ṅ
♩

Cisco ASA ʷừḟ ṅ͖ὢ

∟▫ҵṊ⅝אַ ҉,ἒ♬ḓ
Ḣ Ṉ♬ Ӯ₰♣ Ҷᵞӈ
бᵙ♠ʺỮḢ Ṉ

Č Ẉ↑ ┬ἘḐῶ♩Ἐ
ṏ

Internet

ñ̒ ᵖś
ḟ ṅ

ñAò 
ḟ ṅ

ñBò
ḟ ṅ

ñNewò 
ḟ ṅ

■∙ҳᵛ♅ʷừḟ ṅἉẈᾂ

ñ̒ ᵖś
ḟ ṅ

ñAò 
ḟ ṅ

ñBò
ḟ ṅ

ñNewò 
ḟ ṅ

̒ᵖ
ӫ͒
■∙
10%

̇Ӣ
ӫ͒
■∙
50%

ᾏḯ
ӫ͒
■∙
30%

▄ᾋ
ӫ͒
■∙
10%


