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This document outlines the method to customize the SDP HTML template to fit various needs.
In Secure Device Provisioning (SDP), end-users begin the process with a series of steps on a web browser. The web HTML template can be modified to better fit various deployment situations. End-user experience is simplified and improved through the use of customized template.
This document describes the use of the sample SDP HTML templates accompanying Cisco Virtual Office (CVO), which can be minimally modified to fit each organization need. It also describes the process for full customization.

The document assumes the reader has knowledge of basic HTML. Further HTML knowledge is required for full customization.

This document is to be used with the Cisco supplied SDP HTML web templates. Ensure the templates are properly procured before proceeding.

Overview of the SDP process
Spoke router obtains either a bootstrap or a full configuration from the SDP server router through SDP. No initial manual configuration on the Spoke router is necessary. SDP is a major component of Zero Touch Deployment.
The SDP process relies on the use of HTTP post to exchange information between the SDP Registrar (usually a SDP server router) and the SDP Petitioner (usually a Spoke router). The HTTP post is done by the end-user computer, the SDP Introducer. 
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The SDP server router and the Spoke router are the two ends of SDP communication. In the SDP process, the browser on the end-user computer retrieves the HTML pages with the SDP information from both ends, and subsequently initiates HTTP post to the other end to complete SDP information exchange. A few steps of exchange of information back and forth between both ends occur before the process is completed.
Steps of the SDP process

A total of three (3) HTTP posts are required to complete the SDP process, thus requiring four (4) HTML pages. The four pages are referred to as start, welcome, introduction and completion page. An administrative introduction page (not shown) can be used for one user deploying multiple spoke routers. The start and introduction pages are retrieved from the SDP server router, while the welcome and completion page are retrieved from the Spoke router. The SDP server router is located on the remotely; while the Spoke router is located locally.
The connection between the SDP server and the introducer should be HTTPS connection to ensure data integrity, especially for user credentials. The connection between the spoke router and the introducer can be HTTP connection since it’s limited to local connection.

Since the Spoke router is initially not configured, the welcome and completion pages are actually passed from the SDP server router as part of the HTTP posts.


[image: image3]The SDP process begins with the end-user logging into the start page of the registrar using his/her computer browser. The end-user then submits information obtained from the registrar to the petitioner in a HTTP post to the welcome page (a key generation error page is actually shown briefly before redirecting to the welcome page). The process continues as shown in the diagram above until the end-user reaches the completion page. Router configuration information is passed between the Spoke router and the SDP server router during the process.
HTTPS and AAA authentication is used on the SDP server router to authenticate the end-user. The Spoke router requires the use of the default username: cisco, password: cisco as login credentials in the default CVO factory configuration.
Note: The default SDP template deployment does not use start page. Instead, the process begins from the welcome page, where user has to type in the web address of the introduction page manually. Only the default template can be used if SDP starts from the welcome page because the start page is responsible to deliver the custom welcome page to the Spoke router, using HTTP post when the start page is enabled. 

The detail steps and procedure of the SDP process can be found at the SDP documentation (http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_setup_SDP_piki_ps6441_TSD_Products_Configuration_Guide_Chapter.html).

Cisco Virtual Office Deployment

A web template is included as part of Cisco Virtual Office (CVO). The SDP process requires the use of a HTML template to reduce the unnecessary complexity to the end-user. There are two ways to go about in terms of actual deployment using SDP:

1. Use the Sample template as described in “Using the Sample Template” below

2. Create a set of fully customized SDP HTML Templates using the rules detailed “HTML Template Full Customization” section

In both cases, a configuration change is needed on the SDP Server as described in “SDP Server Router Configuration”.
Using the Sample Template
For simplicity, the sample template (attached in appendix) can be used for any SDP deployment scenario. To better fit each situation, the organization-specific contents can be changed easily in the template. Specifically, the logo, title and banner can be changed without significant modification to the HTML content.

In the javascript section in the start page HTML templates, a section of code is enclosed by:

////// Webpage mandatory HTML constant ////////////////////////////////////////////////////
…
///////////////////////////////////////////////////////////////////////////////////////////
////// Webpage optional HTML constant /////////////////////////////////////////////////////

…
///////////////////////////////////////////////////////////////////////////////////////////

The following variables are available for modification to fit the organization need:

1. testConnectionPage: The web address to test connectivity after SDP is completed. This field is mandatory to be changed.

2. introURL: This is the SDP server URL, e.g. http://server/ezsdd/intro. This is mandatory for DSL connection.
3. companyImageSource: The web address to the image of the organization logo, e.g. http://company/logo.jpg 
4. smallHeader: The small header at the top of the page

5. bigHeader: The large header at the top of the page

6. banner: The first paragraph of the page

7. progressBarTimer: The time in millisecond before the progress bar is filled up. This should be adjusted according to the actual deployment situation, equaling roughly the time required for the completion of the zero touch process.

8. supportEmail (in complete page only): The support email for CVO

9. internetConnectionTest: A public server where ICMP is enabled to test internet connectivity.

There is also a progress bar throughout the SDP stages. It’s a time-based progress bar.

With change to the above variables, an organization specific set of templates is generated and ready for SDP deployment. Jump ahead to SDP Server Router Configuration.
HTML template Full Customization
Note: If the intention is not to change the layout and function of SDP entirely, skip this section and proceed to SDP Server Router Configuration.
Each individual page of the SDP process can be fully customized. They can be modified to serve different aesthetics and functional needs.

HTTP posts are triggered in the start, welcome and introduction pages to complete the SDP process. The completion page serves to notify the end-user about the completion of the process and plays no functional use in SDP.

In each of the start, welcome, (administrative introduction) and introduction pages, where HTTP posts are initiated, two (2) components are necessary for SDP to function:
1. A HTML form

The HTML form with a submit button triggers a HTTP post from either the SDP hub or the Spoke routers end. The attributes in the SDP process are all submitted in the HTML forms in each individual page.

2. The variable “$a” in the form
The variable “$a” is automatically replaced by the both the SDP hub and Spoke routers with the required SDP attributes in each phase. The variable should be included within the HTML form and be submitted as an input. However, the new values do not need to be shown to end-user. By default, “$a” is replaced by HTML form hidden inputs. 

The two components above are essential and are the only components necessary for the SDP process. With them in place, additional components, e.g. javascript, images, flash, etc. can be added to the pages.
For basic SDP functionality, here is the minimal start page:
<html><head><title>Start page</title></head>

<B>Welcome to Cisco Secure Device Deployment Server</B> <FORM 

action="http://10.10.10.1/ezsdd/welcome" method="post"> Your 

device:<BR> <INPUT type="submit" value="Next>"><BR> 

$a
</FORM></html>

During SDP, the following HTML page is actually retrieved by the end-user browser. “$a” is replaced with “<INPUT type=hidden…”:
<html><head><title>Start page</title></head>

<B>Welcome to Cisco Secure Device Deployment Server</B> <FORM 

action="http://10.10.10.1/ezsdd/welcome" method="post"> Your 

device:<BR> <INPUT type="submit" value="Next>"><BR> 

<INPUT type=hidden NAME="TTISignature_0" value="NDM5MEU3MTlCOTA0N0E1MEE3QTlDQ0Y4QkIyRDRFM0E4MjA5MkVEQ0E5OUVDMzQw

Q0FFOTY1QzI3ODYyRTU2OUM3NjM0MTgxNDlGRTFFRTlCMkU5RDQ4RUExRDVEMEM5

QjgyRDIxMERFRTNEOTA4OTMxMTg4ODI3MTFENkIwRTFFQzM1OUEyRTBGODIxMThD

"><BR>
…

Suggestions to the use of templates
As described above, there are 4 pages required to complete the entire SDP process (5 pages with administrative introduction option). We recommend modifying the web templates to streamline and reduce the complexity of the process to the end-users as below:

1. Introduction information

Present introductory information on the start page to familiarize the end-user with the entire process.
2. Automatic transition between pages

Automatic transition reduces the number of click and typing.
3. Connection check

It is necessary to have connection between the Spoke router, introducer and the SDP server router for SDP. Connection check, such as preloading the welcome page, can be added on the start page to detect connection problem.
Our prepared template implementing the above recommendations is provided in the appendix.

Customize the Template
The detail of each of the sample template page is provided below. 
Start Page
The start page is the first page the end-user sees at the beginning of the SDP process. This template page checks for possible connection problem by pre-loading the welcome page in an HTML iframe after the user clicks next. This also avoids the key generation error page (shown between start and welcome page when the Spoke router first startup to generate key pair for PKI) shown to the end-user. On clicking next, the iframe waits 15 seconds for the welcome page to load. If successful, it transitions to the welcome page. Otherwise, it goes back to the original state of the start page. 

The HTML form embedded posts to http://10.10.10.1/ezsdd/welcome, the Spoke router customized welcome page.

The start page is located in the SDP server router, while the welcome page is located in the local Spoke router. The Spoke router requires default username and password (cisco:cisco) to be used. The Spoke router credentials can be included for browsers other than Internet Explorer for basic HTTP authentication; otherwise end-user has to manually type the default credentials.
The introduction page address is not passed as part of the SDP process of IOS. Therefore, the start template page embeds the information in the URL sent to the welcome page for better portability to different servers.
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Welcome Page
It transitions to the introduction page automatically. The introduction page address is obtained from the URL passed from the start page; alternatively, a hard-coded address can be used.
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Introduction Page
This introduction page transitions to the completion page automatically. The completion page address is coded as variable “$u”, which the router replaces with the completion page address in the Spoke router. E.g. <p> $u </p> becomes <p> http://10.10.10.1/ezsdd/complete </p>
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Administrative Introduction Page

The administrative introduction page is used if an administrator will setup multiple Cisco Virtual Office spoke routers. This way, only one set of username/password can be used for multiple users.

Note:  An entry for each individual user is still needed on the RADIUS or TACACS server if the authentication list is defined. In RADIUS, a user with password “cisco” is required, while in TACACS, a user with no password is required. 
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Completion Page
This is a simple completion page template to notify the user of the completion of the SDP process. It also contains the additional feature to test connection availability. It constantly probes a website every 30 seconds to determine whether the connection is established. This feature is useful if SDP is used for downloading the bootstrap configuration instead of the full configuration.
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Error Page

Error Page is displayed when an error occurs. Variable “$d” represents the error message. It is replaced by the routers with error message should an error occurs. “$d” is not used in this template.
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Notification Email

The following notification example can be used to guide the end-user to start the SDP process.

Welcome to Cisco Virtual Office (CVO). Please click on the following link to begin the process to configure your router.

https://start-cvo-now/ezsdd/intro
Please type in your Authentication, Authorization, and Accounting (AAA) credentials when prompted.
SDP Server Router Configuration

The SDP server router configuration uses the command “template http“ under “crypto provisioning registrar” global configuration command to activate the use of the customized template. 

The template can be stored locally on flash, or retrieved dynamically from http, ftp protocols.

The following is a configuration excerpt implementing the use of template:

crypto provisioning registrar

 …
 template http welcome http://<webhost ip>/sdp/2-sdp_welcome.html

 template http completion http://<webhost ip>/sdp/4-sdp_completion.html
 (template http administrative introduction http://<webhost ip>/sdp/3-sdp_admin_introduction.html)
 template http introduction http://<webhost ip>/sdp/3-sdp_introduction.html

 template http start http://<webhost ip>/sdp/1-sdp_start.html

 template http error http://<webhost ip>/sdp/sdp_error.html
 …

End-User Deployment

If DHCP is available and internet connection can be established, such as cable modem connection, the user can go to 

https://<sdp-server-ip>/ezsdd/intro 
to begin the SDP process.

If internet connect cannot be established prior to configuration, such as using DSL connection, static IP, etc, the IT administrator has to 

1. Go to https://<sdp-server-ip>/ezsdd/intro 
2. Save the page at the address in step 1, and deliver the page to the end user. This could be done by means like email attachment, or delivering an installation CD.
Troubleshoot

Debugging can be enabled on the SDP registrar and petitioner to debug SDP issue:
“debug crypto provisioning”.

The most common problems associated with SDP included:

1. Typo in the template location, resulting in SDP registrar not able to retrieve the files

2. Authentication is not setup properly, e.g. user missing from the RADIUS/TACACS server

3. Template oversize (image before 12.4(22)T2 cannot take HTTP Post larger than 32kB)

4. PKI server not properly running

5. HTTP secure server not enabled, use “ip http secure-server”

6. HTTPS server certificate not configured properly, use “ip http secure-trustpoint name” 
Q&A

Q. Can we use Ajax to substitute multiple web pages?
A. Ajax has security restriction towards cross-domain traffic.
Q. Can we avoid the authentication between introduction and welcome page?

A. There is currently no solution.
Q. What is the use of administrative introducer

A. This is a page provided specifically for administrator. Should there be need for a single administrator to deploy multiple spokes; the “admin introduction” page can be used to obtain the credentials of each individual user. This page will be used between welcome and introduction phase. 
For More Information
For more information about Secure Device Provisioning (SDP), visit http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_setup_SDP_piki_ps6441_TSD_Products_Configuration_Guide_Chapter.html.
For more information about the Cisco Virtual Office (CVO), go to: http://www.cisco.com/go/cvo
Start Page Template
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml" lang="en" xml:lang="en" dir="ltr">

<!--test-->

<head>

        <META HTTP-EQUIV="CACHE-CONTROL" CONTENT="NO-CACHE">


<title>Welcome to Cisco Virtual Office (CVO)</title>


<style type="text/css">


body {font-family:arial; /*Mozilla*/ text-align:-moz-center; /*IE*/ #text-align:center}


table {text-align:left}


h2 {color:#465766; font-family:arial; font-size:75%; font-weight:normal; text-align:left; vertical-align:bottom}


h1 {color:#465766; font-family:arial; font-size:150%; font-weight:normal; text-align:left; line-height:0}


hostname {color:black; font-family:courier}


p.footer {color:#465766; font-family:arial; font-size:x-small}


table td {vertical-align:top; text-align:left}


table td.checkmark {width:30px; vertical-align:top; text-align:left}


</style>

</head>

<script type="text/javascript">

var constants = new Array();

////// Webpage mandatory HTML constant ////////////////////////////////////////////////////

constants["testConnectionPage"] = "http://171.71.181.19";

///////////////////////////////////////////////////////////////////////////////////////////

////// Webpage Optional HTML constant /////////////////////////////////////////////////////

////// ASCII character only ///////////////////////////////////////////////////////////////

constants["companyImageSource"] = "https://www.cisco.com/swa/i/logo.gif";

constants["smallHeader"] = "Zero-touch Configuration";

constants["bigHeader"] = "Welcome to Cisco Virtual Office (CVO)";

constants["banner"] = "Welcome!";

constants["progressBarTimer"] = 210000; // Time to fully fill progress bar in milliseconds

constants["supportEmail"] = "cvo-admin@company.com";

///////////////////////////////////////////////////////////////////////////////////////////

var timeout;  // Timeout variable

var arrowSignTimeout = 0;

var NUM_PROGRESS_BAR_COLUMN = 90;

var progressBarRow = new Array();

var progressTimeout = 0;

var progressBarCount = 0;

// Test the connection to router by opening the router welcome page through the

// iframe 'routerWelcome'

// It also starts the timeout for no connection

function testConnection(input) {

   // Hide the setup diagram

   document.getElementById("setupDiagram").style.display = "none";

   // Show the progress bar

   document.getElementById("progressBarTable").style.display = "block";

   progress();

   // For MSIE, username and password cannot be embedded

   if (navigator.appName.indexOf("Microsoft") != -1) {

      document.getElementById('testConnectionIFrame').innerHTML = 

         "<iframe name=\"routerWelcome\" id=\"routerWelcome\" \

         src=\"http://10.10.10.1/ezsdd/welcome\" onload=\"connectionUp()\" \

         style=\"visibility:hidden;height:0px\" scrolling=\"no\">NONO</iframe>";

      // Display the cisco/cisco credential text

      document.getElementById('ciscoCisco').style.display = "block";

   } else {

      document.getElementById('testConnectionIFrame').innerHTML =

        "<iframe name=\"routerWelcome\" id=\"routerWelcome\" \

         src=\"http://cisco:cisco@10.10.10.1/ezsdd/welcome\" onload=\"connectionUp()\" \

         style=\"visibility:hidden;height:0px\" scrolling=\"no\">NONO</iframe>";

      // Display the cisco/cisco credential text

      document.getElementById('ciscoCisco').style.display = "none";

   }

   // Display the steps of SDP

   document.getElementById("arrow").style.visibility = "visible";

   document.getElementById("steps").style.display = "inline";

   document.getElementById("instructions").style.display = "none";

   window.status = window.status;

   // Start the timeout count

   timeout = setTimeout("timeoutError()", 15000);

   input.style.visibility = "hidden";

}

// The router welcome page successfully loaded. Proceed with SDP

function connectionUp() {

      // Clear timeout error message

      clearTimeout(timeout);

      document.getElementById('testConnectionIFrame').innerHTML = "";

      // Wait for key generation to finish in the router before submit

      var wait = setTimeout("document.getElementById('sdpNext').submit()", 3000);

}

// Router welcome page timed out. Alert user and reset the intro page.

function timeoutError() {

   document.getElementById('testConnectionIFrame').innerHTML = "";

   alert('The connection with the router cannot be established' +

         '\n\n' + 'Please verify the connection and try again');

   // Remove the highlight of step of SDP

   document.getElementById("arrow").style.visibility = "hidden";

   // Re-enable the instruction text, setup diagram and next button

   document.getElementById("steps").style.display = "none";

   document.getElementById("instructions").style.display = "inline";

   document.getElementById('sdpNextSubmit').style.visibility = "visible";

   if (navigator.appName.indexOf("Microsoft") == -1) {

      document.getElementById("setupDiagram").style.display = "inline";

   }

   // Hide the progress bar

   document.getElementById("progressBarTable").style.display = "none";

   progressBarCount = 0;

   clearTimeout(progressTimeout);

   timeout = false;

}

function startup() {

   for (var i = 0; i < NUM_PROGRESS_BAR_COLUMN; i++) {

      progressBarRow[i] = document.getElementById('progressBar').insertCell(-1);

   }

   arrowSign();

   if (navigator.appName.indexOf("Microsoft") == -1) {

      document.getElementById("setupDiagram").style.display = "inline";

   }

   // Setup the submit form to point to the next SDP page with the required constants

   constants["introURL"] = document.location.href;

   var sdpNextURL = "http://10.10.10.1/ezsdd/welcome?";

   for (var i in constants){

       sdpNextURL = sdpNextURL + i + "=" + escape(constants[i]) + "&";

   }

   // Strip out the last "&"

   sdpNextURL = sdpNextURL.substring(0, sdpNextURL.length - 1);

   document.getElementById("sdpNext").action = sdpNextURL;

}

function progress() {

   // Set up and display the progress bar

   // The progress bar is a table with multiple columns, marked with

   // different color to act as a progress bar count to 4 minutes

   for (var i = 0; i <  NUM_PROGRESS_BAR_COLUMN; i++) {

      if (i < progressBarCount) {

         progressBarRow[i].style.backgroundColor = "blue";

      } else {

         progressBarRow[i].style.backgroundColor = "white";

      }

   }

   progressBarCount++;

   if (progressBarCount >= NUM_PROGRESS_BAR_COLUMN) {

      progressBarCount = NUM_PROGRESS_BAR_COLUMN - 1;

   }

   progressTimeout = setTimeout("progress()", 2500);

}

// Flash the "->" sign

function arrowSign() {

   var d = new Date();

   var e = d.getTime() / 1000;

   switch(Math.round(e % 2)) {

      case 1:

         document.getElementById("arrow").style.color = "white";

         break;

      default:

         document.getElementById("arrow").style.color = "black";;

   }

   arrowSignTimeout = setTimeout("arrowSign()", 500);

}

</script>

<noscript>

<h1> This website would not work without Javascript, please enable if you see

this message </hr>

</noscript>

<body leftmargin="0" marginwidth="0" topmargin="0" marginheight="0" \

onload="startup()">

<!-- HEADER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">


<tr>



<td width="120">



<script> document.write("<img src=" + constants["companyImageSource"] + " border=\"0\">");</script>



</td>



<td> <h2> <script> document.write(constants["smallHeader"]); </script> </h2>



<h1> <script> document.write(constants["bigHeader"]); </script> </h1></td>


</tr>

</table>

<!-- BODY -->

<table width="709" border="0" cellpadding="0" cellspacing="1" style="height:300px">


<tr height=10%>


        <td class="checkmark"></td>



<td><br />



<script> document.write(constants["banner"]); </script>



</td>


</tr>


<tr height=50%>


        <td class="checkmark">



        <ol style="list-style-type:none">




<li><span id="arrow" style="visibility:hidden">&#8594</span></li></ol>



</td>



<td>

                        <span id="instructions" style="display:inline"><br />




To begin the process, do the following:

                        <ol style="list-style-type:lower-alpha">

                                <li>Connect the CVO router to an internet connection at the port marked "WAN"





<li>Connect this computer to the router via port marked <span style="font-weight:bold">"FE 0"</span>





<li>Turn off any wireless connection on this computer




</ol>Click <b> Next > </b> below to begin the SDP process.

                        </span>




<span id="steps" style="display:none">




<ol>





<li style="font-weight:bold">Connecting to your CVO router</li>





<!-- Help text for IE only for credentials prmopt--> 





<ul id="ciscoCisco" style="font-weight:normal">





    <li> Enter <span style="font-style:italic""> username: <span style="text-decoration:underline">cisco</span> ; password: <span style="text-decoration:underline">cisco</span></span> when prompted </li>





</ul>





<li style="color:silver">Submitting CVO router information to the server</li>





<li style="color:silver">Downloading the initial configuration to the CVO router</li>




</ol>







</span>



</td>


<tr height=40%>

                <td class="checkmark"></td>



<td>




<form name="sdpNext" id="sdpNext" action="" onsubmit="return false" \




method="POST" style="height:20px"> 




<!-- A next button to start the script to test connection to the router-->




<!-- It's not really a submit button-->




<input type="submit" name="sdpNextSubmit" id="sdpNextSubmit" \




value="Next >" onclick="testConnection(this)" style="width:55px" /> 




<span style="display:none">$a</span>




</form>



</td>


</tr>

</table>

<table id="progressBarTable"

style="display:none;border-style:outset;height:15px;width:450px;margin-bottom:0px">

<tr id="progressBar" style="height:5px;border-style:none">

</tr>

</table>

<!-- FOOTER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">


<tr><td align="left"><br />


<p class="footer"></p></td></tr>

</table>

<!-- A hidden iframe to test connection to the router -->

<!-- The iframe is implemented by the javascript triggered by submit above -->

<div name="testConnectionIFrame" id="testConnectionIFrame" style="visibility:hidden"> </div>

</body>

</html>
Welcome Page Template

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml" lang="en" xml:lang="en" dir="ltr">

<head>

        <title>Welcome to Cisco Virtual Office (CVO)</title>

        <style type="text/css">

        body {font-family:arial; /*Mozilla*/ text-align:-moz-center; /*IE*/ #text-align:center}

        table {text-align:left}

        h2 {color:#465766; font-family:arial; font-size:75%; font-weight:normal; text-align:left; vertical-align:bottom}

        h1 {color:#465766; font-family:arial; font-size:150%; font-weight:normal; text-align:left; line-height:0}

        hostname {color:black; font-family:courier}

        p.footer {color:#465766; font-family:arial; font-size:x-small}

        table td {vertical-align:top; text-align:left}

        table td.checkmark {width:30px; vertical-align:top; text-align:left}

        </style>

</head>

<script type="text/javascript">

var constants = new Array();

var arrowSignTimeout = 0;

var NUM_PROGRESS_BAR_COLUMN = 90;

var progressBarRow = new Array();

var progressTimeout = 0;

// Auto process to next step

function submit_to_url(form) {


form.submit();


return true;

}

function startup() {

   for (var i = 0; i < NUM_PROGRESS_BAR_COLUMN; i++) {

       progressBarRow[i] = document.getElementById('progressBar').insertCell(-1);

   }

   window.status = "Please wait for the configuration to complete...";

   // Get all the constants passed from the first page

   var keyArray = new Array();

   var valueArray = new Array();

   keyArray = location.href.match(/[^\?&]+(?==)/g);

   valueArray = location.href.match(/[^=]+(?=(&|$))/g);

   for (var i = 0; i < keyArray.length; i++) {

       constants[keyArray[i]] = unescape(valueArray[i]);

   }

   // Pass all constants to the next page

   var sdpNextURL = constants["introURL"] + "?";

   for (var i in constants){

       sdpNextURL = sdpNextURL + i + "=" + escape(constants[i]) + "&";

   }

   // Strip out the last "&"

   sdpNextURL = sdpNextURL.substring(0, sdpNextURL.length - 1);

   // URL for next step in SDP

   document.getElementById("sdpNext").action = sdpNextURL;

   document.getElementById("companyImage").innerHTML = 

       "<img src=" + constants["companyImageSource"] + " border=\"0\">";

   document.getElementById("smallHeader").innerHTML = 

       constants["smallHeader"];

   document.getElementById("bigHeader").innerHTML = 

       constants["bigHeader"];

   document.getElementById("banner").innerHTML = constants["banner"];

   progress();

   arrowSign();

}

// Display the progress bar

var progressBarCount = 4;

function progress() {

   // Set up and display the progress bar

   // The progress bar is a table with multiple columns, marked with

   // different color to act as a progress bar count to 4 minutes

   for (var i = 0; i <  NUM_PROGRESS_BAR_COLUMN; i++) {

      if (i < progressBarCount) {

         progressBarRow[i].style.backgroundColor = "blue";

      } else {

         progressBarRow[i].style.backgroundColor = "white";

      }

   }

   progressBarCount++;

   if (progressBarCount >= NUM_PROGRESS_BAR_COLUMN) {

      progressBarCount = NUM_PROGRESS_BAR_COLUMN - 1;

   }

   progressTimeout = setTimeout("progress()", 2500);

}

// Flash the "->" sign

function arrowSign() {

   var d = new Date();

   var e = d.getTime() / 1000;

   switch(Math.round(e % 2)) {

      case 1:

         document.getElementById("arrow").style.color = "white";

         break;

      default:

         document.getElementById("arrow").style.color = "black";;

   }

   arrowSignTimeout = setTimeout("arrowSign()", 500);

}

</script>

<noscript>

<h1> This website would not work without Javascript, please enable if you see

this message </h1>

</noscript>

<body leftmargin="0" marginwidth="0" topmargin="0" marginheight="0" \

onload="startup();submit_to_url(document.getElementById('sdpNext'))">

<!-- HEADER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr>

                <td width="120">



<span id="companyImage"> </span>

                </td>

                <td> <h2> <span id="smallHeader"> </span> </h2>



<h1> <span id="bigHeader"> </span> </h1> </td>

        </tr>

</table>

<!-- BODY -->

<table width="709" border="0" cellpadding="0" cellspacing="1" style="height:300px">

        <tr height=10%>

                <td class="checkmark"></td>

                <td><br />



<span id="banner"> </span>

                </td>

        </tr>

        <tr height=50%>

                <td class="checkmark">

                        <ol style="list-style-type:none">

                        <li>&nbsp</li>




<li><span id="arrow">&#8594</span></li></ol>



</td>

                <td>

                        <ol>

                                <li style="color:silver">Connecting to your CVO router</li>

                                <li style="font-weight:bold">Submitting CVO router information to the server</li>

                                <li style="color:silver">Downloading the initial configuration to the CVO router</li>

                       </ol>

                </td>

        <tr height=40%>

                <td class="checkmark"></td>

                <td>

                        <br /><br />




<!-- Hub Locations -->




<form name="sdpNext" id="sdpNext" method="post" action="" onSubmit="return submit_to_url(this)"  style="height:20px">





<input name="submitButton" type="submit" value="Next >" align="left" style="visibility:hidden"></input>





<!-- Attribute values for Cisco Router -->





<span style="display:none">$a</span>




</form>



</td>


</tr>

</table>



<table id="progressBarTable"

style="border-style:outset;height:15px;width:450px">

<tr id="progressBar" style="height:5px;border-style:none">

</tr>

</table>

<br />

<!-- FOOTER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">


<tr><td align="left">


<p class="footer"></p></td></tr>

</table>

</body>

</html>
Administrative Introduction Page Template

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml" lang="en" xml:lang="en" dir="ltr">

<head>

        <title>Welcome to Cisco Virtual Office (CVO)</title>

        <style type="text/css">

        body {font-family:arial; /*Mozilla*/ text-align:-moz-center; /*IE*/ #text-align:center}

        table {text-align:left}

        h2 {color:#465766; font-family:arial; font-size:75%; font-weight:normal; text-align:left; vertical-align:bottom}

        h1 {color:#465766; font-family:arial; font-size:150%; font-weight:normal; text-align:left; line-height:0}

        hostname {color:black; font-family:courier}

        p.footer {color:#465766; font-family:arial; font-size:x-small}

        table td {vertical-align:top; text-align:left}

        table td.checkmark {width:30px; vertical-align:top; text-align:left}

        </style>

</head>

<script>

var constants = new Array();

var arrowSignTimeout = 0;

var NUM_PROGRESS_BAR_COLUMN = 60;

var progressBarRow = new Array();

var progressTimeout = 0;

function startup() {

   for (var i = 0; i < NUM_PROGRESS_BAR_COLUMN; i++) {

       progressBarRow[i] = document.getElementById('progressBar').insertCell(-1);

   }

   window.status = "Please wait for the configuration to complete...";

   // Get all the constants passed from the first page

   var keyArray = new Array();

   var valueArray = new Array();

   keyArray = location.href.match(/[^\?&]+(?==)/g);

   valueArray = location.href.match(/[^=]+(?=(&|$))/g);

   for (var i = 0; i < keyArray.length; i++) {

       constants[keyArray[i]] = unescape(valueArray[i]);

   }   

   // Pass all constants to the next page

   var sdpNextURL = constants["introURL"] + "/admin" + "?";

   for (var i in constants){

       sdpNextURL = sdpNextURL + i + "=" + escape(constants[i]) + "&";

   }

   // Strip out the last "&"

   sdpNextURL = sdpNextURL.substring(0, sdpNextURL.length - 1);

   document.getElementById("sdpNext").action = sdpNextURL;

   document.getElementById("sdpNext").introadminurl.value = 

       constants["introURL"] + "/admin";

   document.getElementById("companyImage").innerHTML = 

       "<img src=" + constants["companyImageSource"] + " border=\"0\">";

   document.getElementById("smallHeader").innerHTML = 

       constants["smallHeader"];

   document.getElementById("bigHeader").innerHTML = constants["bigHeader"];

   document.getElementById("banner").innerHTML = constants["banner"];

   progress();

   arrowSign();

}

// Flash the "->" sign

function arrowSign() {

   var d = new Date();

   var e = d.getTime() / 1000;

   switch(Math.round(e % 2)) {

      case 1:

         document.getElementById("arrow").style.color = "white";

         break;

      default:

         document.getElementById("arrow").style.color = "black";;

   }

   arrowSignTimeout = setTimeout("arrowSign()", 500);

}

// Display the progress bar

var progressBarCount = 6;

function progress() {

   // Set up and display the progress bar

   // The progress bar is a table with multiple columns, marked with

   // different color to act as a progress bar count to 5 minutes

   for (var i = 0; i <  NUM_PROGRESS_BAR_COLUMN; i++) {

      if (i < progressBarCount) {

         progressBarRow[i].style.backgroundColor = "blue";

      } else {

         progressBarRow[i].style.backgroundColor = "white";

      }

   }

   progressBarCount++;

   if (progressBarCount >= NUM_PROGRESS_BAR_COLUMN) {

      progressBarCount = NUM_PROGRESS_BAR_COLUMN - 1;

   }

}

// Jump to the actual introduction page

function submit_to_url(form){

    return true;

}

</script>

<body leftmargin="0" marginwidth="0" topmargin="0" marginheight="0" \

onload="startup();">

<!-- HEADER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr>

                <td width="120">

                <span id="companyImage"> </span>

                </td>

                <td> <h2> <span id="smallHeader"> </span> </h2>

                <h1> <span id="bigHeader"> </span> </h1></td>

        </tr>

</table>

<!-- BODY -->

<table width="709" border="0" cellpadding="0" cellspacing="1" style="height:300px">

        <tr height=10%>

                <td class="checkmark"></td>

                <td><br />



<span id="banner"> </span>

                </td>

        </tr>

        <tr height=50%>

                <td class="checkmark">

                        <ol style="list-style-type:none">

                        <li>&nbsp</li><li>&nbsp</li><li><span id="arrow">&#8594</span></li></ol>



</td>

                <td>

                        <ol>

                                <li style="color:silver">Connecting to your CVO router</li></span>

                                <li style="color:silver">Submitting CVO router information to the server</li>

                                <li style="font-weight:bold">Downloading the initial configuration to the CVO router</li>

                        </ol>

                </td>


<tr height=40%>


        <td class="checkmark"></td>

                <td>




<form name="sdpNext" id="sdpNext" method="post" action="" onSubmit="return submit_to_url(this)" style="weight:709px; height:20px">




Your administrative introducer credentials is accepted. <br />




Please enter hostname of the router to be configured and click next.




<input type="text" name="userdevicename" size=64 value="" /><br /> 




<input type="hidden" name="introadminurl" />




<input type="submit" value="Next >" style=""/>




<!-- Attribute values for Cisco Router -->




<span style="display:none">$a</span>




</form>



</td>


</tr>

</table>

<table id="progressBarTable"

style="border-style:outset;height:15px;width:350px">

<tr id="progressBar" style="height:5px;border-style:none">

</tr>

</table>

<br />

<!-- FOOTER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr><td align="left">


<p class="footer"></p></td></tr>

</table>

</body>

</html>

Introduction Page Template

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml" lang="en" xml:lang="en" dir="ltr">

<head>

        <title>Welcome to Cisco Virtual Office (CVO)</title>

        <style type="text/css">

        body {font-family:arial; /*Mozilla*/ text-align:-moz-center; /*IE*/ #text-align:center}

        table {text-align:left}

        h2 {color:#465766; font-family:arial; font-size:75%; font-weight:normal; text-align:left; vertical-align:bottom}

        h1 {color:#465766; font-family:arial; font-size:150%; font-weight:normal; text-align:left; line-height:0}

        hostname {color:black; font-family:courier}

        p.footer {color:#465766; font-family:arial; font-size:x-small}

        table td {vertical-align:top; text-align:left}

        table td.checkmark {width:30px; vertical-align:top; text-align:left}

        </style>

</head>

<script>

var constants = new Array();

var arrowSignTimeout = 0;

var NUM_PROGRESS_BAR_COLUMN = 90;

var progressBarRow = new Array();

var progressTimeout = 0;

// Auto process to next step.

function submit_complete(form) {


form.submit();


return true;

}

function startup() {

   for (var i = 0; i < NUM_PROGRESS_BAR_COLUMN; i++) {

       progressBarRow[i] = document.getElementById('progressBar').insertCell(-1);

   }

   window.status = "Please wait for the configuration to complete...";

   // Get all the constants passed from the first page

   var keyArray = new Array();

   var valueArray = new Array();

   keyArray = location.href.match(/[^\?&]+(?==)/g);

   valueArray = location.href.match(/[^=]+(?=(&|$))/g);

   for (var i = 0; i < keyArray.length; i++) {

       constants[keyArray[i]] = unescape(valueArray[i]);

   }   

   // Pass all constants to the next page

   var sdpNextURL = "$u" + "?";

   for (var i in constants){

       sdpNextURL = sdpNextURL + i + "=" + escape(constants[i]) + "&";

   }

   // Strip out the last "&"

   sdpNextURL = sdpNextURL.substring(0, sdpNextURL.length - 1);

   document.getElementById("sdpNext").action = sdpNextURL;

   document.getElementById("companyImage").innerHTML = 

       "<img src=" + constants["companyImageSource"] + " border=\"0\">";

   document.getElementById("smallHeader").innerHTML = 

       constants["smallHeader"];

   document.getElementById("bigHeader").innerHTML = constants["bigHeader"];

   document.getElementById("banner").innerHTML = constants["banner"];

   progress();

   arrowSign();

   var t = setTimeout("submit_complete(document.getElementById('sdpNext'))", 500);

}

// Flash the "->" sign

function arrowSign() {

   var d = new Date();

   var e = d.getTime() / 1000;

   switch(Math.round(e % 2)) {

      case 1:

         document.getElementById("arrow").style.color = "white";

         break;

      default:

         document.getElementById("arrow").style.color = "black";;

   }

   arrowSignTimeout = setTimeout("arrowSign()", 500);

}

// Display the progress bar

var progressBarCount = 6;

function progress() {

   // Set up and display the progress bar

   // The progress bar is a table with multiple columns, marked with

   // different color to act as a progress bar count to 4 minutes

   for (var i = 0; i <  NUM_PROGRESS_BAR_COLUMN; i++) {

      if (i < progressBarCount) {

         progressBarRow[i].style.backgroundColor = "blue";

      } else {

         progressBarRow[i].style.backgroundColor = "white";

      }

   }

   progressBarCount++;

   if (progressBarCount >= NUM_PROGRESS_BAR_COLUMN) {

      progressBarCount = NUM_PROGRESS_BAR_COLUMN - 1;

   }

   progressTimeout = setTimeout("progress()", 2500);

}

</script>

<body leftmargin="0" marginwidth="0" topmargin="0" marginheight="0" \

onload="startup();">

<!-- HEADER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr>

                <td width="120">



<span id="companyImage"> </span>

                </td>

                <td> <h2> <span id="smallHeader"> </span> </h2>

                <h1> <span id="bigHeader"> </span> </h1></td>

        </tr>

</table>

<!-- BODY -->

<table width="709" border="0" cellpadding="0" cellspacing="1" style="height:300px">

        <tr height=10%>

                <td class="checkmark"></td>

                <td><br />

                <span id="banner"> </span>

                </td>

        </tr>

        <tr height=50%>

                <td class="checkmark">

                        <ol style="list-style-type:none">

                        <li>&nbsp</li><li>&nbsp</li><li><span id="arrow">&#8594</span></li></ol>



</td>

                <td>

                        <ol>

                                <li style="color:silver">Connecting to your CVO router</li></span>

                                <li style="color:silver">Submitting CVO router information to the server</li>

                                <li style="font-weight:bold">Downloading the initial configuration to the CVO router</li>

                        </ol>

                </td>


<tr height=40%>


        <td class="checkmark"></td>

                <td>




<form name="sdpNext" id="sdpNext" method="post" action=$u style="weight:709px; height:20px">




<input type="submit" value="Next >" style="visibility:hidden"/>




<!-- Attribute values for Cisco Router -->




<span style="display:none">$a</span>




</form>



</td>


</tr>

</table>

<table id="progressBarTable"

style="border-style:outset;height:15px;width:450px">

<tr id="progressBar" style="height:5px;border-style:none">

</tr>

</table>

<br />

<!-- FOOTER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr><td align="left">


<p class="footer"></p></td></tr>

</table>

</body>

</html>
Completion Page Template

<!Doctype html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<meta http-equiv="pragma" content="no-cache" />

<html xmlns="http://www.w3.org/1999/xhtml" lang="en" xml:lang="en" dir="ltr">

<head>

        <title>Welcome to Cisco Virtual Office (CVO)</title>

        <style type="text/css">

        body {font-family:arial; /*Mozilla*/ text-align:-moz-center; /*IE*/ #text-align:center}

        table {text-align:left}

        h2 {color:#465766; font-family:arial; font-size:75%; font-weight:normal; text-align:left; vertical-align:bottom}

        h1 {color:#465766; font-family:arial; font-size:150%; font-weight:normal; text-align:left; line-height:0}

        hostname {color:black; font-family:courier}

        p.footer {color:#465766; font-family:arial; font-size:x-small}

        table td {vertical-align:top; text-align:left}

        table td.checkmark {width:30px; vertical-align:top; text-align:left}

        </style>

</head>

<script type="text/javascript">

var constants = new Array();

// Test the connection to router by opening the a webpage through the

// iframe 'testConnection'

// It also starts the timeout for no connection

// The test is started by body onload, and repeated until connection

// established

var testConnectTimeout = 0;

var downloadMessageTimeout = 0;

var NUM_PROGRESS_BAR_COLUMN = 90;

var NUM_PROGRESS_BAR_COLUMN_INIT = 8;

var progressBarRow = new Array();

var progressTimeout = 0;

var successCount = 0;

var NUM_SUCCESS_COUNT = 0;

function startup() {

   // Display the status message

   downloadMessage();

   for (var i = 0; i < NUM_PROGRESS_BAR_COLUMN; i++) {

      progressBarRow[i] = document.getElementById('progressBar').insertCell(-1);

   }

   window.status = "Please wait for the configuration to complete...";

   // Get all the constants passed from the first page

   var keyArray = new Array();

   var valueArray = new Array();

   keyArray = location.href.match(/[^\?&]+(?==)/g);

   valueArray = location.href.match(/[^=]+(?=(&|$))/g);

   for (var i = 0; i < keyArray.length; i++) {

       constants[keyArray[i]] = unescape(valueArray[i]);

   }   

   document.getElementById("companyImage").innerHTML = 

       "<img src=" + constants["companyImageSource"] + " border=\"0\">";

   document.getElementById("smallHeader").innerHTML = 

       constants["smallHeader"];

   document.getElementById("bigHeader").innerHTML = constants["bigHeader"];

   document.getElementById("banner").innerHTML = constants["banner"];

   document.getElementById("supportEmail").innerHTML = 

       "<a href=\"mailto:" + constants["supportEmail"] + "\">" + "CVO admin &#060" + constants["supportEmail"] + "&#062</a>";

   progress();

   testConnectTimeout = setTimeout("testConnection()", 50000);

}

function testConnection() {

   document.getElementById("testConnectionIFrame").innerHTML =

      "<iframe name=\"testConnection\" id=\"testConnection\" \

      src=\"" + constants["testConnectionPage"] +

      "\" onload=\"connectionUp()\" \

      style=\"display:none;height:0px\" scrolling=\"no\"></iframe>";

   // Start the timeout count

   timeout = setTimeout("timeoutError()", 10000);

}

// The internal website is connected

function connectionUp() {

      // Try the website thrice to ensure the connectivity is established;

      if (successCount < NUM_SUCCESS_COUNT) {

          successCount++;

          return;

      }

      // Clear timeout error message

      clearTimeout(timeout);

      clearTimeout(downloadMessageTimeout);

      clearTimeout(progressTimeout);

      downloadMessageTimeout = 0;

      document.getElementById('testConnectionIFrame').innerHTML = "";

      // Update the progress bar

      for (var i = 0; i <  NUM_PROGRESS_BAR_COLUMN; i++) {

         progressBarRow[i].style.backgroundColor = "blue";

      }

      // Display the complete message and remove the information text

      document.getElementById("statusMessage").innerHTML = 

          "Completed!<br /><br /><a href=\"" + constants["testConnectionPage"] 


  + "\"> Click here to start using CVO </a>";

      document.getElementById("informationText").innerHTML = 

          "Congratulations. The Configuration of your router is now <br />";

}

// Router page timed out.

function timeoutError() {

   document.getElementById('testConnectionIFrame').innerHTML = "";

   timeout = false;

   // Run the test again every 12 seconds indefinitely until 

   // connection established

   testConnectTimeout = setTimeout("testConnection()", 12000);

}

// Display "Downloadoing..." message 

function downloadMessage() {

   var d = new Date();

   var e = d.getTime() / 1000;

   var message = "";

   switch(Math.round(e % 4)) {

      case 0: 

         message = "Downloading";


 break;

      case 1: 

         message = "Downloading .";


 break;

      case 2: 

         message = "Downloading . .";


 break;

      case 3: 

         message = "Downloading . . .";

         break;

      default:

         message = "Downloading";

   }

   document.getElementById("statusMessage").innerHTML = message;

   downloadMessageTimeout = setTimeout("downloadMessage()", 750);

}

// Display the progress bar

var imageCount = 0;

var progressBarCount = NUM_PROGRESS_BAR_COLUMN_INIT;

function progress() {

   // Set up and display the progress bar

   // The progress bar is a table with multiple columns, marked with

   // different color to act as a progress bar count to 4 minutes

   for (var i = 0; i <  NUM_PROGRESS_BAR_COLUMN; i++) {

      if (i < progressBarCount) {

         progressBarRow[i].style.backgroundColor = "blue";

      } else {

         progressBarRow[i].style.backgroundColor = "white";

      }

   }

   progressBarCount++;

   if (progressBarCount >= NUM_PROGRESS_BAR_COLUMN) {

      //progressBarCount = NUM_PROGRESS_BAR_COLUMN - 1;

      progressBarFilled();

   } else {

      progressTimeout = setTimeout("progress()", Math.round(parseInt(constants["progressBarTimer"]) / (NUM_PROGRESS_BAR_COLUMN - NUM_PROGRESS_BAR_COLUMN_INIT)));

   }

}

function progressBarFilled() {

   document.getElementById("informationText").innerHTML = 

      "The router is not responding...<br /><br />" +

      "Please do the following:<br />" +

      "<ol> <li> Restart the router </li> " +

      "<li> Click <a href=\"" + constants["introURL"] + "\"> here </a> to restart the process" +

      "<p> If problem persist, please contact " +

      "<a href=\"mailto:" + constants["supportEmail"] + "\">" + "CVO admin &#060" + constants["supportEmail"] + "&#062</a>";      

   document.getElementById("informationText").style.color = "red";

   document.getElementById("statusMessage").innerHTML = "";

   clearTimeout(downloadMessageTimeout);

   document.getElementById("progressBarTable").style.display = "none";

}

</script>

<body leftmargin="0" marginwidth="0" topmargin="0" marginheight="0" \

onload="startup()">

<!-- HEADER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr>

                <td width="120">



<span id="companyImage"> </span>

                </td>

                <td> <h2> <span id="smallHeader"> </span> </h2>

                <h1> <span id="bigHeader"> </span> </h1></td>

        </tr>

</table>

<!-- BODY -->

<table width="709" border="0" cellpadding="0" cellspacing="1" style="height:300px">


<tr>


        <td class="checkmark"><span style="visibility:hidden"><dl><dd>&#8594</dd></dl></span></td>



<td align="left" valign="top">




<span id="informationText">




<p> <span id="banner"> </span>




The router is downloading the full configuration. 




Please be patient during this process. 




This may take up to 10 minutes to complete.</p>




<p>




If you encounter problem with




connection, please contact <span id="supportEmail"> </span> <br />




</p> 




&nbsp&nbsp&nbsp </span>




<span style="font-weight:bold" id="statusMessage">Downloading</span>



</td>


</tr>

</table>

<table id="progressBarTable"

style="border-style:outset;height:15px;width:450px">

<tr id="progressBar" style="height:5px;border-style:none">

</tr>

</table>

<br />

<!-- FOOTER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr><td align="left"><br />

        <p class="footer"></p></td></tr>

</table>

<!-- A hidden iframe to test connection to the internet -->

<!-- The iframe is implemented by the javascript triggered by submit above -->

<div name="testConnectionIFrame" id="testConnectionIFrame" style="display:none"> </div>

</body>

</html>

Error Page Template

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml" lang="en" xml:lang="en" dir="ltr">

<meta http-equiv="cache-control" content="no-cache">

<head>

        <title>Welcome to Cisco Virtual Office (CVO)</title>

        <style type="text/css">

        body {font-family:arial; /*Mozilla*/ text-align:-moz-center; /*IE*/ #text-align:center}

        table {text-align:left}

        h2 {color:#465766; font-family:arial; font-size:75%; font-weight:normal; text-align:left; vertical-align:bottom}

        h1 {color:#465766; font-family:arial; font-size:150%; font-weight:normal; text-align:left; line-height:0}

        hostname {color:black; font-family:courier}

        p.footer {color:#465766; font-family:arial; font-size:x-small}

        table td {vertical-align:top; text-align:left}

        table td.checkmark {width:30px; vertical-align:top; text-align:left}

        </style>

</head>

<script type="text/javascript">

var constants = new Array();

function startup() {

   // Get all the constants passed from the first page

   var keyArray = new Array();

   var valueArray = new Array();

   keyArray = location.href.match(/[^\?&]+(?==)/g);

   valueArray = location.href.match(/[^=]+(?=(&|$))/g);

   for (var i = 0; i < keyArray.length; i++) {

       constants[keyArray[i]] = unescape(valueArray[i]);

   }   

   document.getElementById("companyImage").innerHTML = 

       "<img src=" + constants["companyImageSource"] + " border=\"0\">";

   document.getElementById("smallHeader").innerHTML = 

       constants["smallHeader"];

   document.getElementById("bigHeader").innerHTML = constants["bigHeader"];

   document.getElementById("banner").innerHTML = constants["banner"];

   document.getElementById("introURL").innerHTML =

       "<a href=" + constants["introURL"] + ">" +

       "Click here to retry the process</a>.";

}

</script>

<!-- BODY -->

<body leftmargin="0" marginwidth="0" topmargin="0" marginheight="0" \

onload="startup()">

<!-- HEADER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr>

                <td width="120">



<span id="companyImage"> </span>

                </td>

                <td> <h2> <span id="smallHeader"> </span> </h2>

                <h1> <span id="bigHeader"> </span> </h1></td>

        </tr>

</table>

<table width="709" border="0" cellpadding="0" cellspacing="1" style="height:300px" >

        <tr height=10%>

                <td class="checkmark"><span style="visibility:hidden"><dl><dd>&#8594</dd></dl></span></td>

                <td><br />



<span id="banner"> </span>

                </td>

        </tr>

        <tr height=70%>

                <td class="checkmark"></td>



<td>



        <br />




<span id="introURL"> </span>




<br />Please contact administrator if problem persists.

                </td>

        <tr height=20%>

                <td class="checkmark"></td>

                <td>

                </td>

        </tr>

</table>

<!-- FOOTER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr><td align="left"><br />

        <p class="footer"></p></td></tr>

</table>

<span style="display:none">$d </span>

<!-- A hidden iframe to test connection to the internet -->

<!-- The iframe is implemented by the javascript triggered by submit above -->

<div name="testConnectionIFrame" id="testConnectionIFrame" style="visibility:hidden"> </div>

</body>

</html>
Administrative Introducer Page Template

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml" lang="en" xml:lang="en" dir="ltr">

<head>

        <title>Welcome to Cisco Virtual Office (CVO)</title>

        <style type="text/css">

        body {font-family:arial; /*Mozilla*/ text-align:-moz-center; /*IE*/ #text-align:center}

        table {text-align:left}

        h2 {color:#465766; font-family:arial; font-size:75%; font-weight:normal; text-align:left; vertical-align:bottom}

        h1 {color:#465766; font-family:arial; font-size:150%; font-weight:normal; text-align:left; line-height:0}

        hostname {color:black; font-family:courier}

        p.footer {color:#465766; font-family:arial; font-size:x-small}

        table td {vertical-align:top; text-align:left}

        table td.checkmark {width:30px; vertical-align:top; text-align:left}

        </style>

</head>

<script>

var constants = new Array();

var arrowSignTimeout = 0;

var NUM_PROGRESS_BAR_COLUMN = 60;

var progressBarRow = new Array();

var progressTimeout = 0;

function startup() {

   for (var i = 0; i < NUM_PROGRESS_BAR_COLUMN; i++) {

       progressBarRow[i] = document.getElementById('progressBar').insertCell(-1);

   }

   window.status = "Please wait for the configuration to complete...";

   // Get all the constants passed from the first page

   var keyArray = new Array();

   var valueArray = new Array();

   keyArray = location.href.match(/[^\?&]+(?==)/g);

   valueArray = location.href.match(/[^=]+(?=(&|$))/g);

   for (var i = 0; i < keyArray.length; i++) {

       constants[keyArray[i]] = unescape(valueArray[i]);

   }   

   // Pass all constants to the next page

   var sdpNextURL = constants["introURL"] + "/admin" + "?";

   for (var i in constants){

       sdpNextURL = sdpNextURL + i + "=" + escape(constants[i]) + "&";

   }

   // Strip out the last "&"

   sdpNextURL = sdpNextURL.substring(0, sdpNextURL.length - 1);

   document.getElementById("sdpNext").action = sdpNextURL;

   document.getElementById("sdpNext").introadminurl.value = 

       constants["introURL"] + "/admin";

   document.getElementById("companyImage").innerHTML = 

       "<img src=" + constants["companyImageSource"] + " border=\"0\">";

   document.getElementById("smallHeader").innerHTML = 

       constants["smallHeader"];

   document.getElementById("bigHeader").innerHTML = constants["bigHeader"];

   document.getElementById("banner").innerHTML = constants["banner"];

   progress();

   arrowSign();

}

// Flash the "->" sign

function arrowSign() {

   var d = new Date();

   var e = d.getTime() / 1000;

   switch(Math.round(e % 2)) {

      case 1:

         document.getElementById("arrow").style.color = "white";

         break;

      default:

         document.getElementById("arrow").style.color = "black";;

   }

   arrowSignTimeout = setTimeout("arrowSign()", 500);

}

// Display the progress bar

var progressBarCount = 6;

function progress() {

   // Set up and display the progress bar

   // The progress bar is a table with multiple columns, marked with

   // different color to act as a progress bar count to 5 minutes

   for (var i = 0; i <  NUM_PROGRESS_BAR_COLUMN; i++) {

      if (i < progressBarCount) {

         progressBarRow[i].style.backgroundColor = "blue";

      } else {

         progressBarRow[i].style.backgroundColor = "white";

      }

   }

   progressBarCount++;

   if (progressBarCount >= NUM_PROGRESS_BAR_COLUMN) {

      progressBarCount = NUM_PROGRESS_BAR_COLUMN - 1;

   }

}

// Jump to the actual introduction page

function submit_to_url(form){

    return true;

}

</script>

<body leftmargin="0" marginwidth="0" topmargin="0" marginheight="0" \

onload="startup();">

<!-- HEADER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr>

                <td width="120">

                <span id="companyImage"> </span>

                </td>

                <td> <h2> <span id="smallHeader"> </span> </h2>

                <h1> <span id="bigHeader"> </span> </h1></td>

        </tr>

</table>

<!-- BODY -->

<table width="709" border="0" cellpadding="0" cellspacing="1" style="height:300px">

        <tr height=10%>

                <td class="checkmark"></td>

                <td><br />



<span id="banner"> </span>

                </td>

        </tr>

        <tr height=50%>

                <td class="checkmark">

                        <ol style="list-style-type:none">

                        <li>&nbsp</li><li>&nbsp</li><li><span id="arrow">&#8594</span></li></ol>



</td>

                <td>

                        <ol>

                                <li style="color:silver">Connecting to your CVO router</li></span>

                                <li style="color:silver">Submitting CVO router information to the server</li>

                                <li style="font-weight:bold">Downloading the initial configuration to the CVO router</li>

                        </ol>

                </td>


<tr height=40%>


        <td class="checkmark"></td>

                <td>




<form name="sdpNext" id="sdpNext" method="post" action="" onSubmit="return submit_to_url(this)" style="weight:709px; height:20px">




Your administrative introducer credentials is accepted. <br />




Please enter hostname of the router to be configured and click next.




<input type="text" name="userdevicename" size=64 value="" /><br /> 




<input type="hidden" name="introadminurl" />




<input type="submit" value="Next >" style=""/>




<!-- Attribute values for Cisco Router -->




<span style="display:none">$a</span>




</form>



</td>


</tr>

</table>

<table id="progressBarTable"

style="border-style:outset;height:15px;width:350px">

<tr id="progressBar" style="height:5px;border-style:none">

</tr>

</table>

<br />

<!-- FOOTER -->

<table width="709" border="0" cellpadding="0" cellspacing="0">

        <tr><td align="left">


<p class="footer"></p></td></tr>

</table>

</body>

</html>
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