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AT LU )
* PUATE BT 55, on page 2
s BRI AL EEHERA], B2 0
* ffiH CLI fix 2 AT 4EH 1155, on page 19
* JH I A2 HIEAEEL | on page 22
* fiH] SNMP = KRG 1TIRGL , on page 23
o B A PR KR | on page 26
o RS B KAMEYKE | on page 32
* T AEAT |, on page 34
* JF2% AsyncOS, on page 34
* KT E] AsyncOS HIFEAE HIUA, on page 45
s KTHH , 2547 00
o AR R ER) IS G B (R sk, on page 47
* B IR, on page 48
o 4% L, on page 54
* $RE LIS 0, on page 58
* L& RS [A], on page 59
* “Wl¥ECfE” (Configuration File) T , on page 61
o PRAFHIF ABCE RE |, on page 62
o B PSR, on page 69
o PRI e B T RSB ATIRGLIE T IR 2 2% {1, on page 73
« ffi[f] SAML 2.0 ] SSO, on page 73
* 7F AsyncOS API [ R 782 445 B L E OpenID Connect 1.0, 2f 87 L
* [ ALK, on page 90
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s BHUEBWANATIL , 2 94 1T
o BWORML AL E BRI A4 (IDN) (R , 55 97 7T
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fany U A H B - St H (GUD) i) “ R B (System Administration) S L HAT K 2 H RS
FIATS . (g, LSRG PN REANAE ay 24T LT (CLI) Hhfdt.

BeAh, AT “WiEE” SR BT RS RPIRS B EETRE, DL ST TR W RGRA
A

Note s /i (1) JLIR D) BE el & AT BB 23 SE AL DL SCIU  OGTEAN S B, 1S BIP il e B .

BRATREEERIREITA

s fEH TR R . 2 0T

* BHEMAFVFAT . 5 3 0

~

£ FHThRES A

R E TR e A0 5 AR TR AR R GE 2 [ AN Be EE AT H [R]— AN %6 4H
TN AT PR FFPAT I N A5, TEEH featurekey 4.

A TRz R4

* BRI ITE BRI D RE S | KA R E IR IR & (Management Appliance) > R ETE
o BEATATAAHEOT D254 | (System Administration) > ThaEE 4 (Feature Keys).

* ER O RAT B BEANRINBI AL S], e “ s T B Rsok
« TRy MONEEY], ARG RTHER . WIRARRINThEE (]
o BT IR RIEFD , WA HIEASE R, FUREES AR5,

N LR O BN FE R AT BTN B 3 N O e s,
M) “ZE4530% 7 (Pending Activation) 71| £ 4H & 4%

P ST 5 U0 2 F BRI | A IEIR s > BRI > AR E.
i BRI, B2 A B 1.
LT s B R LR &

FE PoLIs #& VF AT AT RE 2 1A
A S VFTER T S BT BV I (R84 AT 0 O B T S0 T LA T B AS 1 CRELR Py 252 At

W LHFEFE) + http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
products-installation-guides-list.html
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b_sma_admin_guide_14_1_chapter11.pdf#nameddest=unique_590
b_sma_admin_guide_14_1_appendix2.pdf#nameddest=unique_713
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html
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BEAFEVFAUE R, WEMAAT S (CLI) H1f ] show license fiT %o

© FHRRESAEYFAT . 54 0T

o [ RHE BE I AR IR, S S L

« PIFVFATIE , %5 6 0T

© RIBVFATIE , 55 6 0T

o MR BE I BSB89 7

o JOPr A SR REE A B ARE M B, SR T L
© WHUERBIE , BT T

o SLAHZACRRET , 557 0T

© EURTRBEAEE, B8 T

© B, 8

o AT I, B9 T

MR BERRAEVRAT, ST UG AR A PN I 42 SR A 2 22 A BV A8 VR TIE . S0 B RE R A VF AT
WA ) BB BE A HLAS (CSSM) TEME 2% . CSSM SR8 U A, FH 14y 46 0 SR FH 1)
JA R S VR VRS B . AR REVRR], ST R AN R, AN AL i B
(PAK) ZEM 3 & —3 W EA T,

AW G, REREE CSSM 1] BREE VAV w U IV nl A 1 O e BBl R e AR
Kes 5 CSSM 42,  JRI VR U IS B ki 4y CSSM DR ERALE F % L «

ARER R EHEBNEL, ESH
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment
_Guide.html.

* ORI B AT IR E RS

o BEREBHERIBN, 75 0RPY BRI S B35 117 (https://software.cisco.com/#module/SmartLicensing)
AR AR, B TR 9 2% rh 2 B SRR e A BEAS DAL,

A R SR AT B P K B s R e A L DR R AR, WS
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing
Deployment Guide.html.
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Hop T ANAR B Bz 1) B R R VE AT UE A RS LR R P, T DAEA L 2B R R i B s DAL, e
AR CSSM Thig 4. FEIFEE 1Z PANHZ G, RIATEAR R 24 s BEVF IR, oRF
A HIBE M ] CSSM R %kdiE . CSSM TR 2 1 = R IE 5 .

N

SR R R B TR, R e s LR
B e 1.0 7H4.

* MVFRTIE (P40 AYBUAT T ORGS0 g VP n] UEEAS B REVF ALk .

12 [l https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic.

s WA RGN PR CSSM RGN BRI . Bk RGN B s CSSM RIATAT (i 2 H0K - 2508
REVF T A R

AR A HIB R E R I ARGE A B ) CSSM, I A ] 22 £ B T8 (System Administration) ->
FHIRE (Update Settings) A 14 £ ic & A [RI A 2

AR TR, REORCEDET PAK SCIE CFTIsREEZ)) I, AL eV F il e SCPFJFRE SO 2118 25
o INESCIEIR, AU PAK B O B REVET o FERREVF AT RESTR, NS F IR 2 VE T IE SO
R REE Iy, I H RS AREBE &

TRALIRAT LU RERS A B8 B SO R e A VP ]

A FRER
W1 JA A RERR AV AT AR RERATVERT , 55 4 5T
W20 I JERHE RERP S BT BE 4% | [ RO R eI H ey PEES T e %
, HS5 I
H3L HE VIR (DhREH) HOEVFATIE , 25 6 1T

& & BERR 1 AT

PR EHFERERE > AREE > SR Mifrd.
$1E2 1B AR (Enable Smart Software Licensing).

BTN, il VRN TR REER AV B
PRI BT R R AT IS RS, L RE (OK) .
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e LRVNAIE T

T—% Mt 4
JA A BBV AT I, ARGEVE TR BT DIREAR F S REVF T BN ol e i REBRALGEVF
AR AT AL, AT 90 RNV, R LM I BEBRAFVF AT IR, Jo i CSSMIE MR 46 o

LE 2 A LS PEAS IRy, L E ) (B 90 Ry 25 60 K. HH 30 K. 15 K. 55 KAEG
—R) WRIIE . EVHEHEEE A, &Ll CSSM Ak £

\}

AR ARGV PTRET B A RE PTUE T RO B 6 T T e RS Y], BT Y TR RE AV T )
AEo RATEAL VR A BT BAT A RO FHIE B RS a6 F P A YA ) R e LB o5 Y
A VPSR REVF AT DR, THIBCAR DRI BN, 1R BRI ANV VPR IE . FEAT R, PPASVFRTIE
PP H

\}

AR fERE LR CRREVER T DhRESR, BRI REVE T B R B 20 SR R

BRI G E IS T &
B R BRI B A M B A, AAE “ REEFEL” SRR g AR BRI T ThRE .
HIE1 ERIEERE > REEE > SRERHEIFT.
HIE 2 W FALTE T G fE IR E (Transport Settings), it i #wig (Edit). 7 L6045
« HEE: L HTTPS BLEK & & EH 2 AV e A . BOATE LT, Shikm k.

o AP OGO SR RE AR B A TALRE B E IR B DR RE P AR o MEFRURLETINT, A2k
A G B RE R F R BEGS TR URL, AR5 e “Hfie” (OK). BEZEDS FF HTTP A1 HTTPS. £E FIPS
BN, AR5 A SR HTTPS. A AR M SC 5 B, 155
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html.
AT B (R 8 SR SR UE V7 ) R R e AR B 2 1D 1
(https://software.cisco.com/#module/SmartLicensing). “FHLEI 11 “RERUK 7”7 GO, ARGV <R S
Ry DUERGHT . SRR A S BIEE4 hE

A7 SN BB E R, TS
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html.

PIR3 UIHLIEIBA, RN S 4 R
IR 4 ki (Register).
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PWS fE BB O b, TRV AR O, W BT S A, FENE R S
) T 1) SR RH R BEB AT B P e, BB T 0L

T—%Mft4
7PN R 2L, BT LR “RBERATVRRAT . BUE A A VE PR .

\}

AR LA IR BV RO i R RE A B M N A MR, BRFR RS T i B EE
(7] IS 5 85 PR S X 5 L M

B E 1 ATIE
PRI SERE ML RLI 605 P B DDV T

BB KIKIEFEREE > RAEE > IFAE.
P2 PiidRERE (Edit Settings).
W3 ISRV RTIEX M VR RIE BTSRRI AR R SR AE
PR 4 PR (Submit).
iR BRONTEOL N, IR RV AT UE o] o O REIEE A5 BRSO VR PTIE . BE AT VEAS B BA & BRRAS
) B34 A B E FTIE

T—F 4

VAT E g R A s B, e TR = (00C) A, IF HOoW RNV AT IESR AL 30 KI5
M. ERIH2 A7 A N OCC 5 RTINS, el (BB 30K, 15 K. 3B 5 KAllG—K) I
P38 50

OO0C 5 FRIAFI G, BASBEAEHVFTUE, 1 HAXSeDh e ATl F o BERRIR VG M IX ST g, S AZ0AE
CSSM [ 1) LEH A aliIE, FRE404% 4.

E R ETHE
B KKERERIRE > REEE > FAE.
PR 2 pihdwiEIRE (Edit Settings).

HIB 3 U P A BRIV RTERT R () VAT IE FE BRI AR AE
PR 4 PR (Submit).
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R TEANRE AT Ak BEVF AT HIE o

I

NER B EEREHIRE

TE1 KRR ERIEE > RAEEE > B HIFA .
HI 2 NIRIE (Action) T3 kB EGE EM (Deregister), 4K ilidt 3l (Go).
FIR3 AR (Submit).

EfEERE R E R EMLE

TE1 KRR EBIZE > RAEEE > BEERHIFA .
HIB 2 MIRME (Action) T h kB EH EM (Reregister), X5 itk 3 (Go).

T—F Mt 4
AREMRFERE R, TS 0 0 AR R BB M s, 26 5 0L
FEANTE R SN, EERAIE)S, &rTUIFEM .

EHEHEIRE
Sl ) CSSML T 452 0 S e .
Y

AR A A TR BV IN B R B . R R A, AU E B, A R S UL i .
B BCE G, AR e .

BN B UL E S R, 1ES 5 BRI B S E M 4, B S T
45 B ALFOIE P
] ERME Be A PR 2R e £ e, S AT LT IE S
A

AR HBAE TR N B 5 B LA

TR KRIEFERIRE > REEE > BRERETA.
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PER2 NIRE AR b FE M e I
* SLRNEELYHFAR
* SRNEELYES

$IE3 HiaiE (Go).

EHE s
TR E MR RIS, T BL R

PE1 KIKIEFEBEE > RATE > HHRHREFA,
$182 FEEREEIHIAS (Smart Agent Update Status) #54), i SZRIE T (Update Now), i FEER1E

ER AR CLL i % saveconfiq BU T R EIE > BCEMZ M 1 Web F i fRAAE(MTRCE ik, WA
SRR BEVF R AR SCC L

RAELLU R 5y, ke i 3w AN -
* JRI A A B R AR AT
* AR RRRRATVR TR IK
* PEANIIIT AR I
o DPASSUIRISOTIS COTAty 90 ) £ ] 52 1 o LA & 20300
o CBRIDTE M
MR
* RIFRAFIL
* FBURIMK
o INEUH
o SRR
© JRINEHT IDAET
* ID UF- P EEIT R
&
* ID E5 23]
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license_smart

B

Usage

R

HALEHS:
.

o AN RLTE PRI AN R 58 BIEYI ] 10 51 5 18] Bgg L& B
THRERIII S5 — A5l

license smart , ;9 I

* show _license , #f 12 it

* Uil

» 99

* Usage , 59 UL

3

o

o

ZNE
ZNVE
2R
ZNE
R

ZN R

i

P e AR R S B B 1, B9 L
JHRERRVFRT , 2 10 T

)4 AE A BARE B, 2 10 1T
BHeVFADIRE L 10 1t
BRVFDIRSTZE , B 110t
ERREE URL , 25 11 1T
HIEVFATIE , 28 11 30

RIBVFAIE , 55 12 0T

=

P B BE VR AT DI RE -

AT WA

Uhdir & SR AR BEAS 3. A RTEANME B, AT 4 nelp license smart RAPIEL

R AR B S R

example.com> license_ smart

Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

3
&2

s5m ]

smegers R



B =5 easesn

Emenes |

mail.example.com > license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing

mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing mode
[Y/N] [1>y

> commit
Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback? [Y]>

Al R R A N B

s BREVFRDIRES

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

1>

ODR1OTM5MjIt0OTQzOSO00YjYOLWEXZTULtZTdmMmY30GNINDZmLTE1MzM3Mzgw$0AMDE zNTR8W1pCQ1 IMbGVMQOWRx

OXhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3DS0A

Product Registration is in progress. Use license smart > status command to check status of
registration.

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

B smEees
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[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl R REVE AR

mail.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

i BCE A REfR S URL

mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software manager
satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig command.
Transport settings will be updated after commit.

A BE VR R E
S

SR RIS LA, A R R R T E
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il KBV ATIE

show_license

B

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Content Security Management Centralized Tracking Not Requested
2. Content Security Management Master ISQ Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Security Management Centralized Tracking

Use license smart > summary command to check status of licenses.

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization

1. Content Security Management Centralized In Compliance
Tracking

2. Content Security Management Master ISQ In Compliance

BB REVE PR MLRGSH 2

Bl R REVFRDRES

-

"

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

MEEES

Status
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Smart Licensing is: Enabled
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl R REVF AR

cloudserviceconfig

Eitipay

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

o fiIR . F 13 0T

* TS (Usage) » 55 14 1T

s sl AV LIRS, BB 14 T

s sl AR EAERI RS , 14 )T

e ) BB SRS TN A G, B 15 5T

Bl WSR2 AR T U WA A%, 35 15 3

e ERERRN R TR, DER N E LM OGERE MR a RS T,
il AENZE A O A FER SecureX BUTVR R , 518 T
s A B A I SR F IR SecureX SUEEHEU Y , 5 18 1T

cloudserviceconfig iy 4 T
o Bear A O0E TR REVF TR
* e ER BB Z RS T
s A EREH BB Z RS T
1) SERE 2 B 55 11 A R R R 2 SRR Web B35

EOERE

H15 7

% B




. {ER1ER (Usage)

AR IRSS T/ AZE R 2 HEPEH Web & BEES .
MR 2RSS 1T B S 1) R R 22 4= S AR Web 57 PR o
s ERERR e B RS A, DMK RAERESI BRI SRS T
o MHEHAR P4 F (1Y) Talos A4S 2% 3R EGIE T AT 4 .
o FEJERF AR Web B HLES FJS R SecureX (BUEEFEMM RN o R ZIAE ] HERC

WCE AKPAT ILEAE
o (e BRI A MBI Web & PR 2S 22 R SecureX sl BRI R o 18020 FH 5 G A
PAT IR

fEFI1E L (Usage)
*E'~ ﬂ:tﬁé\z:%?g “ﬁi” .
A A, Mo R

s FEV BT RS g%
FELLU R, 0] I#E ] cloudserviceconfig > enable “F iy 2 E M4 P 5 i B RN = R 55

)

AR TR AR RER VR AT IF LR IR 0 o6 R 1) JERHA BE RIS B A0 I A RE A T L 1 i &

maill.example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
[1>1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMT

maill.example.com >

s fEveg EAEHIER SRS
FERL R sy, %nT LUEH] cloudserviceconfig > disable - fir & E B &AM R = 55 .

maill.example.com> cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

B smEees
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- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

maill.example.com >

il RS BRSSP B e A Ok

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> REGISTER

Enter a registration token key to register your appliance with the Cisco Cloud Service
portal.
[1> 90a92909fc3blbe666£180621146feal

The appliance registration is in progress.

s WIEREZR RS 11 BOH M N 2 2 4K
FERL R sy, %A LU cloudserviceconfig > deregister 1 fir 2 MEEF 2 IR S5 171 U VE M5 4

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> DEREGISTER

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> Y

The Content Security Management appliance deregistration is in progress.

Pl PRI A TS, DR AR e M S R MR 2 RS T

ELL R, #0] LS cloudser viceconfig > settrs 1 ir & i BT 7 1 R 22 2 = IS5 2%, LA
R TR A 0 DI B B AR S IR S5 1)
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maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT

A CLISRAT B S M AREA T REVF AT 1R 7 451

EQT%W¢,ﬁTUﬁ%mvEﬁ%ﬁT*E%*MFﬁﬁmT,&%AEEF AT E S
R BB RN, #8a] BUAE CLI FRE B+ A shiE M rdar

Autoregister Success/ and failure
sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> AUTOREGISTER

The appliance failed to auto-register with the Cisco Cloud Service portal.

Reason: A request to generate a Smart Licensing payload from Cisco Smart Software Manager
failed.

The appliance is not registered with the Cisco Cloud Service portal.

Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> AUTOREGISTER

The appliance successfully auto-registered with the Cisco Cloud Service portal.

N EUE AN A

"
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sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.
[]> FETCHCERTIFICATE

Current Cisco Talos certificate is valid for 172 days
Do you like to overwrite the existing certificate and key [YIN] ? []> N

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.
Currently used Cisco Cloud Server is api-sse.cisco.com

N

A~ il eloudserviceconfig
ELAR R, fnT LA R A Aok B EAR IR R
[1]> clientcertificate

Do you like to overwrite the existing certificate and key [Y|N] ? []> Y

Paste the certificate.
Press CTRL-D on a blank line when done.

AQEFAAOCAQ8AMIIBCgKCAQEAYf9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbh9g5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl/plErD15J7MY5KNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaogqIGy26CcAonFOlrJd
MIIDYzCCAkugAwIBAgIDCMvAMAOGCSgGSIb3DQEBCWUAMIGCMQOswCQYDVQQGEWJV
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXOWGDAJBGNV
UzETMBEGA1UECBMKQ2FsaWZvcmbpYTERMASGALUEBXxMIU2FulEpvc2UxGzAZBgNV
BAOTEkNpc2NvIFN5c3R1bXMgSW59LIERMASGALUECXMIU2V)dXIJpdHkxGZAZBgNV
BAMTEINOYWd1IEt1leWlhc3R1ciBDQTAeFwOxOTAYyMTkwMzU3MzhaFw0OyMjAOMDIw
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOafxpa/32rgXPGfjiaJU6cdA6Su
Qgugh7/bn6u8R9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEpPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
MzU3MzhaMEkxHTAbBgkghkiGOwOBCQEWDNR1c3RAY212zY28uY29tMRgwEFgYDVQQD
DASWTESTTUExXMjMONTY30DkxD3j AMBgNVBAOMBWNpc2NvMIIBIjANBgkghkiGIwORB
AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbh9g5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl/plErD15J7MY5KNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrJd
uT6K+grTusUEP410DC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY5167S
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXxOWGDAJBGNV
HRMEAjAAMAsSGAlUdDwWQEAwWIHgDANBgkghkiGO9wOBAQSFAAOCAQEAOKYfizZfJgdrM
IWM73wz8u7Wtj97E6rGVgs]jO0D54 fOKF6DmgHfygPCuXns0F18nLlDa3ogslLwlIrS
d5allfj/2r6NfbNOhjKN7/5PGBtcRyMDi86aUBogahNmgCwDKTTJgoVTOO0//a+Ca
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOafxpa/32rgXPGfjiadJU6cdA6Su
Qgugh7/bn6u8R9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEpPPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
J1SwgurFWg==

Paste Private Key.
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Press CTRL-D on a blank line when done.

ZzSWnNAdMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy52z74btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
MIIEowIBAAKCAQEAYf9pD6jCYMA2YUmz]js711J80V2Ehil8FnvDo8E1JcVPlrZFw
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
zTmISwHTrQiOYkjaYsbe9Nbh9g5vdmrL58Pmiky7HOhOYFXcHi95U1SarY6DhYNw
BHXHikhk1+81ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
£3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFJjRVENddwgcX50aQXopYJdWa/HFnWgH7JXgVFeR10Q9smg7L0Yk39GrxT
81sKxFuGOXnmlmNzSSIQdAIcTvgIV/iPUjQl80mwl/plErD15J7MY5kNLMpPES7AmMQ
itefOBRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrJuT6K+qrT
usUEP410DC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY516)SGlyOpFkb
Hg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQABAOIBAE+jQONqJOEMEWSVO
ENgmwcjYESy3kK+rEt49AL1rS2dAunaztgqlS16Tr1XaMzgFJ07/JxDEnXuMQlgVL
KaTwWT4BTmvxMgqVMdAIH6GY0+99ShMT080xVe3tnXc+m2c8nmX5dftLkcYC5yXNVb
bvtD2BR4eupNOrvj1N5P/+sYcNc4I7Z2AAheGfhLc4oDTMiHIESg6Dyvh7j+WIi9y
bpoU99£fFV7jcGtgl5A0UQtLUtu06dltk2WL1+m2gsX7uMkQ5ddM9vGbTRg0OIkjRb
PVpshAK5j)/RsQCUN6L1IRg+SY7y18Cl1Z4MYWXu754KgM1loK8UDarI+dKISyVskfe
691NQ2ECGYEASzLHTykFOA349My1iSQxIE6YsVL8tc1Ryf/PB6900TY+vKUcmCZp
TzLPuEEbyzndAIW7FagVG5aYYFXDOkcUEOLUCCT15bTO1YIMOYCGgsHNnBpqUI7yI
ZzSWnNAdAMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy5274btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
XEDpdHDalZZFpGDrf+wZraECgYB3cTlpe/Dng43A]i+pEUuLd]IVPpOY9Gepk2XZU
BHXHikhk1+8ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
f3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFjRVENddwgcX50aQXopYJdWa/HFnWgH7JXgVFeR1Q9smg7L0Yk39GrxT
Gu2acBalPQR474nW9394XgmPTJ5tYhf80nmT7IJRWYEgGE2C/£1nDDea9YFoiX/yP3
fD4kLyDPgQ8utQwK7X7aK1PxdEIsXKZLcR6FoeTO0wQj31gCG2igH

"DCertificate and key are stored successfully

A5 FJE R SecureX BERE IR R

Emenes |

FELL R onilrh, #a] A# ] cloudericeconfig > enableecurecx iy & /£ & I i F R} SecureX Bl Ji

FHEP Y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override
- SECUREX - Configure Cisco SecureX/ Threat Response feature on your appliance

[1> SECUREX

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.

Would you like to enable Cisco SecureX/ Threat Response feature

Cloud Service is not enabled.

Enter "cloudserviceconfig" for enabling Cisco Cloud service.

s AR 2 4SS DR SecureX S BB E I R
LELUR7nplrh, 0] LS cloudserviceconfig >disablesecurex 1 fiy 4 7E % 4% 22 4] Rl SecureX ¥

SR W 9 o

sma> generalconfig

B smEees
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Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SECUREX - Configure Cisco SecureX/ Threat Response feature on your appliance
[1> SECUREX

The Cisco SecureX / Threat Response feature is currently enabled on your appliance.
Would you like to disable Cisco SecureX/ Threat Response feature [N]> Y

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
The Cisco Cloud Service is currently disabled on your appliance.

Async0S 14.0 B e IF AT E S
s JHH MRS, JLEL SecureX ¥4k BENE A MAEH =5, TR SecureX K 4%

« [} SecureX FRLRHE M W L T L AE Web UL HH B, &80T LN RGEETE (System
Administration) > F#Mi& & (General Settings) /A H 822 H B El SecureX FUEENE MmN . &4,
A LM generalconfig it A\ CLI ST HH ] 154 -

* FEJR FAE MR BEFATVERTING, K803 2 IR 55 0T EL S B % (SSE).

s ARG, DRGSR TP . BHETIRAE, R i AR SecureX
ANE R N o LA Z50UR A BEVE PTRE A BEREAT E B

s AR BB A, AR S R, ISR e IR Bz RS
© WERAREVFANIEAL T oA RS, BEIE AT SSE HBhEN

£ CLI Ap SINITLEIFESS

AN AR ERAE R A&, 0] DAAE 2 4 B AT YR OGRS . AT LU T AR

<&

§>

* shutdown

* reboot

* suspend

* suspendtransfers
* resume

* resumetransfers
* resetconfig

* version

X LEEBLE

BRI L EHRL, EPITL N EAE:
 fFHERIGE > RHEERE > KH/ER UM
%

| smegers R
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¢ E#ﬁé\/f%%ﬁ:ﬂ%fﬂ% shutdown /n“ﬁ/v\o
KB A2 IB H AsyncOS, ] Ll v o R . S8R G il LT B 8k 4%, A Rk A%

IEBAS A FAEATIEE . SR AUN ZORP I B A S A IEIR o BRINAEIR 9 30700 AsyncOS FEVFAESEIR 1]
A5 T T, 2 Jm4x AT G T T (%

ERMREERIRE
LR A PR, WA GUI “ REUE L SR “RHU/E R BT, B{E ] GLIH ) reboot
fir o
HOBT A SR A B AsyncOS, ERETT DL R T BB R Sh ek . B0 R P R 2
MNIEIR o ERINIEIR 30 £ o AsyncOS FeVFAE IR I IH) 58 AT T OISR, 2 a2 s AT R IAIT IT 3%
o BTLLEBR s B, AN S ZRALILBS A (KA B F o

FLEEITREEERE
WA R B BT RS | W F o2

we 15t AR BAM
suspend o E R RS KIS BT 2 A W AT B B B | R A SR 54k
Hro

o B 15 16 IR S X ST IS«
o INEER AN SE R .

o HSE IR R L A

o {5 1E H &AL

* CLI A i)

suspendtransfers | PH{EARHFTE MAFAN I 48 20 A e 4 (IR S S EREEHR BN | FEE08T R 3l Ja RFEE.
TR

Wi 2 30 2 A RO M 2 A V6 (R Rl 2 S A1
R Ay e A B, ATt dr &

TEAF FHIX Sy A I8, A0 B ANIEIR o BRINZEIR 4 3070 . AsyncOS Fuv/FAE ZE IR S ) 5¢ il d T F
MERE, ZJG4smAT RS T ER: . WA I EE:, g r R

BLHB G i suspend BY suspendtransfers iy 2457 11 IS, 1553 A8 H resume B resumetransfers iy
2

B B R I ST L CRIRES, T M4 RN R OE B E R 1 & (M anagement Appliance)
> ARG &R (System Administration) > /& /2 3h (Shutdown/Reboot).

TS
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CLI ’~f5: suspend %N suspendtransfers 7% .

o SCRYERIR AR 2 2 AR B R I “ 85 I/ 4%1% (Suspending Email Delivery)” «  “Mk S IR
f£1% (Resuming Email Delivery)” . ““{5 42 (Suspending Receiving)” Hl “ k57 #2 I (Resuming
Receiving)”

CLI /~f5I: suspend #0 suspendtransfers 5%

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>

M “BE = (Suspended)” KR E

{# ] suspend Y suspenddel 7% 5, resume % PIE A A 3 IE HIZATIRAS
FE{# ] suspendtransfers €74 J5, 11T resumetransfers fiy4 7] B 25 Pk 2 2 E R IR A

CLI /<{5: resume #A resumetransfers fip %

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.

Transfers resumed.
sma.example.com>

KEEEFENH BOARE
USRS AR P A T T R S 4 B H ) BUA R,
A\

Caution o & fil &' S 4k by CLI W T3 %, AT THER B4 4 I 45 (FTP. Telnet. SSH. HTTP.
HTTPS) , JHMIBRH K .

| smegers R



. resetconfig A%

resetconfig 6%

L IN HERIIR1E
B PTAECEECE D) BN | 1 SRORIE T DAYE EE RS A B LR P P R A T R R
WHE & O SR ATHE %83 CLL,  mlifdi BRI B e e <4
- s B i) o H RV HBOAE R WA IE R, ES0iX
(EP3 2. g BEIERS
o PRE SO 3. MKIKIEHEIRIE & (Management Appliance) > K& TE (System
o (LR Administration) > Bt & 32 (Configuration File), X5 HiiliE

Note

& (Reset).

FEEE R, W& AR RIS MRAEREE L
B A5 T IS PEARIE, AR PR Sl .

< B PrA R EEE N ) BA
B

T e 2ol

ﬂffﬂ diagnostic > reload CIJ m17

Caution

Ui 45 SR Hh 2 AL AR TR AR (B & AN ]

mail3.example.com> suspend
Delay (seconds, minimum 30) :
[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> resetconfig
Are you sure you want to reset all configuration values?

[N]> ¥

All settings have been restored to the factory default.

27~ Async0S B AR E B

SB[ Web JLIHI] 222 A FR & T, it B IngkI0 Web SLii.
P2 KINEREBRE > EPRE > ZHRE.
SEB3 R GUHIEHS, RIGAE “HUA(EE” (Version Information) £ 247 &% %% ) AsyncOS iAo

LA,

& FIT 2 IR TR IR

HE7E 80 F1 90 AL, A RERCHFEF B W & LA IO FE I

B smEees
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b_sma_admin_guide_14_1_chapter2.pdf#nameddest=unique_11
b_sma_admin_guide_14_1_chapter2.pdf#nameddest=unique_11

= snmp sz sgeEirn. I

U RIS Ay SR RENS I R L BB I, S F A IR i R R NS B e g

Before you begin
o A2 S04 Rl I A2 FBUR I (RPC) S 1 R R 2 2 M 4% . ARER, WS MRS
FROREAE SO, R SRS e 2 (A7 B3R A3 1% A
o BRI T LA RE VT [l i, 85 7 KBS T AR AT B g 11

o WLIhRE T B L H A R FE G A U F o — 1) TPv4 itk b3 OV AOAT 32 BE AT B ik i) i R R
B, MAREMH ipconfig A HELE .

s BEH TR, BT DU B SRR 6 B 1 (IPMI) 2.0 FRA I 44 1956 =07 T H.
L R R R S e S A

s ARV aATR DTN E R, WS (CLI Z%4EM) -

L1 fITH SSH. Telnet B Ef AT 4 6 i 1 15 i) iy 24T 5410
S22 ARG “EP R (Administrator)” U ) AUPR K 72 5%
L3 WAL NS

remotepower

setup
PB4 R E L T E R
* BLTIREREH] TP Huhk, I b 25 FERD Y 5K o
o PAT FRIEAE I G DTl B P A A2
XA R b IR 1) B ) HAB SR UEAN R o
WIS fii N\ commit PRA7HE .
HE6 MEMRCE, DI R LUZ RS B e 2 vl

FERT W ORERRAT L B AN e AS o B, Rl BAAAR 2 A sy, IF i R ZEPA T AT 55 1) B
SUABURR YT 17 T it (EAS

What to do next
CFE I W FLR

o — /=L
A SNMP MSiZ RFIZITIRNR
AsyncOS 37 Fi i i 5 9 48 4 BE MY (SNMP) JiUAS v v2 Al v3 HEAT RGUIRAS 5 .
¢ %&Eﬁﬁ%ﬂﬁﬂﬁ SNMP, %Eﬁ‘ﬁé\ﬁﬁﬁ*@?ﬁﬁ snmpconfig fﬁé‘\o
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b_sma_admin_guide_14_1_appendix5.pdf#nameddest=unique_389
b_sma_admin_guide_14_1_chapter18.pdf#nameddest=unique_770

. ~f5l: snmpconfig i34

<f5: snmpconfig

-

"

* MIB 7] ML R M AEFREL . http://www.cisco.com/c/en/us/support/security/

content-security-management-appliance/tsd-products-support-series-home.htm i F 5 57 i 7] FH S 14

o MK 1A S BGAIE N DES 548 FH SNMPv3, A fefa RS . (% SNMPV3 [R7E4 =
B, 12 RFC 2571-2575. ) HIWE /0 8 ANF-FFH) SNMPv3 44, A al LLJE ] SNMP

RGNS . 1IN SNMPV3 %50, A ZEFrim NS IEATHIN . NS T i%m 4
Hﬂ" snmpconfig ﬁ/ﬁ\é “iﬂff” ﬁt%ﬁgo

o JEVE SNMP UL 283 32 0

W RAERCE connectivityFailure SNMP [ B %t N URL JE P, 158 URL & 754818 H 83
.

© WARGE H %, TEIRINRE SR (/)
 WIRGEICA, 20 IR RORHAL

« 175K5 SNMP 15 AsyncOS B (FIHORLAE KL, 3852 b B 5 s 1 4 BE 4% (OB BL I 0
A
AN

sma.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> SETUP

Do you want to enable SNMP?

[Yi>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: sma.example.com)
[1]1>

Which port shall the SNMP daemon listen on interface "Management"?
[1611>

Please select SNMPv3 authentication type:

1. MD5

2. SHA

[1]1> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[1]1> 2

Enter the SNMPv3 authentication passphrase.

[1>

Please enter the SNMPv3 authentication passphrase again to confirm.
[1>

Enter the SNMPv3 privacy passphrase.

[1>

Please enter the SNMPv3 privacy passphrase again to confirm.
[1>

Service SNMP V1/V2c requests?

[N]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?

[Yi>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate

MEEES
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multiple networks with commas.
[127.0.0.1/32]>
Enter the Trap target as a host name, IP address or list of IP

~f5: snmpconfig A5 4 .

addresses separated by commas (IP address preferred). Enter "None" to disable traps.

[127.0.0.1]1> 203.0.113.1

Enter the Trap Community string.
[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled

3. FIPSModeEnableFailure Enabled

4. FailoverHealthy Enabled

5. FailoverUnhealthy Enabled

6. RAIDStatusChange Enabled

7. connectivityFailure Disabled
8. fanFailure Enabled

9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled

Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[Y]I> n

Do you want to enable any of these traps?
[Y]> y

Enter number or numbers of traps to enable. Separate multiple numbers with
commas .

1> 1,7,12

What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west;
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

sma.example.com> commit

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>

rack #30, position 3
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WIS BN HARAAE IR P k.
PE6 MAFENWARURIHHR RS (RE 20 MER .
PRT MAAMRRSEEAH P AFES.
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BN setup JFHIAN Y.
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amiszes [

FHER AL AL IR A 2

HRF R b B Ay 2, 1S BL AL E R (AsyncOS for Email CLI 2% 45/) -

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html

) E F1+ 4R A0 5B 37 BY P 48 B2 K

SR P 2 A Ak IS T IR S5 AL I B S 1P dbhik o A SRR R R 1R B K B SR, T e 2L S
AsyncOS JHINHFAS AL . A RS B KOG BB EORO TH R B S 1P, i S EE'?HEF BEE PN
R AR N LASRHUT 75 1) URL Mk

\}

Note fyy S04 5 AT AT ILA 10197 A0 701 M upgrades.cisco.com 3 11 (54122, 25, 80, 4766) F#ifk%:
Free, DI R I 5 S L/l b L 48 A AT TR BT K B

EEARFE: LIZSBORER
B4 1 TP AsyncOS Bt T TR (o “RUE” )

VAL g - B R HTTP BN RN 22 B IR 55 4% R 2K AsyncOS FH44 .
o R - B HNERE AR — IR, RIERHAR G N & G ARG 58 NI
NI — 5 IR # R AsyncOS 4.

TCKE A BC B T RN I 55 SE B W B, on page 37 ECE T2 7k, (nfig) & CLI H i ] updateconfig

T2
AR TR A
£ “HHE L (Streaming)” THEH, G IR A 2 ettt EIRER BRI N A 2 e IR GS as A4k
I N T
Figure 3: iR R B A £
e BT
Your Content Security Appliance HTTP connection through firewall
Cisco
Update Servers
W TVE SR 2 B N I 255 55 SR A 2 22 4 BT IR S5 4 K AR
ILIEF R MEIA

BT LA A TR 2 AR S8 R 3081 AsyncOS JF/EAMFE B8 GERETTH) , AZ M
FHEOFT IR S5 S AR B (RUAETT 20 o I IhRE, DN SR WGl i HTTP F 821 R 25
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Web Server with HTTP access E
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Cisco Content Security Appliances
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S R TR AR AE 225K, on page 36FIFLAE EFETH 2%, on page 377 K15 .

P2 WEAMRS S, KRR ITC T

PB3 FEI .

SR 4 [IURH Web GHIl] 62 F B &, il B Indir Web i
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TELE U, SRR B £ C A 18 F A Hb IR 4545

HIE 6 RKINIEFEIRIRE (Management Appliance) > RS &R (System Administration) > &G F+4k (System Upgrade)

BT Al AR (Available Upgrades).
Note TEAATIRFE T, ] ABAT LU R #84E: 124T updateconfig 4>, R /51817 upgrade fir 4
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UEAh, AT DAAEA R 55 4% EFEE XML SCIF, ORE R 2% rb i JBREPY 7 22 42 wT L TH B0 4 LA
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T WIREAEA MRS A EARE TR, W BRSSO IFR asyncos/phoebe-my-upgrade.xml
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N XML SCPE 563 URL (ER7E CLI H i ] updateconfig) -
ARERETHE I TEAE B, WERMPE GESHEHECE ERU]D O sl HEAR SR
PERIIE R .

EREARTEZPNERER
TR AR5 28 T AsyncOS GEEFETHD 5 MO T R 0% 5%
* THORHAE TR 2

s LETHRRLRRTTAANS, — SRR L 10 b AELRRMR IR, f0n] DAk £ Curl - C AAE R
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- Feature Key updates
- Time zone rules
- Cisco fronfPort Aspncll upgradss

(| Cisco IronPort Update Servers
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Password: |
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AsyncOs Upgrade settings
()| Cisco IronPort Update Servers

(#) | Local Update Servers {location of update image files)

Host (Cisco IronPart |updates-static.irc-np-:r‘t.cc-m. Port: |8EI (optional)
AsyncOS upgrades): Ex. downloads. example.com
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B =r-smossmnmEns A RNERRS SRE

Figure 6: B3RS 88 (FIFR) RERIERE URL

Update Servers (list): | The URL will be used to obtain the list of available updates for the following services:
- Time Zone rules

) | Cisco IronPort Update Servers

(®) | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.f";"update—manifests.ironpor‘t.com Part: (7) I443
Lo Aupdates exampte comdmy_updates xml

Authentication {optianal):
Usernarne: |

Password: |

Retype Password: |

The LUEL will be used fo obiain the list of available updates for the following services:
- Cisco IronPort AspncDs upgrades
) | Cisco IronPort Update Servers

() | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.a",-’update—manifests.ironpor‘t.com Port: -ZEZ' I443
hite Afupdates example comdmy_updates xmil

Authentication {optional):
Usernarne!: |

Password: |

Retype Password: |

Table 2: 5% F /™ 1% B3 K 455 5K Mg BO BRI R R 7S bk

by wE #75 URL/IP b3t F0im O
PRS2 (B | BEAS URL (B T I X HRIUFT AsyncOS T4 4} | http://downloads-static.ironport.com
%) (Update T IR S5 204.15.82.8
Servers 5
[images]): ¥y 1 80
FEAR URL (I XD downloads-static.ironport.com
204.15.82.8
5ty 1 80
FHL (AsyncOS FH4) updates-static.ironport.com
208.90.58.25
5t 1 80
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menegEFsnangs ]

#Bay wE 475 URL/P it Fnis O
AT ARS LY (B | T R A e A S T update-manifests.ironport.com
#) (Update 22 URL 208.90.58.5
Servers [list]): -
iy 1 443
ST BRI & I SE T 583 URL update-manifests.sco.cisco.com
Ui 11 443
ST FY: 523 URL update-manifests.ironport.com
208.90.58.5
B 11 443

| o

Important %f:" \Zﬁ?’f CLI "[" ﬁﬂﬂ updateconfigﬁéﬁ/‘\(\E/‘denamichost sub ﬁ%éﬁﬂﬁ%?ﬁﬁ%uﬂ *ﬂﬁﬁﬁ ] % o g#%%lEHE(
55 R o

M GUI ELE EFiAI A Rig &

TE1
PE2

SIE3

(R Web JUifi] 762228 B4, 2ili B NZRI0 Web JLi.

Wik HEIR & & (Management Appliance) > R &R (System Administration) > B#HZ & (Update Settings).
il REEEHIEE (Edit Update Settings).

Fo BT ORI T B, on page 38 113 B L & LA ERE P P (0 50

EEHRS S (BUY%) (Update Servers[images]) 4, 5 ZEM R N300 B % (1 i 55 2% o

F5 e B N2 AsyncOS T W% I IR 55 75 «

a) TE[F—# MR, PhREUERRNEERTF AsyncOS AR %,

b) F5EH T F#k AsyncOS THZ AR (1 55 B

EEHBRS S (31D (Update Servers|lists]) #4rm, $5 0 HT3REUAT FH S 1 AsyncOS FH20 5136 (1) I 55 4% -
B R 11074 15 A B T [ <83 04 N E B9 2 A 8

7 I D DU R 1R 5
(AJe) R AP IR S5 A IR AL
B UE 2 S AT TS IR 5
WMREWARER “HHiEE” (Update Settings) TUIH, 1K IKEHFEIRIZE (Management Appliance) > R4 & 18
(System Administration) > E#1i& & (Update Settings).
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KL URL v et “asyncos” H kB INEI RS54 URL. 0] L2 Ik 22 5

FR i N

BRI, M AsyncOS THEI), EATE BB RIECAR N BRI ok 4E Web FLTHN T &

FITE %

B A RN IRAE

BHEA KB RMEAE S ¥ AR AT e am s .

A ITE TR 3 BT N 1) R k.

KPS A o sk Mk, ARJEIEREERREBEHE (Clear the

B (AT G 2 R A i, | MOtification). RSl (Close).

BRI A (R B “& R 4 18R & (Management Appliance) > REEIR

(Administrator)” BRI D (System Administration) > R4 F2% (System
Upgrade).

FRZH: EETE

Before you begin

TS AR E THIORTEDR K P 465 225K, on page 35T I M4 253K

PR R 1 e K B PR 9o B 25 2K«

© BIORNT TR AR R B 2R, Bk & R AL A, H A AR BCE RASEie. TES 0T
TG4 2 1) B RAE A 41T, on page 71,

o U RSO Rt 2 TR0 5, S AE T AR DA ] Rt 2 ) [

PR 2 R XML BCE AT ORAF B B2 oh o S AEORAEAN T 4 TR E 2 SCPF, on page 622 [ AR E 15
D R A R AR A i DAL 5 B R 0 TR (B, DR i B SO
PR3 WEREAE ] 2 2y R/MIEYIRDIRE, TR PR T BB 5.

R B TR IR & (M anagement Appliance) > R4t & 38 (System Administration) > Bt & X 14 (Configuration File),
TR TR

PR A 72 CLUBATTH N T suspendlistener it & EHEWINTRLS Y. RGN GUI AT TH S, WIWT Ry < B BB
TS HER IR BRI AL LB o

B smEees



F+4% Async0S .

PIR6 WUFTH R BRI BRI EK . 16 S PR E T AR S BT BCE, on page 37,

FH 2% AsyncO0S
ATLLE AR R PRI, T L Sk PR R 28,
A\

Note A3 IR 55 2 110 AN 2 KRR S5 45— VR B A 58 T BRITH2) AsyncOS I, THCKE7E R B Sz Bl 22k .
THEITURE, Friffs Bos 10 B BossbpEmy, BnT AR FEAE R 30T 4R 2 ik A Control-C LUR HY
TH R .

Before you begin

 HPERUE FA N ERE N BT UL T IS R L LIRSS SR TR . RIS BB S, LA
SCRFEIERE T % R IR B, DAMNBEE R BRI S BIE T 9050k afe
s AN, on page 3SFIMCE T4 AR 55 58T BE ., on page 37,

s FELRTIH A, BT RSP, on page 42+ B AT AT

SB[ Web FHIT 7822404 h, ey B i3I Web S

T2 KA ETRIZ & (Management Appliance) > RFEEIE (System Administration) > R4 4% (System Upgrade).
HIE 3 P FRE (Upgrade Options).

WK LRI

A TR 3RAE

i AR R O kTR | Bl T #iFE &R % (Download and Install).

WERIE O N8 AN ehe i, WARGOK IR EE A FE.
TR T Hi{X T £ (Download only).

IR C 8 AN BRT, WA R EE S N
RGMESG G NEZER T, Wik .

TR NI T R 2Ry i (Ingtall).

SRR OR8N, BG4 2 oIk I

“ 22z (Install)” eI R 5 FEbRTTE 2L 242 (1 AsyncOS hiAs o

PERS FRAFRAGRJOAT MR RE T, AT M FITHR BRI+ AsyncOS fitAs
FE6 WIRIE e
a) PSR HTC B R A7 21 %Y configuration [ 3K.

| smegers R



B =ssaTans. mEsBEL TS

b) PR AT B M B SO R 1 4
Note  JGyfdi ] GUI WP “Wc B SfE” Wik CLI F K 1oadcontiq fir 2 MM Bl 114 FRITE B S0
o) U SRR Ik WP AT B S I EIAS, T N EERAZ SO Rk B A ko A E 5y B 2 etk
W T Hdits (Proceed).
HIR8 IR IE AT 2%
a) TEUE R B B A s A
FERSAH I N2 T, 2B Bk S A
FRG ST LI TGS B 20 dd ik i 4%
b) R, HiisZBIE/E (Reboot Now).
Note i) )5 2/ 20 S0 BIZ /T, 1820 H TATAT IR DA W T8 45 R s (BE 202 T HEBRFH R D)
o) KRZ10 %5, U FK YT B 5 5%

What to do next
o GNRIRARRWT, DAE B TR AR .
o R FEE R ZLE T2

FEMER 2T, T MR X SE B I PA T34, C0 9 “HES TAF (Before You Begin)” i
IrTETR A, EIEERE “ 22 (Install)” LET.

s RO ZETH R, ST I S, on page 45,
BEERETH RS, BUESMKRES T

ST [IUHT Web FHI0] 762 TS D, s B Inakin web 7.
P$IB2 KA R EIRIR & (Management Appliance) > R4 &I (System Administration) > R H 4K (System Upgrade).
P$IB 3 Al ALRIZIR (Upgrade Options).

A TR IR
AR MEIRES A LI R 1]

WA EAEATI N8, B8N P8Rk, MIASE B FEORASE B
TR A2 AT H &

B Nk FL o  Ti HP ) f BRGE TS 28 (Cancel Download) #4411

PO FBEOEFERAT T, RGEA 2 BRIk kI,

B smEees



Aamrresn |

LEEIN TR R

T 1 2 2o e Ry | F o Dt v ) (A BR 3244 (Delete File) 241 .
DOH 2R RN, R 2 WoR IE T

R EREEEIN
FGERI, SEHLL T BRAE
C TP 52 B ) T R R

o (WFAEH KRB M 2% 22 4008 BB I ARG B A SCRF ORI Ll S . 1S Al A i
B DA RN 2% 22 4 R 4 o

* HIERAF N E . ARG, IES RN Z AN E R E , on page 62.

s ARG ERALT I AT, EERERN RS, BN, REHRITITE. X
B ATART 3o s P 2 1 30 W3S 22 A7

FF Pk E 2 Async0S RIFE NI B R A

&I LK AsyncOS P52 3 LLETIR A G IR DL TR E & .
R EEBRA E T B I AR T BC E TR, AR W] DAY 212 §TaS AT (K N R IR .
AR ERE

o ST IR A5 M (1) F B 94300, on page 45

* K& AsyncOS , on page 45
KT EZ M EE FEEIN

EmﬂW§§%u%Lﬁmmwnﬁ PAT BAE IR TEAR K o i &2 K AR BT DA (L
AE . SRsh, B PWTHEOEAREE, BB EPTCE B N Lk

PRI AN M By R 8 B SR AU e A VPl e 20 H 3

%k & Async0S

Before you begin
o 0 BRERAT IS ORAE BB 26 Z AN B AT AT HE
o TR IRRAT B B RS IR BC B SCPE o C B S AS B m) e«
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. % E Async0S

o BT AT BT E, BT LR AU UV S AT B B (R A e
© WERGE MR AE 22 Bk BJR T T IR DG, WA Ihae, DUREMEPT A b B Ak e B 45 b

TR IR EAT EWE B B SO CE SO R I e o

e HAD VAL BRI & S ATRC B S EIA CREEfD ) - ik, $TUHWI#LLW#K$%EEiﬁ
I FTP ALI51Z 30 o PUAT REERAE 10— Fi (8] B U7V I8 AT mailconsig CLI #14y, Zay 2RK IE W & i 2w e & S
3 sk B A e 3 B $5 2 MR F bl

Note XA ESAE R 2 Ja B N AR Be & S .

PIEI WA e yIK/BHIEFIFR (Safelist/Blocklist)” Thig, 15K “ 5K /FH1EYIEE (Safelist/Blocklist)” idis 2
S H B AL

LA FEMRE 2 S LT AT Wi R .
LIS LS N 2 .
L6 TR BEEWE % & I CLL,

IBAT revert RN, REXKMEZANEGI IR, — HERZIXELIIR, WREEFESLIRAT. Wik, fE5Emk
TPt /iy, ANETT I E LR

LB NIRRT, B revert i 2 IFFINHER,
PLR 7R 7R revert T4 :

Example:

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes
Are you sure you want to continue? yes
Available versions

1. 7.2.0-390

2. 6.7.6-020

Please select an AsyncOS version: 1
You have selected "7.2.0-390".
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Reverting to "testing" preconfigure install mode.
The system will now reboot to perform the revert operation.

PIE8 AR T IRER.

$EO ] CLI BB BE %

FEI0 BRI G MG 2R AR Laeh, LR AIL & FAATAT “URL 28507 5
LN LS8 URL R0 E, a2 2 R RRA ) XML I &S

W2 RS 2SI RFHIETIRIGE, 1l TN A 513/ BH1E 51 50 1

W3 A I A % BT TR T

14 HIAEL.

B, ST 1 BB 252 B A6 A T ) AsyncOS IUACIEAT
Note Al 15-20 SMEhA Q5 mRAL, Jf ] TR 3 07 I HRH P 28504 e

KT E#H

A4S B e WAL N . BRI N E IR e WE, S0 BLE RIS EHw s , 537 0L
HXER
o BUE TR S s s, 55 37 0L

KT M & (€ A= H1 B9 URL 2L 31 &2 BB 5

o YEA RN T URL 28 1) 42 50 37
* URL ZEI 4L d B AR 15

5 A B R 44 BC & R [B] St 11t

T LU R RIS, #0T LR AsyncOS Az a2 Fic 45 35 11 A«
* JR[RIHEE
< W

T LR IRk Bk ) s AR P AR AL o 3R] PLGEXS T4 A “ AU 58 (Virtual
Gateway)” 3k,

] GUI H 1) “RE%EHL” (System Administration) S5 _FHRHE “[A{EHHE” (Return Addresses) TT
[, i CLI 44 F] addressconfig fir4 .

BAE GUI B R G B B ISR ) el ok, 35 4E “ {5 Hihik” (Return Addresses) T F 5o 4wsE
& & (Edit Settings). X EAEHA)— AR A MHhEF T B, PR (Submit), SRJEHIA G TR
i
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B2 W AR T AT B EAR

WA TR R 3R AE
WA RIS VB AL A TS B | L E TR IR % (Management Appliance) > R &R
J (System Administration) > #4f (Alerts).

WEREAER G E WG T “A33Z%F” (AutoSupport),
BROIAIGOUT 895 8 (1) B IS b kb e ol A 7™ s R 2y
I fnT DU R B e

ZA b2 A IS S b

Fo B AR 2 R iR, B

o BARKAEN O D) Hudik
o JAEAR P

WGP EIRIE & (Management Appliance) > R & 18
(System Administration) > Z4R (Alerts).

W2 W% T H %4, on page 50

*© “HBISH” (AutoSupport) B HE - | i 2 R} £ % £ (Cisco AutoSupport), on page 50
A B RN P& T2 B O AR, on page 49
IR R

THZ BRI )R

HZ
AR UL |, on page 50,
RGEARULY] , on page 51

TR AL IE DL

W2 W EARALIX, on page 49

SRR E
LRSI

o WEPFEAR . i
* RGUER. I
* HUBrER.

AR AT LAEAT DR P A
* " Hi (Critical):

SR E Y], on page 50
Z0 ZGUE VL] , on page 51

i S R S R ) e

Wt (Warning): 7y BE0E— 20 WEFRAI AT g 27 R OGVE Y ) el s %
* {55 (Info): FEILIR# K H1 DI e AR 15 B

B smEees




e ]

P T2 a] ORI A0 8 ORI 2 2 i P R ), BT AN AsyncOS 1F 5 IR AR 1% R 48 %
CATe AHR, R I T AT T EE R g AR, BMEAE AsyncOS A7 7E K R4 M iy
HLIE1T,
B RGA AsyncOS LRI A B, IX A Z R MBAE 1442 0] B -5 oAb BB 2R AR 26 K
—Ff:

o FH AR I FRVE DNS MX FI A e A AL 3%,

o B84 DNS 45 H 30 43480, Z2474F 30 430l —k, FrCAunif DNS H B,
AR A5 1L

/B SHIE SORAT I Cee oyl

o AR ISR TAEBN SR, FT LA e AR R A s ik . Aok, BT AR SZ IR
it e A BN L BE AR L R,

o AR EANE R ALILBAINALIE,  DAIEAS 22 5238 P C B SO H Ao i B A ) s i o

o [AI3E - A4 7E “alertconfig” HA I T TLS SZHFI4E SSL Be B & 1 i Hl FQDN i IN]: £y
MRS H P BEGFAE “ N IL4FK” (Common Name). “SAN: DNS Z#R” (SAN: DNS Name)
FBEU A RN AR, DLAOR AT FQDN A%,

o [FIi% - A4 4E “alertconfig” " H M TLS SCHFIN: B A IRSSZHEH “AIL4FK” (Common
Name). “SAN: DNS ZF#K” (SAN: DNS Name) 7B 540 5 RS 25 FHLA . anAE “ FHL
4" (Hostname) “FB M ACE 1 IP, WHEM “ Sl DNS” (Reverse DNS) 4 %5,

etEA TR R

B Bl 2RI AR AAA “4H 517 (Administrator) A5 4E 53 (operator) iy i A PR 1) H
JFE] um{/\ﬁ?‘*ﬂiu% (Management Appliance) > R EIE
(System Administration) > &1 (Alerts), #A)5 i EHERHAT
1 (View Top Alerts) #%4

B AR T L B AL BRI, BRI

XBIFRHE SR

TR EORAFAES R (R e AR | A iy AT ST TH ) alertconfig 4

#

e ThRe A8 1 i AT ST Y alertconfig iR B KEARER EAE (0).
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RXTEEER

AT AT 8 AsyncOS A% H A AR AT S WA EL . i E R &N 0, WAL Rk E R
WAGEL; IR, STCATA QIR R 3% Fir A H AR (X 0] B B I () ) A6 K B I ) o &
ERPNVEAR G, RIETE B (MR R CERIAIBE D K. 380 mRbECh Z AR5 R4
WS BB R, WA RN EON SRR, WISHE S B 1S FbL 35Fb. 75 Fb. 155 Fb
315 F (MR INARIREH.

B2, [MIBBATREAR K. AT DLIE i A3k B 5 R iy S5 AR (1) e KRR B B A R) B 2 ) R S R D B0
—A R B, WERECKWIA R E N ST, KRR E R 6050, WPAESFE. 1570, 3580,
60 Fb. 120 B (LR W ABEHH .

B R B3 4% (Cisco AutoSupport)

N T ALERLRENS A SRR BE T AR OR I R GEAZ ., ] LICRE JEURE Y 7 2 A B D BN 1 B RHAIE AR
GEE R FTATE AR AR R A . SEDIRERK N “ BBISCRF (AutoSupport)” & SEVFR 7 SCRF 18 S0
BRI RO BB SRR IR RIAE W R GRS 1T A status 4 (0% H LS I A H
(¥] AsyncOS iR A =545 3R 7 o

BRONEOLR, WE AR “REG” (System) EAREAY) “f5 L7 (Information) /™ 551 2 1) 2 41 ) 2 4
WO N2 W )RR R I AT S IR AS o Tt SRAECANAEULE P 508 R D6 5 o R0 AR 4, m 22 F e T
. TH e A Thae, MR EIRI&E (Management Appliance) > R ETRELR (System

Administration Alerts), #X)5 ¥ didmi i & .

BRONEOLR, WA H T “BABF” (AutoSupport), NIRRT “ A" (AutoSupport)
HREL U E A “15 7 (Information) %5 2 S8 B IAE AR o

PE RIS AR

"

"

Table 3: FE 14+ 3R AR

ER AR AR EEMN
INTERFACE.ERRORS B VA 0 Warning
MAIL.MEASUREMENTS_FILESYSTEM ALY X BEE 20 (75%) I % | Warning

MAILMEASUREMENTS FILESYSTEM.CRITICAL | *4 43 [X ik 51| 90% 758 (L& | Critical
95%. 96%-+ 97% %5) I Ki%.

SYSTEM.RAID_EVENT ALERT L RAID SifEf %%, | Warning
SYSTEM.RAID EVENT ALERT INFO I RAID SAEI % =1
MBS




zaeming ]

RGP ERIRAA

Table 4: 245 &R AR

Eip 2 1R 1% &M
COMMON.APP_FAILURE >4 A A P R N 42 3% . | Coritical
COMMON.KEY_EXPIRED_ALERT I BE B BN 3% Warning
COMMONKEY_EXPIRING ALERT MBI B N R5% . | Warning
COMMON.KEY_FINAL_EXPIRING ALERT T b Thie B4 B3 1 ¥ 45 J5 | Warning
TBRIAIE
DNS.BOOTSTRAP_FAILED 4 4 T ZAR DNS R4 | Warning
A RI%
COMMON.INVALID_FILTER BB IR eSS ] . | Warning
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"

"

smegErs |

EiRAR

152 AR

mEM

IPBLOCKD.HOST ADDED TO ALLOWED LIST
IPBLOCKD.HOST ADDED TO BLOCKED LIST

IPBLOCKD.HOST REMOVED FROM BLOCKED
LIST

%*& ?/H[, /@\ H

* 177 SSH DOS %ili, ff
T <IP Hutik> (1 =L
VN INZIBH 1512 (The host
at <[P address> has been
added to the blacklist
because of an SSH DOS

attack).

£ T <IP Hbutik> AL
PR ABINE] SSH 1247
%1% (The host at <IP

address> has been
permanently added to the

ssh whitelist).
fi - <IP Hihl> (I EHLE
MBH IEZZE R (The

host at <IP address> has
been removed from the

blacklist),

PRIl SSH B 31
7%, AHRSR A AR UE ) 1P
kb, GBI
PEORT 10 2%, PR R
FI] SSH PH LA,

2 F 7 AR TR] TP Mtk 8 55 il
IO, % IP kS ds g
VFFNZE

FeVFUTIR) SEVRSIZR P L,
R A It T RLIES R

Warning

LDAP.GROUP QUERY FAILED ALERT

24 LDAP 2 25 ) S W I K3

Critical

LDAP.HARD ERROR

M LDAP 5EA R 2l
MRGSa8)5) W&k,

Critical

LOG.ERROR.*

FAH B R R

Critical

MAIL.PERRCPT.LDAP GROUP QUERY_ FAILED

AT AR LDAP 41
AR A%

Critical

MAIL.QUEUE.ERROR.*

BB E A S BE A 2

Critical

MAIL.RES CON_START ALERT.MEMORY

* RAM FIHI A R G0 B
TRAP BB I A%

Critical

M

EEES



zaeming ]

ERAR 1L BR ES

MAIL.RES CON_START ALERT.QUEUE SLOW | 4B 5154k H. 2 Jl %5 | Critical
RIRORAF I R IE o

MAIL.RES_ CON_START ALERT.QUEUE U A F ) 2 i 2 e iy | Critical
PRI 1%

MAIL.RES CON_START ALERT.WORKQ 2 Z 45 | TAEBAA /e A%y | Critical
AT RE PP I A

MAIL.RES CON START ALERT M AHEN YRS gt | Critical
I I o

MAIL.RES CON_STOP_ALERT TEVE IR “ ey Critical
#J” (Resource Conservation) 15
FAM i s

MAIL.WORK QUEUE PAUSED NATURAL U T AE A4 I R 3% Critical

MAIL.WORK_QUEUE_UNPAUSED NATURAL | T ff b\ 513k 5 I R 1% . Critical

NTPNOT_ROOT M T NTP RE M fikiE | Warning
AT T JGVE A BN [R] B 3%

PERIODIC_REPORTS.DOMAIN REPORT. TEHCRS SCAF P R BRI | Critical

DOMAIN_FILE ERRORS .

PERIODIC REPORTS.DOMAIN REPORTFILE EMPTY | 75 5 4% S04 Sk 25 I 42 3% . | Critical

PERIODIC REPORTSDOMAIN REPORTFILE MISSING | 75 A #k SI4s JiA% S {42 3% . | Critical

REPORTD.DATABASE OPEN_FAILED ALERT |45 8|4 54T FFEE N % | Critical

REPORTD.AGGREGATION DISABLED ALERT |4 Z %2 (A4S LN 3%, | Warning
2 H &4 H A H S
HAEATFHBIE I, A SRR
HIFRILEAR .

REPORTING.CLIENT.UPDATE FAILED ALERT |43 /5 5| 48 0 vE (R AF 4R 45 Bedi v | Warning

REPORTING.CLIENT.JOURNAL.FULL R B | eV s B % | Critical

REPORTING.CLIENT.JOURNAL.FREE R 7 | T YR RS AR TR |5

R I%
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smegErs |

ARCHIVE FAILURE ALERT

IR BN 5% B EE
PERIODIC_REPORTS.REPORT TASK. Lo B A B 2 I % | Critical
BUILD FAILURE ALERT -

PERIODIC_REPORTS.REPORT TASK. IR LR A I A Critical
EMAIL FAILURE ALERT

PERIODIC_REPORTS.REPORT TASK. MR AR R I A 1 Critical

SENDERBASE.ERROR

24 b B SenderBase 1417 3 1]
HU BV RN K%

2%

SMAD.ICCM.ALERT PUSH FAILED

E—EEAS FHLAEC B HERE
YOS 3%

Warning

SMAD.TRANSFER.TRANSFERS STALLED

F SMA H G Ty B B2 4
o (PN Bk 25 5
N/NEFD) B 3%

Warning

OB A 2

SMTPAUTH.FWD_SERVER FAILED ALERT 47 1] SMTP 4 4 864iF % | Warning
RS2 I %

SMTPAUTH.LDAP_QUERY_FAILED 4 LDAP B2 %, | Warning

SYSTEM.HERMES SHUTDOWN_FAILURE. S R T ) R 45l A | Warning

N
%,

SYSTEM.HERMES SHUTDOWN_FAILURE. M RGN R Warning
SHUTDOWN
SYSTEM.RCPTVALIDATION.UPDATE FAILED | ¥ifit ft A 56 iiF 5 57 eIk % | Critical
SYSTEM.SERVICE_TUNNEL.DISABLED LERE ]y BURLS R IR 25 DI | £

B I A1
SYSTEM.SERVICE_TUNNEL.ENABLED 02 P S R S R IR 4 B i | £

BEIE N A 1% o

B MBI E

"

"

ATy

HWEM'T” (System Setup Wizard) it & [ EHL4

/NG VR R 75

LA H o

sethostname

MEEES

T IO B AR A DI RE . A ATX LT e T AR s W) S AEia 1T

DNS Fl% 3 &
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gxzging [

* DNS ]ﬁiﬂﬁ (E GUI EPEZ@&%E CLI ':P’fjii)ﬂ dnsconfig )ﬂéﬁé‘\)
° E%EEEBE (E GUI ':F' ’ u&@ﬂ?’f CLI ‘:P'Tf)ﬂ routeconfig *D setgateway ’l:ﬁj‘/%\)
® dnsflush

OI:]/Q‘,\

EARGENA

T TAE CLUE AT PN RS B A 5e Mg /L4 . s ethostname T4 HI TR E N
TR NI B ENBARERL, R commit fiT4

sethostname iy 2

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

AE TN AR AU commit fiy& o JRINFRAZ EHA HSUS, RETaAE CLIER R W
K

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

B WA W RRR AL, W R J7: mail3.example.com>

BLENARFERE
ATl GUI Hi “45 #5245 ” (Management Appliance) > “ %% ” (Network) > “DNS” (DNS) Gl
[ EE L dnsconfig #r4, HCHE A A LR AT RS (DNS) WE .
fn] ARG DA B
o J2 BAE AT ELIC M () DNS IR 55 #8538 25 B O DNS k45, DLSCEAE HIMELE ik 55 2
* ZLHF DNS i it 4 1
o {EAT S 1n] DNS A $H I 2 Ji 255 455 (1 A 4
* 1k DNS 2247
5 7€ DNS R 5525

AsyncOS 7] DU I LK AR DNS iR 554 485 B C 1 DNS 55 4% B85 1€ (1 LI AR DNS Al 55 as Al
BUE DNS Jii55 %% o 7] Internet MRS 4% I, R AR E T T4 s 46 I 25 4% o 111 14 1] DNS it
Sras it T AR, T S O AZ I AL (BRAEIRE ) DNS id2%) .

AM{TH Internet ) DNS 25451, AsyncOS SZHF “474)” DNS e ds5as. a0 R LA B i 5k
G54, 3B nT LLAR & ) ZE S DGR [ DNS IR 25445 -

| smegers R



B s sentxs

WE “¥75r DNS” I}, BN ® in-addrarpa (PTR) 45 H . #ll1, Wid 28 “.eng” £rif)g i 24 F7
g4 1.2.3.4, JF-HITH .eng 4« HIYTE 172.16 W45, NN “eng,16.172.in-addr.arpa” #8545
25 DNS ¢ & 1 )3

ZPFEMMAER

X EE NI DNS fedsds, AR e B r e dl. AsyncOS 4 2R FHL Se g il 0 1)
DNS 45 a5 . 1% 1% DNS 45 s AT N, AsyncOS 54 RME ] N — e KRS 8% . R &N
FHFIPLSE ) DNS g5 asta e 2404 H, RAESTEREHT BB AHZILSE S DNS 45285114
HATRENLHE Y . AR5 RS AR I TR S5 45 28 — AN S 2 el 7, ARG AR I I [R] 5547
S TANEYI, MU, K Y T O 1R DNS IR 25 e R SE S R Y k. AR T A S g
JIT A7 1P Mok (B K B A — o BB — MUSE SRR s AN S S E ORI R KB I
AL, EEIHARRL R 60 B WHRAEE —AMLEY, WEAR LRI & MRS BRI E 60 #b. Wi
BHMWAMLES, WE—MUERINR G RS 2B S 157D, 38 = AMEHI SR G RS % P
JE A5 B X =AM, I AN 5 R 10 B 45 D

P, ERERCE T PYG DNS ikss4s, HrbPiaaftsedio, —auittdil, 5n—ahiitid2:

Table 5: DNS B§ 5585 . LS5 4% iR RS 8] i 7 151

ke | BRSKEE B (F5)
%X

0 1234,123.5]5,5

1 1236 10

2 123.7 45

AsyncOS 2AEALSELUN 0 IO & e ds s Z IRIBENLILEFE . W RILH — GOSN 0 RS 4150l &
S — Bk as. WRIEGON 0 M & RS a5, WIS E 200 1 IIIRSS 4% (1.2.3.6), 1
Ja R h 2 (1.2.3.7) RS 45 .

PLIELT O (RPN 55 25 IRDE N SYIRRAT AL, DESEZ00 1 (K a5 a5 (Rl IR UIBR AL 1, DLSEZ00 2 (Kl
S5 a (P I SHT PR BE A

15 F ELBX M AR AR 55 2%
AsyncOS DNS fif 4 2 i ZEIE IV 5 HERE IS (32 57 i 1O K LRI DNS i

)

Note i JLIE PEKE BRIN DNS 5525 5 B 4 Internet ARIRZS 25 2 AP SLAM R 5525, W2 55 25 0 20 B 5 138 )
AT FEAN 8 T IR 55 2 1 B ) 2 3

[ [5] DNS Z i) {8 A+

SRR B 22 e e Rt R B W R P SRR IS P P A S R L RAT “ XA DNS 2”7 ot sf
AU, ARG PAT X DNS &R AR EALA 1P b IR I v JEh A R E R BRI

B smEees



ons 45 [l

IP Hihitffy )2 ) DNS (PTR) fr4k, 2 J5 &% PTR A4k A 1E M DNS (A) frdk. K5, KGR &
A BRI RE PTR Sk 4 UL . WR 4 RAULAL, 38 Wk A W AELE, RS
IP itk 5 FE LYY W) R (HAT) H 94 HAHUCHC . e e @8 R AGE H F b &k, 5244 B Rkt
%, on page S6H iR IEH GNS I L C.

BRAE N 20 0o AT LA SR 28 BT AT 00 W R P o 11 S ) DNS EEHIEE I, gt A “07 AR K.
WA BB 0 B0, IR GEA S 2R BEAT S 7] DNS B4k, 1 37 BIR [P bR e I Wi o

DNS £4R
I, RN, RESERER, K “kTI T DNSZAE” M. XN EERRARGL

5 DNS RS ZELR, WS DNS F ARG EH A MR iER 2 a2k, NSRRI g
Wlo TN BAE FA IS A R B0, T m) fE 2 B I 4% o) ok DNS Be & %A T8 17— N 300 RS 2%

i&P% DNS & 75
GUI H 1B MR E I 51 d nsflush 74 (432X dnsflush /iy 2 £S5 B, 152 (IronPort AsyncOS
CLI ZZ%45m ) » w TR b $a & A BRI KiE B DNS 22 h T A5 R . ] LUk (e &)
TR A DNS RGEREAT S SUNAE I D BE . Zam & BAERL,  JF H AR A8 92 A7 I AT e 80k fg
I T B

B EfH A SR ERCE DNS iR &

S [{LHLHT Web JLIHT 7E AR B4 T, i B IngkIA Web S .

$IB2 KR FEIEIR& (Management Appliance) > W 4& (Network) > DNS TiTf, X5 Hidi4migi& & (Edit Settings) 44
.,

HIB3 IEPOE EAEH B AR DNS R 45 858 2 44 F CLI P DNS RSG5 a%, IF4R 2 BUZ DNS 55 45 .

LA WA B Y DNS JIRS5 #5805 € AU DNS k5545, EHIA RS A% ID I 5/ 04T (Add Row). %f TR
R4 a8 AT AP IR . BN O DNS RSS2, e e, f0EAIE R, 1S 0dfE ¢ DNS g4,
on page 55,

WIS EPE— AT DNS EmEL.

FI6 i NAEDUY S 11) DNS 754k 2 B 4 45 I Ab 55

PRT (k) @ it ERREETF (Clear Cache) i FR DNS 2247,

P8 FEATHMMIN L.

B & TCP/IP B {5 H

A7 LG 28 A T AR F AR VEEER A M DG LLAMIIEAS B o 80T LAFE GUI il it BRI & > W4 > BR
U, BYfE CLI Hill ik ff ] routeconfig iy 4 KB FEER A M i

* & GUI 7 BRI H, on page 58
s BEERIAM I (GUI) |, on page 58

| smegers R
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B =cusegmssnn

£ GUI EIRFRSIR

fEnl DB “FE 4% 7 (Management Appliance) > “ %% ” (Network) > “# 1”7 (Routing) U [
B Gt SO SR A B b o A0 v DA sk g 0 1 8 BRI O

S [{UHET Web FLifi] fE ST b, B nakIH Web Jiifi.

1B 2 {F &I %& (Management Appliance) > %% (Network) > B (Routing) B |, Hdi & d41 2% P R | (Add
Route). 4R i it N ik H K 4 F5%

PER3 HA H s 1P Hudiks
FIRA A TP Hudik.
pZ LI R N

R EIAM < (GUD)

P Rl “Bh” (Routing) TUIHI LM AR “ERINEEH” (Default Route).
L2 O TP Mk
PR3 PRI MIATE L

IW=EININTIPS

AT LAAE GUI B “BE® A" > “WER” > “Brl” i GES B SERAM IS (GUT) |, on
page 58) ELFE CLI Hll i fi ] setgateway iy 2 AL B BRI MY G

B = N A\
IBEEREBEMY
o WARIFRIMNE T TLSv1.0 AR AsyncOS JiRA (il 13.6.x) F+2 %] AsyncOS 13.8.x M B

WA, TSERIAZE A TLSv1.0 Jf 5 F TLSvI.1 FITLSv1 .2, BB EF S E 45 i TLSv1.0
jj‘iio

* AsyncOS 13.8.x M B RAANSCRF SSLv2 F1 SSLv3 Jiiks
o @A TLSVI A TLSVI.2 J5k, AN SSLv3 I TLSv1.0. SSLv3 AN, DRI ARMN AL .
o ) LIRS LA S35 K3 A5 B

« HUHTER RS AR

o S 4 1) V4 B

* LDAPS

B smEees



wazgrE

A\

Note 2R} {500, T HTARS 2% . Web FLiHi Il LDAP R 4528 #i 2 1E 8T
LR A EAF ] TLSVI. 1 A1 TLSV1.2 ¥k, REZ A i5n
SRR S X A5 T SSLv3.

o B AL E P BUNTRT AR I e i, AR AT S A ss1config fiT .
o SARHE T I 55 F5 AN SCFF SSLv3.

s AUREAE AN GERE) BBk &, B TP JLAb RS AT 2 0 s, 445 P PR e 55 A
TR AR R R HY S Tk $E A M0

o WAZBEA AT P AR IR 55t T > T R T
* M ss1config fir & PRI S A EE A A
* FESSHHINE I ss1config A& PTAINSE UG, S22 W (1 552 R0 T b o

it & 2 e B8]

FEWCHRAR S I, 22 A PRV A o5 N A 22 4 B o L I ) e B I T e A 5 v IS )
Bl ARMER, WS P TR i R EE .

TG Ay AT S S I TR A D S, 1518 ntpeonfig, settime Al settz 174> o

L ECIN TR 1

WE RGN A | fFORIEE “EIIRE” (Management Appliance) > “RFEEE” (System

Administration) > “BJ[Ei&E” (Time Settings)
TGS AL Y 25 15 [] B3 iSC (NTP) i 4545, on page 59

BRI X R EFRETRIZ & (Management Appliance) > R EIE (System Administration) >

B} [X (Time Zone)
TIEZ M

* &+ GMT fki#%, on page 60
o ORI X SCAF, on page 61

{5 P ) 2% B (8] 7 3L (NTP) Bk 55 2%

A DA 0 2% IF 18] 00 (NTP) IR 55 46 2 4 B 46 (0 AR I i g 9 2% o ) LA 1 0L B Internet [+

smegers R
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B o5 cRREeEm (NTP) R ER & Rgat i

ERINT NTP AR%5 2% 4 time.sco.cisco.com.
I RO AE A NTP s 2, AFEERAN NTP RS 2%, & By KBS T 35 i o 55 W)
7 K 435 B2 IR
X ER
* L E RSEA], on page 59
* FEHFIN X 3L, on page 61

() [EHMEETE 1Y (NTP) 1% B 1% & RSB (8]
X AU IS TR AR BE v, R R A P R A A e A B R S R e . T AT A IR % A [ —
& NTP k5525
AT LLAE CLI HF 8 ntpcontig fir A LIME A NTP R 4548 ok 6 & s 1] .

$IB1 fiiEREEIE (System Administration) > Bt g% & (Time Settings) 71 .

P2 PiidmiERE (Edit Settings).

LRI T “WIELRE )77 (Time Keeping Method) 843, KEFE(% F W £& B (8] 118 (Use Networ k Time Protocol).

WIE A F N\ NTP [gs-ds b, R)5 4R M01T (Add Row). AT LA INZ A NTP li4s-4s

WIS FNFIR MR NTP RS54, 1 S iz g5 2 nd . 19357 O B AR o

$I6 O NTP Afje M. IX& NTP 7F i) N 1% U5 116 1P Hudik.

PR T EHER NTP S 51E (Use NTP Authentication) 5 1 AE LU (RIS (IR B nT 5 J5AE By, AT ORG NTP 4528
EE A B

P8 PR HMIAE

% GMT R %

SB[ Web G 222 M4 D, ok & nikin Web 5.

P2 KIRIEFEIRI&E (Management Appliance) > RFEEIE (System Administration) > B [X (Time Zone).

3 PiidmiERE (Edit Settings).

T4 NREHX P RIER GMT B £, “Bf X E” (Time Zone Setting) T 5 Hi A7E “BIIX.” (Time Zone) T i L FE
GMT I %

WIS /& “BX” (Time Zone) T Bt L FEN 220 S IS (] A& R AHRTAS MR IBA FRIEIS ] (GMT) (CARH] -5 26 M [|]D %
IR 2 NI ANRTECS C“-7 ) RIRAWIAW] TR L LA NS (") RORAY) LR INALE

PIR6 SIS

B smEees
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e e |

SEHTAT X 31

5 2 AT ] 5/ DX I DRI A A B e a2 T B o B R I XA

* AN HHTIN X A, on page 61
* FEEHNIX S, on page 61

B s B # A X 30

ST [ICHHT Web FHIIT] 7622 BB AR, il B makin Web S

$IB2 KRR FEIRIR& (Management Appliance) > R EIR (System Administration) > E#1i& & (Update Settings).
SIE3 % AR XHNE BB EF (Enable automatic updates for Time zone rules) & iEHE.

WA K NITE] AR . P ol B ? TG R

WIS SIS

F e B X3

ST [IUHHT Web FHIIT] 7622 BB rh, il B makin Web L.

$IB2 KA EIRIZE (Management Appliance) > R EIE (System Administration) > B [Xi& & (Time Settings).
$IB3 AR XXHEH (Time Zone File Updates) 745 .

SRR A W RAFAE T I X SO S, 15 i LRI SE#T (Update Now).

“Be &3 (Configuration File) 71

BXRUEBHHIER FSH
PRAE i B E PRAFA T ANBLE XE | on page 62
FANRAEHIHCE TRAFFI 3 ANBLE W E |, on page 62

IRA 2 AP RIES R B (BRSO | & AR 2813/ MBS

LA RO E O ) BUIA R E, on page 21

| smegers R
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B sens mags

RENSANEERE
A\

Note kg3 b A4 O IBCESCPE TGS e A A FRE A

LA PR IR 2 BOC B B T AE OB SR B 2 AT RR L TR (XML) M U4k
.
A LA 2 P A S

o QSR A B R R RSN, T AU L E — B R A B R I RS

o W LOR L E SO R B LA R SE, DA R PR A7 S5 L OB A0 o G R AR T R 46 I I
B, ATLL IR F il SR AT L S A

o BATLL N EORA L E SO, DR AR RS RCE .. (2R8I 8 AT HEE B
XML LA HIIhfE. ) X n] LS B 2 i e B P n] REAF AR /N i CUnER RIS 35D EAT Mok
o

< WU NERIUE RCE SO, T, TR AL B AR R # g, SERR b, X4 “4REE” CLI A
GUI AT HE o
« AT LGERE FTP b ARSEANECE SCIF, o n] DU AL S SOOI #5354 BRI 3 CLI.
o BRSO XML RS, DR it — AN IR S T XML 4k B IRAR G SCRS 2R 5 X
(DTD). #&AILL N4 DTD, LAYE b A% XML P E SO 2 et AT 50E . (] AYE LR AR
Ko R4S XML B3 T H. )

o BAT DU G B SO IR L S — B ek, Bl e B Rl

SRR ENH
- RIS B AT R ML

s FricEEE ) BRNCE, on page 21
o R R PAAT EAIIAIECE | on page 65

RIFFNSH Y FTR BB X
HHERIGE > RAEE > E X IO LW “YErEcE” #, BnTDRE ik & SR AT BIA
Mot ML, B AR &4 E GICEAE FTP/SCP AR IR E H kb ) , Bl s 2F 2 3% 345 5 1
ik
RikO%
(Al I T R IEAE SRR P IR 104 o BRI A S AT W) 4a 0% 1) 1 A5 5 H B AR A7 1 SO
Iét;]cg%jj Coleteteotor

)\

Note iy il 11 & IFIIC B S AN REINEH] AsyncOS .

B smEees
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hnEREC & 3

mamaExe ||

mEO$

R LA I S G S e AR A R SR T s T TS TR O S
MR LB HL .

* UETBFRH

* RADIUS %14

* LDAP 452 %14

o ARHEH A RS O

* SNMP %5

* ShK SMTP G473 56 UE % i
* PostX JIl# %4/

* PostX Jin & AR fith

* FTP #E% H & T B3 1) 2565
* IPMI LAN %15

* JUHTREIT IR S5 4% URL
Wuﬁﬁﬁ saveconfig ﬁﬁé‘@ﬁﬁé‘???ﬁ*@ﬂﬁﬁt’é%{o

WA NS SRS TN ARC B 1Y) e 46 32 AT A IR) AsyncOS AR 14 1 46 PR A7 B SCA
ToVE N B 1 4 B E S
ToVR A MR 7 i, SR b AR T B A TR AL 35 LA Aic:

<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML
</config>

S5 [1) </config> bric R BAAC S A S o X LR A 22 4% 45 | configuration H 3k 1) DTD fi##T
AIIEAE XML HEE T M . DTD 44 4 config.dtd. i S 7 #4343 H loadconfig fir &I, w447 hik
H TIPSR, WA INEFE . nTLL N2 DTD JefE % & Z AN RL & S, F AR AT,
AR — P AT LT, SEH AT DU NBEAN I E SO (el ZOnbREE . <config></config> 2 [H]5E X I
FRD , BURARCE S AN e HE— sy, REHE S AR (R3O IS
<config></config> FrZE N

“COEEE” MR DTD E XIS E 7o AN TR g AR id . Bilan,  EAR BRI DU A 2
FEUCUFE 1R -

<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">

smegers R



B =nzseRnnz

A

smegErs |

<config>
<autosupport_enabled>0</autosu
</config>

o, EAR SR LU S AR AN 2 T BRI R

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>
<autosupport_enabled>0</autosupport_enabled>

</config>

“ME— 7 RN B b A ORI R C B SCAE T 0 B EAR R . B, RGN
o IS VR IR L A (RS A WA <config></config> #5325 -

<hostname>mail4.example.com</hostname>

H2, RGATLUE X AMITREY, R R SO AT 2R, I, R BRI 4G
A S R A A P T

<rat>
<rat entry>
<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>
</rat>

HI AR P AT, N A eV, BIAEIETLZ “5e M7 .

Caution

STRESERORE

A

A RS Dt P B S M SR R A A I, ST BE i B T BEAE S A IR OR SR AT TE KL

A ORI — R S LB SR, S A5 WERA S FRID, WG E SO, R A
B R, WEREE AR, WIECE AR S R .

i, AR LU AR 2 I ZR GEH IR BT A 0T 723

<listeners></listeners>

Caution

7E AL BRI C & SR BT840 i, T LUK H 25 GUI 8% CLI Wi,  IF SR K e B 4L
ﬁ AR TV FH AR 3L %ﬁ&ﬂ%%ﬂ BB B RS R %, 2 i 4
RS AL, W SEORHGE DTD & XIHYIAC & gL, 2 b4 . eI i & otk
I, 5500 58 £ 10 IE i 200

XTFMEFAFRITHOSHEEEM

ﬁﬂ% ﬁﬁbﬂ’éﬂiﬂ’]@ﬂﬁiﬁﬁ %E DAH,]E ﬂﬂ% (WJ&D ’Id‘@iﬂg FTP?EJ%D’JE[ 1T%) s loadconfig
A E GG /D 04 FTP L KRMOF ERCER, BEEEMH 1ogcontig fir & ACE IEAK H 4
Hike

B smEees



sFrpesmnizen ]

KTFFHERBIEESN
XML Bt & SCAER) “gmfd” JEPELIIE “1S0-8859-17 , JiB WAl FHME A Fr 42 B 2o i Ve St . 424
& &t showconfig. saveconfig 5% mailconfig Ay &0, XA &g il JE M.

<?xml version="1.0" encoding="ISO-8859-1"?>

EESRRERE

HE YA B S I BRI F L AR AW E IR R R ) AR E . EEE A, IE RN
Ml .

H SR E FE N ) BUACE, on page 21.

[ELRE L a2 fIAEE
T n] LR CE [B1R 21 DART S A R e & .
FE 447 ST FH# ] rollbackeonfig fir 4 M FR AL AN T MILE 2 —.
UIRAESE RN ENR N H N No, HAE SR A ST SO A Rl
HA R “HRH” (Administrator) U [ B ¥)FH 7 7] LLAEEH] rollbackconfig iy 2> .

Note {53 S IC B IS, ANax A2 At H G BB R .

Note  Buleqfiih (4o i) AN A2 LART A7 BT H5000s (0 2 1) J0 T 2 MO R 5 RD) W Rl 2 3 3080 2k

Bt B3R CUl S
A LR 1y 2 0] DA R I & A

* showconfig

*mailconfig

* saveconfig

* loadconfig

* rollbackconfig

* resetconfig GHFZSFPKGHCE EE N H ) BN E, on page 21)
* publishconfig

* backupconfig (IS & 022 4 B £l |, on page 26)

® trailblazerconfig

| smegers R



. showconfig. mailconfig #1 saveconfig Ay %

showconfig. mailconfig #1 saveconfig 5 <%

Xﬁﬂ:ﬁaéiﬁﬁ4§'showconfig\ mailconfig‘*ﬂsaveconfig, }%éﬁ*%é?%%ﬁ%%}ﬁi%%ﬁ%%?EE%EFHEB#F%%E&EE
BIRKISCA RS S o IEFEAAS L KA 2 P B A WER O 2 AN, BT DA
FARTEO L. HE, EMH 10adconrig A& M, AE O IRCE ST R WS K TN
o H BT H A [ = 900, on page 64,

Note

loadconfig Ay

"

PO
>

"

PEARAE S ool i1 A X e B SR, AR ARE 114 G “RGEARE 4?7 )&
“RT D, AASYnE ., Ak, FRAHARERSAREE RN K] PEM /&1,

showconfig fﬁéﬂ/@éﬁﬁﬁﬂﬁjﬁ Eﬂ@“??‘%o

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="IS0-8859-1"?2>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
Product: model number
Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

i H mailconfig A AR IR M AT B AR A . B config.xml H) XML #% 2 RO C & S
g EwE Lo

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[1> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

LA B BN savecontig i ALK AT HE—SCAR A BT RCESCIE (BSAD 7AiM R A7 2
B H

mail3.example.com> saveconfig
Do you want to include passphrases? Please be aware that a configuration without passphrases

will fail when reloaded with loadconfig. [N]> y
The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration
directory.

mail3.example.com>

i 1oadcontig Ay M HTEC B AS BN & . ] DUE DL R AP 77k —Ingids B -
o {5 BUBCEAE configuration H s, SRJEHH BAE

MEEES



rollbackconfig 5%

o FHRCE S B HESKG 2] CLI
HRVEAME S, HZ BN & ST, on page 63.

rollbackconfig in &
W2 1R 2 AHT O AL E | on page 65.

publishconfig 5%
{fﬁﬂ publishconfig ﬁﬁ4%ﬁTﬁﬁfij£EB%§Zi?ﬁ§§Eio ﬁ%%&ﬁDW::

publishconfig config master [job name ] [host list | host ip

o config_master &5 SCRFIN FERCE,  BUARCA BRRAS Ui I R (RS A PR 21 R A H T 52 SCRFI E LS
BERR A BEIH AL T http://www.cisco.com/en/US/products/ps10155/prod_release notes list.htmlo. JHIHE T
JEDTFH . KRBT job_name & TTIENT, WIHARIE T M OCH T, WS U T

KRBT host_list A& ZERATI WSA B BB IP Mk 73, W ARyeE, WA 5 I
FRCE I EHL. ALK host_ip 7] LAJE HIIE 5 7 Ba 1 2 4> 4L 1P Hidik.

FIGSIF publishconfig AT FE 7T /K, KA smad logs S0fF. BT LLIEFE M4 (Web) > FTEFF
(Utilities) > M4&IZ & IKZS (Web Appliance Status), M 248 B34 GUI HfiiA R AT 7 558 2 35 ik
Dy A0 TR PEA BRI L R AT I S e s R4S B M2 ek o IbAh, SRR R “RcAn b il
%7 (Publish History) BU1HI: MK IKIEFPE M L& (Web) > SEFFEF (Utilities) > &£ %5 (Publish) > %%/ 12
% (Publish History).

Trailblazerconfig 5 %
AT LM H] trailblazerconfig fiT AL BT Web FLifii L f¥) HTTP A1 HTTPS %t I #% di4% A% i

.
AT LAYE CLI A DA R an 2 BB BN : nelp trailblazerconfige
VAR

trailblazerconfig enable <https port> <http port>
trailblazerconfig disable

trailblazerconfig status

o

enable" fEERINGG I (HTTPS: 4431) LiZ47 trailblazer fit & .
"disable" 2XH] trailblazer fil &

"status" fr 7Y trailblazer Fr & R A .

| smegers R
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. updatepvocert iy %

|

i%%lﬁ %UJ\T%/RT, JEN E’JTX%’L I_;):')EH trailblazerconfig CLI [513] 7 ° Eﬁ{%f@i}(ithTTﬂ: HTTPS lﬂ'ﬁD °
ffif& DNS JIR 55 #5 7T LUERT A U5 1] B a5 45 7€ 1 EL A .

Trallblazerconflguning%§Eb4 ﬁEElW:ﬁﬂEﬂ:
o B REEE R YA T O APT i S N2 ANIE T

o HERHT “ BRI X L AR o PRSI TR, HE R H AR Web S
Iff o

o CRGCEREA YT ik R R A A B AT TR

\}

EE*% %jﬁ&ﬁ%’i%ﬁﬁ trailblazerconfig ﬁﬁ/ﬁ\lﬁ“; ﬁ%* URL 4%@’275“%@‘?1%% E@trailblazerconfiq
HTTPS ¥ 15,

updatepvocert 5 %

R AZ5AE CLI #1%)% updatepvocert fi ?%%%ﬁ 2048 7 [f] CA IE;{% A HetE FIPS *%JJ:Q_FE/J ’&ﬁ’; 58
BHIBAR 2 A e 46 13 AR w3 B3 FH B B 1X o

WARJA M T FIPS, S2A MR 22 i ah LRI SRNG  JRREAIRR B IX DhRE 45 H] . A\ AsyncOS 13.0
THG, 15 FIPS BT e g 2 (il ] 2048 A7 UE ok a FHAR SN . 2R R R AR I IX . B
AsyncOS WA BA KK 1024 £7 IES

example.mail.com> updatepvocert

This command will recreate the PVO certificate and key of strength 2048 bits.

Also, the new certificate will be signed by a CA of strength 2048 bits.

Hermes process will restart post certificate update. No commit will be required.
Do you want to proceed with the certificate update? [Y]>

Certificate updated successfully. Hermes restart needed for the changes to be effective.

Do you want to restart hermes? []> Y

Enter the number of seconds to wait before abruptly closing connections. [30]>

Waiting for listeners to exit... Receiving suspended for euq listener, cpqg listener. Waiting
for outgoing deliveries to finish... Mail delivery suspended. Receiving resumed for

euq_listener, cpg listener. Mail delivery resumed.
Hermes will be up in a moment. Run the status command for hermes.

example.mail.com >

£/ CLl LR ECEE

HIE1 1E CLI 246, #fRIEREN Vs 0 % & 1 configuration H 3. A X4 R, % [ TP 22 LRI 1) 152 4% o
SR 2 FFREAHCE SO B B SO IR A R B A T E B ok, s il L saveconfig A B A I E
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wemasE ]

PR3 £ CLIZW, ] 10adconfig T MNAEAEL IR 2 "R R ORCESOME, B FARR SO (XML i) Rl

2| CLI .
TEATRBIF, B4 B4 changed.config.xml FSCAE, 4248 B 4L
Example:

mail3.example.com>

1

oadconfig

1. Paste via CLI

2. Load from file

[11> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

LEATREIT, ¥ B AT AR NG — AN B BB SO . G, 5T B3 Cul-D B &5 ok dr 2. ) 4R
Ji “REWEM T (System Setup Wizard) FH T H BN TN . TP HUHERI OGS B CHCIELIE R, 1Sz
TRGWE NS, ) &a, MAEL.

Example:

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag

</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings

Parlas S
BN A= (6]
TET LAAE 20 28 0 & 30 Dl e 2 8] 43 e w] I A= 18], d 22 m] BL3 BCmT FH ) g5 K28 1]

o (PR B hnm] W4 2% 2210 , on page 70

o A WA A RO AR FH IR 50, on page 70

o T A 18] s KA A3 L, on page 71

o FARPRISC RN IS 5 [A) (124, on page 71

o FRL CHAh” WCAAYRESL A1), on page 71

o FUF ORGSR 25 A, on page 72
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smegErs |
B smEnes gmymms=g

(N PREPNS =) 1Eane] A8

X247 ESXi 5.5 F1 VMFS 5 B L% &, 10 AL 2TB LA LGS =S E] . 61847 ESXi 5.1 /)
W, FfIh 2 TB.

)

Note  ESXi "R SCRR AR, FORMER, WS VMWare 3C#Y.

TG IR AU Ve 2 S AL S 8], TP T U 2B R

Before you begin

406 52 P AR 1)

PR KPR A 2 A PR L

FUR2 JH VMWare S (10552 T 00 BT HI At 2 )
TS VMWare SCR AT T SO FLRE £ 0 2 R 6
DU M HESEAE T4 5¢ ESXi 5.5 {5 E.:  http://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39ES57.html

183 [IUPRHT Web Filfi] 7644 S BB 4, ad B n#IH Web FLifi .
S HESIEE > RGSIE > WAAETE, FHIE M SU% 7 AR

EEMAT B EFRAER B

WA FEL N 3R1E
P WA B R T R R S TR WGP ETRIE & (Management Appliance) > R4 &18

(System Administration) > #;#& &% (Disk Management).

AE “ERCAE T PR ociE - B, SR 184G, b
204G.

R NN LA E RS TR IRS | KIRIEFEIRIRE (Management Appliance) > AHE IR
Iy BC (RS 3 1) B b 24wl FH K25 | (System Administration) > #2238 (Disk Management).
I

P 2 A AR B9 DX PRI A F 23 BE | KO B ER R % (M anagement Appliance) > &1 AR 55
(Centralized Services) > ZGIKZS (System Status), A5 EH
“LE 45" (Centralized Services) #4) o

B smEees


http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html
http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html

sFua=agransik [

KX THEZE B & KEMSE
Y

AR e EER A LI “HETPIR S RS 2% 1] (Centralized Reporting Disk Space)” 1 M4 A R 2 $ s . 4l
R “EFURLERE (Centralized Email Reporting)” 8¢ “£EH7 Web #75 (Centralized Web
Reporting)” , FrH R L T8 FHEDIRe. a0 RIRI P, WS F Web H5 £ 1 =14
A, JF H A5G B0 S5 1 B ) 23 S % 1]

o WURG R AT Web fRih, HAR DR 2 oAt s 1], WAE 7> BOm A s 1R 2 A, AP Web 4k
T DIRER IR IR A

* fEf “ Il (Miscellaneous) PCAl/D> SR T2 B, W SEIBRAN T 20K . 1155
DB oAl BOARORLEL 2SR . 56 71 0,

o A ORI PSR < 9 AT REAR A B B X AR B R IR A PR AR A L, TS S I SR . R AR A
68 2 DX Y A 22 ) 7 TRV RIS o 25 DX 14 O B U 1]

o 0T HABEARIIY,  An RAOR DA A3 8] 7 WO sl B A R LU, s I St 2 Bt B
LB A S 30 T A AT (0 2 ) Sy BC R ke

o W AUH I BCAUR T4 O A s ), A e Rk .
© WERBER BRI BCBEE AN E, WA R B AL H

IR BB R A= B R ER

2 3 At B A58 Aol FH s B RCAE) 75% I, R TR 3 &35 O I R G EAR. AEIBX SR I, f&
IR I it o
SR BX AR, 5 S 0B AR, on page 48.

B “Hih” EERIREEZ 8]
SRR REEAL R P S, BTN R GER . T LR 1P SO 05 DL 2670

SCAF
el A
B a(s HRaEmRiRE > R REE > BEITA, Aa:
o Hudi “RAN7 (Size) FIbREE LA A WRLE AT AR 2 HOML A
T

* BN A EERE AR BT H AT B
o BAEIFA DR H S GO0 AR I 0 SRR
© WERTAT, PRSI
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smegErs |
B =rsmussany

EEE i

EVE/TRRTEIN WO 2 FENFAS Y (BEAis BRI > BIRa IR, MR AT
ANt LA AR o

W & S Wi FTP % 2 % 4% 1) /data/pub H 3.

GXLESAAKR e G R | ERC B FTP Vi lnl ¥, 1620 il FTP Vs inl 4%
iA A m] . )

LWRIPNAN WU 55 BRI TR (System Administration) > % 2 & 38 (Disk
Management).

B B RS B ECEN
U S 2 T A AT O, SR 269 B 0 SR SRS AT, (LA e
AR, W LT B R A7

WS T ThRe 0 75 0 2 A% 0], 15 % e T A BN RE L 3 25 0 e B 2 WA S 1) WS (IR R
FABE#%) Bana] Rz 4% =518 , on page 70.

Before you begin
o T CKORE B 5y BC T R 5 W IR Biie s Sh RE T Pk o 18 2 1) O T4 4 W) dpe RAELRI 43 BiC, on page 71
RAERER.
o R LUAE RS DX il IS B 25 1R), - 57 AR 125 DX op T 2 AT s M AR S A7

S [{UBRH Web i) AL A IR & rh, i B g0 Web FLifi.

B2 UHEEEE > REEE > HAEE.

$123 Pl gRiEREAELE (Edit Disk Quotas).

S8 4 (1458, AR (Edit Disk Quotas) TUIHI L, H A4 B S B 8 (LATJRF T h b
SBT3 (Submit).

W6 {EiARHEESY, iR EFECEN (Set New Quotas).

$1B 7 ik HRIA (Commit) Bk T k.
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gtz egEnEasrrrEsnszaeE [

AEHHFREREFNRFETITRAETRNSEEHE
A\

Note gl bk Se i (AT DG IR, /A B 2 AT IR AF 2 A e LIRCE XSl . FRER, WSHE
P TR BB 22 4 BE 2 A (R D i vl BOBRH LA B AT O RGBT RO B B A5 Lo st ]
LA 6 BB AT 75 IN R SIS ATIROUR A o 155 2 B3 ] T RO IS 22 4 Ve 28 FBOCA TR T ) 41 g Bk
PLAE B AT A A B s A IR DL

S [UEHT Web JLTfi] 2224 & h, 2k B ngkIH Web FLifi .

$122 L EIRIR& (Management Appliance) > R4 EIE (System Administration) > ZFEIE{TIRR (System Health).
$®3 RiigwiERE (Edit Settings).

LA FLE R

IR 15t AR

CPU & /444 Fil % (Overall CPU Usage) BIME: 85%

A7 LTI AS He (Memory Page Swapping) ERIAME: 5000 7T
TAEBAF R (8 K% (Maximum Messages in Work Queue) | BRIAE: 500 HF 1)

TS FAIFHINE L

£ F§ SAML 2.0 &Y SSO

* & SSO #il SAML 2.0, on page 73

* SAML 2.0 SSO T_{E¥ii, on page 74

* SAML 2.0 [FJHENIHIFR I, on page 75

o Q] Ay 1 SIS AT R 2 X L L SSO, on page 82

o W AE SR A B & TP I E SSO, on page 75

%F SS0 F1 SAML 2.0

TR 2 A PR A IUAE R SAML 2.0 SSO,  DUE AR & F ml A F e JL 0 28 v 1) At s
SAML 2.0 SSO I IR 45 B A58 FH (AR ) AR U7 ) S B AFBR 25 X o i, 48 e H Ping B 0015 4 S5 1
SAML 53 (IFEF (1dP) JF H.EAT &3 1 7 SAML 2.0 SSO ff] Rally. Salesforce F1 Dropbox Ik J* .

| smegers R



B savizosso Tiek

B SERE A 2 2 A PR A TIC B SR SAML 2.0 SSO 5 iz 1 (SP) I, & ok gt B 5t — Ik,
TR ) A X RS, B0 HE 7 SR A b B X o

SAML 2.0 SSO T1Efi

SAML 2.0 SSO LAkt BonE FEH:
Figure 7: SAML 2.0 SSO T {5

@iii

Weh Browser Service Pravider (5P) Identity Provider (1cP)

User requestsfor a resource (for
example, ELO)

5P redirectsto IdP with SAML
authentication request

-

Browser sends SAML authentication
request to ldP

h o T

IdP authenticates the user

IdP redirectsto SP with SAML

assertion
SAML;gartion
SP provides access to the requested
TEmez
1 AR P AT MRS MEE R (ERwe) KRB B, 2R P b g4 &n
V1R 7 3% IS A o 2 DX %

2. RS PRAFEIP L] SAML S 413 56 UETR SICRE 75 K HLE [7) 21 9 2% 30 2
3. L AR SAML B 0y Ik T ok 4k 3 S 4R R

4. GO X A AT B I AE . B R AU o R A R BRI, R A
7)2%0

5. S HRALFET AL R SAML W 5 J 145 2L R 32 1] 193 24 3] B 2

B smEees



samL20 gpgmFRs ]

6. LRSI B SAML 17 35 ok SR 45 B LR
7. SEETIRET AR BRI R,

SAML 2.0 #4 4 | FA BR I

* 744, on page 75
* LU, on page 75
o BT AR NR A B 25 X 15 [ ALFR, on page 75

EtH
L 2 E RO RR B, ST 2 I SAML 2.0 SSO Jot FH IS I AT o .
=

R REAE ISR A 2 2 A PR B C B R 5 R R P A0 B A SR AR PP 1A fpi

BT 53 A AR R4 B S (X 177 (8] A PR

T S By P MR 25 XA SSO, A icAE, A EE GUKE TC A P A B SR AR S X URL
(http:/<appliance_hostname>:<port>) ¥y [ 357 g S A58 125 X o 7 1 O3 m] LA I 4 ST (B4 > BB
BRX > WIREMEFRRE XD Ui B IR IR X .

NAEERRLEEEHIREPEE SSO

iz
L EIRE B
TR | EASRET. HIPE& 1, 55 75 0t
DIR2 | KA L N IR 5512 1 ﬁ%‘\ﬂWﬁﬁé%@&%@ﬂ%%ﬂ&%ﬁﬁﬁ? . 276
0

FIR3| [{EIDP L) ACE S e R e LUE S B Be M o | 5 S 3R BRI BC B0 5 SO A8 B e A T A . 28

78 L
S| HLE B LSRR P R E . ERBIN B S HES LI E S DI RS, 2B
80 1L
SIS | 7E 5 AT SAML J& H AM# & 45 ik JAH SAML &4 561F , 25 81 7T

AR S

© SCRFI SR ERERESY 2 76 1T
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B oswsnrpes

s T 2ZadfEriEt . 5 76 1

XER S MR IEERF
B UERAS IR LA 0 51 G SR AR 7 R 15 52 SO RIS A 22 A B A (SRR o LN 2SRRI S SR AL 7
* Microsoft Active Directory I & £ {3 5 iiE Ik 45 (AD FS) 2.0 M2 S i fi A
* Duo Access Gateway

* Azure AD

BAT&ReBERIER
IR 3 2% 5 G BRAERE e 2 TR I8 A5 BT s 1 R AAE S
o WURAHE SR SAML S IR KRB T4, s v 52 G 3L LA 2 In & SAML Wi 5, 153k
0 25 4200 Pk [ 25T CA BIIES LA K SR FASH
o WA H SRR 6 SAML Wr 5 3E 74544, W SRIC S SRR IE P o S I BB
BEAFE R EIE T2 44 1 SAML Wi 5 s

HIRIEH
HH, B IREAIEAS R pfx i, A R0RE B A IO 0 IR S5 SR AR I, 200K I 4 pem A%

ZORAUET N pfx WA pem M, THHAAT LT 45
© IR %AE OpenSSL H, I P A B HAREIE S (pfx).
* @ﬁU\Tﬁ“ﬁ/y\U\pemi‘%fﬁ%ﬂhﬁﬁ% openssl pkcsl2 -in <certname>.pfx -nokeys -out cert.pem

* @?TU\TﬁBé\upem%it%HﬁA«’éﬁ openssl pkcsl2 -in certname.pfx -nocerts -out key.pem

-nodes

* @ﬁ&?ﬁ‘ﬁé\u}}\ﬂv’éﬂqjﬂﬂﬂﬁf%%ﬁ% openssl rsa -in key.pem -out server.key

BERARREEERERENRSZRMUEF

Before you begin

A I 4, on page 75.

SB[ Web ] AL A& D, i B g0 Web S,

$B2 HHREPRE > RHEE > SAML.

W3 A RS R, dRInAR KR RF2F (Add Service Provider).
LA N T R

B smEees



pENnaRssnzenssmsaees [

FE i RR

e SR 44 B BN IR 254 R PP G B ST IR 44 R

=Ry

4% ID BN IR S AR T A JRME— 2R (FEARBI O IR #) o SR bR 7k
4 1D A% Ol H 8 —> URL.

L5 1D %X B R AR 4R & SAML Wi Hh i L BT R SR T R X
VP BRI E . FOE SR SR AR PN, S A B

Wi T & URL TES AR RAE I e UG, SO RHEFE 7 SAML W5 R I% 211 URL. 7EiXFp

THOLT, I SER ) B (1 17 ISR 29 X %) URL
SEFBONATRCE . BOE S R PRI, T S A

SP yF Note RHBACR pem %K.
2SR IIETEK

UISRAT B A A SAML S IERBERTAE 4, BT L FRAs
a _EALEBRRIAY.

b. AR

¢ BHEBRIER.

BEEME NS

1SR R 4 (T B DT SAMIL i 5

a  EALEBAKITS.

b, H AR

AW AR A B G AR AE XS SAML Wr 5 AT45 44, IILHEE RS

SRR REEIE T, DA 20K S O SRR 3 UE B I B s o TS RS
PEAULRE PP E R 5 RN A B A5 18 {F, on page 78

HIEAE R AN RS R
G R o e i H S A (s R .
BARBEARN PN NS PN G 16

S S R R e 1R H S AR e .

PERS R (Submit).
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B soneeermsssannsgmesas

FE6 LN “SSO BE” Ui bW R RS AL To Bl (944 ID FIMrE %) URL) DARAE “IRSs4etitpg” ol b2
INAFR ID A% e AE S IR AR P R BRSSPSR P B, F SRR
A LLE PR OB E R S S . i B TTEUE (Export Metadata) JEORA7 7o El SO SRte G iR 7 o iy
s N TCHE SO IR 25 P IERE PP PR AR 15 R

What to do next
BB BB R ARG N SRR . WS S PR AL E N 5 DR A A FE R A, on
page 78

REMREEFEEASERATEERERE

FHiaZ |l
R
o R B AE IC BN IR S5 PR R o T2 PR JURE A 7 2 A A BB O B0 IR 55 S AL, 2R 76
it
© CRBUR ST PR el VRN 5 R T e SO o TS B DR B e PR A C
MRS PEBRESF . 2 76 T,

=

TR SRR, PUTEURERIEZ
« FEMCERSRAREF (M) KiEgER.
© BRSSP SR e AU VRS M T EU SO N B SR SR PP PR AR (5 R T AT S
A0SR CA LA TIE BN 0 SAML SR I U5 SR MEAT 244 slii T RN SAML W5, 5 DRoRsAH OGAIE P8 I 21 5 43 P it
FEFPA
RGBT, WS -
* K¢ AD FS FCE 4 5 IR 22 a0 B a6 AT AE 5 58 79 1.
* K Azure AD FCEN 5 BH A B A HEATIEAS 28 79 UL

* ¥ Duo Access Gateway it B~ 5 B RH 28 BB AT 28 80 UL,

TR 2 A0 T SRR PR oo Bl seke o T B O SCrE

T—% it a
CEBA LSRR E . TEZ B S R R P i B0 5 IR A B A T, 5 78

ﬂﬂ%&

B smEees



#ADFSEENS5EREsgmesnmas [

K ADFS e BN 5 BRI ERRHFHITER

PLUF 2% ADFS (2.0 K A Tt E ok 516 B BE 2 A T 1045 BT 75 AT I B BT 45 A R Se 3R
TEAN 3B, 721 Microsoft SCFY .

« RRSTHRBERE P (e i) I 5T 2 URL U 4k .

o AE CHYTTEET > BRIRFTT > CHRGRTRRIRTE MRS R (BRI sk
ID. UHRILIE S Y b “ RS PEOERE) " BEE AP ISR ID (AR .

© WMARCRERIRS R () BN AOX CEA I SAML S gEi sk , i LA osH
WREPHAES T4 SHEAEER) » IR car i, 78 “HRITHEE" > “mit” > “2&
CZ

o WARTFRIRE AD FS BCE A AR N 1 SAML Wi, US4 “Hhakur 5 E” > “Jmet” > “InE” '~
EA cer MMM SR MR P10 (BER KD IEF

CAE CCPRYTIEAET > ORI > R MR R AR BIE N SHA-1,
o IR0 E SN LALE i )Y P AL RS SPNameQualifiers I —A 7€ MU 431«

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=

c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

o S P R IS I ATUR S R, LICREIISA k1) LDAP J@ PEAE g A% A 2R sl
Kike WLAN, VEBHORS AR Fe A, LK 2R PR LDAP J& PEVE A AL th A 2R CR$E
M) Kk

1% Azure AD It E W S BRI BB ZHITIBE
DL &% Azure AD i & 8 5 88 W% & AT T84S BT i AT I B AT 55 o A XSS BERPEGI Ui, 155
% Microsoft Azure AD 3CHY,
 BEARSPEOERT (B WS (] & URL AN 25O A 3 SAML W 5 1R IR 45 S A1 i AR TR AT .
o T “ANVNH > BTN A > BB ERN A > B8 8 > FEA SAML” BCE K, fE Azure [
NIRGPR CGR&R) SER ID. IHMRILE Sk L “I2E/i” wWEHK “SHR ID” HAH
[A] o

BRSO IS SRR (B WL N ROIR SR K) SAML S 0IEIEoK, /R “SAML 244 1E
T 4y C ANV > BN > AR R > BT > SAML 4017 ) R BB IS
RIS T332 DRI .

o FE RPN E Sy C AL > OB ] > ARE R > R sk > P s PR
W7 F, BCEA SIS INA R E
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. 1% Duo Access Gateway BLE A 5 BRI R & EEEEHITER

o fE AN > BT N > ARE RN ] > HEPAL” NI R AL, LUV BT SAML
b 5 ) o B BT

4% Duo Access Gateway it E A 5 BRI R £ BB IR ZHITERE
PLR 2K Duo Access Gateway It B 5 & 2 AT IS Tl AT I M AT 55« A RS HE VRSN Ui,
%% % Duo Security SC#Y .
o BEMRSSPRALRT () MW A URL S 2O AR BE SAML W 75 1 IR 45 $e ik v 28 v
* fE “Duo FHUM > N > R4 N > SAML JR&HLA4ERT” F, BRSO (&%) KISk
R ID. WEHRILE S R & L “CEER” wEHR R Sk ID” EA .

o IR VOB IRSSIRAL R () BCE b RIE L4 11 SAML S0y 5 iF1E K, WA Duo Access
Gateway Lt E GO AR, W8 LARRS AR UE T (H 24 S0 Kuigsk) , k1R
H .cer ¥3X,

ISV ARL By RV SAML I35, 5 AERCEL T AUGRE A K 1110 54 B VN
Lk cer it AEIRSFHRONE CRER D .

“ #E “Duo FFHLIINL > Rl > (5 > SAML HZFHL0EE ™ o o5 “NamelD" K50y Mt
KA .

75 “Duo UL > LI > (R3] > SAML FRFSHRULRT " K, ¢ “ s WS Wy
SHA-256,

* {& “Duo HHIMMR” I, ¥ “SAML RS FEHFETHRE" FAF HBCE CHE, FHR RS SCHE R
SAML MW H 5 A Duo Access Gateway .

ERRAAReEBERE LRESMEHERFRE

Before you begin
il PR
o CRCE S M IR LS R85 . TS PR S R R el B B R A A BB A
1, on page 78
o ST B Oy SRR e B PR A1 T ) e B SO

SB[ Web JLII] e AR d, st B In#kIH Web Fiifi.

PIR2 EHFEERE > REEE > SAML.

PRI 7 ST (Identity Provider) 14> T, i iRmImZ AR EFERF (Add Identity Provider).
PB4 FN THIEE R

FH i AA
P SO 4 B N 5 R SR P S B S I A4 AR

B smEees



iR samL shiiE

FE 15 AR

FlE R E (TR E B R R 7 i &)

S0 ID NGO R BRE R I A R — 2K o B BRI S A TD s 20 3 2
URI.,

SSO URL i e M5 FE AT 7 620 ) LA 3% SAML B 43 30 175 5K f¥) URL

EFS R G SR AEAR P XS SAML W 5 T2 4, A28 b AL 5 SRR 1
BT

EBRE (PSR o)

S\ IDP JCHE S NTTEE (|mport Metadata) % £ o8 St

FERE FAIINE AL

What to do next
J& H SAML £/ 51iF, on page 81
B A SAML 5458 iE

BT SAML AJA AT “Fni Bk . DU AT B IeE,  JFR I 1oy fogs AR .

FHiaZ |l

WS O “IRSCHLOLR 7 A “ SRR 7 W ESKICE SAML Bt & SCE. 1152 [ Wifal 48 J8
B R4 T iCE SSO, 2 75 i,

1 HEERRE > REEE> AR,

HIE2 1) FRB) PSR EHIEIE (External Authentication) #45 .

$I1R3 HidiZA (Enable).

HIE 4 b B AN B4 E8IE (Enable External Authentication) & HE .

FES N FHFRPIER SAML E 4 G4 i,

PE6 (AR EMNESRIIEBERATRERET 7B, F N ZE N WU il R e P2 R
JEVEZ IR T S SRR PP I E s v . BRI R S AR B ) “JE MR RR” LRSS H . XTIk
Tie WIRAECE BT, BAKR AU FBerh T E B UL 4 H .

W1 EEBRST B, MR TUE B T SCH P A, N SAML H sk A AR E M. T BUR R T (Add
Row) LAZS I 2 A f (e o
YW AL B LB . S RT DA “ AR AR JE LU SAML 1 sl BT B 4 B
AR MERMPTEAER, WESH “H (User)” T

| smegers R
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B wmssmmemsxEs sso

TR 8 FAIFHINE L

T—% Mt 4
JA T SAML A1 & By i, 85 mT LAE ] e % 8% i BN R m B REEL, I A A LLE

RENB
SnAT A LR a4 PR S X EC &SSO
TRz 3R1E BEER
E1 | EESREKE. HI 24514, on page 82
w
B2 KB AIEN RSSIEE R W REURE N B2 2 BV TIC B0 IR S5 SR,
L7 on page 83

%3 |[{EIDP L] BCE SR AURT LLE SIS0 1 | 55 g SRR IC 0 1 JEUR Y 25 20 42 B
A . Bl

P BB BB R R P B FERIRE R 2 A B % B S PR R

W H, on page 86

FEBEAE A B AR ERR =S X SSO. hy b S B 15 XA TSSO, on page 87

Sk | Sk®| Sk
o IN

E6 KIS B RIENLHIE g B S
5+

AR S

* AR AL SUE AT 10 SR SRR 17 2 IR R 2 B A KSR . LU RS2SR I B4
MR F?

* Microsoft Active Directory 55 & 1 5 UER S5 (AD FS) 2.0
* Ping Identity PingFederate 7.2
o BB 2% 2205 9.1

o SRR B S R F Z B A5 B 1) R AESS

 UTRLA LA SAML SR IOUENTRIE T2 40, o 750 2 (R DR T T SAML 5
PRI E1 244 150K F1E A E CA I3 RO,

© WERA B SO R UERE X SAML Wi s 3472644, TR A PR LR e (e 4D . 8 s i
A SRR A UE L2544 1K) SAML Wi &

B smEees



pENnaRssnzenssmsaees [

RERATZEEEREEENRSEHEERF

Before you begin

PR TP 4T, on page 82.

SIEN (LR HT Web G E4 A BBt T, ek B ngkid Web Ui

PIR2 EHFEERE > REEE > SAML.

W3 fE RS Hr T, RdiRIAR SR 2 F (Add Service Provider).
o7 L VNIRERZ TN SE

FE 15t AR

e B S A 44 R PN T e O W - B I VRS

BB E

244 1D BN AR BRI A R — AR (ZEABI P A BB ) o RS HR AR sl
1D s 3l H 4 —> URIL.

SR ID # SR ARE 4R E SAML W & vh I HT P B R A 2
IEFBA PR E . O E S SR LR PP Iy, SR A0 LA

Wi 5 {81 URL TEG O IIE TN TERUT, B BRUEFE P oK SAML W7 5 &% 21 URL. EIXFl

TEOUT IS8 ) S8 IR S 25 DX f¥) URL.
VP BN E . OB S R R P, S ZA A

SP iEH Note FVHNLIURH pem k%X,
B2 SR IIETEK

WIRA BB AT SAML B IEE REATE4, AT L R R AE
a  FARUEB R G R .

b. HAR R,

c. WEHERIFEK.

RE S MEME

BRI S 0 SR AR PP IC I SAML I35

a  FARUE TR G R .

b. HIAFAHE.
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il

B sovreerrsssannseegmesal

P T
Al WAL MR AR P AT SAML W7 7564, IR I
U FRIEI I, AN SR I TS I 86 o §5 2B 4 )
SR RCE 5 SR 385 2 I A%, on page 84,
ALV LA
PR R R L6 AP
AT R A ONSEN YN CLEE
P BMHIRY TR R G AP

PS5 iR (Submit).
HE6 L N “SSO WE” Tl E B RIS o Edls (924k ID MM %/ URL) DARAE “IRSS4R 4t~ m b
IRIIZFRID KXo 75 S MR ERE 7 L0 IR A5 SR (R 7 R N, 7 X PRI

A LR TR SO 3 . i B TR (Export Metadata) J U AE o H SO SEte B R LR 7 fuvr
T N TCH ST AR 25 PR R P PR A5 S -

What to do next
BB E BN R ARG SRR . SRS ORI P L E N 5 RN A A B Al
{5, on page 84

BERREEFEEASBRATREERLEERE

Before you begin

TR L
© RSB A OB IR S5 PR o U5 S DK JERE P9 7 2 A B BE 45 150 B0 IR 95 (1R, on page
83,

o CR BRSSP UL P e B v E B E T oo SOt . WS R RN A e A B A T
JI MR SRS, on page 83,

TR SRR, PATLU R L
« FEIMCE RS (BRI MIEE R,
© WS B G PR R SEVR RS MOC U SO N S5 R R PP PR AR (5 S T R AT S

IR EORE A TIE B O SAML By B0 UE T SR BEAT 25 44 sl iH RIS SAML W5, T DR A GUE T3 N 31 5 13 3243t
FEFFH

B smEees



BADFS20 REN sERnansgreanmas [l

ARG R RE U], 520
* ¥ AD FS 2.0 [iC & 4 5 JRF 252 A9 B %4 AT 1045, on page 85
* ¥4 PingFederate 7.2 it & 4 55 BURHA 2822 28 B %1815, on page 85
o CERHM L 2 AT % AsyncOS I $81 ) http:/www.cisco.com/c/en/us/support/security/web-security-appliance/
products-user-guide-list.htm! ' {45 1% B BLE A HR R EIZ F 00

PR 2 A0 T SR SR Y o Bl sk oo T O SCrT

What to do next
B E W& LSRR PR E . IS DR N A 2 AR % FE S PR T 1 E, onpage
86,

FADFS20 i ENERRNAREEREEHITERE
PLUR &% AD FS 2.0 Bo'E A 5 8% & A7 I8 A5 B s BRI T IS AT 55« A RS FERITEGN 113 i
i 2% Microsoft LAY .
o BRI MLFRFH CGR &R WS s URL N A4k 75 .
o JE CHERTIEATT > “RRIRTET > PR RRIRAE T R A RSP GRSk
ID. iHMORIC(E S e b MRS SR 7 s sk 1D AR
« IR KB ERFIRGRMIEF (K4 BE N RIZEZLE SAML G0 56iFiE R, 1 LRSS 1R
PEREPRET (H T G MEARER) , IEPRH certsX, 7F “H4FEE7 > “EIE” > “%
EA
o WA ADFS C B oA ARk N2 1 SAML Wi &5, WS7E “Hh 4k i fBAE” > “J@ik” > “m#”
AL cer M MRS IRAERE 10 (A1) IET5.
o JE “HRERTIEART > “IEMET > R MRS E R E N SHA-1,
o YR R BN RS I AR A G N, DU IR A bk 1) LDAP J& A R 4% o A5 B 2R A R Edbdik)
o IS E GE UL LLAE Wi Y A AL RS SPNameQualifiero N A& H € S 7~ 1] «

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<appliance-hostname>:83") ;

1% PingFederate 7.2 It E A 5 BRI AR R & EHIREZER

LA /24 PingFederate 7.2 Wit B4 55 WA AR DT ils AT I S AT 55 A RSERERITEANR I, 1521
Ping FriA3CHY .

KRS UKD TS Y URL S0 BSCRET h 100

| smegers R
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B ==nnzzepmre tREsnRERFRE

S AE “SPAERET > “HMMER” > A EIKHERISIR ID GEBE D) R, MIASHER (R#D MK
1D, RIS et b IR BELH) <SR ID” AT

CWRCHETR (B TUEN RIS A0 SAML B G ER, RIS H R IESS 146 F)
CERIRIE” WA (“SPIER > “SRIE” > “EHRIE” > “BHRIEEL” ) .

4% PingFederate BBy KIXINBNY SAMLIT 5, WHUZE T () IOIETS 1A65) “%
PRE” W5 C“SPIER” > “IEIE” > “HARIE" > “HEHE XML MEED” ) .

SRR PP DL LDAP JRPE-ADFEMIE ¢ <P AL > < RAEHSEIR T D

ERRARReEERE LRESMERERFRE

Before you begin
i PR
o URCE S IR LS IR 885 . TS IR S R R e il B B R A 2 2 4 B
%1015, on page 84.
o ST By SR AR e B PR A 15 R T H ) e B SO

LI [{UBRH Web R A0 A B &R, i B g0 Web L.

SR 2 LIFEIRIRE > RHEEIE > SAML.

PRI 7 S AERET” (Identity Provider) 14> T, iy iRmImE AR EFZRF (Add Identity Provider).
S A WA FAIEAE A

FE 1t AR

W S A BN SR SR AR P L B S A4 R

MeEBCE (Tl E S P 5

S 1D NSRRI A M — 2R . S M SRR P S A ID 1o 2l
URI,

SSO URL oo IR A5 B AR 7 2 20 ) HL R 3% SAML 543 5615 3K 1) URL.

EFS RGO SR ALFR PR SAML I 5t 17254, A28 b AL 5 iy S AL FE e 1
C AT D

FLERE (PSR RERE T o)

3 IDP Ju ¥ i SNTTEIE (Import Metadata) Ik H 7t Hds St

PRRS FLAIHIN AL

B smEees



mummemsxamsso [l

What to do next
g b SRR 25 X i ] SSO, on page 87

AR EMERRE XS H SS0

Before you begin

R4
c CACEEHEIRE > REEE > SAML TR E.
o JE ISR B IX o 16 S B S SIS B 251X

SN [IURH Web FHIlT] FEL A I B A&, ki B EIN Web FHif.

PIR2 RKIKIAFERRE > EPRS > iR ERERX.

LB 3 HilimiBigE (Edit Settings) J: FEZE] “HAH BB X Ui (End-User Quarantine Access) %)
P4 RO CRAH P RREX ViR .

PES K EA ) B O IUET VAR E Y SAML2.0.

W6 (L) FRE RO RT, 2T BRI IE S

PR T RTINS

What to do next
FEHT I B0 B AR L8 N s B 2 HH - s

7£ AsyncOS APl 1) Bl A & % £ &1 L fit & OpenlD Connect
1.0

* Bk, 588 T

o TAEWRE , 25 88 L

s BV IE) AR, 5 88 T

* HURESAE B89 I

* {E% % I E OpenlD Connect , £ 89 11T

* fffH CLI 7E 15 %% LB 'E OpenID Connect , 5 90 UL
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TIER*E

450377 9]

JOBHN 75 24 PR 4% S R S 4l F 5 0 3L FR 3> (IDP) AT OpenID Connect 1.0 547356 UF [t 3 FH 5k %5 )
u A, UMEE B2 a] B AsyncOS APT 3T 084358, Hp, #81&{f# H Microsoft AD FS

347 7 OpenlID Connect TAIE .

FELUR TARUREH, AD FS SIS BERE Y, AN RE P i A2 7 i, i et 23 ]

VEGEIIR AL o

TR:

1. fELUR TARGAES, ADFS SBITI/ES IR R e, SN IR S I 20 i, 1 e 2

HVE RIS HERE T, WS RAE % % LHCE OpenID Connect , 5 89 i,

2. [—IRMENESh] B AR YE D I8 1 A HCE $REL OpenID Connect it & G A AT 5 (48, LT

RV ) o

3. TEAE AD FS X AN HEAT S 43 Bk Jm AR T ) R o A7 SRAR AT 0] Uy 1) 4 L BEAT £ 43 B UE AN

PLCIPEANTE S, TS 0 5 0 B E B AR P B S R LR SR
4. ¥ APLiEK 5 ) &R — R E B4
5. WS 2 SRR LKL IE APTiF R )15 ] 4 W
6. BEEXI USRI PR AE ] GERE . AR HATRIE.
7. WA A AR BER B AR 73 B 2 AR AR, DA ) AsyncOS API.
8. W2l AsyncOS API i RALALIE 24 i [ o

St

PR 2 7 B 07 1) 2 A e i X

PR

alg:RSA256

typ:JWT

[]

kS

claim:aud: CiscoEmailAPICaller
claim:iss:http://adfsserver/adfs/services/trust
claim:iat: 1594712147

claim:exp: 1594712807

ENERES
88


http://adfsserver/adfs/services/trust

mesd

claim: CustomOrgldentifier: MyCustomOrgld
claim:LastName: Fernandes

claim:FirstName: Erik

claim:Email: http://erik.fernandes@customorg.com
claim:Role: LogCollector

claim:Role: ReadOnly

[.]

BEAAX SR IR UE B LA SE88 42 (1 1 [r) & et
* RSA256
* RSA384

* RSA512

AR
{EAf ] OpenID Connect it & ¥ £ 1, 15 # ERI4 2 LA R AT E 4 F
* B SCRFE AL VI T 1 S Oy SR
o JSCFH R DA B 0 56 TE AR R PP R AT B0 B0 E A 2R ) 4L
* WA I Ll HTTP &880 S S0 uF S EF2 /7,  LUESREL OpenID Connect TG L -

7£1% % LB E OpenlD Connect

FHIa Z Al

T PRAEAT 5 AR 454
© SRR SRS PP AT 0 R CRE TR 1 S A SR AR P WD
o ViR S R, DUE SRV s & AT B e IR SR 22

HIE1 ik REEIE (System Administration) > Openl D Connect.
PIE2 Hi4RiEIRE (Edit Settings)
B3 WA TERT RN Z4, LIRS OpenID Connect:

| smegers R


http://erik.fernandes@customorg.com

B & cu #Eig& L5 E Openid Connect

OpenlD Connect %% it BA (Description)

SRR T HEE URL | %A 1388 OpenlID Connect Bt & JC A0 (1) 5 43 $2 R FE URL . 1% 803 F T-500F
Vi 1) A hit

DU A& S 4 3R 4R P URL #7451 - https://example.com/adfs/.well-known/
openid-configuration

B BNV ] 2 BRI 25 R TREL
pE = TEYGUET ] AR, AR DA 5005 7 ] A WL 28 3 75 B AL AH D
DL S AR WA A 7581 - http://example.com/adfs/services/trust

AN B N DA U 1) 4 1) 52 Ak P WA D FC 1 52 ARAEL
iR WMIRBERMEZAZAME, TEHRERMIT (Add Row).,
A4 R B NV ) A R R AR, AP RS TH P SR AR T T
AR RO .
B PEALFRE Y BB A M) | B NAE S PR P R 45 2 b e U P2 f 8, AR R A 0 2% E B R 06 A
P3N HoFH P A, DU AN f

iR W RBERIMEZA A EMEC S, W RTRINTT (Add Row).

TR A FIFINE S

T—% M4
¥ 1) 4 BEL 5776 AsyncOS AP 1 F 42 BUR AR S, IR i% APLiE K.
U2 AP “HRAUERE” ik 115 W 2R A AsynOS APT (17~ 4] o

curl --location --request
GET 'https://sma.com/sma/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’

--header 'Authorization: Bearer <add access token here>’

{§ F CLI 7£1% % L BZ & OpenlD Connect

] oidcconfig iy &1 AT LA LS
* £ AsyncOS API [#J#E# 2¢ ERCE OpenID Connect.
o B MR AE R 52 i) OpenID Connect Fit & 3 .

BEXLE

o i FHISGEJE DU, on page 91

B smEees


https://example.com/adfs/.well-known/openid-configuration
https://example.com/adfs/.well-known/openid-configuration
http://example.com/adfs/services/trust

* WHE LD, on page 91
* WLV E, on page 92

{5 F Ut i R 51

ORI A B 3 B AR (R BT o O T LA S a6 P A DR ) DR 7 1) 87

et |

A

TR HRAE

SEUNIIEAYIELEN . P TIE S

%ﬁi?ﬁ%ﬁiﬁibuﬁﬁﬁﬁ @%F}A- DELﬁaMﬁEE’J RO 2K

TeFPEATHT “IIWGE I ” (My Favorites) 15 4.

XL P A AT B Y

MRk FEFR BT SR (My Favorites) > mEFKBIET A UL R (View
All My Favorites), 4t IR Ha sl SO .

G AEASOROIC BT . A PR

MR PR T B Wi S (My Favorites) > B E K HIER B Uik (View
All My Favorites), #& & fit S g 5 ORI IR 44 B o

ERTE P WL B S (My Favorites) > BEFFAWE AR (View All
My Favorites), #X 5 BRI A 25 .

e BICE UL T MNE A B A BT 1 3 B OSSR (My Favorites) Sic B ize A i

p (X1 E=I R T] TEPEAT AT e B B o DTG58 (13 [21 2 _E — BT (Returntoprevious

page).

EREEBRE IRENEERP
A G 03 BOAIE A i AR B LR B3 00, P RTS8 22 A B 24 I mT LS FH e AT :

« BE (NMHTF GUI A

e N SR TN TP
o R I AR (RIS L Cng Y R A& 300 vl - WS AF A Web 5 1t D 1T ) — #4823 IR ] ¥ D
o Rt U R AT LI AT

D) IE TR T 6

FEYE XSO RN, KR IEFIRI (Options) > BIEIN (Preferences).  ( “3ETi” (Options) 32 A
T GULH LA Ffe D) S8 S A8 BTl 5 . ANTR 20 B .

smegers R



Tip  BR[AIBIEALEDT 0] “ B kI (Preferences) W2 {25 & K JU I, 375 B o5 0 T JE 6 YR [B1 B _E— T3
(Return to previous page) &% .

ITINED S A E RO P A
LA S YA FT P T DA LB B S i R

Jk
Ry
&3
Imfg

© BN TR 592 I

* WA Web AT OLI AT 26 92 1T

H54Z Web ERBR 247

ARG DL M TR T s s s s LT v 5 o R ) “AE IS oL . Bek
FEAEHT Web Ft il B s KD REA I D8t o A F s DL v 2l T F 3 20 A A gHoAy B - 5
BEA ORI 00 LA o

HE (U Web FHIT] 62 BB &, i B ngkin Web S
PR2 KXEHERRE > RREE > ENRE.

3 PiidmiERE (Edit Settings).

HEA P “fFHE T (Usage Analytics) 7B B (Enable) & i%HE.
PRSI L.

B E W 4% R TR
AT i Web SIS I L R RCR,  ERHEEIUE ] Internet Explorer e 245 7 %

)

Note 4 f )5 FHULTh e Sl T A I L Sms, ST LAZE A BTl Bt

SN [{UFRHT Web FRIHI R A MU T, ik B ngkIH Web Ui

T2 KIERERRE > RAEE > EMNRE.

B3 HitidmiEiRE (Edit Settings).

FIB 4 %k T IE AR (Override IE Compatibility Mode) ‘7B ¥ /2 A3 (Enable) 5 IEHE .

B smEees



BMEFREE LBRAMRSHRE

TS FAIFINE L

ERMEERF LEAMRSEAES

A LU CLI H1) diagnostic > services AT kK.
o HH B RIS, A E RS S .
« BE WA LA RS IR .

. EERERS AR
FE MR GIH, services drd M T AR B LA R IS HIRE .

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> reporting

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> status

Reporting has been up for 28d 20h 45m 35s.

. ESEBIRERAR S
%E1<ﬁﬂﬂﬁﬁ?ﬁﬂq“, Serv1ceslM‘?Fﬁﬂ:Ei%ﬁfhgbﬁiéé thﬁﬁﬂﬁﬁgﬁ#ﬁﬁﬁhﬂ&é§

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

| smegers R




gmEErs |
B ==rumennnz

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> tracking

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> restart

EIERIER M AR

B A AR I S AR ARUE MU LR ORI I R sk e S, DM I R . 5T BLA %
S B IO B A LR B2 A5 AR A LR -

© RGN - BAHAZEARIEBAWUNI TSR . ILBIRIRN RGEHIE.
 HEXHNEE - AT LLE E SCRAFRIEB AU, K58 B E IR A B

\}

AR BRI, T DME R RGeS s e A, R N P .

A LLLE GUI " F W48 (Network) > iES (Certificates) > 4mi5iE P M & ##4 (Edit Certificate
Authorities) Ui Tfi, B¢7E CLI H i certconfig > certauthority 4 .

7EM 4% (Network) > iE$5 (Certificates) > #R4EIE P M A& #1144 (Edit Certificate Authorities) Uiy, #n]
PAFRAT LA N AT 45

s EPFREMHRGEYEL. BTLUR B RGEYIER. AREAER, WS RGEHm
RHUIBIZE , 5 95 L.

 WFR A A SCIEBAUANISNL . BrT LU B B A, SRIa ASCA S
FAINE . AREAGER, HSHIANHESGEBMANIIEE , 5 95 i,

o FHAEBEMUANSIER . 0T LCRHIES SUR U REEF R B € AR T I A IS & EI
FAMLE. ARTMAEL, SR FHIEBSURUSIER . 5 96 1l

7EM 4% (Network) > iE$ (Certificates) > EIEZ{FEHRIEH (Manage Trusted Root Certificates) 1L
[, ] PAHAT L N5
s BEUEBIHE XMARFIIR. GRFAGEE, WS BoRfGEHuET , 2596 i,

o ERILAE FE . BT LR SR B AFP. AXRENEE, ES MR E < Xk,
%96 T

B smEees



sRzgmrsmenaiz ]

ZHASIERMA TR
T2 I R GEUE WU U IR TCVE e EINBR, (HO, REmTLUS RIS e s3e . SmT LAZE
s I SRV i A T A1 R AR I A2 L IE S .
UK

L BURE L]

S M 4% (Network) > iEH (Certificates) Tl

£ “UEPM AN (Certificate Authorities) #43, i
4RAEI%E (Edit Settings).

—

Sk | Sk
SE | ¥
N

LI | X} “RGHE” (System List) H.i1725F (Disable) £
PR | P H AT

SFABESGER MAE 53

TET DAREMUR B AR NI B € B2, JRRBIR T AN B BESCPFAZ00E PEM AR SN, HALRR
A AT AL B UE B AR LR FOUE 1 o

HIE1 4 (Network) > 3E# (Certificates).
P2 PidmERE (Edit Settings).

$B3 %P B (Enable) kil

LA A& AR P RTHEE X (Choose File).
LIRS WEBUEPIERALE, AR5 E#RE (OK).

L6 [Mik] kT “FQDNIKIE” (FQDN Validation) &2 UEHE, DA F VM1 9 OGS B b AF R “ A4 PR (Common
Name). “SAN: DNS #FK” (SAN: DNS Name) 7Bl # /& 151 5 FQDN #% 1.

PR T PR (Submit).
EB O FIEN CA AT UL TR A
* B A]
«E1H
* f£1F CA brid S BN “True”
© WS T T AE AR UL, WS AEEARIE TR HIA .

| smegers R
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B ssesmenmnx

FHIER MR 5%
A R RS FTAS25 (A IR P, o SS9 ) 2 XA
\Y

AR RTLOR A AR A xt SCPF, JF AT G AR N s SR UEAS R AU SRRSO
FE AR HT P A B

HIE1 iM% (Network) > iE$ (Certificates).
P2 HulidmiERE (Edit Settings).
“UREIE” (Bdit Settings) ¥4 41 H g SCUE B AUERFZASEAAES o
FEI RLF B AR,
$£B 4 pi S (Export) LU HHET.

BREERIESD

L1 M4 (Network) > iE$ (Certificates).
$IE2 P EEZ(ETRIES (Manage Trusted Root Certificates).

CEBIRZAEATARIE T (Manage Trusted Root Certificates) 2341 H [ & SCFUBEHZ /G AL HIRE TS .
$£1#3 %hBEISE (Override Trust) S L HE LA 2 (51T
PR A PR (Submit).

1E “EHZAFEARUET” (Manage Trusted Root Certificates) UL, #n] LR “ F4UETS” (Download Certificate)
PUT BGIEA FR H A7 il B A -5

fIFR B € XGEF

HEB1 i M4 (Network) > iEH (Certificates).
$182 1 EBF(EERIEP (Manage Trusted Root Certificates).
CEPRZAEATARUET” (Manage Trusted Root Certificates) 241 Hi H & SGIE 15

FE3 Ll (Delete) LUMER H € SR AFEMIE
P4 FAHER (Submit).
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iRt e 2 ERLE S 0N s |

AR XS 2 ER1LiE2 (IDN) B84

JORFZ AR Web 7 PELES I LA ALK M btk 65 TDN 35K e
HHT, SR OGO SCHF LR 5 1) IDN

BB TGS BIME . ZOKIRE. 235 [, RNt DREih. S5 Dh R
PEARAIE . HE AR TR SORERE . BUREAHE . BRI JEndiE. IR, BRI, Ok
MG fLRJEHE. TiRAE. SEWAE. BEWE, JE. SHLHRE. FEENEEE.

RRONFEPNTE 5. vhilE . fRiE. HE. 48, Sod22if, ol PR, SoRRNE. had, s
W R BRI AG E e ih
X EM

 HiE41F IDN, 55 97 T

o WIPE SRR A HLT IR AT Web B BEES {8 H IDN BCHEATICE I ThAE , 5 97 Tt

I &1+ IDN

FEAL B Bt ili4n (IDN) THREZ T, TR ORI AL LL B AT SE 461
* FrA AL NIBAE#R L2548 ] UTE-8 4 fd () IDN.
Bl ) WBAE R AL B AE I MTA AZ0SZ £ IDN,  JF 2L R IB AT (RIR AT UTE-8 4% 3.

o TR I PE#R A 25 4 UTF-8 4t (6 TDN,  FF HL H bR IR 55 4% 04 Z0UH N 1 13252 #1152 FF IDN
. 35524 8 M2 R 5% B AF 1 MTA 62557 #57 L UTF-8 1% 245 ) IDN A3 .
* fEPTTIE K DNS Al 28 H] Punycode 4% A CKAC & IDN

Fihn: 764 IDN BE MX ids%Hf, DNS idsgH (134 0% ) Punycode £ 3.

A ERRZ & B FHiEFI Web 1225+ {F A IDN 133 1 TEC ERITh &E
NP IRRRCAS, s HRELE R 2 A I E AT Web 7 2% vh 1] IDN Sk il & LA R T g
* SMTP HHEERE:
* NN e 4E IDN 5,
* A1) IDN 33t 53 N SMTP #% i

- DNSECERE: i/ IDN 7 hnekgn4E DNS RS 25,
cREFMBIRE: OEWE TN IDN £ (H/ 4. IBERhERR)
s MMEIRIFECE IR E : A A MR ELP B IDN Eeds (HP 4. Wbk fule) .
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- K. mENRARBEXEERE:
« AR REIEAEAR SRR (B s | B e ) HAS IDN SRIlE et
o B AT RENE 0 SRS s T e s 2 M i DE AR Al AR 21 HLAL 5 IDN B IR F
© EE MBI DRSS . A UERS A DLP MB AR E R H AL IDN 3R e .

* SREME IR S XECEIRE
o B BRI Ry 3 3 S A B T A by S S AL TDN SR
* Kt IDN IR F b 78 0 1) 22 2251 AR AL 21 S o

* RERAPRE - 0K UESCN NONE 32 IDN. BEBr B SR H Al 5 3 56 IER .

FODN

SEA R E A (FQDN) & TR F A4 8 THRALE B AL 58 3888 4 . %1 X509 1E+, FQDN K3iF 2
YO UF AR 15 (1) 0] A R A FE AR BE (CN) BLAKE ALy dNSName (SAN:dNSName) [
subjectAltName ¥ Ji£ % . AsyncOS 2 7EH T B P I iEI A DL K A HL A FRFI SAN:dNSName [FIIE15 .
I i # Fl SAN:dNSName % FR. 177%% FQDN ({75111 45 example.com, *.example.com.

FQDN & FUbsAEAL 3
* U H A7 AE CN 5% SAN:dNSName, J H AsyncOS ZERATAT—MIE B HREFF &5 FQDN.
* CN F1 SAN:dNSName #BA7/ETUEF, Jf H AsyncOS %K P75 #B N4 5 FQDN
AR AR HE
o WPEFUEFSRE , 55 98 L
* HEX CA Rl , 2599 it

o WAAIEREAE , 2 100 TT

Xt ZEIE 36 E
AsyncOS FEALI FIC k4 6) SSL W& R A ess (9l4n TLS) ) FQDN 5. {2 FQDN Jl%
WIRF-F A H

o ] GUI S AEX 25 UE15 , 25 99 1T
o fFH CLI S EX ZHET , 28 99 11
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£/ GUI 35 iEXF ZEE B

LB W RHKEIE (System Administration) > SSL B & (SSL Configuration) 1L [f]
PR 2 ML E (Edit Settings).

PR3 P REXAFUETS FQDN %E41 /3 A (Enable) SEHE.

PIE4 HHRR (Submit).

£ cLl E'mBT""‘ £+
AN ssleontig fir 44 AR SEUE TS 4T R0«

FHia Z |l

prompt> sslconfig

Disabling SSLv3 is recommended for best security.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequential.
So to avoid communications errors, always select a contiguous set

of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Choose the operation you want to perform:

- VERSIONS - Enable or disable SSL/TLS versions

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater and LDAP.

B EX CA ¥t

¥ H o SCIE BRI S N R &R, 0 LUEIE AsyncOS $U4T FQDN 4Gk . &A1 F-3) i 56
1E,

HE1 #H A\ rd CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT

Enter in the command-line interface the CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT command

P2 NP A4

Enter the name of the file on machine "appliance" to import:
[1> filename.pem

T3 S EM A FQDN.

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y
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WP I UE

TR UET TR, AT LLE T AsyncOS $44T FQDN Bl #8020 F-3)) 3 FHEGIE «

#1#1 % A\ CERTCONFIG > CERTIFICATE > SETUP 4.

Prompt> CERTCONFIG > CERTIFICATE > SETUP >

P2 R E R R, WA

Do you want to add an intermediate certificate? [N]>

$E3 W EK A FQDN, NN,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y

B—Fa

=
WL (SPoG) Thfig, f&nl LAVS i AN SERL 2 A IS PHAT Web A B EE T (1) B RHL A B AERT Web
BELESTRAME B AU DR 22 6 R 2 AP Web A BiLas BE A E R 2 T2 B RH Az HE P AT Web
BB o BT LU B A B SR AR Web 8 PLES B AR B ML BRER. KRR AR
fERe HE, ZPATILERAE, 20l ] 2 JERE2 Ax I PFAN Web 8 BILES 1 iy 4T - K 5 I E 22
TR T BURR LA IR Web 87 B Be 6 Hh a T MR AFRIFWCERAE B, 2 11] smaapplianceconfig

i 4

—HRM TR, BT LA e T A S B DR AR Web PRI TEARS L, T Z
SPoG & TS [ RF 2 4 v - HIEPFFT Web 7 BRAS I PEANE &, 25 105 1T

imxtA# H smaapplianceconfig fiv4, &R LL:
* SPoG VNI BF 22 A HEAF A Web 45 F1LES . 25 100 5T
* SPoG Zw’ft JEBF 2 A HEAF A Web 5 F1ES . 2 101 0T
* SPoG MR Rl 22 4 FF A Web B BEZS . 55 103 1L
R A H A AT Web 4 BEEE B SPoG A RS , 28 104 5L
* SPoG #rf F 2R A LT IAFFT Web 5 FELASIPEANAE B, 28 105 7T

SPoG &~ /N BRI £ HR{EF01 Web EIESE

LA R s s T s i R RE 22 4 BT Web 45 84S .

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines
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sPoG FiE Bz 2R Web iz [l

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[1> ADD

Enter the IP address or hostname of an appliance to transfer data with.

(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[1> vm21lsma0062.cs21

Enter a name to identify this appliance

[1> SMA0062

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>
Would you like to use a custom ssh port to connect to this appliance? [N]>
Enter the login credentials for an administrator or an operator account on the appliance.
This will be used to obtain an SSH key for file transfers.

Username:

[1> admin

Passphrase:

[1>

Appliance 10.10.3.62 added.

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0062 Yes Disabled Disabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> added vm21sma0062.cs21

Changes committed: Tue Apr 27 10:28:01 2021 GMT
vm21lsma0061l.cs21> smaapplianceconfig

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled
3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

SPoG #w3E Bl = £ {451 Web E IR %

LAR 79 Sz 1 o G A By SELRE 22 4 S AE AT Weeb 7 L8R IS AL

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines
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1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled
2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> EDIT

Enter the name or number of the appliance you wish to edit.

[1> 3

Enter the IP address or hostname of an appliance to transfer data with.

(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[10.10.3.62]>

Enter a name to identify this appliance

[SMAQ062]> Tracking SMA0062

File transfer access via SSH is required to transfer reporting data, message logs,
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>
Would you like to use a custom ssh port to connect to this appliance? [N]>
Appliance 10.10.3.62 was edited

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA(0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[]> SERVICES

Enter the name or number of the appliance you wish to configure.
[1>1

Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Would you like Email Reporting to be enabled on this appliance? [N
Would you like Email Tracking to be enabled on this appliance? [Y]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

[r>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMAL165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 Tracking SMA(0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

MEEES
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- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[1> services

Enter the name or number of the appliance you wish to configure.

[1> 3

Services for appliance "Tracking SMA0062" at address 10.10.3.62:

Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Would you like Email Reporting to be enabled on this appliance? [Y
Would you like Email Tracking to be enabled on this appliance? [Y]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "Tracking SMA0062" at address 10.10.3.62:
Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Disabled

Enter the name or number of the appliance you wish to configure.

[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:

[1> use vm21lsma0062.cs21 for tracking

Changes committed: Tue Apr 27 10:32:32 2021 GMT

SPoG MR BEl &= £ +F0 Web EIE=F

LAR 7 s 7 g B JERE 22 4 ST Web 45 BELAS .

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> DELETE

Enter the name or number of the appliance you wish to delete.

[1> 3

Security Appliances:
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Management
# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> deleting Tracking SMA0062

Changes committed: Tue Apr 27 10:37:12 2021 GMT
vm21lsma0061l.cs21>

Rl & B F 451 Web EI28% FRY SPoG B AHARS

LA 7B 7 1 e 76 JORE 22 4= AT Web 57 B 8 E S IR S5

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> SERVICES

Enter the name or number of the appliance you wish to configure.
[1>1

Services for appliance "SMAOO62" at address 10.10.3.62:

Email Reporting service: Disabled

Email Tracking service: Disabled

Spam Quarantines service: Disabled

Would you like Email Reporting to be enabled on this appliance? [N
Would you like Email Tracking to be enabled on this appliance? [N]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "SMAOO62" at address 10.10.3.62:

Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

(1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled
2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled
3 10.10.3.62 SMA0062 Yes Enabled Enabled Enabled
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Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> anabled services on vm2lsma0062.cs21

Changes committed: Tue Apr 27 10:29:17 2021 GMT
vm21lsma0061.cs21>

SPoG &EF EZE B Rl L& B FHM4FF1 Web EIEFHIIFMER
EA RV R, W0
o S E TR A HEAE AT Web 45 BE 28158 4 1 B 25 X 0T .
* WEE SMA (View SMA) a3 i 4 B AR 22 Al R Web 5 2135 .

UE, BT DE e AR S P e il B JURE 22 2 S E AT Web A5 RS 0F I f0 K 5 o

7EA% H smaapplianceconfig i 4 1 1) services Fiin 2 JHH G, AT LATE “ERER” (Tracking) F1 “ M
#2” (Monitoring) T [ 7 & A1 [F] N 2%
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