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IR 2 4% Enter B BRI B TIERE
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DARAE N B N IE4T username A A BE A% CLI H K 5.

L1 A CLI A& 21 Fbk 7 5 % 0L ISE CLI.
SIE 2 A E R IFIZ4T username i 4.

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # username duke password plain Plain@l23 role user email duke@cisco.com
ise/admin (config)# exit

ise/admin#

HIE3 A CLI H ) k5 & % 0k} ISE CLI,
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EF}ISE CLI A P K-S AR
F P -5 805 i A7 BRECGR 1 2, B LN
* crypto: N EEAE
*exit: JBIEFFILTE
* generate-password: A2 HL A R AL (F T P 44
* license: VF I iF#EAE
* nslookup: % IP il 8l 3 M4 47T DNS &4
* password: 5L
* ping: ping ZLFE IP Hikik,
* ping6: ping ZEFE IPv6 Hitik.
* show: RRAKRLMIE L
* terminal: BB £ A A

* traceroute: EREFZCFE IP Mtk Y th
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* AEPATELC R T4 B ISE CLI &1, 35 11 3t
* application install , %5 12 I

application configure , £ 13 1L

3

application remove , 3 25 UL

application reset-config , i 26 UL

application reset-passwd , i 28 Tl
* application start , 7 29 7T

* application stop , 5 32 UL

* application upgrade , 2 34 U1
* backup , 337 UL

* backup-logs , 3 40 T

* clear screen , i 42 1T

* clock , 43 7T

scls, #4571

configure , 2 46 UT

s copy , 547 W

* crypto , 552 UL

* debug , #i55 0L

* delete , 55 59 UL

* dir, %60 II

*esr, 6201

e exit, %7 63 0T

* forceout , % 64 It

* generate-password , 5 65 I
* halt, % 66 T

* help, % 67 L

* licence esr , % 68 T
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* nslookup , 2 70 7T

* password , 5 72 UL

* patch install , 2 73 It

* patch remove , % 75 U1

* permit rootaccess , £ 77 UL

* ping , 79 UL

* ping6 , £ 80 UL

* reload , % 82 T

* reset-config , f 84 T

* restore , 5 85 HL

e rmdir , %% 90 T

*ssh, %9101

* tech, 93 Tl

* terminal length , %5 96 11

* terminal session-timeout , 5 97 T
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* terminal terminal-type , % 99 TU
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. application install

application install
A\

% application install fir4 HBEFH T340 T .

SRR ISE ZAMURE N, IEESATA U H] application install #ir4-. 220k R ISE 2
SN T, i application remove i 4.

application [ install {application-bundle} {remote-repository-name} ]

Syntax Description install e R R
application-bundle AR S A4 o B2 SCRF 255 AN RECE 7
.
remote-repository-name SERACEIE TR, % S HE 255 AT M T
7o

Command Default TCERINT N BRAE

Command Modes EXEC

Command History [N (58
2.0.0.306 FINT M4
{ERERS TEBCA 222845 8 N TR AL . R GURE TR i A7 itk 2 v R HON. FH AR 20605 A1

o S A1 2B MR A L AT 2 1 application install 5, application remove 4,
A5 SR DA T

An existing application install, remove, or upgrade is in progress. Try again shortly.

Gt

ise/admin# application install ise-hotpatch-appbundle-x.x.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

Application successfully installed

ise/admin#
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application configure

EHATHRLR N d ] application configure fir 4>
* AT M&T #:4F
* BBOIEBoR 5 ds AR I GETHE B
o SRS AT &0 KSR ISE CA UEFS K% P 2L 15
o AERORBETEREFRFR (KPM) ZEitH 5 5
* A EREEH] ISE v Jm tE il 4R

application [ configure {application-name} |

application configure .

Syntax Description  configure P B 8 WY
application-name N AR B2 SCFF 255 DR AT
Command Default TCERNAT Ay i
Command Modes EXEC
Command History RE A (54
2.0.0.306 FINT M 4.
3.0 T BB SO .

fEMisr

$En] LIS b 476 R ISE 9 4 EFH M&T HilsEM R 5], S M3 AR ISE CA UFP L%

Bl ADROCEVERESR bR (KPM) ZEiH B, JFR B8 ISE THss B M e 4 &

il
ise/admin# application configure ise

election configuration option
]Reset M&T Session Database
JRebuild M&T Unusable Indexes
]Purge M&T Operational Data
]Reset M&T Database

]Refresh Database Statistics
]Display Profiler Statistics
]Export Internal CA Store
]Import Internal CA Store
]Create Missing Config Indexes

O]Create Missing M&T Indexes

2]Generate Daily KPM Stats

3]Generate KPM Stats for last 8 Weeks
4]Enable/Disable Counter Attribute Collection
5]View Admin Users

6]

S
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Get all Endpoints

2
3
4
5
6
7
8
9
1
1
1
1
1
1
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]Establish Trust with controller

JReset Context Visibility

]Synchronize Context Visibility With Database
]Generate Heap Dump

]Generate Thread Dump

]Force Backup Cancellation

]CleanUp ESR 5921 IOS Crash Info Files
]Recreate undotablespace

]JConfigure TCP params

]JReset Upgrade Tables and Proceed with upgrade
JRecreate Temp tablespace

]Clear Sysaux tablespace

]Fetch SGA/PGA Memory usage

]Generate Self-Signed Admin Certificate

]Vlew Certificates in NSSDB or CA NSSDB

E

9
0
1
2
3
4
5
6
7
8
9
0
1
2
3
1Exi

[1
[2
[2
[2
[2
[2
[2
[2
[2
[2
[2
[3
[3
[3
[3
[0

AR JURLISE 3.0 LSS R LS (Wifi I(EED

IR JURNSE 3.1 LEERAA LR ACS iR .

BIZHEERE

FEFFIRE
S5 B IR ISE IS5 as i, A o J0 o B M Vs ol e

N

AR JRATTAE USR] I A AR A S e P AR 1 H RSSO E SR

FERCE IR S B R AR AT 55, 158 application configureise 4
© EE BRI TR E, EMHED 1.

)

AR HEEI S FELISE IS AE RS A BT I AN AT

SCRPr R IR ER P AR R 5], WAL 2
© ENERRIN AT, WA IE T 3.
TR I TG R A, Sl I 37 i el OR B R KL
o LA MAER R, A 4.

HE LI TR AR EE BN ) BOABCE, SR AMBRETA S . RSk 5 TS R 4t
VIS Aol TR ST e -6 /2
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wpnrEeE i

\}

R IR S ISE MRS 1 RGN RTINS

o BERET I B AR R, WA 5.

TP
LA N AR, E LT 1.

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]1Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7

1

You are about to reset the M&T session database. Following this operation, an application

restart will be required.

Are you sure you want to proceed? y/n [n]: y

TimesTen Daemon stopped.

TimesTen Daemon startup OK.

Restarting application

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

iptables: No chain/target/match by that name.

iptables: No chain/target/match by that name.

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
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2
You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number of days to be retained in purging MnT Operational data [between 1 to 90 days]
For instance, Entering 20 will purge MnT Operational data older than 20 days

Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y
M&T Operational data older than 20 is getting removed from database
4

You are about to reset the M&T database. Following this operation, application will be

restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...

Restarting application

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running

ISE Certificate Authority Service is not running

ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........
Gathering Operational schema (MNT) stats ....
Completed Refresh Database statistics
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SIMEHHEHNFEIHER

SR A5 AR R A AT B SE I S S, 15T H application configure fir 4[] Display
Profiler Statistics 6T o ZR 40 H 2 MM R 4515 st SR L B, - LIS TGV EAE IR 19 i P o B e

EMHBA I IMX THES CZRT 2R MR AN T 84N JConsole) PTG 7 A FH AR AR T itk st 4
P o

Gt

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

JExit

Lo U WN O e e

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection

Retrieve MXBean

Press <Enter> to continue...

Timestamp,Elapsed, EndpointsProfiled, NetflowPacketsReceived,

EndpointsReProfiled, EndpointsDeleted. ..
Press Ctrl + c

FHANSANAEE CA FFiE X

FEN T EAT B A1 (PAN) TR ISE CA UF B A, DUERETE PAN HILHRRE 1500 RIS
A B BV A Lﬁf?}uﬁ%ﬁ N1 Fi] application configure iy 4.

AR A B BT ST O A FEAY S (PAN) I, A2 A5 ER PAN 5 H i JEUR ISE CA IF
PRI

» 2GR ISE CA EHRIZE I EIA, 516 H] application configureise fir4H UL 7,
« ZL3 NJUF}ISE CA UE BRI A EIA, 154 H application configureise iy 4 1 LI 8.
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ise/admin# application configure iseSelection ISE configuration option
[1]Reset M&T Session Database

[2]Rebuild M&T Unusable Indexes

[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics

[6]Display Profiler Statistics

[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes

[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration

[12]Generate Daily KPM Stats

[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

7

Export Repository Name: sftp

Enter encryption-key for export: Testl234
EXport on progress...............

The following 4 CA key pairs were exported to repository 'sftp' at
'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20£f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8£f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

w52
5 N JEE ISE CA iFE P EIAS, 544 & 8.,

ise/admin# application configure ise
Selection ISE configuration option
[l1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
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Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

1
1
1
0
1
2
3
4
5
6
7

8

Import Repository Name: sftp

Enter CA keys file name to import: ise ca key pairs_of ise60
Enter encryption-key: Testl1234

ImpOort ONn ProgresSS........eeeee..

The following 4 CA key pairs were imported:
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656
Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20££700b-d5844ef8-a029pf7d-fad64289
Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed
Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd?2

Stopping ISE Certificate Authority Service...

Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

EIETRKZE S
B St TR R S R BN TR MG e AT R i application configure fiv 4o
o BOIEEVR K CEPM HUdli FER 51, WL 9.
o BOIEER M IR AR R S, L 10,

=
LA CEPM Bl RG], AL 9.
ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database

BRSHESTIE L SEEE, MAL
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Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database
Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store
Create Missing Config Indexes
]Create Missing M&T Indexes
Enable/Disable ACS Migration
Generate Daily KPM Stats
Generate KPM Stats for last 8 Weeks

View Admin Users
Get all Endpoints
Exit

LU WN O e e e

9

You are about to create missing config indexes.

Are you sure you want to proceed? y/n [n]: y
Starting to create missing config indexes
Completed creating missing config indexes

w15 2
BN G (P I A PR |, A R E I 10,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
Enable/Disable ACS Migration
Generate Daily KPM Stats
Generate KPM Stats for last 8 Weeks

View Admin Users
Get all Endpoints

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
5

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing MnT indexes
Completed creating missing MnT indexes

B ERE6BSsIEcUSEER, RA3
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1
1
]Enable/Disable Counter Attribute Collection
1
1
1

1
1
1
]Enable/Disable Counter Attribute Collection
1
1
1
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KEGIIEIR G 1T IR

PRI B G R b (KPM), 157E application configure fir 21 | Generate Daily KPM Stats 5¥
Generate KPM Stats for last 8 Weeks L1, FIEos MR 45T sl AR I 2cdis o 1 2 1 i LB S A1 DG
FERE W i oS S o 0T DR AR Ry H B 8 A LI I KPM G ik Bl . 5 &k
A7 B HURE A

WEARAE CAEAE K KPM Zevh {5 ST s B e e GET 4D, WL 12 A1 13 KA IR [FAT e £
i, DUN P8O P D

Gt

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

12

You are about to generate Daily KPM (Key Performance Metrics).
% Warning Generating KPM stats may impact ISE performance during the generation of the

report. It is suggested to run this report during non-peak hours and when not

conflicting with other scheduled operations of ISE.

Are you sure you want to proceed? y/n [n]: y

Starting to generate Daily KPM stats

Copying files to /localdisk

Completed generating daily KPM stats. You can find details in following files located under
/localdisk

KPM onboarding results 27 MAR 2015.xls

KPM trx load 27 MAR 2015.xls

HHREMES
ISE $HCR M A BRI B SR BRGNS 4 RO 5 5
B, AROMIRRT 5 440, BB RRA BT TE ISE HACHL o

BRMEOLR, R ISE SR iX S @ (e . w LAZE SR ISE CLI i H] application configureise iy
A BCER ISR B . JEFRIE T 14 W] i3 F BAA F T HEs e g

BRSHESTIE L SEEE, MAL
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ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

14

PUTIRA TR BRELISECL &7 %

Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d

Completed disabling counter attributes. It will take at the most 30 minute to get effected.

BLE TCP 41

ZENCE TCP Z44, 147E application configure iy 4 H{i ] Configure TCP paramsiZ il (i%i 25)

ORI AE S BE CLL

SRR, ARSI S8R (A B CLI reload 0BT INAUAL ISE Hids &% .

w51
PWCE TCP 28, 5l H Ik 25,

ise/adminf#application configure ise

Selection configuration option

]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
lEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Enable/Disable Wifi Setup

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7
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[18]Reset Config Wifi Setup
[19]Establish Trust with controller
[20]Reset Context Visibility
[21]Synchronize Context Visibility With Database
[22]Generate Heap Dump
[23]Generate Thread Dump
[24]Force Backup Cancellation
[25]Configure TCP params
[0]Exit
25
This CLI allows admins to modify the TCP parameters recycle/reuse/fin timeout
For the changes to take effect, RELOAD ISE server on modifying any of the parameter using
the admin cli 'reload'. Until reload is done, the changes will not be persisted.
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/0]1: 1
Enable/Disable tcp recycle parameter? [e/d]: e
param recycle is already enabled..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
1/2/3/4/0]1: 2
Enable/Disable tcp reuse parameter? [e/d]: e
param reuse is already enabled..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/0]: 3
Set tcp fin_timeout (60 default) <0-180> : 60
updated timeout param..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/01: 4
Current values of the tcp parameters:
Recycle = ENABLED
Reuse = ENABLED
Fin timeout = 60
Select the option to configure/display tcp params.
1. tcp recycle

O bW N — O W N O bW N

O bW N

2. tcp reuse

3. tcp fin timeout

4. display tcp param values
0. Exit

[1/2/3/4/0]:
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iR

s tepreuse 2 -0 (ZARD) o 1 (&RJAEHD M2 (GOFIRERERHD o BRAER T tep
FFATH N 2 o MM BERE, Ui eAh T2 A RE N, A R BnEHe
TIME-WAIT £ E i

* tep recycle 7EERIATE L F2EH . A H tep FHIEFRRE I H TIME-WAIT £4: 7 (W P PR 31
SR} ISE AN UM tep recycle 24, 15 W] G4 T EUEAE A 830 M 28 ih HH &AM T
Ko WEAR, ANEULE W 28 Hi bk B 485 2 A7 R 1 50 S A8 tep recycle. 75 SIZTit G PR PR A 2
A, TR T 6L,

* tcp fin_timeout ERIAE M 60 Fb. tep fin_timeout HAGEHN 0 3 180 #b. & A LUK L JE
PEBCE BN IE, DAESE ) TACACS+ PEfRE. SR O e, 15 M EEL ISE 1)

root shell ;E:MT netstat -nat | awk '{print $6}' | sort | unig -c | sort -n
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application remove .

application remove

\)

IR ARV AT AT SR (CLI) 1217 application remove fiy & KMk R ISE,  BRAEEBCR]W]#i+5
N AT TR T AT

S ERERE ISE Z AN N T, AR THE N (EH] application remove fir %

application [ remove {application-name} ]
U RANAE R SERE ISE Z AR FEAR N AT, 348 FH b iy 219 no FE 3K

no application [ remove {application-name} ]

Syntax Description  remove TN 164 B SER A N FH
application-name N4 FR. % SFF 255 DR TR .
I 154 B SER 2 N
Command Default TCER AT J A
Command Modes EXEC
Command History R A &
2.0.0.306 SINT A4
[EREE IR R A
w151

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#
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. application reset-config

application reset-config

LK UL ISE I B T E 0 ) BOA W B s R BT B8, W AT {8 application
reset-config fir %« B T ASA UL 2 Ah, Sl a] DUE B IR 55 stk 15 sl fr B AT R IR 9% sl 15

application [ reset-config {application-name} ]

Syntax Description  reset-config L R ISE M BC & 3 B SR} ISE i 14
application-name T E KNI E KA. 2 SCHF 255 76
Hr 745
Command Default ~ JCERIAAT Bl
Command Modes EXEC
Command History [N (58
2.0.0.306 FINT I 2.

(k1=

uJ LA ] application reset-config iy 4 5 & SR ISE fic & A5 5 R ISE B e, 1 77 S SR
ISE W4 u VMware. HE T L850 AT 1) R} ISE 508 e 21 53 A H] 3 4

)

% application reset-config iy A 1 ¥ R ISE lid B B & ) BAKE, HEERS (BB
ADE-0S) EEANIAMFAZL ., BBl ADE-OS lt B A M BE . CLI %00 S A1 4440 7 5238
SKEEIH .

M N CLI E ' SR ISE W BCE N, & a3ATIR HAE, il ISE %7 555 Active Directory 3, (W1l
D WioF&ER:. (HE, JORFISE 95 2K SR 2 A Active Directory Ik, FoA TN Active
Directory #iE R} ISE & BE 53T AT E I EAE . E T HE S M Active Directory S8 15 sibk
o

T

LR e FE No 3BT, Wiy 2 BRIk 55 25 e A5 F RSB A i A 284 HOUE 5 R P 2B 4% Yes
I, )i 423 T RDRE IR 55 A E A5 3 BRSO EOR R B BT B IR S5 85 IE 1. 2 Ja, ARG AL
P ARG T .

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI

Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled
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PassiveID API Service is disabled

PassiveID Agent Service is disabled
PassiveID Endpoint Service is disabled
PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping

TC-NAC Service ...

container irf-core-engine-runtime
container irf-rabbitmg-runtime
container irf-mongo-runtime

VA Service...

ISE

container wifisetup-container

VA Database...

docker daemon...

ISE
ISE
ISE
ISE
ISE

Profiler Database...
Indexing Engine...

application reset-config .

Monitoring & Troubleshooting Session Database...

AD Connector...

Database processes...

Enter the ISE administrator username to createl[admin]:
Enter the password for 'admin':

Re-enter the password for
Extracting ISE database content...
Starting ISE database processes...
Creating ISE M&T session directory...
Creating ISE VA timesten database...
Performing ISE database priming...

Starting ISE Indexing Engine...
TimeoutStartUSec=20min
TimeoutStopUSec=20min

Cleaning up TC-NAC docker configuration...

Starting docker daemon ...

irf-core-engine-runtime is not running
irf-rabbitmg-runtime is not running

irf-mongo-runtime is not running
VA Service is not running

ISE VA Database is not running
Stopping docker daemon...
Calling wifi setup reset-config

application reset-config is success

'admin':
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. application reset-passwd

application reset-passwd

LR GO P TN IS S i g2 2 Jn, G S04 JORL ISE R e e F - K-S GEH 2
ARSI AN EEFEHA ) ERED, HAEMATRE N # ] application reset-passwd it 4

application [ reset-passwd {application-name} {administrator-1D} ]

Syntax Description  reset-passwd R K SR,
application-name RiFI 4R, % 8 255 A TR T S5
administrator-1D S L B A ) SRS L B B ) K

Command Default WA BT AEE . FFZ48H LR ISE H 4 B Bak F

Command Modes EXEC

Command History R A (54
2.0.0.306 SINT A4

(&R TE R ISE A B DA 1) P g, SRVRE R DU R R A
~ 1 @ $ & * - _
+ = \ " , ; < >

N FAE B P ID S N RS B I e e L WAL TIPS BRI RS,
JBRFISE B % B A H ;Y ID ATIE, HAEANSEE S LGS, S RE/EE B ESS
05 CLI A B B P B 50D

UTF-8 & 5 H 7 Ry DLd i Rl ISE & #5317 7 B U i,
w151

ise/admin# application reset-passwd ise admin
Enter new password: ***x*xx*

Confirm new password: *****x*

Password reset successfully.

ise/admin#
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application start .

application start

B R N, AT R 6 application start fiv4 . BEARIE AN, WA A
no/ﬁ/fto

application [ start {application-name [safe]} ]

no application [ start {application-name [safe]}]

Syntax Description  start Ja FH R AR, .
application-name Ba e N SRR I SR 255 A7
BEECF A o
safe e RN B3N .
Command Default TCERIAT R BAE
Command Modes EXEC
Command History AR A (L4
2.0.0.306 SINT 4
{5 P45 JA LA -

BRIy & R st SR ISE. Wi ki & i3, MARZG SR E: BAISE Bfie
e

A LM H] application start ise safe fi 71 % 2 2 T A 2 URHISE, R VR 25 A0 2 54
1 DT IRl P, AR A AEEAT e B S E R N

TERAE A BB R RAE LT P U i SR ISE & B 6 T IS UL R, safe SETFRAE T —Fhik E‘
%o WERIEAE “H 7 (Administration) > “4HYj[H]” (Admin Access) > “WE " (Settings) > “i
)7 (Access) TUII AL EE R “IP U5 ” #13K, WAl RAE . “safe” ETL S ST ﬁ?
UE TS 1) B 3 B0 AE I P 2 21 BRIA H 7 44 R0 25 At 5 43 36 ik A S BB ISE B BE G 1]

w5

ise/admin# application start ise

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Indexing Engine...

Starting docker daemon ...

38a408c9alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...
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. application start

Starting ISE EST Service...
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 17893
Database Server running 62 PROCESSES

Application Server running 21962
Profiler Database running 19443
ISE Indexing Engine running 23331

AD Connector running 24955

M&T Session Database running 19351

M&T Log Processor running 22010
Certificate Authority Service running 24759
EST Service running 891
SXP Engine Service disabled

Docker Daemon running 24000
TC-NAC Service disabled

Wifi Setup Helper Container running 24465
Wifi Setup Helper Vault running 41
Wifi Setup Helper MongoDB running 14
Wifi Setup Helper Web Server running 213
Wifi Setup Helper Auth Service running 123
Wifi Setup Helper Main Service running 159
Wifi Setup Helper WLC Service running 197
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

HARERNTEHER ISE N
“safe” LEVAMH PR SEL AT RETCE FEI VT R B 2 BN TR sh B RHSE MR S5IN,  NIEfE

LA AT N
s MAEH R HOBUE, WARZGSE A 1P U7 BRI, DUSSVFE BE 63 6 S ERA Y TP 5
Ir) R A1 o

* ZEC A H FIPS I ENL L, WRAEN F R sh AL 38 “safe” BEI, W RG22 H] FIPS ¢ 444t
iy, @, W3 FIPS 52 M, BARMSE IRGEAS)Es. F ol LIAE N 8 sh i)
“safe” PEINZEn, FIPS 523/ A .

* fECAJH FIPS BN E, WRAEN R i AR “safe” REI, RETEEHIREATBEALECE B s
Jbﬂ;ﬁé*ké%

« QAL ISE )3 FIPS #ix, Al ISE 4 4E FIPS #2033 Hiuh SSH 8, SFTP iE#: .
{15 ISE {5 e 2 SSH 5 SFTP R4 #% L1 FIPS 140-2 bk K1 In s 5
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SR ISE il ik A3 FIPS 140-2 I0iF Ikt . 47 9¢ FIPS A ML 2R I TEAN{E S, 1654 FIPS
EIRAE] P

o ANRATHIE T UEB S E, AN HHBN “safe” 1EI4s %7 IS F AT H P 4 R i i) £
fJJ 3\_1 1k,

\}

ER XU H SURIRE Y, S R ISE N ZSEEIA 5. Gn B ERL ISE RS AEAME ] “safe”
TET SO BT RS, BT BRIAThER STk E .

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...

PassiveID WMI Service is disabled

PassivelID Syslog Service is disabled

PassiveID API Service is disabled

PassivelID Agent Service is disabled

PassivelID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service

Error response from daemon: no such id: irf-core-engine-runtimeirf-core-engine-runtime is
not running

Error response from daemon: no such id: irf-rabbitmg-runtimeirf-rabbitmg-runtime is not
running

Error response from daemon: no such id: irf-mongo-runtimeirf-mongo-runtime is not running
VA Service is not running

ISE VA Database is not running

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ise/admin# application start ise safe

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Indexing Engine...

Starting docker daemon

38a408c9%alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

Starting ISE EST Service...
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HITRATHER ISECU &4 |
. application stop

application stop
BA R N, TEAEPATR R ] application stop fir4. A s BN, 35 A a4 no
TR
application [ stop {application-name} ]
no application [ stop {application-name} |

Syntax Description  stop AN
application-name SRR TIE SON I PR % SCHF 255 M
REU PP AT

Command Default TCERIAT J BAE

Command Modes EXEC

Command History [N (58
2.0.0.306 FINT M.
fE 45 ERAIE

WERAE B R A iba D e, Wi DU S

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

WREEAREL, WA “y” , WREHGH, A “n” .

ot

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

ise//admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener not running
Application Server not running
Profiler Database not running
AD Connector not running
M&T Session Database not running
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| TR TRERISECU 4%

M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager

pxGrid Controller

Identity Mapping Service
ise//admin#

not

application stop .

running

disabled

not
not
not
not
not

running
running
running
running
running
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. application upgrade

application upgrade

BT e N AR, EEPAT RIS N T application upgrade iy 4 .
application [ upgrade{application-bundle} {remote-repository-name}]

PATEX T HER ISECL &%

Syntax Description

upgrade

TH T REAT i P (R 52 I RSB o

application-bundle

AR I % SCRF 255 AN PRI 4T

remote-repository-name

TERLAF IR AT . Tt % S0 255 AR
.

cleanup

T B T HE 25 1) T SRR I 1R8I K T AR 28
.

prepare

T ARG IR A s G B A A AME %
UF AT T RN

application-bundle

R AR B2 SCRF 255 AN FREECE 74

remote-repository-name

REATAEE L PR B2 SCHRF 255 N REICT 7
Fo

proceed Gk AL A M SO EAT T
Start A A E 2 B AR ER 0 TT AR T4
Command Default ~ CERIAAT A ofH .
Command Modes EXEC
Command History ERAS &
2.0.0.306 BIAT A

(k1=
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TRV, IHRE AN HBCES . AR1FAE R, 1§20 “Ciscoldentity ServicesEngine Upgrade

Guide” CRERHS 0y 55 5| TR o
o D SRS A A BRI

Tl o

WAL 53— DTG, s A AR RRAS, A6 H] cleanup 3%

« T prepare 36T AT LEAS R R R 45 T AR SR D
* Jm L proceed HEIN ] FHIE i) prepare 36T 4 ) T+ R 8 A0 TH 2 SERH ISE. n] LAAEHE % T+ 2%

U ISOVER PN S

AN H#%4% 1] application upgrade 74> .

© WERTHEK T, AT R T AR .



| TR TRERISECU 4%

application upgrade .

© WA AR S EOUTSURMG  RIE TS OR B T AR SR AL

LR /N

An existing application install,

A

remove,

70 AR FH 245 IEAEEAT I /%t application upgrade 4>,

or upgrade is in progress.

MR
it

e B LN E SR

Try again shortly.

AR OANEAERATTEN KL backup B restore fir 4. MR AT RS S EEE ERTE
~
IR 22 ] application upgrade iy 2 HI, WA SIS HT RROAS Bifl B 0 R AT UL I I TR« R AT
Pl S EE UL, A X B
1

ise/admin# application upgrade prepare ise-upgradebundle-3.x.0.x.x86 64.tar.gz local

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

i 2

ise/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning:
-Checking VM for minimum hardware requirements
STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...
STEP 5: Running ISE configuration database schema
- Running db sanity to check and fix if any index
- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing
indexes after upgrade using app configure ise cli
STEP 6: Running ISE configuration data upgrade...

Do not use Ctrl-C or close this terminal window until upgrade completes.

upgrade. ..
corruption

in CEPM schema. Please recreate missing

- Data upgrade step 1/14, UPSUpgradeHandler (2.3.0.100)... Done in 53 seconds.

- Data upgrade step 2/14, UPSUpgradeHandler(2.3.0.110)... Done in 1 seconds.

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)... Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.
- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)... Done in 0 seconds.

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)... Done in 0 seconds.

- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)... Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.
- Data upgrade step 10/14, UPSUpgradeHandler(2.3.0.201)... Done in 0 seconds.

- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
- Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.
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. application upgrade

PATEX T HER ISECL &%

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...

ISE M&T Log Processor is not running

ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats

Gathering Operational schema (MNT) stats .....

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.

warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No such
file or directory

% This application Install or Upgrade requires reboot, rebooting now...

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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backup

backup .

LT A5 LR ISE MULRE ADE OS i 78 A IR 4 40 IR 88 A A7 IEA A e T, A BAT R T A

F3 backup fir4> .

\)

AR EPATEI N AT backup A& 2 BT, AAIUR IS AT B AR I A2 KA E (g
Heds4%) » s HARAT 0 JE R ISE RS54 R SC & . M & AR ST H SR A son) 17
ISE BEAT HEBR BRI, 80mT A e ) S G A

backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain

{encryption-key name} ]

backup [ {backup-name} repository {repository-name} ise-operational encryption-key hash| plain

{encryption-key name} ]

Syntax Description backup-name

BOCIFRI TR, B 3Hs 100 AN PR T
.

repository

TR B A0 SCPF AT A 5

repository-name

SRS BT E . %S0 H 80 TR

T AT

ise-config

%40 BB ISE FLEHdE (B4 EE ISE
ADE-0S) .

ise-oper ational

£y R ISE 1847 5dE .

encryption-key

8 H OR3P 48 4 1R 2 SO s 4]

hash

fesE BB NEE (RO InEssEy] O TR &
BIBBIIE ) o B2 S HF 40 747

plain

R BB PR In s W SO 9] O TR 24
FIISOIEE B o 2 SR 15 DTS

encryption-key name

FIF- 25 LS | WI SOk SRR s & 8 o

Command Default TCERIAT N BAE

Command Modes EXEC

Command History ER A

&2

2.0.0.306

FINT B 2.
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TS TR A ISE CLl #rd
B o= semanR

EREE fii 1] ise-config A% (A1) AN WSO8 S 1 UAEA7 ik 6 v 46 40 JB R ISE ALIB A ADE OS £l
I, UL AT LA 3 SCRpIn s s g n s R 40 22 a0 R ISE N8t , A%
¥ 8%} ADE OS ##i, i#1iH ise-operational 4.

T AT DU T2 el R B 29T i 0 B A} ISE s AT Hiie

S

| B

ERSEN APUT RO AR, KRR IR G T IIEF AR i H bR AR S8 LR ASATIEFR )
Ko WEAERMNE, KOHMKR A OIEL NEIEBMU A (CA) TEF RN & HI# 8,

X KEE,
HISTE (A RER 55— NG AT G RIL, SRS UL I NI LAE G
t%:

o JEIN 1:

E

WL CLI YA ISE 5 A S CA IFF It CLI B HESAF HIs &5 .
f

om: MRS K MU P AT IE AR AR AL 25 At HAR R GEmUA i B A BniE 458 e
[Al—# %4 .

e AEVKSIDREZ T H bR R G T UE AN Z A5 AT B 75 EE R AR .
* RIR 2:
WS 5, W CA A A 15 .

R HEFERE IR, B — BN AT, HeeR A IR IRIE 45 s 4k H AiiE
oo AT R GEAUA (L T0RF DR EL 2 A5 AT

e AEWE HREZ AT i H AR R GERUA B T AT UL R AN 525 AT L 2 0B A

%1 BHl ISE BELE LI
By SR ISE MO B, WAL N
backup mybackup repository myrepository ise-config encryption-key plain lablabl2

Gt

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup in progress: Starting Backup...10% completed

backup in progress: Validating ISE Node Role...15% completed

backup in progress: Backing up ISE Configuration Data...20% completed

backup in progress: Backing up ISE Logs...45% completed

backup in progress: Completing ISE Backup Staging...50% completed

backup in progress: Backing up ADEOS configuration...55% completed

backup in progress: Moving Backup file to the repository...75% completed

backup in progress: Completing Backup...100% completed

ise/admin#
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| TR TRERISECU 4%
snersearsr

. N— ) *L
#in B ISEBZITHUE
Sy JURISE 18478, WL i
backup mybackup repository myrepository ise-oper ational encryption-key plain lablab12

Gt

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress: Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress: starting dbbackup using expdp....... 20% completed
backup in progress: starting cars logic....... 50% completed

backup in progress: Moving Backup file to the repository...75% completed
backup in progress: Completing Backup...100% completed
ise/admin#
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PITHEXTHER ISECL &%
. backup-logs

backup-logs

BEMAGHE, WERITH N EH backup-logs 4. ZEMIFRZIhAE, 1548 H a4 no &
o

\)

AR REPATELU T backup-logs i@ Z i, AR AT B A R A w A E (Pl
WSS o BRI ORAT D JERE ISE IR 5% #s IR sl & o S A A AR 4t H P A2 s0ont S8,
FHISE BEATHEBR RN, SnT AT e S & .

backup-logs backup-name repository repository-name {public-key | {encryption-key { hash | plain }
encryption-key name} }

Syntax Description  backup-name — NI AN FEAR SCAE R . % S HF 100
TR
repository TGt a2 .
repository-name SO R A B . e % SR 80 M REECE
FA4Fo
public-key i€ SR} ISE R fd F R PRI A S8 H R4 T I

W, GRS SN R TAC 24 32 Frm g o LI
ATWEHERR, W ERR e, N A7 RN TAC AT LA
15 F L P B8 AR 25 SRR, . i RIS HT SAE N
S LA b 77 O 0] AT W HE R, T IR
encryption-key £,

encryption-key EEp A Ein 7 AR K = DRI o A

hash I ORA %80 FS ROB I o 45 BRBE
g GBI g s Y]. 2 SR 40 MEFTS

plain FIT R0 6 L 8 0 SC s s 1. 46 BB 1
RN EY]. BB 15 M

encryption-key name O SR SR 2 2 T

Command Default ToERINAT N BRAE

Command Modes EXEC

Command History [N (58

A

2.0.0.306 SINT Mt

2N
%

o
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EMERE

backup-logs .

e (D BRI BISCE S &0 R H &

w51

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234

o0 o0 o0 dP do d° o oo oo

Creating log backup with timestamped filename:

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

ise/admin#

T~

151 2

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying
Copying
Copying
Copying
Copying
Copying

Test-141006-1351.tar.gpg
database config files...10% completed
debug logs...20% completed

local logs...30% completed

monitor logs...40% completed

policy xml...50% completed

system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

ise/admin# backup-logs test repository disk public-key
Creating log backup with timestamped filename: new-pk-160520-0259.tar.gpg

0° o° o0 d° de d° d° o° oo

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying
Copying
Copying
Copying
Copying
Copying

database config files...10% completed
debug logs...20% completed

local logs...30% completed

monitor logs...40% completed

policy xml...50% completed

system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

BERBHRESIECUS2ism, A3 [



PATEX T HER ISECL &%

. clear screen

clear screen

T R Lo B AR N A, TEEPUTE MR clear screen 4,
clear screen

Syntax Description - & Ayl St 2 FIS 50

Command Default TCERINAT A B

Command Modes EXEC

Command History KR A &
2.0.0.306 FINT M4
ERIER clear screen J& [l v 4. B4R clear screen 76 ERF ISE thmf i, fE 4 B4 S35 1o 7 i 247 SN i)

SRER LGS, CLIAZ LA AL Bonitid.

Gt
PATR 7 8] Sk 7 17 G A o 2% Sy A 25«

ise/admin# clear screen
ise/admin#
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clock

clock .

TRE RGN, HEPATEC N EH] clock fvd. LEEAI RGN Bhi e, 1 ity 41 no &

Ao

clock [ set {month day hh:min:ssyyyy}]

Syntax Description st

WE RGN

month

SEOMR R Ay (L) « mELEF=A7RE
R A, Jan F#om—H .

day

A raar HIY GEHED o =02 31. &%
SCRFPAN T

hh:mm:ss

NI 4N o 3 BRATAR R SR 2 BTN 1)

yyyy

LA (EHS) .

Command Default TCERIAT R BAH

Command Modes EXEC

Command History N

2.0.0.306

fEmiER
A

FE O HEKUERISE BN RSN 4 S EUERISE N AT H .

BE ARG B BEENPZ )5, AR,
EﬂﬂﬁTHWﬂISEﬁﬁ SHUEEfHIC

LN K, T EL T IR

M HEEISETi =

\)

TR b I HHT A 2 IR ISE g5 as . S SUR G )&

ER MOTE S ISE A EASCRE R GRS ]

RIS S T RG], WEAT ELT A
« IR B SR R GE TR CESCITRIN D .

* MWIZTT ALK CLI iz47 application reset-config ise fir 4 o
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. PUTHER TRYER ISECL 4%
clock
o TEAZ S BRI TR S e 1, MR — AN SR IE R & Ik R .

BN ISE 158

\)

R ERRBN L ECRG  & SR B R AT

SO D SR GEN ) 5 BN R RGN R [ 2, G AT BA T A
o I M4 B ISE 719 A
s HIERGN ), LM 5 3% ISE 35 s R G 0] [A) 45
« )\ ISE 45 0% CLI 217 application reset-config ise fiv 4>
* F ISE 7 sl HOFA MR 3222 ISE 9 s (40 B ISE 75 1.

\}

AR ONIR RS TR e B IR RG], e o BRI IR E M
ZEIN TR L (NTP) k45 8 sl 5 H R P o S8 20 R A 1 B I R e
BCE ) NTP RS LT Vi), L R G (R 46 2 ORFrHERR el
SELERDECE DL, BT YRR B CMOS HLiB 2k 4%, BIOS I [A] ]
RESSHURIN o IGHRAE SOk ke mT B2 e J0B i3 Bk # vh 0K SR ADE-OS
RG], QR IEE R S R R BC S NTP JIRSS#%, W20 PR %
H I ZR S BIOS W [a] 5 W 5L (UTC) B X EAIXT I, W “Cisco
Identity Services Engine Hardware Installation Guide”  CJERF& 73 IRk 4%
SRR/ i) ik .

Gt

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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cls .

cls

BLG BR A RN 2, TEEPATE MEH cs 4.
cls

Syntax Description - & A vy St 2 FI S50

Command Default TCERINAT A B

Command Modes EXEC

Command History R A (ELY
2.0.0.306 SINT 4.
ERiEs cls &Rk a2 . HAR cs7EEL ISE Al B, (Han A2l ik 7E dy ST N A 5k A G i 4

CLI A2 LA I AL Bt £

Gt
PR 791 S s 17 G Ao 3 o 4% g N 4«

ise/admin# cls
ise/admin#
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. configure

configure

PATEX T HER ISECL &%

BEARCER, EAEPATE N A configure v 4.

configureterminal

Syntax Description  terminal NPT C 2
Command Default TCEBINT R A
Command Modes EXEC
Command History ERAS 1B%
2.0.0.306 FINT 4.
1FAER R A 2 REANFCEA . TR, HREEUT Iy & S AR B A X L iy 4 5 L B S5 NS AT L E SO
i,
LR A E B ATFR HHATE, ERIA end. exit B4 Ctrl-z.
BTG PR S, TEE AT A show running-config i 4
WA replace i1 5 thip & — AT, TR EEHIRI RS, WHESEEIARE .

A5l

ise/admin# configure terminal
Enter configuration commands, one per line.
ise/admin (config) #

End with CNTL/Z.
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copy

co W

TR SO NI R F AR, WEAERATRER AR copy i .
HIH copy it 4, AT LCRHAZ O SO FIHERE it SR ISE S B RRAAAH . AR E R, HS A

HIH A, 850 TLERA IR 3.

Syntax Description

Command Default

Command Modes

running-config

BN MHTIE AT R E AT

startup-config

FoREAIIa Al bl I i e & SO

protocol S EAR. A RMBOBE LD, 15 SR
2-1,
hostname HARH LA
location H AR
R M ETEAT I EE S .
logs ARG HEA
all Fe oA R ISE H & X R G Z A2 7 —Mr
Ho A HE&EF K iselogs.tar.gz AL H 2L FE
WL e H %
filename SO A AL ISE H & S0 30 HAE fn 2
WREFHL BT e B, RGBSR,
log_filename JARLISE HE SRR, Wil show logs v 4 B
I~ (% 255 NFR) S
mgmt MR G E G EE ISE & P H EF Tomeat H
&, BHATE N mgmtlogs.tar.gz, FFAEHIEIZFE
WL e e H %
runtime MRS HEESE BT H &, BT
4 runtimelogs.tar.gz, FEEFRIZRE N _ETE
E H 3o
disk A LA 8k AR SO AR s A
repository AL B AL ST AR A
TCERVAT A EUE
EXEC
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PATEX T HER ISECL &%

B zom=
Command History ERAS &%
2.0.0.306 FINT 4.
e JRH ISE TR copy fir & 2K {0 T B S0 T 25 501 M R e S50 5 — AR T
Wit copy fr 2 MAEATIRE, W LK SO (BN RGEWHRERIC B S0 M E 2 5 — AN
o AR SRR H AR BB ISE SUIF RS, Wb RSE, 0] LR E AT SRR A Hh sz 72
SAFLE . ARSI RS R AFIR B R G 47 E %2 Tl B .
A LA 6 SRR AR L A A T R ] A4 Rt s sk, mT LU copy fir & Ik i g5 2
ORI AT AE R
A HIL R T RE R 2L Bh, SIS I 247 T A [F] o
I H A7 R S48 HEAT SCA A%
] BE VT DR ARHE ST AR AT FM N (FTP) B2 42521 (SCP) 4 iR & -
R LR 2-1NETRRREF (8D
KT SE7N: P
ftp FTP 2% I 55 4 (U5 2k H A% URL. B0 44 (K
Wk
ftp:[[[//username
[:password]@]location]/directory]/filename
sftp SFTP I 2% il 5% #s (I s H A% URL. 1ol 44 )18
i
sftp:[[//location]/directory]/filename
tftp TETP 2% ik 55 % AU e H AR URL. 50 44 (75
%
tftp:[[//location]/directory]/filename
il
ise/admin# copy disk:/ filename repository repository name
N— /- ===
Z{TECE

SURHISE W AC B 1 CAA (BB ISERAM Hh o 85 N\ BN B A A7 T ATICE . iR
WA BN EAFISE kg5 s, B TRIBITRCE . W REHIAT EARAF I S, LA Z00R 847 e 5 A2 1) 21
—ANRERAE (PR SIRS ) o SR ILORAT D IR ISE iRk 45453 ShlC .

IR EARAFISATICE,, W AE SR ISE 555 T~ UCH BT R SNt 2R T A C B 0. A RS (5 24
BT E IEH, 1568 copy run start fir 4K 1 R B E ShE
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prrnassanins [

\)

AR NIRRT EENE . B, B copy run JF4% Tab 4, BEA start Jf1% Tab #, X/ copy
running-config startup-config fir 4 146 5 1

AT E R B E, WEEH L e
copy run start

FRIZATRCE R R R AR, LT

copy running-config startup-config
SRR B E A IS AT O R TS, A LA A4

copy start run

i

ise/admin# copy run start
Generating configuration...
ise/admin#

{5 2

ise/admin$# copy running-config startup-config
Generating configuration...
ise/admin#

BT EEHETEMNE

FRIE T I EE R EIE RS, EE LN a2

copy running-config [protocol://hosthame/l ocation]

MNERAEEFIEITEE

PRI S R HIIA I RIS AT S, AT DL R dr 4
copy [protocol://hostname/location] running-config- 26 F2 SC {4 &2 I & 9 B 1 EAE S AT OB &

IR BB A B E . AT fir 2 A2 FATAAR A AT L B rh, SnT LUK I S Ia AT i
B B E .

HeAihve, i—’l@)ﬁ.‘ijJFEﬁﬂrISEE&%%ﬁH'J‘ JA BB B AWIGIEATRCE . BB E Y, ﬁfjﬂﬁ
ANrEL JRBNBCERFEAAR; BT RO E S WA (T S, WERIE B UK A ERL, Wi i
TR ER TR RS E

LR R S B AR BRI TR, WA BL a4

copy startup-config running-config
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HTAER TR O BRY ISE CLI #rd
B seorsssnnees

i

ise/admin# copy start run
ise/admin#

i 2

ise/admin# copy startup-config running-config
ise/admin#

BRHEEEHRITEANE
P A B E BRI BT R G, LN
copy startup-config [protocol://hostname/location]

MmN EEH RaiE
BRI SAHEAK LA R G shlc s, EMH U R4

copy [protocol://hostname/l ocation] star tup-config- iz 2 R HI 2 E I E, HEARS BIE S
Fo

SHIHEXXH

fEHLAN copy fir 4 nlKs 48 HAE U B R ISE RGEEHIRN o — A&
copy logs [protocoal://hostname/location]

i
TR H S B A AL, S DU N

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

2

SR KSR B 5 — ML E, AL A

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:
ise/admin#

713

JEBL ISE 1 LLBERG —/INIERAZ O SR AT HERE it N Ivarftmp H 56253 disk:/corefiles H %o 8] LAE
F copy it 241X 26 H 5 WA MR 5% 52 T B REAF 06 2 o A% O SCAT R ME 8 iy B 75 B -0 9 ¥t L
(OGRS S o IX A H ZEAE N It AR ko 88T DA dir iy 4 25 AN HbREAE H A% 00 ST A

B EHSMBRSsIECUSEER, A3



PITEX T B ER ISECLI &%

grnsxs |

ise/admin# copy disk:/corefiles ftp://192.0.2.2/

Username: ftp
Password:
ise36/admin#
ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57
4096 May 20 2016 06:34
0 May 20 2016 00:57
4096 May 20 2016 00:57

:28
:49
:28
:28

1
corefiles/
err.out
lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available
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. crypto

crypto

PATEX T HER ISECL &%

SV AP . K i A SCE P R M BRI, DURCKE AU P A BIRBCE ISR, i

FEHATE N crypto 4. A&
crypto key [ delete {hash | authorized keys| rsa}]

crypto key [ export {filename | repository} ]
crypto key [ generate {rsa}]

crypto key [ import {filename | repository} ]
crypto[host_key {add | delete} ]

BRI R T ik B 8

Syntax Description  key

FOVFIIAT I A

delete g 2> SLas 405 R x .
hash BIIME . 2 SCRF 80 NMF1F.

authorized_keys

TR A o

rsa MBS RSA 2 8H%T

export BN S S S BT P

filename TG M A PIRI ST N SCAE 44 . B2 S
£ 80 M4

repository T A ICEYIIIAEA 12E PIrXs IL (RAA PE42

generate AR N S R FH B

rsa "2 1 RSA 5% 6

import SN H L B HX

filename PN DI PN SO PO B SO 4 o 25
£ 80 MTF4F

repository TP NN ICE TIPS L A7 44

host_key FEVFREAAT 88 LB DA

add IS AGAER BN A

delete MR ZAFAT I L] -

add IS AGAER EHLE D .

host g FHLA .
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| TR TRERISECU 4%

crypto .

delete TR AR AT B AL B
ntpkey NTP 45482 E i A 3L 8.
Command Default ~ JCERAAT W E{H.
Command Modes ~ EXEC
Command History ER A &%
2.0.0.306 FINT M.

MR

S GO P 5 619 SSH Vilal, SR ADE OS SCRFIE B RD 1K) 28 FL 25 4H S 36 3IF o

{1/ crypto key generatersa it 2 I 4 24 AR A BE A 2048 7 1B A S8 EH/ L 2 HxT . %
JeE 2 5 1 aﬁthSA.,.%ﬂﬁLfc WX CAEE, EEEH DA% EBEREZ T, RESH
N RVFE G . WAL S, RGNS i) A% L R IR N 4. R 4
had, WJEs %M’ETAHﬁ)“hTiﬁu)\l-l/\E’Jfﬁ%

{1 crypto ntp_import_autokey AJ @iy %7 A\ NTP 55 2844 i) AL %8

w51
DL R T SFTP f-6if FE I S A4 B,

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£f1:6£:45:0d:99:d7:0£:50:9£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

w15 2
PLR 79 S 7s ml T80 S 8B ISE 1 A8 I 3

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository
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HITRATHER ISECU &4 |

. crypto

ise/admin# show crypto key
admin public key: ssh-rsa f£8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

w153

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#
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| TR TRERISECU 4%

debug .

debug

LR BT i 2 B R B, T AE AT RN A debug i 4.

debug [ al | application | backup-restore| cdp | config | copy | icmp | locks | logging | snmp | system |
transfer | user | utils]

Syntax Description  all Ja A .
application Jet HIUR . P AR S A R e sl A

e all - 3 HITAT S RR S . B A
0 F 7 ZIMMET, 0FR™E, 7R T
.

* install - jg FI Y 222380 5 H . B E
KO T Z AT, 0RRTE, 7THRRT
Ho

* operation - i N AT il o K554
WEN O 7 Z BT, 0KR™HE, TR
N .

* uninstall - 7 FH N H EIERAKT o g
BAHOM T ZAFIET, 0RRTE, TERR

VIR
backup-restore JA PR AR AR R IR A R B AT

*all - 3 AR E T ARG . SR
BEE AN O R T Z ALY, 0 RN, 7K
T

* backup - & & 03 Kk & 25 0y kG o oK
SO N O FN 7 Z BIECT:, 0K NV,
7 RN

* backup-logs - i3 I #4314 4 H & 1L
. RFEGBEE N 0 1 7 ZIAHHECT, 0
BRI, T RN .

* history - Jii F #0314 7 S s R G
PR EE N 0 F 7 Z BT, 0 FRR™
&, TR

* restore - i & IR E IR E R 5 H . #
SEIRBEE N O RN T 2 A, 0 3RoN T,
7 KA
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PATEX T HER ISECL &%

. debug

cdp JE FH RS R A I I IS AT G R R A

* all - Ji I PTAT SR A DL pp i3 B T g 1
K EHBE D 0 R 7 Z IR I, 0 FoR™
o, 7 LRI

* config- Jii I BURF A I s e 5 ) i
FEEEHBECE N 0 F 7 ZMIMECT, 0 Ko™
H, 7T RRITH

* infra - J& JHSERE AL B0 iSCFR L it s it 1 ot
o FFEFEGORE N 0 FT 7 ZMMETE, 0K
IRPEE, T RRITA

config Jet FIRUEURE ISE e & AH S B DR AT

all - AT I E R . BB N
0 F 7 Z M MEE, 0FR™E, 7R T
.

* backup - i F A0 L B PR B H o RSk
EOAOM T 2R HET, 0FRHE, 7HRR
RER

* clock - Ji FH P e B R ol o A i
0 F 7 Z AT, 0 &R, 7R
.

* infra - 3 MG & LA TR IRTH . SR
BEE N ORI T Z A, 0 RN, 7.
NI .

* kron - J& a2 VR SRR 0 B s H o B
SERRE O T Z T, 0K,
7 KT

* network - Ji FH I ZEIC B ARG H « S5k
OO T Z R, 0K, THRR
iE.

* repository - i At FERC B W o K55
HE N 0N T Z A, 0 R PE, 7
KNI .

* service - i RS HC & G . Bk
OO T Z R, 0K, THRR

VIR
copy JA R il iy & o KESFGRE 0 M1 T ZH) (K

ey, 0KV E, T RN
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| TR TRERISECU 4%

debug .

icmp

St F AR E B P 472 3 B i (ICMP) 1326 1 [
B B AH O I A R e R

all - & ] ICMP [R5 i 3 B & 10 BT A ok i o
BV E N 0 F1 7 Z T, 0 RN,
E TN

locks

JA PR B PSR AT OG (R R B A

* all - Jo T R TR K . B ik
OO 7 ZRIEC, 0K E, TR R
it o

* file - o F SO E AR HY o B E N
0 F 7 ZIMMEE, 0FR™E, 7R T
1.

logging

Je R H g sk B AR SR R R R s AT

all - Jo3 HIPT A H Al sk ie B Ml th o R a5k
BN O M7 ZMECy, 0 RV, 7 RN
e

snmp

JA I SNMP S B AH G F R R B A

all - JAHI T SNMP Fe B kA it . K Sl
A OFT ZIMIHCT, 0FR M E, T RRIT

system

JA RS R ISE RGA KM H R A AT

all - T RGN . KSRk
BHNOR 7 Z M, 0RRE, TRR
it o

*id - JAH RS 1D Wil . BEHEEN O
72T, 0RRT™E, 7TERRITH.

* info- 7 I ARG SR . RSO EY
0 Fl 7 Z M IHT-, 0 LR, 7 %R
.

s init- J3 FH RGIEAG RS . B E
HORT Z AR, 0 KR, TR
.

transfer

JE RS A i R SRR 0 A1 7 Z IR
By, 0KV HE, T RN

BERBHRESIECUS2ism, A3 [



PATEX T HER ISECL &%

. debug

user JA R e B

e all - FHTA R il . Sk
BHNOR 7 Z M, 0RRZE, TRR
it o

* password-policy - i F % 5 S (1 FH 7 4 3
WA BEEGAE N 0 AT 2T,
0 LR HE, 7 RRITH.

utils Jet P 8 S5 H T R A SR R A A

all - |3 BT A 92 F T A R . Bk
OO R T Z AT, 0 KoM, T RN

H.
Command Default TeERINAT N BAE
Command Modes EXEC
Command History ER A &%
2.0.0.306 SIANT 4.
1= e 185 debug iy 4T o BEF ISE M4 1 45 B0 SR o, {9140 0 S S

Gt

ise/admin# debug all

ise/admin$ mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c([2742] [admin]: mkdir operation success
ise/admin$ rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#
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delete

delete .

FENEFREISE g5 ds P MRS, T AEATRI R A delete i 2.

delete [filename disk:/path]

Syntax Description  filename M4 B E 80 N REUT- AT
disk:/path SCAFAEAF AR PE P A B

Command Default ~ JCERIAAT 4 EifE .

Command Modes EXEC

Command History [N (58
2.0.0.306 FINT A2

(k1=

AR A S BRI B S AR, RSN A ER . BeAh, a2 B B Je — AN 2K

RGWHR, RGP,

ot

ise/admin# delete disk:/hs_err pidl19962.log

ise/admin#
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PATEX T HER ISECL &%

LY L ISE MRS5S I SCAF, W AERAT BT dir 4.

dir
dir disk:/logs

dir recursive

Syntax Description

directory-name

HSRAFR. 52 SCFF 80 7 BEUT 745
£ H SR A4 RRHT T A _E disk:/o

==
L

recursive (AT3E) o FUIH ARSI RS 1) H RS
Command Default TCERINAT N A
Command Modes EXEC
Command History R A &
2.0.0.306 SINT 4.
fERiEE &
w51

ise/admin# dir
Directory of disk:/

2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz

4096 Jun 10
4096 Aug 04 2010 23:14:53 logs/
16384 Jun 09 2010 02:59:34 lost+found/

2010 02:34:03 activemg-data/

2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz

4096 Aug 04 2010 23:15:20 target/
4096 Aug 05 2010 12:25:55 temp/
Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
ise/admin#

w15 2

ise/admin# dir disk:/logs

0 Aug 05 2010 11:53:52 usermgmt.log

Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin#
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w53

ise/admin# dir recursive

Directory of disk:/

203411

409

409

1638
299602

409

409
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Usage for

ise/admin#

3
6
6
4
2
6
6
of
of
of
of
of
of
of
of
of
of
of
of
di

Aug 05
Jun 10
Aug 04
Jun 09
Aug 05
Aug 04
Aug 05
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:

2010
2010
2010
2010
2010
2010
2010
/logs
/temp

19:
02:
23:
02:
19:
23:
:25:

12

58:
34:
14:

59

15

39
03
53

:34
11:
:20

16

55

/activemg-data
/activemg-data/localhost
/activemg-data/localhost/journal
/activemg-data/localhost/kr-store
/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state
/activemg-data/localhost/tmp storage
/target

/target/logs
/lost+found
sk: filesystem
8076189696 bytes total used

ADElogs.tar.gz
activemg-data/

logs/
lost+found/

mybackup-100805-1910.tar.gz

target/
temp/

6371618816 bytes free
15234142208 bytes available
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B o

esr

HITRATHER ISECU &4 |

FEENRA SRS B sl & AEPATH N A esr dir s
esr

Syntax Description

B 2 BH K TS HL

Command Default ~ JCERIAAT EAA .
Command Modes EXEC
Command History ERAS 1B%
2.2.0.470 FIANT 2.

MR

C5921 ESR #AF5 AR ISE JRA 2.2 S B SRR AE—ie . #8752 ESR VFrliE A GEK LG H . A
K ESR VFAl{E R, 1S CGERF 5921 B ARSI HASEE 3B -
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| TR TRERISECU 4%

exit .

exit
T A ﬂISE R 555 2K O P 80 2 g 2 1 BB AR B A )RS B — B2 IR, W EPAT
B exit 4o
Lim WA KB P RS H

exit

Command Default ToBONT N BAE

Command Modes EXEC

Command History AR A (L4
2.0.0.306 SINT A4
Gt

ise/admin# config t

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit

ise/admin#

| BERBHRESIECUS2ism, A3 [



PATEX T HER ISECL &%

. forceout

forceout
BLE R P A R ISE B4 # kil PR s sh & o i, I AERAT RS R i forceout iy
%
for ceout username

Syntax Description  username FUP TR e S0 31 A5 RS 745 o

Command Default TCERAT R BAE

Command Modes EXEC

Command History R A (54

2.0.0.306 SINT A4
(G FEPATHE T 8 for ceout iy A ] s il H FIB G 8l 2 15

51

ise/admin# forceout userl
ise/admin#
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| TR TRERISECU 4%
generate-password .

generate-password

B R JERL ISE SRS SEmE 1) 1 P 50, i 7 EXEC B2 R generate-password iy 4. o

Syntax Description  <word> WA SRR 4 (R 31

Command Default TCERIAT M BAH

Command Modes EXEC

Command History [N (55
3.1 FINT M.
ERIEE SRR T I ﬂi%?ﬁ @ﬁTuLLUHBEmHEﬁ%F . fESBHISE GUI, MR

$EF' P B> R > EEAE > EEA>EEARA > FMHAAR. /£ BB X, il
& RER LA ) R d»\j]ﬂﬂ’] RO P A O R B .

76 R} ISE CLI H, 8 0] LU JT] generate-password fir 425 245 & BURK ISE 35 it S s 1) 8 34 53 1) 2 2%
i o

Gt

ise/admin# generate-password <username>

1pNn

ise/adminfconfigure terminal
Entering configuration mode terminal

ise/admin (config) #username <username> ?

Possible completions:

password Password and user role

ise/admin (config) #username <username> password plain ?

Description: Password. Use of % character must be escaped with (Max Size - 127)
Possible Completions:

<AES encrypted string, min: 1 units, max: 200 units>

ise/admin (config) #username <username> password plain 1pNn ?

Possible completions:

role

ise/admin (config) #username <username> password plain 1lpNn role admin ?
Possible completions:

disabled User is diabled

email User email address

<cr>
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B ran

halt

PATEX T HER ISECL &%

TR RGN ARG, EERITEECMER] halt 4
RS EEPS = IE

halt
Command Default ~ FCERIAAT  BAH
Command Modes EXEC
Command History AR A &
2.0.0.306 FINT I 2.

EmERE

ER M halt fr 22 1, IEH SR ISE RPATIEMT &0 W 2286, THREmprlE. woat, 18
1T application stop ise fiy 4 LA 1E S8R} ISE #ifE. S5, 1847 halt fn 4.

WARAE DR ISE $AT BT AR R halt fr4, Bl DU R Hrp— 4085

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

WP IECE] PT84, TERIN Yes K415 1E44E, A No B 51k

FEAEH halt i &, WERRGERA AT AT HERE, s R R A Yes K IPIN B &S IHE, Wi
DRI LA i)

Do you want to save the current configuration?

RN Yes (RAEMA DR ISE Bl E, REBERLLFHE:

Saved the running configuration to startup successfully

Gt

ise/admin# halt
ise/admin#
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| TR TRERISECU 4%

help

Command Default

Command Modes

help .

LR R ISE IS5 S rIAZ HaAH I R Se, EEHATHITEH] help dir4.
LA RSP EE PR S IE ¢
help

TEERNAT B
PATRIFTERCE (config) #ix,

Command History

EMERE

RRA (154
2.0.0.306 SINT B4

help fir& ATk b SO I By ARSI Je 1 ] o
© LHIH AT THEE ar BT 2, WE R ZPORTT AR (2).

o TS E TATHIT R M 20, TEMAG S IaT 4 H, JRIRERAE 2. SR Bk
PR SCTH B, PN E A H US4 5 T Sk (K 5 B 7 sl S 4

© EHIH SRR P RISHL WAE AT AT A 7 RAUE G Pl S 5. B )
YRR N AT B, DUV EFNI AT ERm ANy & SCH T S AITia 1 1 o0 8 7 S K.

Gt

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr2'.)

ise/admin#
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PUTHER TRYER ISECL 4%
. licence esr

licence esr
BT est VERTUFBRAR, 7EATEER F AL licence esr v

license esr { classic |[smart }

Syntax Description  classic J3 H ESR & LvFm]

Smart J& 1 ESR B BEVFA] .

Command Default ToERINAT N B

Command Modes EXEC

Command History [N (55
2.2.0.470 BINT 4.
ERIEE (5921 ESR #f5 AR} ISE WA 2.2 M i iRASHHER A4 —ifd . #5752 ESR YFnliEA fe . A

X BSRVFATE B, W20 (R 5921 NSRS e i e s
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http://www.cisco.com/c/dam/en/us/td/docs/solutions/GGSG-Engineering/Cisco_5921/Cisco_5921_ESR_Integration.pdf

| TR TRERISECU 4%

mkdir

mkdir [}

LAE SR ISE g5 & b QIR A =%, WEESIT B EH] mkdir 14

mkdir directory-name

Syntax Description

directory-name

LAV H KM FR . I 2 3CRF 80 M- REET
¥ o WA disk:/directory-name.

Command Default ~ JoERIAAT ElH
Command Modes EXEC
Command History ER A &%
2.0.0.306 FIANT 2.

MR

i H disk:/directory-name; {70, KL MR, FRAS A4 disk:/directory-name.

A5l

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

06
06
01
06
07

2010
2010
2010
2010
2010

13

12

filesystem

134
13:
16:
13:
126

40
07
42

:49
:59
127
:53

04

activemg-data/
logs/
lost+found/
target/

test/

181067776 bytes total used

19084521472 bytes free
20314165248 bytes available
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. nslookup

nslookup

HITRATHER ISECU &4 |

LRI ISE M d5 5 h A HRE R R SN EMLA, TEAERITHI M ] nslookup T4

nslookup {ip-address |hostname}
nslookup [ {ip-address |hostname} name-server {ip-address }]

nslookup [ {ip-address |hostname} querytype {query-type} ]

Syntax Description

Command Default

Command Modes

ip-address TCFE RS IPv4 5L 1Pv6 Mtk . 5 % S0 F 64
B2 FF o

hostname TR EHA . 2 64 NP

name-server FRE & IR RS 2% . 1% S0 FF 64 N7 REET
FAF o

querytype EETE RS IPv4 B, 1Pve Hitih sk Tl 4&. &
fFEA M, #7 PTR. A. AAAA Fl SRV,

B AR 16 N FEHCE T

Command History

TEBRNAT hy B

EXEC

R (58

2.0.0.306 SINT A4
1

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms

Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)

Received 127 bytes from 171.70.168.183#53 in 1 ms
ise/admin#

w12

ise/admin# nslookup ipv6.google.com querytype AAAA

Server: 10.106.230.244

Address: 10.106.230.244#53

Non-authoritative answer:

ipv6.google.com canonical name = ipvé6.l.google.com.
ipv6.l.google.com has AAAA address 2404:6800:4007:803::1001
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Authoritative answers can be

google.com
google.com
google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

.com
.com
.com
.com

nameserver = ns4.
nameserver = ns3.
nameserver = ns2.
nameserver = nsl.

internet
internet
internet
internet

address
address
address

address =

found from:

.com.
google.
.com.
.com
= 216.239.3
= 216.239.34.
= 216.239.36.
216.239.38.

google

google
google

com.

nslookup .

.10

10
10
10
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. password

password

PATEX T HER ISECL &%

LEHURT CLIMK %0, T AEHATRLN ] password i

N

IR

¢ CLI AT 2RI B oe s B, A BB S QR BN, W20 S 40 Rl i3t
VEN B BT — A7) o WERAEE AT K P A L7475, REUERSERZEN, H
SE TR NI B Y 6 5 B CLIL.

LR IE SR, S A G I CLI fird, B3R ISE CD 8 1SO Ao A7 Kty fi H]
ISO & ZM I3, AIZELL R XA #:30:  https://www.cisco.com/c/en/us/support/docs/security/
identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

Syntax Description

Enter old password

i N4TT CLI %514,

Enter new password B N CLI %50,
Confirm new password fIAHTIY) CLI %50
Command Modes EXEC
Command History TN (58
2.0.0.306 SINT A4
w1l

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#
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patch install .

patch install

FARME I patch install fiy & 22 fb T2/, 620 B BB M T4 T A RAT BRI BOAh T 2228008 . K
AT UL S R P U], SR L]

BHWE CLI AERE e 19 i Bz e A A T, BT T ] patch install #ir 4o
patch install patch-bundle repository

)

AR ZEIRHISE A UEE I, A LT ke TR, DUERN T8 A Bl e £ B A i B 1

b
Syntax Description  ingtall Sz IV EINE ek | NI
patch-bundle AT ASCM4 . e % RF 255 DN PRV AT
repository BN T AR B AR R . B Sy 255

TR AT

AR SR A CAE S R T 32248 BT R (PAN) H Sl HiC B, TSR e b T AR AR L. 0 i
A e 1238, A i PAN Sl b D) 2

TERCAS 2.0 T2 kb T, b T 2B BEA SR I A IO IME . ANRRAS 2.0 TF4R, b T 2225
Bt BRI TR e e . A7 5% patch install dr& (it ], TS5 R
RAEHIZR B

Command Default TCERIAT M BAH
Command Modes EXEC
Command History ERAS 1E%
2.0.0.306 BINT S
Ed:EE ] WAL FH R 24N T

AR AR AN T2 BT A T S ICAS UK Wi 3 DA B R

% Patch to be installed is an older version than currently installed version.
SN CLI EF A T 222 RPRAS, B2tk 25 )R ISE SCRHMZR AL i ade.log SCF.
R AR T G H PAN F 8B DI E, R Wl TR

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

XHHRE I BTAT Y RS 125, 25 PAN H BRI ECE, R
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. patch install

Gt

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
%Warning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-0S running configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#
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patch remove
XM H] patch remove fir & [BRAN T2 A1, 620 B BEBEF T-4h T HAAT UL A4S T IR BT . K

AT UL S R P U], SR L]

SR N (K045 52 4 T RRRAS, W AE AT ] patch remove i 4

patch [ remove {application_name| version}]

)

patch remove .

AR ZEIRHISE A A B IR b, WA B R T IR AN T 6 E gl AN BT R RN T

Syntax Description

remove TR LT O 54 T ELRA

application_name AU AN TIOR3 255 4
TR

version SRR T RR S . B3R 255 AR
S

AP RIS AR S R ] 224 BT R (PAN) H Bl ReUI B &, SRR AN T PR AR AT . S 1

BRAN TG, #EATLUR FH PAN B 8llbs b e ie & .

Command Default ~ JCERIAAT 4 ElA .
Command Modes EXEC
Command History ERAS 1E%
2.0.0.306 FINT 2.

MR

AR R R 2R A T, R B DL R SR R -

% Patch is not installed

AR CAERE R PAN AU E, R0k Bl M HA:

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

w5

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

BRBMRSSIE CU %45

e



. PITIRRX TEERL ISECL &€
patch remove

2

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
% Patch is not installed

ise/admin#
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permit rootaccess .

permit rootaccess

BLU5 ) R ISE CLI R, 5 7EHATA N H permit rootaccess 4.

permit rootaccess

)

AR WMER TAC S8 /S ATH0H 4 Wi KA e SR DUTTHIMI Y o 1% TAC S 15 734
AT WRIEARAE 15 73 Bl A BN, A2 R AT o IR HHAR GOV B, it
L/ S AR B E A TAC IR IR AR U iRl BB o

Syntax Description WAy AV ek TR B

Command Default TCERINAT B

Command Modes EXEC

Command History RE A (5
2.7.0.349 SINT 4.
w151
PUR 7RG i 7s T el g i) S8R} ISE CLI [PIAR :
ise/admin##

ise/admin# permit rootaccess
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

1

Generating Challenge. ...ttt it i ttn it tieeieeeneenenns

Challenge String (Please copy everything between the asterisk lines exclusively):
R R R R I I h I I b E b b b dh b b h I h b b E I b b b b b b b b b b b b b b b b b b h b b b b b b b b b b b h b b b b b b b b b b b b b b b b b b b b b b b 3

R R R R I I I E I b dh b b b b b b b dE I b b b b I b b b b b b b b b b b b b b b b b b dh b b h b b b b b E h b b b b b b b b b b b b b b b b b b b b b b b b b b b

Starting background timer of 15mins
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

2

Please input the response when you are ready

Response Signature Verified successfully !
Granting shell access

sh-4.2# 1s
2.4backup config CT_Deme_ Test Rpm
ct_rolling.txt lost+found threadHeapDumpGntr.sh
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. permit rootaccess

PATEX T HER ISECL &%

backup_anc-2.7.0-115.jar corefiles CT_engine-2.7.0-1.0.x86_64.rpm
err.out prrt-server.log tomcat-process-log.txt

backup guestaccess-upgrade-2.7.0-115.jar corestacks.txt ct persistent.txt

Heap dump20190705 libciscosafec.so0.4.0.1 Thread dump 2019-07-05-19:07:30

sh-4.2# exit

exit

Root shell exited

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History
4. Exit
Enter CLI Option:
3
R R Rk I I I h b b b b b b b b b I b h IE b b b ki
SN No : 1

R R R Ik I I h b b b b b b b b I b b h E b b b h bk i

Challenge

generated at 2019 06-12 15:40:01.000

R R IR I I I h b b b b b b b b 3 b E h 2h b b b b bk i

SN No : 2

R R IRk e h b b b b b b b b b b b h E b b b E ki

Challenge

generated at 2019 06-12 l5 43:31.000
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

4

Exiting..............

ise/admin#
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ping

ping .

LIS Wm e RGN IEA IPv4 WEGERE, WAEPUTE U] ping dr 4.
ping {ip-address| hostname} [ df df] [ packetsize packetsize] [ pingcount pingcount]

Syntax Description  ip-address % ping ARG 1P Mtk &2 308 32 TR
TR
hostname 2 ping ARG ENLA - B2 30FF 32 7R
T
df (i) o Batu oy BU e .
df Rizfidae o 1 g b ds wor B, sl e b 2
AR AT E A W B BdRE N 3 AN
df,
packetsize (Wi&) o ping IR,
packetsize RAE ping AR WK/ ZERTAT 0 5 65507
Z ],
pingcount (A3E) o ping [FINiE R AL
pingcount RAE ping FINIEREG ZEAT 15 10 210,
Command Default ~ JCERAT A BlfH.
Command Modes ~ EXEC
Command History ERAS &
2.0.0.306 GINT A%

MR

ping iy AR (] MR SR A G AR BISEA ik, SRS AEAFIRISR . Ping fi th vl 3 Bh RS PP A4 A2 21 32 4L

FIATFENE . BRARRIIEIR , LRSS AT A5 i) 4L,

Gt

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms
18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms,
ise/admin#

1001ms
pipe 2
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. ping6

ping6

PATEX T HER ISECL &%

BB WIE A RGN IEA IPv6 45184, IHEPATAL N EH ping6 v 4o 1XZR{LT IPv4 ping i 4.
ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount} ]

Syntax Description  ip-address % ping RGN IP Hidik. 552 SCHF 64 N REEL
T
GigabitEthernet (A3E) o LAKMFZH
0-3 bV NLIE AR
packetsize (W) o ping R/
packetsize fi75E ping B ELHI KA AT T 0 5 65507
Z 1],
pingcount (A3%E) o ping [9] M i K H.
pingcount i€ ping [MINE KA ZENT 15 10 ZH.
Command Default ~ JCERIAAT Bl
Command Modes EXEC
Command History AR A (L5
2.0.0.306 FINT I 2.

MR

ping6 iy A [ Wi SR A A IR BIE A, RS AR InI . Ping fa i wT B PPAG R A2 2
PFURIATEEPE . BRARIIAEIE, DAL AT 1) E L.

ping6 fir >R T-BLA ) ping fir % . ping6 @y & ANSCHF IPv4 Hidls 7 Be (df, i ping fir & Jrid) ik
T, ARE AV AT IR RE . B eI 3 T 8 T R s ik R B A M M b A T E
packetsize I pingcount LI ¥ EH] 5 ping iy 2 AH A .

w51

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal5

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=3 ttl=64 time=0.065 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#
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ping6 .

2

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.073 ms

--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#

BRSHESTIE L SEEE, MAL
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. reload

reload

PATEX T HER ISECL &%

L WA R P S H. EEFS | S ERISE #E RS, A HITHR A ] reload 4.
reload

Command Default ~ JGERIAAT sl .
Command Modes EXEC
Command History ERZS &%
2.0.0.306 FINT B2

EmERE

reload M2 W EH G F ARG AP MARERS R, @i CLIKETH AR IK AL sl E
BIAf ] reload fir4. fRAEER} ISE B3 /2l b (AT % B .

TERH reload iy &2 1, iEHHLR EE} ISE ﬂi%ﬂfﬁ%fﬁ\ VE wHe TP . ok,
1217 application stop ise fiy 4 L5 1 J8E ISE #fE. 2R )5, 1817 reload 14

ISR SR ISE ST LT — 4 AF HLA S reload fird, Wi LR Herp— 403 s B

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

IR AECR PR, THHIN Yes ZRSEE NGRS No BUH E PN ff.

FEALH] reload fir &, WUER RGERABATAENTIERE, B W RGN Yes IR 75 (R 35 1 5L
) s i 23 [ 25 LA i

Do you want to save the current configuration?

nREHAN Yes TRAFIIAT IR ISE BLE, REGH Bom LU E:

Saved the running configuration to startup successfully

WIERAE RS T R Ay, oy DU S

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

AR GRS, WEHEN “y”, WREERGH, TEEA “n” .

w51

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):
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reload .

The system is going down for reboot NOW!

ise/admin#

2

ise/iseadminfreload cli

SWARNING: : The Cisco ISE CLI will restart now and will be unavailable for a few minutes.

Do you want to continue (yes/no) [no] ?yes
Connection to ise closed.
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. reset-config

reset-config

BHE ADE-OS W&HECE (0 1P b/ /M 5e. LA 4. DNS RS 2 H1 NTP il%5)
TEAEPITEL N AEH reset-config iy 4. IXEESHUILA b5 2288 FEh SR I 240 ] . ZE4E FH it
CLI &}, RENSHOREHMNE I R E, thir S AL EE 207 ISE I & s 8150,
Sk iX LU AT 4% 2 i JT] application reset-config T4 SEHLH .

reset-config

Command Default TCERIAT R BAE

Command Modes EXEC

Command History [N (5
2.2.0.470 FIAT B4
(EFER PATTERT, P IR HOR T .

\)

AR P BN S RERIH BN IE-P R RS AT H LA R A R4S, T
T HTTPS/EAP. W R IHT R CAZZUET, WS AMIES LA RKIBET . 554, ik
PR RS AD BRAGRCDY, TEAEGRSEZ AR T AD B R AR .
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restore

restore .

BWHERR AT, WAEPATEE M restorefir 4. kSRS 5 M RHISE FLJE R ADE

OS ARG EE -

I BUF A A v W2 5 SR ISE N AR ADE OS AH G dls «
restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name} ]

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}

include-adeos]

Syntax Description

filename B P AEAAAE PR I 25 0 ST A4 FR o 450 22 37 120
MR AT
iR WAAHE S 44 JE TRV N tar.gpg 97 44
(l4n, myfile.tar.gpg) o
repository A2 .

repository-name

145 K B2 25 03 AR JE I A4 FR . B S HF
120 54

encryption-key

CRIIED o FRE HI IR At 1O P e SO s
.

hash

PR 5 IR e . $5 o BREER I Gk
H) INEE Y. e SR 40 DT

plain

P06 46 G100 SO B 1 s B A
BEICMERY). W2 15 T

encryption-key-name

TR | BISORs s s s 4] o

include-adeos

R &0 TP 177 ADE-OS Bo & 4t , Wk &2 &4
WA 50 AR ISE

0 SRS T P 2 P SR S A (PAN) 1 SRR, WA DST 46 O AR ELAE . (AR

SERUG, BEATLLA FH PAN A 2l Bk U] 3 fid & .

Command Default ~ JCERIAT A E{E.

Command Modes EXEC

Command History ERAS 1E%
2.0.0.306
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B rsvmesnsemanE

EIEE e AL B ISE AT restore dir i, A ISE k552 B HHA 3.
UEE SR ﬁﬂ.[;ﬁ‘!&ﬂﬁﬁﬁi SRR PN PR IUY, SRR R0 54y, mT LM
M restore fir %, Joiti I #% 1

RIS CAE S R ] PAN SRR DIRACE, REOR 2 Bl R iH R

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

\)

ER B ISE A 1.2 A MUERL ISE A 1.0 F1EE} ISE A 1.0 MR 4315 .

\)

AR UL ISE FRA 1.4 STREMIRAR 1.2 S S BRASSRE K #6435

BN A AR ISE WC B A, 1 LA N 4
restor e mybackup-CFG-121025-2348.tar.gpg repository myrepository encryption-key plain lablab12

ot

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234
% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.

Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

Leaving the currently connected AD domain
Please rejoin the AD domain from the administrative GUI

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed
% restore in progress: Adjusting host data for upgrade...65% completed

UPGRADE STEP 1: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...

UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.
- Data upgrade step 3/67, GuestUpgradeService(1.2.1.146)... Done in 43 seconds.
- Data upgrade step 4/67, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.
- Data upgrade step 5/67, NetworkAccessUpgrade(l1.2.1.150)... Done in 2 seconds.
- Data upgrade step 6/67, NSFUpgradeService(l.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.
- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 10/67, GuestUpgradeService(1.3.0.194)... Done in 2 seconds.
- Data upgrade step 11/67, NetworkAccessUpgrade(1.3.0.200)... Done in 0 seconds.
- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.
- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.
- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.
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- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade

15/67,
16/67,
17/67,
18/67,
19/67,
20/67,
21/67,
22/67,
23/67,
24/67,
25/67,
26/67,
27/67,
28/67,
29/67,
30/67,
31/67,
32/67,
33/67,
34/67,
35/67,
36/67,
37/67,
38/67,
39/67,
40/67,
41/67,
42/67,
43/67,
44/67,
45/67,
46/67,
47/67,
48/67,
49/67,
50/67,
51/67,
52/67,
53/67,
54/67,
55/67,
56/67,
57/67,
58/67,
59/67,

nepmzsrisErRssE [

NetworkAccessUpgrade (1.3.0.230) ... Done in 3 seconds.
GuestUpgradeService(1.3.0.250) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.250) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.334) ... Done in 9 seconds.
RBACUpgradeService (1.3.0.335)... Done in 9 seconds.
ProfilerUpgradeService (1.3.0.360)... ...Done in 236 seconds.
ProfilerUpgradeService (1.3.0.380)... Done in 4 seconds.
NSFUpgradeService(1.3.0.401)... Done in 0 seconds.
NSFUpgradeService(1.3.0.406) ... Done in 0 seconds.
NSFUpgradeService (1.3.0.410) ... Done in 2 seconds.
RBACUpgradeService (1.3.0.423) ... Done in 0O seconds.
NetworkAccessUpgrade (1.3.0.424) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.433)... Done in 1 seconds.
EgressUpgradeService(1.3.0.437) ... Done in 1 seconds.
NSFUpgradeService(1.3.0.438) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.439)... Done in 0 seconds.
CdaRegistration(1.3.0.446) ... Done in 2 seconds.
RBACUpgradeService(1.3.0.452) ... Done in 16 seconds.
NetworkAccessUpgrade (1.3.0.458) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.461)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.462) ... Done in 2 seconds.
NetworkAccessUpgrade (1.3.0.476) ... Done in 0 seconds.
TokenUpgradeService (1.3.0.500) ... Done in 1 seconds.
NSFUpgradeService (1.3.0.508) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.509) ... Done in 17 seconds.
NSFUpgradeService(1.3.0.526) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.531)... Done in 0 seconds.
MDMUpgradeService (1.3.0.536) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.554) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.561) ... Done in 3 seconds.
RBACUpgradeService (1.3.0.563) ... Done in 19 seconds.
CertMgmtUpgradeService (1.3.0.615) ... Done in 0O seconds.
CertMgmtUpgradeService (1.3.0.616) ... Done in 15 seconds.
CertMgmtUpgradeService (1.3.0.617) ... Done in 2 seconds.
OcspServiceUpgradeRegistration(1.3.0.617)... Done in O seconds.
NSFUpgradeService(1.3.0.630) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.631)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.634) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.650) ... Done in 8 seconds.
CertMgmtUpgradeService (1.3.0.653) ... Done in 0 seconds.
NodeGroupUpgradeService (1.3.0.655) ... Done in 1 seconds.
RBACUpgradeService (1.3.0.670) ... Done in 4 seconds.
ProfilerUpgradeService (1.3.0.670) ... Done in O seconds.
ProfilerUpgradeService (1.3.0.671)... Done in 0O seconds.

ProfilerUpgradeService (1.3.0.675) ...

................................... Done in 2118 seconds.

- Data upgrade
- Data upgrade
- Data upgrade
seconds.
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
Data upgrade

UPGRADE STEP 3:

step

NSFUpgradeService(1.3.0.676) ... Done in 1 seconds.
AuthzUpgradeService (1.3.0.676) ... Done in 20 seconds.
GuestAccessUpgradeService (1.3.0.676) ... ....... Done in 454
NSFUpgradeService(1.3.0.694) ... Done in 0 seconds.
ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
RegisterPostureTypes (1.3.0.705)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.727) ... Done in 0O seconds.
ProvisioningUpgradeService (1.3.105.181)... .Done in 103 seconds.

Running ISE configuration data upgrade for node specific data...

% restore in progress: Restoring logs...75% completed
% restore in progress: Restarting ISE Services...90% completed

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...
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B v svmemnsezGE

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed

ise/admin#

K . S— 4=k
MERRERBE ISEZITEE
BN L R ISE 34T 8, A LA
restor e mybackup-OPS-130103-0019.tar.gpg repository myrepository encryption-key plain lablab12

Gt

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2
% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.

Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...40% completed

% restore in progress: Extracting backup data...50% completed

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed

checking for upgrade
Starting M&T DB upgrade
ISE Database processes already running, PID: 30124
ISE M&T Session Database is already running, PID: 484
Starting ISE Profiler DB...
Starting ISE Application Server...
ISE M&T Log Processor is already running, PID: 837
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed
ise/admin#

ME ik E BEl ISE Bt E£#EFE Rl ADE 08 £4E
TS 604 R ISE ADE OS 050 AR ISE FEBHCE, IEEFIBLF 6

restor e mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key plain Mykey123
include-adeos
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Gt

W&t Ba s RELuEmEs AvE0s K7

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos
Do not use Ctrl-C or close this terminal window until the restore completes.

oo

Warning:

Initiating restore.

restore
restore
restore
restore
restore
restore
restore
restore
restore
restore
Broadcast

A0 A0 d° OO d° o O OO O oP

ise/admin#

in
in
in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Please wait...

Starting Restore...10% completed

Retrieving backup file from Repository...20% completed
Decrypting backup data...25% completed

Extracting backup data...30% completed

Stopping ISE processes required for restore...35% completed
Restoring ISE configuration database...40% completed
Updating Database metadata...70% completed

Restoring logs...75% completed

Performing ISE Database synchup...80% completed

Completing Restore...100% completed

message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

BERBHRESIECUS2ism, A3 [



HITRATHER ISECU &4 |

. rmdir

rmdir
TR B3, EERATR S NEH rmdir 54

rmdir directory-name

Syntax Description  directory-name Hk R 52 S8 80 MR 1.

Command Default TCERIAT M BAH

Command Modes EXEC

Command History KR A &
2.0.0.306 SINT A,
w151

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
ise/admin# rmdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
ise/admin#
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ssh .

ssh
A SRR, EERATER U EH ssh i ds
Y
AR E O R] DU i 2
ssh [{ip-address | hostname} ] [username] [ port {port number | version {1 | 2}]
ssh delete host {ip-address | hosthame}
Syntax Description  ip-address R RGN IPVA/IPVG Sk, 555 HF 64
BT
hostname LRGN . ZSCHF 64 DR
5o
username Wi SSH Gk A 44
port CAIIE) o 7R R AL 5
port number ity 1 AT 0 B b 0 %8 65,535, BRI 1k 22,
version (AIIE) o FRIRPRA .

version number

SSH AT 1 f12. B\ SSH MRAN 2.

delete R 52 “E LAY SSHHREL.
host H IR WU AL FE R G M4
ip-address TEFE RGN IPvA/IPV6 Mtk 5r % S0 FF 64 A7 h)
B FIE
hostname Eﬁ%éﬁﬁ@ﬂn% o IMEIFF 64 NFRH T T
o
Command Default CLAEH]
Command Modes ~ EXEC
Command History R A &2
2.0.0.306 FINT M.
(S ssh & AT L3RG 15 7 — M R B sl IR 4 S8 AT 22 4 ELINBR (K03 B . SO0 B IOUE R3S, SSH %

J i SEVFAEAN 22 A I W 45 L3 AT 22 42
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. ssh

\)

ER QMERALE ISE L A FIPS #55, LRl ISE 27 FIPS #1055 i3l SSH 5 SFTP & #z.
{R5 ISE i {5 I FE SSH 8k SFTP IR 45-4% fL14F FIPS 140-2 fLHERT I8 5%,
JER}ISE f# F ik A28 FIPS 140-2 B AF s ik, 42 FIPS S M E K KTPEAN{5E S, 5S4 FIPS
EHUE A

w51

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

2

ise/admin$# ssh delete host ise
ise/admin#
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| TR TRERISECU 4%

tech

tech .

THRARPTIE M 4% 4% 1 BRI T B R tech i 4.

Syntax Description

dumptcp $ TCP Hifl e il 2456 5

interface-number TICLLK M A 45 (0-3).

count f}%ﬂ‘?ﬁj@w&@ﬁiﬁ, RNBCE R B
il DI

package-count T HF 1-10000 [RIET

interface fREE D2,

console TEdE G EFTEI NS AT B TCP Hidi £

filter R 2N TCP Hedf tu b L v i

time-limit AR I 1) B i 2 A RAT . BRI N 5 73

filename 5 M TA# R K TCP Bl A i S0 44

localdisk SCAFREA R Ai DR AF 275 K5 disk:/dumptep/

file-size FaE AR SRR (BEMB A7) o BRIA
6% 10 MB, Kl 100 MB (4 FRAF 3 i
HATRE D .

no-of-files T g EA R SO BOAE N 1.

repository i 58 B ORAT A R S

iostat Fe 8 A1 23 DR T A BELER (CPU) ZE vt R
N GETHE B RIEH G, B 3 P Ak —
Ko 2 Linux iostat 74 o

iotop Té? ISE 7 i i IR E SR SERG A (1) 1/O A D045

killgdb H 4% ProcessID #¢ 1F GDB #EFR

mpstat R RIL AL BEEAR AR BAAR R G . WS
Linux mpstat 74>

netstat R RIEII R RAR SR BRI &, B 3 7

fii—¥X. 1524 Linux netstat iy % o
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HITRATHER ISECU &4 |

top etz T R ALNE, A5 B UHE Ty
KT REeA# . 1521 Linux top 74 .

vmstat Fettt A7 BEREA GRS S R, B 3 MPELAH

—W. 2 Linux vmstat 7% o

Command Default C2EH.
Command Modes EXEC
Command History ERZAS &%
2.0.0.306 FINT B 2.

MR

I HLAE tech dumptep %t A & B bad UDP cksum 45, i JF R 04y e4H.0y . tech dumptcep iy 4> 1 Xt
BN CUK M ab BRAS IR HE A Bl B A TR A . K2 BOMAR UK S i & TSR B B IR
R, Bk, BAERERIHERASTTIAT U . Hik, FHREM N bad UDP cksum [F14% H £ £
IR .
MIEE}ISE FiiA 3.0 FF4h, tech dumptep v & HAA DU R & IE o a1

* br-<.>

* docker0

* GigabitEthernet0 (At GigabitEthernet 211, WAl H)

*lo

* veth<...>

i1

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6), length:
40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6), length:
200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096

ise/admin#

w52

ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
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avg-cpu:

Device:
sda

sdal

sda?2

sda3

sda4d

sdab

sda6

sda’7
ise/admin#

w153

ise/admin#
Linux 2.6.
02:41:25
02:41:25
ise/admin#

Suser %nice %system %$iowait S%steal
7.26 0.73 4.27 0.77 0.00
tps Blk read/s Blk wrtn/s

16.05 415.47 1802.16
0.01 0.23 0.00
0.02 0.22 0.04
0.01 0.29 0.02
0.00 0.00 0.00
0.00 0.16 0.00
0.49 0.24 7.45

15.51 414.27 1794.66

tech mpstat
18-348.el5 (ise) 02/25/13
CPU Suser Snice $sys $iowait

all 7.07 0.70 3.98 0.74

%idle
86.97
Blk_read
3761049
2053
1982
2626
14
1479
2189
3750186

$irg
0.02

%soft
0.14

Blk_wrtn
16314264
22

354

152

0

0

67400
16246336

%steal
0.00

tech .

intr/s

1015.49
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. terminal length

terminal length
BEVCE T A e LA E ATEL W ESUTEIC I terminal length A4

terminal length %%k

Syntax Description  |ength VO 2 T A e e L 2 T s AT E
integer biFE BATH A 0-511 4T O RMAMERS

FERND o B (0) mTZE T4 H D 2 1] (8 452 o

Command Default AT A E R B SRS TR BT ECY 24,

Command Modes EXEC

Command History ERAS &

2.0.0.306 SIANT a4
(B F 48 Al A EAEL A o B AE 22 B e ) 390 (R 3 e PR ek 1] o

w15

ise/admin$# terminal length 24
ise/admin#

B EHSMBRSsIECUSEER, A3



| TR TRERISECU 4%
terminal session-timeout .

terminal session-timeout
B T 2GRS s, 5 PUATE S N terminal session-timeout 774 .

terminal session-timeout 44

Syntax Description  session-timeout VB A 2k RS shE e
minutes AVE SN R Bh 8. A5 %%E A 0 31 525600,
EYOEIEJirEle

Command Default RIS THER S 30 4047,

Command Modes EXEC

Command History ERAS &
2.0.0.306 SIANT 4.
(G +# terminal session-timeout & 1% & A2 (0) BIR R AR B
w11

ise/admin# terminal session-timeout 40
ise/admin#
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. terminal session-welcome

terminal session-welcome

TAERG LT Sk RG R 7 B E X R, AT N terminal session-welcome iy

%,

terminal session-welcome 43 5

Syntax Description  session-welcome LERGE Eh T B RGP B B
string WO Lo 2 308 2023 MR F . R
FEVFAE XML {54 «

Command Default TCERIAT J BAE

Command Modes EXEC

Command History ERAS &
2.0.0.306 SIANT A4
(EFIER FREAERS G 5% CLI IR 7E B 42 10 i 2 $E /s TG S s 1Ay v L o
w15

ise/admin# terminal session-welcome Welcome
ise/admin#
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terminal terminal-type

terminal terminal-type .

PR R IR R AT S TR M AT T I A R, I AESAT AL terminal terminal-type i 4>

terminal terminal-type

Syntax Description  terminal-type TR IER I 2 2R Y, BRIA LR Sl
VT100,
type TE XA A FRANEY, 3 eV P 2R A iR 45
() LML T K Y i e % SCRE 80 N FRES T
FAF o
Command Default VT100
Command Modes EXEC
Command History AR A &
2.0.0.306 SIANT M4

EmERE

PR, s vT100 A .
LT DU Rk

ot

ise/admin# terminal terminal-type vt220

ise/admin#

DA RE I EMIE B
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. traceroute

traceroute
TR I EAE G AE AT B e R B R, I AEBATRE R MEH traceroute 1y 4o

traceroute [ip-address | hostname]

Syntax Description  ip-address WRERGN 1Pv4 ikl B2 4 64 MR
FAF o
hostname LRGN ENA . I IR 64 DMF R
o

Command Default TCBNT N B

Command Modes EXEC

Command History AR A &
2.0.0.306 SINT M4
w5

ise/admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#
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undebug .

undebug

LRI RE, S ESATRI M E undebug i 4 .

undebug [ all | application | backup-restore| cdp | config | copy | icmp | locks| logging | snmp | system |
transfer | user | utils]

Syntax Description all 4 P TG R
application N SCA

* all - 25 A7 N H Rk e

* install - Z5 1] B ] 223 1 1

* operation - & H W iz 4710 )
* uninstall - 2% T b S0 2803 i 1

backup-restore ey FR B2 A o
* all - A5 R 03 A2 1) AT il
* backup - 4% FH £ 0 U1K 45 0 Y i o

* backup-logs - 24 H #5473 Pk 521 24 H & 1k
AR

* history - 25 % 0VK 5100 7 s SRk He
* restore - 2% F #5470 Wk & 10 Pk B2 R 3 HH

cdp SRR RIS & A
* all - ZEF DT AT JORE A WSO B R o
* config - 2 H JURL A LB TC 2 1 i i o

* infra - Z5 R RF AL B IS AR Ak vt o X
to

BRSHESTIE L SEEE, MAL
|



. undebug

PATEX T HER ISECL &%

config

i & SC 1
* all - ZE ] pr Ay e B R et
* backup - 4% FH £ 3 o B R
* clock - 4% H I ic & i
* infra - 25 G B SE AR E VRS Y
* kron - 25 4 1 BERE G L A ki
* network - 24 ] 9 26 ic & A5 H
* repository - A5 AFff ZEIC B A H -

* service - 28 e 25 IC B A i i o

copy

Sl

icmp

ICMP [F] 32 Wi 1 i 2

all - Z5H] ICMP [R]325 i SV L& 7 BT B R H
FEERBEE N 0 7 2T, 0 R,
7 RKAWHTE

locks

BRANE o
* all - BT A B S0E i .
* file - A% SO e RS

logging

AR E AT
all - ZEH] H Sl s i B 1 B Pk 1

snmp

SNMP fic & 3.
all - 25 SNMP B & 1 BT ik .

system

Rt
* all - ZEH Ay & g0 SOl i o
* id - 25 R 40 ID Wik
* info - 28 R 405 B4
* init - ZEH RGEAIIEA TS

transfer

SCPEAR
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undebug .

user P&,
* all - Z5H BT Ay L 8 B o
* password-policy - 4% F %5 5 S g 1) FH P 48 i
PR H
utils SEH T H AL E S
all - 25 F By sz C 5L e & il e .
Command Default TCERAT R BAH
Command Modes EXEC
Command History R (L5
2.0.0.306 SINT 4.
w151

ise/admin# undebug all
ise/admin#
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Bl which

which

PR OREH CLI Al H A N2, EERATE I which @4
which

Syntax Description - & Ayl St 2 FIS 50

Command Default TCERIAT M BAH

Command Modes EXEC

Command History KR A &
2.0.0.306 SINT A4
ERIER which &[5 a4 . B4R which 72 8B SE Haf H, (Ran R4 22l i 7y AT N ) 5ok A

i, CLIAZH A WAL Bonttin £

Gt

PUR7RE 7R T which % Hi

ise/admin# which

[ 1]. application configure<STRING>

[ 2]. application 1install<STRING><STRING>

[ 3]. application remove<STRING>

[ 4]. application reset-config<STRING>

[ 5]. application reset-passwd<STRING><STRING>

[ 6]. application start<STRING>

[ 71. application start<STRING> safe

[ 8]. application stop<STRING>

[ 9]. application wupgrade cleanup

[ 10]. application upgrade prepare<STRING><STRING>
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write .

write
A H . BonEiiE R BB ISE RSS2 E, i F PATHL S N R AH N S 801 write fiv 4o

write[ erase| memory | terminal ]

Syntax Description  erase THERE AL E . R R ISE Ak T-2E HPIR
memory BICATHCE Z B R A E

terminal Rs T B E RS G .

Command Default TCERIAT R BAE

Command Modes EXEC

Command History FR A (54
2.0.0.306 SINT A4
[ERER 76 SR} ISE W% 1K write iy 455 erase I H

IR AR write iS5 erase LI —&AFH, EARIISE 2 B/ FHHRE R

)

% Warning: 'write erase' functionality has been disabled by application: ise

w51

ise/admin# write memory
Generating configuration...
ise/admin#

w15 2

ise/admin# write terminal

Generating configuration...
|

hostname ise
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. write
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1T RRAER T B2 % ISE CLI 5%

AT GHHATHT 1 show A&, XL TR BRHISE W E, 2R —Hoamd. A
RS he i el R i) g LA S I i ot 7= RPN DRR E =122 R =17 2 h N T IR S T i 8

Y

ER MR ISE R 3.0 JFUE, WHRAEIZATHELE show iAo T Bk L FFF, iE4% Ctrl+C, RJ5H%
Q.

* show , £ 109 1T

show application , %% 110 1T
show backup , % 113 71

* show banner , % 115 7T

* show cdp , 2 116 L

show clock , i 118 1T

show container , 2 119 7T
* show cpu , i 123 T

show crypto , #f 126 1L
show disks , £ 127 71
show icmp-status , 2 129 TT

.

show interface , #f 131 7T
* show inventory , £ 133 7T
* showip, 2 135 1L

* show ipv6 route , 2 136 7L
* show logging , % 137 71

* show logins , % 140 7T

* show memory , f 141 71

* showntp , f 142 71

* show ports , 5§ 143 1T

* show process , & 145 71

* show repository , f 147 T1

show restore , & 149 T
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* show running-config , % 150 T

show snmp-server engineid , 3 152 71

show snmp-server user , 5% 153 11
show startup-config , #f§ 154 T
show tech-support , £ 156 TT

* show terminal , % 158 71

* show timezone , #f; 159 T1
* show timezones , fj 160 TT
* show udi, %161 7T

* show uptime , %% 162 1L

* show users , 2 163 71

* show version , 2 165 T
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show

show .

TRRBIT RGE R, HEPITEIU N EH] show i .

show BT
Command Default ~ JCERIAAT 4 Bl
Command Modes EXEC
Command History [N (58
2.0.0.306 FINT M 4.

(k1=

FITAT show iy & B ifs 2 52 /0 A G P oA REIE s

Gt

ise/admin# show
<name>

ise

ise/admin#

application
<Description>
Cisco Identity Services Engine

S

1T,
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BUTR RN THIER ISECLI 5%
. show application

show application

BWIRARSG LR O RN A, IEERATA T H show application @4
show application > file-name
show application [status {application_name}]

show application [version {application_name} ]

Syntax Description > P b T 5 m) B S0
file-name LAt R ISE NS BSR4
status BoR OB IPIRAS
version BoR O 2N CURHISE) B HI A o
application_name 22 N 2R

| B 28
« begin - VLA RER . %1 80 M REKL

20 2o S/

TTE

* count - it FH ATV K. 75 KU TR i £k
o

|- VR A TR R
* end - DUGREMAT G50 % S0HF 80 471

HFFAE
+ exclude- HERICTE 177 o 4% 3 45 80 45
HFFHE
+ include - 0 FUCALIAIT. % 3 H5 80 471
BT

o last - Bonf it S5 JLAT . EHIA last 5
T, EXFHFE/RN801T. BIAKEN
10,

| - foeJe 1 AR R T A2 2

Command Default TCERIAT M BAH

Command Modes EXEC
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show application .

Command History

MR

R

(5

2.0.0.306

FINT 4.

FEE ARG O 2R AT O 1 N AR AN i A

i

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

2

ise/admin# show application version ise
Cisco Identity Services Engine

Version 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

5l 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version 1.4.0.205

Build Date : Tue Mar 3 05:37:10 2015
Install Date : Tue Mar 3 21:06:34 2015
ise/admin#

i3

, 1## F show application T4

SURHISE WHE T IEMHEFRRAS GETME) o pxGrid. UFEBAUKHIY . M&T Rl & 4y Wb ik 55 55 2

AT LU R AR
* Running - JAE} ISE IR %5 IEAEIZ AT
* Not Running - 8} ISE x5 K 4
* Disabled - B} ISE 5% LU 4%

ise/admin# show application status ise

ISE PROCESS NAME STATE

Database Listener running
Database Server running
Application Server running
Profiler Database running
AD Connector running
M&T Session Database running

PROCESS ID

3688
41 PROCESSES
6041
4533
6447
2363
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. show application

M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager

pxGrid Controller

Identity Mapping Service

ise/admin#
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running

disabled
disabled
disabled
disabled
disabled

6324
6263
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show backup .

show backup

BLRIR RGN P Ll e i RPRAS, AT LT A show backup i 4
show backup [history | status]

Syntax Description  history VR RRGE PR LA R
progress BIRRG LIRS

Command Default TCERNAT N BAE

Command Modes EXEC

Command History ERAS &
2.0.0.306 SIANT 4.
[EFER BHE ARG A& LI FALRE, 1A show backup 174>
w1

ise/admin$ Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

i 2

ise/admin# show backup status
%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

% backup name: mybackupl

% repository: myrepository

% start date: Wed Apr 10 02:39:02 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:
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. show backup

success
ise/admin#
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| #ITRTEXTHER ISECL &%
show banner .

show hanner
RN RIS SR E RS, TEAERATE L N # ] show banner iy

show banner [post-login | pre-login]
75 BURE ISE GUI Hp iy BAR & 14 v e B A i

BB > RG> BB RGO > IKE > ihio. S &R HFACE BE ISE CLI #1 GUI 18 3 H/
FE S Ja R ) - B

Syntax Description  post-login WoRAE LB ISE JIRS% A%t oA 241 CLI 23 T L& 1)
Fo AR R
pre-login BoRAE R ISE R 454 0 b 247 CLI 23 5 1 & 11

HORTE S

Command Default TCERINAT A A

Command Modes EXEC

Command History R A &
2.0.0.306 FINT 4.
EIEE e TEiEZ) SSH 23 i& i H show banner fiv 4. W1 %% 30 SSH 2 154 i 71 A} ISE 47 BRG] 7 rp i

M KR asuh, BB s “WARNING: Maximum active SSH sessions reached” 71 5. »

| BERBHRESIECUS2ism, A3 [



PATRRER TR BR ISECL 5%
. show cdp

show cdp

B ORAT R 8 -SRI (CDP) 2 HIME B, I EHITHE R8T show cdp 4.
show cdp [all | neighbors]

Syntax Description  all WoRITA A - ERNR IS
neighbors B BRI AR .

Command Default ToERINAT N B

Command Modes EXEC

Command History [N (58
2.0.0.306 FINT A4
ERE WA SR ERNR B DR CDP 48 s, 1514 show cdp T4«

)

R ATLLAAEAR 1Pv4 Al IPv6 22 L A4, CDP

w51

ise/admin# show cdp all

CDP protocol is enabled...
broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

i 2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.114

IPv6 Address : 2001:420:54ff:4::458:1

CDP Neighbor: isexp-eswb
Local Interface : GigabitEthernetO

Device Type : cisco WS-C3560E-24TD
Port : GigabitEthernet0/5
Address : 172.23.90.45

IPv6 Address : 2001:420:54ff:4::458:5

CDP Neighbor: 000c29e29926
Local Interface : GigabitEthernetO
Device Type : ISE-1141VM-K9
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| #ITRTEXTHER ISECL &%
show cdp .

Port : ethO
Address : 172.23.90.115
IPv6 Address : 2001:420:54ff:4::458:2

CDP Neighbor: 000c290£fba98
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.111

IPv6 Address : 2001:420:54£ff:4::458:3
ise/admin#

BRSHESTIE L SEEE, MAL
|



HITERENXN THIERHISECL &%
. show clock

show clock

LR AGHA B H . A HIL AL I CORIAE, BT R A show clock T4 .
BT WA KRB TS HL

show clock

Command Default TCBONT N BAE

Command Modes EXEC

Command History AR A &
2.0.0.306 FINT M4

[EHER show clock %t B0 55 W tH S (UTC) kg AR g b s ] (GMT)~ 9% [ SpH & i 1]
5

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#
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| #ITRTEXTHER ISECL &%
show container .

show container
BEAGEA KLU A 0 NAC IERC# 1S R, T ERAT R EH show container i 4o
Uear 2 B AR LU P RS R ST IR VPG4 IERC A BN [a]  SER A TN, UK
TGRSR . B nT DUEE T A28 A4 PR ID dE— P TR & A S &N e 45 115 B o
show container tc-nac {adapters| all | inspect {container-id container-id | container-name container-name}
| stats {container-id container-id | container-name container-name} } |}

Syntax Description  tc-nac 7R CLB B A8 A HR A () NAC & B A8 AR OG5
H .
all AT o8 TCNAC B, by 4l 51 H U8R ISE

WA R R ISR 2, RS A B 1D,
T B8 Wi-Fi BB, 27 57 Wi-Fi

R U E S B
adapters B R ISE HHCE ) TC NAC JERC 4%, 5%

B ID FIZ R BRG] SE N SEE AT
K LURSE R R S RRA .

inspect { container-id container-id | container-name i) H4 4 2 IE A 2L (I RE 4TS H
container-name}

stats { container-id container-id | container-name g {47 2 3 FC 22 (i A= B .
container-name}

> Kt R 1k S
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PITRFER TRBRISECL &% |
. show container

o R A AT A

* begin - VLACHIRER . 5% SCRF 80 AT+ BFEL

FE

count - FrH AT M. B FEUS TR I
Fo

| - TR B AR &

end - DAVCHC AT S5 0R . % 3% 80 N8
WA A5

exclude - HEBRULAC AT . I 2 SCFF 80 N F )
WA FT

include - % VCFC AT » B2 32 FF 80 N7 B)
BFFHF o

last - WorbiH 5 JLAT . #5509 last fFs
Y. wEFER 801T. BLNRE N
10,

| - B i Y B MR AT AR

Command Default TeERINAT N BAE

Command Modes EXEC

Command History [N (58
2.2.0.470 SINT M.
3.1 A A A S Wi-Fi ilE .
[ERER BEAE LB 47 4 A0 ) NAC & BL#s A A B, 1514 H show container @iy 4.
w51

ise/admin# show container tc-nac adapters

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
63b8904f41c6 irf-adapter—-nexpose "/opt/CSCOcpm/vaservi" 19 hours ago
Up 19 hours nexpose
8389f7e249cf irf-adapter—-tenable "/opt/CSCOcpm/vaservi" 2 days ago
Up 2 days tenable
ise/admin#
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| #ITRTEXTHER ISECL &%

show container .

w5 2

ise/admin# show container tc-nac all

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES
63b8904f41c6 irf-adapter—-nexpose "/opt/CSCOcpm/vaservi" 19 hours ago

Up 19 hours nexpose
8389f7e249cf irf-adapter-tenable "/opt/CSCOcpm/vaservi" 2 days ago

Up 2 days tenable
41921c1539pf irf-core-engine:2.2.6 "/bin/sh -c 'npm star" 3 days ago

Up 3 days 127.0.0.1:3000->3000/tcp

irf-core-engine-runtime

c4df6ff3cf628 irf-rabbitmg:2.2.6 "/docker-entrypoint.s" 3 days ago

Up 3 days 4369/tcp, 5671-5672/tcp, 15671-15672/tcp, 25672/tcp irf-rabbitmg-runtime
e682a5a5ad69 irf-mongo:2.2.6 "/entrypoint.sh mongo" 3 days ago

Up 3 days 27017/tcp irf-mongo-runtime
ise/admin#

3

ise/admin# show container tc-nac inspect container-name nexpose
[
{
"Id": "63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0ab36alba3044",
"Created": "2016-09-22T11:38:03.1461413162",
"Path": "/opt/CSCOcpm/vaservice/nexposeadapter/bin/nexposeadaptercontrol.sh",
"Args": [
"start",
"http://irf-core-engine-runtime:3000/api/adapter/instance/register",
"07bcbaece-fb9f-4845-86cb-886c7c095188"
] 4

"State": {
"Status": "running",
"Running": true,
"Paused": false,
"Restarting": false,

"OOMKilled": false,

"Dead": false,

"pid": 23433,

"ExitCode": 0,

"Error": "",

"StartedAt": "2016-09-22T11:38:05.6094396452",

"FinishedAt": "0001-01-01T00:00:00z"
}I
"Image": "06ba3230bd64872b988£f4506e7fffddc8c6374c7ece285555eelcc57743ea7e0",
"ResolvConfPath":

"/opt/docker/runtime/containers/6308904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/resolv.cont",

"HostnamePath":
"/opt/docker/runtime/containers/63b8904£41c6ce2a58660d38eb3500104038e650ed4e3365e21e0a536alba3044 /hostname",

"HostsPath":
"/opt/docker/runtime/containers/63b8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hosts™,

"LogPath":
"/opt/docker/runtime/containers/63b8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/

63b8904£f41c6ce2a58660d38eb3500104038e650e4e3365e21le0a536alba3044-json.log",

"Name": "/nexpose",
"RestartCount": O,
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PTRTERTBRISECU B2 |
. show container

"Driver": "devicemapper",

"ExecDriver": "native-0.2",
"MountLabel": "",
"ProcessLabel": "",
"AppArmorProfile": "",

"ExecIDs": [
"d765782a48118167d9d029037fcb2e56aa7dce8672b8991a736617a6d6879750"
]I

"NetworkSettings": {

"Bridgell: ""’

"SandboxID": "9873fb92£86e66503%9a6delbbfe057bc3fd341f7b3%acedee57chbd89b3£56ce0",
"HairpinMode": false,

"LinkLocalIPvé6Address": "",

"LinkLocalIPv6PrefixLen": 0,

"Ports": {},

"SandboxKey": "/var/run/docker/netns/9873fb92f86e",

"SecondaryIPAddresses": null,

"SecondaryIPv6Addresses": null,

"EndpointID": "",

"Gateway": "",

"GlobalIPv6Address": "",

"GlobalIPvo6PrefixLen": 0,

"IPAddress": "",

"IPPrefixLen": 0,

"IPv6Gateway": "",

"MacAddress": "",

"Networks": {

"irf-internal-nw": {
"EndpointID":
"8999c12319144cfd66ad4e99ped0f7fbc228779e43f2a7£20c48867b8b3ca7a49",

"Gateway": "169.254.1.1",

"IPAddress": "169.254.1.6",
"IPPrefixLen": 24,

"IPv6Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvePrefixLen": O,
"MacAddress": "02:42:a9:fe:01:06"

w5 4

ise/admin# show container tc-nac stats container-name nexpose

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET I/O
BLOCK I/0
nexpose 0.07% 327.9 MB / 12.43 GB 2.64% 4.501 MB

/ 2.446 MB 106.4 MB / 21.27 MB
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| #ITRTEXTHER ISECL &%
show cpu .

show cpu
LR CPUME R, WHAESHATH M ] show cpu T4«
LR RN BURE ISE 4441 CPU A I 24 22, i AEPUATHIA Tl ] show cpu usage fir %« i &1
i S A B AT I 1) CPU A A2 PR IR
show cpu > file-name
show cpu statistics
show cpu usage
Syntax Description > P b T ) B S0
file-name S E 0] R S ) A4 R
statistics 7R CPU S B
cpu usage BoRe BN CERHSE) &A1) CPU {1
HZ.

| o R B R AL

* begin - FLACIAE A o 152 T FF 80 AN REEL

FE

* count - FrH AT IR E . AE A EUS TS I
Fo
| - TR B B AR &

* end - PAUCHCHIATEE R . %2 S0 FF 80 N~ B)
WA AT

* exclude - HEBRUEHCAIAT « B 22 SCHF 806
WA FF

* include - B & UCACHIAT . % LR 80 NM-B)
WA A5

o last - Bontr BB 5 JLAT . (EHA last fG s
&Y. w2 ZFER 80 1T, BRNRE N
10,

| - B I A B U AT AR

Command Default TCERINAT N BRAE

Command Modes EXEC
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PTRTERTBRISECU B2 |

. show cpu
Command History RE A (54

2.1.0.474 SINT 4.
(&R FEAE CPU {5 B G THE S, Wi show cpu fin 4.

w51

ise/admin# show cpu

processor: 0

model : Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
speed (MHz) : 1861.914

cache size: 4096 KB

ise/admin#

2

ise/admin# show cpu statistics

user time: 265175
kernel time: 166835
idle time: 5356204
i/o0 wait time: 162676
irg time: 4055
ise/admin#

~f5 3

ise/admin# show cpu usage

ISE Function % CPU Usage CPU Time Number of threads
Profiler Database 0.01 1:26.27 3
M&T Session Database 0.01 1:23.06 18
Certificate Authority Service 0.04 6:57.38 31
M&T Log Processor 0.09 15:44.23 60
ISE Indexing Engine 0.12 21:34.76 75
Database Listener 0.01 0:53.18 2
Database Server 0.36 62:48.64 64 processes
Admin Webapp 0.04 6:46.68 53
Profiler 0.00 0:02.94 26
NSF Persistence Layer 0.05 8:09.70 46
Guest Services 0.00 0:00.32 5
Syslog Processor 0.00 0:12.79 3
Quartz Scheduler 0.05 9:08.80 29
RMI Services 0.00 0:05.98 10
Message Queue 0.00 0:43.99 4
BYOD Services 0.00 0:00.00 1
Admin Process JVM Threads 0.19 32:50.67 10
Miscellaneous services 0.17 30:30.47 3557
Identity Mapping Service N/A

SXP Engine Service N/A

Threat Centric NAC Docker Service N/A

Threat Centric NAC MongoDB Container N/A

Threat Centric NAC RabbitMQ Container N/A

Threat Centric NAC Core Engine Container N/A
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| #ITRTEXTHER ISECL &%
show cpu .

Vulnerability Assessment Database N/A
Vulnerability Assessment Service N/A
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. show crypto

show crypto

BRI R R TS B A P A LS R ACE A I, 15T show crypto fir 4.
show crypto authorized_keys
show crypto host-keys

show crypto key
Syntax Description  authorized_keys SR R S AU P R
host_keys BRSSP EHUE
key RS S P G R
Command Default ToERINT N B
Command Modes EXEC
Command History [N (55
2.0.0.306 SIANT a4
[EREEs TEAE RS S BSR4 show crypto i 4.

RN

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin#

i 2

ise/admin# show crypto key
admin public key: ssh-rsa f8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#
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| #ITRTEXTHER ISECL &%

show disks

show disks .

SRR S R GE B WEHATRIU M T show disks i

show disks> file-name

Syntax Description >

Kt B E i 20 3CAT

file-name

L [ B SO A4 B

BT A R
* begin - VLELAIRE . 2 S0FF 80 D RHEK

2 20 I/

FF

* count - iy tH AT VR AR BU RIS Nk
Fo
| - TR B AT AL

* end - DAVLACIAT A R . d3 2 3CRF 80 /M8k
A 2

* exclude - HEBRULACIAT . 522 SCHF 80 -1k
TR

* include - W HVLECINAT o 5 2 S HF 80 AR
TR

o last- Bonfnt S5 JLAT . ERIA last 5
T, EXFFE/RN801T. BIAWKEN
10,

| - o i AR MR T A2 2

Command Default TCERIAT M BAH

Command Modes EXEC

Command History N

(£

2.0.0.306

FINT 4.

AN FF filename A% & .

&
B

(k1= JATRAT

$ ARG 5 A SR show disks #iy 4>

BERBHRESIECUS2ism, A3 [



PITRFER TRBRISECL &% |
. show disks

Gt

ise/admin# show disks
Internal filesystems:

/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)
/tmp : 2% used ( 35960 of 1976268)

/boot : 4% used ( 17049 of 489992)

/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#

\}

B OAEHEPBIISE 3.0, localdisk 7 X N EhASHEL.
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show icmp-status .

show icmp-status

B o BB R 4 I B P (ICMP) [Rl2é i B e &5 B, IS AE BT R H show icmp_status i
A

<o

show icmp_status> file-name

Syntax Description > H A H L ) B S
file-name B E 1) IR S A4 FR

| i B AT iy 4

* begin - ILRECHIREA . 52 SCHF 80 A7 REEL

TR

* count - it AT VH . AE A UG THIN INEL
TFo

o - I R R A

* end - LAVCHCIOAT S5 R . 02 SCRF 80 N8k
B FHE-

* exclude- HFFRULEL AT « f 2 3CFF 80 AN - BF
A i

* include- B & IEREL AT o f6 2% S FF 80 A1k
BF T

* last - SR LT JLAT . 22003 last
BT . R SRR 80 1T BB E Y
10.

o | - S R BT i 2 o

Command Default TCERINAT A B

Command Modes EXEC

Command History R A &
2.0.0.306 FINT 4.
[ERER BEY A ELIBE W 4 Y B B (ICMP) [R12 i B i 45 5., 58 H show icmp_status 7 4o
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PITRFER TRBRISECL &% |
. show icmp-status

RN

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

i 2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#
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show interface .

show interface
HEIRNACE T IP O i nl FHRGE, EaERATE N3 show interface iy 4.

show interface > file-name
show interface GigabitEthernet {0-3}

Syntax Description > K b B m) B S0
file-name BT E A U B S A R
GigabitEthernet WoRREE TIE LR 045 B

0-3 TIR LR R G 5 AT L R i — ANy 0.
I. 2. 3,

BT AL R
* begin - FLELIREN . 52 SCFF 80 7 RHEL

2o 2 Sy

TIE

* count - iyt ATV B, 78T U TR N £k
o
* end - ICPCIATET R . e % SCFF 80 A7 Bt

=2 Sy

A

* exclude - HERRILEC AT« F¢ % L HF 80 1Bt
HF AR/

* include - L FVCEC AT . % S HF 80 AR}
WA A5

* last- SRHIHH 08 JLAT o 20 last
WIHCT e SRR 80 7. BB R

10.
Command Default ~ JCERIAAT 4y B
Command Modes EXEC
Command History ER A &%
2.0.0.306 SIANT 4.
[ERE 1t show interface GigabitEthernet 0 ffirtt 1, 7T LLA 1% 4% LAT =/ IPve Huhibo 25— AN ELICH M

Bk CRA 3ffe JF3k) IR BN BRI AR . ZAEIRAS A SR E IEH TAF, BlEAex
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PTRTERTBRISECU B2 |
. show interface

TR S IPve B il sy o R —ANHhE (DL fe80 FF3k) S BT ATAT G BRI ZE AL AR BERE A Hb
hk. o JE IPv6 HENHCL E 1A /& DHCPV6 it B, K IG4a R A bl . I )5 — ANkt (L2001
JT3k) JE M IPv6 DHCP Il 45 28 3R H 45 3 .

w51

ise/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
ise/admin#

w15 2

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#
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| #ITRTEXTHER ISECL &%

show inventory

show inventory .

LLWAT A7 IR R (RIEERHSE BRSPS ), WSAESAT R ] showinventory

SN
T 2o

show inventory > file-name

Syntax Description > Pt H B ) B SCA
file-name L S R R A RN SR A R
| iy B A5 AR &
* begin - VCHC IR, 522 SCRF 80 AN REEL
FHLE
* count - FrH AT ML AE A UG S INEL
Fo
* end - LCHCHIATEE W . 50 % SCRF 80 AN F-h)
BA A
* exclude - FEBRVLAC AT « I 2 SZRF 80 AN F-B)
BAFH5
* include - L FVCRC AT . % S HF 80 A7 B)
BA 745
o last- Bonfnt S5 JLAT . ERIA last 5
AT . SR RN 80 17 BRIABEE N
10,
Command Default TCERINAT A B
Command Modes EXEC
Command History ERAS &

2.0.0.306 ST Hor
(E35EEE] A E MR ISE %45 H, %6 show inventory 4.
Pl

ise/admin# show inventory

inventory

NAME: "ISE-VM-K9 chassis",
PID: ISE-VM-K9, VID: V01,

DESCR: "ISE-VM-K9 chassis"
SN: H8JESGOFHGG
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. show inventory

Manufacturer: VMware, Inc.
Product Name: VMware7,1

Total RAM Memory: 16211484 kB
CPU Core Count: 4

CPU 0: Model Info: Intel(R) Xeon (R)
CPU 1: Model Info: Intel(R) Xeon(R)
CPU 2: Model Info: Intel(R) Xeon (R)
CPU 3: Model Info: Intel(R) Xeon (R)

Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda:

Disk 0: Capacity: 300GiB

NIC Count: 1

NIC O: Device Name: ethO:

NIC O: HW Address: 00:50:56:bx:aa:bx

NIC O0: Driver Descr: VMware vmxnet3 virtual NIC driver

(*) Hard Disk Count may be Logical.
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| #ITRTEXTHER ISECL &%

show ip .

show ip

LR 1P AR, WAEPATER A show ip fir o

show ip route

Syntax Description  route BoR 1P Bl fE B

Command Default TCERINAT A B

Command Modes EXEC

Command History R A (ELY

2.0.0.306 SINT 4.
(&R A B IP &

w51

ise/admin# show ip route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.21.79.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
0.0.0.0 172.21.79.1 0.0.0.0 UG 0 0 0 ethO
ise/admin#

BRSHESTIE L SEEE, MAL
|



BUTR RN THIER ISECLI 5%
. show ipv6 route

show ipv6 route

BN IPv6 B HIE S, WEATHIE N8 H show ipv6 route fir 4>

show ipv6 route

Command Default TCERIAT h BAE

Command Modes EXEC

Command History [N (55

2.0.0.306 SIANT M.
(G M4 Al RN IPve M.

w1

ise/admin# show ipvé6 route

Destination Gateway Iface
2001:DB8:cc00:1::/64 2001:DB8:cc00:1::1 ethO
££02::1:2/128 ££02::1:2 eth0
ise/admin#

~fi 2

ise/admin$# show ipv6 route

Destination Gateway Iface
2001:db8::/64 . ethO

2015:db8::/64 . eth3

2020:db8::/64 2001:db8::5 ethO

default 2001:db8::5 ethO

ise/admin#
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| #ITRTEXTHER ISECL &%
show logging .

show logging
RN R (syslog) HRAAbRHE RS H A ZIIK N A, AT AT (] show logging
éﬁ'/‘\(\o
show logging > file-name
show logging application application-logfile-name

show logging container tc-nac { container-id container-id [ log-name name-of-log-filetail] | container-name
container-name}

show logging internal
show logging system system-logfile-name

Syntax Description > A H T ) B S
file-name T E M R4 H &l sk A5 BRSO AR
application WoR N H &
application-logfile-name IR RS R AR
container tc-nac IR LB B A A L NAC 25485
container-id container-id [log-name name-of-log-file 15 535 E 2888 (TC-NAC & B0 %) A0 H &
tail] PEL
container-name container-name BoRn5¥e e (TC-NAC @ERLAY) HLMHE
At
internal BRRGHERE.
system BIRRGEMRGHE
system+logfile-name ARG H &S AR
system-file-name ARG HEM A AR
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. show logging

PATRRER TR BR ISECL 5%

i A 7 AL b
* begin - VLACHIRER . 5% SCRF 80 AT+ BFEL

2y 2 Sy

TR

* count - T AT U, AE A EUS IS AL
Fo

* end - PAVCHCHIATEE R . 22 30 FF 80 N~ B)
BAFT

* exclude - HEBRUEHCAOAT « B2 S HFF 8O NNF-B)
BAFFF o

* include - WA VLELIAT . 5 22 SCRF 80 A+ Bk
BA A5

last - {274 (55 JLAT - 76 9] last J5 s
Y. mEZFFTR 801T. BRINIRE RN

10,
Command Default TCERINAT M BAH
Command Modes EXEC
Command History ER A &%

2.0.0.306

FINT B 2.

2.7

BRI N Unix less 4o

EREE i

w51

ise/admin# show
0 Feb

1781 Feb
4690 Feb

0 Feb

0 Feb

0 Feb
38784 Feb
16032 Feb
32947 Feb
63738 Feb
146292 Feb
13877 Feb
129371 Feb
27521 Feb

B EHSMBRSsIECUSEER, A3

szg%égﬁ[ﬂtu

logging

25
26
26
25
25
25
26
26
26
26
26
26
26
25

2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013

system
15:
02:
02:
15:
16:
16:
02:
02:
00:
02:
02:
01:
02:
16:

57

01:
40:
: 54

56

10:
00:
148
$47
38:
:49
148
132
122

19
19

19
19
48
40

10:

143

02
01

03
03

02

02

tallylog
maillog
cron
spooler
boot.log
btmp
wtmp
faillog
dmesg
messages
lastlog
rpmpkgs
secure

anaconda.syslog

me S H O HPIRAS, dS ENhE, DLE o MREs H e Hbr (8%
Hla. WS, ZrXeEEND B HEES. 817 ar A0, F7E Unix less FREEHRF RN 2. 4
A “H” BB RERABEG2S.



| #ITRTEXTHER ISECL &%

345031 Feb 25 2013 16:10:

0 Jul 28 2011 00:56:

1272479 Feb 26 2013 02:42:
567306 Feb 26 2013 02:40:

24928 Feb 26 2013 02:40:
0 Feb 25 2013 16:01:

ise/admin#

w15 2

02
37
52
22
01
40

anaconda.log
mail/statistics
ade/ADE. log
audit/audit.log
sa/sa26
pm/suspend. log

LEAE AR ISE A i LN H SO, AR B dr

ise/admin# show logging application

61 Oct 07 2016 03:02:43
4569 Oct 07 2016 03:21:
0 Oct 07 2016 03:13:

0 Oct 07 2016 03:02:

124 Oct 07 2016 03:21:
8182 Oct 07 2016 03:26:
426 Oct 07 2016 03:19:
1056 Oct 07 2016 03:13:
49637 Oct 07 2016 03:27:
0 Oct 07 2016 03:02:

0 Oct 07 2016 03:13:
14152 Oct 07 2016 03:26:
0 Oct 07 2016 03:02:

134 Oct 07 2016 03:22:

0 Oct 07 2016 03:02:

0 Oct 07 2016 03:02:

100958 Oct 07 2016 03:24:

0 Oct 07 2016 03:02:
0 Oct 07 2016 03:02:
10394 Oct 07 2016 03:24:
0 Oct 07 2016 03:02:
0 Oct 07 2016 03:02:

288624 Oct 07 2016 03:27:
ise/admin#

18
18
59
59
45
17
07
40
59
18
03
59
34
59
59
43
59
59
01
59
59
25

dbalert.log

ad_agent.log

show logging .

ise-elasticsearch index indexing slowlog.log

edf.log

diagnostics.log
caservice.log

redis.log

caservice bootstrap.log
passiveid-mgmt.log
passiveid.log

ise-elasticsearch index search slowlog.log

collector.log
idc-endpoint.log
ocsp.log

dbconn. log
idc-kerberos.log
crypto.log
idc-syslog.log

replication.log.2016-10-04.1

guest.log
guest.log.2016-10-07.1
vecs.log.2016-10-04.1
ise-psc.log
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. show logins

show logins

LR RGUERNPIRES, IAEIATEET AEH] show logins T4

PITRFER TRBRISECL &% |

show logins cli

Syntax Description cli B el BT it k.

Command Default TCBRINAT A A .

Command Modes EXEC

Command History ERAS e
2.0.0.306 BT A A
== H AY —g Ay N

3R 2 cli KRBT AW, SRAERR.
1l
ise/admin# show logins cli
admin pts/0 10.77.137.60 Fri Aug 6 09:45 still logged in
admin pts/0 10.77.137.60 Fri Aug 6 08:56 09:30 (00:33)
admin pts/0 10.77.137.60 Fri Aug 6 07:17 08:43 (01:26)
reboot system boot 2.6.18-164.el5PA Thu Aug 5 18:17 (17:49)
admin ttyl Thu Aug 5 18:15 down (00:00)
reboot system boot 2.6.18-164.el5PA Thu Aug 5 18:09 (00:006)
setup ttyl Thu Aug 5 17:43 18:07 (00:24)
reboot system boot 2.6.18-164.el5PA Thu Aug 5 16:05 (02:02)
wtmp begins Thu Aug 5 16:05:36 2010
ise/admin#
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| #ITRTEXTHER ISECL &%
show memory .

show memory
BERORIAT AT R A AR %, AT RN A show memory fir 4.
I 2 B KREF RS

show memory

Command Default TCBANT N BAE

Command Modes EXEC

Command History kRS &8

2.0.0.306 SIANT M4
[ERER EAECMA M NAE, 1EMH show memory @4,

w11

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#
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. show ntp

show ntp

PATRRER TR BR ISECL 5%

TR IR M AR I (NTP) SCIRFPIRAS, WS AT AR show ntp i 4.

BT WA KRB TS HL

show ntp
Command Default ~ JCERIAAT 4 ElifE .
Command Modes EXEC
Command History AR A &
2.0.0.306 FINT B 2.

EmERE

Gt

ise-az2/iseadminf#show ntp
Configured NTP Servers:
XX . X.XXX.X
0.north-america.pool.ntp.org
l.north-america.pool.ntp.org
Reference ID : 62BFD502 (mail.example.com)
Stratum : 2
Ref time (UTC) Thu May 19 15:49:40 2022
System time

Last offset -0.000422698 seconds

RMS offset 0.000422698 seconds
Frequency 7.323 ppm slow
Residual freq +2.728 ppm

Skew 0.352 ppm

Root delay 0.090078361 seconds

0.002209879 seconds
2.1 seconds
Normal

Root dispersion
Update interval
Leap status

210 Number of sources = 3
MS Name/IP address

LA P A A 0 (NTP) SCHE, 17481 show ntp i 2

0.000000384 seconds fast of NTP time

Stratum Poll Reach LastRx Last sample

~? ns-dmz.demo.local 0 7 0 -
“+ lofn.fancube.com 2 6 17 45
~* mail.intrax.com 1 6 17 44

M indicates the mode of the source.
~ server, = peer, # local reference clock.

S indicates the state of the sources.
* Current time source, + Candidate, x False ticker,

variability

Warning: Output results may conflict during periods

B EHSMBRSsIECUSEER, A3

+0ns [ +0ns] +/- Ons
+5381us [+495%us] +/- 67ms
-3730us[-4153us] +/- 47ms
? Connectivity lost, ~ Too much

of changing synchronization.



| #ITRTEXTHER ISECL &%
show ports .

show ports
BN IR AN BN o LU B AT HERE RO B, T AESAT R (] show ports i 4>

show ports> file-name

Syntax Description > A H T ) B SCA
file-name T E ) (1 S B AR

\ i B A
.« begin - LA . % S 80 AN REH

2 20 I/

TIRE

* count - 4yt ATV K. 785 KU TR N £k
o
| - VA B TR AT AL

* end - DIVLHCAIAT AR . 52 SCHF 80 A7 BE

B r

* exclude - fFBRULACHIAT . 552 SCHF 80 7Bt
R

* include - & ILEC AT o 35020 SCRF 80 -1k
R

o last- Bonfnt S5 JLAT . ERIA last 5
T, EXFFE/RN801T. BIAWKEN
10,

| - o i AR MR T A2 2

Command Default TCERIAT M BAH

Command Modes EXEC

Command History KR A (ELY

2.0.0.306 SINT A4
(&R 1217 show ports iy &, i R A B E sl 21

w151

ise/admin# show ports
Process : java (22648)
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. show ports

tcp: 0.0.0.0:9024, 127.0.0.1:2020,

005, 0.0.0.0:9990, 0.0.0.0:8009, 0.0.0.0:8905,
.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.0.0.0:9080,

0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.91:1813,
0.0.0.0:54104,

, 172.21.79.91:8905, 172.21.79.91:3799,
1.79.91:1645, 172.21.79.91:1646

Process : timestenrepd (21516)
tcp: 127.0.0.1:56513, 0.0.0.0:51312
Process : timestensubd (21421)

tcp: 127.0.0.1:50598
Process : rpc.statd (3042)
tcp: 0.0.0.0:680
udp: 0.0.0.0:674, 0.0.0.0:677

Process : ttcserver (21425)

tcp: 0.0.0.0:53385, 127.0.0.1:49293
Process : timestensubd (21420)

tcp: 127.0.0.1:51370
Process : redis-server (21535)

tcp: 0.0.0.0:6379
Process : portmap (2999)

tcp: 0.0.0.0:111

udp: 0.0.0.0:111
Process : Decap main (22728)
--More--

B EHSMBRSsIECUSEER, A3

0.0.0.0:9060,
0.0.0.0:5514,

PTRTERTBRISECU B2 |

0.0.0.0:37252, 127.0.0.1:8
0.0.0.0:1099, 0.0.0
0.0.0.0:62424, 0.0.0.0:8443,

172.21.79.91:1700, 0.0.0.0:48425
172.21.79.91:57696, 172.2



| #ITRTEXTHER ISECL &%

show process

show process .

SR A RIS HERE AR R, TAESAT B A A show process i 4«

show process > file-name

Syntax Description >

Kt B E i 20 3CAT

file-name

L [ B SO A4 B

(M) o Mt BT AL .
* begin - VLELAIRE . 2 S0FF 80 D RHEK

TR

* count - ¥ AT VB . TR EU TV N
Fo

* end - AVCHC AT S5 o e 2 3CHF 80 /NMT-RE
B THF

* exclude - FEBRVCHC AT » 3¢ % SCRFE 80 A7 Bk
B TAE

* include - LA VLECIIAT « 2 SCRF 80 ANFB)
R i

 last- BRH KRS JLAT . 76 2 last JE VR
. % LH RN 80 1T, BIABE N

10,
Command Default ~ JCERIAAT A
Command Modes EXEC
Command History R A &
2.0.0.306 FIANT 2.
EIEE e % 2: Show Process ¥ E% 1}t B
FE 15 A (Description)
USER BRI
PID HERE ID.
TIME g5 Ji A i FRT I T o
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. show process

B EHSMBRSsIECUSEER, A3

PITRFER TRBRISECL &% |

FE ijt BA (Description)
TT PORERR I 40
COMMAND A8 F A HERE i & 1R SR A
R

ise/admin$# show process

USER PID TIME TT COMMAND
root 1 00:00:02 2 init

root 2 00:00:00 2 migration/0
root 3 00:00:00 2 ksoftirgd/0
root 4 00:00:00 2 watchdog/0
root 5 00:00:00 ? events/0
root 6 00:00:00 2 khelper
root 7 00:00:00 2 kthread
root 10 00:00:01 ? kblockd/0
root 11 00:00:00 ? kacpid

root 170 00:00:00 2 cqueue/0
root 173 00:00:00 khubd

root 175 00:00:00 2 kseriod
root 239 00:00:32 2 kswapdO0
root 240 00:00:00 2 aio/0

root 458 00:00:00 7 kpsmoused
root 488 00:00:00 ? mpt poll 0
root 489 00:00:00 ? scsi eh 0O
root 492 00:00:00 2 ata/0

root 493 00:00:00 ? ata_aux
root 500 00:00:00 2 kstriped
root 509 00:00:07 2 kjournald
root 536 00:00:00 2 kauditd
root 569 00:00:00 ? udevd

root 1663 00:00:00 7 kmpathd/0
root 1664 00:00:00 ? kmpath_handlerd
root 1691 00:00:00 2 kjournald
root 1693 00:00:00 7 kjournald
root 1695 00:00:00 7 kjournald
root 1697 00:00:00 7 kjournald
root 2284 00:00:00 2 auditd

root 2286 00:00:00 2 audispd
root 2318 00:00:10 2 debugd

rpc 2350 00:00:00 2 portmap
root 2381 00:00:00 2 rpciod/0
—--More--

ise/admin#



| #ITRTEXTHER ISECL &%

show repository

B IRAAAE PRI ST A, T AEBAT AN A show repository i 2

show repository repository-name

show repository .

Syntax Description  repository-name BN E L NG AR 2 3CFE30
TR AT
Command Default ~ JCERIAAT ElfA .
Command Modes EXEC
Command History PR 1B%
2.0.0.306 FINT Hdir

MR

BB ERINE, 15 show repository 14 .

Gt

ise/admin# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#
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BUTR RN THIER ISECLI 5%
. show repository

\)

AR Wk SFTP /64 A H PKI S 5UE, IR T M ISE GUI 2B iz A- 6t FE R A H AN, B L7

M ISE CLI A4 %A% PEI A8 . 24 M ISE GUI it & SFTP 17 [N, ISE b 28 S A4 %

WA AR, AR EHBEP (BB CLIZB TR E S ) Ek. LN D3

M ISE CLI 5 UE AL S A Fe a4 «

1. BUE2 S OO % H ., WU N a2 5 o 2%, MR AT AR RO 2 %81 .
ise24/admin# show crypto key

2. M CLIPATELT, (LA 4 A pi%8H: crypto key generate rsa passphrase
<secretkey>.

3. LA NE, FRATIUAE AT DU A 2 Az i in 2 5 4 «

ise24/admin# show crypto key
admin public key: ssh-rsa SHA256:eEziR/ARPyFolWptgIl+y5WNjGIrgfPmEpEswVY7Qjb0 admin@ise24

4. )5, HEMRATFEMHAU NG “EFHE R HPMAILEH: cryptokey export
<sample-name> repository <another-repository-name>,

5. HULE, FTIT#A7F] <another-repository-name> {308, FE¥ HRIN A SFTP k4s 2 )
/home/<username>/.ssh/authorized_keys 043,
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| #ITRTEXTHER ISECL &%
show restore .

show restore

BRIy Sl sk AR PR, IEERATAL R show restore fir 4.
show restore {history | status}

Syntax Description  history WORRGE MK D Sl sk
status WoR RGP KRR .

Command Default ToERINAT N B

Command Modes EXEC

Command History [N (58
2.0.0.306 FINT M4
ERERM 5

ise/admin# show restore history

Wed Apr 10 03:32:24 PDT 2013: restore mybackup-CFG-130410-0228.tar.gpg from repository
myrepository: success

Wed Apr 10 03:45:19 PDT 2013: restore mybackupl-OPS-130410-0302.tar.gpg from repository
myrepository: success

ise/admin#

ise/admin# show restore status

[

%% Configuration restore status

% No data found. Try 'show restore history' or ISE operation audit report
%% Operation restore status

% No data found. Try 'show restore history' or ISE operation audit report
ise/admin#
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. show running-config

show running-config

BN Y RNISAT RO E OB AL E N 2, W EPAT AL N4 4] show running-config iy 4>

BT WA KRB TS HL

show running-config

PITRFER TRBRISECL &% |

Command Default o
Command Modes EXEC
Command History AR A &
2.0.0.306 FINT B 2.

EmERE

show running-config T4 1] @R BT A s 47l B A5 -

Gt

ise/admin# show running-config

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
I

ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
!

username admin password hash $1$JbbHVKVGS$SxMZ/XL4tH15Knf.FfcZZr.

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180
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role admin



| #ITRTEXTHER ISECL &%

show running-config .

cdp run GigabitEthernet O
|

icmp echo on
|

ise/admin#
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PITRTFEXTFHERISECU &S |
. show snmp-server engineid

show snmp-server engineid

B REROASAC B 515 1D, IEAEHAT R R H show snmp-server engineid fiv 4. b4 R
#% L O E AL SNMP 518/ BT i A2 5 bR iR

show snmp-server engineid

Command Default TCBONT N BAE

Command Modes EXEC

Command History AR A &
2.0.0.306 FINT A4
3.1 #ir4 UM show snmp engineid 5351 4 show

snmp-server engineid.

A5l

ise/admin# show snmp-server engineid
Local SNMP EngineID: 0x1234567

ise/admin#
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| #ITRTEXTHER ISECL &%

show snmp-server user .

show snmp-server user

B R X snmp H P02, WETEPATAL M EH show snmp-server user @4,
show snmp-server user

Command Default ToERINAT B

Command Modes EXEC

Command History [N (55
2.0.0.306 FINT B 2.
3.1 T4 E M show snmp user 534 show

Snmp-server user .

Gt

ise/admin# show snmp-server user

User: snmp3
EngineID: 80001£88044b4951504a375248374c55
Auth Protocol: sha
Priv Protocol: aes-128

ise/admin#
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. show startup-config

show startup-config
BN A SALE SO B E A, W EPAT RN show startup-config 4.

LA RS EE PR S IE ¢
show startup-config

PITRFER TRBRISECL &% |

Command Default .
Command History AR A &
2.0.0.306 SIANT M4

EmERE

show startup-config iy 4 1] 27 JT A7 JH B0 E AR S

Gt

ise/admin# show startup-config
|

hostname ise
|
ip domain-name cisco.com
|
interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0

ipv6 address autoconfig
|

ip name-server 171.70.168.183
I

ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
!

username admin password hash $1$JbbHVKVGS$SxMZ/XL4tH15Knf.FfcZZr.

|
service sshd
|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0
|

icmp echo on
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role admin



| #ITRTEXTHER ISECL &%
show startup-config .

ise/admin#
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. show tech-support

show tech-support
FEW RS LT IR N BRI R, TEEHUTEE A show tech-support v 4.

show tech-support > file-name

show tech-support file file-name

PATRRER TR BR ISECL 5%

Syntax Description

Command Default

> Kt T 1k B 5CF

file K AT B SRR SO 7 sUORAFAEAS LB £
Fo

file-name LRAF AR SRR S 4 o 28 SCFF 80 A4

TR

A AIAD 22 A5 B R AEf

Command Modes EXEC
Command History RE A (54
2.0.0.306 SINT 4.

MR

show tech-support iy 217 BT s HEBR AR K& A7 O DR ISE IR o i & i,

T B R AR A BOR SRR
gLl

ise/admin# show tech-support
R R R R R R R R R R I R R I R

Displaying ISE version ...
R R R R R R R R R R I R I R R R Rk

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R R R R R R R R R R I R I R R R Rk

Displaying Clock ...

R R R R R R R R R I R R R I R i

Tue Oct 21 11:24:08 IST 2014

R R R R R R R R I R R R I R i

Displaying UDI ...

R R R R R R R R R I R R I R

ISE-VM-K9

R R R R R R R R R I R R R I R i

Displaying ISE application status ....
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| #ITRTEXTHER ISECL &%
show tech-support .

R R R IRk b b b b b b I b b b h b b b E E b b b b b b b b b bk b 2

ISE PROCESS NAME STATE PROCESS ID
--More--

(press Spacebar to continue)

ise/admin#

Gt

ise/admin# show tech-support
R R R R R R R R R R R R R R R

Displaying ISE version ...
R R R R R R R R R R R R R

Cisco Identity Services Engine

Version : 1.4.0.205
Build Date : Tue 03 Mar 2015 05:37:10 AM UTC
Install Date : Tue 03 Mar 2015 08:25:37 PM UTC

R R R R R R R R R R R R R R R R

Displaying Clock ...

R R R R R R R R R R R R R R R Rk

Mon Mar 16 03:51:35 UTC 2015

R R R R R R R R R R e R R R R R R

Displaying UDI ...

R R R R R R R R R R R R R R R R

ISE-VM-K9

R R R R R R R R R R R R R R

Displaying ISE application status ....

R R R R R R R R R R R R R R

ISE PROCESS NAME STATE PROCESS ID
—-—-More—-—

(press Spacebar to continue)

ise/admin#
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. show terminal

show terminal
FRE G R KInfl E S EO EE R, EERATE T #H show terminal 4

BT WA KRB TS HL

show terminal

PATR AR T HY B AL ISE CLI 65

Py
~

Command Default ~ FCERIAAT  BAH
Command Modes EXEC
Command History AR A &
2.0.0.306 BINT A

EmERE

TRAGT show terminal 4y 5B .

% 3: Show Terminal = E% it FR

FH

15 BB (Description)

TTY: /dev/pts/0

AR 2 i R B AR HE R H o

Type: “vt100 “

UL ERS INEALEE

Length: 27 lines

2 W IR

Width: 80 columns

i WoR M CRAL: PR .

Session Timeout: 30 minutes

ERRH A IR A R 238D .

A5l

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ise/admin#
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show timezone .

show timezone

LR ARG L BB N D, WEHATEL R A show timezone iy 4
RS EEPS = IE

show timezone

ISP & PSR

Command Default TCERIAT R BE

Command Modes EXEC

Command History ER A &%
2.0.0.306 BT Hhir A

ERERE NG

ise/admin# show timezone
UTC
ise/admin#
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. show timezones

show timezones
FSRE ] AR BRI X 4132, R PITA S T show timezones iy 4 .

Command Default

Command Modes

BT WA KRB TS HL

show timezones

PATRRER TR BR ISECL 5%

Command History

EmERE

TCERIAT N BAE

EXEC

TN &5

2.0.0.306 BINT 4.

AR T RURE ISE JIR45 a3 (K X =], 5254 clock timezone —

ot

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako

—--More—--—

(press Spacebar to continue)
ise/admin#
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show udi

PR R ISE W46 (10— B 5 br il
RS EEPS = IE

show udi I}

£F(UDD) [ R, IHAERAT R A8 H] show udi fir 4.

show udi
Command Default ~ CHERIAAT  Bfi
Command Modes EXEC
Command History R A &
2.0.0.306 SINT 4.
(EJicEist= w1

ise/admin# show udi
SPID: ISE-3415-K9
VPID: V01

Serial: LAB12345678
ise/admin#

2

1F VMware JIR 45285 _Fi24T show udi fir &0, B2 FEiH.

ise/admin# show udi
SPID: ISE-VM-K9
VPID: V01

Serial: 5C79C84ML9H
ise/admin#
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. show uptime

show uptime

o H

PR R ISE 47 B a—

show uptime > file-name

PATRRER TR BR ISECL 5%

RE A LUK AT I, I ESAT AR (1] show uptime T4

Syntax Description >

K L T i 20304

file-name

L [ B SO A4 B

TR ARSI =R
* begin - VLELAIRE . 52 S0HF 80 D RHEL

2 20 /v

FERE

* count - iyt ATV K. 785 KU TR N £k
o
* end - LADLRCIAT A A 2 SCRF 80 7R

2o 2 Sy

715
* exclude - HEBRIEAC AT o

e e O A R

BT 745
* include - £, & VS AT .

2 2 Sy

75 o

« last - BoRHH R G JUAT . 7ES last J5 ¥
T % LHF R 80 1T BUABE N
10,

I % SCRF 80 N1k

B2 S5 80451

TEBRNAT N B

Command Default

Command Modes EXEC

Command History

R

&

2.0.0.306

FINT 4.

E3i e i Fil It show uptime #7471 # &

ot

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#
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| #ITRTEXTHER ISECL &%
show users .

show users
IR B EEISE RS2 043, EEPITHE S show users i %o

show users> file-name

Syntax Description > A H T ) B SCA
file-name FEHE 7] B S A TR

l i B A
.« begin - LA . % S 80 AN REH

TR

* count - ¥ AT VB . TR EU TV N
Fo

* end - AVCHC AT S5 o e 2 3CHF 80 /NMT-RE
B THF

* exclude - FEBRVCHC AT » 3¢ % SCRFE 80 A7 Bk
B TAE

* include - LA VLECIIAT « 2 SCRF 80 ANFB)
R i

 last - BoREH RS JUAT . 7553 last J5VR
. % LH RN 80 1T, BIABE N

10,
Command Default ~ JCERIAAT A
Command Modes EXEC
Command History R A &
2.0.0.306 FINT 4.
[ERER it show user's iy 4 A £ L6 s LR} ISE 4525 1 HH P IR 13K
w5l
ise/admin# show users
USERNAME ROLE HOST TTY LOGIN DATETIME
admin Admin 10.77.202.52 pts/0  Tue Feb 26 20:36:41 2013
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HITERENXN THIERHISECL &%
. show users

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#
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show version .

show version
IR R R RA E B 22 E B, EERATHE 3 show version 4.

show version > file-name

show version history

Syntax Description > K b B m) B S0
file-name T E ) R SCAF R AR
history WIRAFRA Py sl sk R

I i A 47 2
* begin - VLRCHIREC. 52 SCRF 80 AN BEEL

FFFo

* count - fir AT VB, AE - EUS I N AL
Fo

* end - AUCHCHIAT S5 R . %2 S HF 80 N7t
B FAF

* exclude - HEBRVCHCAIAT « % S FF 8ONF-6)
B T4

* include - B-E VLA AT . B2 X FF 80 NF-HE
BT

* last - WoREH M55 JLAT . 765090 last J5
MET . mEZZFFTR801T. BN E A

100
Command Default TCERIAT R BAE
Command Modes EXEC
Command History ERAS 1E%
2.0.0.306 SIANT 4.

i ] RAE B ISE IR % iz 47 1) ERE ADE-OS B i icAAE B, IF AT 2o R ISE i

Ed=Ei=e i
A

| BERBHRESIECUS2ism, A3 [



HITERENXN THIERHISECL &%
. show version

i

ise/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0OS Build Version: 3.0.3.030
ADE-0OS System Architecture: x86 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: docs-ise-23-1nx

Version information of installed applications

Version : 2.3.0.297
Build Date : Mon Jul 24 18:51:29 2017
Install Date : Wed Jul 26 13:59:41 2017

ise/admin#

i 2

ise/admin# show version history

Install Date: Wed Jul 26 19:02:13 UTC 2017
Application: ise

Version: 2.3.0.297

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#

B EHSMBRSsIECUSEER, A3



BB TR B AL ISE CLl &4

AT HAEBLE (config) Bl E A IR ISE A 247 AL (CLI) Ao AN )RR A 2 2 S5 2 BE
A AL A FE R A AN B AN TR U

 FERATREC R D) RIS B . 5 169 T

s AERCE A FECEMFRHISE , 5170 1T

 ERCE TR NACE BB ISE, 58 171 5T

* CLI BCE Ar S BRINBCE. , 5 172 1T

* backup interface , 3 173 T

* cdp holdtime , % 177 T

scdprun, 178 1T

* cdp timer , 5 179 71

* clear screen , £ 180 UL

* clock timezone , f; 181 11T

scls, 18501

* conn-limit , % 186 T

* service cache , i 187 T

*do, 18811

cend, # 191 TT

e exit, 5192 71

* hostname , % 193 L

* icmp echo , %3 195 T

* identity-store , % 196 11

* interface , 3 197 7T

* ip address , £ 199 1T

* ip default-gateway , =% 201 7T

* ip domain-name , 3 202 I

* ip host , % 203 UL

s ipmtu, 3205 01

* ip name-server , £ 206 UL

* ip route , £ 208 UL
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* ipv6 address , 5 210 T

* ipv6 address autoconfig , j 212 1T
* ipv6 address dhep , 5 214 11

* ipv6 enable , £ 215 UL

* ipv6 route , i 217 U1

* kron occurrence , i 219 UL

* kron policy-list , % 221 G

* logging , 223 1T

* max-ssh-sessions , f 224 UL

s ntp, #5225 11

* ntp authentication-key , i 227 UL
* ntp maxdistance , 5 229 I

* ntp server , 3 230 UL

* rate-limit , 5 233 7T

* password-policy , £ 235 UL

* repository , i 237 71

* service , 240 71

* shutdown , 2f 242 1t

* snmp-server enable , % 243 T

* snmp-server user , 4y 244 5

snmp-server host , i 246 1T

* snmp-server community , 5 249 I

* snmp-server contact , £ 251 T

* snmp-server location , 5 252 T

* snmp-server trap dskThresholdLimit , % 253 UL
* snmp engineid , i 254 U1

* synflood-limit , 2 255 i

* username , #f 257 UL

* which , %3 259 Uit
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| BB THERISECL &%
wpraR TR sat ]

APITERA TR ECERRN

EHATER N, A LLE 24T configure B configureterminal (conf t) fir 4k AL B R .
TS TFAEPATH N B DAL ISE CLI A N & Ar 4o FESelit B iy & 75 S NI & B0 g

e T L .

PHE AL E R, T exity end ZE Ctrl-z ir 4.

fic & iy 256 interface. Policy List #l repository.

T IR BRI T HATIC EAT S5 . B ORAFIC B S o5, DA 2R 58 T3 n sl 7 v 307 ) £ B3

T
I ORAFTCE N, XAy e B UNER} ISE MR S524% B0 E BN I RFEAR, (HATHE BT TR
’Hﬁiﬁ/ﬂéﬁ/ﬁ\:

* copy running-config startup-config

* writememory
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B =rssxteEsmsE

EEEER T ER ISECU &%

AR EENNTEEER ISE

T LLAEMC B i A TN G B 7B iy oK S SR ISB R S5 2 (R S el

1 i\ configureterminal #k A L B R .

N

ise/admin# configure terminal

Enter configuration commands,
ise/admin (config) #

one per line. End with CNTL-Z.

(configuration mode)

FERCERL AR5 (2) IR 2 1K

ise/admin (config)# 2
Configure commands:

cdp

clock
conn-limit

do

end

exit

hostname

icmp

interface

ip

kron

logging
max-ssh-sessions
no

ntp
password-policy
rate-limit
repository
service
snmp-server
synflood-limit
username

HENBCE R0, BB LA E 7B A T4
Al LUK i A R N B R ISE Bl & A

/J R
PNy

e

CDP Configuration parameters
Configure timezone

Configure a TCP connection limit from source IP

EXEC command

Exit from configure mode

Exit from configure mode

Configure hostname

Configure icmp echo requests

Configure interface

Configure IP features

Configure command scheduler

Configure system logging

Configure number of concurrent SSH sessions

Negate a command or set its defaults

Specify NTP configuration

Password Policy Configuration

Configure a TCP/UDP/ICMP packet rate limit from source IP
Configure Repository

Specify service to manage

Configure snmp server

Configure a TCP SYN packet rate limit

User creation

ARk

HEAFEIR 2 IR G R (TR 2 e AR

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

fEAT L

B BRI BB exit I,

FERFFAK UGN exit W] IR HAC BT R

N exit I,

JBRFISE Sl Rt BIPAT IR K

ise/admin (config)# exit

ise/admin# exit
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| BB THERISECL &%
eraTatTREERISE |

EREFENNTECE B ISE
ST BAERL R T F KRB . T DL exit 5 end i 3R U BEHL IR 51
BURA

$£IE1 i configureterminal #E A% AL E AR

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config)# (configuration mode)

HEABCE TR

i
g
N

ise/admin# configure terminal

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# ?

Configure ethernet interface:

backup Configure NIC bonding feature

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipvé Configure IPv6 features

no Negate a command or set its defaults

shutdown Shutdown the interface
ise/admin (config-GigabitEthernet) #

PRI PR b exit n] 1R G E A AR BRI

ise/admin (config-GigabitEthernet) # exit
ise/admin (config)# exit
ise/admin#

BRSHESTIE L SEEE, MAL
|



BEEERX THER ISECL 4%
B cumssesmings

CLIECEmSEIANRE

CLI R i 2 W RAERNEN, ok S BB LR BOAME. BOAEILY, K28 T450
WRZE, SR OUR, BRSNS R 5 ] A4 (1 no FE K 45 RART .

H2, EERATEOLT, a4 TR APIRGS, IF Heof AR B BN LB BOAE . XL 0L T,
i 2 IBATE X S, IF HoR 2SR BB BRI
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| BB THERISECL &%

backup interface .

backup interface

BE— AN B O ERCE A DO DGR A = T I (B FRA NIC 4852 58U NIC 415 2hRg) , i
FEMCE AN backup interface fiv4. ELHH NIC 4P lic s, M H A2 no B A
B ey, AN NIC UF- 2 B A 1A MAC bk & & .

JRFISE i NIC 985 DhBEAN SRR (8 iy sk B S 5 D e . AR ISE (XS4 NIC F5E 1) vyl HI1E
IjJﬁEo

e 1052 T LR SR ISE 25 76 F A AL T A2 4500
o P
o AU T e (O PAE h )
« AL

PN, SC AV O O ERE L, Sy — AV O A I . B D e

I, EWTERT, PR EESIRA 0 S 38 0 DR R s R B, ) P K
BIAT%, JFEBPT AR E. 40K E# 0 1P bk f1 MAC Huhk.

MIETLE NIC 48 ThReRT, A} ISE & 5[ fUMBE NIC ficxt, DA EERE R NIC. NERFIH T W
L NIC W] LAYR & A — i b 142 1 o

SR ISE 4932 NIC 75 | Linux 49132 NIC & FR HEHNIC FEFE | 45ER NIC &ZFR
TIRLLAKK 0 Eth0 B & gL5E 0
TIRLLKK 1 Ethl i)

TIRLLKK 2 Eth2 B & gh5E 1
TIELLA 3 Eth3 P

TIELLKI 4 Eth4 B2 g5 2
TIELIKH 5 EthS P

NIC & Dy REAEFTAT 23 FF I~ G AT s 6 B3 S0 Re . 2SR & -
* SNS-3400 FF1#% - 4652 0 F1 1 (AR} ISE 3400 F 418 85 2 3HF 4 A~ NIC)
* SNS-3500 R4 T H - gf5¢ 0. 1 F12
* VMware FEIIHL - 9552 04 1 F12 (Ul A NIC af il -FRESUHLD
* Linux KVM 5 81 - 4552 0. 1 F12 (WA NIC 7] i TR RIH0D

Syntax Description

backup interface B & NIC g2 Thig.

GigabitEther net B i b & B L TR LUK B
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. backup interface

Command Default

Command Modes

EEEER T ER ISECU &%

0-3 G N % I AT IR LUK s 1 A

TEERNAT N L

P OBCE 8150 (config-GigabitEthernet)#

Command History

EmiERE

TN &

2.1.0.474 BINT 4.

o T RUREISE % 2 ] SCREANAN LRI, e HBEA =M, RIZRE 0. 485 1 FIZEIE 2.

c BARESUR TRAIENZD, BARESGE P RONAT. WSHE L, T
K NIC FPEAE— il K HAEGRE 1 T 2

* Eth0 #% D BE/EE B 1, AR TR 0. oAb O s IR .

o TEEANE— AN E 2T, DA BN (ENIC) 4¢EC IP Hulik. Bl 0 2/, 4404 Etho
PO 40 00 IPva il . SBfUlHh, ZEB0aghae 1 F1 2 201, D404 Eth2 Fil Ethd 32 114 B4 E 1Pv4
B IPv6 Hudil,

o RO —AYEEZ AT, TR KT (Ethl. Eth3 1 Eths) B0 T 1P Huhl, i5Fi% IP Hi
hb NG 2 OB . AN %45 45 32 11 20 fid TP Hihik o

o Al DI FAN AN —ANGRE (YRE 0) , IR IR . EIXFEN T, 952 01N
BT OMIZATR 0, B IOEREBITNEA,

o TR DASE R E P 4 A TP ik 48 5E BOR% R BCHT 0 TP Hhik, DR A izt ik 41 32
FZ LTI 1P Mk

o MR AN D Z IR PRI, 9 gR5E (4 1 S BC IR TP Mk K S8 70 o g 142 1

o QR T RN E ) R ISE 9 a0 ECE NIC R ThRe, W50 35 P SO v M Y
mo FCE NIC G058, ARJa % ROE B 205

o WRAE N FGEE ) 810 (EthO. Eth2 B¢ Ethd) [ FIE: LIS T Eas sk i, WX Lo
HORs BB E08T,  DAESRE I3 D ARz B 0 _BIs1T,

=15 1-B2& NIC 41 E
DU REEA4E T Wi 28 Eth0 F1I Ethl $: 0 2 [M L E S 5E 0.

\)

AR Oy AR O R B (B4 Ethl . Eth3, EthS #:H) FE T IP ik, U2

MNP FUIBR % TP Mkl ARV Ay 46 4% 11 20 C TP Mkt

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
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backup interface .

ise/admin (config)# interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

15l 2 - 33E NIC 48 ERCE

BEIGSIF NIC 482 Thfe &5 CRCE . i ARl ISE CLI 24T show running-config it 4. %845 F 3254
WrR A

|
interface GigabitEthernet 0
ipv6 address autoconfig
ipv6 enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

E s, “HHEOTIRBURM 17 LRETIELLRM 0 EftE T NIC g6, HHTJELL
KM OERERED, TIRLUAM 1 A& o, R TR R4 i a: ks B A MK
IP Hbtik, {H ADE-OS BlEANSEISITHLE 44 HE 0 L EoR IP Huhk.

st n LLIZ4T show interfaces i 2 & A OV E M .

ise/admin#¥ show interface
bond0: flags=5187<UP,BROADCAST, RUNNING, PRIMARY, MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255
inet6 fe80::8a5a:92ff:fe88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 Dbytes 307336369 (293.0 MiB)
RX errors 0O dropped 844 overruns 0 frame O
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 <collisions 0

GigabitEthernet 0
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RESATHER ISECU &S |
. backup interface

flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)

RX packets 1726027 bytes 307336369 (293.0 MiB)

RX errors 0 dropped 844 overruns 0 frame 0

TX packets 1295620 bytes 1073397536 (1023.6 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6147<UP, BROADCAST, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0O dropped 0 overruns 0 frame O

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfaa00000-faafffff
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cdp holdtime .

cdp holdtime

PR e BB A AE 700Kk FLUIERE ISE Mg 2 1 R A IR BSCECHR £ 2 iy AR B i B500s AL g e ), 3
ZEMC B 8 cdp holdtime v 4.

cdp holdtime 7
BRI BNBEE, WA a4 1 no JB3.
no cdp holdtime

Syntax Description

Command Default

Command Modes

holdtime FROE M (K SR A LD BCORKEIN 1) o
seconds T HPREF I (FP) o BAVEE Y 10 £ 255
o

RN CDP ¥R E] 4 180 (FB) &

Configuration (config)#

Command History

MR

R (54

2.0.0.306 SINT Hdr 4.

REREA DL A 5 A7 I T s OR KR IN TR ke AT AEORFFIT AL, Bl st = 237 0B
AL O A R R A I BB S

cdp holdtime #y& Hiti—NSHG AN, 2K AR

Gt

ise/admin (config)# cdp holdtime 60
ise/admin (config) #
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. cdp run

cdp run

EEEER T ER ISECU &%

BAEPT A FE AR, SRR EA A cdp run 4.
cdp run GigabitEthernet

SRR R B, WA st A4 1) no JE.

no cdp run
Syntax Description  run A SRR I . AEH cdp run @41 no JE X
I, AR
GigabitEthernet (A o R AR En R R T
VPPN E AR
0-3 fi 7 LA E A RIS T-JE LA R %
[WETRSR
Command Default TCERNAT A i
Command Modes Configuration (config)#
Command History [N (55
2.0.0.306 FINT M.

EmERE

P& BAT NS, SO AR o AR D ARK, Mar BRI FEpT 3 0 A
PRI AL

\}

AR A BB T C RIS T D b SR O, AR R B, R
Ja PR B SRR B .

A5l

ise/admin (config)# cdp run GigabitEthernet 0
ise/admin (config) #

B EHSMBRSsIECUSEER, A3



| BB THERISECL &%

cdp timer .

cdp timer
LR R ISE 55 & AR R BN SCE B iR, AR E R ] cdp timer d74.
cdp timer
TR BNBEE, WA a4 1 no JE 3.
no cdp timer
Syntax Description timer LI 5 PO 1 5 04 AR
seconds fia € URL ISE M g5 # i SREAR IR B i3S (0 4

KB o MHREE A 5 B 254 Fb

Command Default RV BT[] (R B AR A 60 (FB)

Command Modes Configuration (config)#
Command History R A (ELY
2.0.0.306 SINT 4.
Ed:EEE JORF R I B S P B 5 B A7 I () B PRI R — AL . EORFEm R 5, Belok &k L7 AR

IO A ) BRI BB S

cdp timer iy Al — NS H; B, SRR
T

ise/admin (config)# cdp timer 60
ise/admin (config) #
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. clear screen

clear screen

T B L BE AR N A, ARG E RN clear screen i 4.
clear screen

Syntax Description - & Ayl St 2 FIS 50

Command Default TCERINAT A B

Command Modes Configuration (config)#
Command History KR A &
2.0.0.306 FINT M.
ERIER clear screen 2R 4. H4K clear screen 788 ISE vl I, B 4n S48 220 ik 78 dy AT N 1)

SRER LGS, CLIAZ LA AL Bonitid.

Gt
PATR 7 8] Sk 7 17 G A o 2% Sy A 25«

ise/admin (config)# clear screen
ise/admin#
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clock timezone .

clock timezone
B, R E RN HH clock timezone i 4«

clock timezone timezone
BAERIN X, A a2 1) no JE .

no clock timezone

\)

AR ARTEBHSE B LN X 2 S B0 8 L AEBHSE AN AT, S EE A ) ISE.
FELRE R, IR VCE [ PR R DX, i BT g X (BRABCE UTC)

Syntax Description  timezone Bl B RIS IX .
timezone K ARHUE R RIS ] DL PRI X R 44 B o e 22 SCHF 64
AN PR AT

A O F 2 B F A (PAN) A s B ) e fic &, I AE s N X AT A E . A DAFE R X
WE JE A I E .

Command Default Pt S (UTC)

Command Modes Configuration (config)#
Command History ER 7S &%
2.0.0.306 SINT s,
3.2 Wiy 4 AT A% U4 R K AN SZ SR
EREE RUAEP AR UTC ML, SR ] CFFAERIREEIES, WRT LA A DI, 515/ PR

W O REAE R G A I DX LUSR RGN DORIE IR DX, TS B3R 4-1. 4-2 F14-3) .

\)

ER AN IX AR . i\ show timezones FH BLTE VR ISE 454 (1 B A ml B
XA . P — il A RN X

IR AR TR PAN AR E, R BmU MR

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.
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B EHENX TR ERISECLI 4%
B =xsnisess rnmx

Gt

ise/admin (config)# clock timezone EST
ise/admin (config)# exit

ise/admin# show timezone

EST

ise/admin#

EUERISE T = ERYAET X

4% JEAF Cisco ISE % £ b HE B X 2 S 8017 55 i) Cisco ISE AT A HE, MWIEERE
SPOREENR X, AU R R I R X (BN E UTC) &

BN DX 2 M AN [ SR ISE 19 mi AU 5
MW Ik, TR U DB

WA FERRISE A
BRAE 5 W X, DA T AR A
BRI BRI B & 4y, I b B2 T AN B
USRS TC R A ST I, AT LR A
o FRLE 3 MR ISE 15 .
o FEHIE], TEPEE X
* WA FIET
* EHTIMA Active Directory Jf 24 ISE 23 Hr#R M &% . LDAP 455 HIAEAT 4595 fl il &

54BN ISE 55
D SR A B S B I DDA I Y O DA AL, 3 AT DL T A
s FHLEIES.
o G E A B 1Y R
© FOFTABAT R
© WERFE, WAL EIES.
o R RUEDHE M A T R4 B R
* FHMA Active Directory I 24 ISE 7RI &% . LDAP 55 L[4 5 fifC & -
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wx [l

3
E

f—

= Dl B [X
RERTENRX (8D
SR B X & FR
DR

hy AL HE

GMT. GMTO0. GMT-0. GMT+0. UTC.

AR

M BA R ERTE], L5 UTC —Ff

GB I
GB Eire. Eire IR A

WET VHERIN ], 55 UTC —#¢

CET FPRRES ], 7E UTC SRS Fn 1 /Nef
EET ARBREIR], 7F UTC 13EAL Fn 2 /i
EJERINIEDN

EST. ESTSEDT

ARIBERUEIR ], 76 UTC (2R F9s 5 /N

CST. CST6CDT

HHUbRUERT (], 7E UTC FI5ERE 9% 6 /NS

MST. MST7MDT

X FRAERT E], 7E UTC B3R o 7 /Ny

PST. PST8PDT

KROEPERRUEINTE], 7E UTC fRISERE Bk 8 /Nt

HST

B G AR AERT ], 78 UTC MLl _E9 10 /Nt

K F L A [X
\}

AR O TRORAINE N D, N SR, AT IERUL () ¥ e Ao, B, ORI/

H,

REFR42ZBRFTX (8

RAF

WORRNE AR EFEX | o] o S 4 A HL I Pt CIEA SR YN
(ACT)

HLE 4 fiy 5 1B IR R
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B owex

EEEER T ER ISECU &%

RAF)IL

) B A ) E 5 (LHID) HBIRA

Ik B UK L (NSW) A B 422

4 &Je P Je . e N2
Yancowinna

S B X

\)

= E A7) LN RS9 N 0 AN/ N SR 4 2 N R 2 AR AU A Ty R TN @16 A A B G P

HIERHL (/) 2rB&s i, SEg/A T,

bR 4IWMETX (8D

I

T E &N g7g=d BT gy 7K
el e Bel 5 5] BeT - B2 4 BeT -1 £ 4
KLY LB BV (RS 24
UIS=S5; AL B 3 IR
Frih HIR Columbo PN
bEN LN ) T A i 53]
iy I IR it P %
PHRPE SR C fHr A 2K HE % A
HE % fi I A1 7K 5N A
WA K TN T H
FHEky seh AT AES 5
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cls .

cls

TR L BRI N A, TEERCE R M dsdr s
cls

Syntax Description - & A vy St 2 FI S50

Command Default TCERINAT A B

Command Modes Configuration (config)#
Command History R A (ELY
2.0.0.306 FINT 2.
EAES ols WA 4. HUR OIS EIUREISE T, fHin B S i 7E dr & 1T I Bk AT B 4

CLI A2 LA I AL Bt £

Gt
PR 791 S s 17 G Ao 3 o 4% g N 4«

ise/admin (config)# cls
ise/admin#
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EEEER T ER ISECU &%

. conn-limit

conn-limit

EC B IR TP HuhE AR N TCP EFEHI IR, 135 AR B AR A conn-limit dy4. ZHIHERZIRE,
T A2 1 no JE 3

Syntax Description  <1-2147483647> TCP HEH AR .
ip CAT3E) o BN TCP ¥4 BRI TP Huhik.
mask (A[3%) o BN H TCP & B2 BRAHIIE 1P HERD .
port (Fi%) o BN TCP BRI H b 5

Command Default TCERIAT R BAE

Command Modes _ Configuration (config)#
Command History [N (55
2.0.0.306 FINT B 2.
32 U2 R, AR ERCE Y conn-limit 73T
Ko
(EFREE giﬁlﬂ: conn-limit AT, WKs TCP XEFEEPRBI N KT 99, W1 100 Mk, R Bl h

% Warning: Setting a small conn-limit may adversely affect system performance
il

ise/admin (config)# conn-limit 25000 ip 10.0.0.1 port 22
ise/admin (config)# end
ise/admin
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service cache .

service cache

FEZZAE EALK) DNS iRk, EERCE R N H 4 service cache enable. )i F b D g #4982 DNS
AR 55 % B

service cache enable hosts ttl ttl

LA ThRE, WA Ay &) no 2.

Syntax Description

Command Default

Command Modes

EmERE

B FETBAZRE, T L ZE A7 P 1 WU B
I8 (TTL) fH CLARP A AL o ttl WA BRI .
ttl (A 2GE R 1 5 2147483647 .

TEERIAT A Bl
Configuration (config)#

TTL {8 TA55E MmN . DNS RS #e 3 & (1K) TTL B T E MmN . 5% DNS k%S4 %A € X
TTL, A dr A ECE ) TTL. ZEF b o g os ik 2247 23

Gt

ise/admin (config)# service cache enable hosts ttl 10000
Enabling dns cache
ise/admin (config) # exit
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do

EEEER T ER ISECU &%

TENRC BB B ATIE &1 BT EXEC R0 K2, W EEMRCERLC N EH] do .

do EXEC %

Syntax Description

EXEC #ir %

fBEPIT EXEC KLY m4S GESRE T £
4-4 Do iy 2 MM AiE I (82 ) .

R 7R 4-4Do S HITSIAIN (&

we 15 AR

application configure Fic B e N

application install LR E N H o

application remove Bl s 1

application reset-config KN B EEE ) BN E .
application reset-passwd R N .
application start Ja shak 8 A e v

application stop

e 11 BRAE AR g LT o

application upgrade

THRE € N o

backup PATHAr R ISE FEE ADE OS) , #4140
JAEAFAE R

backup-logs F BHISE IR 2548 i oy H G &0 B R

clock TE LR} ISE S4B R G Bl o

configure HENBCE R

copy B SO ISR H

debug R BRI AT O T A R AL B, &
AT . TRE . BHL TWIEBE . SO R
DRk

delete MR BER ISE IR 5525 H 1 S A

dir G R ISE AR S #% H 0 S0 A

for ceout SR A4 2 R ISE W AU ST 43 il
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we 15 BA

halt S8 8ok ISR ISE k5545 o

mkdir BIEH H %

nslookup AL FE R G IPv4 B IPv6 ikt ok EHL4 .
password BT CLI M 2545

patch AN TR BN AR T

ping R FE R ALY TPv4 bl F W14
ping6 e LR R L) IPv6 Mkl

reload HOBT A 8 R ISE k5 s

restore A7 P SRR, 84509 o

rmdir TR BAT ) H 5%

show FRAAT SR} ISE RS54 1015 B .
ssh JA 3 S ImAE RSN 4

tech AR F L (TAC) fir o

terminal length

FaERASIES AL

terminal session-timeout

BEE A 2 3m 2 1 IAR S S I

terminal session-welcome

P ITAT 28 3 2 U IR AR GEUH & o

terminal terminal-type

SRR IR ) 2 I U ) 220 T 11 28 g ) 2R 20

traceroute PREEGRE TP Hhik () 2% /.

undebug S B A L I IR A & T R
PR 5 P, KRS, NE. Shl. %
VBN SCHAL SR P R

write T R RS ATV B S T LRI I i B

SIRCE . RHSATRCE S RIR G ARG E . SR
a LR T E .

Command Default TCERIAT M BAH

Command Modes Configuration (config)# or any configuration submode (config-GigabitEthernet)# and (config-Repository)#
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Command History

(TS (5

MR

2.0.0.306 SINT M.

TEMC B SR ISE g5 At , nI{EH It do fiv 2>k $4T EXEC 774 (Wl show. clear fil debug it %)

PAT EXEC &2 J5, ZRGURFIR A 31 5 1 A8 110 EA .

Gt

ise/admin (config)# do show run

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipvé address autoconfig

|

ip name-server 10.0.0.1

ip default-gateway 172.23.90.1

|

clock timezone EST
|

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin

service sshd
|

backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe

|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|

--More--
ise/admin (config) #
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end

Command Default

Command Modes

end .

BLEE RO RTAC E S TS IR PR PAT R, TEERCE A NMEH end 4.
By 2B KB IS4

end

TCERINAT Ry BAE

Configuration (config)#

Command History

EmERE

R (54

2.0.0.306 BINT 4.

AR E RN IR AE THRUT, sy S R PP
eI AR G E IR P B PAT B ASAT RIS BRI, A &

Gt

ise/admin (config) # end
ise/admin#
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. exit

exit

Command Default

Command Modes

EEEER T ER ISECU &%

AT SR 51 CLTBESUR S 10— A BB, IR BB R A exit 4
exit

Iy 2 A B S

TCERINAT Ry BAE

Configuration (config)#

Command History

EmERE

FRZR (54

2.0.0.306 BINT 4.

exit - 7EA R ISE M55 s H T 22 i i B GR H 21 CLI BRI ETR A KR — A di i iy 4
o

i, e B NI exit fir & R PR PAT R AERCE TR ME A exit dir4 mrk o] 2 A E
B AR 2 USATRUT, exit a4 m A T IR AT B T 5 JBB ISE M55 4% (K13 # .

T

ise/admin (config) # exit
ise/admin#
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hostname .
hosthame
BRERE TN, EARE RN hostname i 4.
hostname hostname
Syntax Description  hostname EHUATR. e STHF 19 AT RACF AR T

Rk () EHADBIAAE R THTIT K

Command Default TCERIAT R BAE

Command Modes Configuration (config)#
Command History R A (54

2.0.0.306 FINT M4
ERERE

\}

AR WIRAE “hostname” fir4 Y CLI AL B Sl Bk HY “Curl-C” i, WIRGEER A T Ak HRES
REA, FLLeN A EAT B N4, mELe AP DR T4 . e Dl e AR ISE 1 R &
TAELARRZS .

I TR R P vk T VAR TR RIEAT “hostname” Pt B a4, DUMES M4 WE N BT 7 I (E

i H hostname 74 1] %4 RT ML 4 . hostname 174 11— AN SE 28 T AE R8I0 B b L I — K.
WAL UG —ANBEE BN, SRERR,

U SR B i BEHUERE ISE IS5 8310 04, R GOR Bos DU i B

Warning: Updating the hostname will cause any certificate using the old
hostname to become invalid. Therefore, a new self-signed
certificate using the new hostname will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct hostname. If Internal-CA
signed certs are being used, please regenerate ISE Root CA certificate.
In addition, if this ISE node will be joining a new Active Directory
domain, please leave your current Active Directory domain before
proceeding. If this ISE node is already joined to
an Active Directory domain, then it is strongly advised
to rejoin all currently joined join-points in order to
avoid possible mismatch between current and previous
hostname and joined machine account name.

A0 A0 d° d° P O OO o0 O d° o° o

oe

Gt

ise/admin (config)# hostname new-hostname

% Changing the hostname will cause ISE services to restart
Continue with hostname change? Y/N [N]: y
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. hostname

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ISE Database processes already running, PID: 9651

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise-1/admin#
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icmp echo .

icmp echo
SR H I Y B MY (ICMP) [BREm R, 5 e e S0 R {3 icmp echo 4.

icmp echo {off | on}

Syntax Description  echo fic & ICMP [R[IZE MY .
off A H] ICMP [R]3% 1
on Ja 1 ICMP [B[3£ 0

Command Default ZAY% ICMP [HEM N FTH R D —FEIERIET,

Command Modes Configuration (config)#
Command History KR A (ELY

2.0.0.306 FINT M.
[ERER i it icmp echo iy 4 Al 41 FF 56 P ICMP [R5 A

il

ise/admin (config)# icmp echo off
ise/admin (config) #
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. identity-store

EEEER T ER ISECU &%

identity-store

ZOf CLI A B A B Active Directory 38, f7ERCE A T H identity-store dr 4. Wik} ISE
WRODIMAZAE, A HAEIA—ME. B CLI L R AN . WE55ERF 5 2B DT 8
FHISE 58 fAF .

WA AT Bty 2 I B3R S5 N ISE 5 A A el A [ — ANk, U 0A 250 5 B B3 4l 5 b SEET I N L
. BHECLI F ) i B HE 0

Command History

TN 1884
2.6.0.156 SINT 4.
w151

identity-store active-directory domain-name <aDomainFQDN> user <adUserNameWithJoinPrivs>

\)

AR Active Directory CLI AN SRR 750 ) B BB RIE . IS0 s, 5 ST A
s, DMEICARRY 7 T S it
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interface

interface .

FENCE R R N AR E A, ARG E R N interface 4. Eir %A no B,

N

R VMware BERWLAT AT VE 2 ATROBE 1, SLARHRR T VBB BLILIO 4 301 (NIC) 8 Rt

interface GigabitEthernet {0]1|2]| 3}

Syntax Description GigabitEthernet

FCE TIRLR M O

0-3

FEAC TR LU s 11 AR B

Y

ER 1E interface dr 2 A TIRLIOK MG 1452 5, BIATEEA config-GigabitEthernet Jitt & T3

GHEZ UL T LD .

Syntax Description backup

M B NICZRE Tfie,  LME 0B L3t mm]
.

do

EXEC fir 4. AU FHATHT i EXEC

PAN
HD/?\O

end

B config-GigabitEthernet T4 X Ik [A] B P AT
e

iBH config-GigabitEthernet fit & T4

T8 LUK R 150 B TP ik AT 2% 36

M DHCPv6 %4525 it & IPv6 3 & HhhikF1 IPv6
k.

no

FEMBE R iy & TR A A ST A A
*ip - B OBEE TP Huhk AT 45 HERL
* ipv6 - HFE I BECE IPv6 il .

* shutdown - X% 11 .

shutdown

PNZiEAu P

Command Default TCERINAT A B
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. interface

Command Modes Interface configuration (config-GigabitEthernet)#
Command History RE A (58

2.0.0.306 FINT I 2.
(&R AILMEEH interface iy A0 E 1, DU L SRR,

il

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #
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ip address .

Ip address

BT IR LR 4 U & TP Mtk A 28 HE 0, 154 R E RS R ip address 4.
ip address ip-address network mask
BN TP Hhhksk AR FH 1P AR, 5 1EFH ity 21 no JE .

noip address

A\

FERE (T DAY A AT 0 TP M o A B M P A LU U P 53— A
BT BT BE, IAT EET LR 1

Syntax Description  ip-address IPv4 Hitik o

network mask R TP W R FE R

BRSO Y R B BT 0 (PAN) B SR VIR ACE, THAEWE 1P MUk AR JLA5 . ERCE. 1P My
hbJs, %ATLUR T PAN B Sl D45 fe .

Command Default 2aH.

Command Modes Interface configuration (config-GigabitEthernet)#
Command History R (54

2.0.0.306 FINT M.
(KT

Y

AR EIP MBSO DL R, WRAE “ip address” fir4 1) CLI A& 5 ok Fe b & “Crl-C” iy
A, WRGEHRAPTAKPIRAS T Re R, Fouey A B 10 IP Hohl, St e 414448 F 87 IP Hudik.
BEAR 28 JRHISE 15 s B T HE TARIRES . SISO v ko2 R o —A> “ip address” B
CLI, LME¥: IP Mk & N B i AE

A B AU — DR I, kAR
AR CAERE R PAN AU E, RSBl MHR:

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

Gt

ise/admin (config)# interface GigabitEthernet 1
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. ip address

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

'show application status ise' command.

ise/admin (config-GigabitEthernet) #
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ip default-gateway .

ip default-gateway

B EBCE AT TP b BRI OG, EAERC BRI N TH] ip default-gateway i 4.
ip default-gateway ip-address

SRR IIRE, WA B AT 42 1) no JES.

no ip default-gateway

Syntax Description  default-gateway SE ST TP ik (R BRI Y K
ip-address BRI G H) TP k.
Command Default cAEH
Command Modes ~ Configuration (config)#
Command History ERAS &%
2.0.0.306 ST A
ERER WREMAZ N SHBEAMANSE, SRR,
w5l

ise/admin (config)# ip default-gateway 209.165.202.129
Adding/Changing gateway may cause ise services to restart.
Are you sure you want to proceed? Y/N [N]:

\}

AR USINECE SNSRI, A SR S5 A RE AR S R AL
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. ip domain-name

Ip domain-name
B SR ISE B4 #s T e s BN A BN A, WETERCE R R EH ip domain-name 4.
ip domain-name domain-name

LA IIRE, WA s A2 1) no JES.

no ip domain-name

Syntax Description  domain-name & SCERN A
domain-name HTF 8 ENA MRS . 25 2-64 1
R 745 o

Command Default 2R

Command Modes Configuration (config)#
Command History ER S &%

2.0.0.306 SINT B
EMER

\}

AR EPEAESEN T, WL “ipdomain-name” y4 [ CLIFLE H SOL & “Crl-C”
2, WRGRAPANPRS T RER, JLey AR R4, 1 5L F B4
IR LK RHISE 15 sl B TR TARIRES . G Sl pI e ik 2 & 5 —A> “ip domain-name”
BCHE CLI, DUMERR I A% B8k I ifi i 1R

WERERMA NSO B> T RE SO, SR ERR.
U SR A AE v fir 4 JE R ISE MR g5 a8 BBk A4, e Ban UM &SI E

Warning: Updating the domain name will cause any certificate using the old
domain name to become invalid. Therefore, a new self-signed
certificate using the new domain name will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct domain name. If Internal-CA
signed certs are being used, please regenerate ISE Root CA certificate.
In addition, if this ISE node will be joining a new Active Directory
domain, please leave your current Active Directory domain before
proceeding.

00 0% o0 A0 d° d° d° o° o°

Gt

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #
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Ip host

ip host .

B NN R e 4 IR e i 4 (FQDN) FF AR eth0 2 AP ethls eth2 1 eth3 28 LUK,
WHAEA R ERL R ip host v

2 JB ISE Ab PR B SO H € 1) URL I, 2344 IP Ml 5424 JR} ISE 75 () FQDN.
ip host [ipv4-address | ipv6-address] [host-alias | FQDN-string]

SRR 2L 4% A1 FQDN [SRHR, A Atk 1) no JE .

no ip host [ipv4-address | ipv6-address] [host-alias | FQDN-string]

Syntax Description

Command Default

Command Modes

ipv4-address W 23432 11 (1) TPv4 stk

ipv6-address W) 2432 1K) TPv6 Mtk

host-alias WU A4 S 4 W 2 IR A Fike
FQDN-string W 25 42 11 1) 5842 PR E 544 (FQDN).

f A O T 2 AT AT A (PAN) [ Bl b U Bt B, 1 76 5 2 LA R 111 L5 4% AT FQDN R
B AR, 0] LR 52 B E ML 4 1 FQDN &5 5 PAN [ 3l b 4 pid &

WERIE CAERE R PAN AZifsUIHECE, R0k Bl MHR:

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

TEBRNAT N L

Configuration (config)#

Command History

(k1=

RRA &
2.0.0.306 FIN T Ik

2N
>

TERN 1Pv6 Hhk A% A FE
o SERERIRNV: B SRR )\ ALY AT S HERIECT . BT, 2001:0db8:85a3:0000:0000:8a2¢:0370:7334

© FRiANA: RBRALT BTG % AL PSS B S a4l il
2001:db8:85a3::8a2¢:370:7334

o HYVUAFRREE (IPv4 WL RIFEZE IPv4 1) Ipve Hhuhl) - fildm, :ffff:192.0.2.128

fEH ip host x4 AT & 1P Huhl WS I EAL 24 A58 4 R 2 4% (FQDN) F4F 5. & T4 ethl,
eth2 Fll eth3 25 LUK M 42 L1 A $R UL EC Y FQDN. 4§ A show running-config @i & il &5 & AL 4 5E Xo

& mr AR E ML 44 F1/88 FQDN #4578 WSR3 txX s AME, =P 4 42005 FQDN A7 Hi 1)
— B VLR . WA AR AL FQDN #4578, BB} ISE £:1# 1] FQDN #4c URL (1) IP Hihik. 1 B4V
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. ip host

PALTENN A, BRHSE 2% FHLA 4 5 BTl B 1) TP 38k 44 414 LLUE ¢ 240 FQDN, I 1 FQDN #%
e URL () R92% 422 1 1P Hhudik,

w51

ise/admin (config)# ip host 172.21.79.96 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.

Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #

w15 2

ise/admin (config)# ipv6é host 2001:db8:cc00:1::1 isel isel.cisco.com
Host alias was modified. You must restart ISE for change to take effect.
Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #
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ip mtu .

Ip mtu
BERCE O ERGR RIS TP B A 10 e KA i A (MTU) K/, i AR HRC E AN A ip mtu
4. ERERA MTU B8, i H I 2/ no B,
ip mtu bytes
no ip mtu bytes
Syntax Description mtu 75 BEH ISE #:10 F it E MTU.

Command Default MTU & &4 1500,

Command Modes Interface configuration (config-GigabitEthernet)#
Command History [N (55
2.4.0.357 FINT 4.
EAEE U TP SR R B LV (1 MTU,  ISELRF ISE Ko ST AP B o B0 77 B4 A4

A MFE R P MTU 4 feisqT.

Gt

LUR 7Rl o 7 el fE4% 1 _ERCE MTU:

ise/admin (config)# int GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ip mtu ?
<1280-9999> Recommended range VM:1280-9216;appliance:1280-9999

PAUR7n i o T HCE MTU Ja s s -

ise/admin# show run | in mtu
ip mtu 1350
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EEEER T ER ISECU &%

Ip name-server

BV EAE DNS A F2 A 4l ek 4 AR 25 2% (DNS), 146 L B R0 N i ip name-server 4. &
" PAEEE — %] = DNS iR%%% .

ip name-server ip-address {ip-address*}
PEERIZ I RE, VS a2 1 no B,

no ip name-server ip-address {ip-address*}

\}

AR AT K no JE AT B E TP IR BT A BRI SS A o B4 ) no JEARIIL R —A 1P 45K
HREMIER1Z 44 BRIk 5545 o

Syntax Description

name-ser ver T B A4 PR AR S5 25 1 TP Hhudik
ip-address WA R 45 A st
ip-address* (AJE) o A4 IR 454370 1P Hbdik.

iR A DAC & TPv4 F1/5X TPv6 kb (AT T 41
o WMRERNIMEA 1Pve Hitik ¥ 44 Fx
M55, G ISE eth0 £ 11 O A
B IPv6 Hidik.

ARG CAERCE B H R B 0 (PAN) B IBE V) #ACE , 15 7EIES4T ip name-server iy 2 A T BR
IR ElC A DNS RSS2 5 B E H .

Command Default

TEERNAT N s

Command Modes

Configuration (config)#

Command History

R (54

2.0.0.306 SINT .

EMmERE

{1 ip name-server A WIS — DN EFRIRSS Ao T AR — MU S, RAEam MRS 4k
fiE i TP stk

&R LUAEH] 1Pv4 B IPv6 MULKG S 44 IR S5 2 ias In B R Gt o AT DUB R ANy AL — 2 A IPv4 B
IPv6 Hihl. WO RGEE T U RS54, W2 2 A B — ANl 2% 25 A Re s n LAt sk 44
k%525

PG LIRSS BRIRAE S — A, DMEF RGeS 4%, DU F it iy 4 1) no JE X 3 i
{4, RIGA Redkst.
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ip name-server .

\)

ER WG AD BB MU S, WA UESH S s AR ISE A AR A Ak, BT R
JURFISE HRCE M T AT DNS 45 25 #8REAARAT T AH G AD DNS 5% . W 5 2 DNS 138
JG, RGTLEIEHMENEHCE R AD IS, BB TFIAT Leave B:4E, JFEEFINA AD
NP

R CAE RS A ] PAN ABIIEDIHICE, RO BRblFHE:

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

w51

ise/admin (config)# ip name-server ?

<A.B.C.D>|<valid IPv6 format> Primary DNS server IP address
<A.B.C.D>|<valid IPv6 format> DNS server 2 IP address
<A.B.C.D>|<valid IPv6 format> DNS server 3 IP address

ise/admin (config)# ip name-server

2
T DAAERCE TP 344 ik 55 48 Ja B BILL M

ise/admin# show run | in name-server
ip name-server 10.0.0.1 10.0.1.1
3201:db8:0:20:f41d:eee:7e66:4eba
ise/admin#

513

ise/admin (config)# ip name-server ?

ip name-server 10.126.107.120 10.126.107.107 10.106.230.244

DNS Server was modified. If you modified this setting for AD connectivity, you must restart
ISE for the change to take effect.

Do you want to restart ISE now? (yes/no)
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. ip route

Ip route

BRCE TS H, HAEER T iproute fin A EEMIBRERASE B, 1 H 41 no JTE.
ip route prefix mask gateway ip-address
no ip route prefix mask

Syntax Description  prefix H AR IP 2% FHATE
mask SRARISTE SR
ip-address AT B0 M 25 (R — Bk TP Hhik

Command Default TCERIAT J A

Command Modes Configuration (config)#

Command History BR A (5
2.0.0.306 SINT 4.

FRER TR E RS, M7 S FAS S e R ARG CENTTICEa) G N 2 3h 4224k, HAE
BRE . A R AR SR, R R S R e S BORAES H &S h. E IET BhE A
by SIZ it % FH SRS o

HAR ip route -4 Al HI T 7E SR VR ISE % s b S aS kR A5 25, nT LR
PP SRR e, I ELAT ARRAR 2456 11 1P 35 P A AN BR TP 3 A HA) 520

MPEZ T LR AN BB I, DT S TP B LRI BT AT TP Y 2 % 2 2 B
WFFR TP 5 R RV BRIA I SR — Bk 7EJLRFISE 15 i L E 22 AN BRI M B2 T BR AN RS A [P 521
LR -8 A B anAnl e B 2 A BRI

St R ISE Y 25 ethO. ethl. eth2 F eth3 32 1% B DL 8 &

ISE InterfaceIPNetworkGateway

192.168.114.10 192.168.114.0 192.168.114.
192.168.115.10 192.168.115.0 192.168.115.
192.168.116.10 192.168.116.0 192.168.116.
192.168.117.10 192.168.117.0 192.168.117.

[ = S

ip route i & 7E AR 5 SCREANZ L AER A o

ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.114.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.115.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.116.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.117.1
ise/admin (config)# ip default-gateway 192.168.118.1
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ip route .

A\

AR LMPTRK “ip default-gateway ” & A7 Hz 11K 55 326 FH % FH o

show ip route iy 4 [ Z R ip route fir & G At CBRIAEK h AEEER A () FI RS A) &
ik CRISMER “ip default gateway” My 2 RCE M ) M. &4 SRk e hE 0.

N

AR USSR DR IP BRI, A A AR e R AN BT 1R K W S T AR D Tk ) i
ASEE I WISATRCE A INER . P06 23 o AN Je¥E VT IR (R i

2

ise/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #
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EEEER T ER ISECU &%

Ipv6 address

BT IPv6 0 T B A 1Pve Huhik IF 442 1S ] 1Pve A0BE, i5¢E 3 i B A R ipve
address fird .

ipv6 address ipv6-address/prefix-length
TR 1Pvo Hihil sl AR IPve AbEE, 5 H ity 21 no JEK .
no ipv6 address ipv6-address/prefix-length

Syntax Description

Command Default

Command Modes

ipv6-address IPv6 Hihl .
prefix-length IPV6 HZR K . 0 B 128 Z [a) {3k, #*

INHBHE K 22 DA AL LA R T A (kY
ARy o - REME T L U R AR .

L A O F 2 B HE A (PAN) H S D)3 ic s, TE AR RS IPve sl ik AR ] . 7R IPv6
bl 5, AT LU PAN [ 200 b e it o

ARG CAE S R ] PAN HBHBE DI BCE, ROR & Bl R R

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

TEERNAT N

Interface configuration (config-GigabitEthernet)#

Command History

(k1=

TN &2
2.0.0.306 SINT A

A

X
e

o

TR TPy Mk kg = A
o SEEEHIRVE: B SRR N AT SRS . B, 2001:0db8:85a3:0000:0000:8a2e:0370:7334

s RAORIL: KBRAVPIET TS AN IELER B S R4l Bl
2001:db8:85a3::8a2¢:370:7334

o MU R RTE (IPv4 LSS I IPv4 73 IPv6 Hbdk) © ldn, ::ffff:192.0.2.128

fi 1 fe80 FiIZR il 73l — M ASHLERR S dIk . D% LI BC 4 Rt hib 2 ESh G DA R b
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ipv6 address .

\)

AR ALE IPve SR, A AE ipv6 address fir 4 CLI il & 3 o FErb &k Y “Crl-C 7 i
Ly WIRGEAFTAE PR AT AE L, SR AL ] IH 1Pve Muhk, i Se 20 ¢4 1 37 IPve
k.

BRI OL2 K JOARHISE W il B T AR TARIRES . MR UL b iR & 1 5] —> ipvb address iy 4,
PAECRS TPv6 Huhk ¥ & 0 Bt A .

i

ise/admin (config) # interface GigabitEthernet 1

ise/admin (config-GigabitEthernet) # ipv6 address 2001:DB8:0:1::/64

Changing the IPv6 address may result in undesired side effects on any installed
application(s).

Are you sure you want to proceed? Y/N[N]: y

Note: ISE Processes are initializing. Use 'show application status ise' CLI to verify all
processes are in running state.

ise/admin (config-GigabitEthernet) #

w15 2

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipvé6 address fe80::250:56ff:fe87:4763/64
ise/admin (config-GigabitEthernet) #
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. ipv6 address autoconfig

ipv6 address autoconfig

Command Default

Command Modes

BAEREA D FATHICIRS BRCE 3 H 1Pve i’@iltﬁ’] HANMCE, A0 L) H IPve 48R, i
FERE IR E A N ] ipv6 address autoconfig i 4

BN, 1Pv6 Mok A E 7E Linux 4T PR . R ADE 2.0 &7E /TR E H v Ea
M 32 0 oK 1Pve Huhik [ Zh il & .

ipv6 address autoconfig

i F b i 2 1) no JE ) A I A5 HT TPve Mtk F B E
TEERINAT A A

Interface configuration (config-GigabitEthernet)#

Command History

EMmERE

FR 7R 18
2.0.0.306 SINT M4
IPv6 ToAR 2 H ShIC B A7 AE HLAG vl 70 1P Muhk i) 22 4= e . hpass L REFAY REfif v . m] LA

show interface fiy 2 46 iF /2 75 0 RS I fe

A5l

ise/admin (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config) #

BcE IPv6 BENECE

B M IPve RS HBNELE, /R LB E R AT H] interface GigabitEthernet 0 iy %

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#

M IPve ABIRCE T, IS TR E & BRI 4 1 R

|
interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipvé address autoconfig
|

Al { | show interface GigabitEthernet O iy & /R4 & & . 78 N @lt, el UG 28 0
ZANIPVG Mk, B AHBhE (BL 3ffe TFSK) I AE GRS A SRS B SR EL
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wirrfs mma |

SHE IR AR E W TAE, @Az M LR I IPve it il v o~ —/MHuhl (BL fe80 JF k)
A AR R E L A BE R A i L

T8 & IPv6 HEWLE I8 & DHCPvG6 Iil'E , BIGASE R AL, &F— bk (2L 2001 JF
3> M IPv6 DHCP JIR 55 283K HY o

ise/admin$# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:O0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

UERRFAY REINRE

FICIFRAY IR B C ) H, T LUE ] showinterfaceGigabitEthernet 0 fiv4 . % 1] LLE 2 A
HahEE L — AR RAAY EIhEE, 52 B RS R L.

TELLF 7RI, MAC b 3ffe:302:11:2:20¢:291fF: feaf:da05/64 H3E RFC3041 itk 15 MAC, T
JEHhE R 302:11:2:9d65:€608:5929:d4b9/64 .

Hhanh 5 ARkl

R

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:€608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ise/admin#
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. ipv6 address dhcp

Ipv6 address dhcp

T IPV6 575 EHLEC & PM I (DHCPV6) Al 45w H sk U /N 42 L1 (1) TPv6 Mk, 1578 R E R0 M f
H ipv6 addressdhep i 4. BEMEE C il izl 354 b 41 no B

ipv6 address dhcp

Command Default TCBONT N BAE

Command Modes Interface configuration (config-GigabitEthernet)#
Command History AR A &

2.0.0.306 FINT 4.
EdazEEt=] 5

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

)5 F IPv6 DHCP I}, BTl E S S RnZ B M 0k E

|
interface GigabitEthernet 1
ipv6ée address dhcp

ipv6 enable
|

)

IR IPve RA H AN E A IPv6 DHCP Mk H AT ANHE R . AIER-—# D R HA IPve JTOIRA A
ZhTE E F IPve DHCP Hiudil,

n] LU show interface fir 4 B~ A 145 2 82 D R IPv6 Hidik.

6] B IPv6 TR B IEC B AT IPv6 DHCP Huhik I, i247l & 23 o uln s f i &

|

interface GigabitEthernet 1
ipvé address dhcp
ipv6 address autoconfig
ipv6é enable
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ipv6 enable .
Ipv6 enable
RO L) H 1Pve, TEAER DA E B {EH ipv6 enable v 4.
ipv6 enable
i I i ) no JE AT £E % 11 28] TPv6.
no ipv6 enable
Command Default ~ JGERIAT A EfH.
Command Modes Interface configuration (config-GigabitEthernet)#
Command History ER A 1E%
2.0.0.306 SINT A4
3B 1 H ipv6 enable iy % A 7E#E 1 F R IPve, JFHE T4 11 MAC Huhik B 84 oA s ek H ik
i

ise/admin (config) # interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipv6 enable
ise/admin (config-GigabitEthernet) #

w15 2
BRUEW R, ra0 B )EH ipve. AR Ibshae, EEH a2 1 no .

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163UP, BROADCAST, RUNNING, MULTICAST mtu 1500

inet6 fe80::20c:29ff:fe83:a610 prefixlen 64 scopeid 0x20 link
ether 00:0c:29:83:a26:10 txqueuelen 1000 (Ethernet)

RX packets 11766 bytes 1327285 (1.2 MiB)

RX errors 0 dropped 13365 overruns 0 frame 0

TX packets 6 bytes 508 (508.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface gigabitEthernet 1
ise/admin (config-GigabitEthernet)# no ipvé enable
ise/admin (config-GigabitEthernet)# exit

ise/admin (config)# end

ise/admin# show interface gigabitEthernet 1
GigabitEthernet 1

flags=4163 UP,BROADCAST, RUNNING,MULTICAST mtu 1500
ether 00:0c:29:83:a26:10 txqueuelen 1000 (Ethernet)
RX packets 64 bytes 5247 (5.1 KiB)

RX errors 0 dropped 13365 overruns 0 frame 0

TX packets 3 bytes 258 (258.0 B)
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. ipv6 enable

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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Ipv6 route

ipv6 route .

LET-ZICE 1PV #i A b A2 A W 2% et 2 ) SCR kA, T AE 2R c BT ] ipv6route
e ERASER AN BT, RS U I 2% 1 0 A A AR A I BT T 3 G L A B 1

ipv6 route ipv6-address/prefix-length gateway route-specific gateway

LEMER IPve i 3 AT e 2 ) no JE .

no ipv6 route ipve-address/prefix-length gateway route-specific gateway

BN E Y IPve HuhE (W ERIAER A S tr, 38 7E A s i B N 48 ipv6 route ::/0 gateway route-specific
gateway iy 4. ELAEH]AT IPve Hilik FBR IS i, 54 b 211 no JTE .

Syntax Description

Command Default

Command Modes

ipv6-address IPv6 Hihl .
prefix-length IPv6 RTZR I . 0 3] 128 2 [a) ()b ke, 2

INHLHE R 22 DA AL IE B R BT AR (ML IR Y
EERTY) o R AT T AT R AR

route-specific gateway

T RIEZ ML 1R B TPve Mk,

TEERNAT N L

Global configuration (config)#

Command History

EmERE

FRZR

&2

2.0.0.306

A

FIANT I

2N
e

o

TEN 1Pv6 Mk A% AL FE

o SERERIRNVE: B SRR )\ ALY TN HERIECT . BT, 2001:0db8:85a3:0000:0000:8a2¢:0370:7334
o QRN RBRATP RIS EHANESN E SRR . Bl

2001:db8:85a3::8a2€:370:7334

o mr VU RIRTE (IPv4 WU K TPv4 e 1 TPv6 Hiuhik) @ foilhn, ::ffff:192.0.2.128

{1 ] show ipv6 route fir % ] £ F FL L 1) IPv6 # H .

w5

ise/admin (config)# ipvé route 2001:DB8:cc00:1::/64 gateway 2001:DB8::cc00:1::1
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. ipv6 route

2

ise/admin (config)# ipv6 route ::/0 gateway 2001:db::5

b, /0 FORERIN S TS
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kron occurrence .

kron occurrence

B H AN 2 A A FE R i A A H TR IN R8T e A8 AT, iSRRG B A R kron
occurrence T2 EANERIZIER], E A a2 1 no B,

kron occurrence occurrence-name

Syntax Description  occurrence AT R a4

occurrence-name SIFRISTR. S SH S0 TR 0. (Ol
SULLT &R R. )

)

I 7F kron occurrence iy 4 i A\ occurrence-name 2 i, HIATHEN config-Occurrence fit & 1453
GEZ LU ERRBD

Syntax Description  at g A EAE TR € ) H D R s 47 . H
% at [hh:mm)] [day-of-week | day-of-month | month
day-of-month] .

do EXEC 4. SUHFEEMB T HATHE EXEC
e

end 1B H kron-occurrence Bt ' A% 2 IR ] B AT AR
Ao

exit i 1 kron-occurrence Ft B AL .

no E AR A A 2 TE AL
A=A KT

* at- 7% at [hh:mm] [day-of-week |
day-of-month | month day-of-month].

* policy-list - 5 5& S H 21217 SRR DI . It
% SR 80 NP R AT .

* recurring - N 55 AT SR BE 513K

policy-list FRE FFEIBAT IR fir 2 T BERR > S

recurring e SR sAT

R i kron occurrence K HEE, NIFEiET
%4545 1) kron occurrence B & 5, K
AR
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. kron occurrence

Command Default

Command Modes

EEEER T ER ISECU &%

TEERNAT N B

Configuration (config-Occurance)#

Command History

MR

(7S (54

2.0.0.306 SINT 4.

f§ [ kron occurrence Fil policy-list iy % 1] 22— AN 2 A SRS 51136 [F] NS AT 53 LAAH 3] ) B 1] 18] B
1B17,

¥ kron policy-list iy 455 cli #iy2 4554 T G i diy 28 BERE 7 0w, 1SR A0 5 e HEAE Fig o B )
7B ISE kg5 4% LizATH) EXEC CLI i %o

AR AT kron i, RGSATIME AR GELVR NN ED B &G HgR L, A Afh DR S AT

AL HARE G .

AR @AIEE AR GUI 1 ] Administration > System > Backup and Restor e 5 i >k 22 HE g & 5%

ERt N

w1 BEEH

ise/admin (config)# kron occurrence WeeklyBackup

ise/admin (config-Occurrence) # at 14:35 Monday

ise/admin (config-Occurrence) # policy-list SchedBackupPolicy
ise/admin (config-Occurrence) # recurring

ise/admin (config-Occurrence) # exit

ise/admin (config) #

2. 5H&H

ise/admin (config)# kron occurrence DailyBackup
ise/admin (config-Occurrence)# at 02:00
ise/admin (config-Occurrence) # exit

ise/admin (config) #

3. SEEHR

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # no recurring
config-Occurrence) #

config) #

exit
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kron policy-list

kron policy-list .

gty AR BERE T SR R 44 FRIFHE N kron-Policy List Bl & 745X, H7ERC E A0 Nl kron
policy-list T LR fir - BERE 3 Ems, 3748 bt 219 no JE A

kron policy-list list-name

Syntax Description policy-list

A i i R PP SR i 08 44 PR

list-name

SRIESIR NI A TR 2 SCFF 80 N P RIAU 74 o

\}

ER 1 kron policy-list fir 4 TN list-name J5, BIA#HEA config-Policy List fit & TR (3550 LA

THREWED .

Syntax Description cli

H I EERE P IAT (K12 o B2 SCHF 80 AN REEL

FEI

do

EXEC fir %o SVFELEIEN AT HT 7 EXEC

i

end

1B config-Policy List Bt B #1205 [H] 2 AT
i

B TR

no

TEMBEA A 2 To /. AR T
* cli - g EERE P HRAT AT & o

Command Default ToBAONT N BAE

Command Modes Configuration (config-Policy List)#

Command History kR A<

&

2.0.0.306 SINT B4
EFiER K5 kron policy-list fir4 5 cli fir & 45 & T Qi i I BE R 7 SRt 259t f 35 2 S FAE i i 1)

75 ISE JIR%%#% 3847 1) EXEC CLI fir4-. 1§ ] kron occurrence il policy list iy 4] ZeH— ek £ A

SRS B [FI I A T B A R I 18] 1] B3z 47
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. kron policy-list

A\

AR kil CLIE kron policy-list iy 4 2 HERL B AE 8 i 2y 8] LLd i R} ISE 45 21 5
WYRE-S: B e S/

T

ise/admin (config)# kron policy-list BackupLogs

ise/admin (config-Policy List)# cli backup-logs ScheduledBackuplLogs repository SchedBackupRepo
encryption-key plain xyzabc

ise/admin (config-Policy List)# exit

ise/admin (config) #
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logging .

logging

BCE HESo, WA E BRI logging i

logging loglevel {0]1]2]3|4|5|6]|7}

LA YIRE, AT AT 21 no JEA.

no logging
Syntax Description  |oglevel b logging v & Ao & H G LUK 2

0-7 WE BB rHRed. e ass GEm

AR M55 -
* 0-emerg - X &: REATH .
* l-alert - 4% 5 L RIERIAT ).
* 2-crit - P H: PHFL.
* 3-err - BHDR: BERTE DL
* 4-warn - Ei: EGEL.
* S-notif - JAI: IEH HEARER AT DL,
* 6-inform - (ERIND 5 B EL.

* 7-debug - PHIATH &

Command Default TCERIAT M BAH

Command Modes Configuration (config)#
Command History R e
2.0.0.306 BINT A4
MR Ui 4 75 2 loglevel CHET
gLl

ise/admin (config)# logging loglevel 0
ise/admin (config) #
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. max-ssh-sessions

RESATHER ISECU &S |

max-ssh-sessions

E@EE"%fﬁ*B%*t’l\% ML ERR I R AT AT S (CLL) 2 G0, T ARG A R Al H

max-ssh-sessions iy 4 .

max-ssh-sessions {0[1|2(3|4|5|6|7|8|9] 10}

Syntax Description

Command Default

Command Modes

1-10 JEk SSH & 1f A= .. BRIMEN 5.

MR ISE 78 03171 P % RV 0 B K IF k. CLI &G BRI B BB N S

Configuration (config)#

Command History

MR

TN &2
2.0.0.306 SINT 4.

max-ssh-sessions S 0] MAr AT AL E « I N3G 30 CLI &1 %50E N T B ISE B 5 ) it
TR,

MBI Bk CLI &1 0E R,  “Maximum active ssh sessions reached” 71 B2 WRfERMIZESTE T
AT, JF HAS W IR 21 “Not connected - press Enter or Space to connect” 74 & o

DL 5] 4 % 3 CLI, FH4% 1 forceout username 7y 2-VE 84 H P LD TG ) SSH 2% $i i .

F 0B R a2 AT 4R (CLY) 2 imEc (0 F i A7 1 R ISE B 2 51177 1) Session 30 (1) LA
{7 : Administration > System > Admin Access > Settings > Access.
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ntp

np [

BHEE NTP L E, IH7ERC B0 ¥ ntp fiv4 5 authentication-key. maxdistance il server fir 44k
A .

ntp authentication-key <key id> <authentication key encryption type> hash | plain <key value>
ntp maxdistance <maximum distance>
ntp reselectdistance <reselect distance>

ntp server {ip-address| hostname} key <peer key number>

no ntp server
Syntax Description  authentication-key KL AGAT P [R5 F 52 S 0 B0 AE 2581 .
maxdistance AR LRI K SRVFIR B . BRI L
& JREISE HPRCE I B KARETE N 16 A
reselectdistance A FRE PRI E fh R . BRSO T, B
570 100 fAD .
server i BT 1) NTP R 554%
Command Default G
Command Modes __ Configuration (config)#
Command History AR &
2.0.0.306 FINT B4

MR

fH] ntp Air4 AR E NTP ALE .
BB B NTP RSy, 2t N\ 75240 (11 authentication-key. maxdistance #ll
server) finontp fiv4. Biltn, WG A H T ntpserver dir 4, TMAE AT server Y nontp fiv4 .

Gt

ise/admin (config)# ntp ?
authentication-key Authentication key for trusted time sources

maxdistance Maximum allowed root distance of the sources to not be rejected
reselectdistance Fixed distance for sources that are currently not selected
server Specify NTP server to use

ise/admin (config) #
ise/admin (config)# no ntp server
ise/admin (config)# do show ntp

% no NTP servers configured
ise/admin (config) #
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B o

ise/admin (config)# ntp reselectdistance ?
<1-10000000> Reselect distance in microseconds
ise/admin (config)# ntp reselectdistance 3000
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ntp authentication-key

ntp authentication-key .

SR IR TRJIRE S IR E S ], WS AERCE iy A e — b AR ML B ) ntp authentication-key

SN
T 2o

ntp authentication-key <key id> md5 hash | plain key value

ntp authentication-key <key id> shal hash | plain key value

ntp authentication-key <key id> sha256 hash | plain key value

ntp authentication-key <key id> sha512 hash | plain key value

LA IhRE, A AT no B

no ntp authentication-key

Syntax Description authentication-key

N AR AT IR RIS E B 5 3 B B

keyid EE L LA IR IRT o SCRE 1-65535 22 1]
INEEER

md5 SO B0 AIE 2 A 1 s 2

shal GO0 UE S 1 s A

sha256 SO B0 E 2 A 1 s 2

sha512 GO0 UE S 1 s A

hash S BAE IS S . H o ER BN s 8 1

(D e 2 S0FF 4112 KL,

plain SH BRI B SO . R HRBE N R A R n
BHSCE . SR 1028 KJE.

key value KM 5 ik <authentication key encryption

type>plain | hash DLAC RS 33 PI1E .
iR o NREEYIE AT RIS HEX: 810

Command Default "

Command Modes Configuration (config)#.

Command History kR

e

2.0.0.306

A

FIANT Bt

5
o

o
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. ntp authentication-key

[EREE 181} ntp authentication-key iy 4 1J % i RIY5 15 & NTP G 43 500F 25 8 Hir e AHOC I B AR 1AAT . 34
IR B PUE R E . UL YIRS ntp server fr4 207, 0K ILTRINEIZ5THI1E.

B OB AFAEA L P NTP 547356 UE % 51 B I TRIJE0R AN 23[R
S

R show running-config iy &K A 2 W /s LA S22 5 (MDS) B SR U N I35, s U %
42 R AL Wl Bk 2. 40, ntp authentication-key 1 md5 hash
eel8afc7608ac7ecdbeefc5351ad118bc9celef3.

w51

ise/admin# configure
ise/admin (config) #
ise/admin (config)# ntp authentication-key 1 ?
md5 MD5 authentication
shal SHA1l authentication
sha256 SHA256 authentication
shab512 SHA512 authentication

w15 2

ise/admin# configure
ise/admin (config) #
ise/admin (config)# ntp authentication-key 1 shal plain ?
<WORD> Plain text or hexadecimal number with the HEX: prefix key for a (Max Size - 1028)

3

ise/admin (config)# no ntp authentication-key 3
(Removes authentication key 3.)

w5 4

ise/admin (config)# no ntp authentication-key
(Removes all authentication keys.)
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ntp maxdistance .

ntp maxdistance

ntp maxdistance i & ¥ & T KUK I K SCVFIRIE R,  DUEABORITIE PSR PTEL . BH AW Rt
T CEDRUEAS P [R) 25 I SR T BRSO A TR B A IR AR IR

BOAFOLT, AR ISE L M KRBl 16 £
LAY ERNE, W a4 (1 no JE .

ntp maxdistance

Syntax Description

Command Default

Command Modes

maxdistance AP RIS e K SEVFRR S

%

Configuration (config)#

Command History

MR

(IS (54

2.0.0.306 SINT 4.

K maxdistance ¢ B W BRI T SCVFL RITA D ERL I M 55 S8 AT RS AR A T, JF HLaT LAAE
FCI B 2 1a) SRBCKK fi 22 o

Gt

ise/admin (config)# ntp maxdistance ?
<1-128>
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. ntp server

ntp server

B ARVF RS NTP 45 28 B T AR B R D, AR BRI M ntpserver s . AW -6
HRSs 8 h—A4T, MR ARG AR HA — N B E RS E, (HEPX T NTP S WA & &
DAFFI

JBlISE i8R Al U7 A ff) NTP RS54 .

BAR SRS AL, BUURETE IR NTP RSy, W22 fic & 2551

AR, WA IZG 21 no B, B AUR ARG EMIER NTP k5545 JF4500 75— NTP fiks5
ae i AEH]

ntp server {ip-address| hostname} minpoll <minimum poll> key<peer key number>

ntp server {ip-address| hostname} trust

Syntax Description  server VF RS H  WR 45 B2
ip-address | hostname YL B 7T 45 310 TPv4 s TPv6 Ml ok 3

W% . SEREI R 255 NP R 7457, RE
WINEAT IPve Hulikf¥) NTP k4528, 5 #i{+ ISE
eth0 % 0 AR E R 1Pve Mk,

key CAf3E) o WSS . 2 0 65535 ML

P AT EE L ntp authentication-key iy 28 il
N ZAFAER

AE G Y RAIE IE R AT, M PIR G PIE N % S
FESIZRR NTP IR 5% & EE SCH e SAN S B AR ] o
minpoll I 55 s A SR T ) dee N AT RRG , A 2 R
HEoR, AR, Billn, minpoll 537< %8 #lH]

BEANAR T 32 Fbo BRINMEAN 6 (64 F2) , He/h
iR -6 (1/64 F) , A M 24 (6 DN

trust EBER A BLIR A I TR 45 25 true.

)

AR 54 F minpoll 355 AT LU 3.

Command Default BB T, RECEAT TR 28

Command Modes Configuration (config)#
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wirRs#s I

Command History

MR

TN E5
2.0.0.306 SINT M.

show ntp 2K o AR o I FATAT L B 1) NTP R4S 2848 G607 [l R BT S I E (e
BCE NTP G40 564E) , Wy 44 BoR Z AR A 5] 25

U NTP 554 JCi% V5 i BUR IERIE L B 6 iiE, AR st S ZertE B, HEEHE 0 0.

\}

AR WA S SAEFPP AR R A RAE B R

ot

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# ntp server 209.165.200.225 ?

key Peer key number
minpoll Minimum interval between requests sent to the server
trust Assume time from this source is always true

ise/admin# show running-config

interface GigabitEthernet 0
ip address 209.165.200.225 255.255.255.0
ipv6 address autoconfig
ipv6 enable

|

ip name-server 209.165.200.226

|

ip default-gateway 209.165.200.227
|

ip route 2.2.2.0 255.255.255.0 gateway 127.0.0.1
!

|
clock timezone Asia/Kolkata
|

ntp authentication-key nn md5 hash XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

ntp server 209.165.200.228 key nn
ntp server 209.165.200.229
|

ise/admin (config)# ntp server 209.165.200.225 trust

ise/admin (config) # ntp server 209.165.200.225 key 2 trust

ise/admin (config) # ntp server 209.165.200.225 key 2 minpoll 7 trust
ise/admin (config) # ntp server 209.165.200.225 minpoll 7 trust
ise/admin (config)# ntp server 209.165.200.225 minpoll 7 key 2 trust

q_L 1IE |_J w ’|kl|_.\

PR R RES, 1] show ntp A4

BRSMRSSIE cU 25, A3 ]
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i

ise/admin# show ntp

Primary NTP ntp.esl.cisco.com

Secondary NTP 171.68.10.80

Tertiary NTP 171.68.10.150

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

EEEER T ER ISECU &%

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of changing synchronization.

ise/admin#

i 2

ise/admin# show ntp

Primary NTP ntp.esl.cisco.com

Secondary NTP 171.68.10.150

Tertiary NTP 171.68.10.80

synchronised to NTP server (171.68.10.150)
time correct to within 16 ms

polling server every 64 s

at stratum 3

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095
*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198

Warning: Output results may conflict during periods of changing synchronization.

ise/admin#
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rate-limit

PP E YR TP Hhbkff) TCP. UDP 5% ICMP $i#is (0 fR A, 1 AE A Bl R r
ZIiRe, VAT A2 no JE .
rate-limit 250 ip-address net-mask port

rate-limit .

ate-limit fiy4. ZEMIER

Syntax Description

Command Default

Command Modes

<1-10000> £3F0 TCP. UDP &% ICMP ¥ (U i~ F 2% & .
ip-address A2 N FH A8 A A SR PR U TP ik BN ip
ip YE %y TPv4 $itik, #iN ipv6 1E 2 IPv6 Ml .
G

ipv6

net-mask A2 I FH S B 2 BRI PRI TP FERY

port WA FH ES s A 4 BRI S H B 5 o
TCERAT A B

Configuration (config)#

Command History

EmERE

R (54

2.0.0.306 BINT 4.

FH T netfilter hashlimit (1) 71, ¢ B IR S R o 6 R o1 mT B -5 A8 1ic & ) B AN [ o

netfilter 1 i AT 5 B HIE 1 41 3% «
* XM 5001/ 2 10000/s [FIBR{E, Netfilter 22F#E 7] 5 A4 10000/s.
* X4FF M\ 3334/s F1] 5000/s [FIFRAE, Netfilter 20K 7] -8 N4 5000/s.
* XM 2501/ 2 3333/s [(FIFRAE, Netfilter 2345fE ) F55 A b 3333/s.
* X 2001/s % 2500/s [FIFRA, Netfilter 25KHAf 7] T4 Ak 250075
« XFF M 1667/s % 2000/s [FJFRAE, Netfilter 20EHE ) E 5 A4 2000/s.
« XFF M 1429/s 5] 1666/s [FIFRAE, Netfilter 20KHE ) E 55 A4 1666/s.
< WFF M 125175 3] 1428/s (IPRAE, Netfilter 20K 7] 8 ANy 1428/s.
« XFF A 1112/s 3] 1250/s (FBRAE, Netfilter 23KHE ) F Ah 125075,
« %P 1001/s 2 1111/s PR, Netfilter 20K 1] B ACH 1111/s.
« X5 910/s £ 1000/s [FIBRME, Netfilter 2 7] F5 Ak 1000/s.

BRBMRSSIE CU %45

LU S 4 A SR I

e



EEEER T ER ISECU &%

. rate-limit

o P M 834/s 1] 909/s PR, Netfilter 234 ] 4 Ak 909/s.
o XFT/NT 150 FIBRAE, ABEATPDIS H N

£ 2% hashlimits TAEJRFLFITE Z QM5 B, 1ES 0 netfilter 3XRY.
w151

ise49/admin (config) # rate-limit 4000 ip 20.20.20.20 port 443

% Notice : Actual rate limit rounded up by iptables to 5000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

ise49/admin (config) # rate-limit 6000 ip 10.10.10.10 port 443

% Notice : Actual rate limit rounded up by iptables to 10000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 10000 ip 10.10.10.10 port 443

rate-limit 5000 ip 20.20.20.20 port 443

ise49/admin (config) #
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password-policy
A\

password-policy .

IR e nT U EEISE GUI L& & i S . 1R, WiSiEat R ISE GUI i & % i 5k, ek
78 25 IS Tl ek JBR) ISE CLI B & AT 25 65 55 s

LR ARG A T SC B 6, AR BT ] password-policy iy4.  EAEIZIIAE, WAt

w4 1¥ no JE

passwor d-policy options

Y

% password-policy fiy4 i BN
fir ARk N\ passwor d-expir ation-enabled 4.

WEIETH (S PEEU WD o W Z0LE HiAh password-expiration

)

ER i password-policy T4 5, RN config-password-policy Bt & 115

Syntax Description digit-required

F P i g 2 — Ay

disable-cisco-password

AP IS0 “Cisco” BT RAL G H 51 )

&b
Heo

disable-repeat-chars

SRR AL DUAS L AR R 745 (1 Zh B -

do Exec 4o
end B H A B AR
exit B,

lower-case-required

P BT B A NS R

min-password-length

ARSI N TR B SCHF 40 AN 77

no

i iy 2 o BB B BRI

no-previous-password

BEL b B P L3 20 S i A

no-username

EE AL BT LR 2 A R 50

password-delta

AT IR T H

password-expiration-days

WS RIRTAIR B SR K IR 3650,
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. password-policy

password-expiration-enabled o 515 23

iR DAZAE HA password-expiration iy 2 Hif
i\ passwor d-expiration-enabled i
A

%o
password-expiration-warning I BT B2 (R FUTRT KA. SRR
3650,
password-ock-enabled FEFT T IR R IO B2 S o
password-lock-retry-count P B B O R, S KA
20,
password-lock-timeout BEETEERIK P BUE I TR R (3Bl o SZRFIN
I IMEYE L 5 3B 4 1440 73
special-recired PP T o AR T — AR T
upper-case-required P P B RS A
Command Default ~ TCERAAT A BlfH .
Command Modes Configuration (config-password-policy )#
Command History BR A (5
2.0.0.306 SINT A4
5 e
15l

ise/admin (config)# password-policy

ise/admin (config-password-policy)# password-expiration-days 30
ise/admin (config-password-policy)# exit

ise/admin (config) #
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repository .

repository
BN E A R, IR BRI repository i 4.
repository repository-name
Syntax Description  repository-name TEREPE IR R % S 80 AN RERLT 4% o

\)

AR 7E repoditory mr A I AAAEE ARG, BIATEEN config-Repository It & TN GF S WiEE

YL
Syntax Description  do EXEC fir 4. AVIELEIA N AT HTH EXEC
iaca
end iB 1 config-Repository {1 [ 2 HATH
exit I H AR
no E MR AL 7 2 To R
A WA T
* url - f7-fifi i URL.
* user - F T-U5 il (A7 6k P L P 44 R
url FA# ) URLe 552 3CRF 300 A7 BEEC - 545
G ZIK 4-5)
user BB T U7 i & s, sHFm 4, &

%2 3CHF 30 NP RHUT AT N TR, 2L
£ 15 NEREUCE ST
AT LU AR 094 azy A-Z. -y

|\ @\ #\ $\ %\ /\\ &\ *\ (\ )\ +. *[] o

\)

TR RS IEIRIRG AR, BIENETE /subdir/subsubdir. HIER, X NFS MRS, MRS
e JaWIAE B ().
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. repository

R 8K 45URLE5EF (4

*kgEF HAREIE.

URL MIONAEGE URL, AFEIREG SSRIS RS H. RE
S HE 80 AN FRFHUT A o

cdrom: b CD-ROM J55h% (i) .

disk: AHAE A o
AJ LLIZ4T show repository repository name #r A
b A 2 T 1 T A S

iR P A A7l PEARTE Nocaldisk 73X |
Gl MIEFEAEHZE URL THa € disk://
i, RALAEFR I Nlocaldisk FIAH X
Bl H . pln, WA
disk://backup, , W ARG ETE
/localdisk/backup €)% H 5% .

ftp: FTP M 2% ik 555 (195 8 H A% URL. £ url
ftp://server/path.

http: HTTP R4 251968 H A% URL (i .

https: HTTPS W44 M 45 45 (YR B8 H bx URL (LR

nfs: NFS /2% e 45 4% 958 H br URL. ] url
nfs://server:/path.

sftp: SFTP M 4% Ak 55 4% 1 8% H A% URL. 444 url
sftp://server/path.

tftp: TFTP W48 IR 25 2% I35 5 H A% URL. A#H url
tftp://server/path,
iR IETCVFATH TFTP 7t AT ] ISE

T2

Command Default TCBONT N BAE

Command Modes Configuration (config-Repository)#

Command History R A &

A

2.0.0.306 BINT A

5
5
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repository .

Ed:E=E TEF RN ECE url sftp: I, 20K RSA 840 (FRCh FHLE D U\HHSFTPJ‘I_WJH%EEEUISEQ
A LA CLIAEH crypto host_key add fir & KT JEERAE . AT RTELNME R, 1HZ M crypto T .

FAER M IIRE, 7 EXEC B0 M i crypto host_key delete i %

S AE R ISE B HL B ] ) “AFHL” (Administration) > “ R4E” (System) > “4Ef” (Malntenance)
> “APfEIE” (Repository) > “UNINAEfi#%E” (Add Repository) HHC'E 22 4= 1) ftp A7-)E T, EHISE
SRR,

b Znseidid CLI A H host-key MEIHAR AT SFTP k554 1 FHUEEH, ARG A REAT H UL AE 6t 1

AR ZAEATCE host-key FITHIL T #6242 421K FTP A-f PRI, 2/ B ADE mh | AR Y (1 i
o

\)

AR HMIRALE ISE L3 FIPS #2, SR} ISE W4 7F FIPS 81 N5 5 ik SSH ik SFTP i&E % .
&5 ISE I {5 I FE SSH 8k SFTP IR 45-%% fL14F FIPS 140-2 fEHERT I 5% .

SR} ISE f# F ik A28 FIPS 140-2 B iF s ikl . 452 FIPS S M E K TEAN{5 S, 5S4 FIPS
EHUE A

| BERBHRESIECUS2ism, A3 [


https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/cli_guide/b_ise_CLIReferenceGuide_23/b_ise_CLIReferenceGuide_23_chapter_01.html#ID-1363-000006cf
http://www.cisco.com/web/strategy/government/security_certification/net_business_benefit_seccert_fips140.html
http://www.cisco.com/web/strategy/government/security_certification/net_business_benefit_seccert_fips140.html

RESATHER ISECU &S |

B sevice
service
SRR B IRSS, WEAERC BT H] service A4
service sshd
LEERIZI)RE, W AT 21 no JEa.
no service
Syntax Description  sshd LAY . SSH IR
enable Jet H sshd IR %5 .
encryption-algorithm NCHE SSH BRI a5k, SCRFIMEE a.
aes128-cbc. aesl128-ctr. aes256-cbe Fll aes256-ctr.
encryption-mode TERGE FRCE SSH A SCREMBIA cbe
Hl ctro
key-exchange-algorithm o4 sshd IR 4545 5€ SOV I B BIAS %
diffie-hellman-group14-shal P B AT WL TR 4 diffie-hellman-group14-shal
L oglevel BRI H B M sshd 58 A 2 R g H &
- %
*2- "
* 3-HiR
c4-fFE RO
*5-J0K
* 6 - ik
« 7- Wik 1
* 8- ik 2
*9- i3
Command Default TCERINAT A i
Command Modes Configuration (config)#
Command History ER A &%
2.0.0.306 FINT B2
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EMERE

T

Gt

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) # service
Configure aesl28-cbc algo
Configure aesl28-ctr algo
Configure aes256-cbc algo
Configure aes256-ctr algo
ise/admin (config) # service

sshd
sshd
sshd

sshd

Configure cbc cipher suites
Configure ctr cipher suites

ise/admin (config)# service
ise/admin (config) # service
ise/admin (config) #

ise/admin (config) # service
ise/admin (config)# service
ise/admin (config) # service
Configure aesl28-cbc algo
Configure aesl28-ctr algo
Configure aes256-cbc algo
Configure aes256-ctr algo
ise/admin (config) # service

sshd
sshd

sshd
sshd
sshd

sshd

Configure cbc cipher suites
Configure ctr cipher suites

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) #

sshd
sshd

enable

service .

encryption-algorithm

encryption-mode

key-exchange-algorithm diffie-hellman-groupl4-shal

loglevel 4

enable

encryption-algorithm

encryption-mode

key-exchange-algorithm diffie-hellman-groupl4-shal

loglevel 4
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. shutdown

shutdown

Command Default

Command Modes

RESATHER ISECU &S |

>

» W A4 (4 no FE K.

o HAEIZI)

>
a3y

FEORMIHE I, SRR DR E RN EH] shutdown iy
BT WA KRB TS HL

TEBRANAT N B

Configuration (config-GigabitEthernet)#

Command History

MR

TE:N &34
2.0.0.306 BINT 4.

Afd Iy SR P I, okl 1% % SR B I BHSE et (RIME e & /54 T HUIRAD

{HoE, WERIE CAERATANA 1P bk BRCE 1758 AME I, AT DO i3 % 15 i s
o

B, R AT LT H ONBOOT 41 24 ifefg-eth[0,1] 3L, LSO+

/etc/sysconfig/network-scripts:
* 5N WA ONBOOT="n0"
« JEH# O % E ONBOOT="yes"
& w] LU no shutdown 4 Ji P 1.

Gt

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# shutdown
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snmp-server enable .

snmp-server enable

Command Default

Command Modes

LAEIRFISE LJA ] SNMP fiR55-4%, Ui /4 JRic B A T H] snmp-server enable i 4.

snmp-server enable

PAEH] SNMP JIR454%, il a4 1 no E .
JE T SNMP JR4%-5%.

Configuration (config)#

Command History

[TE:N &4
2.0.0.306 BINT 4.
w15

ise/admin (config) # snmp-server enable
ise/admin (config) #
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. snmp-server user

snmp-server user

EEEER T ER ISECU &%

FRCEF SNMP FH P, E A4 R E B R H snmp-server user 4.

snmp-server user username v3 {hash | plain} auth-password priv-password

snmp-server user username v3 shal{hash | plain} auth-password priv-password

snmp-server user username v3 sha224{hash | plain} auth-password priv-password

snmp-server user username v3 sha256{hash | plain} auth-password priv-password

snmp-server user username v3 sha384{hash | plain} auth-password priv-password

snmp-server user username v3 shab12{hash | plain} auth-password priv-password

\}

AR AR 2 H T SNMP 2 3 i,

S BRR E H) SNMP HI ™, B I A4 no JE .

Syntax Description  user BCE BT P .
username J&T SNMP fCELH) N L R LK
v3 AT R EBEHEY) SNMP ({5
F 7 AL SNMP 2 3 b Ak 5 H priv Al
auth 8T,
{hash | plain} SRR s B I S e s A A 2 -+
B

auth-password

578 SRR D . B I NMCRE R 1A
T HZ, T, EATESE R

8 AT

iR

WRSIC T ERD, R, ML g
FOFTRCE )™ o ST LAR E Al SUA S
A AL . ACHBA S DA 20 5
JUEFEI S YIRS (AT MD5
B, SHA) AHVCEC. 4H /B & Wonte
PG BB AR (B, R shlc
B I, IR BoR AL 3 B IE
AN B AL EE 1y AR Al AR
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Command Default

Command Modes

snmp-server user .

priv-password TR I H P, S BN 1 AT
FF; HAE, HTalmn, AT 8
MNEFF
iR WSS T, BIGEWE, s
FOEACE . 0] DUR e gl e AR Y
A T . A B0 Sl
FHERE S KRSk (AT LA MDS
oY, SHA) FHUCHC. 4 H ) id'E BoneE
FflE EECEANBISCH (B, 3R
B B, SR BRI G 4y RAIE
B FAS EL Ty A2l SCA %,
shal Shal &4 AERL .
sha224 Sha224 G3uG ks,
sha256 Sha256 Gy U iF Ay,
sha384 Sha384 G3uG ks,
sha512 Sha512 G4y iiFeAy,
CAEH

Configuration (config)#

Command History

MR

R

e

2.0.0.306

FINT I 2.

BCE e, VEEORAC E SNMP 25 3 i1, KR 7 HAR IP MulibAh, @BZiRs EHI 44, Do EBEY
FORF|CRCER .

Gt

ise/admin (config)# snmp-server user testuser v3 ?

hash
plain
shal
sha224
sha256
sha384
shabl2

Hash Passwords

Plain Passwords

Shal authentication
Sha224 authentication
Sha256 authentication
Sha384 authentication
Sha512 authentication

ise/admin (config)# snmp-server user testuser v3 hash authpassword privpassword
ise/admin (config) #
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. snmp-server host

snmp-server host

ZLF SNMP [P IE BN, TE7ERC S T ATH snmp-server host 74, BRIAEDL T, SNMP
FEBFC A . BRIAEDL R, UDP i 24 162,

\)

1_:E7'|‘§ E'ff)ﬂ snmp-server host fﬁé\lﬁﬁﬁ%gﬁ'ﬁi SNMP )ﬂ}j o

snmp-server host {ip-address | hostname} version {{1| 2c} community | 3 username engine_ID {hash |
plain} auth-password priv-password}

snmp-server host {ip-address| hostname} version {{1|2c} community | 3 username engine_|D shal {hash
| plain} auth-password priv-password}

snmp-server host {ip-address | hostname} version {{1 | 2c} community | 3 username engine_ID sha224
{hash | plain} auth-password priv-password}

snmp-server host {ip-address| hostname} version {{1|2c} community | 3 username engine_ID sha256
{hash | plain} auth-password priv-password}

snmp-server host {ip-address| hostname} version {{1 | 2c} community | 3 username engine_ID sha384
{hash | plain} auth-password priv-password}

snmp-server host {ip-address| hostname} version {{1|2c} community | 3 username engine_ID sha512
{hash | plain} auth-password priv-password}

SN B, LTI A4 no TER.
A\

AR 7EJOFHISE tPRCE SNMP 55 3 iiENLIN, A1 AU Z BRI, BN B F U A4 31 CURC L
I e BEAEANIN snmp-server host A< e RGP, 025U H JERE TSE A c L (1 FETIE R il

NMS EfH A AEIE.
Syntax Description  host Jic B 2 SNMP 3 40111 41
ip-address SNMP Sl A1 EHL TP Huhlk. 2 S KF 32 AN ydt
HFFAF
hostname SNMP A1 WL TR 2 S FE 324 PR T
FIF-

B EHSMBRSsIECUSEER, A3



| BB THERISECL &%

Command Default

Command Modes

snmp-server host .

version {1|2c| 3}

(AL o JHTRIXBAPFE SNMP fIRRAS . BRIA

B - 1.

AN SR, W8 AR b A%
T

* 1-SNMPvl.
* 2c - SNMPv2C,

* 3-SNMP v3,

community

55 WAL ISE 5 NMS 2 [l 3L a4, X
DRNG, EZ S 32 NFR . A FRVAE
Tk BRUAEX AR “public” o BURHISEAF
FH 3 B30 52 A2 N SNMP 5 3K 2 54 28

username

(Af¥E; NAEME R SNMP & 3 i T8 768
BHISE 1 E SNMP 26 3 iR LN, ¥ 5+
LIPS

engine_ID

(ks ANAEB LS SNMP 46 3 Wi S5 30) it
5|4 1D,

auth-password

(AT ¥k ANAERRIESE SNMP 28 3 i 7520 fi7 &
S B iE ] A o

priv-password (A ANAEMEIE S SNMP 45 3 I 77 28) 155
0 i .

shal Shal &y 5iiEAY

sha224 Sha224 5 KiESE A

sha256 Sha256 G4 K iiF AL

sha384 Sha384 £ K iE A

sha512 ShaS12 G4 BeiF A7 .

YR

Configuration (config)#

Command History

R

2.0.0.306
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. snmp-server host

EmiERE

RESATHER ISECU &S |

CEFrn#E) o, JEARFISE £ k3% “coldStart(0)'” Kbk, Al ISE
KRB K% “coldStart(0)” FERI, ZEAE 1ER A i A by e B bk

N

2% Net-SNMP 7 7 i £F 3L
“nsNotifyShutdown”

T AR AE ) snmp-server host #ir 4 FUBTACE SNMP &, 2 b & BBF “nsNotifyRestart”
G A ZEARAEN “coldStart(0)” 8% “warmStart(1)” FERF) o

R O EE SNMP, 44 HE)
oy

\}

ER W SNMP R H AR B =14 8 FQDN 4552, Jf B DNS fi#tb1 4y IPv4 Fll IPv6 Hihik, ISE KfiE

i IPv4 (I AJE IPv6) K SNMP [l &2 5 IPve SUHERL H Areliess . b T s shE s 1Pve
K%, ISE 5 EE G ] LAZERCE SNMP AR, J@id DNS 0K EHL4 5k FQDN fi#fT hIPve, ok
FHEARE 1Pve Huhl.

Gt

ise/admin (config)# snmp-server community new ro
ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #

ise/admin (config)# snmp-server host isel version 2c public

ise/admin (config)# snmp-server community public ro

2012-09-24T18:37:59.263276+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:44474]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (29) 0:00:00.29, SNMPv2-MIB::snmpTrapOID.O0
= OID: SNMPv2-MIB::coldStart,

SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10

ise/admin (config)# snmp-server contact admin@cisco.com

2012-09-24T18:43:32.094128+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]1:53816]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (33311) 0:05:33.11, SNMPv2-MIB: :snmpTrapOID.0
= OID: NET-SNMP-AGENT-MIB::nsNotifyRestart, SNMPv2-MIB::snmpTrapEnterprise.0 = OID:

NET-SNMP-MIB: :netSnmpNotificationPrefix

ise/admin (config) # snmp-server host a.b.c.d version 3 testuser 0x12439343 hash authpassword
privpassword
ise/admin (config) #

ise/admin (config)# snmp-server host a.b.c.d version 3 testuser 0x12439343 ?

hash Hash Passwords

plain Plain Passwords

shal Shal authentication

sha224 Sha224 authentication

sha256 Sha256 authentication

sha384 Sha384 authentication

sha512 Sha512 authentication
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snmp-server community .

snmp-server community
TV AL X VT A T E, DL VRS n) £ B R 28 FR MY (SNMP), 1 ZEAC B A% 28 N 46 snmp-server
community 4.
snmp-server community community-string ro
AR I)RE, W st dr 21 no JEa.

no snmp-server

Syntax Description  community WHE SNMP X A4
community-string e SR AH AL EL AS VY ) SNMP fR195 1) 745
o ARV . B2 SCEE 255 DM TREECT
FAFo
ro Fe e FLSE U7 AR .

Command Default ToBANT N BAE

Command Modes Configuration (config)#
Command History [N (55
2.0.0.306 FINT M4
Ed:ESE snmp-server community ¥4 75— MEX FA B ro 28w, Sk AR, JEHISE B

SNMP fLHEHE L% LT MIB [f) SNMP v1 Fl SNMP V2¢ H i3z [l B «

* SNMPv2-MIB

« RFC1213-MIB

* [F-MIB

* IP-MIB

* IP-FORWARD-MIB

* TCP-MIB

 UDP-MIB

» HOST-RESOURCES-MIB

* ENTITY-MIB - 7£ ENTITY-MIB | H % #7 3 4> MIB 4% & .

* 77 ID: entPhysicalModelName
* WitA ID: entPhysicalHardwareRev
* J¥%1*5: entPhysicalSerialNumber

* DISMAN-EVENT-MIB
* NOTIFICATION-LOG-MIB
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RESATHER ISECU &S |
. snmp-server community

* CISCO-CDP-MIB

Gt

ise/admin (config)# snmp-server community new ro
ise/admin (config) #
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snmp-server contact

AR RS LAL'E SNMP Bt R NS HAE B (MIB) {8, 1 7ERC & 4% R | snmp-server contact iy
Lo TR ARG R NS, 1A a2 1 no B

snmp-server contact contact-name

snmp-server contact .

Syntax Description

Command Default

Command Modes

contact TR UL IR RN o 2 SRy 255 DRt
74T

contact-name NN D ERN YN EFSY USSR I S E A& 5
255 PR AT

TEBRNAT N L

Configuration (config)#

Command History

(k1=

TN &%
2.0.0.306 BINT 4.
Tco

w11

ise/admin (config)# snmp-server contact Luke
ise/admin (config) #
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. snmp-server location

snmp-server location

TERS LALE SNMP {7 & MIB {H, EERCE R N H snmp-server location fiv4-. ZEMIER R4t
PrEME R, IEMH A A1 no L,

snmp-server location location

Syntax Description |ocation FC B IS A B E . B2 S 255 T
R4
location A RSB EAT BT R IR SR

255 PR AT

Command Default ToERINAT N B

Command Modes Configuration (config)#
Command History [N (58
2.0.0.306 FINT M.
ERE SRHE U TE word 5 HE P9 IR ARTE 2 AU R RIZE () BRIEFAF (). W REEAE word 44 5 IR

W A 24, WA 515 ) B gk,
w1

ise/admin (config)# snmp-server location Building 3/Room 214
ise/admin (config) #

w5 2

ise/admin (config)# snmp-server location “Building 3/Room 2147
ise/admin (config) #
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snmp-server trap dskThresholdLimit .

snmp-server trap dskThresholdLimit

B SNMP 45 AL E 0 3L — A ISE J3r DXk 2RS4 F PR 1 B B2 b bk, i EfC BN
{i Ff§ snmp-server trap dskThresholdLimit 74>

snmp-server trap dskThresholdLimit value
T AL RSB R, 54 P A 410 no TR

Syntax Description

Command Default

Command Modes

value By o] AL ZS 10 P o e (HINVEREDY 1 2
100.
JEBRNAT B

Configuration (config)#

Command History

MR

(7S (5

2.1.0.474 BINT 4.

UEHE B DR ISE FR T 0 X AT AR B . RAORs BRI B C B 40, 2573 X AR 2 1) A1) Y o4
IEF] 60% CRIAT HIRLEL 22 RANAT 40%) I, R BI[EBE . IXRRTEE, 40k 2 il & i m] 22 W)
I, R KL

MIERFISE CLI HECE b 2 Ja, RGSEE 5 70 8hiatr— K cron /R, JFZE— i A} ISE 1944
O3 e WA AR DA B MR B(E, JEFFISE 23 [n) CECE (1) SNMP R55 3 K3k —ANpap, H
TS AL B AR AT R BB R AR 2 AN DOX B RBIBIEL, RGea kX2 A EPF. &R LA MIB
T A B PR A B SNMP FE

T

ise/admin(config)# snmp-server trap dskThresholdLimit 40
ise/admin (config) #
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. snmp engineid

snmp engineid
T IAT 515 ID SO — AN EE, TEERCE BN EH snmp engineid command 4. b4
WoR— &S, WRRTHEERETARAR
snmp engineid engine_ID_string

LEMBRACE RS 1% 1D, WA 21K no JE .

Syntax Description  engineid P IUAT 514 1D 3 O 18 F5 2 T .
engine_ID_string FFARRG 13 ID 75 (% 24 NFRD)

Command Default Teir 2 BRI

Command Modes Configuration (config)#

Command History [N (58
2.0.0.306 FINT B2
il

ise/admin (config)# snmp engineid Abcdefl129084B

% Warning: As a result of engineID change, all SNMP users will need
to be recreated.

ise/admin (config) #
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synflood-limit .

synflood-limit
e & TCP SYN s A il .
synflood-limit ?

Syntax Description  synflood-limit FAFIIF B TCP SYN idii 04k
? ARGE N 1 5] 2147483647

Command Default TCERIAT J A

Command Modes Configuration (config)#

Command History BR 7 (5
2.0.0.306 SINT A4

(EFER fi H i synflood-limit 7] Fic & TCP SYN £t £ 2 fiL i
1T synflood FRAIAIBETE, ¥ A SEBRIEAR IR AT RE 5 A0 B A0 BR AN R . DUR 2 5 A SRS I R
HME R DY AR

* T M 5001/s F1J 10000/s (RIBRAE, IZAEHF 1) E55 A4 10000/,
* XA 3334/ 2| 5000/s IFRAE, B M) A A Ch 5000/s.
* XM 2501/s 2 3333/s [FIFRAE, (BN ) iy ACh 3333/s.
* X T AN 2001/s F 2500/ HIFRAR, AZAEH 1) L5 Al 250075
* XM 1667/ 2 2000/s (PR, 2B 7] & Ah 2000/s.
XM 1429/ ) 1666/s HIMRAE, AZAER ) L&A 1666/s.
* XFT AN 1251/ F) 1428/s HIRAE, 20 ) L5 A 1428/s.
© XN 1112/s 2 1250/ FIBRAEL, PAERF ) B3 A4 125075,
* XN 1001/ 2 1111 /s BOFRAE, A AEAF ) i A 1111 s
* XM 910/s E| 1000/s FRIFRAE, A8 7] A Ak 100075,
* XFTMN 834/s F] 909/s [ FRAE, ZAEN 7] L5 A 909/s.

o XFF/NT 150 HORRAE, AREATIUAE TN
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B EER TR ISECL %
B syoflood-limit

Gt

ised49/admin (config)# synflood-limit 5099
ised49/admin (config)# do show running-config | include syn
synflood limit 10000
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username

username .

BRI AT LTS SSH Vs inl A} ISE B4 I, ARG B R H] username ir . WA 2
i’?f, SR U st i 2 S SCRE S L PR GO B N S SO A 2 ARG F’ﬁ&ﬁﬁ)ﬂ', [ERIE!

LA 21 no .

username username password hash | plain {password} role admin | user email {email-address}

MEFBAT ™, WA BA iy & 20

username username password role admin | user {password}

Syntax Description

Command Default

Command Modes

username AT 4 SR . A S A R
1% (O . R AT TR

password e .

password S KPR S T 40 AT R
s DA AT L e 2

hash | plain BEROIR. % SR 34 AR A

roleadmin | user

AP BB i AR 253 o

disabled FR i F P A s A ik 2R T P
email BEE 7 IR bk o
email-address fa 5 P s k. i,

userl@mydomain.com,

FEBLE R IaE .

Configuration (config)#

Command History

(k1=

R

&2

2.0.0.306

FINT a2

user name fiy 2 223K FH 7 44 FUE S OCHBE747 T- hash | plain A1 admin | user 2650 i [fi -

RN

ise/admin (config) # username admin password hash ###### role admin

ise/admin (config) #
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. username

2

ise/admin (config)# username admin password plain Secr3tp@swd role admin
ise/admin (config) #

713

ise/admin (config)# username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com
ise/admin (config) #
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which

which [}

LR REEL CLL Pl lfir A, TR AERC B M I which fir 4.
which

Syntax Description - & A vy St 2 FI S50

Command Default ~ JCERIAT A ElfE.

Command Modes

Configuration (config)#

Command History

MR

R

(£

2.0.0.306

FINT 4.

which &R AT 4. AR which 7E8A ISE el H, Hin B 2Rl Ear 1T i 5ok & G Ik
CLI &2 BT AL Rt 4.

Lise

Gt

PUR7RE 78 T which % H

ise/admin (config) # which
1].

N

O W W Joy U W

—

application
application
application
application
application
application
application
application
application
application

configure<STRING>
install<STRING><STRING>
remove<STRING>
reset-config<STRING>
reset-passwd<STRING><STRING>
start<STRING>

start<STRING> safe
stop<STRING>

upgrade
upgrade

cleanup
prepare<STRING><STRING>
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Bl which
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