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FIB1 LR LIRS (Security Services) > IMS Flik & #i4 (IMSand Graymail).
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skip-marketingcheck | 2o £ 8 45 I (¥ $R 4
skip-socialcheck | i B0 A1AZ 4 2% WIS HAf:
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LA R BiFR AL 2y “private listener” 32K M6 20 S 1 A1 X 452 I 205 IS A1 (1 A €28 S F 4%
(=

internal mail is safe:

if (recv-listener == 'private listener')
{

skip-socialcheck

()

}
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ANIEAPE4IAE EL” (Incoming Mail Details) | B2 CE 44 [Marketing] #E28
[Social] FIit & [Bulk]) FIE A KAl
B, DASOKEMAE B AL
“AENIBAE” (Incoming Mail) JUIH] > “A% | 25 TP Hihil . 355044 B 2 BT 1 TR B A K
NHEAPE4IAE EL” (Incoming Mail Details) | (B2 CE 44 [Marketing]. #£28
> “RAE NECE CH” (Sender Profile) (& | [Social] Atk & [Bulk]) N A& A K (4 s 12
NI R IED B, ALK S EL .
“WIH ;7 (Internal Users) UL IHT > “ 4% | #OK G MR HE 2 FERT IR B H 1o CHFRHE
IAHBAES I P HEATRS ” (Top Users LA

by Graymail)

“WESH S (Internal Users) U Tf > “
FURPFRELNE B (User Mail Flow
Details)

FTA F P B RER R E IR0 G
[Marketing]. #:%Z [Social] Flfit & [Bulk])
A NI E IR, DA K A
%&0

“WESH ' (Internal Users) BUIH] > “
FUHBEERELN(S B (User Mail Flow
Details)> “ N H ' (Internal User) (3
NI HTALED

45 5€ FH P RO (BRI CE AN
[Marketing]. ££3Z [Social] Ffit & [Bulk])
RN E IR, DA IR A

AR SRAE WIS SR ) Sz B2 3R M PF B8R 8 1) T8 P14, 7ETHE] AsyncOS 9.5 8L miflcA S

s

o BRI 1) B AR T RSl 21 A8 S 2 A

© KB S B AR AE T G2 ik D
o SR S HOE A5 AL T AiA

B e Ao .
ER[iuE= STETIRES 165

USRI TR S5 B, e A JERE BT I 55 2 AGL R A (A A BRA DT SE IR o (2 AE—
fEOUE (i, SR B3RS SR A B S5 BB AR D WUTAE%EixﬂE%ﬂﬁféHﬂBﬁﬂ

s
LT KON, AT R

* 7E Web S+,
1, AR5 LRI E#T (Update Now).
* f£ CLI 7, 12T graymailupdate 174> .

2 (B

3% 2PRS (Security Services) > IMS Flik & #Rf (IMSand Graymail) it

emtnpmpafm ey i
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AR AR e |
B sxmrasvmsTRRERN

ﬁTﬁ@fmﬁkéﬂﬂMﬁFMmUﬁﬁﬁéﬁﬁm S, 1S Web ST H | M SFAZR €2 fiB 44 00 i 1 A0 58 #ii 4y
s f# ] CLI H ) graymailstatus fir4> .

AEER P BEXBUHITRATTE RSN

i P R OE T R RN, O RSS2 Wt RS R B LT FH O, R R BN T
FRRERRE GES 20T CAEREE, on page 10) . R LUl 2 £ AR S (Security Services)
> BRIETIE B E X (Block Page Customization) 3K [ & SCEUH V1 v 1 it AW s ﬁ%mm%
B2 vl s IRNGEE) « ARULH, TEZ 0 B E s H U5 sk sUNE 2016

REARREYIFE
RS AL (e & 7 AT B R BR R S LS T 22 a3, IR IR R4 5 AN 6ok
H 2 A5 P AR NIRRT . 3R PR NE LG R, ES M 25 R A%
BT AR N B A 3%

HEAXE

IRAD AT PR 22 40N T FA B R A B LU F&
s REEHSIERE. OHARKEESIEE, RS IEREESE. KZHME R TE RS0

R

s IREBEMETEME. BRI (REHF RS “AAARSI” SRl er) « AESCHN
mbox #% 2.

s B R ASH K OB L K g 2 B0 T S bR B i R . KZ2HE BT E R
ﬁiﬁiﬁgﬁhu

Xof T 2 R R A RN &2 &2 BUGH 1T R A TR RS HERR
TCVEIAT 2 2B 1T, on page 16
TEPITR EBUHITH
i)
Rl IO B, BRE P REEBILIMER: BRI
fRRF =
D AREUH T IR SS TV AR B A P AT BT L, Wk Bt el DL 2 B0 T RS 76
HARAT 22 AU T I —2e LA L -

o IU# 17 H URI 8% mailto Mtk 25517 )
%?&ﬁ%%ﬂg)ﬁ B UEA BRI 1T H R Rl
BRI 28 FH P 38 36 s ISP D P A DA SR 11 A8 SR 1R g il
o T LA IR UE R T DU T FH IR 5 oV AT 30 0 5 110 I
o T LT A T LT F (R Rk
I 21 A] LA AE G 1T DT R ER ) URL RT3 HGH 1T .
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mEzgssanirantenneseE [

RESfZERMINIKEMERNNEEZE

S AE SR A, AT DA o SO R 8 22 A R A o ISP i IS AP P AT st
o X4 NG EBCE T SR BE 2 AR A (P S B

1. EFRERSE (Security Services) > IMS Flk &4 (IMS and Graymail)
2. Julitmig £ /Hi%E (Edit Global Settings).
3. EFEH Tl RN B 2 AR T A A 1 B .
BRINE N«
o BRI 512K B /N2

N -

AR SEBRCEAE N T OISR TN 2 A IO T

o KA IM BE R IR A .

4. NFI PR A A AR
MR EFHUN, AT 1R 120 Z R EE. BRIAME ) 60 FP.

R P AN B DS B R s RO /N BRI B gt e i, nT LTI G e R R/ ¥
FRACAMB AR 5C R AF

5 AR

o

TE M Bz 1 3% R 15 5 A%

XTSI, i BB A5 S LR, BRI AT A1 Bl .
B, AR AT A R S0 B
B R ALt S R B B L R 0 0 PP 40 R 0 03 5
W, A5 P RIS S 5 0 2 M S o A S0 50— RSP 7
Rt I — S0 I T MR R
HE T

o SEMCHTITICE IS 100 56 LU B ABPE, on page 221 M5 R 2 RT3 3K,

« HELLF %

o TR RSB IR B A4 A, on page 20

o BRG] B E A b RS BB IRHBA (1) #4E | on page 20

KB AR T E RS FIAT, on page 21

« WRBHT A REIBAAR R IT S AEA RIS SR b s FH AN [ S B3R s 4 5|
. WUE 7R, on page 22

o 76 BT IRAS I 945 3% , on page 24
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B = smmess

AR AR e |

o QNSO B S IE A AEARS B e b SRS 7 (Anti-Spam Archive) Hi&EH, HiES 5 H il %,
o Gn RO MR A X B A IR TN, HIES RS S 2 LR .

Procedure

SR HR R EE (Mail Policies) > f& N4 3R E% (Incoming Mail Policies) 5t [fi .

&

S| MR R ES (Mail Policies) > f& BB {4 5 B% (Outgoing Mail Policies) Ui .
B I S s ) B SR R4 (Anti-Spam) F1) T 5 AT A SR s o I (1 42

7E 0 e SR 3 A R L IR R4 3348 (Enable Anti-Spam Scanning for This Policy) #i4rH, HEFEH T
TR P I 7 3 A fift v g % o

o Sk 7 (3 TRk A P 18 5 35 S P41 ik e g 56

X BRSNS LLAM IS  an SRA P BRSNS o (K0 BE A, Ui G+ ) A A S T 4 A5
T T LA RIS S AR S r S P41

HYRS AL E N SRR MR« BE LI SR A A A IS 4 v

15 AR
Jet N SEAL L R MR A | 43— MBI
EVAR (Enable 1y g oy 7 BSOS A MBI 2 TR
uspected Spam
Scanning)
J B B A 414
XTI AAAT AR | SRR U R 17 SR A o AR 35 ISP B AN 5 2 ()75 A S P A T T e
(Apply This Action | {E.
to Message)
R L3ES
%3
* B[]

(Aik) Rk 2%
HEHML (Send to
Alternate Host)

A LR A B SRS Ak 046 T H ARISEE EHL (B SMTP 6 i 2k DNS H1
PN LA — G WIS &) .

FON TP Hihbsl ENLA . W AN TENLA, R e i L as e (MX). an
ANAEAE, K] DNS fligs#8 B A idsk (5 SMTP B H—F#6) .

Gn LT W A, G0 T ) BV S I R A g A TP A, WA
R,

ARHALEZE R, WS B S IL B

W =R AN IR A
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ex sz [

15 AR

ISINSCAS F80 | n] LI PR, sl B s SCAS 747 B ok BE 5 Ul IS 2 P (9 SCAS, - AT
(Agd Text to 5 W FH 7 S A A B R RO HE e B SR A DA B AN 5 2 s B I

Subject)

Note  7Epby Berb R 2S4S I AR B P AN SCAS JE T (R 2 il
D BT CWESRIZE D AN, R BRI (0 SCAS 5 A R Ji

AR B, WREBATHUE, WSSO (spam) BLA 28452

%*‘go
CORINSCAS) TR (Add Text to Subject) 7Bt - %52 US-ASCII 7
o

ORI ORI A U MR EA%1%)

CAT3E) ¥ hn A e
X A5k (Add

Custom Header)

AT LUK B SUE SRS I R A 1 o

Fi B4R (Advanced) 52 A5 FI{E .

I ULKS A SUE SR A B e s A S A TR T, 9 S EE 5 1) S B 38 S
PEREJURL, DMEEA TS AR g 2 AR RSS . ARMER, WS A
58 SUAF SRR BE AL S MR F) URL B 5 [o) 1 R 2% 22 AP BLE 2], on
page 21,

(Tik) KILF| %

AT RLURE EL VR0 R 50 1) 46 AR B At

IERHUEA o e (Advanced) It XL ML

(Send to an

Alternate Envelope | g1, ny LUKEAf DA TR B SN0 (K IS0 o 2087 21 D3 TR LLEAT SR A . 4
Recipient) T2 Z W NIREE,  WACHE — AN A ik 21 2% IR

TERG Y (Archive | B80T LICKEif A B BLIR BB A AR 2« OB AAEAER” A& HE S A mbox
Message) K=,

B S A A A FHER BRI, B A DA IR 7 R N — A B I 49 SR AL S B g N\ — >
(Spam Thresholds) | g,

TER6 FLAIHINE L

What to do next

WSRO AR AT R T BB, A A AT DR ENLUG R I R RS B, JEHER T8

M RE Y . 1
AXERM

Z3 [ A7 S AP SRS S SCHIS AR B2 AP N i B o

o DT PCE B A DG LU B R B A, on page 2

o T RRAARBE LS S I BY A, on page 20

o BCE RG] BN R S B MR E L BE AL S (K134, on page 20
* K B G IR AT ZIVE H I, on page 21
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BRI e |
| B

o R B E SUIE SR BEAUBLIR M ¥ URL B 5E 1) 21 JSARE R 2% 22 AR BEE 7R B, on page 21
o FEAN RV S F SRS o IR FHAN TR ) S b SR B A4 4865 1 8. B 2491, on page 22

T R IAFAEE (LS IR R 14 = 1
R LS E St RS LG RN PR DR I CE BEi T (R7 QM SN E-ane Y WP DE( B2 W I EE D
AR BPEAT oy o ARJE, RT3 T R SR b i ) B {ELEA T LR, DA S 2 A e 4L
PRRSTICE R
NS Bt e (KR TR, BRIAKE D0 T A (Kb S B F R B AEAR . #3200 1 90 A1 100 Z 18] (K] 4
RN BB o AT BE by S A R BRIN Bk 50,
o PO AT SR ACLI 352 WA B (L (T s Al £
o el T B ABL U B B AE LR T A A PR S5 IS (45 2 e A Dy B ALz % s 11
I LAC B S B S A A e 75 58, DA AR R3S WIS S i 18 2 SCAfA R SR ISP 158 AL 352 IS 7 )
BB A S W B U0 Ty SR MR P 2 R
AT DLREAF A R B SR A 1 B S 5 AT 50 A1 99 Z AN RIEL . o] DK SE ARy SR NI A4 1 1 4 o5 Ay A
T 25 AU BAIA I BL S M- Fig 52 R 2 TR PR AR AT
U R B S
 FOERUNE CEBRMIECED 208 58 2 AR Br i, JF B Be A4 3 2 R Ol
e A9AE R s bR I C D AN o (ERE e b PR I E R AR e RavR S G RPN
s FOER ISR R IICED SR B I E R D SRR, I LT R ALk B 2 5
ST o X i HL T A BRSO, 2 PR A5 V2 IS 10 B Ay SR s A1 g XU B
RUGOUT, WURVCE IR, WSR2 K WP D IR AT REZ B MR, Akt .
AT BASRE SC— AN RN R B35 B P ATBE AL SR S A PR T R BB A o 9, ST ey B 5T “ EfA
(7 BrsR s, (HRR B “BEL” B mprE .

AXEHR

o B HBAHE T4, on page 2
o FCE RG] B e R B A S BB R AE 4 | on page 20

BeE A 3B E S INEBH S R AL IR BRI 3R 1E

a7 L HRAERD AR A
AR oD
B BRI | E 7 « FENBPEERRIN “ (positive spam” JFf
B,
- B

W =R AN IR A
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sasxrnrrsnsnne

137 I R 4 BRAERB BAERB)
(FRERD (R=F)

SERNBLIRHS A | AR RS 3 s FEMBAE T RE PRI “ [suspected spam)” FFAEIX,
“ [Suspected Spam] ” j—JF’ﬁz: Bi

RIS (7 ) DT AN MR, R I 2% SR A (R SR A o 7 B B3 AT e 2 P m] ARG A A A
ISP FR) AT DA T AR 0 T LA B 5% W DA a0h S N A S AL 57 35 IS 2 B 41

FECR T SR 2 T, AN R 3R IS R AL S5 S e 5 B o5 P AU 3k o TP mT UM R BE AL
BESRMSAE AN AN R BRI o T B — R VR BN OR ST o

A7 MR SRS h AR RS A OR T S (RIR AT, WS BT H15h.

KRB SZFRNFENE IHARE

W RAE S ST T g BN WS SR I T R R ISR, T2 B T A (1) AsyncOS 9.5
S BB MBAT R B B AT BB S 2 [R] - SEE  AK (OMBAFBC R T o T S D A B RS A A
WKL, on page 1.

{8 A B E XAS K3 BT s fR 44 7 89 URL = 7€ [0 2] B} W 285 &2 23R

[T =t]

Nil

B

] DA S SRR B R 9 URL,  DMELECPE A s iR AR s e g, il ok SR} o 4% 22 A AR B
% GRS VMG R M b 224, FERLE DT ) SN Mt ) 4% il sk .

HEIE

Ji H URL i€ 2h e L LR 4 F . 16 S0 URL i€,

Procedure

W B SUAE S I B BEAL B I S A -

a) IKUCOEP AR SRS (Mail Policies) > & NBR#ESRES (Incoming Mail Policies).

b) ki RELIREBE (Anti-Spam) 15 FEAN SR CAnERIASRNS ) X N R o

©) TESEARNBLIRMB AR B E 4, 5 H T B SR

d) HiiE4 (Advanced) LLE R “WsINE & XA53L” (Add Custom Header) 55 »

e) Wi E kR, W url redirect.

) PR HHHINE L.

B N A RS LU E n) AT H g U SR IR HEEE A 1) URL:

a) KUGEFABEERES (Mail Policies) > ff A& T iERE (Incoming Content Filters).
b) HEARMEIESS (Add Filter).
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AR AR e |
B =rromesrssmRRRN R HEH3%: RER)

c) HidEds 4 o4 url redirect.
d) HitiRng4 (Add Condition).
e) M E {5k (Other Header).
) HIANERBHR: url_redirects

FORIL S T A (1 a5 Sk 58 4z UL

g) EHBETEIE S (Header exists).
h) FE (OK).
) HdRINRIE (Add Action).
j) i URL Z5 (URL Category).
k) PR 2R (Available Categories) 1T A S, JEHEAIR INEHEE R A (Selected
Categories).
) XA URL 4AE, EHFEEEEBRIZ £ (Redirect to Cisco Security Proxy).
m) FiBE (OK).
IR 3 K AT BEASAS I B N
a) RUGEPEBEESREE (Mail Policies) > & NAB{E S EE (Incoming Mail Policies).
b) FRTTRAIIERE (Content Filters) F1JH 5 e i 7 ok B vh gb 15 16 SEmE o IV (1) B 4%
a) WERMARIERE, HEFBRARRITIESE (Enable Content Filters).
b) EFPUILEIEMERT ST url_filtering NI BERE .
o) TRASHHHIATE K.

What to do next
HXERM

* #i5¢ [W] URL
s WL ERS

EAE BYH R B AR R IR w3485 2 Bo & R f

GAEH] “RGWCE T (8 CLIP ) systemsetup @74 I, REEERALELUT T8 HUER e 2
FE M EUS R BB S 1 E. ERGEBCEIMIN, ARERIN R, (HR, ERGRE NN,
ATLMEH] “ 2242 R55 7 (Security Services) S5 i HIARIE R 1K) S b S WEP1AA P 75 %

WE T RS )5, WLOH “HBEERRE” > “tR NEBEESRES” LI Ay Ak N M A SR mes e e e 17 S B 414147
R T,  GHEY, SNANRIRBAE RIS EE F B A4 . D A mT DU AN S ms A% H s 37 3% R
PR

EAE T, BRAAMBLERIEFT “ A AVEIEE” (Partners) TEmS A FH AL S b7 B4 5 | 2508 S A A b7 3
MR A AL 3% B A2F-

W =R AN IR A
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A HER SR A% T B A A B B R IR BB A 5 2. BLE TP .

Figure 3: B4 SRR - 245 {4 A B B $3L % B 4 5| B

Incoming Mail Policies

Find Policies

Ernail Address: I

Sender

® Recipient Find Policies

Add Palicy...

Order | Policy Name Anti-Spam

Anti-wirus Content Filters

Wirus Outhreak Filters

Delete

1 Partners {use default)

{use default) {use default)

{use default)

o

Default Policy IronPort Anti-Spam
Positive: Quarantine

Suspected: Quarantine

Sophos Disabled Enabled
Encrypted: Deliver
Unscannable: Deliver
Virus Pasitive: Drop

Zfs “GARIKE” (Partners) SN S SO0 AEHT B RHR ES B, JFHIRANT ZERCERIIECE, 05

Key:| Default || Custom || Disabled |

ORI (Anti-Spam) FH 5 “ G AELKSE” (Partners) 47 ( “use default” ) XIS H

AT GRS MR BEZ T, JREEHE 27 (Yes) Ji XA SV E RIS AR . Oy AN 22

FTE i AR D00 A5 P BRI B

BRI T AEREAN S R TR SRR RE 2 B RN AN ST SR B RS I o

Figure 4: iR 143K RE - BRI BRIEHES EXM

Anti-Spam Settings

Policy:

Test

Enable Anti-Spam Scanning
for This Policy:

Positively-Identified Spam Settings

Apply This Action to Message:

() Use Settings from Default Policy {IronPort Anti-Spam)

Use IronPort Anti-Spam service

@)
®  Use IronPort Intelligent Multi-Scan

Spam scanning buitt on IronPort Anti-Spam.
@]

Disabled

Deliver »

Send to Alternate Host (optional]: |

Add Text to Subject:

Prepend v |  [[SPAM]

b Advanced
Suspected Spam Settings
Enable Suspected Spam Scanning:

Optional settings for custom header and message delivery.

Ono @ res

Apply This Action to Message:

Send to Alternats Host (ontional]: |

Add Text to Subject:

Prepend v |  [[SUSPECTED SPam]

b Advanced
Marketing Email Settings

Enable Marketing Email Scanning:

Cptional settings for custom header and message delivery.

Ono Blves

Apply This Action to Message:

Send to Alternats Host (optional]: |

Add Text to Subject:

Prepend + [(MARKETING]

b Advanced

Cptional settings for custom header and message delivery.

FAIFRASE ST, WS SR R I s«
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B sesomnt o ss iR M 3 RO MR

Figure 5: BB 5K I - 7ESRME T B R RES B3

Incoming Mail Policies

Find Policies

Ernail Address: I— ® Recipient Find Policies
O sender
Add Palicy...
Order [ Palicy Mame Anti-Spam Anti-Yirus [ Content Filters Wirus Outhrealk Filters [ Delete
1 Fartners IronPort Inte_l\igent Multi-Scan {use default) (use default) {use default) i

Positive: Deliver
Suspected: Deliver
Marketing Messages: Deliver

Default Policy IronPort Anti-Spam Mot Available Disabled Mot Available
Positive: Deliver
Suspected: Deliver
Marketing Messages: Disabled

Key:| Default || Custam || Disabled |

JB% G 37 3K 44 3 35 2% 3 iR R 4 ) 5 A A B R A

HI TR O B B AR FIIRAT CE R BRI ) AT REAL 5 A T % AR b A B 33 s
(¥ URL sl HARAE R, DI ARAT AR 25 BROR Al DR MR A3 -

FEGETT I Ir S MR AFT 486 A NI S b 65 SX e B AR R R AR N o TS T 0 A AR A N 61 4
IS S AN G 1ok S bz % S A R G A

FE S 3 SR R A ¥ % A (8] iR N BV A4S Sk

o WSRO WP A AR AT AN SRS S 8, DU I v S A B () A WS s T
Tk

X-IronPort-Anti-Spam-Filtered: true

X-IronPort-Anti-Spam-Result

5 M S B SRV SARE SR UM T T R A RO 5 | SERRAS PR TR 5 R 2 E RS
MEAER, JFHZ T ICiEm.

o JURHE BE 2 BRI AN ER =7 S b B 5 1 AR N A Sk o
o AT LU $E 2 K IR SR i SCEEASIN B BTAT I C RN AR SRR« SR ABLASE S5 A o 2 U3 Ay
AN BERVERIBAE) Al B SUE ko WS E USRI HE0 , on page 17.

AR ER
o U 1 E SUIE SR BEAUBL I BB AF (¥ URL 5 17 21 JERE R 2% 22 AU BEE 7R, on page 21

[a) BEHR & 5 K35 iR R EME

LTI SR K WS 7T LU o 4 RO RREAT 20T o R3S PRSP P T B vt ™ it (RO B 1 AT R

B &R e & iR
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BRI R AR B R

mmmEsaasxrrmons [

T LU J T DA S50 1K) 7 S 1R AR
o Bk b A
* BRAC A BRI (E AN I 17 5 S ey s
* BRI E A
* BRIC OB ISP (EAN L B MR () s 1 F
© I ) I % A £ S

AXEHR

o W e] ) SEVRHIR 5 2 AN IERA I HB AT, on page 25
o PREEMB AL RS J77%, on page 29

an{A] [a) B R HR & 5 FE AN IE 8 B BB 14
&I
CETT I BRI 5 SRR 2 0T, AU F S0, (k.

UK

SR LU L — AT 75 B R Talos MRAERARZ T/ LR A 6 BE 5L -

P i

=
1

N

FR} Talos MRS 22— AN EET Web T H, & AVFIE I B A H FIREL 1 Ei
B AT

TR ez 17 S — AN RO, BEATE MR D 3R
AT ERHEUE S 3% R} Talos HB{-RZA 117 (https:/talosintelligence.com/email_status_portal).

&I A (Manage Account).
¥udiidRaniEl (Add Domainy.
7E48 (Domain) 7B i N LRI AG , DI ) ] 33 DHEs (R

TR fARA N T A8 44, B, example.com A& AR HLF-HBAFHubE A (P48 44 «
user@example.como WIRZLZAHAH LA, TEHHLRYSINFTA .

ARG SEAE D IR “d” AR T, T TP IR A I (1 own thisdomain) 5214 .

pE b4 R ARE “IINA M I own this domain) BIEHE, WG RSPE A E Vi
MR BHREAEE, 1ES0 “BE Talos MEARATTF HEBY” TUimm, BhEA:

https://talosintelligence.com/tickets/email submissions/help

HiH4232 (Submit).

Fil “32A27 (Submit) 5, Rt AZK S 6 AL EUF AT RAIERS RIS % 2
postmasterl@domain.com (;H\:':F‘ domain.comz’%@ﬁﬁgﬁ% “d” EPZIEﬁTJ)\E/‘JiEi) ’ ufﬁﬁ%y\iﬁﬁ/ﬂﬁﬁ
AR

emtnpmpafm ey i


https://talosintelligence.com/email_status_portal
https://talosintelligence.com/tickets/email_submissions/help

AR AR e |

B swamssgs s REmme

Nil

8

an %ﬁ‘\ i3] éﬂé/n\ji'ffﬁ postmaster@domain.com EU’E‘\ H‘]%Eﬁﬁ jD*Xlﬁ 1z1] postmaster EEIK;F@, 1541
EE**ﬁ‘EB?fiiﬂE%% (%FEE¥§EB?#E@9€J:) ’ Akﬁﬁj%ﬁk SubmissionPortal@cisco.conliiﬁé?”
postmaster@domain.cmﬂHgmﬁ##giﬁfﬁﬂé”;iﬁﬂmgﬂtﬂﬂﬁto Elﬂtﬁbmﬁﬂ#ilﬂg%§ﬁ3ﬁﬂz

redirect postmaster: if (rcpt-to == "postmaster@domain.com") AND (mail-from ==
"~SubmissionPortal@cisco.com$") { alt-rcpt-to ("admin@domain.com"); }

7. 7RISR IS IERED (Domain Ownership Verification Code) X 1 HE -F i A\ 6 A7 % 745 5 3iF
ARAG, DB ARSI BT AL
8. MR ILIEA A (Submit Verification Code).

Fuohi “HEATIGUFARAS” (Submit Verification Code) #4415,  #E 5t 2x H sh 3R FE G5 1) BUFR
ARG HIVER—NEMID, 7RI “FBK 7 550 nf LA F 1% ID. 0] LR i
ID FT-2HE R BT AT IS R 5 o

ER UM ID AR RN T E AL IR 22 4 W DG REAT IR A A ME — AR AT

o MIRAGP AN B O] EIEME,  EA T D R
1 A IERHEUIE 6 s R} Talos HEPRIRAST1 P (https://talosintelligence.com/email _status_portal).
2. MEIEM A (Manage Account).
3. fudifanis (Add Domain).
4. {ri3 (Domain) 7 Brrh i N R AL, DA ) 13 P i I R ds

&j% Eﬁﬁ?ﬁﬁ)\Tﬁi&E‘]ﬂi%, 11/“&[], example.com %MTEE¥EB1¢%1MJE’\J@£%
user@example.como HIMRLHZRPH LA, HMRRINETA L,

5. iR (Submit).

iy “HRAC” (Submit) f5, R CAET TP BV B OUR AT I . I B LG SRR
SRJG L “ PR 7 (Manage Accounts) (1) “AUFRIEK” (Permission Requests) #4)H [ 3L/
(Approve), LLATLHESS (e i Kk .

TEFEANE R 5, R AR —MEMID, R “E Bk 5] LA A 1% 1D,
RET LURHA M ID T 2123 P I B A A 0 5

ER UM ID AR IR T E AL IR 22 4 W OGREAT IR A O ME — AR IRAT
LRI P AT BSAE R SCER I JERE Talos HEPHIRZS 1T A2 ERIE AT 1D
1. A Web F i Bk B K ABE R

2. R RGEIR (System Administration) > BF} Talos B4R ZS T A E M (Cisco Talos Email Status
Portal Registration).

3. U SRR RB A N S R R — R, TR S R R N SR
4. MEEEFMID.
5. {E;EM ID (Registration 1D) Bt H 4 AR Talos HBARIRZS T SREUE M ID

W =R AN IR A


https://talosintelligence.com/email_status_portal

| EIsrReR e An R & iR i
smmeEsssxrERnme [

6. FRATIFHAIN .
7. IR SRA AR — 8y, W20 ZH 23 b B T IS R SR AL SR 1 A BI5R 6 5.

WA DU CLI H ) portalregistrationconfig AT Kk BN ID.

anfAr =) BRHR & 73 XA E R EME

BHRFER, 15SH:

* Wi fEhttps://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
214133-how-to-submit-email-messages-to-cisco.html#anc5 HKE; B 2F$2 A8 58 R SO

o “JUEl Talos BBARIRZA T #HE B BUHIAT T https:/talosintelligence.com/tickets/email submissions/
help.

Procedure

TR PAT W RHR 73 RANEGITHEE, on page 25 1R TAEH L2203
FER2 LU T A — i BRI 73 I IR (T«

o U B RHIB AF 22 44, on page 27
o KE OSBRI BB AEE D B EREA T %, on page 28

) SRR & o S R I JS , B AR BEE ) P 1 “ B ik (Manage Account) AT MR
HIFIHR A7 (Email Notification and Reports) $% 4] 1% 5 14328 TS 21 1 2 1

Note BOANGOUT ,  “HEPFIB AR S 7 (Email Notification and Reports) 241 N ¥ “ FRIK$2 4230
417 (My Submission Notifications) Al “F[{HEATHR 5 ” (My Submission Reports) 76 10 13 & 4
KMl HRVEAMGER, WS «LF Talos WEHARATT BB v, ML -

https://talosintelligence.com/tickets/email submissions/help

What to do next
RER B2 A2 177725, on page 29

EHERREHR=EmY

JORHIB AR A 2 —Fh T H, ARVFR P IR R AR 2 ) Al Microsoft Outlook [ R}
WG PRI A . 2408 I dd -3 25 4 Microsoft Outlook HI—#B43 1, ¥4 ] Microsoft Outlook
1] Web SIS IN— AN A 2 00, 488 0] DS FH 2348 1 22 s i 45 40 A = i A2

I emtnpmpafm ey i


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help

BRI e |
B 5o ssmizeomerEnmersiTEes

EXER

o K& LAMBLR Ui R R RHIB R 22 4. https:/software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=284900944 & flowid=41782&softwareid=283090986,

 HRVEUME R, WS (R 2 S B4R ) http://www.cisco.com/c/en/us/support/
security/email-encryption/products-user-guide-list.html,

157 KR EHAE A B THE &
HRARIBARROEH,  0T AR/ R IR IRy RFC 822 WP R 5] N FoR R (K

mHE | EX RRAE ARRZTEEmM

'R

Bl | RETESRIANTT 22, BRI/ M 2% Ef0 M | spam@access . CARIE B P R4

WO | RARSEA iy, TR AR PO [ oo {ELFH P 0 0 5 35

Mg |, R BRI RS P B 2% 4 £

iy phish@access. T
, WA Ky BB, AEH]
tronport.com PN AR A
virus@access.

ironport.com

Outlook #ff “hiik
HELE” (Spam).  “ M
#5410 ” (Phish) B4,
“PRAE” (Virus) 7%

il
Legiti | Ak GEE) WELE, muEdER AT, AR | ham@access. AT I Ay 75 A/ A
mate | M “Ham” . ironport.com (R B/ K A A

Outlook f#if}: “E;

WA (Not Spam)

Ei7gail
Wy ERER TR A Av CIENI | ads@access o ARSI Ky B B w4,
) ggﬁ?) M. MH TR, A 2T ironport.com PN IR AL
YRIEN ’ Outlook Jdff “&

EHB'H‘ %Fﬂﬁ%%ﬁ%ﬁﬂ?ﬁ%ﬁi@@ﬁﬁ/\%*% ﬁ;j” (Marketing)?’i%
PFo B, 52 B ERIBE ST AEZ | g
KA FET VAT B IR BAT
RFIBEEIT HIBLD .

KB — AN IR, BEE
PR A A At i s

W =R AN IR A


https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html

BRI R AR B R

wmizineezmrs [

R

j:E/s

EX

RRAE RARPRZEEEmM

E[8
A/
K
ilgas

AR HAIE AT A SR (AR IR
MR o A AN AREAS AR/ 55 S
e

not_ads@access. LW A B A K A, R
FH P A A 2 S A 45
M, Bl AN B A K
S F: o

ironport.com

BERAEHT R ANMBAERE 2 — B A B, W) DASR

* Apple HB1E

* Microsoft Outlook for Mac

* Microsoft Outlook Web App

* Mozilla Thunderbird

A

FIRAERCR -

FE R EA S H T Microsoft Windows [1 Microsoft Outlook 2010, 2013 8§ 2016, T 2AZ5Aii
FH RRHIR A4 22 4> 4/ 5K Microsoft Outlook Web App KR 15 73 A IERA IR IS/ . 3X & K24 Outlook
for Windows ] e Joi2: 5% & it A5 S OREFEANAZ IHB AT o b Ah, A BT LUK s B A1 A B
PR RN, A&

el

EREREB R RZ B T

PRI 5 AT TR B

32

ST AR

VRIS R, o] AAE R Talos MEPRIRZAS T Mot LA A MR ERIE L3242 .

LIRS AR} Talos BEARZS T/ (https://talosintelligence.com/email_status portal).

PR 2 Hali SR Talos MEARIRASTT LR AL (Submissions).
$I8 3 Hd B EEIEIN (Filter Options) k%3 24 (1) id g #e ik 17 .
WA Ak ks H P DLk R H

T—5 i 4

ARVEHFEE, W5

email submissions/help.

Z: [ JOE Talos BEAFIRZS T H B Ui, WHEA hitps://talosintelligence.com/tickets/

emtnpmpafm ey i


https://talosintelligence.com/email_status_portal
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help

AR AR e |
B et rumenstngEA P b

88 1A% N\ 4k TE RRE R R A& 1 A IP dtbiiE

YR — AN EEZ A IR B AL A (MXBUMTA) « I UEIRSS 2S5 T2k %k, HARMRAER 5
R ALAE NIBAE AN SR L 6], OIS 0 S TG o AR TSN TP k. AR, HREEB LK A
A MX/MTA. {H)&, IronPort B MEAEFUEEME 2404 (] 1P 52 MRS B T4k A
N A TP bk,

BN T ZE o S AL X DG B A A A N gk o i S B A 9 G R T A P9 3 MX/MITA (19 4 B
IP Huht, DLKHHFAEffokv5 1P sk 15 3k

AXER

o AN AR 7841, on page 30

o P A DY O LA FH AR N HR 4k, on page 31
o A N AR 2 DI BE , on page 36

o MU HE DR € LA 1452k | on page 38

BHHENRYRIIRE RA]

THEERT —NER AR AN YRR M IP Hitk 7.8.9.1 &SRIMBAEE LE M TP Hitlk 10.2.3.4
KK, PRIk A MXUMTA. 1E 78 ] B2 9 5 oh 4 s

Figure 6:3®53 MX/MTA = 4% BB 44 - 5] &8

Firewall
IP: 7.8.9.1
- =
4f4 AR
777 oo,
\2270 [ J Sendi
N \_ Internet - ending
H |- | Machine
L] — A

MX/MTA

IP: 10.2.3.5

Cisco Email Security appliance

RIS T AANPIATEM L n B, 7R T T R 2% A R AR LA R S A 3o ) A
KU W 2% ALK 2 5 IR 55 A AR BRIE AT o AE7s il A, SR 7.8.9.1 (RIS 27 3 B Kt T A A%
IR 2% 2 Fr il L MX R MTA SRAREE. 7E7s6 B . SR A 7.8.9.1 HYMEAF AR 3 4 28085 i 5% ml
FAt SRR R R BB, AR AEAR B B M OG22 B AR FME R > MXG

W =R AN IR A
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mamemEReats ]

Figure 7:5&33 MX/MTA wh & B9 dR 1 - SR

IP: 7.8.9.1
Firewall
s
.ﬁ" W \\ Sending
= ’ " A /_,JK/ ,{ Machine
I’ \r_ Internet
7

5%

Hop2 —»

IP: 10.2.5.1-n

Hop 2 P4 MX
/l MTA
Hop 1 l Hop 1

IP: 10.2.3.6 \ }
a0 = 2o
|

Mail Filter

Cisco Email Security appliance

Fic & BB 44 W < LU(E FH F2 A\ Fp it

AR ER

* JHHAEAN T4k )EE | on page 31
* WA A4k on page 32
o TPARIB A FIIE A4 3k , on page 33

BRfE NPT A
D

Note {47y MX/MTA H5 MEfFrh 2k BIMSLE R OGS, A B HI A A rh 4kl BE

Procedure

T RUGEFER LS (Network) > £ N H4E (Incoming Relays).
$IR2 HiliBA (Enable).
SIE3 B

BB HLRAAE AR A
|



| L

N ANFE N H 4k

LI
IR 2
$IE3

TR4

AR AR e |

A INAE N 4R LR

o PE AR N IR ZRBIISAE 9SG A BE 6 TS, BLK
o BEARiC IR AN AR NI TP k£ Sk

HEIE
AR GEIX LT ATl (045 8, TS0 4RI ({5 % , on page 33

o BRE S A R LB AR SR UM IR AR AR B A IR TP ik o
o WACREAE ] e Ak

o S A bR AR PR K J5tn TP sk (A D115 Sk o
o SRR AN R AR R MX. MTA sHAR L, BB % 5L, DU Sk
A RRAGLR ISR AT NI TP HLhEAS I 2048 AR

Procedure

Rk FE M 4% (Network) > £ N 4% (Incoming Relays).

Hi R A 4% (Add Relay).

LIPNGEE S

i NGEREBIIBAT P OCH) MTAL MX s Ad HSOHLEY TP Mok, BLrb gkl A #B 1.

Af LU 1Pv4 B 1Pv6 Hihik . Fr#fE CIDR A% CEE —AN TP Mk . i, Wi meihsfa 24
MTA ERWCIBAE, 0] BE T 2 N —A 1P Hhik 30 LS i s MTA, #ltn 10.2.3.1/8 5%,
10.2.3.1-10.

X 1Pv6 Hudik, AsyncOS SZHFLA R
®2620:101:2004:4202::0-2620:101:2004:4202::ff
® 2620:101:2004:4202::
®2620:101:2004:4202::23

®2620:101:2004:4202::/64

e F U SR AR AN AR AR TP Mtk (15 3k o
TERANG SR, ANHRERARRE S,
a) IEPRAE KA.
R H e A5k () s k.
b) W Uk
i NTBC v kT SR AV I v R R (5 SR AR
.

W =R AN IR A
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sapipre st Es I

SenderIP
&
X-CustomHeader

) AT ORI k-
G ANAFFAE LS o TP MU A AP sl A e e O “BREC SN — MU DU A TP i

FIR6 I E L

What to do next
T ST DL A

o K gk AL I AT X DHAP SV I B ME A6 BB 4900 5 SRS 1R A At N L. AT QUi 13
Bl A N A 4k A H SRR AT B, on page 37

o T EREE AR R, 1 IC E BRI OC H A& LR R AR 15 k. IS DAL E H A& DA e 2
{1152k , on page 38.

X ERm
o QAT ICE ISP I O LT b R B A, on page 2

F 405 i 44 BT BB 4415 Sk
R WA 0 S B A 8 Y LA SR AL AR Sk 22— SRR ZR BB A 1) S i A RN
* [ X5k , on page 33
o LI 3k, on page 34
BEXE*
BRI AR R A N7 IR B8 S Sk o HEH R SR AR KA N T H VLR B I B 5 SUAE
Ko A7 KA N AN AL TEEELI TP ko B 4n .
SenderIP: 7.8.9.1

X-CustomHeader: 7.8.9.1

A MX/MTA 1] LU AT AR BREC R, Didd N B 8 S Sk ia AR N R 4k shRE i — 7 20
Wltm, T FEY, B CRD#ERSTs ) IP bk 10.2.3.5; {H2, BAECHWB, MEKEDA .
MR N, BT e AR, KAzl F A e XS Sk IERIEC & A48 NP4k,

| g et i1



B csuess

EEUEX

AR AR e |

Figure 8: MX/MTA w2 By BR 14 - AT 2T Bk

IP: 7.5.9.1
Firewall

- .
oA amn. ool Sendin,
o ”' J{ < ) / ac iuge
7% C

E;"’ .\ Ilhternet T)

P

\
— & ERE

Hop 2 ¥l e

¥
/ MTA
Hop 1

1 IP: 10.2.3.6

Cisco Email Security appliance

HxER
o INIAE N4 | on page 32

UK MXYMTA BC B0 035 3% TP ik iy 858 SUAR SKIX 7 SEAT AN, Wa] DAE E A% A\ P4k D) fig
DA X3 o A S 7 1) Received: £ Sk RKefif 2 ik TP Mkl 24 TP MRS MY AR 2% “ Bk Hidh 2%
fERER, A “ S8 (Received:) fR Sk AMEAE M o #A)iBE, AESS B THRENL (& -

MXIMTA 4k RIS AF - gl 10.2.3.5) BE 2 200 2N 4 24 HoA AR IR 1Bk . an SR A% AR 1R
AR CREEEORE, W - @i MXIMTA 4k e - rrARBkaseh ik ) Bk 83 meer
RISCHITHSENL, A2 B ARk GiE 2B B € U5 3k, on page 33) o

TR MR AP BT R DA S R R B R M 45 k8L (B Received: fi3k) « —BEAR EREIEN—F1F
HHALER S — S ENL CHEBER S T —Bk. AREZE R, IESHIRCE H & R E 2
{1945 3k , on page 38) o AsyncOS & 7E5 8w FIBREON N1 “ O (Received:) 17 Sk
IENT FRF AR 2 JE ISR — AN TP kb o, W45 e wik, 2 A DI A 19X 5 1 i 25050 —
A Received: 15 ko WA FRBNMENT T FFRIA 00 TP Huhik, WA OGS A8 R L 5 b 1P
bk

XFT LU HSAAE Shom ], A R4 € 2o 77465 (D APk, TUAMTTESONLT 1P Hidikh 7.8.9.1. {HZ,
WRSRE — A TS ) MENIRIT 5, SR EE R0 1P dhbik. FEXFEOL R, A h4kThfg
AR, IF B FERH SR IP bk (10.2.3.5).

EB -l MXIMTA 4k IR - m sy, N4k

AR A -10.2.3.5 (ff ] 8 Sk h 2 Bk
4% B - 10.2.6.1 (ffF ] S0/ Skt 2 Bk

W =R AN IR A



| EIsrReR e An R & iR i
eV |

RSN TR B R S ) 28 D 2 AN ER s I BB A AR S i, Gl - Sl R MXIMTA H 4k R
- B . ARG TAMRAE Sk CBIEPERI SR 20D ARl BRI N P4 e
Blo BEHRERBECE 2.

Table 1: — 35| “HEWRTE): ~ Ek (I ARG D

1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with
Microsoft SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by

smemail.customerdoamin.org with Microsoft SMTPSVC(5.0.2195.6713);

2 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org

with ESMTP; 21 Sep 2005 13:46:07 -0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWulO08155 for

<joefoolcustomerdomain.org>

4 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1])
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefoolcustomerdomain.org>

5 Received: from linuxl.thespammer.com (HELO linuxl.thespammer.com) ([10.1.1.89])
by sending-machine.spamham.com with ESMTP;

Received: from exchangel.thespammer.com ([10.1.1.111]) by linuxl.thespammer.com
with Microsoft SMTPSVC(6.0.3790.1830);

Subject: Would like a bigger paycheck?

Date: Wed, 21 Sep 2005 13:46:07 -0700

From: "A. Sender" <asend@otherdomain.com>

To: <joefool@customerdomain.org>

R BRI
o ISR 00 2% X L6 Sk o
o WBAR R SR BIEAE AT —BE)
< Bk FEAFLR)
© Bk X IIRMEARH MTA. 1P ik 7.8.9.1.
o HB A 1Y O 25 2 1% 2 Microsoft Exchange 153k

RIS T R WA Sk, BT kAR Sk

| g et i1



AR AR e |
B vanmymmne

Table 2: — &%) “HEWEfE): ~ Fk (BIEZATH 2D

1 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org

with ESMTP; 21 Sep 2005 13:46:07 -0700

2 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWul008155 for

<joefoolcustomerdomain.org>;

3 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.171)
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefool@customerdomain.org>;

T EIARGE GUIH “Hsinrpak” DU R E B TR A R AR (1) -
Figure 9: B E B 2L B 115 Sk M0 e X\ et

Add Relay

Incoming Relay
Marne: (7) IIncomingReIayOne

1P address: (7) . |1D.2.3.5

Header: [ © [ Specify a custormn header

@® [ Parse the "Received" header

Beqgin parsing after: (7) |[
Hop: (2) 2]

HXED
* WA A4k | on page 32

2 )\ R 4k G0 AT 52 0 1] e

o AR NPk FId JELE, on page 36

o G NHhdk. HAT. IP {5 E130 MR N4, on page 37
o AL N ARATH SRR AR L B 18, on page 37

o R N YEFIIRER, on page 37

o R N YRR 2e A s (%D, on page 37

o f N AR FIIRLEER EF, on page 37

o N EFTH &0, on page 37

& N R URFNIT I 2R
HEN TR AR AL IE I TP (5725 15 04RO BBl TP (5 255 TG 1193k B B (reputation,

no-reputation).

W =R AN IR A



| EIsrReR e An R & iR i
tenrhat. HAT, 1P EEEsmseAd [

EANF4E, HAT. IPEEESFLHAA
HAT SRS A YA A NP ARh E B (B2, BTN RSP gt F 24, Bt LUl
TR e 28 A $reputation AR A HAT SEM& 4 1) g

TN YRR BRI E W T BH

AR B I R AL 1) 4 D R 4 v (R A A T 4R MX B MTA I ISR ke H S8 A 4
i, WHZ A R BOas BT SRS A 1) T H AR AR i (DHAP) BRAT LI, WEPE 9 e 2 T
SN ARIER . XA kR B QR PTATHEA (R ERM IR ) BEAMBIER G, WEPE R SCHAT
Ple B FE BN Bk 2, AR A4k MX B MTA R4k S0k B B ERLIR IR, 22
figp PR G i) R 4k SRR B A N T R IRIE A, 15 DHAP M3 A7 PRSP A3 S e 12 4k
AIE R AN

& N FRUEFNER BR
B 2R B P SR A PRI TP 520 A T AS R U8 TP HOBE 152454

NG AR EEE GRE)
SUYNE

o WA 4 WA A A, S AT AR TP A MX/MTA PO . i, SRAM Bt 80l (1P 4 7.8.9.1)
WL P MX/MTA (1P 4 10.2.3.4) 3% 5 BFMEAE,  DUJHE A 4 20k WoR ok H 1P 7.8.9.1 (15
BREE, PAAk AN B4k MX/MTA (IP 4 10.2.3.5) W54 5 Bl

© IP EERAIASEMI L AN ERE P IR S . hsh, nTREICIE IEMET R AE 4.

&% NP 4R AN AR 14 BR R

RN AR, “EBOFERERTEAN{E S (Message Tracking Details) B3RS F5%F B S8 7= P 4K (1) TP
HuREMIR RIS TP (524550, AN ISR SN AAT NI TP M A5 21553

ENFYEFIHKIL K

ELUF HG R, AN TP A5 B9 B HIAE S 1 AT S . Fo)G, AR NTR4R)S, 1EME TP
(G5 AR5 S AT R

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST match
nx.domain IPR rfc1918

2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

3 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From: <joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:

<mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header
Received found, IP 192.192.108.1 being used, IPR 6.8

emtnpmpafm ey i
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AR AR e |

Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-ID
'<7.0.1.0.2.20060428170643.045 1 be40@sender.com>'

Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject '"That report...'

Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from <joe@sender.com>

Fri Apr 28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient
policy DEFAULT in the inbound table

10

Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11

Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12

Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13

Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

RN FNER 4 B &

PAUR sl o T8 A AR kA5 B H R4 H

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay(myrelay): Header Received found, IP
192.168.230.120 being used

BB HEIEEE

ERBEk

IS 0 D% S e AW B B F IR A7 A A5 S o DRLE, FEAHBAS NI LA A Sk (51 201 Microsoft Exchange
R k5D A R SCHR OB AF IRHAS DA A7 Sk AN S BEAT AR B — P B € (AT Af5 Sk K i g
Be & AsyncOS Hissid sk LA FE T 145 2k

LB SR H LR BE, WS R E H A C RN R E.

e 45 R ) SR

Bz VPRI U, T LA el 1) SEVRF S 30 IS AR SRR AR £ 22 T 41 R ) B0

Procedure

FIB1 KA R LIRS (Security Services) > IronPort kiR (IronPort Anti-Spam).

g

HIB2 P RLIRS (Security Services) > IMS Fk & B4 (IMSand Graymail).
123 AEMNEH (Rule Updates) H#7Fil:

W =R AN IR A
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| EIsrReR e An R & iR i
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LSCIN BZER

BERNAEL TR | WSRO T SO AR R E RS A, W R “MREHT” (Never
Updated).

A e H] -

WU SOF AT, WSEE RN | et SZBDSE#T (Update Now).

What to do next
FEXREM

o MRS5S
o R ACH R 55 9 HEAT ST
o PO 55 4 B LA 2T R BT

A3 Bz 17 3% A 4

A N RE BEZER
MARC A i x-advertisement: spam {53k | ZAG kK240 MRR MEALEE d BRSSP
WA e MRAEEATHRe, AT PN /AT T

BTETRR, BRR by | HIEARE LRSI onpage

X 5 kA% N x-ndvertisement: 17) HEE IRIE

spam ATATHBAERE R DL | Kb A5 Sk 5 LA N Horh—Tiie &

* AT H] SMTP iy 4 A1k B AT A Sk ik
MBALE o T 2 5] [l IS A2 9 O 3% S A2 LA
TR B R, on page 40,

* AT H] trace iy 2 IFEL MG ko IS AT
FHAKHB AR BT JBER .

PP SRS | A8 LR F LR R S PR | A 0 e S 1 TE A VA B T2 1

ElE 2 I PR AR S 52 T A2 11K 77 3, on page 41
AXEHR

o [ A I 5% R A S AT A BB S B SR I AT, on page 40
o AN S B IR 2% 7 1) 7 2K, on page 41
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AR AR e |
B om0 i A B R SR

[a] RS {5 ) 5% % 32 HA 14 LA i i 8 e s 3 3% FeS 44
EETHE
ST PHRLE : £ SMTP KRB, on page 40T Y.

Procedure

W AR SREms JE YRR s b7 R Ao
IR 2 KA S NG Sk B HE AR Rk 4 i A SR A . X-Advertisement: spam

K SMTP fir %15 Telnet O8], KB R i 2UREAT BT ] (13t
R3S KA ) B S I DA 1 AR DA 1 A SR TR B ) B A A A 32 T K

B
s FETREACBN?
o JETUNIN T A 7 e AE k2

WP DA B i LA ?
AT A B

HEXERR
o MR S BE M PERCE : A ] SMTP (#7554, on page 40

WX LR EBEFECE : £ SMTP 89711
FEAGN T, A SR 6 Z0UC B A PO AT MR I (I A, I B HAT i 25035 32 RIS %
# telnet IP address of IronPort Appliance with IronPort Anti-Spam port
220 hostname ESMTP
helo example.com
250 hostname
mail from: <test@example.com>
250 sender <test@example.com> ok
rcpt to: <test@address>

250 recipient <test@address>
ok

data

354 go ahead
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Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted
221 hostname

quit

A Mt S ST SR AR I B 775K
1 TronPort Jse 437 3% IS AT RSB fiE 22 T4 1 O U)o DR SEEAN I LA 13 sl (K052 SR s ks, O LI
i B LA HRIE Y], IAGEAEH] F SIME IR -
o AU B A A e S P B D) R G (10 B2 33 P A PP A
B NSk R P AN R IR 2 AN IER A2 o
o A AN S VUM RIS AE”

AP TP AR R S5 « BHAESIZR . IRPFaL uE g ST REM R “ 2 o UM IO BRI 2 BRI S AR HlT R
ESEPi =

o HUPURAR Gy SRS IS O L e Al R (4 L 33 Ao
o DRI I S o
FA 5 MR i PR TAAS DR I SR R0 o A P T S A 7 oty o AR AN A PR R 5 2R
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