HEiz

{52 F BB 14 3L iR =% S e S 15 SR

MBI SR T R A A A AR e AR, T35 B RSt 20 ) SEmg,  JFRE g HA Al 9 25 1
SEMEAE I LAREL
A2 PR HI T S SE Y 9 OR T R N AR 1 B RS . BRPR I AR R P A ]
AFALE LN

* MEI&, on page 1

o HBAFRLIE AR 23R, on page 2

o Bk g A 3, on page 4

o PRI ELS ), on page 9

o MPEI B4 4%, on page 55

* [fH{FF14, on page 85

o AT Ao 3 gt G IO HHIS - B rh R SR B 95 T

* AT H] CLI & PEAR{F1L JE 2%, on page 96

o W3 g #5214, on page 110

* BUEFAHE1T 4, on page 118

HUFTHBAF L DA, 7T LA R E AE S 9 ST IS IS o Ak PEL AR IR RO o S - 2od 25 K
SE NS g SR o SRS AL 8 2330 T LA H MR A P 7 R R AR SR e T T, Tl XAy
St FHSAE SRS o AT AR 44710

© BRI IERREZER . AT MBI uEAs, AT G R E 71U 30 IS A 0T IS A = ] A P PR S R )
REIESS VARG ISP E BB A N 28 AR M5 R BRARE Sy W ARAE Sk i i S s Ao
APEERAE A B S, AT AEFE GBI AR B IEEE SOt ARG R, 1S
] S 2 2R TR 24 3%, on page 2.

« AIBHREFITIE RS . AsyncOS ALPRMEAF L JERS I, AsyncOS FHH I N 2. ABRNUT LA K0T (145
VEM R T Z R A 2%, Jorh QRIS SR 2« ATAAT ] B SO A Y 22 A FRAR HE - 34 ¥ MIME
Gikby. O A A VLKCHC B K BB AR B WA R . AR R, TS IR Ug 25 4L PE, on
page 4.
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© BRI AN . BEANIEPESAAT RN, T T8 SCEESS PO IERAT AR RIS AR o AT

LAAE B ML 08 & I SOX RN . A7 TR B, TS D IR 9E 5 U, on page 2.

o BRI IERRRIE . A RL IR AT FERUU SR Y true (RIS XS BB RAT R385 o AT LAAAT IR 23

FPR BB CUERE . EFFEERBIRAE) AR VEME ARt — D A F I A e & A CAn il g
WIEAGE R « HREAEE, ESMBEL iE#1E, on page 2.

o BHEEFIHEER AT IERS o I PES RIS AL PR PR S T AT A T S I A, RN Ak sk A%

IEJFIRMEAT o T LUK B Ry 5 SOPFRAY . SR GUa N B e A AT IS s, ik ]
DA PGB o PG 23 Ar i B0 00 Pl 0 P PR Aol o NI 1 B ) T e o X8
R LA Pl A R AR RN TR o 23 Ar s T LA Pl 48 (R TR TR LA R AT AT AR R 5
B S P o T, AR B UM ANIE 2 IR A 7o I 11 23 AT 1 P A SE AT T e AN
WA AR ZREEIA S LHEM AT . RS R, TSP T4, on page 85.

&£/ CLI EIRAPETIERS . CLI SCHpi i & L ISRl g as 8 mC A T o i, T RERR 2 2o

FHHET . ARG I g SR . ARTEAE R, WS CLI A& B E#S, on
page 96,

© BRESTIERE RG] AT A A S S YE S s O S L R R EE . RS R, TS

[5e] S A4 1 5 2% 7~ 451, on page 1105

RS R E R

B4 L 2%

AU EBAERLBERs T s 2 A S I X IS = AT AR B KRS AR o WIS 2oL 08 5 E0 35 WS- 1L 9
LS WURIE G SRS P2 (B8

HXER
o MRPEI EAS FU), on page 2
o HEPFIL ESR 4%, on page 2

o HEPFIL YRR 2R EYL, on page 3

A

IS AP 0 s A D e o 0 8 N FH T (T HIS o rT A I AR R 4T AND OR MINOT 4145 KK &1
R IR BEAh, AT LU RS S 4L A R R IA 5

R 14 3L i RS TR

ISP 90 % 1 D R0 5 22 B A B A 7 R A
B0 T PR

o ARRAE, Blln, fRIE. MERULSGRIFT, S5AREBIRAREE, A SRVl E S SR Wl ECE 2
AbF
o AR AARIE, ARVPTHEEHIE DAL
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Note -l fpe 8 S id A B 1 P LA AR . S SRE AR5 2 A R B RS ILHE,  HAFANIL IEAR AR T AN
B, IBARXLEEA R B, I Pt (HAE, WRIBAE SR M R AR (0 2 AN I DR L
B, AR R R R 5, R AT e & v s i At o

X EM
o “IIYESSHEAE” FER, on page 55
* #R/EAR 5, on page 63
* VLR N 25 rTRLPE, on page 65
o WS T i A4V E U A 7R 481, on page 66

HR TR 2R R BE L
AL 5

B ERHEES FUUUC RS, WHZ NPT #4E  BNAEAE else §-0),  DUAEREAEL RN A UL ECIN 04T else T
AR

NI PERS I A FRAT B T I AERGG A5 ] BN it g s i S e b PR 8 2
ML e A A L R A

BRI By

expedite: UR/ e T

if (recv-listener == 'InboundMail' or recv-int == 'notmain’) | £ i 52 B

{ BRI
alt-src-host ('outboundl') ;

skip-filters();

}

» T 6 B )
{

alt-src-host ('outbound2"') ;
}

VER, W LA AT 4 1A

EIERB H#
expedite2: ORY) £ S
. . , b WIURPREL
if ((not (recv-listener == 'InboundMail')) and

(not (recv-int == 'notmain')))
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EIRRB By

{ BRAERLTE
alt-src-host ('outbound2"') ;

skip-filters();

}

kL d

T AAE — AN SOAR SO P32 NI 2241 D4 -
WU eSS P S AE G S 8ONG5 R AW 0 05 |5 BG5S B, i, 3%

ﬁﬁiﬁnotify('customercare@example com' %ﬂnotlfy( customercare@example.com")f@¥§§ﬁ; ﬁﬁ%%iﬁ
iﬁ notify("customercare@example.com') zgﬁ%éi ﬁE%ﬁ

PL“#” AL Sk BT B R T 20, (HA S AsyncOS -, I AL filters -> detail
A AL IER AT

2x AL 3E

KL PR PFL JERS T, AsyncOS TN AL AEBR IR LLSAAT IO AR I T AR PR 3R

o BRI IESRINE . HEPF LU SR AL B R LS o AR PEABLEIN,  AsyncOS 23 Bk g8 7171

RPN N RS BRI 8RS o WERPAT T B &4, AR AR AT #E— 2D b . 758
TEANE S, WS BN JE #3F, on page 5.
* ALIBZ Bl X AsyncOS HBLFHAT IEAE ] RE S LEVPAL B LI JELS < WS sl i b5 Sk oAb PRk
Firfr, AsyncOS 23 b FEAE T HS A5 SR B ARk pE 28 2R . A OGRS R, 16 S BB LRI
WK A, on page 5.

s BREFEIMIME Z544. M1 MIME 2584 W T BIPRS00 nl AR “IESC” , WIREEEs o0 Ak

CEAE” o VR 2 IS A I R SO IS 1 SRR A R B A A PATERAE . A ST E
Z MBS IR S B AEF A, on page 5o
ﬁEW']%LTEEEE'J HESD . LRCENRE AR, NECE “f07 kRiD B i ParifE e
AUVCEC AR A IR B X SEVFIEN AN RSP AT B o ARIFAEE, ESHN
A TP VLT {E, on page 6.

s TIMHILEM . 0T EEARI ELS ) AND 8 OR MIESKRAE T, AsyncOS A2t AN AR AE .
AL, IR, REA SN BT B IARR AT . A, £EX AND AT OR PSR A
B, RGESMER A BARI MK . ARG R, TGS R I8 3 (1) AND F1OR I
i, on page 8.

HXER
o HEPEIL LR IUY, on page 5
o A SRR A, on page 5
o MRAEIESC S WA B A, on page 5
o ARG I ICEC I E, on page 6
o WBf R E A ) AND AT OR W3, on page 8
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weigsins [

BB 14 3 R BRI

M I DE RS AE SN L AL FHES ), FHLAESIR PN E G T o ABREBIER, ARG ORIPE I
IS PERLDEas . Ik, Wit PEas 9 CAAEMIE ESAT T e 8dt (LR, T 984% 30 A AL
SABEBAF IR L. LIRSS AR R (AL BT DOl I RG] - S e S 3 AL hE 25
AR HAE NSO AR A B HE S o

PAT B HRAT G, AN IR T HE— 2D A

FRAE IR R RERT & 2L PR U, ek PR T RE 2% T AR AT LA B BRANKT A AT 54«
o AIEAAE T ARG BPRES
« AT
o WIS POSHEPF AT B AR _E AN YRS

HR A= SR AL A0k 1B
R SHUIE, LIRS < ELARI” SR AL, AR BAAANSPR o UL

o WARAE SR R AT ARBEERAE VR I, BLAE W] TR AR T 5 S SR AT UL AL .
o WERAT KA AT KA BRI AR, AN A ] ) B4 SR AT DL
o WERAT KA AT AL PEERAEAE 250, AR i 245 S DA 8 S5O FOAR SoRARL, T AN R A

AT A AE ML i s R P o D b R AT [+

R 14 IE. 3 5 B 14 B 44

IS S e 2 A R e S RECRE AR5 Sk Ja TR AEAT P A 30000 22 B0 ) “ PR IESC” AR
Z PSSR “IESC” A0 PR A AR E . ] 44 ) body-variable Bl at tachment-variable
AR ORISR DS I, MR SR 4% AR 2 MUA IR AR5, 2l Ko
IRAP “IE3C” AR .

74 body-variable I attachment-variable HE{FiL B8 8 MU, - BISPHEAR Sk m TR o] Py 7 4040 A S
PRIESC, X E7 M AR IESCH MIME #8730 BB EOCARN A . IR RW A ST AT 23 (HIE
AL F MIME #53) #0 BF o AsyncOS 2365 BB (AN 7] MIME #73 VEAL, i € SCHF P ik
KGRI

Wjﬂﬂ, T@@%T*ij Microsoft Outlook MUA EPE’\]HﬂMﬁF, iﬂ/@ “Document attached below.” E’uﬂ?
jgéEEIA»\HﬂB’ﬁ:IEI, ﬁﬁxﬁ‘gl “This is a Microsoft Word document.doc” Ezﬁ?jﬂl}ﬁﬁ:o T RZ
JORHBAEA AR AN EE — R AU SCA . 55 Ao —A> BRSO 2 3 i)
MORHEME I 98 &5 AT ARTE “BEOE” QUi X WEPFIN doc SCAFEEZY CRIER —A> MIME ¥
gr) ACIESCT By GRSy, SIS RFCS 1521 11522 FRE,  WEAF IESCE45
Jit#i MIME #53.
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Figure 1: & “HifF” BB

B Microsoft Word document attached - Message (Plain Text)

E.;%&Eply | af_'&}RepIy!iaAI_I | i Forward = MEZN. 4 ||i‘\/ | 3 x | &« - % -~ A | @ ! } 3¢ This is Spam

el S oo |

.

i Fle Edit Wiew Insert Format  Tools  Actions  Help

To:
Cc:
Subject:  Microsoft \Ward document attached

Attachments: This is a Microsoft Word Document. doc {30 KB}

From: Senk:  Thu 4/22/2004 1:52 PM

Docuwment attached helow.

F 3 HIS I ST 22 958 53 IS 10 L SORTBR R8T XA X ), B8] body-variable 5%

attachment-variable HﬂMtFﬂ/)f%ﬁE)”\'Jifﬂ?ﬁﬁﬂﬁﬁ'ﬂ ’ M\Z)ﬁ/f%?%?%ﬁ

o WERMEAR AL — AN SCAES 7, BVER RS Sk 202 “Content-Type: text/plain” 5% “Content-Type:
text/html” , HEE SR BB WA AN IESC . G SR N R B2 HAB IR, MBI DG 2 A

BRI PR o

o WEPFIE SO A AR g i SO (I, A uuencode SRS I SCA) .

SN, FPERIBORE, iR A% SO WA SCARTE S

FEIXFPG UL, b S F

o ARSI E M IR A B, A zip SCEFIR BB B 1

AAEE Ry ES1E

ISR ZR MR TESC B A LR e D s A I, 7T LSS 52 4R BB de /INACEUBI{E >4 AsyncOS 4
FRHEPEI, 2R AEME A E b R B UL “A300 7 I WURRIE B/ NBI{E, I IE A

HALRAE N Trueo AT LA LU S SR H5 o e B 1 -
* IE3CHEF (body-contains)
* SUESCHL# Conly-body-contains)
* (L (attachment-contains)
o WAHEY AL (every-attachment-contains)
o B84 (every-attachment-contains)
o [t 4L PUHC (attachment-dictionary-match)

RIEV] LAY drop-attachments-where-contains ERAF TR & BI{H o

\}

Note  ANHE 41 Sk sl A 3B A AR AR N Rk 8 s B4 5 P 1

X ER
* [ {E 5%, on page 7
o WA IESCRBRAF IR B T 43, on page 7
* 253 /#% F MIME #4391 B P43, on page 7
* A LR BIE T 23, on page 8
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BB 1%

mEEz ]

L /NI BCR B R E IR, VR EA Y true (AR B UL RCEL -

if(<filter rule>('<pattern>',<minimum threshold>)) {

B, 4552 body—contains ik i &ML 0620 A /DR B “AFIHLEE” PR, TEMH DL R EE:

if (body-contains ('Company Confidential',2)) {

BRIANGOUT, BB JE SIS, AsyncOS 2 Zm il igss, JFERUCAILATBIE 1 (R eE
RATBLAED -

T LAk P 2] i A (R (E FR o e MBG TE B i . A R AL PR B, 1B S “SOARTEYR”

e
B,

FER 4 IE 3 A B 44 B9 BB 1 5

NPT A 8 A4 o SRR I SO TP BRI B MU K B (Y, AsyncOS S
VIS M A5 7 0 B PR VE O B A B “4950 7 o AsyncOS RV SR A7 543 IO UGS, #ff g L
Eﬂ%?lﬁﬁ Iﬂf”E: Bé‘:jlzmlzﬁ:ri/fg%%?gfét%i MIME *:LB% (Wﬂﬁu attachment-contains l‘i/fﬁ’%&%ﬂlﬂu) o
B, BERE T BMEN 2 i vody-contains MRPFILIERS . BCE]— S IESCH S —NILE. PR S—
ANMVEECHTHELE . X EHELEPES I, AsyncOS 23X PN ULECSKRAN, A A3 21 B A A3 73 R 0 T o
FIRE, WEREEAT Z A, AsyncOS 2V RIS 73 R UFSEVLBRCIAG 7 B, SucE T
fﬁyﬂ 3 E/‘J attachment—-contains ﬂ(ﬁ%ﬁ%ﬁﬂﬂo Jﬁzllﬁfﬂ %ﬁ@.ﬁﬁ’l\[ﬁﬁ:ﬁ@ EEB’H:’ j‘JFE_/I\MT'ﬁ:@A/E?
PIANIEHC, B2 AsyncOS X ICHBAERIPE 730 DY, I Ik 1 B 4523 K B o

% #4531 F MIME 334 89 SI{E1F 5

Tyl G TR R A PR R IR (ASCAR HTML) |, AsyncOS A& R 5
HA ISR, MR, © 2 R TILE, A, 205, AsyncOS SIS % i
S oA 2553 P4 FE A B8

i, BHCE T vody-contains REUESF RN, FRREBIE BN 4. BB ELESCA . HTML M AN
PRI o WRAF SR F -

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream
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pody-contains 1 # HUPKE I IS & S0 BB 1K) text/plain A1 text/html 7553 VF 73 A 5 SE B IR145-53
SR EEBGX LA I 45 3L, TE N IR B dm g o TR, Rt gl RS RSB 1043 73 A st
A3y o ARBOZMEAEAT LT 2 (1 UL :
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

K24, AsyncOS L% text/plain Fl text/html f#7>(IVCEC, R [FIFF45) 3, TMifs o AT Bfilk it pE 4%
PSRN

A7 ia) 82 1Y BE T 5

Table 1: P 25 {71 B4 7R 15

A SR, AT DOREARTEZEAT B, TXRE AT DU RS AR B A B i il o DA A . 491
an, SR EANEO R AT MBI IERS . (HAE, WAURIE AT AR RS 4
A, P S EAER K 5, T REA B A e AR R . Datl, AT LU ARG g, St at
ARIGH A RN Al PEAS 8] A 2] v S0 JEAS LU A VL BCA 20 I, L g Rl Y 28
PR E e 4457 B, S0 7 s LU AR AIAS [ A ] i«

ARIB/E REFRIR T nni
5% E R K 3
9N 2
AT 1

%?ﬁt#ﬂ%?ﬁﬂﬁﬂi§ dictionary—match,gi attachment-dictionary-match EB#FtI#%%ﬁi%ﬂU%%é?fﬁFﬁBﬁ,
AsyncOS 23R ARTE IR L5 M h RS TR TE DR RC BN S “4990 7 An. i, J AR “ik
57 FEMBARIESCH I IR, AsyncOS SAE RGN 6. Gn RHB AR I JEAS ) B{E %N 6, AsyncOS
et Sk BN BE A AT B0, R DA AR B —, BB 6, M2l
RALEASARAE

S 443 i 2% 57 B9 AND #0 OR 73z

X MR 36 2% 1) AND 2% OR JIRSRAE T, AsyncOS AN AN A IRk (E. Kk, filtm AND
MR %t 4 False, RGN 5 —ufisR{H. THER, REASILIMNZE A ENTT 6 R AL .
A, EX AND FTOR SR, RAESAH A AR IRAR AL @, 7ELL Fidugss,
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mezesan [

ARSIREMN A renote- ip MK, KA ZR A A L rcpt-to-group MR AL (LDAP )i
A R =D

andTestFilter:
if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

{ ... 1

AT ST A B AR I, SR BRI R P AN 23 A i o R SR ORI AT I, 7
TR (0 A 1H o It SR e IRE G ey AN I 1 iy v

expensiveAvoid:
if (<simple tests>)
{ if (<expensive test>)
{ <action> }

}

FER 2R MG DL, W5 18

if (testl AND test2 AND test3) { ... }

RGeS RIE I, AEILAR R

if ((testl AND test2) AND test3) { ... }

it@kigéﬁcmggﬂﬂﬂﬁ #FH?ﬂfXTtK(testlAQQI)test2)$utest3Eﬁﬁiji %§?ﬁXTMk‘4/\AJQ[)ﬁ€ﬁio
X = AN BAAH ], WP ST cest3, BN (test1 AND test2) [FBAS R ILFIf%.

s 3 O
R 14 12 i 25 A0
FEAN I DE RS AT 5 SOk A 28 FH B AR G i o 15 56 8 SO EES I, AR5 & SCRIUIR [F] true {H
I B AEPAT R I S PR A
HXERR
o REJERS UG 3R, on page 9
o RO FR TE A 5K, on page 19

* BHebRIRTT, on page 22
o MRPF I PR AR AE BB AR A, on page 66

SRR N E R
T I T R BLAH P 2 A A,
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Table 2: R 433 JE 25 40 )

) B 1t AR

FHiEL subject T S S 75 DU HE S — SCA A
A ? 155 [ Subject LN, on page
260

Ak body-size FEXRNDNESERE—JEERN? &

Z3 [ 1E. SO/, on page 29

fRERAEN matl-from fRERAEN (AL, <MAIL
FROM>) 525 5 i AL ?
HS A E AT AN, on page
28,

A AE B R AN mail-from-group fasRAEN (B, <MAIL
FROM>) & 7ESE ) LDAP
Hrh? ES AT G E A
FEI, on page 28.

RAENA sendexgroup 55t REF - HLUG ) 3 (HAT) Hh
HIBAS A NZHVCHL? 15514 Kk
= N2 AL, on page 28

(EESLCCCIN rept-to 5Bt A (R Envelope To
<RCPTTO>) 27 HiE L
Be? 35 Z A A5 B AL, on
page 27,

Note ropt-to FHIUIFE T HE
fEo MR AR
AN, WA —
A N S fi e R A
FUULAD, BIn]RfE
SERAE N R IR
P A A N A o
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srzanpzr

A

B

15t AR

IO EEY Z PN

rcpt-to-group

fe et N (CH Envelope To
<RCPT TO>) J&fS7EFREMN
LDAP 41 ? WS4l s E
WA NFEU, on page 27,

Note rcpt-to-group Il ERS
T SRR AR A
AEAMRAEN, HA
TR PR B — M fF
UNIIEEEped:if 2 (E
SR BOIRG ITATLAT
NI HR AT o

TFE IP

remote-ip

M 7oKk H B fi e TP Mk
IP ik FEUCRC R A AL ? 1
Z: s #E 1P BN, on page 30.

Pl

recv-int

S A i S PR 14
We? TS TP 2 LR,
on page 30

BT

recv-listener

ISP 77 A 1 S R A P
We? 15 2 B AT T R R,
on page 30,

H 39

date

I AR 2 H YT 8] 22 s
KA ? WS B H W, on
page 30,

Rk

header (<string>)

MR R B R e 1R Sk ? 153k
MR AE A 5 e SO AL AL ?
HZ [R5 LB, on page 31,

MS

random (<integer>)

BENLER SR —TUHEN? ES
[ BEALEL, on page 31.

N4

rcpt-count

M A 4 2 DA N 2 T 215
WA NTHEC, on page 32.

Hudik 2K

addr-count ()

ek NI 2B 2 07

It eSS 5 rept-count i JER
WA R Z AT, e BRIV R
I IE S Sk, AR R B
RN 1S TSI, on
page 32,
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A

B

152 AR

SPE R A&

spf-status

4 & SPE I IEIRA ? il JE4s
FU FoVF A AR 1K) SPF 56 UE 25
R AL %R SPF/SIDF 1720
R AHME TR E AR RHRAE . 1EZ 0
SPF-Status #L)I, on page 38.

SPF i i

spf-passed

i@ SPF/SIDF ¥k 2 it
JEZS L IPKs SPE/SIDF 45 &R
HATIRAH. 1524 SPF-Passed i
1), on page 40.

S/MIME M % iR

smime-gateway

e 215 B4 SIMIME 2544
TN B4 N 2 1 2 1)
S/MIME ¥ 2 - H ], on page
40

S/MIME W 22 2L 56-41F

smime-gateway-verified

S/MIME HS {72 15 & sl Dy i i 56
UE, AR B L R D A 25 T BRIE ?
2 S/MIME [ 6 5641E K,
on page 40,

A

image-verdict

o BRI E 2 eI
TR AT A AN [R] ) B 2 A
iR WHZHEI 31T, on page
88,

TAEBRA L

workqueue-count

TAEBAFITH RS T AN TR
THREE? S TAEAS 5L
FEI, on page 40,

IESCH A

body-contains (
<regular expression>)

M2 5 S R E B UL AC I
SCAREEHF? BRI T A
(B F A ) g 2D I H?

5 VARG AR ASHE 53 FHOCIBC B
s

TEZ I 1 3CH4 , on page 33,

IESCH A

only-body-contains
(<regular expression>)

M SR A A 5 L R e L
Fe AR ? RO AT I T oA
fEFRE i DR B ANEEAT
A TS P SCHHE R, on
page 33,

P

encrypted

MR ST s 2 175 2 5 s Asr il
KL, on page 34.
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srzanpzr

A

B

152 AR

B4

attachment-filename

St 75 A B S A 4 S R E R
VERCHI A2 152 B A S 44
KL, on page 35.

BT

attachment-type

S 75 A0 5 X MIME 27U
BEAE? TS R AR, on
page 34.

B S22

attachment-filetype

A A B SO R AR FR 4L
SR CRLT
UNIXtile #74) 7 WA PHAFZ
Excel 8% Word 3CFY, &b L4
R UL N HR A S

f: ee. d. hp. if px. gh jee.
png UL & Photoshop 14

WA B SRR kS, A
MRS A AR RS
BT S HR]. iltn, EE R
exe P, AR DU i

if (attachment-filetype ==

"exe")

ARVEAE S, SIS
AAAFRE S (B R S,
on page 35,

M EEMIMEZE 7Y

attachment-mimetype

S 77 6,25 5 E MIME KB
M%##? iZﬁﬂmuégattachment—type
FUNZEALL, AR Z ABAE T
23 PHAl MIME [ {1135 7€ i MIME
B R IR FR W S
HAY, AR A 2 AR 4
HY Reszk g5 ORI
e D) EHS WL e
#5741, on page 92,

BEPESCA B

attachment-hashlist-match

M 75 B 5 S B e
1R 2 SCPF SHA-256 {HUEHL )
B2 EZ 0 E 3 S St
SHA-256 i &2 VC ALK HE 1 BT,
on page 118FIUI A5 ST
SHA-256 i JEAS VLT, U 2557 S
1}, on page 118.
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A

B

152 AR

SELRA IR A

attachment-protected

IS AP 7 0 52 R DR R B
P82 TS B 3 R R BN AT,
on page 94,

REZARY AT

attachment-unprotected

PUE SR ETT -2 el Rl S Al ]
B, AR SZ IR I DR A
IR\ true. 40 FEAIHE G |2 AT LA
HUBA, SO DI A R 52 AR
o R —ANPT SR 2
TR, i ST IR A R 52 AR
Al

EE - RS R LS
BEF 2 Drd i B 2 PEANAH T A
J¥o FAHHIA—PHPERE, FIRES
LA I JE A A 2R 7] true FR) 17
Dlo B, RS SCAFRIN
SR AR ORGP SCAFI - AT
AE< DL PR L o

W Z RN AR SZ R BT, on
page 95.

REERE]

attachment-contains
(<regular expression>)

ISP 5 AR B — AN B
Hige UL R ? e
A EL T O B AR S [ e > IR
#e

ﬁhi%ﬂﬂ%éﬂi?F body-contains ()
RN, U B 2t e A= i S
PEREEAS “IE3C” o WA, 4
AR Y . WS
B R 1 D8 25 7 61, on

page 92,

RS ERE

attachment-binary-contains
(<regular expression>)

R 1 2 B e e
AR T T ) B 2

Eti%mﬂij attachment-contains
O FRUARAL, AR AR b
R,
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srzanpzr

A

B

15t AR

REEREi]

every-attachment-contains
(<regular expression>)

SERSPFRI A IR s L die
SERRACVLAL I SCA? AL ZNAY
FETPAT I, AT RS b
XSRS

“attachment—contains()” %%TF
PAT I AND i858, 13O
Frafile BEAGEEHIL 7 o0 BfE
FRE I D AL

TS W MR DR AR 7R 1,
on page 92,

SN

attachment-size

M A A B KNS —JE
HIBAE? ZBNE body - size
FRISALL, A 25t G 41 4
PEREEAS “1E3C” o R, HH
T AL BB 23 o AESRAT
FEATHRRD Z HT eV RN 1S
e B AR IS i S 2 7R 451, on
page 92,

INFERH RS

dnslist (<query server>)

KA TP ki &5 AR 2
JLPH RS R MR 455 b (RBL)? i
Z [ DNS Z1|IZ N, on page 35,

IP {52

reputation

FH a2 B AT NI TP A5 24353 2
THZ 1P 15 2 M, on page 36.

e

T IP (575

Il

no-reputation

FHFI0S TP A5 21900 250
“JC” (None)o i Z[HITP {5250
M, on page 36.

tN}

dictionary-match
(<dictionary name>)

M IE SO A
dictionary_name P4 7% i 4L (R4 T
T IENRIE B TE ? B
LT R BME R ) IR ?
2 [ 1] LI, on page 37,

(REREP I

attachment-dictionary-match
(<dictionary name>)

2 5427 dictionary_name
5] L PR AT T U R A 7
AL I T O B R R b
H? TEZ ] SR, on page
37,
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s % 1588
Eﬂlﬂﬁﬂ@@ﬂ s(likc)lj'eitt—dictionarz)—match 1*‘%7% @A dICtIOFlaI’y
- name P4 25 1] i P R AR ] I )2
IR EATE 2 1S [ 1] L),
on page 37,
fir ki LR hesder-dictionarymatch ffisk (RXAKAG) o
<header>) Y- ’ 547 dictionary name Py 751
S AT IE R A CEoRTE 2 1
Z[5t] ] JLHLU), on page 37.
30 S body-dictionary-nateh L ST IR T S Py
- YN T A OR) Y S P L
true. It UERRSSTEAALA B
I MIME # RARTE,  JFES
B e s E CERINBIEE
H 1) IR true. 1752 5 ) i
LU, on page 37,
(GEELVEEINTIE RUNIH r(ii‘i;‘;j;i;itlizfng)‘mat':h fEEHE A2 A5 dictionary
Y- name P 75 i gt 14T A7 1 102
I EARTE ? 5 2 [ 1] SR,
on page 37,
B R A AT SRIES mail-fron-dictionarymateh | (ki ff LA L4 dictionary
= name PR 2 ] B R AR 1 U R
IEECATE 2 15 S [ i) S,
on page 37,
SMTP & {3 Yk ) TP DL S e esyy | ERAT AL RIS K
M (Rt 75 55 A G BT
SMTP H] F* ID VLI ? #2154
SMTP £ 4356 1UF FH 7 DT FEC AR,
on page 41,
1EHf true VCEC T M o 525 [ True FU),
on page 26,
A valid Bt C R NI IV w3 i )
MIME {4}, iR [H] False, X
Z R IF] Trueo. 152 [ Valid B,
on page 26,
%4 signed MR O 42 ES 054

FUU, on page 43,
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srzanpzr

A

B

152 AR

AL

signed-certificate
(<field> [<operator>
<regular expression>])

M 2525 N Bk X509 UF 15k &
A HRAULE? 5S4
AR HE, on page 43,

frkER

header-repeats (<target>,
<threshold> [, <direction>])

USR5 2 PR IR 1) Py EH AR o 2
AR NS A, 2z [A]
true:
o L b/ IN IR DU 1 2 A Sk
AHTR] R AT o
o LB b NI R B R
5 B R A KRS o

WHZ P S M, on page
45,

url-reputation
url-no-reputation

M4 FR AR URL [R5 21500 2
T AETR VO AN ?

URL [P5EER 0 & R AAEAE?
EZ W URL 15 20 | on page
AT A DCTC A AT A0
R -

URL 28351

url-category

B4 AT URL M8 5215 5
e A H UL L ?

12 URL ZE5HL0 | on page
48,

BRI

attachment-corrupt

VR & HAT ORI ?

T 2 AR I B RN, on page
48,

MBS

message-language

M CERRIIE SO &5 A3
— R PTIETE E ?

T 2 [ M A1 5 M, on page
48,

E Rl

macro-detection-rule
([ ‘“file type-1"',
'file type-2"',

e, 'file type-n'])

fle Nt B A5 A 55 i 2
(IBR A 2

W ZRIFIN, on page 49
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S EE 15t AR
Oy R forged-enail-detection SEA I OO P NI 2
<threshold>) ' BCRRES A AR “ AN 15

KA N IR AT
AL
52 P PR B, on
page 50,

iglﬂﬁ%ﬁﬂf duplicate boundaries Hilz,f/;{;%%:@/axigm MIME Iﬂ

72

THZ R A SRR, on
page 51,

kA I MIME {2 3L F 0

malformed-header

IS A7 i 717 0, 75 A XA 1R 1) MIME
f53k?

Wk A IEAHIK MIME £ 3k
R LI, on page 51

M BRA ?‘??igiiim;;;ii , AR NI 752K B 38 52 1) FE 53 /3
'countryizgme—2', ' E{?
country name-n']) Note Eﬁfﬁﬂﬁiﬁﬁﬁﬂiﬂﬁﬁ
RLUEA RN 2 T,
Jet e B b
G RET I
15 2 [ L EE A7 F R, on page
52,
s B NIE AT 5 48 € 1 4 AR IL

Sender Domain Reputation:

- sdr-reputation
(< ‘sdr _verdict range'>,
< ‘domain exception
_list'>)

- sdr-age (< ‘unit'>,
< ‘operator'>
< ‘actual value’ >)

- sdr-unscannable
(<'domain exception
_list'>)

External Threat Feeds:
domain-external-
threat-feeds
(<'external threat
feed source name'>,
<'header'> , <'domain

_exception list'>)

fi?
o R NI
o SN
TS ETF I35 20, on

page 52 SDR [FJ38{5 2 HLN, on
page 53,

ARVEMFEE, WS PR Ep
ORI A A B B A A
PNk SURH
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mnpmEnRss [

FR GRS FE G S 3 N A DX D (A A S 7 FH BT S PE L e 2%, B Al s 8 1 IR Ak — 20 A HRL )
W&, GESRIEL JERAE, on page 2. ) BbAb, AT DX Fra B LR AL jEss, JHEH
WHERERT (AND. OR L& NOT) 4140,

AR Fh Y IE T SRA 5

SE SO 22 A BEAIU AL TR W ZIE AL RC . 1B WIFRIE AT RS S o AEHEPFI JEAS KL b A )
ENFRGEAN, 5% N E:

Table 3: #0 # B9 IE M R ik

IEMZEL K (abe) U R E U S AP 1 A 2 P 91 5 A E AT AT 0 UL G, DRk i e
FHIN A 1) 1 0 s A AT HR UL .

Wﬂﬁﬂy EEU%@%EE Georg Ej’*f{fﬁ George Of The Jungles j’*fﬁt$ Georgy
Porgy~ F-1F H La Meson Georgette DL & Georg #JULHC .

FAFF () BE TS AT (8) MW S PR s g5 RILIE, S mART 745 ()
(IR 5 7 R IR T Sk F 20 DL

Bln, IENFRIEX rceorgs R FFFH ceorg ILAC.
HWRZG KR H] "

TRE R e £ AP A% UL at 55 (@) MRS B 5 LR

B, IENEFRIAT ~ceorgeradming H 5 FFF H ceorgeeadmin UGHL .

ST ()

H R () BWE A ETHE () BN IEEARMT 77 CRrATERAN) -

B, IENERIESL ~. . adming SR nacadmin LR H sunadmin
[T_E@ﬂ; fﬁ‘% win32admin Z_\‘[E@‘ao

25 () % ELETRL S () A Efr & S ALRL” DR, LI,
(1 ARUR S FRAL (9) 4 SHERTFRFA] (B EBAFRD IAL.

i, Fm”%lﬁ:ﬁk "P.*Pipers$ @EBT@JFE%??@'% pPriper. Peter

Piper. P.Piper fll penelope Penny Piper.

PORHERFIR 74 (V) SORHA TR R AT REAT o Lo DRI, R AR ) R 7 B IA L
M, P8 \s A SRICHE 5 I P RERAB LG, 81\~ A T A5 1
RERIKVCAC. i, MR ~ik\ . ac\ . uks G FFFH ik.ac.uk T
e

EZU: SORIR MR SR R RE LR, DL, W R AR IE SR
R SRt e, 2 PPN PRt £, DLEAEMR AT Ja AR B — A
CEOEMT SRtk R AR IENWERGENAR G, I, W RSy
B FIRRBIEILEL, FFEHIA ~ik\\.ac\\.uks.
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AR KNG (24

7545 (1) R IE MR R A8 73 AN D 7 KNG AR B . 4 4
FE DI KNG ENERGE T Sk 2 S BT RIS AKX S KNG .

@Jﬁﬂy EU“J%%JiJE ?1) VJ_agra ‘5 viagra. vlaGrA U\& VIAGRA [t
fic.

EE?&\%{ {min, max}

BEIE R AV ESR 7S MR d AT DU 52 A 28
1 Jﬁu %éjiit “f {2,3} 7 13 foo %ﬂ fooo V_EEE TETIT_EEE fon ﬂA‘ fofo.

TEAN) if (header ('To') == (500, )") BTFRALE 500 B HE Z FAFH) “To”
f53k.

Or ()

Bl “ol” sHAT. MR A BRIENRIEN, Rk “as” FIL
fiih “A” & “B” VLRI 745 H .

Wﬂﬁﬂy i%lﬁ:—tt “ foolbar” 3{%5 foo E‘Z bar @Eﬂ, fﬂ‘% foobar ;FULEEO

AR EM

o A I 2RI A i B4, on page 20
o NI AE VN, on page 21
o IEMEIEAEHE ASCIT FFF4E, on page 21

* n MK, on page 21
* X3 K/, on page 21

* 9’5 R ERE, on page 21
* PDF HIENZIA S, on page 22

1 FIE W 3258 ST i eb 4

W LM R e AE AR ASCIL G (R HEPE N A (fFSKANIESD R 7R A . RIS, R4

SCRAELL 4R ASCII

o WA Sk

TR PAT IEMFIL K (regex) UK

* MIME i fF 30144 774 B

. Kﬁ MIME 15 3k (I 1E3C CRIAE SR LE)
A5 R W i ) MIME 15 3k, (HAE MIME #5753 [ 1E 3
* KW G ) 255 MIME HEA:
* JTA LL_ERAE MIME 15 Sk 7 2% B 9 A R %6 %2

A LMEH IE R IL L (regexes)  VLECHEAFAEMTH A BIESC, AREVLECAIBIAE. MR EEE S
A, HTML. MS Word. Excel 5. A4 (74 HE gb2312. HZ. EUC, JIS. Shift-JIS. Big5
P A Unicode. AI3HE N 20 JE o GUI G0 5 1 WA U M Aok p ss R0),  mlift Y SCAS S 2
RS IR E RN R G . ARG R, 1S FER CLI & P IERS, on page 96T B 14

174, on page 118.
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euzstemen i

IE ) 5258 518 A

U ESE A ULRC — AN TAT R, A AT, IENRRIE S LR ALT (N T3k, BLSETTHRTS (8)
4ike.

\)

Note  LjzspfFdCRCIT, ANEALH 7, BRXsehs EAULRCHTH 745 8. HAH «rs” o IR
5, 2 % Subject BN, on page 264 K ZH — ANl

TiEh, MRS ) ) BRI ILHES, 20 T e sl P e SO e i, TR GA S
Sunconl£§%£%?%3thegodsunocommandoﬂﬁga, ﬁiﬂzm”%%itftAsun\.comSJljggzg?%asun.com.BE@ao

MBI R, A )28k A U2 Python reModule B2 E A . 75 2% Python FEZC I I
MR IE X E T8, 15 AN Python 1EZRIEX AL vk, HMhEN:
http://www.python.org/doc/howto/

IEM ik FNIE ASCI FFTF &
NSRS, AR TS NS
0 DX Bl G B AR SR L T, BGR TR S AT AN A ) e AR R 4 (AR IE B AP B “\w” 36
AR SRR A% I Uk xR — 2 ) i

n N
AE R == % IE R AT UL ECI, AP S = AT AR VC RIS 4

rcpt-to ==
"~goober@dev\\.null\\....$" (matching)
rcpt-to != ""“goober@dev\\.null\\....$" (non-matching)

IENFRIEARX 2 KNG, S BHIERS. IE, RENRIE IR foo, KEAILACHIN Foo, 2

Fooo

5 S LAY 2R
AT R AT H A OB L U6, PR — Nt i T CPU B o 28— M S 10

TEMR IR A AR

attachment-filter: if ((recv-listener == "Inbound") AND
ceeeeeccccccccccccccccccccccccccceceeeccc(((attachment-filename ==

"\\.386$") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ad$")) OR
(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
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(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1lnk$")) OR (attachment-filename == "\\.mdbs$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.wsS$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.wsf$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

FEXFIEOL T, AsyncOS 5 2R B IENZRIE G5 30 I, AR BFRIYEL K recv-listener % )i 5))
— e

H2, WAL T Prodin 5 L JEs

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.
(386 |exe|ad|ade|adplaspl|bas|bat|chm|cmd|com|cpl|crt|exe|lhlp|htalinf|ins|ispl|js|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb]|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

IEN G Z RSP, 10 LSS JEas 58 5 T4Ed, N BEm0 R ST “0” , #
Bk, 5 R, XWVIZREWEK CPU & IR

PDF #01E M ik 3

B HEPRIR

5

4% PDF (14E %7730, PDF n] BEAVEL & A% Bl AT AT o AEXFME DL, F4 9 S it il v A8 i
A E SRR NIRRT AERRAT R . B, AT A AR B AA R /IN T RS, PDF A R
(1977 e PR VA LU B A T AT o 2R 1R W3R IA 205 DX Ay XA 22 (1) PDF SCA4 DL
BOIy, 4 Rk M AR 45 R

#ian, 1r PowerPoint SCAY H A A B BEES AL FH AN [R) A AR -5 (1) Fdn] o 2 IBOEG Y A2 ) PDF 3C
PREF, G S m N SAEAA TR . % T PDF (U458, 5138 GES e “callout” fi#ish
“callout” BY “callout” o Z=ilARE IENFRIAX LR H P — NI, ATREFRAZE] “callout” UL
Bic o

AP B A 2 RIS U R A P A B s DA ARSI i o F R s A
AREAR LT A TN K A LA AR K

s RS

© LEALSRK S
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agrnmzs [

s F— T RSFRF (CUSIP) %5
* LERITII 2 (ABA) #5505

FERLPE S AR REAR IRAT, 1S AR DEAS U A e A LA 4340 1 SOl A 2 (R O B 7«

Table 4; tR 43T JE 25 o H B BEARIRFF

K | ERERIRT 15 BA
=

*eredit | {5 H K5 PO 14, 15 LUK 16 Mifs K5
R BRI AN enRoute .

*aba | S EHBALIK S | PN 58 AL K

Tssno | S RES S PUNSR A 2 2 RIS . *ssn B RERR PR AT PO S 2k ) A2
& AL PR .

*cusip | CUSIP ‘Z 5 RS CUSIP ‘S5,

* BHeFRIRFFIETE, on page 23
AN A e mIN
BEEMORFIEE

FE S AR P R RRUSLREIN L SO X E SCSRBA P SR R U
T PRSI T, R SRR

ID Credit Cards:
if (body-contains ("*credit")) {

notify("legaldept@example.con") ;

SRIE ] DUAE P25 i 2 R Py 2% 1] e A 28 REAR TR o
Y

Note  AHEds 3 BEAR ST OB T 5 RUE MR E Al ) — AR S5AAEH . Blan, BE rereait *sen
FRETCRL -
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Note

NS AT REIRD *SSN B REFRIRTT P AL TR R, A7 U6 BERE *ssn B REFR IRAT By FAl I D8 S5 P RO AT
o Hor—N TSR I 98452 “only-body-contains” IEJEAAT. XAE, HAT YR FAF
HIE NS IESCHIAET MIME #870 #AFAERT, RIBXIEA N true. B, RmT DLEIEE LT 3 ug
i

SSN-nohtml: if only-body-contains( “*ssn” ) { duplicate-quarantine( “Policy” );}

)

Note

B2 19X S 2 RS E IR A PN 25 S I BN INAE R TR ) S8 - “credit” « “ssn” « “cusip”
B “aba” ) IR RERFIAAE

s R DL AR UK A 2 R B s DUHIS A 94 S 2K Ak o DRI 5 A9 DU 4 4 fi A i
7

(% XXX-XX-XXXX” , “ssn XXX-XX-XXXX”, “ssn: XXX-XX-XXXX” &%) ,

Tl AEREIEAE REARIR R

O LA S R A% DU DU BE AR YA AN AR B - A BE AR AT

ID Credit Cards:

if (body-contains ("*credit", 1))

{

notify("legaldept@example.com") ;

}

VAN

“ creaie” RS BRRI,

“17 RIREATZANRAE A true T HIVLHC R

Ol RIS E BEARIR T

G DLR I BB DU AR e bR IRFF L BT AE/E R C C'eredit, "ssn, "cusip, 'Bi'aba’) il
BHEARRTT o

ID Credit Cards:

if (body-contains ("*credit", 1, “prefix”))

{
notify("legaldeptlexample.com") ;

“ creait” FRofi HAR SR AR T,
“17 RN EAZISRAEA true BT R UL BC AL
“prefix” FARPUHE RS T BAT LA RERR IR N ATSUKI OCHE I, RUUAA true.

il

’
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FHS 4 3 37 =% A T 332 R A0 7= 431

ISl A i A R A A P ik B A

AXER

* True LN, on page 26

* Valid ¥t U, on page 26

* Subject #LI, on page 26

o {5 B AR, on page 27

o 0P A B AR, on page 27
o {5 B A AFIN, on page 28

o A A A AN, on page 28
o RAFNAFN, on page 28

o IESCR/NAEI, on page 29

* JHE TP RN, on page 30

o BT REFE RN, on page 30

o B TP $E VAU, on page 30

« HIHL, on page 30

* {5 B, on page 31

* BEHLIL, on page 31

o WA ATHEGR I, on page 32

o Mtk v EOR I, on page 32

* IESCHHEN, on page 33

* IE3CFIH , on page 33

o InE AT, on page 34

o PEFETHEN, on page 34

o P SO 44 U, on page 35

* DNS ZIIZFN, on page 35

* IP {5230, on page 36

* 3] L LI, on page 37

* SPF-Status ¥, on page 38

* SPF-Passed #iUI, on page 40

* S/MIME [ S HB AL, on page 40
* SIMIME ¥ JCEGIE R, on page 40
o TAEBAFITHEHEN, on page 40

* SMTP S35l H] 7 ILEC I, on page 41
s AR, on page 43

* {5 L FE S, on page 45

* URL fFZH0) , on page 47

* URL ZEAI#N , on page 48

o IR AERLN, on page 48
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II True 0

o HEPETE 5 M), on page 48

* FATIFLIN, on page 49

o Dt HEAFAS LI, on page 50

o AR, on page 51

* k& XA IEE MIME A5 SR, on page 51
o HBEAL B, on page 52

* ETF {4845 2K, on page 52

* SDR [P35 2 F N, on page 53

True L0
true RO ULECHT A BEAE. Blan, T ZRE RS Bl il AR 2 hs PR ) 1P 4 1 e AR o
externalFilter:

if (true)

alt-src-host ('external');

Valid £ 0

valid BUUSAE BB PFAL 5 AN AT i dT/ 02 MIME #8933 7] false, e Z IR0 true. B, LA RAEINIZ
IR BrAT AN W] 234 (R A

not-valid-mime:
if not wvalid
{

drop () ;

Subject 11|
subject MU HE 85 Sk IE 5 45 58 1E W28 QUL AT 1 s o
Bltn, PARIEuERS S MIBR £ LU TE Make Money... F3k ) BT A 1

not-valid-mime:
if not wvalid

{

drop () ;
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faztiee Amnl ]

BT LR E AR SR IE P R AR ASCITF 4T

AR PEAT SR, R Sk 0 A LA AR AR B R rp T A BE S0 CHn A s on s B3k A X5 -
RIRL BB OSSO o A RTEANE R, TS BT S AR AE, on page 5.

D RAE SR A B B R AR S, LU I JERR 23R 7] true:

EmptySubject To filter:

if (header('Subject') != ".") OR
(header ('To") != ".") {

drop () ;

}

\}

Note 1 “Subject” F “To” {5k A%, MILIERFLIRM rue, WA LB, FFEABSIEM true.
WERABAFAR AR E R Sk, T IEE 2R 7] true.

= 2 U AR

rept-to UMk FTA 15 B N 545 @ 1E R IERUCRE AR . wildn, DUR e as & F iR iE
WAL E AT “scarface” MIFTA IRAF.

\}

Note ropt-to B () IENZRIE AN X 43 K/

scarfaceFilter:

if (rcpt-to == 'scarface')

Note cpe-vo MU T-HEAE. IR —ANMEAEAT Z AR, T84 — AW S 3 E BAE DU TR,
RIVRp R fi 52 A ] 22 A8 40 B A e N s

4B R RS E AR

rept-to-group FLNIEFAS B E N B T-45 5 LDAP A IBAE. Bildn, LUT i g ge 2 R & % =
T LDAP 4 “ExpiredAccounts” F {4

expiredFilter:
if (rcpt-to-group == 'ExpiredAccounts')

{
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B csseimn

drop () ;

\)

Note . cpi-to-group MU THRBAFe A —ANMEAAT 2N, IBA— AU SR E SR AR U
VLHC, BIVRDRE € BRI 22 I8 40 B A e N AT

(SRR

mail-from MLIIEREE B R A N5 45 € IE A A DLAC B Biltn, DLUR I pES 2 ar 4L i%
admin@yourdomain.conl%iﬁgﬁgﬁﬁ¥§mgﬂ#o

N

Note  mail-from KU (¥ IEMIZIE XA 5y KNG o FERG, BUR R b A J 4 AT T 4 s

kremFilter:

if (mail-from == '“admin@yourdomain\\.com$")
{

skip-filters();

}

H RS AR

mail-from-group MUMIEFR(E B K NE TEHEA4 M LADP 4l (BREAEA A, KA NIRA: okt
ANTEREE LDAP 41 . flan, LAUF ek ygas &7 BifL 2t 4 it 7E LDAP 41 “KnownSenders”
N 52 BT K328 B AT A s A2

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}

ZHENBRN

sendergroup MBS PEAS MR WIWTRE P LY 12 (HAT) H UL A A N AL PRI AR A
Al “==" (L) 5% “1 =" CAILED WL g IEMRAN GRIZSUHND TERC. #itn, 0
RSP A AT N AL N B IE MR SCUE RS, LT AR pE s W A9 E crue, IPRFIBPR AL R %
HIMSAE L

senderGroupFilter:

if (sendergroup == "Internal")
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IESC R/

{

alt-mailhost ("[172.17.0.11");

}

exkxian ]

IESCRANRARMBAERIR AN, AFEAE KA o pody-size AL REIE SR /INAT B 45 58 H0 7 AR EC IS

fEo B, LAUR I pEds 2R ImESCOR/NERE 5 MBRIFTAT HEAF.
BigFilter:

if (body-size > 5M)

{

bounce () ;

}

body-size ﬁIEiﬁﬁfiEiq:j?itttiﬁz

1l po -]
T
body-size < 10M
INT BT
body-size <= 10M
. KT
body-size > 10M
, NSRS
body-size >= 10M
53
body-size == 10M
AT
body-size != 10M

TR IL, KN A T AR i 28R E -

H= 15 BF
10 N7 (FHHS T 10
10b
13 TF45
13k
5 kY
5M
- 40 TIRFNT GERG: MM ek G L 100 MB IF#BAE. D
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remote—ip FRPKFINR A6 HEAF I E AL TP Mok & 75 VCPchs e #ia. 1P Hubk ] LUE Internet BRiSCEE
4 Iz (IPv4) 5% Internet PH3LER 6 Jix (IPv6) Huhl. mTLAME ] “ R A NALELL” AR R VFr BN
e TP Hlib =, seo. 1PR. dnslist 55 FEFERSCHET an [R4).

SOV ENLFF 5 K AE TR TP Mok e 7 R ya Bl GliAS 2 ENLAED o B, BURIEgEas 2B Rl R
Mo10.1.1 R TP HibEEARTAMIREE. x, b, o X b so. 51, 520 53, 54 X 55,

notMineFilter:

if (remote-ip != '10.1.1.50-55")
{

bounce () ;

}

PRI AT 72 A

recv-listener MUNZELESR E MW R PP RIS o AT R P 44 PR 50 ARG 4 TG & 1R AT
FEFFIOWERK . i, LAR RLgg &2 3 BLIEoK B AT RE Y expedite (AT

expediteFilter:

if (recv-listener == 'expedite')
{

skip-filters();

}

U IP % 0 AL

H 2L

recy-int UWIEPEAR E 2 L HAMURIIBIE . 1211 A4 FRAZIE R G0 TG E AR L R il
PAR i g 23B[0k A 2 1 outside 9 FTA IRAF

outsideFilter:
if (recv-int == 'outside')
{

bounce () ;

}

date HEII2 0T JECFR S AR IRF 1D ] SUTAS 25 2 i I PE R 381 H B0 55 615 MM/DD/YYYY hh: mm: s
IR RO BB 54 R AT LA RN ) Y DASE ] 30T S AR S IV TRV R J5 AT 34 OO
VER AR A AR H IR SR IR, WA REAT . D LUR BRI 9 g 2 iR Flok B
campaignl@yourdomain.com E"]E 2003 ﬁ: 7 H 28 H—th: 1 ﬁ)ﬁ&?\ﬁ’ﬂﬁﬁﬁﬁﬂﬁﬁﬁ

TimeOutFilter:
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(EES I

BEAN AR

wsmn [

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com"))

{

bounce () ;

}

\)

Note AZLK dace M5 spate MEAFILIEERAEAL SR A —ik.

header () RUIKT AL MEAFA5 Sk P2 R AAAELATEL ( “header name” ) %45 R e (F ko LRI AT
A IEMIE T (GRELT subject UMD, m] A A AN S FRE (1 i o s A o, ) x4
THEPE P R ENE SRR A “true” , HRABIESKIHRIA] “false” o B, LAR sl B A7 AE AR Sk
x-sample, PLRAFKMEARER AWﬁ%“w@emm o WA ILVLHD, HIPFRies Bk

FooHeaderFilter:

if (header ('X-Sample') == 'sample text')
{

bounce () ;

}

T LUREAEAE SR I 2 2 AR ASCIT 74
LUR 7Rl J s AN LR KA Sk o FESX S DL, AR x-peleteme {5 3k, AR FH KR
fiike

DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

}

AL BRAE SIS A 2 A S AE AR B R rh A S s O SN O Ak A IS P e
RIRLBEERAE MO B0 o ARTEAE R, TS PR S AR AE, on page 5.

random MUIAL S — AT Z M N-1 FIBEHLE,  Horb N2 RS TGS A5 . IR header O
R, A AT AAE BB R AT, el BARL o0 A ] i SR AR K B LB AR A
— IR RK H crue (6o B0, LUF PSR JEES SRR EARIR], — I () 28 6 R 00 9 5 i ik
A, GBI TG R RE UL S ik B

load balance a:
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if
{

(random (10) < 5)

alt-src-host ('interface a');

}

else

{

alt-src-host ('interface b');

}
load balance b:

if (random(2))

{

alt-src-host ('interface a');

}

else

{

alt-src-host ('interface b');

}

rept-count MRS vody-size USRI 20, CREMBAR IR N B0 B AU REAT X B . IXW]
B LB P R S [R] N Ak 4 22 A2 WePE N, B RIS RBEA R 1 35 s T L 45 5 R UL ik . BAR
TR S RE AU G A S AR AT AR 100 A FT IR

large_list filter:

if (rcpt-count > 100) {

alt-src-host ('mass mailing interface');

}

addr-count () MBPFCEIEBMNSTH] — AN AME KT, AT RO AR, IR A
B BRSO . B IE RS 5 ropt-count SRR 2 A0TE T, B IR FEI O BRI 15015 3%,
RIAZEPEN . BAF R B A KB B8k “undisclosed-recipients™ H144 (K118 28 B0

count: if "Cc")
{

strip-header ("To") ;
strip-header ("Cc");
insert-header ("To",

}

(addr-count ("To", > 30)

"undisclosed-recipients");
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IECIA AN

I3 134

examman ]

body-contains () BENIFHHAL NMBIE K HLHTAT B, DL 2 R S AFAE IS e Utk il 1X4
FALILIRZS R IR o boay-contains () MUWAPAT ZATILEL. WIHE “434547 07 (ScanBehavior
) WHIELAE CLI ] scanconfig iy BB, & CAARNZAMEUAHHiIILE MIME 2§
B, BIETT DR E ST true B0 SE4 1 5 | 2P 2 ) N TL O ER

BOATEOL T, RGBT, Br MIME K24 video/*. audio/*. image/* I ZAb. HREGH
FRAFRE AT - B ZASCMFH L 2ipy .bzip. .compress. .tar st .gzip M. BT LLRCE EHMK
“HRE” AFREPAEE (I L zip PEIER L zip. )

HRHEAME R, WS E 1T M, on page 118.

PATIESCHAHES s AsyncOS £33 1E SCSUA I A2 A7 AR IE R IE 3 T BRI E — A
B/NBE, IR T B R B D B IE A S, R IE BN true.

AsyncOS 23X HEAF A R] MIME &3 53 3RA8, FEHEREMTE T SCARN AR MIME #47. Wi MIME
RILEH— BT E LA, AsyncOS SR AT o AsyncOS F5AR I M4 7 $5 52 A gm T i 22 Sm i ,
I A Unicode, R )5 78 Unicode 'S ZIENIZIA A WU BB A48 E S, AsyncOS ¥
{EHELE “HH59T7°8” (Scan Behavior) UL H scanconfig iy 248 € M2t o

A% AsyncOS W[ AEFA I FRLRE T4 MIME SRAE A PENME S, 35 Z BB 1S MEAFF A, on
page 5.

W MIME #9 A8 T SCAR N2, AsyncOS K5 M .zip 5% .tar 744 SO PRI, slont e 40 S0 433t
AT 4. PRl e, 5 i e SOOI 9% I B Unicode 2Rt T8 2R [ ST Hh 258k
AsyncOS 2R J5 4 7E Unicode HH8 2 1F 3R A .

AR AR 130 S A R 49 5735 “Company Confidential” . 75 P4/ i 1 B
S P O 53 2 SRR 1 =18 g e M 1 P S B - S (R 1 S RN [ A S G RS IbPR st N Y =7
ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {

notify ('legaldept@example.domain');

bounce () ;

}

ﬁﬂ@liﬂﬁ%ﬁﬂ?tﬁ@ﬂ?jt, ﬁ%fﬁﬁﬁ only-body-contains:

disclaimer:
if (not only-body-contains('[dD]isclaimer',1l) ) {
notify('hresource@example.com');

}
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encrypted MUK AT HS (1 Py A8 o A5 s 2dl . A NS B HEAT A, DR Al A
FETAFAE NN Kt . IX R AT Ak A3 s i

\)

Bt e 2 B A

Note  encrypted KU H BEAS I IS P 2 o () Jn s K, ARSI I s Fry A1«

encrypted N5 true U EIFRLZ A0AE T, EAMEHZE, W T B an R 00 25 464k
PR 25 IR Bl e roe, W ARILBIINEESE, RF] fa1se. W T HLIHARETT EHRMEAE, e (0 A
“FI547 47 (Scan Behavior) T BA# ] scanconfig fir & & CHIFI S . 3 JCHC B 1KLL 0 1
ME R, WSHNE AT, on page 118,

B E A A AT I TR AR A, R, A SRR L s B, A A
IEFEARART IR HER .

prevent encrypted data:

if (encrypted) {

bce ('legaldept@example.domain');

bounce () ;

}

attachment-type FIUEHE AL MB A4 A AEANBE ) MIME 2888, B o2 B S AR U R HR e Aot A b2
KH “HFAT R TR scancontig fr 2 IEA (WL E H1H51T 4, onpage 118Ti&) , PHtrIfE
AT R SRR () PR, DMENERCAT . a0 SRR A 5% 2 MIME 28 UL i B
i, SRR 25 [A] “true” o

MR Th R ZA R, BRI HC B AT, on page 18P BT AT 133
AT AT LA P AR LS S e e MR PR B PR PR AR R, IS D 4148, on page 85.

R AU SR B P AT GO R RO, A PP 6 MIME K74 video/ » (MHEE, TS
(3 EAEIR

bounce video clips:

if (attachment-type == 'video/*') {

bounce () ;

}
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wesctzan [

P4t 32 142 L

attachment-filename RS B MEAF AR AN INAFIOSCATE 44, 58 SCPF A2 A DL HE 4 52 1E R IE 3
PRSI X KNS (HE, AR ash, ARSI Dsig 452, I ugabt e phid ot
USRI AE LR — A S SO VRS, SRS IR [A] “true” o

TR R LA i)
o BEAN IR RISCIEA N MIME {5 3k Sk i3k, MIME {5 3k i S04 ) e Bl & AT B s .

o WIRBHRAFRI SO, BRI O MAF RS SO e S S0 44 AR H N F L &R0 G
Z RN E 51T 4, on page 118)

o USRI A R 45 S0 O SCHT RAWATD , WARASIIAER SO, Atk
FEG AT IS4 o X TERAE S A attachment-filename HUNALEE . 3L gzip H AT
AIHATFREIT (exe) (T RIX A
o KT AAE— N B i SCIEIE foo.exe.gz ST, AT A FH 1F DU 8 A% 2 He A SCA 1R SO
R VES B A SO 2 RS ST P IR BN Fe 47 AT, on page 35.
A IR AT LAATE FH ARG A2 3ok 30 2 R0 D0 R/ S A2 TP PR PR A L, 12 D BHAF 4147, on page 85.

A PR A PTAT I RE AR B LT, R B AE TA SCEA D < mp3 (RIFRE, P
IR

block mp3s:
if (attachment-filename == "' (?21i)\\.mp3S$"') {
bounce () ;

}

AXER
o PRPESCPEA R RS SO AP K SN TR 4 SCF, on page 35

W48 ST 48 2 AR TFAS ST R B B IR SR S
b7 9] JEE s Qe UG A7 A% SO B AN R4 SO (A gzip BUEERIAAAS SO

quarantine gzipped exe or pif:
if (attachment-filename == "' (?1i)\\. (exe|pif) ($]|.gz$)"') {
quarantine ("Policy");

}

DNS 71| < &0

dnslist () A< A ] DNSBL J7¥2: CHINFRA “ipdr &5if)” ) AT AWM A 3L DNS Z1I% k%
Ao AR NIERN IP B BIRNTE S IFLUR S IEL (B IP 1.2.3.4.4 22 4.3.2. D)7 I IRk 55 45 44
FRETHTEE AR RS54 BRRANEL 1IR3k, WIS I A) SOk IR 4545 2 PR 5 TP HihEBR )« SRJ5 44T DNS
i), RALIRMEIDNS KM, CGRIRTEIR S48 7R A BNERE R 1P Mkl 50 1P thll (GRRHE
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FliZHbE) o IR 1P HuhE A% 2 B 2 127.0.0.x, ok JLTRTRUZ A 0 F 255 22 (8] AT 44
T ORARVFIPHUEEED o SEFs b, A 28RS e iRAE SN BRR IS R B, oAl e 2545 Tl 25
XA VR 3 B AR ] 45 2R

IEA header 0 MM, ans1ist o MU W] T — ool —dEHI b AR L, ORI S A0 03 g S I
BB rue 1, EMCABIRR ] farse (6 (BT, 412RJCIEY DNS RS EEE) -

WA N L BRHE R A AT SR S5 VR BEAT AR, WIBLT R g a8 2 ST RIAZIE AT -

allowedlist bondedsender:
if (dnslist('query.bondedsender.org')) {
skip-filters();

}

B, BATDMTHIZET (==) BAGET (1=) Rk, RS AR B T HL AL

AL EAS T3 T RS AT “127. 000227 MR FMSPE. dn SR R F0A A R, BN SR R
“false” , ILIERFHE AME

blockedlist:

if (dnslist('dnsbl.example.domain') == '127.0.0.2') {

drop () ;

}

reputation FUNARYE o) — MEKE [P 5245 00 SCReTA LS HAT, B, >, ==, <=%., Wik
MRAFARA A TP (525155 (i PRI & 455y, 8l T RARUCA R 1P {5 2 Mg A Ik 45 4 14
W), FTEfEE RS R BFEAS KT DNF TR AT o AT LU R 3
I no-reputation MU, K8 IPEE1GF 20N “” (None)o BLN7nflFHELER “Subject:”
AT, 18 1P AR Z RS R B EEAR 0/ T BIME -7.5 WIS INETEE “++ Badrep **+” o

note bad reps:
if (reputation < =-7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep S$Reputation *** S$Subject');
}

ARVEMER, WESH “RANEELIE” —F. BESHG B R R G A, on page 79

IP (A EA T -10 FI 10 22, {EULATHE 2R [ (5 NONE. 3K A HkAH wone, {8
no-reputation ﬁﬂmUo

none_ rep:
if (no-reputation) {
strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');
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1) L A T

nsmn i

MR BB IESCA S “dictonary_name” Jal dit AP RAEAT IENIZEIA X BARTE, W qictionary-maten (<
dictonary name >) NP IR ] crue {Ho A0 R BAAELE, BERUIEN fa1se. A7 R 5E il JLIKITE
AR CUFRNS AR R, WS ORI 5

EBHAH S “secret_words” ] AT AT TE R AR, R AT IR AR B A PP IR 5
copy codenames:
if (dictionary-match ('secret words')) {

bcc ('administrator@example.com') ;
}
PLR /R IR AF A% B “ S (Policy) BB s X, Wi 1 SC L F “secret_words” 1] 4 H [FI4T:

1ﬂiﬂf§o £§only—body—containséﬁ##ﬁiﬁﬂﬁgf%, body—dictionary—matché§##z<§§ﬁiﬁﬁ¥§V§2§%B§}ig
L ML . A WA (CHIB RN E /26 FIFBAE) A .

quarantine data loss prevention:

if (body-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

FEVLT R g ae by, 3054 i) gt r JEAS A UG JE P HRIS 1 o 24 -

quarantine policy subject:

if (subject-dictionary-match ('gTest')
{

quarantine ('Policy');

}

PEZRBIVLEC “to” {5 Sk AGMBAE hE, JFaPFDI e B bY .

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bcc('administrator@example.com') ;

}
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SPF-Status £ 7|

el S oo |

attachment—dictionary—match(<dictonaryiname>)Xmm”ﬂqﬁiﬂﬂfgjijtﬁgdictionary—matchxmm”*ﬁﬁuy
AT A2 AR DU 2R B o F DR T

Ak g SR A A% 2 Policy BRI, W HEMBAER AL &% “secret_words” ] i Hp FRATAA 1] 15
quarantine codenames attachment:

if (attachment-dictionary-match ('secret words'))

{

quarantine ('Policy');

}

header-dictionary-match (<dictonary name>, <header>) iﬂmﬂﬂﬁﬁiﬂﬂiajzjtﬂﬁ dicﬁonary—nunch ﬁﬂmu
FHABL, AN &AL Sk %R <header > ¥ IMIULHCI. {5k BRAX 2 KNS, [,
“subject” Fl “Subject” #iEH .

A EAE SR A AL F] “SRNE” (Policy) B X, WL “cc” {5k “ex_employees”
) B (R AT AR 3R] 7

quarantine codenames attachment:

if (header-dictionary-match ('ex employees', 'cc'))
{

quarantine ('Policy');

}

T AAE A SR TE AR A BCAT o AN e SCRB A3tk o AR 1)

W51 SPF/SIDF W E MR ANy, #8n] fE 2 M4 SPF/SIDF ¥ Uk 45 B R HUA A 34 o spf-status I 234K
PEARTE ) SPF UESE RPATH A o AT R VEANE B, TESIES: .

)

Note  Jp RUIKNCE T WA SPF B3] SPF BAIE M Al g2 U0, I ELan RS H6 5 B AN A (A

7] SPF 447, JUHBAF P IS A 5 iz UV BC I, ik A A2

ST LS FH PUR 183246 & SPF/SIDF Bl 45

if (spf-status == "Pass")

R A A NP R 2 MR AT, 7T DU LU P

if (spf-status == "PermError, TempError")

Ak, R LA UL R B, AR#E HELO. MAIL FROM L\ K PRA St & e iE 45
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SPF-Status #{0| .

if (spf-status("pra") == "Fail")

DA 7l g7 spf-status 33 9525 (1 SR W -

skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"
or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject
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SPF-Passed ¥

el S oo |

strip-header ("Subject");

insert-header ("Subject", "[POTENTIAL PHISHING] $Subject"); }

u—F%WJ}E%’@iﬁH spf-passed %Jl_lll)_l\” Kﬁ%iﬁﬁﬂﬂﬂ Spf-passed EI’:J EEBﬁ:

quarantine-spf-unauthorized-mail:
if (not spf-passed) {
quarantine ("Policy");

}

\)

Note “R[a] J* spe-status $EN, spf-passed 45 SPE/SIDF 46 EAf )46 a7 B0 A R f o LA R I8AIE

SEWRAE spe-passed MU TP P4 Aid i : None. Neutral. Softfail. TempError. PermError P
Fail, BT SOARS A (0 25 T WP AT #4548 spr-status FNI.

S/MIME [ 5 B3 45 4 1

S/MIME [ 556 A0 IS 25 R A2 2 5 220k S/MIME 2544 . IS5 sR2E 42 0 . T Mkt e 2e 4 2
A& 75 A S/MIME RIS4:, A0S T S/MIME [ 56 11F B A 25 2 T I b B AL 1A T R 125

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {

quarantine ("Policy");

}
ARFMFEE, WHSHS/MIME 225 .

S/MIME [ 5< 36 3 A1

S/MIME ¥ 55 IS AL 56 11 K0 U RS 225 IS 2 75 I T B AiF s ol L e T Al 5 356 40F . R A AE L 9
PR AT MR A 75 S/MIME B4, FEAE Al S/MIME Ft 56 11 B AR 35 2 WIS Sk R A2 3364 7B 5

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {

quarantine ("Policy");

}
ARVEMER, S HS/MIME %4 ids

TAEBAF A

workqueue-count MUNARMEIRE EAL EBNIITH AL SCFRE T LLASESEAT, B, >0 == <= &5,
NHILRE AR A BN AL,  JFAE A S I FE R H N B b R A
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smrp spsirA A nEan

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck() ;

}
45 5% SPF/SIDF [H7E4MS B, 52 [%SPF F1 SIDF Bl iR

SMTP 51436 iE A 7 DT B AL

ﬁﬂ%,{g E/‘] Hﬂg'ﬁ: 13 %ﬁﬂ% SMTP %{ﬁ%lEjilﬁ EEB’V:F, smtp-auth-id-matches (<target> [, <sievechar>])
FIDUPK AR s A ¥ SMTP £ 473 S6iF FH 7 1D A 2 B A 1R 45 Sk S B RN, il e A% IR S
BRI M5 Sk o ZR G0 T A FH 0ot 8 245 58 2 B L - 9 A K g S

smtp-auth-id-matches %m)ﬂ”%’lﬁl SMTP %%%Lﬁ ID Lj u—FXﬂ'%\iﬂ:ﬁfXﬂ“ Hﬂ

B#r 1t AR
*EnvelopeFrom | Lb#% SMTP 23 i {53 kA N (5K MAIL FROM) [f) ik

*FromAddress FEEAN “From” {5 ket i AOMLhE . “From:” 53k fevF2 ik, — bkt

[
*Sender FLHE “Sender” {5 Sk P € H AL
*Any VCHCAE SMTP Bk 23 0 0 o) QU AR AT, AR T7 B i i o
*None VERCIHFARAE SMTP 96 k23 15 W1 18] QUEE AR A: o BERETRAE S I uE AR Ak I (7

) WHER S

MRS PAT AR R UL . A K/NE o IRt sieve-char TIES 4, X HORE ZmE kil i 52 54
Efﬁﬁ‘]ﬂ%)ﬁ*%ﬂﬁj\o Mﬁu, ﬁﬂ%?‘%ﬁ*@;é\Jr?:?&’ ﬁ?ﬁ%&’l@h@%fﬁmiﬁaddressjoe+folder@example.com
EP+?%<’I}§EH‘J%B§3\O ﬁﬂ%ﬂﬂiﬂ:%joe+smith+folder@example.com, ﬂ?ﬁ%&fl@ﬂ]%+folder%ﬁﬁj\c ﬁ[]
R SMTP S AU EH 7 ID 45 Hh 2 R B 7 44, A2 58 A BROE Al ik, 1 S8 a8 K AUer &t
ZHH 2, W T AFAEVLEC . D20 P A PO DU B

HeAh, AL $SMTPAuthID A8 50K STMP S 504EH 1 1D Hii A5 ko
FRERMH sntp-auth-id-matches IEPERS AT LE SMTP G4 504E FH 7 1D FHE kit DA K At AT

KT UCHC IR 55

SMTP 517 3G3E ID Sieve Char | 3 bk ithtit ehTi?
someuser otheruser@example.com 5
someuser someuser@example.com 2
someuser someuser@another.com 2
SomeUser someuser@example.com 2
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{65 PR BB 28 SE AR 1 S |
B svresthniEmsnwa

SMTP 514 3G3E ID Sieve Char | % Lbithiit Emtic?
someuser someuser+folder@example.com | 7%
someuser + someuser+folder@example.com | &
someuser@example.com someuser@forged.com =
someuser@example.com someuser@example.com =
SomeUser@example.com someuser@example.com 2

AL IE AR AL AE SMTP Bl 2 1 HI QU [ BT A iR 4F, A2 “From” 15 Sk i Hubk R 5 A4 N
155 SMTP S3IE 2 1D VURE . an SR bl fn 1D VU, I 82 Beir st . R ARURE, s Py
N i 5 A

Msg_Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a
# special header.

insert-header ("X-Auth-ID", "$SMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and
smtp-auth-id-matches ("*EnvelopeFrom", "+"))

{

# Username matches. Verify the domain

if header('from') != "(?1)@(?:example\\.com|alternate\\.com)" or
mail-from != " (?21)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated
quarantine ("forged") ;

}

} else {

# User claims to be an completely different user

quarantine ("forged") ;

}

}
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EZZHAM

FZAUEB AN

exaan |

O L NS A WP 275 O 4 o KRR R A R (B, R O 4 . HERUUNKE PRS2 42
JETT R ASN.1 DER Ztd Rt , DL A&7 H CMS SignedData 459287 (RFC 3852 i 5.1
D) o BIFARRAFS S R S N AUCEL, A AR T A R .

LR 7 A P e RILDDH £ Skeffi N 2544 M AF-

signedcheck: if signed { insert-header ("X-Signed", "True"); }

LUR 74 1 B 25 4% KB R 11 5 A A N LR 2544 M (R R AF <

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert();

if (attachment size > 0)

{

drop attachments("");

}

}

signed-certificate FIUZERE X.509 15 A M LA BT A28 8 N 5 45 e 1E 2 A A UERE ) S/MIME i
o SRS RF X.509 5o
FUNETEA signed-certificate (<TF-B> [<IZ HAT> <IENIRIAAS]), Hrp:

o <FB> @IS IR “issuer” BY “signer”

s <BEA> & =55,

s <IEMFEIL > 2L “issuer” B( “signer” [MH.
{2 ARSI, A SR AP AT AT — AU HILRG BAE 8 A VCRCIE IR X, ) 25k [H]
true. BEHIIUF) {7 45 JE 2K signed-certificate( “issuer” ) Fl signed-certificate( “signer” ) £x7E S/MIME S
AL R LA B A8 N IR [F] true

X EM
o 2228 N, on page 43
* MM, on page 44
o LU S, on page 44
* $CertificateSigners /48 5, on page 44
* 71 1, on page 45

FH2 A X.509 1iE 1511 subjectAltName 7 & 44 H fll L rfc822Name 44 8K /7 FI/E I HIEPEI 28 N o i 2
ZEUE AT subjectAltName B, B - BOR A LA rfe822Name 4475,

e CS ot e |
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B sxnn

signed-certificate( “signer” ) MR H1H false. (EM/DEAFAELZ A 1fc822Name LR IZF L,
M5 220 P A PR 5 IEZIA A TUC RS, IR FRESE — N VU EC I 3K HHAH true.

A& A
MR B X509 HETS ARSI AT IR 2 R . AsyncOS K5 AIE ToH AT & AL K5 Hod5 ) LDAP
- UTFS8 Unicode 7-FF it o 91 21:
* C=US. S=CA. O=IronPort
* C=US. CN=Bob Smith
T X509 HE 15 T AR MR 7B, signed-certificate( “issuer” ) #4144 S/MIME M 754555 X.509
UEb .
ENFRIEX P HIFE X

LDAP - UTF8 & 3 1 AJ 76 1 W2 0 A HT i) e S 47 9C LDAP - UTF8 e SCFEARF IR AR
i, SRR H S P (LDAP): Al BB PR R 7 (U i bk
http://www.ietf.org/rfc/rfc4514.txt) -
signed-certificate B 1F U IE A 1 FE SCIUAS T LDAP-UTFS e SCIIHE SR, i (306 75
TG UM AP T Lo LDAP-UTF8 VP TG 75 % R RIS (A AP A TR Bk i Lo filtan, LAR
PR “Example, Inc.” (W74 i AEATH] LDAP-UTFS 2 SR IS #- 4 AW Ay 1A -

* Example\, Inc.

* Example\,\ Inc\.

{H/&, signed-certificate NN VEAC Example\, Inc.. 1FMZRIE XA L AEVCHC IS 5 XS HE RG] 55,
HIX B REANTT EE L, BIEE LDAP-UTF8 h fu /i . A signed-certificate G 1F | IA =
I, A R IE T e ORI R, T AN B AR S

$CertificateSigners #Z21ETT &

$Certificate5igners%%?Fgggiﬁ%ﬁkggégﬂE4gﬁgsubjectAltNameEgg%qj%EEXE@%%%%}\i@g%ﬁf&%§U%%o
PR G BN Z AN, T H MW A

flhm,  Alice i I PHMIEFXTHEPF2E 44 o Bob i HIME—IEAS XS IRAFAE A, o X LEUEAS dh[A]— K A m HLAY
WA HEPFIERE S/MIME $4J5, SR A 5 =25
[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com',6 'al@private.example.com']
}l

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com',6 'al@private.example.com']

}l
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w51 [

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']
}

]

SCertificateSigners §E§%ﬁLﬁ§ib:
"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

i
PR 7 B EUEAS AR B AR R 1 5 [T I 4 A B AR £ Sk »

Issuer: if signed-certificate("issuer") == " (?1)C=US" {
insert-header ("X-Test", "US issuer");

}

LU 7R 7E 2538 N IHAEK H example.com B8 1 BE 55«

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {
notify("admin@example.con") ;

}

PAR 7R BIAE AL 2 X509 TE 5 A s 3k«

AnyX509: if signed-certificate ("issuer") {
insert-header ("X-Test", "X.509 present");

}

PLR 7- AR M A PR AN 2528 N IHAS A 2k -
NoSigner: if not signed-certificate ("signer") {
insert-header ("X-Test", "0ld X.509?");

}

EREEHNN
0 A5 SRR LA 2% PR E SO MR, Sk ST ) trve {2

o FET /AN ARSI 2 U ) £ S
o FEFT /NN A IR R A A N
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B sesssnnsteansssEs

Rn] LU A U AGT I R B s i, BURIS B2l FEAS Il ) HLA Ak KBSt o e B 40 s
PEG 1 EERE BESRMBAE AL BE A TEHWEAT, AN b i frfEit.

B )5 72 /2 header-repeats (<target>, <threshold> [, <direction>]), JLr:

* <target> /& subject B{ mail-from. AsyncOS &1 A\ HARMEE .

* <threshold> & {ij —/INR ATWSCEI O FR 2 0 G AEAH R FRTIS (Bice:, M i8R, US4 true
18,

* <direction> J& Al NFI/EAL o INRRIRETT 0], RN SRARL IS K00 A4 N sRAM A B A4

HEFLEEMMAE D true i, WHAMSKIERGEL . ESH A% E.
Ay

Note i S5 Sk FBUEL &I S a5 r WA EL,  MUUIZE BRER I 2 2% B A H o SR DU 22 A ok
AR o

15 Sk A RUUPE A B AR A R R A S B A A B — B o DAL, AR E B, il ) n] RE 2y
B2 B R AER
HXER
o R S RN 5 L Ad A U 455 1 H, on page 46
* 7, on page 46
BEXIEEANSHMHRMNEESER
T n] DUEFH AND 8¢ ORGZ AT, A5 LB 5 HoAb R 25 54T H . @, AR CLU R ugds, )
DA B3 MAFFIN SR VF 513 s

Fl: if (recv listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}
{1 F AND 58 OR 3z SATRAR Sk 3SR 55 HARAR I G554 RIS, 5080 B e i A Sk B SRR A
I H IR SRAG o ARANKT 5 58 WS SRAR SR E AR (R AR, ) 554 7 B LR R AN T N subject
¥ mail-from.

H T AL D BN i i SRAT SR R EL, A OR S SRR I 5 JLAB R 5 S A I, R U
AT AATREAT AN LA R 7 g A0 I 28 44 A4 Sk A UK OR 454

fl: if signed OR (header-repeats('subject', 10)) { drop();}
FEA R, U i 8 A A BR RS U S S AR TR I B 44 W, A5 S A R RE AN AL X L
WS A AR A U Sk 5 AT L IS AE R R AR AE A A, B A B e, I iE RS A ST
HC B A

il

FE NI, AEAEAT LN TR], QRO JEASAE AT /NN ARSI 21 X Bl 2 U [ £ A B
P U IR) 1R SRR il A I 3 S ” B s X
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URL &

L0

vaLismn ]

f1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}

FE R BI AR N TR], A RO JEASAE AT /NN A I 2 X B B0E 20Kk ok B I f &
RAFNIIINEMBAE S K B ] 15 B R AR A SRR A5 B

f2 : 1if header-repeats('mail-from', X, 'outgoing') {drop();}

FE NI, FEARATEE E N TR), SR A A5 1 — /NS PYASIN 1) X daf o 22 5 RO [ ) A A\ B
AN, BEAS I ) df U [ (R e SR, e 2 Al e B

£f3: if header-repeats('subject', X) {notify('admin@xyz.com');}

A URL A538 BEE SCEE T IBAF 0 T AT URL 5245320 (IR PF3 A . A Q2 RAE R, WS b
IS R BN 2 URLH 4% URL {752 5 URL S50 8. A AT

FEIX LN -

® Msg_filter name A MBALE L uE 2SI A FK
* allowedlist AU E X URL FIEMAFR GELL urllistconfig 4 X)) o FaE RVFFIE KAk,

EEFEMRSFRBSOIBITIRME, BMITUTIRE:
f# ] uri-reputation LM,

{1/ url-reputation FLIKF, I AR EE MR
<msg_filter name>:

if url-reputation('<min score'>, <'max score'>, '<allowedlist>"',
'<include attachments>', '<include message body subject>")

{<action>}

Horrs
* min score Ml max score fEHEAE N HYE I i /N KIS 5. T8 € FMEN ZAE ZEHN .
Ee /N KA AT -10.0 A1 10.0 Z 0],

* include_attachments HITFARGHEAFRIAF P ) URL. {5 “17 s &3 A RBACF AR URL £
i, fH “07 RoRA X HELE S ALER) URL 494,

'includeimessageibodyisubjectﬁﬁﬂ:fﬂﬁﬁﬁﬁﬂ#ﬂzjﬁﬁujfgﬂqjE@[H{Lo ﬂﬁ “1” %%i%Eiﬁ%FﬁXﬁEB##
IESCRIE ) URL 948, E 07 oA A FAX ISP 1 SO 32 ) URL 441

ZEFERSFRBISOMBUTIRIE, BFMITUUTIRMGE:

fffﬁ url-no-reputation i%mUo
{ffﬁ url—no—reputation,ﬁﬂm”&f, ii%ﬁ%%ﬁ%%EﬁDW::
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B uressimn

URL ZE 31 1

15 B B AL

Gt

BB 45 = A
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<msg_filter name>:

if url no reputation('<allowedlist>',

'<include attachments>', '<include message body subject>")

{<action>}

] URL 25505 SCHE T HEFH URL JO AR . AT RN R, WS R e s
) URLH 4% URL {5288 URL 200 3 SRR o

{fﬁﬁ url—category,ﬁﬂﬂ”&f, fiﬂ§%§ﬁ5%£ﬁﬂj:!

<msg filter name>: if url-category ([ ‘<category-namel>’ ,’ <category-name2>’ ,

‘<category-name3>" ],” <url allowed list>" ,'<include attachments>', '<include message body subject>')

<action>

o

®* msg_filter name ﬁ%ﬁtﬁﬁﬂ#fiﬁgg§HQQ§$ho

* action Je R MR I BEASHRAT o

* category-name J& URL ). fHIE 50BN LR IEMZNEFR, 1HAH WAL
JEF ) URL J S AF B A . A RIS BEHARBI, 1§ ST URL 293

* url allowed list A CE X URL ¥RHIZFR GEL urllistconfig fir27E X))

* include_attachments FH TFARGMBAFFIEF % URL. {8 “17 o CE D IEEEFHF¥ URL
i, H “0” FooR)H R IBAE BRI URL 494

’include_message_body_subjectﬁﬁaifﬂﬁﬁﬁﬂﬁtﬂzjtiujzgﬁqjHQLH{LQ ﬂﬁ “1” %%ﬁ3Eiﬁ§fﬁXﬁ$B¢F
IESCAE B URL 948, (8“0 FRos AR A FRF S 1 S0M ) URL 94

LR S 1R BB ISR A B PE R FRIAEL D trueo IR (KB 2 3140 5 | BEAN T 414 FLIR
P IREAR N E

AXERM

* 7], on page 48

FE R B A, d SR PEAS RI 1 P A AE AE BRI B A, WS HRE A B 25 21 Policy B B 1X

quar_corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }

T REAS B T MRV 5 RN IR B PE A o o, T e 22

o R M TR AR S B AN N A R S
o BITCIERE HOE S A
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mamnTeRz ]

AP P 5 UL AR B 7 2 REURIT L ST T 5 R T BB F A

\}

EE N TR

ER IR AR A

T

= Ha A

Note  JH. 4 (% 2 7 PRI S T 05 25

M1 X A P P 5 Rl 5 SR AR I IS o PP SR PRI 550 ISR P9 D SR B UM R AR 23, I
R AT 32 2 5 AT 5 %

A | RERE A 5 PRI SOAS PR RE R 5 ORI AT [N R OC o WIS 99 R M S vy
Wl S N ESPEITE o A2 POIREM DL, IBPFRC R M EROTE S0 “F5E” -

o DRSPS AN SR AN 21 (3
o SRS R DG TGIE R RIS R 1
o W SRIE BT A G B KR IOA (1 K/ T 50 745

<msg_filter name>: if (message-language <operator> "<languagel>, <language2>,..., <language

n>") {<action>}
o

®* msg_filter name 5%&tﬁ5##iiﬁ§%§ﬂ@éﬂ$ko

ERRH = 1

* language #& BAESLIRATIEDEAS T8 E I IEPFE S HH. S S M2 A&H . A7 RSCHRFIIR
PFHERIIOBIEE, 58 Py AL It MR35 A . (RTIE S (WD ke

* action JE Rl BRI BEAR AT

PAR 70 Ji s 1 Qi 25 30 0 o vt & (K S

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }

PAN 70 Ji s T iR A o 5 7 WA N B AR S

ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");

A LA P S AGT IR U RAS, D418 R SRR S A v 5 T 2 (R PR A

)

R AURAE RSSO A, 2 Ao IR 52 A
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<msg_ filter name>: if (macro-detection-rule (['file type-1', 'file type-2',
,’ file type-n'])) {<action>}
Horp

* msg filter name se:ULHBFILIERR A FK.

* file_type AJLAJE LA AT —32 SCRFISCAR R AL
* Adobe fEHA AKX
* Microsoft Office (ff

* OLE XCfF2K2

* action JEATA MBI JE 31

Gt
T 7S B s AT R R 55 U5 T2 (K Microsoft Office BT (A«

Drop Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft Office
Files'])) { drop(); }

FE NI BI R, W SRR 5 R 5 ) PDF A X F IR E AL BIRFE H P, 2 IR S

Strip Macro enabled PDF: if (rcpt-to == "joe@example.com") {

drop-macro-enabled-attachments (['Adobe Portable Document Format']); }

14 385 B - 0 5 )

] BEAY B I A A Ot AR AHBEE C “ORMEN:T (53D IRVEIBEE, I bR IR AT #1E
i FH forged-email-detection KWK ML S B A1 o 70 B LRSS, WAZ00FE o P 53] L L RCKE B4 R
WEAE Oyt S A B B (1 21 100D
forged-email-detection KNP “ A N7 A5 kB WA M (0 FH P EAT LU . ARt Rk, s 1Y 56
H AR AR Ay ] S A TP 3 BCAH ARG 23 o LR B R 28R4

o W RN {53k A <jOhn.simOns@example.com>, F H P23 4L & F 7 “John Simons”
TUIHIS 2 DG 2 AL AS 43 82 A Figh iz -
o R RN 5 A <john.simons@diff-example.com>, JfH AN &AL E P “John
Simons” ,  JHBAE R G2 KAL) 100 23X BLgs i)
ARALEAS Sl  BSAA EA 3 ISP 1 mT e MU o n SRARBLIEAS 20 v T BRAE T4 B, )<
fih A 3oL D AR HRA

ARVEMFER, S ORI
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R4 I e 2R R Tk
<filter name>: if (forged-email-detection( “<content dictionary>” , threshold)) {<action>;}

o

* filter_name & M {3 8 45 1) 44 B

* content_dictionary j P 75 1] $L[¥) 44 FK

* threshold K M40 4 35 78 O i A () B (1 31 1000
5

P BP0 S P (0 B N7 A Sk S ] S b IO TEEAT RS, S0 2R P 2t D PR AR AL
PEAS P KT e85 T 70, WUIMEPFIE DS REMIER b N7 A5 SR o 5 B R RN

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }
BELFEIERHN
A LA§H] duplicate_boundaries Fi WIS 6075 F 52 MIME 32 52 (1) HEF

)

Note  JL-FRfH¢Ef M) (filt1, attachment-contains) HG#AF (ilfl, drop-attachments-where-contains)
FEE A PR R I (A EE R MIME 455 .

ER IR AR A
<filter name>: if (duplicate boundaries) {<action>;}

gt
LA s i s 447 ol 125 00 75 B2 52 MIME 3 5 ) B A S AF

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }

&I A IE# B MIME 15 S50 50 )
LA FE s XA S 155 SRR 2 2 SR MIME {35 Sk IR o

BRI SR IEE
<filter name>: if (malformed-header) {<action>;}

Gt
N7 R T An el B 25 MIME 75 Sk (R 4% 2R 5R (0 BT A7 141«
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quarantine malformed headers: if (malformed-header)

{

quarantine ("Policy");

}

Hb IR E AL
H45 T LA A B U b B 1165 TR 2 R 5/ M £ A«

IR EVEE

<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2',...
,’ country name-n'])) {<action>}

Forp:

®* msg_filter name SeUCHIAE I g% 1) 44 PR
® country_name AT DL 85 P PR ATART 1 /B X TR 44 R
* action ATV I EAs -1 -

5
TR 7R B35 s AT B 252K 1 Country 1 A1 Country?2 FAE A MBA::

Quarantine Incoming Messages from Countryl and Country2: if (geolocation-rule
(['Countryl', 'Country2']l)) {quarantine ("Policy");}

ETF RysEL{ZE A0
e, A LR ISR 0 ST A A T ETE 5100 MO b 238, JERb LTI

AR

&

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

VA=

* “domain-external-tnreat-seeds' ALBFPAMIELLILHHIN,

 ‘ece_souzeer R TAEMBAEISkeh KWL ETF 9.

 ‘mail-fron', " front JEFITREBTAMBTA k.

“ donain_exception list' RMBIATIRINEH. WRFIAERPATL, EH BT "
=6

FELL R, i ETF 513k 2 Errors To:' H & SUAE Sk B I, MR A4 b 29

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}
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SDR B35 =247
45T LA FITA32 RUARAEE SDR SHBIBPE, X LIPS 081
© R N
© RPN
I IN St

WA 4 A R
Y

AR EIBHLERIEy “727 o 7K SDR MITEAME B, TR AL Talos:

https://www.talosintelligence.com.

B
drop_msg based on sdr verdict:

if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

Hrh:
* 'drop msg based on sdr verdict' JeHBAFILIE RS K44 FK
* 'sdr-reputation' JEI{E S ML UE RSN
* vawful', 'poor' A TARYE SDR b s M4 ) A& AF N s ) o v il o
* 'domain_exception list' sEIRBISMIRMIA TR, WIRAFAEBI SR, EHBRh .
* rdrop' AELEMBPE LRI #RAE o

Gt

FELU R MBS fsR SDR HE N R o WL HBPRE A0 2 o

quarantine unknown sdr verdicts:
if sdr-reputation (['unknown'], "")
{quarantine ("Policy")}

R & 4 A58 S R R

[t

%

AR CRIEABEAERY” (Sender Domain Age) UK AE R —4~ AsyncOS FiAS H it 5 o

Ei&:
<msg_filter name>

if sdr-age (< ‘unit'>, < ‘operator'> < ‘actual value’ >)
{<action>}

Hrp:

| e CS ot e |
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fERR T B R R |
B s e R EmEne

* ‘sdr-reputation' JEIBfE B MBAFIL PEAE AN

* ‘sdr_age’ JEHI TR SDR i JEMBA: 1 &4 NI RO .

o cunit' g R L U7 O T BUCRT IEDL AT RE R A NISAT AL g e
* ‘operator' sELLNHEHEFAT, AR A AF NISAT ROV L g WS 1 -

c - > (K

© - >= (CRTEEET)
« - < UM

¢ - <= UMTEEET)
- = (FEP)

© - 1= CREETD

© - RN

* ‘actual value' s MR AN N BT YT RL BE B 1F A 45 o

il

FECLRHSAE, AR A NI BOWAR A, WRZ IR e 2 5

Drop Messages Based On_SDR Age: if (sdr-age ("unknown", "")) {drop();}
FELLHRAES, AR A N AN A>T — A, W R A % 57

Drop Messages Based On SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

AR AR 2 A NSRS T 138 TR ER
B
<msg_filter name>

if sdr-unscannable (<'domain exception list'>)
{<action>}

Hr:
® 'sdr-unscannable' 5%ﬁiﬁ:%§$“ﬁ#fi#§%§ﬁﬂmUo
'domain_exception_list' sedlBISMIRIAIR . WERAAFAEEGI ST, TR Rl ",

Gt
FELARHBAES, G R R i SDR A, A2 M5 i o 2

Quarantine Messages Based On_Sender Domain Unscannable: if (sdr-unscannable (""))

{quarantine ("Policy");}
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ineiesze [

BB T R 2R IR AE

IS 25 ) PR A 0] BT MR A AT 34

B0 T 2K
o WEAEAE, BN, k. MIERLUSGRIE], SEAIBPEAREE, A VR I 5 Sl uE s x i CE 2
AbFE
o AR ARIE, ARVPXTHEEHIE — P AR
\}

Note ok i5 2 sl id PR ASHRAE T LSRR W SRS AR5 2N UE AR LT,  HARASE IE AR AR 2 T AR
e, IAXLePfEL BB I IS0 (HA2, WM PES e e A RHRAE 1 2 AN g # T
i, AR B poE e, AT e K e AT

AXEHR

o CRLUESRERAE” 2K, on page 55
* #{EAS 1=, on page 63
* DL 25 nTRLPE, on page 65
o WAt pE A 4R UL B AN R4, on page 66

“1 ;")'-E:“nj:n lE” *ﬂﬂﬁ%

IS I 8 4 1T LICKE LA A N T8, Wi R 3R P

Table 5: BB 1433 FR 2R 4R 1E
RIE Bk 1t AR
& el AL alt-src-host S ORI B IR LA A TP BT (R

ARSI o ES A ST (F
RS I #5:4F, on page 75.

(CHCICEIN alt-rcpt-to BB AR N o 3 2 8 ofeiE N
#E1E, on page 74.

A& s B alt-mailhost SR B ARIBLE L. E S BB
1% FHLERAE, on page 74,
TN notify UL HBAFR & 25 55— U NS 2 i

FOANIE %H?Fﬂlijgﬁ/ﬁ on page 69.
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BR1E Bk 15 B

BUIBSIESSES notify-copy AT 5 notify A F #EME, RSB
bee-scan #AE—FERIERIA . 1HZ 18
FURIIE H1IF D 1%354F, on page 69,

Ep% bee U fE CIRERRIA) B4 RIS ) —
WAk N o WS B D% 3AE, on page
71,

EAPIE I | bee-scan HE PR PE 42 RO 25 o — WA N, JF %R
Ab T A ) 7 2OE 3 T A B A1 A %
WA o 175 2 08 % A% 384, on page
71,

AR 1744 FGMEPEA7AS h mbox ¥, S
[ A7 R4 #4E, on page 75.

B 129 quarantine W B EFRIC b & 3% 3 quarantine_name 5

(quarantine name

BIX . TE SR &R BIHE, on page
73,

mA (e

duplicate-quarantine
(quarantine name

FEHBEF I EIA R B E R E X . ES
[5#) b 25 R 2 i 4F, on page 73

TEAA Sk

strip-header

FEIETTIBALE R IR TG 215 k. 1S
M ER1E <454, on page 76,

EHNEPS

insert-header

FEIETTAE MR AR A SKAE AT . 152
B4 A A5 Sk 35:4F , on page 76

G LA SR OUA

edit-header-text

PR AT S S e oy i BE A R e
ISR o T8 S P G B Sk SOA
{E, on page 77,

Gt 4 1E SCOUA

edit-body-text()

MHIEAE IE SO BR IE Rk 2R, JE#
g g 58 SCA o S A S o AR ot
PRIESC R E N (WTURL) , AlfE
PGB e A% o 1 S R G E SCOA
4%, on page 77.

Hffit HTML

html-convert()

A 1E S ESR HTML #5id, {3 Bl AF
HIAESCA N 2 o I S BRI vh 1 P
H HTML U 26 30A, ] Re Bl
FHEI U #s . HTML #4045 4F, on page
78,

W DT 2R S B A S
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s mEx ]

#HR1E

EE

1t AR

3 eI [A] & S A

bounce-profile

WA 53 O AR i IR BT & S0 T 21
IR [HICE ST, on page 79,

gead e B &
4

skip-spamcheck

Eﬁf%%ﬂ%éfﬁ*E’J}iijﬁﬂﬂﬂﬁf%éfﬁfr
ATt &2 g b R rE &= 4t
$E4E, on page 79

GEd AR B E A

skip-marketingcheck

St BRI AR A E . TE S ST
IR MBAEHEAE, on page 79,

skip-socialcheck

LI AL AT G BB A . 1S
et KB4, on page 79,

skip-bulkcheck

SERL AR R IR A . 1SS
KA ERAE, on page 79,

e Bl EE R 4t

skip-viruscheck

iR AR R G P 3 R AN T
WEPF . S PG D RGEHRAE, on
page 80,

Lent SCAHE 2t )k
%ﬂ AT

skip-ampcheck

ﬁ%f%iﬁﬁ ER-pul ﬁ%ﬂiﬁ’\*ﬁK@FHF
M. I)ﬂ 56k S 2 i PR A S A
ﬁ*ﬂ%éﬂmﬁ, on page 80.

ISUREE Y SR
L REi]

skip-vofcheck

T R S A AN L B AR A T g AR i Ak
M. EZG P T R GHRAE, onpage
80,

A BRI

drop-attachments-by-name

TR A v i A7 SCPE 44 5 4 1 Wk
TCVCHECIT B o an SRAFA SCPF B AT
(zip+ tar) . Microsoft Office {4
(doc. .docx) HHBAY P AF (winmail.dat)
@/\ DCRECHISCAE, TSR 2 5
Zx [ B AR 98 25 75491, on page
92 o

LR T

drop-attachments-by-type

A BSR4 MIME 828 (4 A B,
P45 E MIME 888 sl e Je 44 At 1)
Wro WERAFRG ST (zipy tar) /P_J,é\llﬂ
BCHI SO, R 50X SefffF . 152
B AEF1 A R A 2 9825 741, on page 92

e CS ot e |
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#R1E EE 1 AR
USRI | drop-attachments-by-filetype MIER SR E KISCAE “4REC” ILRCHIPT A
{68 BEPEo UnRAF RSSO E I (zip tar) B0

VLRCH SR, ks A X 2L pi . Ak
TEANE L, 1S B M R e R gk s
7~ on page 92,

% MIME 288 I 3¢
B E

drop-attachments-by-mimetype

TR S v HAT 4 5 MIME 288 () T A
BEAE. SRR 2R A4
JE MIME 288, I AN 2 A 2 A7 R4 )
WA . TEZ I MR I DA 7 51,
on page 92,

LSRR IS
TR B

drop-attachments-by-hash

T30 5 S HA B 3 T R SO
SHA-256 {ELICHC 19 IS H i) o A7 B A4 B
o S L 75 A SHA-256 i JE#
DCTC P B4 B4, on page 11814 W B A4
5304 SHA-256 i yE AR ULAC, ) 2
{1, on page 118.

LR/ IBR B A

drop-attachments-by-size

TRV IS A2 v Sty G AL 55 BOK 48 7 K
/N CLAEAT D) T . VR,
X TAERI B 4 S, IR EA S A
RIEARWIRAN T AT A PAT A G i
ZATSERRBERIR AN S B I
M A4 1ok g4 7461, on page 92.

LN RS

drop-attachments-where-contains

F IS A IE A X P A B A
R AT L T A BB E 1) de D Ik E?
WA AE (zips rar) S AT SC
5 IEMZEARAILAS, WA S
LT IS BRI A JE A
7591, on page 92,

FEERIRAE SUT TR e C ST 1F
(RISCA . B DO 2 ELRE B I 2«

W DT 2R S B A S
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s mEx ]

EE

152 AR

#HR1E
LI RN A

drop-macro-enabled-attachments

LI SRR P AT IR HLZR R

WRAF R SR AN S5
U2 AR IR B3RS S o

Note

EE
drop-macro-enabled-attachments

([ ‘file type-1', 'file type-2',

>+, 'file type-n'],
“custom_replacement message” )

b

'File_typefqglﬁ%glﬂi1 ‘4}Z§ZF?HQ
SRR

* Adobe fI#E IR
* Microsoft Office MA¥F
* OLE JCf38AY
© B ESCEHRMB A E — ANk s,

P AE 22 FE BRI R a5 n 2 s 1
TESCR R F G A 1 BRI o

W2 ZA N, on page 49

F22 3] J VG G B
(55

drop-attachments-where-dictionary-match

AR 1] SR TE DL C 4% H M BRBE AT R
MIME #8743 H IR A TR A 40 A 1] AR 1)
FEAEUEC CHAR B P e LR BIED
I A RS A o BB B A2 o 3 2 Bl B AP 1
A act Y& #5749, on page 92.

AN UL A

add-footer (footer-name)

K ST WIS SRS IR o
ARVEAMGER, WS ORI —
wHK “HPE R TR IRRS T .

NI

add-heading (heading-name)

R G WIS TR AN B A o
ARVEHEE, HSH SORBHE” —
A A RTTEIARIL” .

AL IE I N2

encrypt-deferred

PRI IR, MRPFARELHEN T —
ARBEFRE, JFAESE I A AL BE S HEAT N
WAL,

e CS ot e |
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1R % 59

IR AT smime-gateway-deferred TEARIRI R, A i e A Ik e B S

S/MIME % 4/ | ¢ sendinaprofite ) KIS AERAT SIMIME 284 5. %%
] A% S/MIME 2844 5 2 454E, on
page 68,

S/MIME 2844 /%% | smime-gateway ( “sending profile” ) | ff FIJ45 g A IXHC & SCAFXS HELHAAT
S/MIME 2844 8N, FFALIRIAT, Bk
AT DA EE . %2 [ S/MIME %
BN R AE, on page 69.

AIITIEE R AN tag-message (tag-name) K E SOREA N2 B4 LA 55 DLP S
REPERC A AL o 57T LUK DLP SRS
PIRVEEEiRaRE IR R TR 15 S AR Y
XTI ANASTT Weo 152 08 IS A b
W HAE, on page 81F1 “ i 2k i)
3,

NMHESH log-entry FEAT B GORE B R AR I 2 SCA S
PEH&E. ORGSR R, HE%
FURE o fEHEPEERER h o 152 s I H
4% H#EAE, on page 81,

*Eﬁ URL fﬁ‘%ﬁ#% ® url-reputation-replace *Eﬁ URL E"]fﬁ‘}‘%ﬁ1§& URL Ejiliﬁ?'v °

ps >3 B o .

URL éﬁﬁ%jszl—( url-no-reputation-replace ﬁﬂ%l$5£lii‘%{’ﬁﬁﬁ$%§ﬂ&%$%‘%ﬁ URL

*ETEURL{E%%EF% ® url-reputation-defang {%%E@‘[‘%{ﬂm

URL ") 8l ® url-no-reputation-defang 2 URL 15 ZH4E , on page 81,

*E}E URL %}%, ){% ® url-reputation-proxy-redirect

URL 3¢ ﬁ @JE‘%’I' ® url-no-reputation-proxy-redirect

A Y i

M URL &4 | uri-category-replace R4 URL Z&5E 2 URL 8 AT .

URL FH S B HURL 211, on page 84.

1:&(% URL ;Fé%”ii:ﬁ//% url-category-defang

URL (7 g

*E?E URL %!é%[”%_ url-category-proxy-redirect

URL F5E [n) 21 R}

2z

L A A0 fed ARG WOy s pF b 2eds “ RN 7
fisk, IR IO “fRERAENT .
W2 W Dy I MR AR AR, on page 85,

W DT 2R S B A S
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M 44-4H

wera ]

1R1E 073 15t B
P 30 no-op RPATATAT A . 1755 0 -1, on page

85,

*gid e A% (s it
IEaT

skip-filters

PRI A AT AR IR e AL 3,
Frgk sl A E . WS ki ) 4
A JE RS 4, on page 67,

* I3 S A drop TR S B A o 37 2 B N BR 454, on
page 67

IR (A A bounce HFEMEPE R B2 KA N o T2 AR [IHRAE,
on page 68,

I I LML | encrypt A5t T JERH S 0 85 0] S0 A P s -

Z [ %454, on page 68.

* AR

AR EMR

* [f£F4L, on page 61

ETEL%E attachment-filetype %D drop-attachments-by-filetype rules qﬂTEiE§§A*$¢jtﬁ#§$ﬁﬁ (ﬁﬂ
“exe” A BLAFLHMIMIE . AsyncOS % T3 A H A2 B4 4.

01 SR B I PE U A 35 ST U BN A s S PETRIR PR IO , IS 4 80 A 5 oA
ARBEEUE SO PESIR M U A S PR T A o 0301, T 05 A 2o M K A 2
exe SCHEKI AT M4

exe check: if (attachment-filetype != "exe")

drop () ;

}

R BB E 2K, AR D AN L exe SOIF,  WBPFRIAT MR IZ M, RIAE
FAbPRAEAZ exe SCIF.
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Table 6: Fii {48

B4 28 2 R EEfil:ob At S

Y * doc
* docx
* mdb
° mpp
* ole

* pdf
* ppt
* pptx
e rtf

* wWps
* x-wmf
* xls

* xlsx

APATRE * exe
* java
* msi
* pif
Note REPE AT HATRE P UK AR ser ST, HASNRE H e g8 IX
Rl iR

JE 4§ * ace (ACE Archiver compressed file)

* arc (SQUASH Compressed archive)

* arj (Robert Jung ARJ compressed archive)

* binhex

* bz (Bzip compressed file)

* bz2 (Bzip compressed file)

* cab (Microsoft cabinet file)

* gzip* (Compressed file - UNIX gzip)

* lha (Compressed Archive [LHA/LHARC/LZH])
* rar (Compressed archive

* sit (Compressed archive - Macintosh file [Stuffit])
* tar* (Compressed archive)

* unix (UNIX compress file)

* zip* (Compressed archive - Windows)

* 200 (ZOO Compressed Archive File)

FIXBESCAFR A A AREAT “ IS

W DT 2R S B A S
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przz 1

B 428 2 R

AR KR

AR

* txt
* html

* xml

K&

* bmp
* cur
e gif
* ico
* jpeg
* pcx
° png
* psd
* psp
* tga
* tiff

A

* aac

e aiff
* asf

* avi

- T
* midi
* mov
* mp3
* mpeg
° ogg
* ram
* snd
* wav
* wma

* wmv

bee() bee-scan()s notify(). notify-copy(). add-footer(). add-heading() F1 insert-headers() #fE HAH —
LA IR e AR BRI S, XA R AT AR T B S IRAG R S R X LR R AR SRR

Pk (B IE PSSO S (B¢

e CS ot e |
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et

B sez=

Table 7: 8 ST IERIRE L E

TS Bk 152 BB
IRERERS SAllHeaders IR [AIR A Sk o
IESCTRAN , IR [P RN B AR R
$BodySize
EHEEN CCortifioatesianers IRIFIR B2 4 AE 15 subjectAltName H R 28 N . RV
7 45 ., 1S $CertificateSigners #:1F 45 i, on page 44.
H 3] Spate i MM/DD/YYYY #% 20 B 24 1 H 1.
CEF M4 , ORIl i & S S04 .
Sdropped filename
A4 sdropped £ilenames BoREMER SRR SZR (5 $filenames 2R .
CUMBR R S A , R O BRSO B3 CGRIBLT $filetypes) -
Sdropped filetypes
(EESW LN sEnveloperrom IR AR A 115 & AN (SMAIL FROM>).
(EEELVCEIN n IR [HT A B A 45 B A (<RCPT TO>).
$SEnvelopeRecipients
a4 6filenames IR [R IS A B A SO A 44 3 5 B A1 3
A e SRR S 8 55 5 s
AR s£iletypes IR [R IS B A SO S RS )38 5 4y B A K
JURE B SFiltertame RFNEAEAC BRI L JE A 2 FK
GMTimeStamp SeMTimestan PLGMT BB GR IR B “ Ol 7 (Received:)
} 7 o 0124 AR T .
HAT 4144 seron IR N R A A N VCEC I R AT NI A2 R n R kA
’ NALBAT4FR, WHEA T “>Unknown<” .
VCPE ) P 2% SMatohedContent IR Rl ik A S E AU I N 2% (4445 body-contains 55t
VEA NN py 25T )
AP 9 54 s spolic R A1 NI B Y 22 A NI HAT SEmS I 44 FK . il
! AL FUE RIS A FR, WHEANFRFH “>Unknown<” .
53k sHeader [ strin QR JF A WA AL S LR A5 Sk, IR BIG S SR . 1
# TR, WA RUE

W DT 2R S B A S
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ik ason FrEmmtarzarse [

TE BE ERA

FHLA SHostnane IR AR OC 1) F LA

PR HE AL ID st R[] P R FH AR R BRI EAF ID 8 “MID” o 1215
RFC822 [f] “Message-1d” {H (ff Ff] $Header £ 3% TR
o

Pl SRecyListenor 4 A B T T R P R R

Bl T TR VAT IS A2 ) 42 T PR R

TR IP ikl sRemotolp TR AR A A 2 28 WA I DG PR R 42 11 TP Mk

TCAE AL s remotenost R[] g A Y S R Ak R A TR R AL ML A o

IP 521595 sReputation RIVESE NP (525159 0. R BA Sy, 28l
[ 96 » R

F , R[] S A

$Subject
I [a] cTime TR A i DX 2 iR T
) 3k ST imestom IR PR B« ORI 7 (Received:) 47 HASHI IS [X 1) 24
’ i1 o A9
FEXER

o E ASCH “FRFEEA MR AE L pE #3458 /54 i, on page 65

iE ASCHl =T EFNMR T ESHIR(ET &

R FEE1S0-2022 FEU ARt (5 RIS 5 ) MEAEAR Sy R, 330l 50 i [ b
A AT A T UTE-8 a1 BN 5| W S R 3% i3 40

LEC AR AL

JUCTC B N 24 2E . HBAE IE Sl B £ BB I ST A5 BB A P 28 25 A2 1) I A2 T B o 25 X A
I, AT CAEE A e B R R USRS N 2 . W HBLE IE ST, VCREE ) 2 AR e s Bon . 4k,
AT LI $MatchedContent 4547 A8 5 7E M4 5 R -H AL 35 VS BC T N 25 o

P A Hb B 2 D Ll A S P B P 7 T D s LU KT AN, GUIL AT BE 2 S s AR S B i A 1oL i 4 A
IR (LA E A IERHRAEI AR o GUI SRS AR A 4k A VERC IR HEN], (R R b4
W Y AV RC IR KGR 212 o R AR AR R A GUIT S (1 P 25 VG TG 38 AN e i 24 o e ol FH g
o BRI EGE F TS AF RSO B SR ke B S A A AN 23 R DL S 7 44 5 DL S I e FE

WU FR A% 2 TE A o

e CS ot e |
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Figure 2: EXRMERBERXEFNLREAS

Matched Content

= palicy
Attachment Marne Matched Content Condition
FPL1.1.txt ® M5 38930 USA Facilities 662-646-0523 jsamuelson@acrecorp.com 7/17/06 A DLP Classifier! Contact Information

4929132070312710 Acme Corp Irene Gibbs 08 Sumner Street Greenwood
MS 38930 USA Publishing 662-646-0522 igibbs@acrnecorp.com 2/1/07 &l
4485231592071860 Acme Corp kathy Lopez 808 Sumner Street

Greenwood MS 38930 USA Marketing 662-646-0541 klopez@acmecorp.com
2/1/07 4716298862510192 Acre Corp Marty Smith 808 Sumner Strest
Gresnwnnd MS 3R330 1S4 Frningerinn AR2-RAA-N542 o

|

Headers

®-IronPort-AY: E=Sophos;i="4.43,282,1246818600"%;

d="tzt'?scan'208";a="178202"

Received: from d2,vmw023-bsd04.ibqa (HELO vmw023-bsd0d.ibga) ([172.22.107.1])
by c360q02.ibga with ESMTP; 28 Jul 2009 16:25:03 +0530

Message-1D: <792087,516002035-sendEmail@vmw023-bsd0d =

From: "user@test.com” <user@test.com»

To: "userl@test.com” <userl@test.coms>

Subject: DLPTEST

Date: Tue, 28 Jul 2009 05:42:11 +0000

#-Mailer: sendEmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525.714612664"

Message

Test

Message Parts

Mame Size Details

=

[messags body] ASCII text, with CRLF line terminators

FP1.1.txt 1K | ASCII text

R4 1R =R HR R UL R #7131
T H 0 A 21 S A0 S 7 AR

o ik ) g% MR A sk pE AR A, on page 67
* MERERAE, on page 67

* JB[H#E4E, on page 68

* N #EAE, on page 68

o JEENFE A IEAPILERAE, on page 69

o APIEIEAE, on page 71

* bR B AN ST 24T, on page 73

* BT N4, on page 74

* B BULE BHLERAE, on page 74

s BB AL GRAR CHNED 4, on page 75
* fER4$4E, on page 75

* MERAE k1%, on page 76

* HNAE k4% , on page 76

* Y415 Sk SCAHRAE, on page 77

I EFIRR T RS SR S
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Bk I e R BY R i

il R 351

Lt |

* it 1E SCCAERAE, on page 77

* HTML #:4:354%, on page 78

o B[R HCE SCPFEAE, on page 79

o B8 RBIMIAF R S #AE, on page 79
o SRl RO HEPE AT, on page 79

* SR i EE R G, on page 80

o GO SUHE 2 I E RS o3 B R Ge4AE, on page 80
* LG i B R AT, on page 80

WS IHBAFARIC R4, on page 81

o W H &G4 H4E, on page 81

* URL {5 Z 1 , on page 81

* URL ZKJll##4F , on page 84

* Jo#EAE, on page 85

o Dyt HRAFAS I ER A, on page 85

TR RAE

skip-filters PR AT ORI AFBRL M F I SRS MAEMTRE— DAL B, JFRSEE i EE . AR MR AT
PIRPAT ISR, il sxip-fi1ters BARITIBPRR AT SO BLRIB AN B N 44l o skip-filters
(R HESUREIINE TN 72 S P (o8

ﬁ” Jggﬁﬁiﬁﬁﬂﬁfu customercare@example.com, &‘Eﬂf§x§E§$Tib boss@admin Hﬁﬁﬁ%?ﬂﬂﬁ#

bossFilter:

if (rcpt-to == 'boss@admin$')

{
notify('customercare@example.com') ;
skip-filters();

}

darop BAE R ZFFMA, ANHATAEMAEIE . MIEASRPIG RN ASBOEBEREN, thAhs
MATATHE— DAL PR

T VRS E JC AN george@whitehouse.gov, ZJa M T/8 A spam JF 3k BT A 1B

spamFilter:

if (subject == '"~SPAM.*')

{
notify('george@whitehouse.gov');

drop () ;

e CS ot e |
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pounce FEVE MG IBAEAE RIS RAE N (BEKEND , At — Db s,
THliE ﬂﬁgﬁﬂgLJﬂéEij@yahoo\\ com £ E%E@%Bﬂ#ﬂﬁﬂtﬁﬁﬁﬁ¥iﬁﬁﬁ#c

yahooFilter:

if (mail-from == '@yahoo\\.com$")
{

bounce () ;

}

encrypt AR BCEL IR0 25 lC ST A 1) B AR BC A A A% 326 i 25 R 44
THNILPE 2SN R AL A [encrypt] 1 A AT I

Encrypt Filter:

if ( subject == '\\[encrypt\\]' )
{

encrypt ('My Encryption Profile');

}

\)

Note 00 Z50H pog 26 Fv ) N 85 6 4% sl FEAS B I IR GG IO B A I S I B 2R o I, bl B A5 0

RIS S S (RN ITR A WO S

fRIERT S/MIME %52 35 in B4 4E

A&k fEr, smime-gateway-deferred #AE (0 8 5 I ACE B E SO, RHIBAFPAT S/MIME %544 5%,
. XEWE, MRS N T — BN, JREE A G AT 2 4, B HARIx .

FEARIERE R, R A PEARS FTAT R AR KA N AR KB PFEAT SIMIME Jil#

smime-deferred:if (mail-from == "userl@example.com") {smime-gateway-deferred ("smime-encrypt");}

W DT 2R S B A S
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smive 2z sz

S/MIME 252 5% #R1F

smime-gateway #/F 1 I 5E (K A X E B SCHA BT SIMIME 2844 8, JF AT (&%, BhidAT:
] 5 SEAL PR

T HIRLE SRR B B AT NI SRR IBAE AT S/IMIME 2844, I 57 BME IR I S i1

smime-deliver-now:if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}

188 &N FNIE ENF- 40 X 4R 1E
notify Ml notify-copy #RAFLORE ML HTMILE 4 2 A X B4R E MBAFHBhE . notify-copy ARG KIZIR
SRHEAEIRRIAS, 2RELT bee-scan #:4F . AW AN A5
o WSAE A% A B I 18 R B R A R 5 A A AR BN (vatr wrom Al RepT TO) AT & A 7R
o HEPEAGHBAFAS 2k o
o WA DT HC I DERS K A4 7K o

T L R I N AT YRR EERE AR . A R AR I R /NS 4 MB AR, R IL
*gﬁ\EEEBmB#Fﬁ]admin@example.cmnZiﬁiﬁgiiﬁﬁiﬂﬁgﬂ#’ ??ﬁ%é%ﬁﬂ&%ﬁﬁ?#:

o

bigFilter:

if (body-size >= 4M)

{
notify('admin@example.com') ;
drop () ;

)
B

bigFilterCopy:

if (body-size >= 4M)

{

notify-copy ('admin@example.com') ;
drop () ;

}

ﬁ%iﬁ%ﬁﬁ?)\%iiiﬂlEiﬁiffﬁﬂ¥§§ﬁﬂﬁMBﬁFﬂEﬁt (ﬁ”ﬁﬂ, J:ﬁii%ﬁmqjﬁgadmin@example.com) s ﬂZﬁJEiﬁi
2 MSLE I BT 15 B N /EAR B sEnveloperecipients (IS #EEEAL &, on page 63) :

bigFilter:
if (body-size >= 4M)

{

| e CS ot e |
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notify('SEnvelopeRecipients');

drop () ;

}

notify AR SR E = ANESMYAIE SR, WX LEESH R E Ak HERANFA AT

SRR I FUE XSO BEYR I LESHOn LN tHBL, AL, G SRS A e N B S S
Rk, A R

FRSHOAT A & Al IO JS AR P SR IR AT IS S PR MEAZ EL, on page 63) .« TS 4

%kikﬁi%i%}Message Notificationo

R 3 RAT NSHOT LURAEAT A RGBT bk, 7T LR A AR 0] B A 50 A s 4 S A R A2 PR 454

AR $EnvelopeFromo

WA SO AW ABARR I R A XGTEAE R, WS BB %N, on page 92,

PR BIxS b an BT T e, O LSO (oigrilter] Message too large, HFIRFIERIZN
AR, FEEA “message.too.large” AR :

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

%ﬁiﬁﬁIBi{ffﬁ SMatchedContent EETFE%E%ﬁﬁ%HZi?#J\EQ%?ﬂEEiEiﬁﬂli?ﬂ??fiﬂﬁ%ﬁo SMatchedContent
AR BT WoR AT UESS I N A BT, DU I SERS S AR ABA ik 45 SIS T8 0 A BE AR

ABA filter:

if (body-contains ('*aba')) {
notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');
}

X EM

* AN, on page 70

A LA “ AR YR” (Text Resources) TN EY textcontig CLI 44 H a2 SO SR il & o FH T
notify () M notify-copy () HAEMISCATIR . W RAEIEE A @ SCEABR, BB . BRIA

W DT 2R S B A S
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wuizne [

B AFEUSAAE K, 0 B E SGEHBBCERAALIRIAE k. 20 B SGBEENh R i aEE Sk, %
{?ﬁbﬂ SAllHeaders ﬁ"‘%’f/l;gﬁé% o

AREME R, WSW “SCRBI” —H.

FE N IR EI R, 2RSS A R SCHTR B e AR I, ZR Geas ) PB oA N A& B o s 1k
K:

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',

'$EnvelopeFrom', 'message.too.large');

drop () ;

}

B IR
e FAE SR IBAF I I 44 Rl AR R LA R e W N o S EA BRI . el T B A s b I R4
FPIE, HEEARIAPA S IR BIZTEAE N, ARG KA AT NAS— 5 Hi LR GE R A o
AL e johnny KIER sue IR HHHBAF 2 AFHPIL LS momehome . org:

momFilter:

if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))

{

bce ('mom@home. org') ;

}

bee BAFIE SCHF IR 2 = MNIUMAPIESHL, WX SHTRE AL PP R I B 8 3k (A
KA NS5 AR L XSS HOn s tH L, R, R BB R B R N2 (i 1 R

TSR] e w0 JRUas R A b A A AR R (GE 2 P #AEAZE, on page 63) « BRINNGIL
Ny RORBCEDA ARSI T (AT ssupject) o

HBRAT NSHOT DURAEAT A LA BT bk, 7T DU RE A A 0] B A 80 A Jir s IS A R A2 PO 3341

AR SEnvelopeFromo

JH:%WM%E%E&%J [Bcc] <original subject>, 4%‘1@[5]5%%%&7’9 badbounce@home.org, T}#}:‘ETJ:#ZT—\‘

e
momFilter:
if ((mail-from == '~johnny$') and (rcpt-to == '"“sues$'))
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. bce-scan() #{E

{
bece ('mom@home.org', '[Bcc] $Subject', 'badbouncefhome.org') ;

}

The alt-mailhost is the fourth parameter:

momFilterAltM:

if ((mail-from == '"johnny$') and (rcpt-to == '"“sue$'))
{

bcc ('mom@home.org', '[Bcc] $Subject', 'S$SEnvelopeFrom',

'momaltmailserver.example.com') ;

}

A\

Caution  5cc (). notify() BAK vounce () SEUERHRMES RIS (Fide . BAHPREL IE S RAIE L Ol
B, RSP S EIAS . TSI D8 SR S QU B IR WA Sk T
fro fFkPTRER S RE, AR I BUR A OL. IR [P0 SR dF 2 QU — B & Js a1 iy
10k PAIRPBTIBAT o AERX =PI DL T, BT MR FREAN S8 B 5z S P4 il AR 2

FRIER ZA TR, BATBLZ A bee o #4F:

multiplealthosts:
if (recv-listener == "IncomingMail")
{

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4'");
bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5'");
bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6');
}

HXER

o WAL I AR 58 S0 T HEAE, on page 112

bec-scan() 31E

pec-scan HRAFIVEEL Y bee BRAFAML, AN ZAAE T AL AU BN B s, DSk 2 e o A
PHEE.

momFilter:
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if ((mail-from == '~johnny$') and (rcpt-to == '"“sues$'))
{

bcc-scan ('mom@home.org') ;

}

b B N & HI R 4E
quarantine ( ‘quarantine name’ ) AR AT N BN B 25 X A B IR E . A3 k@ 25 X PR 45 8,
&M “BBEIX” —%, duplicate-quarantine ( ‘quarantine name’ ) (VAN Ed ST

FORFHRERR D, TR A ISR Gk Sl i IR . BB X A FRIX 7 KN

FERRAC A TN R B X R RIS A kS 1 R S R AR B 70 o IR PE BIA AR R, iRt
HSPER AR I A TN — AN B AR X, IPERE IR LEBAS o A0, BRPRRE At . TER, IR
MEPFAAT BIA T IEAR R, MBI ASBIRNRRE X

*ﬁbﬁﬂﬁy ﬁﬂﬁ%ﬁgﬁtfiﬂgggfgf?quarantine()%%TF: %Eﬁtziﬁgiﬁéibounce()Eifdrop()%%ff, $B¢F2<
SBIRANBGEX, DA e R A PR R 2A A R R SR PRS0 2 bR B X HR A, (HLR PR
S B B B ST BB TR A R N A YE AR BT, MK EIRIE L. skip-filters () HAESSEL
MR AT A e AR P DS, (A AL DE RS T BEDIRIE T o B, W SR AE P JEE A B b
JRNBEEIX, FFAHE skip-filters O #AE, MAMPERRBEL I RAR ISR 384, JERERRE, By
FRMBARAE TG 10— AR A S BUIS R 57

E N RE, SRR “secret word” i 1L HP AT AR 1] 0, B A4 48t & 326 42 Policy B 25 X .

quarantine codenames:

if (dictionary-match ('secret words'))
{

quarantine ('Policy');

}

FE NG, ABRE 2~ wlElE T EFIAT mp3 SCPERAF R ESENS o A SRS B3 .mp3
i, R 2ZAZBAR R, JERER URUG IESCFR ) KRS BRI N — DS
B ) S WA ) AR B B 2 A& 31 “ 5Ems” [Policy] KR IETIX o ) Tt S A7 b SRS BEL 1 R A
SRS N5 345 SR M RES 25 DR TR F o

strip all mp3s:

if (attachment-filename == "' (?2i)\\.mp3$') {

duplicate-quarantine ('Policy');

drop-attachments-by-name (' (?1)\\.mp3$"');

}
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fE e ik A 3R 1E
alt-rept-to FAFQALAERII MR IO FTAT S N B AR
RO A B B MU 6L reetise. com HUFTA MY, JEHSUBPERIFTA P A B

j@ system-lists@myhost.com:

freelistFilter:

if (rcpt-to == '"\\.freelist\\.com$")

{
alt-rcpt-to('system-lists@myhost.com');

}

Rz EHIRIE
alt-nailnost BAEAGHEEIBIRAY AT A Mk ARG P HEEECH4 S BT P bR L4

\)

Note .1 t-maiinost BRffE AT B b S 10 SRS A4 5 1 2 A B3R P RS A BB B o alt-maiinost #
YRR i quarantine BRAEIFHE MBI AL 2R AE IO HILE N L

T A AR B WA e N Rk B 5 1) B E ML example.com.

localRedirectFilter:

if (true)

{

alt-mailhost ('example.com') ;

}

K, 5E M3 joeeanywhere. com B MBLFAR AL A7 T example.com, HAF B Akt
joe@anywhere.com [FIREFEHL. F R, smtproutes ATAFi & WA BUSNE t 15 BA 25 se bR AR 1 1%
%.  GESPYEE EAHIR IR, D

\)

Note .1c-mailnost BAEASCREfR@NG 5. BIL, 7N SMTP .

AL PE AR BT A AR ) B 192.168.12.5:

local2Filter:
if (true)

{

W DT 2R S B A S
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eamEm (emnmxsn BE ]

alt-mailhost ('192.168.12.5");

}

EBUREN CERIMXHE) #RIE

FEIRME

alt-src-host BAF UKL YR EHLSON FRE M. IR TNLELFR HEAEAURTY 1P 4% 1 51 1P #5114
R FE— AL IP 1, R AEARIAMEAT I R WAL T AR U5 R TP # . SEBR b, BLERAE
A AFE— A IBAE R R QI 2 AR G ht . A7 PRI B, TS DA AU R 5C™ BRI f
FEAE AR FE MR YK o

IP U BEC) R GE BTG A Y TP 2 1 8 4. AU B ot (f£3%) TP 4211 outbound2
DK E TP HUhEy 1.2, 3.4 BUIZRE EHLRIBTA MSAT QU R UM 5 .

externalFilter:

if (remote-ip == '1.2.3.4")
{

alt-src-host ('outbound2') ;

}

AL PEGER N IP HUIET, 1.2 3.4 BRI RE BN BT AT s AHAE T 1P 4511 41 Groupl .

groupFilter:

if (remote-ip == '1.2.3.4")
{

alt-src-host ('Groupl');

}

archive FRAEPTTEMB AR MY OC A JELaa A CRLAE B mEARAR Sk Al N £RA7 R mbox 4% xC S
ICERAE RS FH ORAF A 1) H S S B RS . R e B a0 it B4 I B 2 6 A8 FH 4w S 44 1
HEITH, ST e A i geds B Gk shysss ity ss H BSOS, ATLMEH fiters
-> logconfig FAn- & gmi it yERs H &R,

)

Note | gconfig T2 filters [T AT4 o A R Tar 2 M5 8, 12 Ml CLI &
BRHR A5 € 2%, on page 96.

mbox A% AR ENT UNIX HBF RS X, 1 HAT 22 PP s B AR ol 35 B SE 2 i AT B s . T K24
UNIX &#%¢, LI “nail - mboxfilename” SKAH SCIF. mbox ¥ 24l SeA, Rt aff f
i PP SO G 25 00 £ 5 IS A PR PN 25
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| W G

FIBRAS KR AE

NG KIRIE

el S oo |

E R E R, RS R ALY Soesmitheyourdomain. com VCAT, TIPKG M {-EIALRAE 244K
joesmith M H&:

logJoeSmithFilter:

if (mail-from == '“joesmith@yourdomain\\.com$")

{

archive ('joesmith') ;

}

strip-header HAE SR B MM 2 SAAFERE E M5 3k, I AIRPERMIBRIX 4T, SR P60 f71E
ZAME LI, BAE SR BT (S k32 (Fil4n “Received:” f53K)

FE NG, BT WP AEAR IS TS B M ER 5 2K x-Deleteme:

stripXDeleteMeFilter:

if (true)

{

strip-header ('X-DeleteMe');
}

Kb BEAE SN, 3 A Sk 02 A LA AR AR B R P AR S 5 Cln A TS n s I3k 54 5
ML BEERAE MO SO o RTINS R, TS PR S ATRAE, on page 5.

insert-header FAEFAREH I JATA BRI H . AsyncOS AR A MIE SR AT hnitE; 20
DRAE R S AEAT B TIPS A o

FE R 7, GERAEHB A A EIE L, WIEA A x-company HAH A My company wame FI{H
%Z

addxXCompanyFilter:

if (not header ('X-Company'))

{

insert-header ('X-Company', 'My Company Name') ;

}

Insert-header () i‘ﬁ'ﬂ’ﬁf{]ﬁﬁﬁ%iﬂi*ﬁﬁﬁFAsal ?fﬁt’ {E{;%fgﬁﬁ'ﬂb@j% ASCII (ﬁ'%ﬂ%jﬁ) °
A AR R T AT HT BN 5 RS 2, DU R PR BE b A sy ] 11k
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migtasanr

\)

Note  strip-neaders fll insert-header BAET LAGE O, #5 SRR BRI BT AT MBAEA5 Sk o £EHLL1E
WU, AT Z ARG Sk (W1 Received:) 5 MIERLEEULR, ZAMHIE {5 k529 n]
AES NI MUA (40£ A4~ “Subject:” {53k

ARSI, AR S 24T (6L 4 AE AL T b B A S B I R s s -
Rt IEBAE O OO o ARV, TSI SHUAIRAL, on page 5.
PRAR 1S KA IRME

edit-header—text FRAFESCFRFIIENZRIE BB RERE SR € M5 k30 . IR IR Sk IMIE
WA, IR RO FE 1E IR IL

i, WP T A1 F AR Sk

Subject: SCAN Marketing Messages

AL IS MBSk ) “SCAN” A, RIM{RESCA “Marketing Messages”

Remove SCAN: if true
{
edit-header-text ( ‘Subject’ , ‘~SCAN\\s*’ ,” ' );

}

RLUE AR A B fE R ] R B Sk

Subject: Marketing Messages

w48 IE XX ARRIE

edit-body-text () mﬁﬁ#iiﬂ§%§t§Edit—Header—Text ﬂﬁgﬁ*ﬁfly 1Hf§ ﬂﬁﬁﬁfﬁfﬁﬂ:mﬁﬂ#ﬂiji Zﬂ
RF Ak

edit-body-text () MSFILIERSME M AR, HP o — NS HL B RANENERIL, 2 A2
FERF AR

Example: if true {

edit-body-text ("parameter 1", "parameter 2");

}

edit-body-text () MEAFI BEASAAE FH T~ HIAF 1E SCHE 43 OC I MIME #83 Wif: “ 137 382 Hisf:
CPRAET TR R, 1S B ISR I S BB A, on page 5.

PLUR 7~ g 7s URL MREAE B, 2544 SCA “URL REMOVED” :

URL Replaced: if true {
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HTML 5535 324%

el S oo |

edit-body-text (" (?1) (?:https?|ftp)://["\\s\">]+", "URL REMOVED");

}

PAR 79 Ji s 2 ORI 5 i AP LESCHHIBR , IR SOA “XXX-XX-XXXX "

ssn: if true {

edit-body-text (" (2!000) (?:[0-6]\\d{2} 7 (?2:[0-6]\\d[7[012])) (I[
=12) (2100)\\A\\d\\1 (210000)\\d{4}",

"XXX-XX-XXXX") ;

}

\}

Note 1y} JVEAE edit-body-text () 18 2% FPAd T2 BEARTRAT o

RFC 2822 5& LT BRI SCAKE 20, (HILESCAR A T — 2 (i MIME)  LA#i{£% RFC 2822
Mt R At N 2% . AsyncOS BLAE T LM hemil-convert () HSAFIE €A DL VLK HTML $
LN

Convert HTML Filter:
if (true)

{

html-convert();

}

SORHIB A PR K FI T 45 € MIME #8738 Tl “1E3C” 38k “WifE” o hemi-convert ) 1L BEAHX
YER T IR IESCES Sy o A RIS SO E PR R, 35 2 B 130 ISP IEF, on page 5.

ntml-convert () IR MAE SR AL AT, K HTML A SCRS A IIER o

W IR AR A SUAR (text/plain), B JEUREIR Il JE AR o MR A2 17 5 (1) HTML W (text/html),
T HTML bR 286 I, =25 ) 1 SO 45 HTML B0 B4 b A7 3 38 XAk,
HHHTMLANE W A4 SCA . WIEREBAE 254 2 MIME CRH 2353/ 450D, BRI 5N
ZE M 1) text/plain 7553 F1 text/html 34543, 1 BE 245 M B3 S 2E 1K) text/html #8745, {7 text/plain #47
XA MIME 288 (1235504 » W IES B MIER HTML 1E 3G 2019 HTML #rid, 4%
HTML 1F 3C 54 A MR A

WAL IESAS, neml-convert () I UEZHHRAE UK M AEFR 104 75 ZEAL R, AHANSS 7 VB 5 4 &5

o A REFESERUG, XHBAER S A S A IR T At D B AL BIAE e i  RAR A
IE3.
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emmExrgE ]

REIBCE SCHRIE

bounce-profile FAF A HBAF /> B THAC B KR MIAC B A GHSRE AR IHELE. ) WEREBEIS
WAL, DU T L AR [ E SO E B AR IR (BB 0. T b 2l RS AL i A VTWT R e (O L R 20 e &4
IS (KD AR (RIS B (SR E MDD .

E_FEE/J@/}E%%{?WEP, 7'7%‘%7'7 X-Bounce-Profile: fastbounce E’]Fﬁﬁﬁl‘ Eﬁﬁﬁ:ﬁﬁbﬁﬁmbﬁi

{4 “fastbounce”

fastbounce:
if (header ('X-Bounce-Profile') == 'fastbounce') ({
bounce-profile ('fastbounce');

}

23 I i IR AR R e iRAE

skip-spancheck HAFIRR KRG SLVFIBIFSEIT KRG LR B AR T AR BRI E . 2R
ARBCEFE T WA S M AERL 0, s RMACRE WS PEAR I B AT BSR4, A2
X HBAEREAT b B

PAR 7R Se v i TP A5 24553 IR BB S ol 35T P 7 (1 B ol 33 M A1 1oL 9 2 i

allowed list on reputation:
if (reputation > 7.5)

{

skip-spamcheck () ;

}

AR ER

o A N gkt S D e
o G 7 S ML i e i IS 9 S AR B T s

S I ER R AE
0 LA AR S P A B AR A T T 9 M PR 0 B B ek A 1

R 1 I AR IRAE 15 R

skip-marketingcheck GERL B X A ST A
skip-socialcheck GEIL B X AL A I 45 S ) 35 A1
skip-bulkcheck GERL B R BB ) B A
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B sovnszsee

el S oo |

PAUR 7R Bl e AE M RS “private_listener” _EHEWSCIR BB 06 20 S8 1) AT 0 465 IS £ A € IS -
k.

internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck () ;

}

LB fm s R PIRE

REXHEED

R mERAT

skip-viruscheck BAFTRR RGACVFIRAFSEE R LRCE PTG M RN R S8 WERORIC & D 2 &
g8, SR MNAAGUBAEARIC A ST 440, R A AN Xl AT b B

AR 7n il e AE M RS “private_listener” _E3ESCHR IS A Y S8t S by SR S FIBI 3 2 AR 5

internal mail is safe:

if (recv-listener == 'private listener')
{

skip-spamcheck() ;

skip-viruscheck() ;

}

TIRFL M1 R GHRIE

skip-ampcheck #AFFR 7R REESLVFIBAFSEIE RET L HCE SO Z D DERISCA 23 #r o o SRR B S0 A
R LR AN ST 0T, B SR MACKE SRR A0 D ¥ G REAT SO FAR E R BRSO i, et A
SO IBAEREAT AL PE .

LAR7- 45 € 25 PDF B Al N Sead SCPHA 2l g An ST i o

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

IIL. ﬁtjEHEH:I} ﬁf

skip-vofcheck FRAFTRZS REUSVFIBIFSEIL I BEE A DEAS T . W SR i A L e AR 0 R SR Y »
VEERAEAN S IR FREAT AL BE

LR sl 45 sEAEMIVTFE /7 “private listener” 32U MR 2R R S8 4 & ik g 23414 .

internal mail is safe:
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if (recv-listener == 'private listener') Outbreak Filters

{

skip-vofcheck () ;

}

N INEREErR I ER1E

tag-nessage B SAEAMRMBEE RN (52 SURYE,  BUEAET DLP st 6. 457 LU DLP SR
B AL SIS PERR SR ABPE . WSPERR AP AT We 5 R BN &7 (a-za-z0-s -] F°
FFYETh SR FERL AL 5

AIKRLE DLP WSELIEAOR RO B, B0 “BiBRZ R e
LA PGB R B ERI 2 “ (enorype) ™ NG SRR, HTLAGIEE DLP 5005, WIS
FHISTE D T, 0SB 251326 FLAT LIRS -2 X S A

Tag_Message:

if (subject == '“\\[Encrypt\\]"')

{

tag-message ('Encrypt-And-Deliver');

}

AMBEEZBZRE

URL &

#R1E

log-entry FAFEAER BZON 7 ST HAE BN B E UK. SCATT U S A 2cs . ] DU it
BAEARAN TR SR, LR AR B DEAS N T AT 23R AR IR e H &A% H oK s £E 1B
PRERER

PUR 7R BN T AR B DX R i it 5 24 I ML A5 B i gl [P H R 46 H

CompanyConfidential:

if (body-contains ('Company Confidential')

{

log-entry('Message may have contained confidential information.');
bounce () ;

}

A F R4 1) URL A5 2435015 24 URL 80474 . ﬁ%ﬁﬁ#%ﬁﬁﬁ%w,m (5] 815 118 o B AN
TR URLA S S H i) URL: #Ek 28 ] URL 15 25F0 URL 28 #4E
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ER S R |
B =i urL 5205 URL D oA

XL AE AN LR o
E URL {5 284
* msg_filter name A HB{FILIEZS IR,
* min_score M max_score A& AN IV H ) e /N R B KA 93 o 3d V0 T LR 4654 i AR 4L
B /NS RAF 7 LA T -10.0 Al 10,0 Z [H].
o PR IRS ARUEAT 2 OGO R Fa e B A, B AT ERAEIUAH “no - reputation” JRAS, Q1B

AR
* allowedlist A € X URL FIERMAFR (I urilistcontig @ XD o F7ERVFFIE A AT
P

° Z:iﬁ)\ Preserve signed, ﬁﬁiﬁﬁ]\ 0 EE 1:
o 1 - R AEAUN T R4 IR A
* 0 - R bR N H T A7 iR A

UIANRE preserve _signed {H, #RAFKEAUNHI T REEL MR

X ER
 FR¥E URL {524 URL &4 4 SCA, on page 82
* M4l URL {52 2264 URL 1[4 80 W, on page 83
* M#ls URL 520K URL € n) 31 VR 424K HE | on page 83

#R#E URL (5£% URL & 32K

EREEERSRESSFNBUTIRE, EMITUUTRME:

1 H] uri-reputation-replace E/F.

] url-reputation-replace AN, LIS IITEILN:
<msg filter name>:

if <condition>

{url-reputation-replace (<min_score>, <max_score>,’ <replace_text>’ , '< allowedlist> ',<

Preserve signed> ),}

,E\EP, replace_ text %%%}ﬁ% URL E/‘Jizlgo

EEEERSZS A REBSIFNITIRE, BRITUUTRE:
f#H] uri-no-reputation-replace F/E .

# F url-no-reputation-replace FE/ER, LUERFHIETL N
<msg_filter name>:

if <condition>

{url-no-reputation-replace ('<replace text>', '<allowedlist>', <Preserve signed>);}
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132 URL 15 %54 URL s I

}iq“, replace text ﬁ%%ﬁ%?%% LHKLIqutZKO

HR#E URL {5& ZF% URL B9 BLAf

EEFEMRSFRBSOIBITRME, BMITUTRE:
{8 url-reputation-defang #E{F.

i uri-reputation-defang HAEN, IIIERFITEILN:
<msg_filter name>:

if <condition>

{url-reputation-defang (<min_ score>, <max score>, '<allowedlist>', <Preserve signed>);}

EEFERS MRS O IHITIRE, BMITIATRE:
{#H url-no-reputation-defang FEfE.

i url-no-reputation-defang FRAEMT, I UERSIKITEE R .
<msg_filter name>:

if <condition>

{url-no-reputation-defang ('<allowedlist>', <Preserve signed>);}
RIE URL 5295 URLEEREI BRI 2 £ R IE

EEFEEMRSIRBESIFBITIRIE, BHMITUATIRE:

f#H] url-reputation-proxy-redirect #A{F.

{#[] url-reputation-proxy-redirect HRAEMT, IhyEARIRTETE K.
<msg_filter name>:

if <condition>

{url-reputation-proxy-redirect (<min_score>, <max score>, '<allowedlist>',

<Preserve signed>);}

EEFEERS A REGIIRITIRE, BPRITLUTRE:

i url-no-reputation-proxy-redirect #fE.

i FHurl-no-reputation-proxy-redirect TRVERT, EUESSIKEL .
<msg_filter name>:

if <condition>

{url-no-reputation-proxy-redirect ('<allowedlist>', <Preserve signed>);}
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B urossize

URL 25| ##1E
FEFHMELE ) URL JE0ME 25 URL 8HAT N . A REZEAE R, W2 B S S A F5 2  URL
HE OB ) URL: fEIE 38 & 4T URL 57541 URL KA AF
XA AT ZI
TEFTAT URL 2850 #15rh

* msg_filter_name & 3L SRS K A4 FR o

* category-name #&: URL K. HIE 502000 . ZRGIEMI A FR, A E N AL IE
AT URL B4 e . A7 R RG], 523K T URL 2.

« url_allowed list & 252 X URL #IE K4 GELE urllistconfig i 4 ) o

* unsigned-only: HiA 0 5% 1.

o 1 - RRUERRAE DO T AR AL W F
* 0 - K SLAAE N TP e

HXER
* ¥ URL 58 URL & #: 4 3CA | on page 84
« 55T URL 2851 2Bk URL ") , on page 84
* 45 URL 285516 URL 05€ ) 31 1R} 4 A2, on page 84

HR#E URL 25514 URL #5160 XA
fﬁﬁﬂ url-category-replace ﬁé«Fﬂiy fiﬁggggquktjh:

<msg_filter name>:

if <condition>

’

url-category-replace ([ ‘<category-namel>" ,’ <category-name2>" ,...,

’ ’

‘<category-name3>’ ],

}iqﬂ, replacement-text ﬁ%%@%?%% URL HﬁjtZKQ

<replacement—text>’, <url_allowed_list>’ , <unsigned-only>);

£F URL 2551 &% URL = Y B A
] uri-category-defang #RAENS, IPEARIITETEA

<msg_filter name>:

if <condition>

’

url-category-defang ([ ‘<category-namel>’ ,

s

<category—name2>’ PR ‘<category—name3>’ 1,
<url allowed list>’ , <unsigned-only>);

HR¥E URL 225195 URL EE [0 2] BRI R &K 12
{fﬁﬁ url-category-proxy-redirect ﬁéfFHﬁ, iiﬂ%%%ﬁ@f%%&i@:

<msg_filter name>:

if <condition>
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TeiR1E

2t I}

url-category-proxy-redirect ([ ‘<category-namel>" ,’ <category-name2>" ,

‘<category-name3>’ ], ’ <url allowed list>’ , <unsigned-only>);

TCHAEEAEPAT no-op B no FAE. M0 R AEASALTEME Aok g2 A0 H M %0 BR g B 25 s S LA, )
DA R e . i, ST R A0 R BRI SR A AT N, ST DA e R . AEIR PR
VESS TS, ATRMEH] “HBfEid e 284 2 7 (Message Filters report) BT [ W #288 M A4k € 2 14T A

FER A T LA g s

AR 7 B s DA A P S Pl e v R TERR AR A

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}

(A 3 B A A 45R 4

EIRER B

RYie WOIEHBPE b a3 “ R AEN: 7 fsk, JPRIDERHON “(EEAIENT S
LAUR B P e g 2R MR R (0 RPN 7 AR Sk S b (AR AT LA, R A 20 m] S AR R
WV EC o BOR T 885+ 70, WIS RS S MBR “ RN 7 A5 IER IR IO EE RN

FED CF: if (forged-email-detection ("Execs", 70)) { fed("from", ""); }

HISAH I DA P P A R P SR B3k S P o AN 5 2 ) SRS X BREAPE [ IR A7 SR O B A% Ji s S P ) e
E

ST DU B PF (R e SO FRELa PR A, I DERAF o AR S0 e B P A DI A n]
DL R BRI e (B, exed) AT H M A (B, doc) » filtEeid by it
IR -

AR AR, AR PR BRSO S U, R IE A . SR A R S
(EE FCEAE . W44 Excel 58 Word SCEY,  FRAFFAHE 5 1534 n] DUR I AR S8 AL ik A XS
ff: exe. .dll. bmp. .tiff. .pex. .gif\ jpeg. .png LLAX Photoshop K% .

IS 4 0 1y P A R P AR DA A7 A SCA A U T Py 24 4
* ACE {714
« ALZ 174%
* Apple Bi#EWAG
* ARJ 1744
* bzip2 1714
* EGG 1744
* GNU Zip

e CS ot e |
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B sranmeaomedrs

* 1SO WAt w4

* Java f74%4

* LZH

* Microsoft Cabinet 77
* RAR Z {7 3

* RedHat #1008 BEAR A7
* Roshal /7% (RAR)

* Unix AR 7744

* UNIX R4 AAAY

* UNIX cpio

* UNIX Tar

* XZ 1714

* Zip 4744

. 7-Zip

* ARC

N

Note ] LA7E Web Fitif i 22 £ BR S5 (Security Services) > $3#1T 4 (Scan Behavior) 7k A &
5 W BFRE ARSI SO EAN {5 B, ] LAFE CLI H 4l contentscannerstatus iy 2 K A1 &
XA AT TR RS54 B T, RIS TF B NHX e S, S R E 1T, on
page 118,

HXERR
o T BAF IR AT 1 4%, on page 86
* #1447, on page 88
o FCE B HT 514, on page 88
o R A A T A AR AR A AT 45 AT R AE, on page 90
* 1@ %N, on page 92
o BAFFREHEPE IS 9E SR 7541, on page 92

F T 134 B 14 B R e =5

R RIS SRR AR B R R (BARREINER,  WBFARREgREE. )

W DT 2R S B A S
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AFammenmeEs ]

AR TS I B MR AR R SCA,  SIEIEE AL, O H AT DU E R ISR AR B GE S I
PRSI I 9828 751, on page 92) .

Table 8: T i JiE M4 B BB 44 12 I 2R 4R E

1BRIE

EE

ikl

LRI ER B A

drop-attachments-by-name
(<regular expression
>[, <optional
comment
>1)

TS 3 A SCA 44 B 45 5 1 W A UL R
P B o an RAFARE SCAF BT (zip. tar) £
PVCHCI SO, R X S . T2
B AE A S 2 9825 781, on page 92.

S )

"

o
Fﬁ

PR NCE

drop-attachments-by-type
(<MIME type
>[, <optional comment

>1)

TR MIME SRR T A7 A (Bess
& MIME SRS g 44 A0« Wi
AERGSCAEBH: (zip. tar) A0 DG RC A SC A,
W 5P X L p

LS ST

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment
>1)

FEFFMBAF P ISR SE e SCF “FRE0” HIFTA I
o WERAFRI SR (zip tar) B4 UERC
FISCtE, oK 300X S

¥4 MIME 2S5 i 55 Bt 42

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment

>1)

FEFEMAE TR 45 5 MIME 289 (1) A7 B4
PR EA S Sl ST R 2 5 MIME
A, R AN AS A AF AR ) N 2 o

IS+

RN EFTHAF

drop-attachments-by-size
(<number

>[, <optional comment
>1)

ZIFIRAE rh s a1 U5 T 8K TR E
KA CLLF AN AL A B TR
B WA EURA SO, R EA ST
(RSN IP NN (P R =R RS TN

N

REERE]

drop-attachments-where-contains

(<regular expression
>[, <optional comment
>1)

MR S A IE R R AT B .
RALRSAE (zips rar) BE AT SCES
IR AR ACDLAC, WA SRR
Fo

$2e ] S DG G B B

drop-attachments-where-dictionary
-match (<dictionary name>)

B 8 AR A AR 4 1) LR T DT JC I 3% B
fFo 4R MIME #873 H AARTE SR A 1] it
ARIE B AFICES CHAR R H P e
fED 5 T NIBAEER I BR B o 38 2 B
FE R A JE 2% 7191, on page 92,
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RIS T RE B SRS AL A RIS A R T 5 T AR AR A

PR 73 A 2% 18 0 Pl B I P P SR i NI 4 A AT e o XS B0mT LUAS N 1 45 AR TR
AT o 0 B s o] LAV B4R b AT ARSI LR AE ATk C At g T B o LA B fr 7 23 b, B
UM AN A1 A Ao JREENE 17 23 BRI R A W RE R ANE M N A IREERIEA S T
7 AT

G AN I T D 78 BB K 0 253 A S S IS4 5 8 3 1 A el DU I A v FR AN 2 Py
FEACHE RIS BN o A BG40 5 | B R AN 3T B, F A3

PC B R X e A T G BT I AT A FH A5 0 B sk 0 28 0 D) Ach 38 M) 58 BSOANSEE M TR o RS 147G
THEFFRE LR B M Sc ;. BMP. JPG. TIF. PNG. GIF. TGA F1 PCX.

HIE G ER, RHRSUE SR, BB B a AT R . R R IR AAE S
NSRRI P S BRIGZ IO . BRI T AR S R M A B A AE SR R
PR AT G, WEPER 2 EC 07, 55 “IEH” JEX . Rk, AR R KA ER
B CIEF” HE.

A& Bl o352

Wt GUI Ji F % 53 #r -

Procedure

FIE 1 R PR 2 BRE (Security Services) > IronPort El{& 44 (IronPort Image Analysis).
$I& 2 i 2A (Enable).

BEGERE R R I S, JF R R HE B .
PG 53 W sk 908 2 U SZ 45 FH P AR 9 DA ) 5 i o A T IR e e A -
s EE: FBEABEEANEYMNE . BEON e e B int b3 A g ), Bk, A%
ATA G IR AR A 2] “IEH” e
o ATEE: UG AT RECL S ANVIA I 2
s FRY: HEBEEEAN UM NE.
IX L) 5 2 RN EG or WT 28 SV A B 110 58 AEAE AN 24 PN 258 FO m e ) (o
VAT LN -
s IEH: 0-49
e 5. 50-74
s AN 75-100

W DT 2R S B A S
88
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What to do next

A DL P L R AR Y A B G AT, B R AR R . fdn, WSROI R, ) AR
RR BB . 8, M, WERABLE G MR A G S AR, AT RE 2008 A I R U
RIPPEBEZNT 0 CERBUL) M 100 Gy ERBUED Z MIIH. BB R BULBEE 65,

HXER
* T EUE 5> BT &, on page 89

MOAE &SR E

Procedure

FB1 KRR LBRE (Security Services) > IronPort Bl 4> #f (IronPort | mage Analysis).

$IE2 fihidRiEIRE (Edit Settings).

PIE3 BCEEGOTRURE R E . BB R TR E 65.

FRA FUEIER . ATBERA 2 B
FCEABEVE N, ETREAES, H .

PSS B, K AsyncOSsyncOS Bi'E A AR AIE BIEARK /N ER R GRS o BRIAEEH R, b 100
BEMEGECE IR E . FH/NT 100 55 0BG A I AT e &7 A R
fib ] LLZE CLI FR i imageanalysisconfig 4> it FH A% 434«

What to do next
X ER
o EE R E HEPERHE 73 4L, on page 89

ERFEHMEMHED

LEAHERFE WA A2 28 T AR MR H . e S n] R R A RSO 44 L e e I
BRI 23 o Bedh,  HESERESH SO i B GO 15 nT LA IS R TR, HEHIE 4t
ANUEPERPERISR, AR BRINEIR . B, W ERLE ) 4 S A8 TPEG MR,
H &G4 HR A& TR Ai ST AR, TANE JPEG BRI A4 TR seAh, IR Isqi e h s 24 K1,
H &4 B A R I B 03 o AN T TR TR W A5 A7 AR T PR AN T
HEANBG IT A k2 FE QER S PTBESAME =) MIfE R (HZ, BrTLUERIIRAE &S
R RE WS AF A%, DRI ] AR X B SR AT (43R A S P 15 B 35 AN 2 i mT B I 451

fun, TR A S e D ML AR Pl (0 B i 4 R 5 1 B A

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'
is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment

| e CS ot e |
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. BT RS B B N IRIE B G D TS RBUTIRAE

'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

KR R R EC B A IRE B R T I S RPUTIR(E

JR BT, b 2B S AN RIS AT AN R R A BRI g & o B, S mT e BARIL IR
FOPIGE I, T A A AN 2 A AT R S

)

Note  JURLE I AN 2 o5 R [0 5 S AN AT BEAGWSAFo AH S, A3 UM 1 A R B
D, DA T i 301 i 2 MR B 30 A

DA I RS s R A AN 2 AT BE IS4 b i -

image analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" {

strip-header ("Subject");

insert-header ("Subject", "[suspect image] $Subject");
}

}

AXER
o QU AR BE AR BB 28 P52 I ERBR A, on page 90

B N A TR AR IR 45 B 15 53 17 71 7€ I B B

F@I%Aﬁﬁ,‘ﬂu@LW@Lﬁ%ﬂfI%AﬁﬂE%%W# AT LR e A C N
RRYEANTA] A ShAT AN B, S mT RE VR E B BB 3 AN 2 A IS

SRR BB e IR E, 33T LR 34

W DT 2R S B A S
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Procedure

T KR “HRLESEIS” (Mail Policies) > “fE AP €SS ” (Incoming Content Filters)
W2 il Nt yELS” (Add Filter).
T3 AWK IEAR AR
T4 “H1E” (Actions) T, R MNIEIE (Add Action),
LIS A Y CIHE BMERFAE” (Strip Attachment by File Info) T, AiiE{& 2 EMT (ImageAnalysis
Verdict is):
FIR6 ML BB A e ik £
* A5k
* Ata
o TJBEEANE Y
IR SE ]
s IEH

B E T EIR ST 7 ERIIRIE
WL LA T R O HT S e

Procedure

W AR “HBAT SIS ” (Mail Policies) > “fE AN JE#” (Incoming Content Filters) .
IR 2 i Ut ELSS” (Add Filter).
PR3 AN IR LK.
WA L “MF” (Conditions) T, HiliikNZ (Add Condition).
LS {F “BHSCEEE” (Attachment File Info) T, . E& 9878 E (Image Analysis Verdict).
PIR6 EFELLFHAp AN HE:
* A5k
* At
* AISEEANIE
IR SE ]
o W
PR PR INEIE (Add Action).
PR 8 VEFEHLE BB BT B A
PR FATFIA L.
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A PR PR e RS U, RTAEH] GUI R 1 “ SO TR UK textcontig CLI fiy &ML B F A SCHAI
SCAAER SCAR TR o AN SRR ASCIL#4F COIERBEIRUN RS PRk Fegmt) .

FE R 7, S textcontig T4 QUG A4l AT ENHE AT 1ESCH strip.mp3 AR . K5 €1
FEBAET S AR, IXRE, M AP R .mp3 SO, R Ges i) TS N LT AN, 0
mp3 AR .

drop-mp3s:

if (attachment-type == '*/mp3")

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed', 'S$EnvelopeFrom',

'strip.mp3');

}

ARVEANE R, 552 8 SN &1 T 70144845, on page 69

B e 731 i W - 5L 2 7= 451

EEPANEPS

D N N e S kAR S (B

* Jfi A5 3k, on page 92

o JE SRR 5, on page 93
o Ficia] HL D FC AR B F, on page 94
* FESZRY B, on page 94

o R SZ R R BAE, on page 95

FEXEEIR G, AsyncOS SAE ML & 458 N ANl k.

FELL Rzl RGO IR R BT AT SR B . R P B S o0 Y, AN B
X x-Header:

attach disclaim:

if (every-attachment-contains ('[dD]isclaimer') ) {

insert-header ("X-Example-Approval”, "AttachOK");

}

%EW:ﬁﬂE@ﬁ%WUq“, E%éLxﬁMﬁﬂ#ﬂiff::H£%U§ﬁ§§£%fﬁiﬂﬁ%o fiﬂ§%§{ffﬂ attachment-binary-contains
T PESSNAE R LR PDF SCR O i e an SR — b b AP e i, IHd N B UL ke

W DT 2R S B A S
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mxtxnzzmy [

match_ PDF_Encrypt:

if (attachment-filetype == 'pdf' AND
attachment-binary-contains ('/Encrypt')) {
strip-header ( ‘Subject’ );

insert-header ( ‘Subject’ , ‘[Encrypted] S$Subject’ );

}

12 XL E Z 5T
TELUR 7R/, RGENIBAE R “ P RATRE " AT Cexes dIL AT Lscr) « FEMBPEFESINSC
A, TR S N BRSO SCE 4% (] saropped_filename #AFASHD o IR,
drop-attachments-by-filetype AR EPIAE, FFARYE SCFIFRSOMBR BT, AN S HUARYE =47
BERISCO R 44 . Sk, A AN SCPFR A ( “mpeg” D, AT LAG I B A ST 2R B0 &
( “Media” ) :
strip_all exes: if (true) {
drop-attachments-by-filetype ('Executable', “Removed attachment:
$dropped filename” );
}
FE R, RGN ERIE AR T exanple. com HIMELEF MR R — “ Al $hATRE " 41K
#F (.exe\ .dll ElZi .scr) °
strip inbound exes: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ('Executable');
}
FELL R Rl g A B R A AL exanple. com PRI HIBA SO 2 284 FHO R 5 A 17
¢ “wmf” ) U\&I}ﬁﬁ:[ﬂﬁﬁﬂ “ﬁﬁﬁf}t’ﬁ:” H (.exe. .d11 M1 .scr) »
strip inbound exes and wmf: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ('Executable');
drop-attachments-by-filetype ('x-wmf');
}

LU R, RGN T EZ MR, X AT HATRE” 0E 4L T TR, R,
SEERAE A B IR SRR

strip all dangerous: if (true) {

| e CS ot e |
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B =ammmmn e

drop-attachments-by-filetype ('Executable');
drop-attachments-by-name (' (?1i)\\. (cmd|pif|bat)$"');

}

drop-attachments-by-name Tﬁ%’ﬁzi}%‘:ﬂi ASCII ?"?‘6‘:0
)

Note . op-attachments-by-name FEVEEARME N MIME 15 kAl 3R (1) S0 44 VERC IE % 75 . M MIME
a3k R R I SR T RE R S AT R H

LE NHRZREI, R exe WTHATREFRAL, MRARHEHEE ST, HE, QUREDAH A3
R T b PR, o vE ST 0 W PFAAT A . B, TR A I D o M A B A 2R T AN
-exe SCAFRALH A B AL

exe check: if (attachment-filetype != "exe") ({

drop () ;

}

WA BB S 2 AR, B AWERE D ADIEN exe SCIF,  HEPERI ST MIERIZIBIE, BIAE
FAPRAFAIE L exe 3P

Y22 1) B T FC A PR B4

drop-attachments-where-dictionary-match ERAERF R 7] HUATE UL EC AN BR B AE . 1 5 MIME #52> +
(RIARTEA AL 7 SATE R BEPEDL IS CELIR SR SCRIBIED 5 JUAHB AR IBRB . BUR 2ol
TN U SRAE B TR 2] “secret_words” ] B () TR TR R SR B . YRR DR B —:
Data_Loss_Prevention: if (true) ({

drop-attachments-where-dictionary-match ("secret words", 1);

}

bR 25 52 R 4P B BT 45
attachment-protected SLUEZF IR M AT o (I AFAT B2 15 32 B LR o 8nT LAFEAR NHIBAT: E AT H itk
RHUERS, MAORPMAE AT DU M S0, B AN B 0T BRI R N 6 BRI S 4 SR ARk 52 O
o [FRE, RBATITE S PDF U A 32 OR 4, B % A BRI S T BT . BT 7] Jie
IR ARG B AL B “ g (Policy) BB IX -
quarantine protected:

if attachment-protected

{

W DT 2R S B A S
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quarantine ("Policy");

}

AELI SR 32 R 4P Y B 44
attachment-unprotected fiﬂﬁ%%ﬂwﬁiﬁﬂﬁ#q“D@{EﬁﬂM##Fﬁ%%fﬂ<§§%§ﬁ%ﬁ%ﬁio ﬁtEBﬁ#fi#EE%{%X¢
attachment*protectediiﬂ§%§DG%b?ﬁo %EETEL%EﬁF%iEBﬂ#,h{fﬁﬁﬁtiiﬂ§%§’ tﬁwwﬂiéée%yiﬂgﬁbiiﬁg
e LURZRBIJE 7R AsyncOS FESNRWIWTRE e BRI SZ ORI OB, JF R Bt
quarantine unprotected:
if attachment-unprotected
{

quarantine ("Policy");

}

{5 P EAR 4 5L I =S A 0 R 4 B 1 R RO SR B S

Blhn, AL LN EEAERE IS RS D4 ETF 513 S8 8 Al b i SO, IR oxh RS
PERATIE 2 1R 3841

BE:

Strip malicious files: if (file-hash-etf-rule (['etf sourcel'], <'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,
"file stripped from message attachment"); }

Hr:

* ‘file-hash-etf-rule' s&PHF ST S M I8 25 4 Ul
* ‘etf sourcel' s FHT-HRHE SCAF BN I M4 ()% = SCAF ) ETF Y86

¢ 'file hash exception list' ST XA BIAN R TR W RAEAE S A 53, &
HEEAD

® 'file-hash-etf-strip-attachment-action’ ﬁ%%gﬁzﬁﬁ%Ffﬂ?;%%ifjt##ﬂﬁEK?#E@%%?EQ§$¢O

FELL R 7RG, QR ESAE LS ETF 5 | S0 A S K SRR, T2 R A4 R e o

Strip Malicious Attachment: if (true) {file-hash-etf-strip-attachment-action
(['threat feed source'], "", “Malicious message attachment has been stripped from
the message.");}
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. 18 FA CLI E IR AR i 8 28

£/ CLI IR 12 iE 25

EATDMER CLI M. MBR. BamFE-H . SAR S HIRAELgEas, s & ik pE sy m H FHid s
I, PRI TR HMG M4, FRILS T Ha ST ms.

Table 9: ER 1413 S TS

EE it AR

filters Find. Mar A AN, FEARMAEZEE (FUl, new. deletes import) .

new BIEUHI IR . WARERHIRE S, EIISRE MBS yIRRE. w0, i
JEASHARAR P AP IR E AL E . A RTEAE R, ES A R JE 48, on
page 97.

delete FARREAZ P S MR JE s . A RTVEAIE R, TS B MBR AL JE S, on page
97,

move T HEY LA RS . AT B, 1S R A 8UH B e 2%, on page 97.

set B RS BCE OGS AR SRS . ACTEAE R, WS A R ms R pE S,
on page 97,

import 2 HT IR I SRS AR G A S AR BT AR S CHIBAE: I ST /configuration H
XKD o HRVEAME R, 1ES R IR 3E 4, on page 97.

export B4R pESR R S T RS GBI JCHY /configuration H3RK) o A KGTE4I(E
B 15 S  HE JERE, on page 101,

list FIH— A LIRSS A G B AARTEAE R, ES 0 SR aE 28414,
on page 102,

detail FIEFR I 2 VAN S, RS IR0 B 5 IE S ARIFAIE R, ES
58] J2 7~ IR Ao JE 2% PR 40 45 ., on page 102,

logconfig HENILIE RS 1) logeonfig F-32 ., MM LIAEH archive() if #E 25 4 gndH H &
Mo ARFAMER, ESHBECELJES H AT, on page 102,

)

Note pisii’k it commit fiv4, 1bygss A e Eal.

SR =PRI E

Table 10: i3 fE R IR S 4

segnum AR L % AL YE RS R A B AR R L e S R . B, segnum 2 FRoR A
RAPME AL iEd.
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szsemeEs [

filtname PR LIBAL A FR .

range ATUMEH] XY TR RVE R m 2 AN Eas, e XY 73 i & v Fl A 28—
MR > seqnums. BT, 2-a FRRER L S MER UM B I Mg . AT
LA X B Y Ko T IBs IR . B, -4 Rospr Py ugds, 2- Rk — it
JERR AN PIATILIEAS o AT M Iy all i g e 8 1 AT i 9k
o

HXER
o QDR R HEPE I ERR, on page 97
o TR M JE 2%, on page 97
* BBk JELE, on page 98
o WOE A A I8 48, on page 98
o PTG JELS, on page 101
o A JERE, on page 101
* A ASCII #4742, on page 102
o R JE AR 512K, on page 102
o SRR JE S VR4 KL, on page 102
o BoE g H 1T H, on page 102
o BB AESw D, on page 104
o IS JE RS, on page 105

B R ER 1 R 2R

new [seqnum|filtname|last]

Fo e B PEAR IR AL E . WA WS AT B B OG- Tast, HA R IR R B I B i JE AR R AR
Feo FPAS Z A SRVRAT (s A VR AN ANTE 240812 A 16 segnums 4 SR AR J1TE) filtname,
RGN BN R filtname,  segnum B last.

BALyERYE, ATLLT s A LIS IAS . SERmAN R, FERIAAT FR N )R () AT EAT RS
PR 4l fig o S U iR -

© PG AL MRS S VE LA

o LB filtname ANHE—

o S PERL T filtname AR B .

o T IEARATAEE ISR

s WES EA S AR ARG (i) .

i B R A S TR =R

delete [segnum|filtnamel| rangel
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B zomees

BB bR U I RS .

DL 4T BE 4 S 8T %
o NAFAEAE R E LRI JE 4% .
o NAFLEAE TR E P55 it g4 .

RN ER IR RS

move [segnum|filtnamel|rangeseqgnum|last]

K2 — A ZHER NI BB B B2 A SHER IR E . WREE AN SHCE R T last, TIEAKE
B RS IIR KRR, WRER DA LIRS, EATRHDS PR AL .

PAUR ST e B R -

« RS S 4R 1 2.
© AT 2 P A1 0
© FEFPSAE AT S 6 Y

C BHA SR

AR FE H B IE R

T M PFE PR PR AW SIAARIG B, DARATRONIC L o) o DS IR ELDE e Ak +-35 3 HATRCR

*ﬁ A REALELEEAE . AT LAE ] CLIK BUAT L v 23 MG SRS SO ARE SPRES (LR SRl JERAR
o WERIEVERS ST L 3 sl IANAEAE (B HERD , RLUERs TR

%g

Note fixn LUARE I 9848 MTE VA FIWT 98 8 AL T ARG AIRAS . AsyncOS 244 ANl 8l i g2 1 L 98
A AFR I T E S SO o AR AN B AL YE S I AT RS, AsyncOS 25 Rl Yk #s
pric W AREBIRES .

Blhn, WIALLT &R “filterstatus” HI RIS . ARG fitter —> set AT B H G N IEILS)
RS R, Bz RN B, BSOSOy ENS OF O N ORI FRIER R .

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

filterstatus: if true{skip-filters();}

W DT 2R S B A S
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1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.
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Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[]> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>
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HXED
o WO Bl B A L I8 48, on page 101

I%S[Iﬁ_k1'_'ﬁﬁ HB#F X IIL. Ba

set [seqnum|filtname|range] active|inactive

FEbn R KL BE s BN 2 IRE o ATRIPIRS B
S R E R NE S RSB S .
« BN Rk e EE RSO ARTE S .
PAUR ST fig o S U iR -
'Iﬁﬁﬁ%#*ﬁMmﬁ%L%%
« AMAAERTRE P85 I 38 4% -

\)

srsemmears |

Note Wﬂuﬁﬁm%ﬂﬁLﬁﬁ% TAET AR AR A% GLugS A

Ja TR I - O R

7 (1)o M CLI T3 A BT A A& BLIER I DR 1 A s ihrid M ARG sh. flin, REok

7R mailfrompm!, A %7K mailfrompm: .

S\ T R B T iR 2R

import filename

TR BRI DR AR I SO A RR . WA incerfacecontig v it ] 1642 111 (¥ FTP/SCP Vi,
U2 SCAT A 20AE T80 46 F (0 FTP/SCP MR H Sk ML H oo RGURENS SCIFREAT il AT, RIS A B

o %A%Lﬁ%@%ﬁ%ﬁLﬁ%ﬁAﬁm%ﬁkﬁ% ARVEAER, 5

[ FTP. SSHF1SCP

Vill. ZESH MR GES S HMFILIESS, onpage 101) , AR EES ANBT g% 301

PRI IERS N, R G PEon AL AT (R A
LUR 26 AT e S B R

© SUHEANAEAE
« LLIERR I 2 FRANE—
o S UESLTY filtname b 5B -
o IR BRATAE TR VR R
s UER AE S AN RE R i) (k.

FH T IE RS

export filename[segnum| filtname| range]

R AT 1 P A B AR AL RA A 2SO R CRL T B 5¢ FTP/SCP AR HR IR E H k)« AR

PEAI{E B, 1S MFTP. SSH A1 SCP i) .
FHIRL BRI, RS PR R BT 1 gD .
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PAUR ST g B R -

o AAFAEAE IR € B ARIKIL DERS -
« NFAEME IR E P95 11 9E 2%

&= EIE ASCI =5 &

ZY:¥8 ] UTF-8 4 7E CLI P Bontl & F ASCIL F Ak g s o un S 14 1 2 it/ i /s 2 AN S
UTF-8, NTeiksiud g ss.

E LSS T HE ASCH A7 IR I 3 7 1R AR SUA S h ARl D8 28, R Z AN (S
FNTIRMS L JE 2%, on page 101) HRAEM K.,

BREEEIERR IR

list [segnum| filtname| range]
FEZAE T B bR R DRSS VS E B, ANTENE JE S 130 Bonifs REE:
PURYE XY i
¢ IR
o T UESS G BN/ARE SRS
o T UE AR A R TEROIRS
PAR 261 AT e o S 30RR
o JE RIS AL

RREHERFRIFAER

detail [segnum|filtnamel| range]

RUEFTAR L IEAS 5 BAE B, AR e 38 IE ST AT AR5 R

=1 /::L.\ AN H IL'\-LTFH

logconfig

HNFHRNL ) § 25, 0 archive () ﬁf’ﬁ’ihﬁﬁ’]ﬂﬂﬁ%ﬁiﬁ@ﬂﬁﬁﬂ%%ﬁEl,iifiljﬁ XL T
logeonfig A F I THARH AL, (H H A R BEIE I A5 o0 s 65 5 | H 2 Ao s i 0 s sl ik

e HETHEA U NBRIE, "I{EH logeonfig ¥ v & BEAT1E M

« KR 71k - FTP 561
* XK/ - 10MB
o BRSCHEL - 10
ARG R, ESH “HEIExR” .
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mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit

Enter the number of the log you wish to edit.
[1>1

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:
[10485760]1>

Please enter the maximum number of files:

[10]>
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el S oo |

Currently configured logs:
1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

(1>

S L E 4w AT

AT LUME ] 1ocalecontig iy B E AsyncOS 75 M Ak s Hh A8 i s A FUAT B G B2 AT 0

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or
modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main body
in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body whenever
possible.

However, if the disclaimer is encoded differently than the message body, and if imposing a
single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit the

message body to

use an encoding that is compatible with the message body as well as the disclaimer. Should
the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added as
an additional MIME part
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that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding the

message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.

(>
F MRS RIT, SR NAEMROEAE SR S (B, TR e O e BB Sk i gaeg, A
VERC B IS

BB MRS R I S AR R AT ARG, IS P00 O 77 IR IS5 Sk 12 P I 1 S 4
it

AR TICE IR UIRRD UMD EMBEESC R R, AR R, W0 “x
A — TR S AR S AL 5

SEDUASEETS T RO S ot A WIAR IS AT 0 (SRR GEAE MB A LESCAR A SR A ple 788D« S R $
CRT, WIRGNK B ERSE R IR ST A . W RGERE R, W TE BSOS AE D AR
ImEsE

L SRt
R EIR M fiter fr 4007 T =B 28:

* ’Eﬁ /l\ﬂ/)?ﬁ”%ﬁZ?'\J big messageso 'E’fjiiﬂg ody-size %mmu%ﬁjﬁ? 10 MB EI(JEHMEFO

o BIUAESR S A no_mp3s. ‘B attachment-£ilename KU ER A TR 44 H .mp3 TS
F.

° ﬁgzzﬁ\fiﬂ§%§é§jbnmilfrompma ?foﬁﬁInaﬂ-ﬁonli%ﬂ”ﬁﬁ%iﬁﬁ¥iﬂéEﬂpostmaster@example.comﬁ@
Egﬁty }?%§##£b£§§E administrator@example.como

fiH] fi1ter -> 1ist TS, RGRFHILIES LA TAL T aREIFA R RG] nove 11
AUV NG M UE SR I R e, BE T, DU uE RS AL

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {
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drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

el S oo |

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to
no_mp3s:

if (attachment-filename ==

'(?1)\\.mp3$") {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

filters.

end.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmasters$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
[1> 1list

Num Active Valid Name

1 Y Y big messages

2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.
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- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file
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- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:
[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y mailfrompm

2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:
- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
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- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

el S oo |

[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

oo —

aﬁﬂd |

AT A 48— B S [ I e R o ) A2 L AH G IR R B B
tBXEE

o TR KB AL JE RS, on page 110
o SRHE Sk JE A%, on page 111

* 6 B AIEIYC O, on page 115
o 30530 SHA-256 it LS VCEC I MR 2F B F, on page 118

o WER A5 S SHA-256 b yE#s VLR, JU)-Z 5714+, on page 118

FF 18R 4R B ED L I =5

UERE g A KR T rPAE ] % 2R @ LALZ ! FAF IR

® user%otherdomain@validdomain

® user@otherdomain@validdomain:
® domain!user@validdomain

sourceRouted:

if (rcpt-to == "(5|@[|!) (.*)@") |
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bounce () ;

}

AL 9 AN B 52 )38 3 A AL 48 Sendmail/Qmail REENIZE =T 4k BRI . TR 2 RS
(I %) v LU Se AR M stk (1 —38 5, HRAE X SR IX Se W A Rk, IR L S ECE
WA NBRIEAT X LG, SR IGAE RS N — A BRGS0 MBI S AN 2K 1 S IR A2 A 326 B A5

XL YRR H 2, DR AT BER TR MTA BRI S Ve s 4k IX IR (R H 7 .

\}

Note facifs ] DAC B A UL R MU IO WUVTRERR o A QTEANME B, 152 Bl i ) Web St G g fiiwr

PGB
RS LTt T R AR

o LT BUR LTI AN JE RS, on page 111
 EAFPIE IR RR L TE PR T BT, on page 112
o FHAERE 2 H P I 9ERS, on page 112

o SRR AL I8 4, on page 112

o HK Ut N: 7 A5 KIdUERS, on page 112
o B CRAEN: 7 ILERE, on page 113

o IP {5251 JE7S, on page 113

* TP R 2L JE4E, on page 113

* F4 Regex i JE#E, on page 114

o WoRAE Sk IP AF 24550 1 JERS, on page 114
o TEA5 ki A SIS JE 4, on page 114

o Wt it 2R Bt yE4S, on page 114

o T R A A A L T R A

search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {

notify ("admin@company.com") ;
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TR E T 1A R IR 45 T S XS TR ER 14
U U 20 ARG TE AR T I MBS A REAT NI AR PPk o VR, ) LU P i) s A
header-dictionary-match () BUUHEE H RIGHISEFX T-HI3 (TS P ia S, on page 37) -
competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com') {
bcc-scan ('legal@example.com') ;

}

PEIE4FRE A P ER
P 3 28 T LA EL L R 2 A O

block harrasing user:

if (mail-from == "ex-employee@hotmaill\\.com") {
notify ("admin@company.com") ;

drop ()7

}

TS E SRR IR 25
e R 75 DS SO M

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop_ Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (asp|bas|bat|cmd|cpl|exe|htalins|ispljs)s$");

}

BX WHEAN: 7 EkdiES
A “To” {7 Sl R
i archive () ATWAEEAE 2SS 2, RIS H 82t A drop() WA 4

toTooBig:
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if (header ('To') == "~.{500,}") {
archive ('tooTooBigdropped') ;
drop () ;

}

=8 “&Z&AN: 7 HIERS
HHAEH “From:” 153k

VLI g s T LA & R 3 from” iUtk (KT HRF -

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|[<\\s*>") {
drop ()7

}

U R IE A BN BR A U B A RO, 35 (0 LU R 1L &%«

blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == "~$|<\\s*>" OR header ("From") ==
"ASI<\\s*>"))

{

drop ()7

IP {525 ik g 2% -

note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep SReputation *** $Subject');
}

B IPEETIESS
B O RS I R TP {5 251520 Bl :

mod ipr:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7
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X 144 Regex iTE RS
BB VE AR B WAL IS RS, A R IE S I R IE B (5 “eadme.zip” -
“readme.cxe” . “attach.exe” ZE3CFULHD) -

filename filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1) (readme|attach|information)\\. (ziplexe)s$")) {
drop ()7

}

}

ERELPIPEESSILIES
%M‘iﬂi%‘% (i%a%%lﬁl “ u_,\—[/ail‘” — ) ’ U»@?fﬂiﬂﬁ:ﬁluq"ﬁj%*%

Check ipr:
if (true) {
insert-header ('X-ipr', 'SReputation');

}

R PRENRRR D IER
ST S I R 0

Policy Tracker:
if (true) {
insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}

et A % IR B TR 25
SRR 2 A LA EME 35k, e AR 50 ANt S o -

bounce high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "Q@example\\.com$") ) {
bounce-profile ("too many rcpt bounce"); bounce ();

}
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o A8 R AU DG T LS, on page 115

o ALIE RS F A — (it # 7id JE 2%, on page 115
o EAMITVTRE P I EAE, on page 115

o MHERIC L JE RS CRAMTWTFE)T) |, on page 116
o IRt pEAE (2T |, on page 116
o A 25 5 3 30 4%, on page 116

o FTMIAEER L JERE, on page 117

15 F 2 0L K IR B

1 R0 SR e A B o B R GE AT N, 730l “publicl” Al “public2” , BRIMEILEZ
FI2h “publicl” o X 2¥EAE AT HHoalh it bl 58 =N 11 DA IR DRI Ad 2R AR AN el e 84
M2l publicl f£i%:

virtual gateways:

if (recv-listener == "OutboundMail") {

alt-src-host ("public2");

}

fRIEFEWE R R — T2 2R #R

BAMRITIEF

.

A5 ) — AT W AR SR AR A o o g s v A KT AR “listenerl” _EMSCEIA) FrA S i
FFEI “listenerl” (il 2 HCE MIREANS AL RE P I B ME— 1 984S -

same listener:

if (recv-inj == 'listenerl') {

alt-src-host('listenerl');

}

N o
HiEzE

Wk P BCE A N T B AT R . a0, FR 5 AT IS g AL PR R E TR, T ANE RS
O A AT AL BE

textfilter-new:

if (recv-inj == 'inbound' and body-contains ("some spammy message")) {

alt-rcpt-to ("spam.quarantine@spam.example.con") ;

}
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IR ER IR BT e RE (BT iE )

Tt A7 e I R (fBckeck A A BRIk, S NI R RR S ST o R IP ik RoR
mycompany.conlﬁ@ﬂ%*@t&:

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}

EFMIWELIER (ZTRER)
RESCAL, B85 /MR 4 £ 1

domain_ spoof:

if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {
archive ('domain spoof');

drop ()7

}

Hith 5 w80 e =5
WS ROt U 5

reject domain_ spoof:

if (recv-listener == "MailListener") {

insert-header ("X-Group", "$Group");

if ((mail-from == "@test\\.mycompany\\.com") AND (header ("X-Group") != "RELAYLIST")) {
notify ("me@here.con");

drop () ;

strip-header ("X-Group") ;

}
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St E A AR 2RV E T SRR IR AR ER o i s T AT B 5 Exchange IR 55 4 5l 3L
il A7 P P )
External Loop Count:

if (header ("X-ExtLoopl")) {

if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {
if (header ("X-ExtLoopCount7")) {
if (header ("X-ExtLoopCount8")) {
if (header ("X-ExtLoopCount9")) {

notify ('joe@example.com');

drop () ;

}

else {insert-header ("X-ExtLoopCount9", "from

S$RemoteIP");}}

else {insert-header ("X-ExtLoopCount8", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount7", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount6", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount5", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount4", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount3", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount2", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopl", "1");

\)

Note  ZRUUTHUL T, AsyncOS 2% [ ZR I HEA-AG R IFAELR L 100 VAR 5 BRI £4 .
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EF 5314 SHA-256 i 7E 35 PT B /Y HR 14 B 14

A I D84S DL 2375 SCPF RO 5103 mP IR AR S SO SHA-256 fELUG PG A IS (4 B A IS F: P

File Hash Message Filter: if (true)
{ drop-attachments-by-hash ("SHA-256 hash list"); }

9N RIS 3214 SHA-256 i3 8BS ILEe, TN &3 MR

U SRS B 5 SO 4102 R s SO SHA-256 {EUUHC, WS FH stk g 38 5 53 B Hn 4

File Hash Message Filter: if (attachment-hashlist-match("SHA-256 hash list"))
{ drop(); }
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R FHfETAH
] DB NS B R S B s B SCR B AT S, i, E R R B B2 A, T <

#4747 (Scan Behavior) T B scanconfig T2 ML B IX LS H, FRAT N E A ERBE, Bk
HeM M /T N

\}

Note 4115192 1 3.4 6 zip SRIEATSCHFT () MIME 0, 04 1IN “ compressed” 2§
“zip” B “application/zip” %% .

Procedure

T PR 2RSS (Security Services) > #33#1T /4 (Scan Behavior).,
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o fHFIRC ESCAE AR 5136 . S ATIZ (Import List), JFARCE H kS AP
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a) & “A2JRE (Global Settings)” ', Hii4miE2FHIRE (Edit Global Settings).
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