H

g B

A

AEALE LU
* AR, on page 1
o R OG4BT FOEHE B M 44, on page 4
o ARG E MIUFHE S, on page 8
s RS WE T, on page 14
o I UFRS I EC B A S 90 38 |, on page 39

X!

i
2

e
E=3
o BRI RIS A5 KL, on page 1
o VHRILRE BSR4 O T8CE AE R 2% 41, on page 1

* 7& DNS HiE M4 42 1 4, on page 2
* ‘4% 5¢, on page 3

EEZNIMARRRIIER

o WAREERCE RIECEROC, TS IR R & A AU B 2Rt r, RS PR P AT
* WURECE 2 M R BRI RT Web B LA, 1S W7D R AT A Web 5 2E (M
A EETEERS.

o AR WAL A AA T ARIEPEEE, [ LR VRN L fE AT A8 25 i S5 1) Al 15t o S
GREPNIN)I&

T3 4% B 4 P 5% 78 B 7 ) 4% S
ISP R X B 7 SMTP IS, W FRR IR e (MX). AR AR, s s 19
e U T PV T BB 0 TP SR S5— €0 B CEIVETR AN TP ML) A AEACRE AR

*Eﬁ%&#)\ﬁ’] FELLUE, BRI B A AR A L IR DO AE (WS TronPort S by SR
1LUE. Sophos Bl 75 1L SEAIE 754 A PSR afﬁd@l—iﬁ%ﬂ%ﬂ?\]HBHQ%HW&FFI’JE%ME ] Lo



b_ESA_Admin_Guide_14-2_chapter50.pdf#nameddest=unique_42
b_ESA_Admin_Guide_14-2_chapter50.pdf#nameddest=unique_42
b_ESA_Admin_Guide_14-2_chapter4.pdf#nameddest=unique_43
b_ESA_Admin_Guide_14-2_chapter19.pdf#nameddest=unique_44
b_ESA_Admin_Guide_14-2_chapter19.pdf#nameddest=unique_44
b_ESA_Admin_Guide_14-2_chapter18.pdf#nameddest=unique_45
b_ESA_Admin_Guide_14-2_chapter20.pdf#nameddest=unique_46

4
=3

wE

pors
b

B =ons mirmimezsrs

FCEHELERISS, A N JoAt Hh AR R B AT WL S0 AT SRR St (A O SCAC VR FR MRS N LA AR
®) .

ORI AT PSS AT I Ik A SE IR IR), EOR RIS IEm Ot ) “ 55— Bk o R RS —A
MTA A7 F- P 2% Ji FR T A BT AT A0 B4, ISP 0 DR JE i s A A R TP Mk e 75 B AF A
IP kit A RE VU AT D o3 MSPER S TP K R AN, A TP 520k 55 SRS A A TP 524573, LD
SR e B r S ISP AT B kg oL DB A Zh RE IR

)

Note s SRETCVRRE HIS A1 194 SCIC T2 Dby AN ELIER IR MSCHISAR IR B8 — B WL, A7 mT LA T I 56 b ity —
Loz 2 lids . ARVEANME B, HS 0 a1 A\ b kel FE h i R AR TP Mtk

ARSI T AE SMTP [0«
o XA AR DIRE GES BT PE 22 4 iid) AT LA 1Ak St Al ok B A RSN A R i A

PENRIBTAT WP
* LDAP Bk HIAFDhAEAE W (GESFILDAP Arif)) w] DU B 11 H LAl 50t -2 f1 50 17 5 )
CibP

c AR GEZHEEN AR  FETEREKH (S Thae) MEp%E (RLE%) SFREM T
Hoy DAk R At AITIR MTA 34T

£ DNS FiEMEi R £in s

M R AT N SR A ILDNS IR FHB 2 FHE . 1T o MR RS ik
JEAE . McAfee Pl EE Al Sophos Ml EEIRE, 1HHALRLE DNS Hyd IFHB AR O .

BIYE DNS Ry AR R G, A4 A il CREIBER I DG AL A WU B TP ik, PR
2 MX il R IR A LSS BIHE A R SCI FHL4E o AT MX Il sk AR e se ), A Reks i
W DG A A 2 MTA 8045 H MTA.

TE R 7~ WBA2ER 5% (ironport.example.com) #2&4# example.com )45 H MTA, K4 H MX id3%
BATHE S (20). #rA)iE U, AR, MTA IS0

$ host -t mx example.com

example.com mail is handled (pri=10) by mail.example.com

example.com mail is handled (pri=20) by ironport.example.comn

iR AE DNS AR RO, TEie il B8 MX Ak e g, AR WS [ i PF ey o (HE,
BEULAAR D SRS T MTA . RSO0 T, A R A de 28 0 2 it B3 25 5 | S AT E TRPRE I
WS IK MX SR Se 2 (8 BB A A5 T el T 30t MTA {H.

B osEfws


b_ESA_Admin_Guide_14-2_chapter7.pdf#nameddest=unique_47
b_ESA_Admin_Guide_14-2_chapter7.pdf#nameddest=unique_47
b_ESA_Admin_Guide_14-2_chapter19.pdf#nameddest=unique_48
b_ESA_Admin_Guide_14-2_chapter35.pdf#nameddest=unique_49
b_ESA_Admin_Guide_14-2_chapter33.pdf#nameddest=unique_50
b_ESA_Admin_Guide_14-2_chapter31.pdf#nameddest=unique_51
b_ESA_Admin_Guide_14-2_chapter31.pdf#nameddest=unique_52
b_ESA_Admin_Guide_14-2_chapter31.pdf#nameddest=unique_53

| &EfRE

(EPN

2

YNk

X
e
o
e
.

TS LUK FH 22 P XA A 0 29 B 5t v 2 2 IS A2 I O
DL SR T RZHE P IS ELE . DRSNS E G IR R 25, I BT ERG A %
SERLNTT IR L), IEBER AR P S GESHERE PSR .

* BLE MR, on page 3

* f£ )\, on page 3

* f£H, on page 3

o DK% 1D, on page 3

o BN E, on page 4

* PikEEEE (NAT, %l1) , on page 4

B S A I SR AE Al R 2 A R S 2

;
i a Ly
wreener — ff - [ — -

|11

= IronPort C-Series roupwate Q’ Q,

Firewall hm—, G Dm &) Clients

FERLEREDL N, WML 2% “DMZ” A, BB R R SN LA iR 55 4% 2 18l A1 TE A4 By
Kt o

N DL P4 5
« PPKEEE G MR P ECE () - B KRS A B2 M R D
GRS RO B VU B L . SRS AREE T — 850 0 R W B LT HE £, on page 8.

o B8R E WA I 52 AR N

o I AR A AR 4

o SN R 48 FEAE B BT A D9 5 ATE A b3l b AR s 44, IS o9 S ek SMITP 8% FR K I 424 v 4k 2]
TS #% (9040, Exchange™. Groupwise™. Domino™) o  (ifZs 5] A bt iy s
o D

© PRI A& AR At Y S SE e 21 55 4 i b ISP 1 5K
o IS P98 SRR A A AT 2 3 1) ML 1) 2 PR 0 B e S A LR A
MR )

(TRTEAE R, TS AL

FEBCUER R, LA B AT DA T, R, T LU PIA B T, 9
A1 10 P DU 09 5 5130 G R ) T

wEMRE .


b_ESA_Admin_Guide_14-2_chapter1.pdf#nameddest=unique_16
b_ESA_Admin_Guide_14-2_chapter31.pdf#nameddest=unique_61
b_ESA_Admin_Guide_14-2_chapter31.pdf#nameddest=unique_61
b_ESA_Admin_Guide_14-2_chapter5.pdf#nameddest=unique_62
b_ESA_Admin_Guide_14-2_chapter5.pdf#nameddest=unique_62

REMRE I
B =0
A RN Z A 1P Mtk 4y FC 2B ] 4 I PEAAE R, V8 S DA% FH R 30009 5C™ AR 0 BT 848 (1 i 2 s
A I S 53 TC DY 246 R TP Ml
i im O
PR v b B8R R R T R e T2
b1l Type C190 C390 €690 C690F C195 C395 C695 | C695F
(=il LUK 0 1 1 1 0 1 1 1
dn DL 2% 5 5 3 2% 5 5 3
e | RI-45 |RJ45 |RI-45 |RJ45 |RI-45 |RJ-45 |RI-45|RJ-45
R | LUK SR SR SR SCRF SR SR SCRE | 3CFF
R
(RPC)
0T L B B, 1A Datal 3 H2EAT R B
A RS PRI S, 1 2 D R R B8 50 I IR A 22 e 45 7 o
fAXE R
* BCE 45421, on page 20
o I ERAT IR ) HIS 9 S5C
o JA IR HL P AR ER
SREE

B TP - Bl kR 2 AT RE P EAT B - 1AM R P C B P BRI E b, T DURC

o fH AR BIhRER 2 MIRIE R 5C. THS I AR T S rh A
© IEHE L RINTLAR, THELM NIC Rext Dt “41a” HiMfFﬂaQLE‘JWi/l\LJi(IW%DC iG]
S A E

BhAiEigE (NAT, iw[)

SMTP 11 DNS fil 55 44 20U KA B U5 il BUR o FLAtL ik 55 7T e 75 BT TP OB KB o A R PR S
K TS KRB

155 FAR 15 ) < 188 i D B T T i R B ) 4%

* ML & Y5, on page 5

B osEfws


b_ESA_Admin_Guide_14-2_chapter31.pdf#nameddest=unique_63
b_ESA_Admin_Guide_14-2_chapter31.pdf#nameddest=unique_63
b_ESA_Admin_Guide_14-2_appendix2.pdf#nameddest=unique_64
b_ESA_Admin_Guide_14-2_appendix1.pdf#nameddest=unique_67
b_ESA_Admin_Guide_14-2_chapter40.pdf#nameddest=unique_68
b_ESA_Admin_Guide_14-2_chapter47.pdf#nameddest=unique_69
b_ESA_Admin_Guide_14-2_chapter45.pdf#nameddest=unique_70
b_ESA_Admin_Guide_14-2_appendix4.pdf#nameddest=unique_71

4

pors
b

| &&#
rz5g I

BEEFH=
HISA°H I O ) e 2 G A S R
« BEO - K2 H L P8 K AR B R OC = Al DR R E Pl —As o (H2,  %n] DUBCE
ANCARFRZ T, JFRE S IR A BT 0 2% 55 S0 8 TR R4 23 TT
« ARMITIERF FEAERME) - AICOUTRE P ERIBOR B VR 22 A0 8 LIS I 11 5 1) 2 KA T
B PRI PR AL A IR 55 4% o
o MR TEHLVG R  (HAT) I BCER32 K B AMBISIEEHLIES . BRIATGOL R, HAT BiE
2R A P SRR AL
o BRI 3 (RAT) FHHR E AT RIS A BB AT SARE AR b 2 .
o RSP R 4R BUE 2 10 BT IR S5 & Wi SMTP i i i 3
« FANATIZRE (FEHEBEE) - RN AR PR IOR B K 52 BRI S E I 25 25 (KR, JF A5 IR
P [ 2IVF 2 AN AE B Lo
o PIERALT IR S5 4 0 B A K A% R A % ey 2JERE C Bl X R AIIRAE K
o WA R SCAR G HAT o (B2 oK N R IR S5 2 & #E . BRI AU T, HAT BCE N
HRR B T A TR AL

AXERM
o KA NHIAE Y IRAF 73 125, on page 5

R e NFRIE BB B

a8 n] LR I SR R AT R DA R B TP il b B A AR IR Ao A n] A HH I Y 1
WCER 4 hiw (IPv4) FIEE 6 Wit (IPv6) Hidiko fHJE, HEFFISC R GEBCE 0] 350 HF R AW AR AL & -

o ZEFNST B O FECE R 2 AMZ A TPv4 FI1 2 A TPv6 Huhik L1 2 ANJhor i #2%
o Oy B N FIAE HY R
o 1] LK TPv4 A1 TPv6 Hiuhik 43 e 2044l W A
o JE—ANYIEER CECE I 1 ANZ % 1Pva Huhik B 1 MRy
o A AR NTME
o 1] LUK TPv4 1 TPv6 ikl #1543 B0 )40 I F

RS T AP AT R G B B E AR GES AR LS R, on page 11D » K2
BN A LR =2 3R,

REF

A
3




B s msnmens

Figure 1: {5 XSS RIPEIAR 2 AT IR FECE

152RE:
* 2 MW RR T
e 2 /> IPv4 Hidik

* 2 /™ IPv6 Hiuhik

SMTP

\

AN

-
-

-:’:

=

\

£
N
Firewall §
o

Ay
W

\

Public Listener:

“InboundMail”

IPv4 Interface: PublicNet1 (e.g. 1.2.3.4)
IPv6: 2001:0db8:85a3::8a2€:0370:7335

Ethernet Interface: Data 2
|

Ethernet Interface: Data 2

IP Interface: PublicNet 2(e.g. 1.2.3.5)

Private Listener:
“OutboundMail”

I

Groupware Server
(Exchange™, Domino™?,
Groupwise™)

= ]
Groupware Client

* 1AM 2 ANDOKMFE R (B8R T 1AM ED

* Bo & fK) SMTP % h

NEIATRERF:  “InboundMail ”
o IPv4 Hulik: 1.2.3.4

(24

* IPv6 Hili:: 2001:0db8:85a3::8a2¢:0370:7334

* Data2 $2 _E [T R P W g 11 25

« HAT (&#B#%2)

* RAT (HZAHBISI IS A4

B osEfws

wE

W}
M

H

4



| &&#

BES
<

W}

s msnmtss ]

HIEIFFEF:  “OutboundMail” (B
o IP Huht: 1.23.5
* [Pv6 Hitik: 2001:0db8:85a3::8a2e:0370:7335
* Data2 4% L B 50 W A5 et i i 11 25
* HAT CrhgkAit: 4

DNS nJ i 5 A 1 FLIBR AR I 55 45 5 A &5 DNS I 55 4
SMTP 3 WS EL4 % e 8038 24 1 4L e 254
N IE AR IR S5HT TT (Bl K St 115 FH A 5 AP ) OG22 1) A S et

Figure 2: — MR iE FELE

Public Listener:
“ANMail”

‘ IP interface: PublicNet (e.g. 1.2.3.4) ‘

‘ Ethernet interface: Data 1 ‘

Groupware server
(Exchange™, Domino™,
GroupwiseT™)

AR
o 1AM R
« 14N 1P Hbik
s 1ANBURME N
* FC'E ) SMTP %

NUEIREF:  “InboundMail”  (23h)

REF

A
3




B r=sesmrns

* IP Hufik: 1.2.3.4

* Data2 5 1 _EIWTRE FAAWT o 11 25
* HAT ($:% ALL) {4#F RELAYLIST " 411FIRS: 5 ¥14% H
* RAT (B2 AR fF: A4

wEfRE |

DNS ] i F A A4 FH TR W R e 55 5 5 P #8 DNS il 55 4
SMTP Hf WS B % rh 038 4 1 4L R 55 4
NIE 4 IR S5 HT TF ORI o 1, T g WA P4 5% 2 i) A e af

ARG E MR
o B IEBMBAE I KK 7 5, on page 9

* 2 W 45 1 TP Huhl- /3B, on page 10
* WA E (5 5, on page 11

Procedure

Command or Action Purpose
SRR | 152 AT B R 5K THS [ B 2 I R O 1K) 5 3, on page 9
HIR2 | 15T W 251 TP bk 3T W&

o D SRAE ORI M 5 R B R B
WI2%, TR DRIZ IR S ERIA TP Mt
BRI 26 v 1) At TP bk R R AR

iff 2 SRR A 194 DG 11 7 2K, on page 9 FT i &
W4 28 A1 1P ikl 73 B, on page 10

A
g
w

AR RSB E AN RAE R

WS PR BCE S S, on page 11

B IR 99 5% 1A B 7 i FRAS B

A RREAS L], 335 U ) SCRS TP R B

S| % %
5
=

Qe
g
(2]

FIOTHEAE R SCALRE, AENLZE T B AT
e, IR AT

HBAIERRE CPREAT ) - il
AR R WU R SO P B .

WA iy AT F00 (CLD J8AT 230 5 1
il CLI

WHZ iaqT AT Sl (CLI) REEWE T,
on page 26)

WRALH] Web Frifa AT 2 2ke 10 7, iHHATEL
N ERAE:

a. (1%[-@@?9\&%) ’fﬁm interfaceconfig
i Vg ) i AT S )8 ) HTTP Al/ak
HTTPS.

b. 5 Bl 19 28 30 N A A I A 90 S TP 3
i 8

B osEfws


b_ESA_Admin_Guide_14-2_chapter1.pdf#nameddest=unique_11
b_ESA_Admin_Guide_14-2_chapter1.pdf#nameddest=unique_11

A

H

| &&#

o)
o

wrrzmenxnrt [

Command or Action Purpose
WIS | W B E P S PR DG, S INZEAUME | 1oadlicense i1 4. HRFLIGER, HS
P S VF ATHIE o 5 E‘%%er‘r;zéf‘é’ﬂw%;z LR, 1%9RT
TESCRE R R AR L
S MERRNEAKE. 15 T RS W E W, on page 14

fE R EME M KR T X

LRSS (R RS PP e Tl U RN 5%, S DA 20 M A 4% 5 B8 3 00 EEL SO A7 SR A AR o S 2 D S 4 3
W 2% (R R R 4

HXED
o TR IRAEM K, on page 9
EEFEEI R M K
TEWIERBCE R, RnT DU I DLUR Ty 20— R B A k9 K«

Table 1: B3 4 W) 5 By 45 1E T

PAK M PC FI 48 2 1] LA K 99 28 R Bl 11 22 A0 (0 DAOK Bz, ) I /B4y
Management Jiij [ 1) TPv4 itk J& 192.168.42.42, 3 f2 5 FH 19X 454 Tic B 1 e 25 2 1)
HRTT A

F 3 PC 5 B AT 65 i 1) 2 1) ) HR AT AR e e .t SRABTGIR AR T LUK I T %

117 HLA27 IS o0 e B 1 P LA R 2 R, R m] AR AE T SN S S 9 5%
RN AT S VR AT I SR . ARG MBS, IS I AT
V) B AEI G o BRAT S (R A5 BB R AR R

BIIE: 9600
BHRAL: 8
FERR:
1z 1
MEYEH: A

)

Note ifilfl, WIAER VAN RELZN . WIEFAGEN FAARCE . SRR G E SN B E, L
RVFARIPERZTTR . RFEMER, HSHFTP. SSH A1 SCP L)jllﬂo ) e AL AN
AR BB PR B3 22 AN TP 5 RV AR R OG . CRIRARAE R, TS0 B . D

wEMRE .


b_ESA_Admin_Guide_14-2_chapter1.pdf#nameddest=unique_11
b_ESA_Admin_Guide_14-2_appendix1.pdf#nameddest=unique_67
b_ESA_Admin_Guide_14-2_appendix1.pdf#nameddest=unique_67
b_ESA_Admin_Guide_14-2_appendix1.pdf#nameddest=unique_81
b_ESA_Admin_Guide_14-2_chapter39.pdf#nameddest=unique_28

4
=3

wE

pors
b

| R

T 7E M £& A IP it 53 B

AT LUE ] TPv4 F1 TPv6 Hidil .

o B FUAECHR g 1 (R EK A TP Hiuhik | on page 10

o EPEHWONL LIS (1) W9 284 3E4% | on page 10

o FHIZ 4R TP Mkl 2% 24 B LUK M 3 H, on page 10
o EFEIEB M 45 B E, on page 10

EIBANEIR IR O BYEIA IP btk

LRI (C170 A C190 HRAEM ¢ () Data 1 3 1) FFifCE 1) 1P HuhlJ& 192.168.42.42.

TEFEAZ AN R LR BB Y B 48 5 1%
RZHUN 22 I SR BP0, 7 23RS P8  F3/ ci LAK o 3 1

o LML M E A HARE B A R S
© ARSI IR AL BT .

A PP T B A P — /i ORGP R Il . A P LUK I3 11 T SRR e, 1)
E LB U 1 TR P T iy 44T R T
11248 IP stk 48 E 2432 LK W im 1

S AT DU B 4t W R AR A BRI TP ki b0 B A AR HE R G o 148 T LU I R B
WS 4 fiR (IPv4) FIZE 6 fix (IPv6) Mulik. {HSE, BEAEME LR RF R E W) 53R FAIWIGHE :

o ZESUST R B 0 B IR 2 AT TPv4 BT 2 A TPve Mkl b (1 2 AN AT FE
o Oy AR NFE
o AT LUK TPv4 R 1Pv6 Hiutik 43 B4 Mt 75
o JEANYEE OBECE R 1 ANZ % 1Pv4 Huhk L 1 My
o B IR ANTME B E
o #AT LUK IPv4 FiI IPv6 bk #5270 e 2 it A2 5

A2 X e AT DAE BN R (R B S 65 1Pva R IPv6 Mtk o i R e 52 P Rh Hu bk (R B i
W A7 T e B34 IE F T 1Pv4 1 TPve Hiuhilk,

R EERN W EIRE
S5 5 A XS A P T S5 LK S8 111 DA 4845 .
* 1P #ihik (IPv4 /58 IPv6)

* CIDR &3 1Pv4 Hiuhil: (1R /¥ 2% 445 1)
* CIDR #4211 IPv6 Huhik iR 4:

UEAN, 3 AT RBEA L R LU AR

B osEfws



4

| &&#

pors
b

o Mg LERIAES s (RS [ 1P Huhik
* DNS 5545 (1) TP HUBEAN LRI CUn 2R ST TR AR A 55 - DB e e B
* NTP 55 & 144 5 1P Mkl Cn RS T RHR IR [ I 25-4% - TG A A RO

XA, W20 A 1P b
A\

Note fy LA 4 1 (¥ TLIBE 9 5 MO 00 5C  IR)ISAT B JChlE, DU il 5 2T JFFARS o o 10 LA S 24 o
RUHIEWIBIT . AT RVEAME R, TES P 5.

KWERIRBEER
BEARS  T EE RAE L o 5o T BRI 0 RIRMS 5B ) ST
R

AR ZEHN TP HhEIPEANGE B, WS P 20 B 450 TP Mk o Gt SRC B A SR 22 4 S AP RT Web 4
PSS, WS AR R AT Web B BEZS (M RS BAETPE RS .

Table 2: Z R BETER: AT HBEIEREN 2MUFERF

RGRE

BARLE TN A

T L SRR R G S AR
R Ak 3]

XA

INf b ) 20 il 55 i

PO 0

i

SenderBase M2 5 i FZAER
H 3l Jii FH /A%
) 2% £E 1l
EPS:

DNS (IR sl e H A
DNS) :

B

Data 1l imH



b_ESA_Admin_Guide_14-2_appendix2.pdf#nameddest=unique_64
b_ESA_Admin_Guide_14-2_appendix4.pdf#nameddest=unique_71
b_ESA_Admin_Guide_14-2_appendix2.pdf#nameddest=unique_64
b_ESA_Admin_Guide_14-2_chapter50.pdf#nameddest=unique_42

B ss=s=es

wE

o)
¥

H

4
=3

RigigE

IPv4 Hludil/ X 25 #E AT .

IPv6 Hidik/Ri 4% :

SEAMGE R LA

SR YNGR

15

Bx

kAL R

R

Data 2 im 1

IPv4 Hludil/ X 25 #E AT .

IPv6 Hidik/Ri 4% :

SEAME LA

SR YNGR

15

B#x

kA% R

R

Sgihn|

IP Hbhik:

RSN

IPv6 Address:

CIEE

SEAME R LA

PR AR NUBAT:

15

B %

kA R

R

IS 22 4

IP {5 il k-

IERETES

S B 3 S A4 4 5 |

T/ TronPort

McAfee i 54145 | 4

ERETES

Sophos 77 BE 414t 5 |

) H /2%

ERETES

B osEfws




4

| &&#

pors
b

Table 3: ZFRET1ER: ATERAMEREN 1/MIFERF

RBpRE

ARG TN A

TR T B R G T AR A
KRl i AR H):

X

IS b [ 20 i 55 i

P O3B h

m

SenderBase M 45215 Je /EE
EEEESS A AR
W 2% A B
EES

DNS (MR E A
DNS) :

B0

Data 2 if [

IPv4 Hudil/ W 2% HE A .

IPv6 Huhik/RiZs
SE4 R E R ENLA:
B2 A N A Vi B R

kA IR R4

Data 1 if M

IPv4 Hihik/ W 28 HE it .

IPv6 Huhik/Ri 2%
sE4 R E R ENLA:
MR 22 4

IP 5 it ik EREIE S




4

wE

pors
b

B srzsszEns

RFRE

S B WS4 4 | Jt/IronPort
McAfee B BE414 5| % JA AR
Sophos B #4145 4 Je H/EE
R Y SUR)E JA AR

S L =2 =
FRRAKRERS
* Ui lal 2T Web [ EIJEH 2 5L (GUI), on page 15
o ATHIZET Web I R G0 WE 1) 7€ LHEANCHE | on page 17
* WH 5 Active Directory [Ji%4%, on page 24
o GREEPAT IS S0 9R, on page 25
* Vi a7 S (CLI), on page 25
o BT AT Y4 (CLI) RS0 E 17 T, on page 26
* F R E N AL K, on page 39
T R E ) AT YIS W E A R iR E e 8. G, nT DUECE R GRCE ) 3 rh R 32
P B ST
ST LIS A o g B Ay AT S (CLY) 1847 RAWE T A XKTEAE R, S0 5T Web 1
KB H P ST (GUI), on page 1581217 fir 24T JL1 (CLI) REE % & 17 T, on page 26

TFURZRT, 58 RETBE B HE S, on page 8 K1 ¥4 AF
A

Caution {7 HLE 8 (BRI 56, S JIAE IS AT R G0 BEE 1A S 2 R loadlicense iy 2 N4 45 () K400
MEAE R SR TR . HRENMEE, S EBR AR 2R 78 .

A

Caution 2 4t B i G 52 4 ML B MRS, 35 IRICBUDAER I, sRF 6 T 5 A A B
I, A R

A

Caution s {4 o) 45 T A R A (085 B s 11 1 i B BAA TP Hbdik 192.168.42.42, C170 A1 C190 M M 5% fR
Ab, HAEH Data 1 i [ 7R BRI OCER B 4 2 1, 1A PR A T 2% (1) TP Mkl S5
BRIN VLB ABA TGS o W SR B R SR 22 A M A Web 7 BEZS 152 [0 75 JU R 22 4 IR {1 FH Web
EHLEE (M RA)D FEFE RS

BRI R E N A LR A E R BIMSS, TSI AN, AR5 RS I ER A B
(BRI TP 3l

B osEfws


b_ESA_Admin_Guide_14-2_chapter50.pdf#nameddest=unique_42
b_ESA_Admin_Guide_14-2_chapter50.pdf#nameddest=unique_42

BES
<

W}

| &E
i web s A A 5E Gu) ]

a1 & T Web B9 EIRZFH A 5@ (GUI)
A I DGR F 35 Web [ bRk BT F P ST . 3X 35T Web [F5B S0 ol T4 8 “ i 2e A g
hie s, BRESRIRG ) Ridy 47 At .
HEY7Ia) 3T Web BRI A0 (GU), 59T T S48 SR L4 1) 192.168.42.42.
[ BB Web Ftiin] & n] Ll LT 75 Xz — 15 )87 Web Ftfi :

N

Note jijs % 5 [¥)38r Web FLifif# ] AsyncOS APT HTTP/HTTPS 3ii Il (6080/6443) i1 trailblazer HTTPS
¥ 1 (4431). ¥R LLLE CLI HA§ ] trailolazerconfig firKACHE trailblazer HTTPS i 1. fff
{RAER K EE TP F] I trailblazer HTTPS ¥ [ .

° i—’l trailblazerconfig CLI fﬁéﬁ%}a, L%ﬂfﬁﬁ U\‘F URL -
https://example.com:<trailblazer-https-port>/ng-login

,E\:':P y example. com%ﬁgfim%jzjﬂg y <trailblazer-https-port> %EHHWFIW?‘% I“ Bﬁﬂﬁﬂ‘]
trailblazer HTTPS ¥ 1 .

4K trailblazerconfig CLI iy 2 M 1ELIfE &, 120 (ERFZ 2 Em 42258 E) .

* GoRBIH Web Frif, RJGHRT REEMSE LS ER L. KA | HEEH Web RE
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* passphrase

* Loadconfig

* Systemsetup

* loadlicense Cidi F T~ MM AT /9 55
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* Ping

* Telnet

* netstat

* )% : admin

o WA, ironport
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login: admin
passphrase: ironport
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SRIE AT DAAE LU AL B A A LA SCAR: https://support.ironport.com/license/eula.html

* WHEFHLA4, on page 18

* MUE RGUEAR, on page 18

* B E AR5 ALY, on page 18
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o AT IR G5 1 25 R ey o0 20 ) e A I 2k 2
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EBC B B PEIN,  2E 3

o RS MR A
< AN HAR (SMTP b)), Xl ik I

e R AENIBLE” (Accept Incoming Mail) & IEAE LK L C & A2 M. v N\ o Hdz =2 s
384 o

BN E bR Xt B A dE E (I B BT T ARV SERLIK) SMTP B B sl 44 FR .

A SMTP B4 Ho SMTP Bl T LE i N BIRF @ WA A2 e (MX) NI RN (8
FRAWAE AV 03 [RAT] 45 HD FE 10 Fra i fE. el 2z, SMTP i e SURe e A1 (4
4, Microsoft Exchange) Jil45s# B BE Al it (1) M AR A5 v i “F —Bk”

fhn, EArLLE AN, 58 NI exanple. com MIFTH H I . example . com 4252 MIMB A 2% th 2
éﬁ’ﬁ:ﬂli%%ﬁ exchange.example.como

TR LU N 2 /N8R H bR o 53R An4T (Add Row) Vs s —ANk.  Spti b AR BIbR o] i 54T

\)

Note /iyt bdRep il SMTP S rlIEHAE . WSR2 SUEAT SMTP B i, /\éﬂ%ﬁﬁﬁ DNS 7 $& Jf:fif

SE W RE PRI R A NI S L. G2 B it e A R s

S VRISV AT . BT, SASE example . come BRHRAEAE example.nec FE{A
?iﬁE’JHﬂHﬁFTW#}\wItﬂ?%EPIT_EﬁB, H%Z'FHIJ]\ example.net u&iﬁ% ﬁ?%l$éﬂﬁm JEh MEJ |ﬂ/¢:>{l‘l&
N HohiE

FEBCE IS 4652 LV, 208 ORSE, SRVl misf: k) 5C rh 4Rt fF .
XL RE 7 1 LG R A RELAYLIST )4 H o A RTEIE R, WS R AT A4S,

e gk fL it ” (Relay Outgoing Mail) &I AE LUK EE FTRCE A 4R B 4F . A\ o] DL Ik il A4
e RIS R ML

M ECE 4k s O, R AL R P ACE AR Z D, RGN E N SIS
FFiZ4E 1 SSH.

E R REF, SIEASHA 1Pv4 k410

o EHROKARECE K 192.168.42.42,

* fEData 1 LUK M B 192.168.1.1. ‘e B E A5 LA .example.com 45 & (3L KI B 1E, SMTP
# FH A exchange.example.com & 3.

* & Data 2 LUK ML FJH A 192.168.2.1. BHLE A M exchange.example.com H 4RI
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gEfmzE |

B comncesn =y

€390 F1 C690 %%t

C170 A C190 %2

Figure 4: M4Z#ZEO: MRTERZED (EDRIRE) I8y 240MED

| able Data

This interface is typically configured fo accept mail.

IPv4 Address / Netmask:

1.1.1.1/24

1Pv6 Address / Prefix:

EODI:dbS:l: 14764

Fully Qualified Hostname:

Fulty quelified hostname for this appliance

Accept Incoming Mail:

[ accept mail on this interface

Relay Qutgaing Mail:

= able Data

i,

This interface s typically configured fo relsy mail,

E Relay mail an this interface

IPv4 Address / Netrnask:

11.1.2/24

16 Address / Prefix:

EDDl:dhﬂ:ll 14764

Fully Qualified Hostname:

Fully qualified hostname for this appliance

Accept Incoming Mail:

E Accept mail on this interface

Relay Outgoing Mail:

a able Manage

[ relay mail an this interface

This interface is typically configured for system administration,

IPv4 Address / Netmask:

1.1.1.2/24

1Pwe Address / Prefix:

EODl:dbﬂ:ll 14/64

Fully Qualified Hostnare:

rnail.example.com

Fully qualified hostname for this appliance

Accept Incoming Mail:

Ll Accept mail on this interface

Relay Outgoing Mail:

[ relay mail on this interfacs

XFF C170 A1 C190 %4, Data 1 #2105 B E A H T ANMBAERIAL B4, 1 Data 2 #2111 H % &

(LI

HECE S TP Mk H TP IR ORI I, RGUBCE SRS 3 D0 FP:
Figure 5: W30 : AT EAMEE R FER 14 IPHAE

v able Data

This interface is typically used to accept and relay mail.

IP Address:

192.168.1.1

Network Mask:

255.255.255.0

Fully Qualified Hestname:

[mail3.example.com

Fully qualified hostname for this appiiance

Accept Incoming Mail:

Accept mail on this interface

Domain

Destination

Add Row

|-example.com

example: company.com

exchange.example.com

i.. An Exchange or Notes server

Relay Outgoing Mail:

v able Data

Relay mail on this interface

System

Add Row.

|exchanga.axamp\e.cum

example: company.com

W

This interface is typically used for system administration. (You are currently connected to this interface.)

1P Address:

192.168.42.42

Network Mask:

255.255.255.0

Fully Qualified Hostname:

mail.example.com
Fully qualified hostname for this appliance

Accept Incoming Mail:

[] Accept mail on this interface

Relay Outgoing Mail:

[ Relay mail on this interface

WEMZE
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* JHH IP /52138, on page 23

o Je RSB AF 44, on page 23

* JA BT 144, on page 23

o JA S GOR AT CGUAHEZE BT IRSS) | on page 23
o Ji R EE B R L JE RS, on page 24

TP {52 B 55 P LAV AT 1K) S SMB AR R J 58, AERE "8 2 B T3 2 T A A 10 S B SR s 1 3%
gt (Pln s s ) e .

IP 52 R4 0 P AR RS T A MU RE TP Mk, MERf . RUEHOIEZRER “ PR mlBEh g 1
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A, TP AEE IR N BN (32D TR

SRR A X 2 m] BE B B e b S B R 30 R A . ZE RS E I R HIIX —#R4, &l DLk
PEAEMRAE X 2 b4 ey Ja T s B3 B A o #8348 mT LR AN J3 T Z IR 55
TR R S b R B E AR SS, WAT LS AsyncOS Bt & Ay K 17 3% S A2 RTS8 47 3% B3 A2 232 ) A< 3
B SR MR 251X o 437 35 I 25 DX AV A DX SR R e 2 P B2 DX o EIC B e 2 P Ul R PR 2 T
HEEH G LG 1R B 251X
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fﬁ*ﬂfﬁ@ﬁﬁmﬁﬂ_

T AR M 5C v] fEBE Y Sophos 7 B8k McAfee B #2145 481K 30 RARH IS H. ARG RE
[ S (F3X &0, ] DU FEAEIBAE 6 b4 5 B 414 5 1 4

B SR IERE A I BRI, )2 BRI AR A IS R ER DA A% LB IS S 20 00 A5 1o I I G
ST A R A RE, (HAME RGN EPE e B B
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BRFRHEERTIER

T RIS 0 5 T B PR 5 1 A i o 10 30 AR Wi o o g MR A DR AR S AEAR BRI o 7 22 4
I 55 ST A BT RV R RS A4 SCAE TR 2 AT BERRSAE, SR OLBEN s A B TERER .

ARHEAE R, WS R R IES
i F—% (Next) gk 24t .

i
(2]
N
H
7}

B A S O s . AT LU (B AR (Previous) $22401 8% F iR o0 A7 Af 1 SRR (Edit) 58w
WA E . MBEERAM 225 R MIERPIFID T T, gk sl se i g # b g,
—HBEHEAE TN B2 AT TA BE A AR .

o on s B RS, E R EEE (Install ThisConfiguration).
RAS WoRIAREHE. PRI (Install) ZHH It E -
TR SCHL s 28, T LUR IR IR A

)

Note 4y 53 O 57 o5 1342 IS I S 08 11 (R RO TP bk, U)o %2 23 (I nstal 1) K5 55505 247 URL
(http://192.168.42.42) WIIERE K. {HIE, B0 2800 507 22 1) 20816 TP Mkl

REWE TG, RESRIEZFRERME . AREAGER, ESFRINZEK, on page 39.

% &5 Active Directory AYiE1E

W RGEBEE ) FAEMSAE OG- IEM 2238 TixAlE, W4 BIR Active Directory [l 45, W EEATEHT)
W25 113517 Active Directory ik %5+, 1114 1] Active Directory [ 54 Active Directory Hit 25 it &
LDAP JIg 55 2 ECE SO, I B W B @A T et NS Uk . WA A Active Directory B0 Ay 2
R 5 U TRCE, s “Bhid DB (Skip this Step). %57 LAE R SEE IR (System Administration)
> Active Directory 85 (Active Directory Wizard) Ui _FIZ4T Active Directory [f]'F. #&EiEH] LAYE &R
L& 18 (System Administration) > LDAP /i AL Active Directory A1 Al LDAP Bl 1.

Active Directory [ F 210 2 0 LDAP IR &S #5 C B ST R M R SE B, Blan S gy 5k 77k, il .
FEA DN LA L5 SCRF SSL. Active Directory [7] Sib 614 LDAP [Ix 45 #5 B & SCAF () LDAP $#52 Fil 73
AU

Active Directory [n] ‘76l LDAP IR 5525 E XM )G, 1EMH RS EEE (System Administration) >
L DAP Gl A T I C B SO AT HoAt B

Procedure

LI 7E “Active Directory [1]3” (Active Directory Wizard) UL [fl I, H.t73iE1T Active Directory 85 (Run
Active Directory Wizard).

$HIE2 Hi N\ Active Directory 4525 LML .
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IR 3 HIN SIS UETE K I 44 R A

PR 4 5T —5 (Next) k2L 4E.
Active Directory 1] 331X 5 Active Directory 55 2% 138z, WALy, Wex Bor Mt H sk
" (Test Directory Settings) UL [ .

WEBS M NERIELAET Active Directory H At hl - B MR (Test), KM H R & E . 4R S WoR
fE “HEFRA” (Connection Status) B,

PER6 T

g ok 4= + -
PJENITRESER
TS TR B G IL A 55 Active Directory [ S & T H BBk iz G, RASER “REE
WHE G IR” (System Setup Next Steps) L[] o
il “RGUE G0 (System Setup Next Steps) VU (F4ERE, kS0 & 145 1) B M 5% o

18] a2 {75 (CLI)
X CLI )7 i) PR 78 3 32 2 AT 1 ¢, on page OH B BE&E By Ui . ) BOAH P& fa
LA . B, RAEELH PR BA VR CLI PR . 7o i 2 510K - 55— ki )
AT SIS, T DRI B ARSI P . CHRRIE P RIE R, &SR
Flo ) “RHEWENT” SECREESEH LKA 4. &0 LIBER A passphrase T HALE
EEHAKS A,

T AR IER:: A6 BRI TP Hikik 192.168.42.42 f5 %) SSH 231 . SSH e & 4 i 11 22, 7E
NN A4

I AT ERATER P IR AR AT RGPS KN AT L LR B A5 i 1 A 2 s i o %)
HEREBIMBATIM O, on page 9 BTk IF) HRAT 3 S FH I E . 78 PSR 04

T A P R0 0 A B A e
HExER
o ) ERAH P A RS, on page 15

H I BOAR P2 &g

L SR 2 ) K UL BSOS AR X 5, D6 200 B A BRI S R A E AR A M1 I D8 95 P 58 0 il B
Bo P S SRIBE ORI, Web St e s S I BRIN A A, JF HL CLI 2 #5585 S CSOBRA i) 2 i
AD6F LA iy & R 17 ) o

* Commit
* Interfaceconfig

* passphrase
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B zaesrrmeon zarEns

* Loadconfig

* Systemsetup

* loadlicense Cidi - HEAUHIBAT /9 55D
* DifeE ]

* Ping

* Telnet

* netstat

‘fﬁ}héﬁz admin

® %ﬁﬁ%: ironport

Biln

login: admin
passphrase: ironport

\}

wEfRE |

Note iR ifiliny, RAESEREEPHMANN LB, W RALBAT RGBCE 1) T2 AHER,

TR LT R B -

BT SITHRE (CL) RRiRENS
CLIRERSE B 15 GUI ORI S HAAR—5L, FU D HUSMI oL,

* CLI JRALHE 5 Web I 1575 -
* CLI FRIC V8 G F LB (0 BE A R 1 R BRI A AL SRS
* CLI A 5 Bl 4 Sl B o 13 M 75 A o DA 22 A R B IR o

s ERGWEEING, CLIRATE /REAH LDAP Bl X E. 1 1dapcontig fir 264 LDAP i

B

LBITRGWAE T, WM TR systemsetupo

IronPort> systemsetup

RGWCE 0 B S ER IR E R RS . WRIZRES KRN OE, s R s e 4

B HUATICE, WL R R a2 “a2” (Yes).

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table'

mail operations may be interrupted.

Are you sure you wish to continue? [Y]> Y
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Note Jifth RETW B LTA Pk, R HAHEET Web 1 RGIRE 1T LIEATLHE | on page 17
TR GUI R GEBEE 17 PAAE W 22 1 50 A 5% CLI ARG E R S X HEZR 61 .

X ERM
o B CE B DU, on page 27
* B VFA] MY, on page 27
* WHE M4 , on page 27
o SrRCIFRCE 2 1P 211, on page 28
* BRI L, on page 28
* JA Fl Web 5, on page 29
* It & DNS &, on page 29
* QAT FEIY, on page 29
o Ji BB, on page 36
o EPEERN SR 41 45 | %, on page 37
* JH B AERRS 251X, on page 37
* J&5 F B W B¢ 414, on page 37
* JA Fl TR R I E#R, on page 37
o POEEHRBCE M A 3 3CFF, on page 37
* fiL BT RIAR T, on page 38
* WCE N ] ¥ &, on page 38
* TfIA B4, on page 38
* ML E, on page 38
* QU242 on page 39

oG, B AsyncOS BB GRS IR o AU N IH RS A REAREL . B i b A Dy 6 AL
ETRF e TSRS R ORAAE A AL ) S S R G BCE SE A R

R T T g s s i o, AT LLAIE R G ) R DL SRR O
e

] 1525 e 52 s B R VR T s
REEHE

BNk, MRS E e A BOE WA . A PR e 9 4 B B3 23
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PEHEEIZIEIPEO
R AE4 ) Management (£E C390 M1 C690 ¥ #% 1) 54404 Data 1 (£F C190 4% L) A ELLL
IS O E o RO FEC B IZ 8 TP $2 11, AR5 S/ SR A 9 S AT Ary LAt ] A BE DI 2 1 F i
B IP I,
FEANCUR B DT BeAT 24 TP 210 . TP F2 1002 — AN TP Huhb RN =M 144 S5 BE LUK 4% 1 AH Bk
(I AR S5 R o T SR 1A vl 5 R INHE 1] Data 1 11 Data 2 DL RS 1, U487 S AN SERE 1) TP Mkl A 3= 4L
L2
FFF C390 #0 C690 i &%« TRk i3 A# F I A — N BE LUK M ity ) E A E 2 2 R, DLk A He i
W R P N S R s RS F g — N DK ) iy ) e e B A R N F 9 2%, DI I & FH vy
FEFPrh 2k H uk ip 1
FFF C170 FERIAE LT, systemsetup 72 K10 I — Mt W 2P A BCE — M B LUK W v 11, BE AT
DL SRR, mT DL 4k H ik B4

)

Note 0 fax it B 4 Az Y S S A R B 1V i, BB A L I R P I B oA B 1, R & 4T IT
B0 SSH.

ity R LU E R
s BEVEMAH TGP F OB/ GRFRD o i, ek —AN DoKW 1 1% N
2, MM AKGS, ERTREAREREAN 1)) i 4 A PrivateNet AT PublicNet.

N

Note 4 15 LA FRIX 20 KNG o AsyncOS K5AS Fe VG g AN FH 7] Fr-4%
[} Z fk o @IJ ﬁ” ’ Z %fﬁ Privatenet %ﬂ PrivateNet %ﬁfm?’ﬂ%/l\x I'EfJ ( uﬁ

—) AR,
o ST EL B LI | P dRAIE . SX AT DU TPv4 B IPv6 Hithl, & mT Lok #— TP 32 11 4 B i AP S 7Y
1) 1P Mk .
o B MEEIERD, WS HERL LR ] CIDR k2. #in, M /24 18 255.255.255. 0 F I AIIM
2R .

\}

Note  JJGyJi o S ¥y B LA 9 B2 11 L B AH R] 7 9 P ) TP bk 47550
250 1P Huhb e & RO PEAIME L, T2 20 B 45 A0 TP Hihil

XF C190 s, HACHLE Data2 #2110,

5 & BRIA I 5%
%T: systemsetup /l%/}E(JﬁFﬁ‘EBéJ\LIJ’ %)\Méﬁt%(ﬁ\ﬁ% EE%% (IW;%) Eg 1P f[{_j,iJJ:o
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& Web 5@

fE systemsetup AT MY, S HBEERISCE H] Web FHim GEM] T4 ELLUR ML D o LA L
WEPEIE RS 2242 1) HTTP (https) 21T Web Ftiii. W RIESEAEH] HTTPS, W ARZUEAIERIES, HE
JA o SRS RS T o

. & DNS &8
PRk, MCE DNS (A HRSS) B'E . Cisco AsyncOS A7 n B 522 A i B IE R AR R 25 e 1) i 1k fig
B DNS T RE /9847, RGUAnT DA B ) DNS RS a5 SRR R B A, &
B i BHLALAEAS DNS RS 2810 TP Mok F =LA o 0] DU BT 75 50 1) DNS Hli4s 2% (BRI RS 2%
BRI 0 o BRIAHUT, systemsetup 2XHE/nE NG B T DNS ARSs 25 1l

ellEES g EdE2

TR A PR TP EECE I NS AR A B AR SS  ATWTRERASE F T I ) T R ek
LI E N IS 9 G (R o - Cisco AsyncOS 4 FH W A2 1345 52 WS A by 3R AT 52 Al R BB N
HUBT D6 55006 A2 1 4 o 188 mT LUB T R 300 R B DA B 62 1) TP b ig 47 i i E i By (L&
“SMTP JG &5FH T D o
3T . C390F1C6901&%: BRIMHI T, systemsetup i E ML - — A AL,
—ANEHMTRET . ORIV P 2R PEANE R, 52 B S M O LB . D
XF Cl90i®#&E: BRIMGHL T, systemsetup i 2HLE — AU, BEECKR B H LM 1) #E
PF, Wk [N IR . 152 C190 %4 [T R 7~ 61, on page 34,
A ST REFP I, SN AR 2 LR R
o EVEERH TR SRR B HFR (IRRR) o Bldn, MR P 0 28 S 3 ie RILK A% 31 1 1
W P4 HIS A (P A T R 75 1T BE 4 Bk OutboundMail .
o FF R L — AN TP 10 (B2 AT systemsetup Ay & AIEEIIEZ )
o ZE LS PRI AR (IR AFEBIITFRF) o GXJEH—A smeproutes & H o 15 S
6 B A HI A D
o AR A ST R T 1P A5 B B e A e L gE . WA, REESFOREE IR
5¢” (Conservative)s “H145” (Moderate) BY, “ F3))” (Aggressive) B H Z (B HATEFF .
o BEG MRS AR/ A FE AU B R N (R A ST RRT)
o SN FUEBONSAF e A AR ERr  thl (RT3 B A 1/ 3 dek MR A D SGHRE R P 1)
g8 CLHPIRET) o CXERMITFRR T IS — MR BRI BN R A H . i E 2
BE, WS R NGBS AGS I A 852 I s R e )

HXER
o ALMIWTEEFF, on page 30
» LT REIT, on page 32
* C190 W& T #5741 , on page 34
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Note

QUL A SN L OOV R P B LA R s B0 AGE HT T B e %T C190 Be s, 1RSI T —#73C190 #
£ T P74, on page 34.

1F systemsetup M2 IR EIER T, 444 InboundMail B2 A W R > e & b 78 PublicNet IP $211
J:iiﬁfo ﬁ&ﬁ%r EZﬁﬁWT%%F?@EEij@%%%%example.cmnﬁﬁHGEﬁ%imB##o Eﬂ%iéﬁﬁﬁ#?ii%ﬁ
exchange.example.com HIFI%E SMTP . ©F KRS, A FLMWIREFige T8 EEE
/NI 4500 AN B KA

)

Note

150 Ay B R A UAE /AN IR B2 WA 1 s RIS 5 AN KB S A BT, 30 ARG A 20 LA
PRI (R AR . a0, 72 1 /NI YR 200 S5 IS (0 R A AT RE AR B30 R 4 il it
7 BB ROR D AEAT AR I R SCIC BN AR FE— 5 10,000 A ¥ 23 7] R B A7 B AF
BN L EHUCE] 200 BFHEAFATRER S 3. M/, 7E—2K 50 ARIAHEY, fE—/NIFA R
BORIE 200 BFIBAFIINAR BARAUE — DB IBAFHIER . HRON B R ARy (IR
D ANTHISAE A BRI, AU PEIE 2 e A SCERIN RIS IR S AR5 R, TS
RAF NATET

i, RGHLSAIVIRE IR ERIA ALY ) 5

You are now going to configure how the appliance accepts mail by

creating a "Listener".

Please create a name for this listener (Ex: "InboundMail"):

[1> InboundMail

Please choose an IP interface for this Listener.

1.

2.

3.

Management (192.168.42.42/24: mail3.example.com)

PrivateNet (192.168.1.1/24: mail3.example.com)

PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 3

Enter the domains or specific addresses you want to accept mail for.
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Hostnames such as "example.com" are allowed.

v

Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@" are allowed.
Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[1> example.com

Would you like to configure SMTP routes for example.com? [Y]> y

Enter the destination mail server which you want mail for example.com to be delivered.
Separate multiple entries with commas.

[1> exchange.example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number

of recipients per hour you are willing to receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 4500

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 1,000
Maximum Number Of Messages Per Connection: 1,000
Maximum Number Of Recipients Per Message: 1,000
Maximum Number Of Recipients Per Hour: 4,500

Maximum Recipients Per Hour SMTP Response:

REF
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b
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452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk

£ systemsetup v 2 IR BI04 OutboundMail % F AT F2 5 BC & 4 7E PrivateNet IP $22 [
LIt RE, BE TR exanple. com MM PTH EVLKITA M. GEEE, & HIFHAK A

ﬁi: .example.com)
RIG, W Bz AR IR CRB D I ERVE RN AT T A5 7 (R BRI WL 0] SRS o

THEE, TR FBOMES Z AT B M A ST R P A AT SRTEAE R, T2 B A
WrFE o

Do you want to configure the appliance to relay mail for internal hosts? [Y]> y

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2
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Please specify the systems allowed to relay email through the appliance.
Hostnames such as "example.com" are allowed.

v

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addressed are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener?

(Rate limiting defines the maximum number of recipients per hour you are willing
to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMAil created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk
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Note

BT R I LR /s GE T €170 FiT C190 45 o

7 systemsetup v 91743 0, 44 24 Maillnterface FA0TWT R PG & N 7E MailNet IP 21 iz

17

ﬁ&ﬁﬁ, ﬁZﬁﬁ@EEEF?Eagiyb%igéexample.comiﬁEGEﬁ¥me##o ﬁEEQEUEB¢¥§Eﬁﬁexchange.example.com

(IR SMTP B o SRS, [Al— (T 2P S L E 0 P 4k example. com BN FTH ENLIPT A IRAE.  GF
%f%i’ %gEi}Fﬁﬁ&tﬁqédfi: .example.com)

O R BRG], 0 AJCOT R RP AR E T A RN 450 ANRPE IR KA -

N

Note

150 Ay B R A UAE /AN IR B2 WA 1 s RIS 5 AN KB S A BT, 30 ARG A 20 LA
PRI (R AR . a0, 72 1 /NI YR 200 S5 IS (0 R A AT RE AR B30 R 4 il it
7 BB ROR D AEAT AR I R SCIC BN AR FE— 5 10,000 A ¥ 23 7] R B A7 B AF
BN L EHUCE] 200 BFHEAFATRER S 3. M/, 7E—2K 50 ARIAHEY, fE—/NIFA R
BORIE 200 BFIBAFIINAR BARAUE — DB IBAFHIER . HRON B R ARy (IR
D ANTHISAE A BRI, AU PEIE 2 e A SCERIN RIS IR S AR5 R, TS
RAF NATET

i, RGLS AV REFIERIA ALY ) 5

You

Ple

[1>

Ple

1.

2.

[1]

are now going to configure how the appliance accepts mail by creating a "Listener".
ase create a name for this listener (Ex: "MailInterface"):

MailInterface

ase choose an IP interface for this Listener.
MailNet (10.1.1.1/24: mail3.example.com)
Management (192.168.42.42/24: mail3.example.com)

> 1

Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
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Usernames such as "postmaster@" are allowed.
Full email addresses such as "joel@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[1> example.com
Would you like to configure SMTP routes for example.com? [Y]> y
Enter the destination mail server where you want mail for example.com to be delivered.

Separate multiple entries with commas.

[1> exchange.example.com

Please specify the systems allowed to relay email through the appliance.
Hostnames such as "example.com" are allowed.

v

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener?

(Rate limiting defines the maximum number of recipients per hour you are willing
to receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 450

Default Policy Parameters

Maximum Message Size: 10M

w}
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Maximum Number Of Connections From A Single IP: 50
Maximum Number Of Messages Per Connection: 100
Maximum Number Of Recipients Per Message: 100
Maximum Number Of Recipients Per Hour: 450
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Would you like to change the default host access policy? [N]>

Listener MaillInterface created.

Defaults have been set for a Public listener.

Use the

* Kk Kk Kk Kk

\)

listenerconfig->EDIT command to customize the listener.

Note [T systemsetup M AXACE MW FLT, FTALEE C170 Al C190 ¥ 45 (0 N Sl F H b 42,
T A SR T AR S S s T B 5 IR T T NS IR o 52 A58 1 M 422 4 W 42

J& A B 1L 3R R 44

A RIS A 194 S0 i o s 7 33 IS A 3 1 30 KA R 4H . 1 sy stemsetup fn & IS0, AT LA
TR VE AT EM JF HAEHBAT 9 5C E 4 JR 5 FH R S ST fg

IRJE RE S AEA NSRS e S 3 414

)

Note iy SERPEAZVF AT B,  IIAS SR M 0 O L FH s B SRS 1 2 e

TS b PSS EANACE A, T Al 9 5 S I i) B S 7 33 IS A7 e 8 3B
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BN BRSO RIHR S ik T ORI B 0 25 1, SRR AR B G LAY, T AN L
M A 3% o

i Cisco AsyncOS, H48aT LA F 94 2% i 1] p S (NTP) K5 Hsf 1) 5 194 4% ity HL Al AR 45 s ok L B I ) 255
WETH R E RGN Bl BB DAZAE MBI OC v B I, DA BB Sk A H 25 S Hp i) i ) R E
fiffo S0 W] LIS T RER 2R GE I [ i 45 28 >R [R]85 2 0 O b (1 I [

MEFEU TR 2 X RN X DA A A8 NTP (LG 28I NTP k55 s 24750 .

BE, RAWEINFRERBEBAIH comnit dr4, FRATERTH IR EZ 0. R E BT
o, R U7 (Yes)o

TERS RN GE ARG BB 0 T )7, R EoR L I E R, IR s ar S 4R 7

Congratulations! System setup is complete. For advanced configuration, please refer to the
User Guide.

mail3.example.com>

ECREP SRR kP NDY S-S IS8

ZEE AR AsyncOS FL'E, &0 LM mailconfig iy 4 32 HI A% AL & NI IS systemsetup 2
F 1 2R e 5 s A

mail3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file. Separate multiple addresses with commas.

[1> user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com>

Fe e B AL BN EA B ) FOHIAE,  LAR A ZR G R 6 12 R 1) 0 2% rh Ak 1 o
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MR A AT D R A FHZhRE o 28— IR systemsetup fr QI MIVTFEIT | F'}ﬂ}iiiiﬁﬂiﬁﬁ
JA H Sophos % McAfee [ 5350 i i i M R L JEAR I, RA S ERERIF RIERIBER 2 2 &
4;, on page 187 F5 & HI Ik .

AR 23 T WA SR S B RO R N E . B

Your "Receiving" key will expire in under 30 day(s).
Please contact IronPort Customer Support.

Your "Sophos" key will expire in under 30 day(s).
Please contact IronPort Customer Support.

Your "Outbreak Filters" key will expire in under 30 day(s).
Please contact IronPort Customer Support.

A ORAE 30 KA /5 Wl J3 i Dhee {5 B, 15 RMHEAERIEER . v LLEd RAEEE (System
Administration) > L1 gE 240 (FeatureKeys) GUMELR H featurekey AT KA H B HIIFI RIS H ..
KHEMBERE, ESH DR,

BARFEE B X

TR RGN E A NG Bk BB RGIEE) 5 5B 58T, ARG 2[R C 199 5 LA
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