£ BB &= = 18 4%

AEALE LU
o WA A IR PE IR, on page 1
o A AEAR 7 (Email Security Monitor) UL [H], on page 2
* B Web SRl 2 4 W87 (Email Security Monitor) WL, on page 35
* 5 MR, on page 75
* E PR, on page 76
o PR S SR HERR, on page 79

B =2 & R =T A

WIS 22 4 478 T E P WAL ER M AR K R A D BRI B o Bl AR TP bbb R0 9 SR %A s 1
RAEN TIN5 TP 5725 i 5 EAT A8 T RIS B3 4045 6 o 45 P LB IR AR S5 AR B A N (A R F
Fpsdids, Jfwos A RCE S, I EP@%EEXHtE’J/x#FA%EwB% L 22 4 M A2 2 )
RE, 22 APBAAT L “ 3 PAARFR” Wga ) F P AR AN 52 T A AN SOy s i LA B 2 4
SR 1R 2
AT AU HAT LT B A«

* Vil EEWF;?%HQ?%IJJ%, LLLH:ZE)\?E%DEH?EEB#%E%

o R AR ARIIPAEEARSY, S IR SRS R OB R Vg, BILIEAIRAR AL 1) .

BT LI AW M 2% T AT iji %i%/\ IP Hidik.

o A MEPRE RGOIRAS LA 0 19 2SS RIA H RS A o

XA NIBPE AT 2 2 WP A AN, WBAF 2 A M s Mt P Al > OGBS 5, Bl

o WBPFHCE

o R IR K

« ORI ERE
o FZ AR PR
o RAFNARE LIRS UL Fo B

o NS RIS SR ISP A 5 Ay s I ISP 1 5 i 33 IS K
o Bl R G 1 £ AT AL P S K
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Rtz NS |
B sozssmnesee

AR RBIE R B V2 B TR DR s 5B 5 LA 8,
e

IS 2 4 I 478 2 D BEIE 2 1l 3RAT OGS S VA A WA P9 A I DB 2 A L, 9 i FL AR BB E 0%
PR I P CHBERIC R A

M2 4 I 4 D e R Reil i GUIAS T, ik e n] A S8 ) ISP U B A A D RS CRLABRR B X
TAEBAFURR D o BB DG AT YU AN J& T~ 1E W s B SO A N o SR i 58 H s s e
AR AT, B8R DU I 12 A N0 e BB A A N2 A2 A A N I U ) E B SCA Rk
WA TEAE M 50, v LARIFH AsyncOS (1224 I 55 AR BEATE H SN AT N o HH ok ISR LA SR ABL IR M 428
iee, SOVFIEEE MBAE A TS 38 A B ENLIRES GE S “ALIRRETEAE L (Delivery
Status Details) UL[fil, on page 17)

\)

Note 5 3G 8 i IS¢ I G I CAEBAB b A AE IR IBARAS L, IBAR e A I T R A T3R5

AKX E R
o WBAF A IR P MIAE T A B, on page 2

MR £ IITFfIE P EE
SR A O HO TR L AR Web R

TIERG RSB 2 A RS . A RS E R T IR0 . X WA TCVEAE 4 B )
st EA, ReerE AN EL FIEAT .

XFT “AFR4IHR A (Archived Reports) ULTHT, 2 a1t - B ST HEHLSE bR A B CAERS . Rk,
RS 7 DhRELEE S TN IBAT

“THRIIHRE " (Scheduled Reports) U IR AR FR FoFE NI Kk, wTRAEZ &AL M5k
BHo EVENGIEAT IRV RIIR A AGOR AL AR, Prik, iSRS AR RGO N BRI R
Hr, R A S TR KX H DR

YR 7 (Preview This Report) 2845 2 £ 6 sk EHLISAT .

“HBf % £ 1535287 (Email Security Monitor) T3

Mo 22 A Wi Th e S “ 42”7 (Monitor) SEH v A HTE TWHE, H “BEEX 7 (Quarantine) JL H 4
Ab o

FE GUI H, A IR 28 i m] AR PR B B e W R P I3 S mT UM% . HEF S 0BT AN 23 2RI
RISCHT “EBPFRE ", FFX O KEAIEMBIF R R A NS IAE “ BRI PE A7 CREARZTR M
P HBPE AT N BURRE AL o BEAh, XKLL HUE n] LA B HERR REE A i B fichar CRLAR Ik
IP 4 SCA3 00 R e N AL RC AR T 24 B .

TR I R 5 ) RN WA I AT 5 LA S S5 A7 AE T W SV B 2 A K I 25 ARG IR A 202, il TP A
BRSSPI RS PR A Ss . NAIDE S A R A L e A
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“HRfEZ & 154522 7 (Email Security Monitor) 517H .

X TATAT A2 A W4 v, ok pi i DO Ay B “rI4TEI PDF” (Printable PDF) 442, 1] LLAE K,
FTENHLACUF % 1) .PDF WA . A3 G AR DB IA K PDF M5 S, 1 S AT SR 19 = 2500, on
page 76,

i S (Export) AT LUK R R AR B T o CSV GE5 7Rt 4% K.

T CSV Hetlihs BL GMT S i A M AR EREA AR 5 K O G IBAE RO I BEED o« GMT IR
FeAIE Dy T SOVFARNT T WS W SCAL It s SO A1 22 AN I DX IR B8 o o | A X 1 2 o

)

Note ﬂﬂ%%tHZKiWJcCSVﬁi‘E SRR AR L W h T REAN 2 IE T e H A Dl DR D 22 b
REBCAT A SCAAE L IER R 778 . R AZIN L, T DL SOPHORAF BIRE, ARJS AT “ 3
1“r‘” (File)> “¥TI1” (Open) T TFZ Ao HITTRLSCAFN, EFEFATER LUR A AL SOA

Kk QB2 MRS HE KPR S, ES R CSV £, on page 33,

B = £ SIS TUEm S &
o “IRIFPEHIIAR " (My Dashboard) TLfil , on page 5
« “Wtid” (Overview) UL]fi, on page 6
o “ULNIFME” (Incoming Mails) UI[H, on page 9
* f&H HF5, on page 15
o AL B R AT N, on page 15
o “ULIEIRES” (Delivery Status) UL, on page 16
« “WIH " (Internal Users) UL, on page 17
* “DLP Zf}” (DLP Incidents) J1]fil, on page 19
o “IEILUERS” (Content Filters) JU[fii, on page 20
* “DMARC %:iE” (DMARC Verification) UL [fl], on page 20
o “BERILIEHS” (Outbreak Filters) L[], on page 22
o “PFEAAM” (Virus Types) UL [HI, on page 23
* “URL iIJ€” (URL Filtering) UL[f] , on page 23
o “WLKAZHFREE” (Web Interaction Tracking) G, on page 24
o SCAHEE S 73 Bl 75, on page 25
* “TLS JE$:” (TLS Connections) UL[fil, on page 25
* “N¥ SMTP S {35 0E” (Inbound SMTP Authentication) 7 [fl, on page 26

o “TRRM” (Rate Limits) T , on page 27
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A=

o “REE” (System Capacity) VLI, on page 27

o “RGUIRA” (System Status) UL, on page 30

o “KEHME” (High Volume Mail) T [fi, on page 32
o “HBfFLIERS” (Message Filters) UL, on page 32
o “HuPES3AT” (Geo Distribution) UL[HI , on page 16

o “ZAFTE)” (Safe Print) UL[H] , on page 32

B ZE R £ 51T

VP22 A IR s T A e S R R . ] DU R AR R I H -
* IP Hbhik (IPv4 F1 IPv6)

* domain

© WA

* WHEBH

* HFrE

o BB AT N

* WHERAAEN TP Hbdik

o AL AL ORAS
XTI WA E RPN PR, FEERE 5E A UL R A A A R DU A S T3k
P E (g, BL “ex” JF¥ULHC “example.com” )
X T IPv4 HHE 3R, URZ SR B N IR SO RE A de 2 DUAS TP )\ CRA s+ idE kg 2O 19T
ko B0, N “177 ¥4AE 17.0.0.0 & 17.255.255.255 (FE BN, RIL 17.0.0.1 DU & 45

B, M 172.0.0.1 AVEEC. X T8 ILEE R, ATV )4l 1P Mk 4% %3 3 KF CIDR
X (17.16.0.0/12).

X+ IPv6 HuhE# 2, AsyncOS SZFLL F#&:

* 2001:db8:2004:4202::0-2001:db8:2004:4202::ff
* 2001:db8:2004:4202::

* 2001:db8:2004:4202::23

* 2001:db8:2004:4202::/64

JI A R R A 20 DT A 24 66 1) I 1) Vs R A

EEMEHASEEIFERER

ﬁ?&iiﬂﬁﬁﬁfr%ﬁ&i&i@ﬁhﬁ OFARAE SRR A HEPERT Web 4 BEAS R AR HAT) I, BLDIfEA

>><<\11
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Procedure

“FEEEHITEHR” (My Dashboard) 77 [

W g iRAS T R A AT (A G T
OFEFTA RS A X LR . D
“CHRPEERER” (Message Tracking) HORF I 7n 1807 AL 2 A HIBA: o

T2 [0 MRIILLEESIE,

What to do next
X ER

o AP AR R 45 R

“F RV EHR 7 (My Dashboard) T H

T AR 58 SCHRPE 22 4l iy DR, Jrid e A S B IS DO A (BT A% .

oh A
48

TR R

BRI 3] A 52 SRS
B

1

R
o BEEGHRS TUMR R 0B e, el IR KR TEA . R AT

o BEAMBEHULREANIN— I R AR R s s e g, AT

¥ 2| 452 (Monitor) > HAYIEHIEHR (My Dashboard), it sl s
Pt AR [X] I BRAN T ZE AT ) s A B
PATLL FERAEZ —
o AR A [+] S CRET “MEER” (Monitor) SR RIIR 5
7O, BB A e RS
o B3| M54 (Monitor) > B9 HIE#HR (My Dashboard), sidiH:
T AN [+] 4, ARG IERR LR I S A, TR
T BRI BRI 1) + ERER, DIRBIE RS .

AR BRI BB . ARSI G B E SO (i, i
A MEREREDH RS, ) . ARSI SRR 5 X E E S
JE ARSI IR TR i FE JC v PR B

W RS L R E R R (i, “BEA” (Overview) BT
M) W A B ] WA B, TR A i ik H
SN E .

R LR Ry L T e A R LIRS

I INZAE S L TTURs AN T H
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. “¥Eik” (Overview) TTH

=18 TR IR

A H e S T 1. HEPEIES (Monitor) > F AV HIE R (My Dashboar d)

2. 0 “IYEE” (Time Range) 7y PR - 10 DA s DL
JITIE IR I TS Bl 2 I P 28] < B bl AR D (g e A b . i
PEEAE N R .

BTN AR R R AE AR G 3 TR

A5 EE SCHIRE DT BT | R P A

BB
MR e Sl Pl | S Ay A (XD
32N

“HEiA” (Overview) T1H

ER s

“HWER” (Overview) JUTHI 23 MEHE A SR M AE I OC I ARTG By, A4 B 2 DX RO A i JE AR RS bR (FE
GUIP) “ RGEMIAR” [System Overview] #73) «  “MEIR” (Overview) UUIITIA AL A AFIEL H B
P T DA SR A A 8o T S R okt v o M 4 a2t D9 S PR B A I ) i 2

“WEIR” (Overview) TUIHIEE mi A4 1 AR OG5 TP 45 256 i 5 AH AR B DA AL 345 AR Cldn,  p 4 25
SRR IR B EHEA (Overview) TUHI A, AT RAPRAT BT #4%

o PG N DG P A ) A A

o BOE BEA I PHERS R DL RS BB SR IR B 1P (52598 (SBRS) #4411
MRAEE. A7 TE RO A NI E . B A S S MR PR 0 A oA B A o3 SRR A0 () I A
R IE 5 B2

o BB RGUIRZSFIA H b5 25 DX 1R 4 2L

o MR B A 0 (TOC) SR BEMIME R, A Y HT I 2RI AE 2R A5 B

“REIR” (Overview) T4 AW 4. “ REMEIR” (System Overview) 55 “AE ANFMEHIEA:” (Incoming
and Outgoing Mail) 3% M MEEE,

X EM
* RGN, on page 6
A ANTE 25 K, on page 8
* HEPF532K, on page 8
o W84453 251, on page 9

“BEIR” (Overview) TLIHIT “ RGMEER” (System Overview) 70 AH T RGN, S SR
PR LB PEAIE E, BFERGEM TAEBAIIR A . R B DOIRAS SR R IE5)
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AKX ER
* JRZ, on page 7
* REGEEIX, on page 7
* [ #5418 & (VOF), on page 7

IS - A S A2 19X DX TR N it FIS 24 A B 1) >4 i R A MR
RS LPREZ—
. 2k
© WL
o fRikHER
* BalitiEl
« TAER\FI {5
© Bk
ARTEAE R, 1EZS 0 AT CLI AT BRI 4% .
£ NBR1E (Incoming Messages): 4 /MR AR (- 23
T1EBAFI (Work Queue): 1E T AERAF & FE b #R RS IR A4
i “REIRETEAEE” (System Status Details) 8541 S 112 “ RFUIRA” (System Status) T
AERERX
AHR 53 W s AT RAL A O b (R A I DU 24 T = I RR B X AR R, B dERR B X I A4k, bR e
DX e AR CREBE 25 1)) RV 29 DX 4 iy i R R4
Rl “ARHLFFBESIX” (Local Quarantines) &4z il SHTE] “AHLEEE X ” (Local Quarantines) U]
B % &5 1% % (VOF)

PEFR 23 s U R AR Ry (TOC) RS B AR A o BEAIIE s i 733 M A B B X VRS, Bl HLt v
RERE (AL R)) AR SIS PP B AE . O AR RSP M 5C L R I AL DB RS DO REIN, A4 2% o

\)

Note iy i jg I 25 ol 5 7 e 1E 3 DA, 8T BKs B kB L 11 80 %} “downloads . ironport.com”
T B0, WIRARE T AR RSS2, BN Fe R s i SR A i ik . i BT IS
W87 (Service Updates) T F4ACE TACHEE, Bl $a nas i ml IE 5 8. A0 EgE R, h
Z 55 58T

sl “PRARTEA(E R (Outbreak Details) 5545, T ArF SN “ B 10" (Threat Operations Center)
W o VTR AAEIEERE R AR, IR R OC L ZRE S U 1) FLIR o SRR, R B
17 (Separate Window) EIARZF R sy 5 LA I1FT T 8EHE . 88 ] BT S0 0 B 2% 1Y) 53t 7 1
FHIEFE 7 A R A/ i s X S8 i
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B s axsmssmn

ERmEz2 ks |

EANFUMEHBESER
A NFIME A2 7 S0 R e LT S sl i SIS s s ), I HAL S A ARG S
2L, it “I Ry 7 (Time Range) S8, ) DLIZG R & RN A VO FE o S850E 8 (1 I 1)
FERTA MEAF 22 A ISP 28 TURN S AE o ST T WA 1 2 B 2R sl 250 GE S R IEE /324, on
page 8) o
IS 3 o 1 S e AN ik, T SR A R B B il o ik . SRR A
TSR AT B L RN SEE B B, A4 Sl AR B B B IS AP0 1 S 4

A HH B A PR ANR 22 W 7s T HH sl S (R SR B

AR ER

o WA 22 4 ML P AR A T A0 R, on page 8

HRM = = =t A ER T BUE BRI
IS 2 4 M 2 3 VB4 N SR K (K VA e - Rp B P (i NS i1, A example.com A&

IRLE =AW N AR NEPERS T 500 =Kk Bz R A R

HURAE AR L Y2 AR A SE Fr AN BE N TAEBAS, BRI, WA 9 SR TE AL ) A% A R AF A
Ko FEIXFPGOLR, (IS Bk A SR AN . e VBRI & B A
WA

GIEE RS

“REIR” (Overview) Fl “ALANHB1E” (Incoming Mail) LI 2 B3 2840 F -
s B IPEETEEE: I HAT SRS T A S BT UL — N e 55 GES IR 4 s

B AT V80T B I, on page 8)  FRIN L FCE N BRI B A WA E A K

© FRIEEE T IRAZEL: AR AR NI R L (B B

© TN Ul LDAP R4 LUK T RAT $048 b 48 (M B A e A
o B AL SRR S SRS 5 SRS I B P E AT B SR S R S SR SR A, LR Bk

AT B S ISR AL AT AR PR IS A

© KB R EER A BRI N BATIR AL, (B AGZ R W S O P2y L

\}

Note fy SR A LG 9 7 15 LA IS AN AT sl N 35 RIS, S8 -5 A

TOMIER IS, AR S0, PR AR AR R IR .

* S REERGBARAN SO PRI BT D RSO o AN AR A E ST e

SCAEII T RN R IR ST

s G4 EE URL BRIP4 (Messageswith Malicious URLSs): ifiid URL 3oy 2 0B A o i) — AN ek 22

/> URL 2=,

* HAZSTIERZE: A sSSP me e B2
* 1 DMARC #2# (Stopped by DMARC): 7t DMARC 56 1iF J& g £ a8 il 4 5550
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\}

Note iR R SCARIE “ RI-AE4E” |« “RIC-BRES” A1 RIB-JCHRAE” 453 B
“Stopped by DMARC” 4§ &1 51 40

* SMIME WE/fRE LM (SMIME Verification/Decryption Failed): S/MIME $614iF . fif % o by
T RIS A e

« SIMIME 3&3E/#2% BIh (SMIME Verification/Decr yption Successful): i Zifiid S/MIME %iiF |
A ¢ AR 2 RN IR PRI TS A B

o IR CHET HA R Jo s s FBL R A ) st - 2% L& SR N A (il
TEAE e FROCFA ) S S b B AR A0 WA D I RS2 RS IE S A e HER I R s . H, TS
0 A B A B BEREAE I HATY SRS AE T B AT ANBEAT TH 4, DALk e A 228 S 24 ) SE2 B 2 i T g
ANTA) T TE S BT 2

« KA

s EHEMME: TAVEBAHLR (HU Amazon.com) KIEHT)T I WRAR R ET.

© HAIRLEERHE: AL AR TR AE AT AN S 7Bl LinkedIn A1

CNET i}z,

s EMRE: RV AL (PR BEA 2\ TechTarget) &I & HEAF LK
M E EIRTAT A RSB N R, nlalad “HRfRIRES” (Message Tracking) A5 J& 1%
R HBAEA12 o

\}

Note  fi SIS {F 15 S ¢ Jod SRS DL IC I ELA B 8 2% 5 e R 1], IUIRAR Ay IE 3
IS i s 25 7 BGR [B] FTHEPE AT B AL

BB 5> K T70%

ST W TE N, AT T2 AN B, RIS ARl O BT BRI R O
PR WATDAVLEE N AL 8 & . AR AHE IR L R OUSE N MR DB s 00 2 (FEMLS UL, 78
MNBE S DXRAT ST - UG 1 TAEBANIBEAT AL B2 i, ASXTIRAEEAT RSO, TR BBk
MEPFRAAE S HATR R AL, BATBRE A FRAE, AN UL N A I 8 2% .

Blhn, A SRSEAS ISR RAR 0 A BAT SRR, I FLAAS R S R v o e v v ok 25 3 B b 3
MSPERFAE RIS, WM AERE e 255, SRR oA . BEAh, i RS S s st BB
N SOV AT B WSAFRFAL ) PR S AE M PP TE P AT, JF HS S A R DB R & 29 IR [P sl
BZMSAE,  hr F A v B s A s e ACHIZIMEAEAS BA BRI AE . 7 SO AR AR R,
KaSUR/LS A et DI

“ENHB14"” (Incoming Mails) T3 E

& NHR 44 (Incoming Mail) BT it — i e AL, - BIR 35 A 30 4 P ISP I O 8 45 1) P A A 2L
AT 4 M A5 D BB AR IO SN A5 R o 3K AT ARSI AR AT S ) S AR A1) TP Ml . SRFIZH 2N (A

| eI 2 2 I HE .-
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& NHR
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AT ED RTRAME R AT AT 1P Mk SR DL ) SRR MR R A ZR AT A NG B S A4

“HNIEFE” (Incoming Mail) TS =AML “38” (Domain), “IP Hihik” (IP Address) Fil “
T A" (Network Owner), JFf4& b 7E Uk i # I EE 42 2 R e e 5 E AL PR
b 7 v BB A 194 O Hp I B ) P 2 AT Wy R P R G S ) TS ke (e TP Mk B 43¢ Pl %, AR
WAL el PR NIBAEPEAIE B o o DU S BT A WS it . 8 m] DL s AT AT
BIP/M AT ¥, IRV ) “ RAFNECE SR (Sender Profile) CGiX A 52 1165 T st o (¥ 380/ 1P/ 1 4%
JIT A 1) “A NHBE” (Incoming Mails) [Incoming Mail] JUIE) T A3 < R4 AR &

ASEFAT AT PR AR 2 s e i iR T “ 317 (Columns) 4%, W Won ARIAMEE . 1
n, AT LR R BROAS U0 R BORR v U A s 41

“AE NIBLE” (Incoming Mail) T R LA & —4imm ¢ “fE A4 [IncomingMail].  “ &4 AR
B SCAE” [Sender Profiles] F1 “ & A N1k 5 7 [Sender Group Report]) . MAf&ENEBHF (Incoming Mail)
U AT DARRAT a0 T A

o X DA S AGE IR AR 1P Mkl BERAZ (WA 5D PATHZR.
* BF “RAFANAL” (Sender Groups) 2, LA T M IR xR AT N AL AT (R B S MR 2

WEERAE . ARTEAE R, HSI M AN, on page 14,

© A A RIAVEIILMIE A Nt B, O e lss CRAFAGELIE. Kbk

MSPE B RE A MBPEAE) 4073 R 2k sk fe) s - K

o F R %R B SR NS SORG TR S sy 3 NS BT 03 7 22 A 4SBTt ) (R A N HE

J¥o

o AEH] TP 52 I 25 PR AN R AR 205 € TP Sttt BOMALZZ [ AR, DARIUE SR A

FEANfER

* WARITREE KA, DM TP 58 55 kA KA NI TEANE B, AR AR TP {5

By, VLRIV A A N R R A NS I B R E N4

 IRANERT 8RR K SR S s 2 WIS by B B 3l ISP By 5 2 A R 55 e ) (VR s A

PNILIE)S

o WERRIC T B, RIT ity TP iyl s 2% B A 28 e B SCPF i iy “ om0k A

Z1” (Addto Sender Group), ¥41%IP Huhl. Ikl 2R BT RAF NAL. 1S Bl i W G LA
WA o

HXER
* f& NP, on page 10
* AL NS B 513, on page 11
o BHA T HAR S DU A NG E SO DU, on page 13
o KA N, on page 14

“AENMBAE” (Incoming Mail) Ui F& AL 7] 2R 48 Hh C B 1) I AT 28 A0t T A2 3 1R SE VS S A B, 3
HRRLFE PR Ay VL BRI TR A A NS A A ] R Jg il R s 1 A S E5ORH A 2 g
ERED F A NHBLEEI{E S (Incoming Mail Details) 413 .
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ez s pnimseEins

F10 “He NHBPFELRE 4 (Incoming Mail Details) 413 & (AR K W], 15200 te A B PFPE4
5 B 53&, on page 11,

HEXED

IS A2 3 ] v f ][] 9 [T 5 B, on page 11

R4 2 25 (5] B9 B (8] SE ] 35t BA

IS 22 4 M 47 T REANWT AT SR BE N PSR K IS A3 B O AH R Bt o X 28 Bt 8 60 B0 BB — 0, BT
RN A PTEIR, ¥ )5 AT ARG E] 120 £ wT LA SE Pron g R AR A I Ta v . ol 12l s
i, DR S e R 128 v e 39T SR AT A

MR 2R AR I 18] i R I BEA T I

Table 1: #4522 £ B35 T 42 7] F RO B E)SE L

7 GUI Ak Ry LA B (8) 35 WX

N il 60 73 Ph + % 5 73

FN 1E2: 24 /N + b2 60 43

JA 7 R+ M HZR /N

30 K AL 30 K + 24 HFEH] N £,

90 K B 90 K + 24 HIFEF /N 4

ER 00:00 #] 23:59 (/AT 11:59)

e & VIDE! 2 H %K 00:00 24 H &2 )5 — K1) 23:59

EVB & st a8 1 AR F VRN B 5 o SRS I, 25 )3

DR R R AR, WS K I TR VS DR TR S AN . ARTRAIE R, TS AR AR Al AN
Web B (M AR5 EHEPEEIRSS PR “EhmEH” 1EE

EABMFRER IR

AP AL, “AE N (Incoming Mail) BT “ AN (External Domains
Received) 51| 44 51 H 3% &@JEﬂlﬂ#ﬂ?@’&%fﬁﬂﬂ‘ﬁ?ﬁ’ﬂﬁn|37yiﬁﬁ)\ S AR R AT o B s AT HE
JPo HREMIMNPIVE, &SI 725, on page 8.

AGUH AT X DNS &4k, SRS IR R AL 1P ulik (BI04, A3 58X DNS &4k
HURAE NIAE B VEANAE B, 17 2 [ 10 5 099 5 LB TS 7F

CRAENTEANE B (Sender Detail) FIRAPAMALE: “HHE” (Summary) Fl “4x37 (All).

BN “RAFANVELNE B (Sender Detail) ¥ B B /n BN R AT N SR AL WA 2 4, JH AT #2800 1
a5y (5 “MEd” (Overview) TUIH_E “fE A% (Incoming Mail Summary) 2 91128551 4H
) .

ERI% S i
|
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B asEes

“HIP {52 JE 44" (Stopped by IP Reputation Filtering) I{EAR Hi5 22 AN A AT 55
o BERAE NI 2B HBA .
* WAE4EEA; TCP HHLA1ERAE (AT Re &40 .
o BEANEESZ IR 5 ) DR~ A5 4
WBAE I OGS K, AL BN R NG CAE L AR T TS AT BRI 8] (7] 5

W B B R A KA SRR ISR B AERXAMEOL T, BoRrE T LU “ b, #eh)
W, KT TIZEA S PR 2T

\}

Note  “{tik” (Overview) Uil _E[K) “ 1 IP {521l 384245~ (Stopped by IP Reputation Filtering) i 454X
T SRR EER e 8. T3, AR R AT N RER T H0E 2 B

A LU R BB AR S R

BB RIS HAT SORBLIEI TSR . SlPE R OGRS, AN B RN N ey TR 4
FAIE YRR T K. T A X A I T TR o PAY i 2 P e A AR SR A 248 AR e T2

BRI BRI

IS5 23 828 (Stopped by Domain Reputation Filtering): 1 A& A4 A 145 25 340 5 BEL 11 f4) B A5 HiB
s

U ABRBIFZE: 12 S 2l DB 2 A o st TR T ST HAT B i #2ak rkief A
I CRINE§ = SN NN ON L NE SN S C PN N L NG I RN 2 Mo U I N BT N1 S O =W
SR LA TCP 45 48 S NS A A A 2 1 “ {5 2 9824 ” (Stopped by Reputation
Filtering) f*J1H .

HERRER AP SO E SR e R IR PE A SR MR A2 AN R 5 A SR ol e S F
N8y WSES NI B E

BB 220 (Total Threat): JPPHEPE CHA A NAEZEA0 o TER0B i N2 S A B Ko
CONINPSY i

R RAR AR “ 417 (Column) H#EHE, AT N7 B2 yE41 .
ST BR B ERE T HE P S o HURRE S IR /N = S0 R Bl i ey BT i 410

X ER
o “WHWI{EE” , onpage 12
* AWITELAE S, on page 13
“EBEER”

CLIER B MRAF R 9T HIC 208 1 XU DNS e BEAT IR I3CKs B sh 7 L2044 00 “ BAT IR R 1R
I R AR R A NI IE KA B ORI e EH LA T 30 TS B C L R0 O DLW F

AFELE RS “SoRIGIUH " (Items Displayed) S LIEPEEAESI R P o (R AT AEL

B ERmsxekE
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| ERentee s

EiFEAER

siizmiEs [

X MRz 4 ¥ ” (Email Security Monitor) R4 H KRN, fdikN (8 “EHIELH
K7 [No Domain Information] #4%) , ¥R T A R & KA AMIEAE B g8 RERE “ RN
AT (Sender Profile) GUHI, HrhAFER B IP 5B MRS HSERE B AN “ R ANBCE AT (Sender
Profile) BT H, AILARN T A SR 1P il sl 2 BT A 8 VR s S GE S P SE 78 T 8 ity
UL RAT NBCE SO BT, on page 13) o

] L s AR ANIBEE” (Incoming Mails) UL “ R AFE N (Sender Groups) i 754,
PR 5 FRE - RN . AR NGRS TS B, WS R A N4IHRE, on page
14,

H7ETHRENIRERE: REAREXGE

W AT “AENHBAE” (Incoming Mails) G “ A& AMBLFTE4A{E B (Incoming Mail Details) #4% 1
A KA, BB A ) “ KA NBCE SO (Sender Profile) BT i A s g 1P Hihik . BsiZH 2 (4
WETEE) WEHE. KR ABCE M (Sender Profile) T i & A AN HIVEANME B . #mT LB &
i “AENHEPE” (Incoming Mails) U TRTER A “ A4 NECE SC/F” (Sender Profile) VLI 1R H ,
KV AT AR B E B A 2+ 3kak TP Huhb i) “ R4 ANBCE 44" (Sender Profile) Tl . M HH &R
PSR BB IP MR sk, ORISR MTEANE B LS IPEEIRG IR, WS
JCE Y G AR ISR A4 o
Jy 1P bk WE BT AT AR R R A NBE B SCH” (Sender Profile) W HIFS AT ANA] o AN &M
U, DUTHAR LS R A RAT N AR NIRRT 2R . KR R e —Ak, Hdalh 5 %4
N OCIEIIREL 1P Mkl (AN TP Mk () “ R A ANBCE SCHE” (Sender Profile) WU AL S 4151170
DL AL RAE N 2410 SenderBase A& A4 A ALFT I 24455 B 145 B 40 o

o X 28 JIT AT 3 T SCA O T B DR % T A S DA R 512 R 4 P A S DI RN TP kP4 U

o SO S DT R B S OCBE R RT TP Mk

o 1P Mk SR v i S A 0% 1P Huhik 45 B .

BEAN BAT N B ST BURIEES Y “ 4575 L7 (Current Information) 4% #5402 LLH 2040 -
KB IPEERSHERAL, O

o TP bk 4842 /T 0 2% T A

o BT B2 (PR M BTE &)

* CIDR Jul ({XPR 1P Huhib)

1P kb 3R /al W9 4% BT 3 1) H i A H i

o H B BE A A NI ZE — Bl AR Dok R

o AR ANALLSSESHEAT T DNS BUF (Y IP Mokt KA AR & S BT
H i = F T = AN e Bl 24 /NI k32 T 2 /D . SenderBase Uit s 2L T F R i == 2
M RRED, AT LA 10 A JREL P Bk RS R . br R KBS (H I &N 10, %5
A+ 100% FISZERIRA-E0E (R 100 AZEMRH/R) o EHNZAEohR R, AR in 1 A4~
7, SEBRECE SN 10 £,
AMERNVE RS B EAHR, FEE o T 30 KA ERIHRAECE R T-5H.

« PR (IR TP Huhk)

ERmurzssz
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ERmEz2sE |
B ze i mEcnns

o A YA R/30 R R (R TP Hiudik g B SR D

o LR AR (TP My hER & S 1D

o IP (5254350 CIXBR TP Huhk-fc & S i)

o FER—BHHBPE DRI RS (ORI 2% BT A7 5 AUEC B30 0T

o SIS T SRR B COCRR M 45 A 2 A e S DD
o LIRS P  AK) TP Mk R AR P9 20 Fr A7 5 RS SO A i D
© HIT AR MR R TP btk i PR M 2% B3 = i)

miii “SenderBase 15 215 .7 (More from SenderBase) fif % il & #— 7, HAP & HIPfE
RSB A E R

BRI E IR L, IR E NI R e FE A R AT D A AN IR 2 4 A5
AT RIE 28 FITAT 2 P B K SR TP MUk AR AR 2, R s AE P28 AT B L SO i . A3 93
R TP MR PEAR 5 S, R s AR T

I E SO IO, RN TR TP Huhik, B RA AR AR E SO . A,
“IP Huhik” (IP Addresses) FJEHEIHYT “%1)” (Columns) BEfE, B0 B/RIGUEA) DNS AR, IP {52
139 LA ROERAG AR A AR b — AN AR N ] LLRGGE R T AT 471

FERAN LS AT BC B SR A, iy “48” (Domains) RIKHHI “%1” (Columns) 2, W]
DUB R RS, SRS IER:, BB N BRI AR i v 2 A B A I 2545 B
8k ] DARRGEZ R H AT 41

WERGEE RS PO, AESLrP AN IO, #RT DUE BN M4 B . 38l 1P Btk s n 21 & 48 A
M, ke SR R ERE (R, A A “UNInEI R ANA” (Add to Sender
Group).

A, el PUS A N “24hi{E B (Current Information) F 1 “ &4 NZHA5 EL” (Sender Group
Information) 5 (R ANE % 14 A 4B (Add to Sender Group) 443, sl “@Rna & A4l (Add
to Sender Group), WFiZAAEANINEN RN . A I KA NGB RAFE NARPEGE S, 1
S L E W OC LA o 28R, AN AT AR AT B 2 - mT RALE 22 A IR 4 SAe A B A% AR A

AXERM
o KA NBCE Y, on page 14

AHEANREXHHEER
7E “PRd82R” (Quick Search) HEHEEN TP Hudil. BRI FR, v REEE KT N .

RGN 7R “ A NECE XA (Sender Profile) UUfT, Horh A0 8 A NIME . TES I T Hd5 1)
o DU A N SCHF UL, on page 13

ZHEANBRE

“CRAENAL” (Sender Groups) 15 # A A N ARSI 5 SR B AR SR AL BEAR 22, Wi T & F
SMTP ZEFAMS AT I S . “ R AT NI (Mail Flow by Sender Group)” 14 7R
RN RAT N BESE I A oy U R . “HZ B i S Mg B A (13 4% 7 (Connections by Mail Flow

B ERmsxekE
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“% M ANIBIEE” (Sender Domain Reputation) T .

Policy Action) [ {7 fs 4> WS A0 i SRR 5 AR (e 4 11 20 L o BB DTTTRESE T SE LS R 2% (HAT) Sk
MR A% HAT ITEA(E R, 152 B0 I 0% LA A

“Z1EABISE"” (Sender Domain Reputation) 71 H
Pl LI “ Rk A5 (Sender Domain Reputation) $) 7 T fi :
o B H SORR A A SDR 45 B 11205 75 £ A
« BLH R B A\ SDR R4 Bart BRIB K B A2 20 e AP 2.
o BRI K R4 AL SDR 4 B it MK 25 s A

)

AR FATIRLE SDR FIN "ANSZAEAR" B " 1A B A AN SDR i
%IJ’ ﬁl—] "iﬁﬂiﬂigﬁ:"\ "%%ﬁ; n%o

* FRAE A SDR Ji 55 H 2 T AXH ML R Jgbi SR 1% A IS 47k 22

{E “SDR AbBEAIAE ANIEA-REL” (Summary of Incoming Messages handled by SDR) #84), #&n] UL &
EjiRe e A 0 N IR, fE “IRPFERER” (Message Tracking) H A & AH G I o

& HAR

“AGH B H AR (Outgoing Destinations) U IRIFR AT SCHE (1) 24 w) AL MEAF B 22 (P A5 JEL o i 0T
BEPIAES . DU EEE s — e 38, IR SCPE R AR Fe A% B P R A S ar i H b, DL
FE T b2 3000 TR TE W WA HE A ST I H bR o Ui R0 Bon— AN B, A E Rl N S
BRI ED) R a5,

T Ok BeR s I T Ya L, gl et e E e SGell. 5PraikEHE, @it S (Export) fiE
FET LK B R A S 415 B8R R o CSV g .

“4NRHAR” (Outgoing Destinations) UL [H] ] FH - [FI2F DL 228 (4 ] i -

o WIS P DR RIS A3 Wi L3 ?

o [ REMRAIE Z DA ?

 AZMBAERAT 2R ER K RAEIRIBHRAAE . BATR R IE . RAS R AR AR B iy A A
DR AR ?

* A3 T 2 DML LA H AR S5 R ] T 2 DR ?

(gl SE AL IN

A IBPERAEN” (Outgoing Senders) T IS AT < 1E A 45 A [¥) TP Hutak AT A3 PR S 3 b A

B R . BRI, 0T DAL E 1P il A G 45 R . RIS A B AN AR R s
OB, W) e R AT B SR A AT R IR TP M1k A a2 1A B M A o 22wl I A R Y A
JEAE, WIRTREZL L IP HUhE A 2 2R

| eI 2 2 I HE .-_


b_ESA_Admin_Guide_14-2-3_chapter5.pdf#nameddest=unique_150
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B :t325% (Geo Distribution) 7T

BT S PR 2> o BT 2 DU R — AN 22 $2 W IS A S BB 424 S AT R A A NPT o B A 8 K
BAE BAT B MBAERAE RIS, SRR B e T N A DRSS IS RO . A
(IR N S F - 2 AL SR TS N T i e S G R 2 i D 2 G NIV 1 T
B2, Forp SRt B4 (BOARED Hr BT 51,

\}

Note i i i A i /s A7 G AE A M5 S o AEFH “ALIKAIRZS” (Delivery Status) U A BREAAL LS B, i
M AR [F] T 2 /A

] DL PR A I e ], il an ety BB A e ek S5 iaEA, @S (Export) H
FEn] OB R R AP B 415 BAIR S o CSV K.
“fEH RN (Outgoing Senders) T AJ H F-[0125 DL R S i) it «

o WREE TP Mk 1F A7 A d EUR BERFAE 3R B AR 00 (60 S A2 e i A A s 2 2

o WIRAL TP b b 5 A0 ik e P 25 6 ?

o MRk K 3% B 2 WA 2

“thIE 5% ” (Geo Distribution) T1H

“fRIXIR

FTUMEH] “ B oA 7 e DI A
o LA A% 2 s (0 53 U5 ] S A X (AT NP R A TS
o DA AR 7 (10 35 1 Y0 T 5/ X ) e N S P 4 e 2

T AT DA o R s BT B 1) A N ISP R OR B B R BRER  BAR OGS
PR SRR AE SMTP ME B U2 IR R .

A\
ER RS AN A
o W HK—ANELZ AME NMBEZERA I G FAST TP Hhbik, WX e N M3 R & P e 24,
“TAG 1P Hulik”

o WA A AL NHEAEBATIN ) R RIP R 245355, WX L% NHE P& B AR 5 Hh
Fh “EEFMXAFTE” .

7" (Delivery Status) 71 H
WA PR BE ) R s WO NS T AR 28 ), B SR D BT O B DGk P4 AR, )
27 (Monitor) > “fEi5IRZ” (Delivery Status) UL I 2 & HEAT 595 2 A N IRH DG (1) A4 1) ks
BE R
%2 1EAR7S (Delivery Status) Uil 278 15 45 CLI H1#) tophosts iy 2 B 45 BAHI . (A CTEA(E
B WS CLI g T4 AR 1)« i e MRS AR BAS IR R D

B ERmsxekE |
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| ERentee s
it

WV TR RGAE LT 22 =AY AR IE IR R RS 204 50 BY 100 AN N384 3R « ) DL 25 4
TRV S b R R B8, Bl EAUIRA. AR (BRIND) BN RKIERREA
R [Pl A1 DL AT R [ N FEATHEFE .

o BHIRNF R, TEE “144: 7 (Domain Name:) BB LK, IF AL ZE (Search).

o BLRANBCE T RN, T ST

S AR BORTE “ARIRIREETELF R (Delivery Status Details) B2 [ 1.

\}

Note o fk NIAT (TGS, #4 SEOZEM “WoE” , A IENER T . B, i Rmeer 7%
I B i BAB, - UM N\ s 4k 8 81 7 A L S M v

AXEM

 FikfL1%, on page 17
o ULTRRAETEANME K. (Delivery Status Details) UL[fl, on page 17

FifFiX
MTEIR T A %X (Retry All Delivery), Bz R THRIF G AREMIsAE . “Hlr A1k (Retry
AllDelivery) fovVFRE HFT 22 HESL LR AZ P L. Aad o« CORH” AT I BL A ATAT ot Rl 2k
BRI HS AF 2 I N BB S8 A a7 B AL 3%
SRR BR 8 HAREL, 8 R A . 7E “AEOIRASTESI{E R (Delivery Status Details) Tl ,
A EIRfEZ (Retry Délivery).
Tl ] LLZE CLI H I delivernow iy & K E BT L HE L BIEIE I . A CVEANME R, S0 e
SLHMEIL

“UEIEIRTSIEHI{S AR (Delivery Status Details) 71

i EERTSTEM SR (Delivery Status Details) 5 i n] AR A7 SHF 2 I NSk e k- Bt . et
I 7R (145 55 CLI W) hos tstatus air & P E BRI WEPRIRAS . THEE AT RS, (AR
TEAEE, WS A CLISHT A AN SRR, T “34:” TR A 4K,
SRIG 8RR (Search). WAL HME altsrchost TifE, WIS o 40 S BEAE B

“NERA R~ ” (Internal Users) Ti/H

“IHEBH P (Internal Users) T $% B4 hE3R A5G 5¢ Py #F 7 R IE AR BB A A4 B (—ANH P
AHEFH T AL - R PN S IR R

UL PR 2
o IR AL IE A AR P42 S B R B A e s A R R | L R PR
 FI ISP R RN A S

| ERmurzssz
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ERmgzenE |
. “HEREA Fi¥ZR/E2” (Internal User Details)

fany LR RS IS TYE . My Ry D o 5P R, @i S H (Export) dEF: T DL¥
BRI B A5 R T H O CSV A%, e T LU s i 38 R 511 “%1” (Columns) 4% 17
Bk 2 471 B B BRI B o
PSR TEANE L (User Mail Flow Details) 41 2 4 AS M IS i1k e 31080 38 (10 S - 41 53

J3 “IE%” (Clean).  “Auil 257 HBAE” (Spam Detected) (fUFRAEND “KRMEPHE" (Virus
Detected) F1 “ N 25t JESSVLAL” (Content Filter Matches). %81 LU It s oF 1A% @6 SR HE 7
AERI B PRy, AT A1 DL 228 1 i) -

* WAL AN B %2 2

o WERSC ) IE T AR 22 2

o WIS AR (oA de %2 2

o YERI B IR IR B 22 2

o WAl 7 WIRLY A A s RS ?

o WERBRLRE N AT BB AR AR ?
N P PO AR “Weft N 7 (Rept To:) Ml A SORC BB AR H ot sl YR P 38 “RAf
A: (Mail From:)” Hudik, 7R ER P8 09 28 o 18 R A N BT A A& MR (R SR Bk A3 H
AR, RSB CWnBED S RN BT A SR R 2R
METREAWEH P, W EEZH S NP R4S R (Internal User detail) G2 o
R “F)” ST BoR BRI A, B0 < HR i GO A B B s 2 A AR A1)
B O R AT SR D B AL R A

HEXERR
o I S HEHMS BV (Internal User Details), on page 18
* FWRFE RN, on page 18

“INERFA FiEZE{=E” (Internal User Details)

“CHEBH P PEAN{E S (Internal User detail) U w7~ A3 CH5 € P VR4S B, BLHE R B2

@iVl E=Tbava Y d 185 SN vl ESIb ok AN E R e B s G L HVE AL il IS S E S i€ £ise AN ol | /g SN
PERNERD MREBCR A NFIAL ARl . B3, 6 TAE NI, #nT BLS TR S 7

“Z1)” (Columns) BEHR Bt m g% = AR B 47 R 21 A& A B (Incoming Detected by Advanced
Malware Protection) 41| o  IHEAH S WA 25 1R AR e SO A5 25 ek Dt o DR R s W IR AR B . e AV 4 0 o B
B SO AT R A S S A, I8 R AR NI H A P 26 JE 2R A DLP SR i VTR o

r WA IEAS SRR, ATAEAR Y K A 2 DR AR B DU L e VR 5 R GBI “ W
RLYES:” (Content Filters) JUIfI, on page 20) o M VEA T B AR B T 545 A 7R JEAR UL
PC B R 7 8103

R ERANIRAF

o Clidst “ N E8H 7 (Internal Users) BT “ P38 P 7E4145 5. (Internal Users detail) G2 [ i 6
I RER, REFCRNTHE T GIRPEEE) o JERE 58 A VURCHE 2R SOARIE A2 A 4k LA N IR SCAR
TERIIH (Ban, Lh “ex” JFKULAC “example.com” ) .

B ERmsxekE
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“DLP 4" (DLP Incidents) 1 ]

“DLP 4" (DLP Incidents) T1&

“DLP Zi{” (DLP Incidents) UL [fl {2745 H BB A kAR (1) 95 200 25 2% (DLP) Sl KL 4k I AH A5
Ko A R At B AE A HUMBAE S 7 (Outgoing Mail Policies) 2 7 i FH (1) DLP S S m KA ]
RO BBUBE R » 133/ DLP SRS (1R A8 R IS8 5 o — A k.
{H DLP FifF4ReE, o LARIZ DL 228 (1 ) i«

o F 7 RaEAT A SR U s ?

* IXU4E DLP S B AR ?

o fEIE PR LR A 2 D H U ?

o LR 2 D HE 2

o SEUELE RIL IR LE A 2

“DLP Zf}:” (DLP Incidents) T A3 P E 2540

* DLP e[, ¥ ™=EME (k. F. & R FISRnE VLRCHER 52 R A0 DLP 5 4F;

* DLP S {34015 A% .
AT LAE B S B TRIVE L, sy Bk E e e, S AR, Ek S8 (Export)
] OB R R AP B A5 BRSO CSV %X Bidind fi i RT$TED (PDF) (Printable [PDF]) &%
34 PDF #3054 s0eis UAMG ILALIE 5 19 PDF 015 5, 5SS 5 AT RS E R F I on
page 76,
Al DLP SREE A FR, 0 A& A JSIRBEARN 3 1 DLP SR EEAE S At vnT DISREUR 12
(AT IS A2 75 SR M A ) 281) e sk s 1 FH P Al

AXEHR

* DLP $F1£4117 &, on page 19
o “DLP %M EAH(S 5.7 (DLP Policy Detail) BT, on page 19

DLP SHHEAER

YA A DX O () S AP SREmeS B 17 DLP SRS 2/ “DLP 44” (DLP Incident) UL [HI 1) “DLP
HOFESN(E B (DLP Incident Details) &A% 1. fith 5/~ DLP SIS AR, n&FH L2 ¥4
5

“DLP HAFPEANE B R EIR T RSN 1) DLP SH0F B8, IR VRGO A 73 . ™ PR ZE
FECIR MR, DLRAERG R CACIR RN SN B3k ) 7 r A 38 (RIS 28 o i 90 AR o)
P AT -

“DLP 3REZ1¥4H/5 =" (DLP Policy Detail) T3

W ST T “DLP FAEE4 57 (DLP Incident Details) % 154> DLP SRS 2 FR, WIBE 3T T )
“DLP SIS E41{5 S (DLP Policy Detail) TUHPEF 23 W/~ iZ 00 (1) DLP A - 12 0T [HIAR 7™ =
VLS54 )¢ DLP iK% .

LN FE— AN T DU R “F% KA ANIZE1E” (Incidents by Sender) %13, Hr%IH T K%
(RIS PEE fe DLP SEmE K BN BB 7 o %403 30 4% T 7 Sl zn IS () DLP 4 B3 (™ gk )

ERmurzssz
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“HN&RIEFESE"” (Content Filters) TIE

Moy LR A BT HEAE LU R k2t . DU ALk sk e 4 E55 . el LUMER] “Hiek
{1 N5 (Incidents by Sender)” %138 T i v] fEKs 4 2R U B K ik 2 H?%Z%J\J\E’Jﬂﬂﬂ

iR NGRR, ¥ATIF “ANHII T (Internal Users) WU . A RTVEANME R, T2 “ N
F*” (Internal Users) L, on page 17.

JEES” (Content Filters) T1 H

“HZEILJERR” (Content Filters) T [ I8 i 9 i B I /s HE 44 SE U (1A AT H IR A ) 25 i g 4 DT C
I C(PCRCHR R e 2 N R IE ) « SIEEMYIR. i « V\]ﬁg/)@%& ” (Content Filters) UL,
AJ DA P L e s s B AL SR, IR DL 2RI R )

o A N EA% P fih A MR A8 P A T B RS O I B £
o B BRI IR P Ed A 1R 52 AR DS A G HE A ST IO AR

Fhd RPN I IR AR A FR, AIAE “ AL UERS RIS B (Content Filter detail) U1 [ A& 5 4 %1%
VR RS B

X ER
o WEILIESRTEAN(E S, on page 20

IERRIFEMER

CNEILIELSTEANE S (Content Filter Detail) UL [ {2 7~ Bl I [F] 485 1 L €25 UERC,  DLAAZ N
FIVERC o

FE “HEP R P RI4> IUTECIS” (Matches by Internal User) #73H, % 0] L F P A FROR X R 1%
PR CHseEstll ) “ BB P (Internal User) FE4I{E S U0 GES I “ W S VEA0{S
K7 (Internal User Details), on page 18)

“DMARC Z&1FE” (DMARC Verification) 71 Mm@

“DMARC %:4E” (DMARC Verification) 7 [fi] {2 78 DMARC $61F I HEA SE RT3k, LL & AsyncOS
B%F DMARC %6 UE R R FAT I3 AR VR4S B o ) DU AR A7 A4 DMARC & JF I LU
T (1 i st

o WIRLEIR R 2 AT A DMARC SR (R FHie £ 2
o XSFFAAMK, AsyncOS 1% DMARC S640E A& Rl AT T 41 Ad4E 2

“DMARC %:iE” (DMARC Verification) U [H £ 75 :
* B7R#% DMARC 56 UF 2 WeHE 4 SE RT3 458 K
o G REANELL N E B &
o BEARAE B RS AN R AT A E RIS 2. AT, AR R e 200N iR )
*.
* Jlik DMARC K AF B4
* DMARC K3:iiF 2438 2 5

B ERmsxekE
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“Z4&7)” (Macro Detection) 71 I

fn] DL PRI A PO aVE L, il s B e E e a5 MaS M, @i S (Export) 8%
Fenl DI B R A s g 45 B8R S o CSV kA Bl i 5 AT FTER (PDF) (Printable [PDF]) %%
51 PDF #%2,

“2F¥:M” (Macro Detection) 71 &
AT 5K (Macro Detection) 45 F 7
o L 58 30 SR L T TR 20 P A
o LR 58 0 S0 KA R 260 B
AT LI RO PR, L B o1 75 T AT MO
A
HRE
SRRSO R AR, AERE SRRSO AT b . USRS

O TR B
© WERAEIRASCAF R E] A EE AT, WSS — o ATFSRASCIE R 2T
B2

“HMNERELAMIRE” (External Threat Feeds) 71 E

AT LMEF “HM i (External Threat Feeds) 41 75 TUIHI £«
o UK XA TG0 I M e ) 4 44 5E BT ) ETF K5
o LA AR F TR M A 18P 1¥) ETE AU IR 475 22
o LUK XA A L5 R0 D0 381 £ S 1 A G TRE 1) HE 44 5E 11T 1) TOC
« IEEA% AR F T i i g A NS R HE 42 SE AT ) ETF K.
o LA A T T3 o s A N S EE B2 1 ETF RUR A4 22

e “HME R R JE % 7 (Summary of External Threat Feed Sources) #1573 :
o BRI BAS R 8 ETF SRUEAVIB RS0, ZERB RIS Th A B AH DG .
o BT LA Ry S UMY, MK 1OC &5 ETF SR A5 O -

15 “EAFbr (10C) VCRCHE 2 #57
o BRI UL SR E ETF SRR 10C #oit, 7EMBAFERER & B A OCHE AT .
AT LA SR E 10C, MRS ETF SRS A 10C 14 At o

| eI 2 2 I HE .“
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B <=xi3Es (Outbreak Filters) T

“WEaTEEE” (Outbreak Filters) T3

“TFHE AL UERS” (Outbreak Filters) T Sk 7 M F 94 ¢ Ao i A I DA IO S DRSS ML &, DL
AT RS AT P T R o 0 45 1 A o (Y WIS P R o AT A P e B g A A0 e A
AR RE VI A0 9 2% 2 00 5Ll FRT DI 48

YRR X EUY 7 (Threats By Type) #5737 WIS 9 S T R AN [) 288 204 F pl s 2«

“IE R EE” (Threat Summary) #0730 R FOB B A WES B VED A1 1240 U 10 2B mIs 4240 4
RGBT AR “HBEERER " (Message Tracking) 7 & i 507 AL 1 JIT A BSA 1) 51 26 .

“IE—FREKFHE (Past Year Outbreak Summary)” £ 51 it 25— &R 4R L JREE LR, MEE =
T 28 a3 5 A Rl AT L. ARSI A RS DL CBUFRR s AR 25 (W4, 1
Je RS A PR T R e BB A Y O R B A o SRR R B R AN B G AR B M . 4 R AR R B R
IS B R A TP ORI 21 () BT S BRI A, VBT R o R U R 2 DX A T PR A . A M B
1R HR R R AR & BRI BN I BT A BB U, 2 B AR ot o R O 125 DX 24 T 1 S

“CORHBBTA SN R]” (Total Local Protection Time) 4525 T gl Pp 5 A rh oSl 1) 4513 B4R R 1 1) T] 5
T LY B AT TR 44 (R S 0] 2 (AR TR) 22 o TR R, FEAREEAN 4 R A 2 S W S A Y % .
i “-7 R R W TRAAEAE, BB RN B RS A IS [R] RSO (Y 1 mT B AN S R AR AL I
B o XIFARRORIIS N E, 12 R vk SRS I R B 75 045 BATTH

“ B BB A" (Quarantined Messages) #1073V gk AR I DR A B IGO0, 2 ISR A ik RS H SRV v
TEJS SR A VS o B MBS T v 2 G, ISP LE BT 98 R A7 S 37 SR IS AR 0 ]
2 TS ba e . AT, EAN TS B0 BN S SR B EA T F145 0 g A BH s A2 1 R A
AT A IR ER BT, Ml TR Es X i, TR e w2 QIR R A T g
M FEBATH CITASEAERE BB DX A ) S5 WA REAT T H 00T 6 G Ve v s i Ao > i A o

B R4 R (Threat Details) 413 S 7n A7 SR € R R MG B, AFEBIIEN O tE. TEImEL
WILSEIta) | AR B B AU AR o TR R A, i B R R K (Past
Year Virus Outbreaks)” (LHGREA A4 FRAN 1D 15 704 Ja HH I #5008 A 1R N TRDA 30 gk o ik s 41t
(R ORAFT BT[] LR 888 5 AT A o Ze S i, ) AGE 84 Ry R i o e DA A S s IR S A . 4%
A LAk f AR O SR HE . R EUE AT B EREE . (Message Tracking) £ 1421 A0
IR A A B A1

T URAS JR RS ) p g VR O RS SenderBase (4K 5 A (19 2R 0 25 37 W s 4% ) 5
Pt o PRI () 4R 28 31 UMM A wh ORG24 A Jal ol 140 5 1) 5 32 B0 1 7 R A1 B 9 B R 1)
N8 2 T PR 26 57 o
fHN “=-7 RoRBIY IS MANAEAE, B B B AR i AR PR LS A I [R) (RSN i T REAN SR 25 44
WA o XFHFARRBIT AR %, KRRV E AR IR BT 1 B H .

AL NI R R Ay AR B E” (Hit Messages from Incoming Messages) #83 S i 22 M« HoAth gy (JE
JEE) FIE A NISEE ) 4 LRI

Yz R M B i AL (Hit Messages by Threat Level) #8433 T U2 (03] 1-5) BortE N

JOMIS A () B 4 L RN
CHBRR BB DX A IR EE " (Messages resided in Outbreak Quarantine) 3543 3 T~ RF S (1] 5 7 A7 T4 A
9 DX i NS A 48

B ERmsxekE
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“FE%A” (Virus Types) 1@ [

“HEE A FERT URL” (Top URL's Rewritten) #4341 Hi 3Tt B K B0 5 (1)1 10 4~ URL. {1
“RIRMITH 7 (Items Displayed) FH @ in] &5 1 2 E5 ) URL. sihicsnl e “lipfqi

¥5” (Message Tracking) U #5565 ik 'S URL HIFTH IBLRSIZ

fEH “riik AL RS (Outbreak Filters) U I A [0 & 1 F ) @ -

* L DM ? A RS g ?
TR AR SR A I DR RS D RE A AT R 2 A
o FRITAS I BERE A AT L 4 JR e A AR A EA T LLAL ?

“FHEZEL” (Virus Types) T1E

“EFEAL” (Virus Types) UL $ A DL B R 45 DL M R 46 5 HE KD s LR . “ I 332887 (Virus
Types) G735 C B2 R S 3@ AT IR RE 440 5 A I B A 7550 BT 52 o R IR AR A
ATRET B SR . B, WU R AR PDF SCPFHR KB, AT e 200 1 I8
AR R IR 25 HAT PDF [ AR RIHE LT o

WARIEAT 2R R T8, W) R RESRAY” (Virus Types) SUIRIALHR K F BT A7 5 F R0 #3446 5 | 5
IG5 R e s A% DU L (998 25 1) 4 Pk e g 0 5 | 6 o SR 22 AN 5 | B 2 25
O[] 995 25 T BERAT 2 XTI 4 H

“BEARTL” (Virus Types) UUIHIHE AL M 465 H BRCRC IR 21 1 465 ()08 B3 (AR o “ Al 21 (1) HE 44 S
A N9 85 (Top Incoming Virus Detected) #1073 4% 4 17 {7~ L 126 BI85 (19 194 265 1 s 3 PR SR AR I o

ORI 2 A HE 24 S ET A AR S FE” (Top Outcoming Virus Detected) 7754344 [ 7 3 7 MR ) X 4%
HE ()0 B B R A

)

Note iy UG - WL 16y 445 110 190 £ 06 T IS RE RIS 1, i3 3 AR NS (Incoming Mail) BUIfT, Fi
SEAN RIS SUIIR], SR )5 H i 2 PP EBEA T HE o [RIRE, SR WRLE IP M AR i M 2 b Ak T A
TREERFIE IR, WG “AE kN (Outgoing Senders) TUIHI 4% FAT T FR 4 AL A B AT o

“CIREERTELN(E K (VirusTypes Details) 4138 . /n A7 JCHF e i 82 1045 5, BLFE 52 I8 GL (R AR A FA%
HIS A A 52 S G IR A B8 o 2 IR AT N TS VE AN JE B 3 070008 75 44 FRORH RS 4% S B PR A% A HIB A
o [FRE, AL BRSO o 5 44 ORI G M e A% 38, 8T BU% “AL NHIBZEE” (Incoming
Messages)  “A&HUBA%L” (Outgoing Messages) Al “ 52 &GS ;540 ” (Total Infected Messages) X
T BERBLVE AN AT HET -

“URL 3 € ” (URL Filtering) T

* Y JE H URL b &R, A 45378 URL i B ik

o PRAE AFME IR “URL 13”7 (URL Filtering) 57 .

« 2t URL S35 1 BRI MBAE (1 A e 357 3 WS A2/ 3ok 8 s 14 040 350 4 ol ok Hs 2/ Py 2%
HUER) A S TEX b B2, AR A S R LB L a8 T URL I 98 IR .

© “HEASERTHY URL 2850”7 (Top URL Categories) #LEELE LA AIB A 4R BN P 250, 6
WL N A U8 I 2 IR 1 g 2 DT RE A

ERmurzssz



ERmgzenE |
. “M4R3ZEIRER” (Web Interaction Tracking) 52

o TREIAR AL BE S — A URL A5 2400 ¢ X T8 24 URL MIBAE, St 5 WLmp 4+
AT URL F AR5 25

o 7E “22 4% (Security Services) > “URL i y€” (URL Filtering) it & 1) 42 Ja) FL VR4 N 11
URL RO E/ERE T
A L B ol i g A ) FR A1 2R I URL.

o B URL 1R L IE 241 € N5 2B AMEN URL. ANHfiSE URL SR A i 28 i 7 22 ek I 1)
TRV URL. RIE, ANfise URL CAES, AT ) 2R 25 22 AR

* JET URL R0 R B4 10 45 A 25 S A oy 25 A i s s s oo

o SR 4% 22 A ARER ) AT I ) URL PPAY 45 A M AE R 35

“MZZ BERER" (Web Interaction Tracking) 71 E

o WA TS HERERTIRE, A BESHE 78 W 48 A2 BN ER R 5 o
o WZRAT H R EEAR S B AN S SERE BB, T2 30 8RR — k. BeAh, A ES R URL G,
I 266 A8 T PR R AR S B K T RE T EE /N, A S A
o AT T ERERIR A A S ST, i A M E S URL 5, MW4A8 BERERR &5 e K T e 5
A N NP R A 1 R L
o AT TR R G T AR AN FIAR A
o XU P A AL i A P Gl SRS SR R L pERS) N A B M S URL,
o “WHLEAZHERER” (Web Interaction Tracking) UL HE LA F 4R -
RAARPSTHIRERMESES URL. Sidi URL il &AL LU NS BRI VEGIR 2 -
o fili T ESEE URL &AM %K.
* miihiiZ URL 19 H WA A]
* URL & 17 U HH SR e A il JE s B
o M E S URL B REUGEE (RRvF. BHIEECRAD o TR, WS URL MR AL JER E S,
HARRE R Z e, WRESERN “ARH” (unknown),
SEESHEE URL IR RATMIRZRARF
W 2% 32 B IR 15 5 (Web Interaction Tracking Details). 4% LU 15

* A mEEREE URL CEREMAREED M5k, i URL W & E At .
* miili Z HOE RS URL IRESREUA#ERAE (RVF. BHAEBORED .

S B, WEAT DUR $RAE

* AR NHBESREE (Incoming Mail Policies) > 1§ % i3 i % (Outbreak Filters) it B4 & 1 JE 2%,
I BB 5O URL 5

c ANFELIERTE “EEMB BT EKE” #4105,

TR, WMARRZH ) SEREAURLIN, HHE GEWESCERE) R, WPRAR Sos AR XA
REAEP Ny, 5 2t DI A% URL, s md i I 2 IR 55 a5 b 55 sH i 1)

« REH ARSI URL 8. s ey T &85 A8 jiihi ) URL (BT IBPE 1

B ERmsxekE
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izt rrmngs [

o FEAEHI 2 A L ER RIS I, 3R A AR B -

o U0 CORF N R BRI E AR A 5 % URL Je A& R6 MR il a0 FoAth i 7 (o s g
T WA A NI W9 26 A8 B BN ER A e 3G I, RIS SRAT 38 A F P e 2 S )
URL A 4

o WHAEH Web SRR S URL IRERRS BB RIAS R IE 45 - 2 (Bl B 6D, W)JR

ISR N ) I 48 28 H R R b 1 0, BOSE R A S AR R FH P i () 02 5 ) URL B A
B4k
o FEATAT I, an RSV RIE SRR R SCI TR), IR IR R G ) S PR S (UTC) [R5

{h IS BB I BC 5k &

TS b WP Oy AR 25 2R

XHEEFMX SRS
AR PRGBS B SIS o5 R

o BB R
o XA AT
* AMP J5E B 5T

HRFE B ENIEE S
AT DL AT 19 AR GO CUS¥3 (Monitor) > B8 31414 (Mailbox Auto Remediation))
s e TR A

o XTIREEAT 1 S H 1

* 5 SHA-256 A RELIF SO 44

o N JCMBFEPRAT RN RERAE S BAS BT RO N e S C SO A Bk o1 3
o AR MR A

o A WG B B S

it SHA-256 B4 LAZE MR B R vh A A AR SR o
ARVEMER, TS0 AR RS PR e

“TLS ;E=3£” (TLS Connections) 71/

“TLS ¥E#:” (TLS Connections) UL [AIZ 7~ T BIA 1K) TLS JEB AR R O o 13 25 38 B s
FH TLS 452 R 3 A iy A AN S8 4R AR S o

“TLS i%E$#:” (TLS Connections) BT[] o] - F-#ff 2 L N5 &
o BVATIE, AR NFIME HIEB A0 4 F TLS?
o P WL SRR P D) S T TLS 18R ?

| eI 2 2 I HE .“
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Rl = £ i5iE I
. “ Nif SMTP B4 383E” (Inbound SMTP Authentication) 51 &

© A WBLE SRR ALK TLS JERBAT ) ?

* f£ DANE 3C#5 1, JRAGMPLE S AR R 57 1 TLS 344k ?
* f£ DANE S(HF I, JAAESMRLE SRR PR i 37 TLS E#:?
o WS VEAK A1) TLS UEFSF74E In) i ?

o BAGVEKHEAE TLS BUmEPE b SIS AF i o e 2 /02

* DANE SZRF[4% R DI 1 o Bt 2 /0

* DANE SZRF (4% A I K 71 > L2 2 /b2

“TLS i&E#£” (TLS Connections) T [l 73 A A NIERH 0 Atk HERA o BN A EERER .
BRITEIE ELR A o

Eﬁmrwh%MHm@@W B Nt Y TLS s MR In S E 2 o % B B R iR AF S 4. n
S R 0 38 S (A B0 S T A R L) TS i 2 4 PR B0 A S s B AR I DANE JE L B
B OTLS MIERE R RN % TLS MER B EE T AHE,

R B R IR B RO S MR R K VEAN S E o AN, TT LA B T R R I ) 5 R 1 I I
TLS ERHE . 24R 00 TLS E AL (RIS RO AR Inss & S8 L) & DANE %482 M5
CHRAE S BT 2 ) o #E i AT B BT A 238 TLS SERE IR 11 20 U AT 326 0 in a5 s 2 4,
AHLE TLS b & F 8, S ] DLl S i R EHEB I “%1)” (Columns) #4225 i 7~ R BRI A1

“Nut SMTP {434 4E” (Inbound SMTP Authentication) 71

“ N3 SMTP B3 564IE ™ (Inbound SMTP authentication) U [l &7~ T4 F 2 /1 i A1 “SMTP AUTH”
i At IS 090 S 5 FH P (R HIS 2% 7 i 2 TE) 1K) SMITP 25 45 MEAT S U3 B o 2 SR S 2 I e B 52 1iF o
SMTP AUTH 14, W45 SRR 5 7 i ) TLS ¥E4% , A5 /o FH R A s B . DR Ay A k4 26 6
BB P R R 23R, D AR A e 4% R TP Mk s A 96 SMITP 5 473 36 0L (1 P4 475 L
A F AR AT A s DA R A

o BRI, 2/ NSEERATH SMTP 543 KE ?

o LA I IR R 5 3 2

* Z/DIERATH SMTP AUTH?

< MEEREH SMTP SR IRUFI, WFe o522

* 2 SMTP S4B RN, 2 /D33 il D4 [R1E 2

“ Nyl SMTP G473 564E” (Inbound SMTP Authentication) T i & —/N& s SR EENEE . —
ANFRE AR SMTP S 30 IR R AR NI B, BAR AN ST B B0 UE 1)
SRS B

“OEMIER:” (Received Connections) KT 2 /- 7E 5 & I )95 P >k 1 22304 H SMTP S 56F
o L REEAT 3 4 BRI (1T IS 125 2 S PR A N o i I3 S s IR P I S e e i . R 2R A
F SMTP 5 43 AL EAT U6 UL ARV, 8 85 7 S A 5 56 1E 3 12 1 R SN R kB, LA ) SMTP
AUTH 7y 2 BEAT 50 AIF 14 B ) R0 AL

B ERmsxekE
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“#FIR%)” (Rate Limits) 77 [

“ B R A (Received Recipients) BT o3 T HCEE A MORCEE, SCLBU £ A I P35 3 22 1R
Stk 55 S A 19X S (R 432 HEA T 5 0 B0 UE LA ] SMITP B33 BRI SR A 36 IS o % PRI Wb /s B3 gk
AT Sy B UL R ST N BRI B R BEAT 54 00 S0 LR PR ML PR A

“SMTP Sy 3674045 B (SMTP Authentication details) 3 78 T3P TELN(E B, X Lekl 1 22
S HE S W 190 SR PR B AT S AR B0 IE LUK A 0 TN, T LA 2 ) 2 ) Sk A5 23k
APIEBE B RIS 2R H SMTP AUTH fir 23T B2 (1 e D s R IOR S, LA AR %5 7 i
EAS IR IR R 1R 3 SMTP AUTH 1 UCEL. 1T A F 00 T TH03 1) B 423 44 B3 1P bk (8o
fER.

“IRZPRH” (Rate Limits) TI M
T A5 A AT R BRI, s n] DLAR B A A\ Ml ik DA B S A2 N B il A I T 6] B 1R s 45 i
NS, “TEFRE” (Rate Limits) 3R 15 7 0™ 5 oL 6 R I & A4E N
13 R S T Bh i e DA R N &
o T REF T3t & Ak b 3 A 1R A I TR R T e T .
s ALV P YN TR, XYEN HFR A H B Ak . MGE S . s SN
o P BAA KBNS s YE, T N b 2 s s ys & 28 H 1) .
o T BEARAY A Ay B B A 1 R N A3 1 R SR U
EEE, SN EBEEN atn N EEH UL s R AR BIgETHE B B HARIR & A0 & B k0%
MBS e AT S ) K E WA N2 B D Bohs Ak 1 A N 540

AR R SERT IO e TR PR S dee P B Sk e e P R R PRI AL N BB P 1A
PN BER AR — D FF . BRI S A W R S o 4.

“HCARLERAE AR B HEA SR AT ROSE B AR S ) i T L PR AR P e KK W N A s A
MR B RN SRR S BT W R e R A4

FLGAR B R A NG TR B A SO AT T BRI V7 2 B Al A AT SR 52 S A ISP R o

“ZHixZX =" (System Capacity) 1

“RY 7R (System Capacity) T HI$E AT X RS AW FEGN UL, AFE TAEBAAIH IR4E. 1E 97
TAEBNB P PRI ) AR AR IR Gy KMRIEED o Bk CPUIEHI . 443hEE) CPU
ASE I 2 R0 P A7 DL THAS #0455 S o

“HRER R (System Capacity) TUI A H T LR E B

o YU W0 QR e A A, B 7 R A0 A P S I S A S R R o

* BE RGUAT 9 7 IR 17 RIDHS S A 10 75 ) ) g S e

© BE RGP B HE R FE T B R 2 1 EE 0
S ERTEMETE S, AR DR A & S ISP B . BEA I R AOHERS , Mo AN PTGt G g T,
T2 1 A TR R BN I A R BT B S . IR R A R B RO AU R B . TAERA
F R IR AR LU B LR A

| eI 2 2 I HE .“


b_ESA_Admin_Guide_14-2-3_chapter7.pdf#nameddest=unique_254

P |
B zs552-1enm

c BREE: TAAMEER CIEWT MCARER 7 AR ER L, Bl IR RS PR
DI b . SR DU “AE NI (Incoming Mail) 1 “4& B4 7 (Outgoing Mail) 7T
KR ECR . ARG R, SRR R E - fE AR, on page 29F1 R AT - 15 HIB
1}, on page 29.

TAEBATI: TAEBNII SR Y “ggahds” - WSO It i S s 4 B8k Ak 338 Al b S fR) AN 1
WSO, R, TAEPZIE R BA M ERAEfRmas, KB RIS 0 TAER S
T RER AR RN B, A “T/EBS” (Workqueue) TT I A EREZ MR AFAE TAEBAS Fh AL 3% AP
BywiE], PAS TAEBAAIR &S . ARIFAER, ESH RSG5 & - TIERY, on page 28,
FETHER: QIR ORI, SHEAN “BETAR” (RCM), JfkiE “REE” &R
GE . KBRS, AL DU PR IR R R A Bl o MBI SEA N A E i ARCM, - JF
AL A s S B R B e i A TR e N o A1) RCML 224 ] R B 28 46 11 A0 B 47 Aor o
WS W RFRRE - RGN, on page 29,

3

3

AR ER

* RYAE - TAEB\AI, on page 28
* RGN E - fE NIBLE, on page 29
* RGN - AT, on page 29
* RGN - RY61EK, on page 29
* WAT TUHAS H3E 1], on page 30

* RGAE - 2, on page 30

RBEAE - TIERATY

“TAEBASI” (Workqueue) GUTHT k7~ HEFAE TARBA S AL DR (R~F- S IR TR], - ey 5% 1 el 125 X s 5
WL 99 R B T AR A R B DX R AR B AT AT I TR B Ab . ST A A I A, A —/ B —A . 1
PR AT LS B s i S M A 328 R R AR AN o R 4 B AR B g I 4

)

Note  fi RIS A1 MR 5 DX REISCE TAEBAS Ay, ARBAS (P2 I TR $ bk 28 ms LN 1] o 3T 5 11 7
S ARl T b 1 DX e Bl R I T 3 K 3 e A 2 R I

VR th AR I TR BE PN (R AR BB (R S A, I LS o [R] I 1) B Py T AR BA A Hh ) S KA
Rkt TARBAI R B0 B RS K P3R4 s T A A S BIAEL )

TAEBNIE L AR I R U IEH IR, FRAETIIZ o 0 R A BB i FE) P 8 I ) P s 1
BN BIE, ATRERAAAER R . XML T, T2 RS T AR B E S0 B i R AL

AR ESCCAEASI A SO KB, 52 8 R G0 IR0 S 5000 B B .

2
Tip YA TARBASI GO, AT BRI 5 T ARBA S (i, JFARAsR 10000 580 AR A5
Ao

B ERmsxekE |
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| ERentee s
zgai - s ]

RERE - RN
P NHBE BT WA NI AR ANHEPE R EL I IBPE N NI RN 80T DL 45 L BRI
FUFRE I VG o 7 PRI (R IE B ISP R MR A A 2 SCTE . ] LU P AR AP BT, 5
I 5 B ) PR HERS BR R I S 3G KO F R R A i S50 R A5 BE LR AR NI 55 R A AL 75 S
PO, LA IR 52 R 38 1 100 45 P S 5 R 3o

\}

Note f& NZEHHUY IR —5E 2 R G i d.

RGAE - R

AL W R AE DU oAl R AR A S PSRN W AR RN o ST LUK 25 SR PR A
R E IS TAIVE T A IAEE b 0 1 IR AF A A A R S B, n] DA R AR th bk o i, 5 1)
Bifi 5 FF ) )4 A% BR B R A F B KO R R G . BT REB B “ AL il (Outgoing Mail) Bk

5 “ANREHFR” (Outgoing Destinations) Z4f AT LLAR, LAE A WSR2 3Ek 1P Huhik A ik [ R4 & 11t
e,

RRERE - REHE

ARG IR o AE R

* CPU SMAAT 1 I
o PAE TLTHIAS
o BRI LINE S

CPU BRMERIER

HEPER DG A, TR ZE N CPU BRSSP ik f o e CPU A HI R IR AN s Ron A7 A R
SR, WIS CPU AR SRS A B A A7 DI A e (R HHEL,  JUnT e s AL A e ]
i

)

Note  t[&|if /R CPU (MBI Sl o G SR 2 s ek B 21 01, 15 48 Web FLIHT PR U R L B E8 (System
Adminigtration) > RFIEITIRI (System Health) T sk fE CLI Hfi /] healthconfig Mm% . S
8 A RGBT RO S HC A

ZIUHA S AL HT SR AR CRRSIRIFAREE, SRR a5 15 RS AR Al
FHI) CPU . 3% IREXI 43 (1 CPU [ AT ARG Mo = S KR Le 7 T /E R e AT T e 22 0k it
R EAACIBAE RS, e A Bl 31 RS D B m] RE A 22 R BE AR ] .

RFTTE R iR

VA T THIAS 0 P81 38 7 R 5 ) 45 B R A DR o M PR3 S s A A DT A 8 ) B 2 ) o B TR
MBI, I 4E Web FHIT K AT T RS TR (System Administration) > RAIEITIRIR (System
Health) T o CLI " {# ]l healthconfig 4. SN RGLiE 1 PIRGL S B E I .
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ERmEz2 ks |
B wenEsmiisg

FIRTAEDN
B LI B o A R SGHE AN BT AR (RCM) HIR . #ldn, AR P s n 00, IRk
FMER CHEN T RCM n Ik, FFCIBH 2D n-1 K.

WAL P SR AN R A 3t A RCM, - I H AR MRS A & DR K Bl i B A ) 3 N o a3 “ R 2095
Zl1” (Resource Conservation Activity) B 7= 88 PR LE P A 3t AN RCS, MW RER I R 1310 38

A 17 D1 32 #4215 AR
ZRG S CIHR AT, AT S N AEAT ST 2 1R, A RN S A . BRIAER
BB KE BN, WAL HIER, JFHZTUHAT A OUHAE C170 A1 C190 % & 1)
PR ERE, ST BE T BRI A B A 0 281 P 285 e 1R A e AR CR S B KA

“Al” (A TR LLRTHI T A R AR S A — ot b, DU S S AR Z W H5C R

fltn, fr e BRI A A A, PR SAR o X AT RE R A AE A R ) . T g
Ay BRI TR 53 47 PDF S0, DMRE R EMERERIAL LU 2% (B N B o AR
LT AN FARTE 5 (10 PDF MRS, TE 2 AT AR ITE 0, on page 76,

“RGIRTS” (System Status) T1H

RGIRS TR RE/R T KRG A SERT IRAEFI DNS W53, 2on s BS54 H CLI 1 status detail

Hl dnsstatus ARG R . AXRHEAELR, ESH “RETEAIIPRE” TR

A, HESH “AFE DNSARE” THAH CLL T BRI 1) dnsstatus 4.
“RYRAE” (System Status) T EFEIIAN . “ RGRE” (System Status).  “IFE#A” (Gauges)-
“TR” (Rates) fll “i[##8” (Counters).

X EM
* REUIRES, on page 30
* Ji¥%, on page 31
* L%, on page 31
* M40 ER, on page 31

RGIRTS
RYGURESTR 7 Wos MAF R GRS ARAAE B .
HXED
* HBAF R GRS, on page 30
* JRAAE B, on page 31
B R GRS

“HEfE RGUIRAS” (Mail System Status) #7574 :

B ERmsxekE
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| ERentee s
maize [

* RGNS HRXRGRENFTFHFEL, ESPIRE, on page 7)
o FUCIRAHR A IS TH] o
o WA R0 5 1) D IS AT I ]
* RGP ETIHBAE, AL HE M AHE AR AL IR IR AT o
MAER
“HRAAE 7 (Version Information) #8434 :
o WBAE I SC LS AR
* %) AsyncOS #AE R M RCA IR 1 H 1.
* AsyncOS #AE R G =3 H .
s BEREN RGPS

DR EICR AR SR, WEEARR A M. GES BT EOR S O

A
“ThHE#E” (Gauges) #7327 BA A FTEE Y50R) FH 26

o HEPEAL BB S

o B\ IE AR AR BE AR N
* BB [A]

* CPU Utilization

S99 SR 26 A2 417 AsyncOS BEFEFT 5 I CPU 1170t CASEFRZAIH , WG S B R sAH46 5|
BRI T A e AR .

o HONBLIEA R
o HAEHLAA R A

S
“HAR” (Rates) f 7 oI NI AR AR B
o M4k B g
THERER
LA E R GG H 1 B AU I g, JF B RIRE R VG I A . R R R
GEH G UL T s . B A SN S BT RIAR G AL S BA S R AT s

\)

Note |5 45 3 b A1 sl A A ALK I K A BV RS o (R VR ALBEE i i v T T
ARG, TS ABR]k).

Al “TEEHEE” (Reset Counters) HJ FE 1148 . ILIZHI LS CLI ff) resetcounters fii 4
IR BIZhRE. A TEE R, 1S EE I 5.

| eI 2 2 I HE .“


b_ESA_Admin_Guide_14-2-3_chapter48.pdf#nameddest=unique_1447
b_ESA_Admin_Guide_14-2-3_chapter39.pdf#nameddest=unique_1448
b_ESA_Admin_Guide_14-2-3_chapter41.pdf#nameddest=unique_1449
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B <=4 High Volume Mail) 7T

o MR A B A RO
* SERCR AR

o WS

* DNS &

“X=M84" (High Volume Mail) T1E

\)

“HMEITIE RS

Note )}l (High Volume Mail) B THIX G758 FH A SR B2 7 FON Pyt ik e 2% 1) bl

“REMELE” (High Volume) TUHI 7 LT T ETE AU R -

c HERERTRIER . AHBLERATLL 7% AsyncOS HMURIBF IR 8

c R ERRYEHE A A TR AT LT % AsyncOS B PFHE 2 S A AR B R E

* SRICECEHE R ERTRYER IR . (IR AT LA T A e (MR PRI D RS CAEA A Skl
27 N VLECT,

“REMBLE” (High Volume Mail) U1 [ $2 R HE 4% 58 5T A S I 908 28 R0 AN MR 425 i 9E 2% 10 DT FC T ek
Moo sSTEEE AT “HRPFERER” (Message Tracking) x5 125U AL 1 BT A A 1 51

fEn] DLEBRIR A I VE L, fltn ety A e el ST MmaSHE, @i SE (Export) 8%
] OB P R $0 s sl e i 45 B3R S o SV i, Bl 5 5 RT$TED (PDF) (Printable [PDF]) 8%
B:5 1l PDF k4=,

” (Message Filters) 71

“HEFILIERS ” (Message Filters) IS Py A S s HEAL SE 1 AP JERS VL HC IR CULHC S 4k
HiRZ LS - FIBEMERKIE.

AR, al T A ARG A fol o e 22 (IS ik v 2% . k% T2 20 8 s HE A2 S AT K s i v 2%
FEA MBI ERI A IS AC IS . B A “HBLFERER” (Message Tracking) & & 1 ZEUH AL &
FIET A WRLE 3R

f ] LR BRIR A Ve L, fltn ety A e el SIS, @il SE (Export) 8%
] UK P R $0 s sl e i 45 B3R S o SV it Bl 5 5 RT$TED (PDF) (Printable [PDF]) 8%
B:5 1l PDF k4=,

“24¥TEN” (Safe Print) T3 H

AT LME ] “ 22 44T EN” (Safe Print) £ it T A
o LAEDEAR 27 (5 T SOPFSR I AR 22 49T BN AR I 2R
o BLF RS AR SO A IR 2 AT BB 2L

B ERmsxekE



| ERentee s
SANECH |

LE “oAFTEN OSSR )37 (Summary of Safe Print File Types) #2rH, mMii BAEMBFIREEH & F
MR A TE A A R 22 A4 T BN PR S 2

¥ % CSV #iE
T CSV H Ky S 2 W o Kk PP T e . CSV A T P 235 )

BT EBEEIERY CSV . T LUEBGE ISR B A ) CSV . M “4i
7 (Reports) T b Ros IR0 BRAR A5 I, s R0 CSV Bt A ik 45 ol inl N k4
I, XA DT SRR A

57 BRE (CSV) R &5 288 ASCH SCATLA,  Ferp & v it iR Bt . A4~ CSV 3UA:
2 DA 10047 IR A8 2 PR RN, W AR )i — AN 5l 1 CSV 3T
fEe AR I ZA CSV SRR IRGHBAS zip SCIF DA AF RSSO LT, s s bt I 32
ARSI HEAT A3%

« BT HTTPHRZER CSV 3. v DL HTTP K 2 M2 4 i 45 Dy e v FH ke A6 i I = ) 4508
D AR AR Al T RO Bl AT 2B, ARIE T AT L. ST LU E Sk R I L
Hegs (Tt vl SO GE 1 B IA , AbBEEE, AR R g BOR A R .

HRER
<l AL R CSV £id, on page 33

B33 B s LAt iEHZ CSV 2E
SREQFT G 119 TP 7530 0 B 4 A7 A 3o — AN 2 4 W i ST 5 S T 5 1 i
IR, TTEASIHIS Y (Export) B, BXJE 4K URL. 75 BT LB RN, 450 S8 2K 1
A, FHURL FIGRSS RO i, RN BRI

N7 URL M gntid 77 2 Ao Ve 2 0 30 ml SATAR Rl A (1 & 24 1 HTTP B 56 0FE) ARSI
PEEE AT IEA o 1Z A T AT 3EA HTTP G435 UEEL cookie S B0IE. il il H B4kt FEA &R
CSV Bliny, WHic A R LA

o IEVEE R G EMA Ry BIAE 5 HZ URL IR OC. W& URL ok
KR “abk—R” ) CSV £dlid:, WITF A URL B, 253815 ROk 2% 1% URL 4 55
“WE-R” KFERE. HENEHE RS T MR ITBoR{E CSV Al A7 shrh (B,
date range=current_day) .

o REPEMIA A EIE R IR IERSR R BT SR AW R . BT R, AL
oW - B, “HEEEER” (Outbreaks) H & H I “ 4R/ A HL” (Global/Local) %5 5 # & 3%E £
Ao

* CVS KR [P BT i iy )5 Bl A 28 rh 9 B 25 A T

* CSV N A% N TR R P 3R [0 6 o iR AT o ) DLAE SRt ik P B AT 1 — 22 1R, 9
T i L A N R

¢ AP S PRI SR SRR ICRL BN, R, B2 SR I S T,
on page 34) FI#H] (G2 &HE, on page 34) .
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45 URL

ERmEz2 ks |

HXERR
* 7~ URL, on page 34
© WSINZEA HTTP 54350 UFFEIE, on page 34
* A% K, on page 34
* [ [H]#K, on page 34
* J%4#, on page 34
* JiALd, on page 34

http://example.com/monitor/content_filters?format=csv&sort _col ss 0 0 0=

MAIL CONTENT FILTER INCOMING.RECIPIENTS MATCHED&section=ss 0 0 0
&date range=current day&sort order ss 0 0 O=desc&report def id=mga content filters

IRINEZR HTTP B4 I8

A&

A i8] 8%

iRE ]

) URL $/ G54 HTTP B3 50 0F S5 5«
http://example.com/monitor/
AR s

http://username:password@lRexample.com/monitor/

RIS CSV RS, ST esve SATFRRBIA S BRSO 4, BIDARE 28Kk, X5
SR KR 2) o

S R A RS SRR SRR IR ] IR 7 BT AR AN S N ARk . SR AEPINTF LA I T8, PSSR
[ - — R, T AR NI A AT R o I TR GMIT IR, 2 SRS TR 1 0 5
ST 2N, W75 AT H ISR

THER, AT 2 5 AR IR SRR, SISO A I TR, AR IR L.
B, IR AR B2 5 MR 0 (TOC) Bl & T E—ile, i TUAIalke, i DL filiin
A BRAAGANAH G o

UEAh, ISR AR ], B P R s AN AT IR S DUB AN Ak AE SRS B A DL
RIS R R R SRR SRR . A, R EOR “key0” o “keyl” SEFUBREL.

KRBT W I AL 20 & 7 out, RO TR SRR K. Hid, ALl IR [ EEA g5 R
8, MR . s A SRR S (B R R A B TR AE iET T2 ijmuﬁ
LT

B ERmsxekE



| ERentee s
#1 Web 2 LR “HREZR £ M5E” (Email Security Monitor) T3 .

#TWeb 55 _ERY “HBlFZ= £ 1512” (Email Security Monitor)
DI

BT RE ) Web FU, 15 AU ERE R £ W X ARG HRIN . ik ! leagey Web FtifT IR, 1
KIEAME S, WS Vi 3T Web 1B TE H - St (GUID).

W NEFTR, EATLAE iR & (Reports) N 812 A HEAE I 5G4 -

\}

Note  <igf il 241 3% 7 (Mail Flow Summary) ST 8% SURT CB S5 SR I U

Figure 1: “1R%&” THhFI%

Reports | Mail Flow Summary: Incoming
Mail Flow Summary « Time Range = Day

Email Threat Reports Connection and Flow Reports User Reports
Mail Flow Details

DMARC

Inbound SMTP Authentication

imits

ions by Country

FE GUI H, A X8 G ) DA 28 R B IS 9 SR (W R P e 45T DA . HEFP . 20T R 232K
HISPER DGR “ WAL, IF DX KREAAEMEAE A A N W “ BEIBPE R ik 7 CRERZ T
KRNI R AEND BN REAGRF - HeAh, IXEETUIE T LA B R RNl e i b (R385
S TP A4 AR sl R A NV SE AR D

SR U IR 5 By S5 WS AP I AT O LA L S5 A7 AE T W S B2 A K 5 25 AHOR BRI 202, i TP A
BMRST RV IRSS  DiR s e A gs . AR I DE AR A AR R L e A
S (Export) BER AT LUK B3R R AR B & o CSV GES 73Rt 4% K.

SH R CSV £ L GMT S FrE WRAFEREE RN S #udls RS R e R iR &) - GMT B
YN T SRV T IR AE W SAE H Hdie BN A1 1 22 AN DX A D0 5 v 5 | FH i 1) 47 o

N
Note iy L tH A (b CSV HHiE, AR HE/E FE S B 25 Th AT BE AN 2 IR S0t A A DR DA )

W REBA A A SORME I IER 10 775 . SR RAZ IR, W) LORSOP R RAF RIS, SRS “3C
PE7 (File) > “$TJF” (Open) FT I3 3T I %ICAFRT, ﬁt%é%iﬁ?ﬁéEiﬁiﬁ%ﬂiﬂﬁitjiZFo

AKX BT HIREEE N TEE R, EZ AR CSV £, on page 33.

W= & s T 5 &
o “FRIMUGE TR 7 (My Favorite Reports) BL[HI, on page 38
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ERmEz2sE |
B sssxarusnsnm

o “HBAFIRAHEL” (Mail Flow Summary) UL[fii, on page 40
o “RGFE" (System Capacity) H[fi, on page 27
o CRHRIUEREIARY” (Advanced Malware Protection) JL[H , on page 48
o “WiElYE” (Virus Filtering) JIfi, on page 53
o “ZERIM” (Macro Detection) UL [fil, on page 53
* “DMARC 4il-” (DMARC Verification) UL [fil, on page 54
o ORI R ITUE” (Outbreak Filtering) UL [fii, on page 55
* “URL iIJ&” (URL Filtering) UL[fi , on page 54
o “PhIEMBLFRLM” (Forged Email Detection) J[fI, on page 56
o “RAMEANIEAEZE” (Sender Domain Reputation) B [f, on page 57
o “HMHIEMIIR” (External Threat Feeds) LI, on page 57
o “URPRARTVELNE S (Mail Flow Details) L[, on page 58
RAF NGRS, on page 65
&1 H #x, on page 65
“TLS Jin#” (TLS Encryption) T [H, on page 66

.

* “N¥li SMTP & {3 533E” (Inbound SMTP Authentication) J [, on page 66

o “HUEERA]” (Rate Limits) T , on page 67

o 4R /M R4 HIERE 7 (Connections by Country) FUT , on page 67

o “THMBLE%EL” (User Mail Summary) U, on page 68

* “DLP H/}4%%” (DLP Incident Summary) U1 [, on page 69

o “MLEAZH” (Web Interaction) UL, on page 70

o “HBfFLIERS” (Message Filters) UL, on page 72

o “REMBLE” (High Volume Mail) ULIHI, on page 73

o “WHELLIESS” (Content Filters) UL [f], on page 73

o RN R4S 7 (Advanced Phishing Protection Reports) UL[fI, on page 74

o CHBAF RIS TEAN{S EAR S 7 (Mail Policy Details Report) U [fi, on page 74

BR5XBEAMERETE

VR A AR DI AE DU R 7 “$8FR: 7 (Search For:) R,
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samsrmamermieass ]

W FHrSesr, oS RZ R, ARLUT 44
* 1P it
* 1k (Domain)
* 2% T3 (Network owner)
* WEBH P (Internal User)
* H##ik (Destination domain)
* WA A A3 (Internal sender domain)
o WA AR TP Hulik (Internal sender IP address)
* M N\ TLS 13 (Incoming TLS domain)
* f£ i} TLS 3 (Outgoing TLS domain)
* SHA-256

T RZHINR, WIEE AL ZOR I UCHCIY R SCAIE & A 4 I N W SCAS T Sk gt (i, DL “ex”
K ULHE “example.com” )

BT 1Pv4 ¥R, SN SCA UG LS R N r ok =X 2k DO 4 1P )\ A7 — 3%, i,
“177 KAEVEH] 17.0.0.0 3 17.255.255.255 82, KEIe K IULAS 17.0.0.1, {HAULHS 172.0.0.1. %
TAEHUCECIR R, N DO 2 kb )\ A7 5. TP bk 20 S F5 028 ek 1) % i (CIDR) 4% 24
(17.16.0.0/12).

X IPve R 5E,  AT LU LR 78 kg ks s U A st k-

* 2001:db8:2004:4202::0-2001:db8:2004:4202::ff
* 2001:db8:2004:4202::

* 2001:db8:2004:4202::23

* 2001:db8:2004:4202::/64

EEMETPAEEMEIIFERER

AR MERER AR AEA AT OFARLE IR A lEPERT Web 7 BEZS R AR AT) I, BRIhEEA A
e

Procedure
WA RS DU R A AT RS
OFERTA RIS A X LB 8. D

“CHAFERER” (Message Tracking) HWF Bmiz 87 AL & IR IR AF
B2 |0 FREUEFETIR.

What to do next
X ER

ERmurzssz
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o AP ER AR R A5 R

B IE)SE Bl R &

ERmEz2 ks |

IS 22 4 M 42 Th BEANWTAC SR BE N G KBS AR 3A0 B (R AR Bt o X 28 Bt A 60 B0 BB — U, (ELfTs I
BRI A PrEIR, V& )5 A R SE 1) 120 B0 . TR E Fron g R b A5 I Ta) i il -l 5k
MR, DRI S A e A o T ST A A

M R BRI TR S 1 AT T %

Table 2: iR %2 & IS =TI RE T A RO R () SE

7 GUI i B9 LU T B [8)5E 3 F

72N AT 60 730 + Fe % 5 7B

R b2 24 /NiF + 32k 60 J3 b

Ji B 7 K+ 24 H 2 i/ 4

30 K il 30 K + 25 HEJFE /N 2

90 K BT 90 K + 24 H IFEH] N £

IR 00:00 2| 23:59 C/FRE N4 11:59)

E—HIA 2 H R 00:00 224 H 75— KA 23:59

H & T8 7€ BT AR H IR AN K 45 R 33008 NG 25 ()

“FRUE AR~ (My Favorite Reports) T1TH
T LABIZE 15 SHL DU, 7Lt “TRAGHLS ” (My Reports) ST |41 FHATBLATHL TIS 504

WEFEER (KR M.

z£4 RN IR1E
PRI < RBOERFIIRE 7 My | IS
Favorite Reports) UL [f] Sges “qp oy e
o CiERINE “FAHR L7 (My Reports) T AL ,
%539 T

o fE “IRIUBIIFRAS 7 (My Favorite Reports) T _E 80
R, 39 0L
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| ERentee s
Tk RINE “a0IRE" My Reponts) TrEeviEs [

=18 TR IRAE

BE “RIGETIHGE” (My Favorite 1. M “H” (Reports) T higilk P H R HIR &= (My
Reports) 5T [f] Favorite Reports).

2. EPREEAE N R . T IR Y 2 N B
ey, BFE “RUGETIHGS 7 (My Favorite Reports) T
T T .

Brds AR 7R 9 SR (KT o

PR T&AEBT Web SR “ RIS KR (My
Favorite Reports) UL [A]_F78 I 14k A B 5 1H
fit Web Fif B IR S AN E] . BIL ]
AR 45 43 WC 1) FH P A C i A7 e AN [

FOFHE “ BIBGER AR (My Favorite | £ “ I 2 (My Favorite Reports) iU Ifi |, KAk

Reports) LI F [ EHR EiE R AL
M EAOE AR T 7 (My Favorite fmy DU BN ROy ON “ IO 4R 7 (My
Reports) U [ ] B % e Favorite Reports) U2 [ BRIR B :

o ST R LA

. BRI R UG AR & (My Favorite Reports) Wi, #E$%
SIS (Manage Favorites) LU i 5 4R 15 46
e,

TOERME] “IFHBIHRE" (My Reports) T IR
o “RLGUIRA” (System Status) JL I b AT A R
o “REBAEATITE” (Reporting Data Availability) T - (1) T4 i bl
o fiF “CHBPFEREREGE AT 7 (Message Tracking Data Availability) 52 [ _L (1K) FIT 4 15 bk

o DUN SRRk B R NBCE SO PEANE Rk U0 . “SenderBase H AU ATAEE”
CRAFNAER A B ER .

o “PRRITIESS” (Outbreak Filters) ¥R 5 TUII0 LA “id X— i K E” (Past Year Virus Outbreak
Summary) B “iFL—FWisEH K" (Past Year Virus Outbreaks) &%

E “BRUTEBYIRE 7 (My Favorite Reports) ST LR hndR &

FiaZ |
o BRORIE BN ISR T LA I . 5SS 2] “ Fi4RE " (My Reports) T FOALER , 55
39 T,

| R 2 2 M4 .“



Rl = £ i5iE I
. “HBMETIBE” (Mail Flow Summary) 53 H

o M AEERIIAT LA T R T TR BRI
iz

S BT LLE S DR MO A “ TR (My Favorite Reports) U [T F S R 5 B
b AR AN A F X 2 v i — AP el . R TGRS A, 1 2R
TRl
o FEFR TR T RS TR, AR5 S R T %,

© "R A" (Reports) Az AR, EHEHAIIRE (My Reports), A5 i BRI (Manage
Favorites).

A AR RO D B RS RN R A o BRI AR S AL, AR5 AR (Add)
LA IR “ FRIBOE IR T~ (My Favorite Reports) UL WERIEAAHLAE “ FWUEAFIRTE 7 My
Favorite Reports) JUIfil F A2 m R, IEEEARE L, AR5 idifikR (Delete).

RS RV, VRS DL P A e, DU TS B T AR T
pa st 3 E “TIBOE LS 7 (My Favorite Reports) T 2 7] LLZS N 10 AN 25 R

FER2 WURAINE B SRR (i, Slaasin . MR EREE A A1, Bl A R R AR BRI RL
) WIFE “FRMIRT 7 (My Reports) TU - H & AL

AN IR BRI B B o s AT A I ] Y0 GV TR B

PR3 WUR IS R E Gl R (Ban,  “HBPRRA 2 (Mail Flow Summary) UM TEE) 15
AN EG] An R, AR TR A R 55 A A

“HREERiEZE” (Mail Flow Summary) T1H

“HRAFAUIEE” R T PR AR R OC RIS S . IR 2L (Mail Flow Summary) 5T
TR A5 AT A WA AT HE ISP 1 T T A 25

CHBPERAN B AN R DI S S 19 S A BEOMTREL L (8 ISP S B8 A B AT AN ISP 22 (R A TS
(RSES

AT AP bl T 8 I A P AAAR s T E F14 F15) 5E5 FT B 2 SAF 199 S b BERITBEL 1 (4 BT A7 e N B 2
M. ARVEMGR, THS I NEEIR S 25 38 1T,

SR PR E AR, S0 R A AR RS T . 28 36 1T
LA s 4 [ 3R AR NI AR B R0

o JEURS DN 47k 2E

* WA
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“ERHHAIEE” (Mail Flow Summary) 7E ]

T LR AR N 20 (0 BT s T s B A NIRPE SRS . A PR B, WS AT s it

e A EREEE . 5 45 T,

CMBPERANG EE At R DI S i WS 9 S Ak BN 6 FRT IS A7 S BB A B A L ISP 2 4 A £ IS

(RS E

ST LA P AP T 18 I A0 P AR s T 2 £ ) 3 T 7 IS P 19X S A BRI 28 (1 BT A A 13 A 7

M. ARVEAE R

SN NG E R, 2R 38 1.

LA HISPa 3A PRT SR AR A Hh IS 0 S A O R 0 3k
ST LR A BT A B S ) e i v S8 R AR P BB 5. A OCTEANE B, IS AT B

AUEEHE LR EdE . 2 45 I

PAUN BB “ HEPFURAR 27 R DU B FR 5

R 3 ERHSEIEE" (Mail Flow Summary) TUE £ HI¥4RIER

4

152 AR

ERRAE: T

IS K

U BRI BT AL B SRR R IE, AR AR E
SIS (T Ao

JEU A

PP B SR M 9 L PR S B A LR 0

A I 4

“ P DN S A SR AR T LU S ML AR Ik

o FERRAN IPASESTIR: 1P fE2E L PEANTC R AR NI
JHM RS o

o BISRAREAGI A I S8 5 VS B R P
* HRFERIR:  Hi T DMARC 56k SR C 4 U528k BP BB AT o

c RERABMEE: R A IES BN R B
WVES 0B B AR B

o BHEFIE RN BB R AMP 55550 U )
AT o

* FRBZERN: VIR BT BT

A

“ARA L AT R AL T U S AL R A -
© IRBERME: IS E L R AT R 2%
c RBEDIERR: M AEILIER IR
s FTBAZER: diREOMEES R PR e 20 2K I T AT B o

ERRRE: i

ERmurzssz



Rtz NS |
B oomsmmsimes %

#B5 15 A

IS K “ERPEECR” BRI B SRR IL, Ry
T WS RS o

IS4 f BRI B R BRALFT AR I ik, AT REIR u]
e s “A I A E SRR T DL R A BRI -

o BB

* R

* i AMP 53 %1

© AR IERS A

* DLP £

HXED
o WSPEA AR XA 402, 5 42
s EANFUE R SRS, H8 I
o FE “IBAFALREE” (Mail Flow Summary) U _EXFIBERHEAT 028, 45 43 1T
o AT EER I IS BB L A 45 T

FE 4 ) S G 4T 3 R 44 43 2

HI T IR F R SRl A MBI, PRI AT OSSN B, ST BAbR i D B35 B B 25
MEATs e dbw] LA AR DB SR AH VLG . 25 P DE A A S IR S 23 AR b 52 i s AR 21 1
gk,
A5 LT 7B, AT SR LA R DI S M A -

o BRI

* T

o UL AL UE RS
PR, RIS WA RR i RA B RIS HRAAE, I LS S SR s B AR N 2 5
FATRIRMSPERF AR RIS, WSR3 55, B3R v A 2 40
1H:ﬁ[~ R S SR A AR R DA SRV AT S SR S AL PR A AR S A S A AT, IR HE

SRS URYiE Y G R N B [ 119 SR AL I G S B B a & US| I e REA o N S S avRYid
EEIWFJF RERFALI, WAL IERR A SN

B, USRS A I DE RS B S, MR S AR B ORI A RBE N ARSI Z 0T, A
BEAT L
AT RHBPEAEFEALSE R N e 3405 R 155 B W SCAE L3 B s P T i A7 S5 3 1 1Y
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AR LRESER

A NFIME A2 o S A0 R GE LT S sl i SIS s s ), I HAL S A ARG S
2L, it “I RG] 7 (Time Range) S8, ) DL R RN TR VO FE o S850E 8 (1 I 1) ]
TEPTA WA 22 4 W 42 2 VORI 25 AT o TR TR 20 T AR 85 A 2R BB B S IR 3 2K, on
page 8) o

M B R T ISR AL RAE, T 2R AR B IR P a0 Rk . i 2R g it
PRI IR LE B AN S Bt , Al SRR AR B A B B EHORT 1 W IS5

A tH BB PR AR 22 W 7s T HH sl (R SR B

AR EMR
o WA 22 4 ML P AR A T A0 S, on page 8

BB = = =t T BUE BRI

IS 22 4 M 42 3 VB4R NS AE K (K VA e - RE B P (e A B i1, A example.com A&
IRLE =AW NI AR NIRRT 500 =K Bz R A R

PR A 26T B LR S BN SN T ARG, DRI, B P SCTE B e A S PR A
B, FESHIOLT, AP AHORASIE A SO . A R T X B % ) AR A
eI

£ “EBFAMEZRE” (Mail Flow Summary) 5T L 5§l #1753 28
BRI BRI e NS PR B B B VR EE ™ 405 T A £t M P42 Oy 54T 02

F 4 “HHRHE” (Mail Flow Summary) TUE £ BB 2 31

x5l 15 AR
ERRAE: T

| eI 2 2 I HE .“
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B = <estm= (Mail Flow Summary) 71 L S # 175 2%

£ 3

1t AR

IP {52 it 3

1 HAT SEWGFE AR T A7 IE R A — AN [ 8 #0in L enfie ok CBR
pilEE TR SN E YN
“H TP {5 Bk yEFA#” (Stopped by IP Reputation Filtering) {8 ¥ 7157 1)
R Z R R
o BERAENI “SZ R ms A2
* BeAE AL A TCP R4 M IE R (RTRER T80
o BEANERE I MOAE R R ST A H

RS B RTINS NIRRT NYES AR L A E R HE
T TR A I ) 1) 5 PAY s B B ) A AP AR SR A A 0 T
T8 AEIXAE DL, P s (R AT AR 48 7 A8 1 s/
e

“HBARFAR R i B “TP R LR SO A LR AR T
P HAE IR SE B 5. R RN R N R R s R 4 8T
52 PIPR A

FAE NI L vk

R B A NI R4 228 R FELLE PR A 2

JERMAE N

BRITH RAT JE4855, B G525 18 LDAP 148 45 48 1) i A7 mis Ao 1
UNIPSYCINERi N

e B 3R s F

S5 3z g A 471 5 ARG I Ay JEL A 7 30 ISP A T S5 ) A A\ ISP
FET o3 b o SR AM I FLA [ IR T2 30 IS R A 95 B AL P S A o

17 994 25

ARSI g AT TR A AR AN A SRS £ A A S S 5 T 73 L
LU RN " R B R " 20

RN “UMEE” (Repaired) B¢ “J&KYL” (Infectious) Y
H3 A7}

o LEIEH TR SN ISR T D SR R IR TN, R R A5 R
S “En#E” (Encrypted)

o LEEFREAS PTFHE R AT I HRAEA S “451%” (Deliver) I, 75
RIS A “An 7 (Unscannable)

o TEIEH T AR B4 - AE NS S N BB TN, o5 B4
ZEY “ORA[FHE” (Unscannable) 8% “ U l11%E 7 (Encrypted) FH#E
as

« DT 7 sl i BN AN “REREA " (Outbreak) K8 25 DX AR
ICEER

B ERmsxekE



| ERentee s
ERitasseasE o

x5l 15 AR
i J S AT S 23 A 55 BEL L PR A ISP PR S R T 70 L

SR LD A LM I R B A o IZEA B RL S I ik
B R TR S A

WAL JESS FH AL R P 280 8 S P AR AL N B A 1) R BRI 43 LE o
DMARC 5% DMARC 5611 55 W 2 IR A N A P s BRI 3 L

S/MIME 56;1E/fiff % 2R WL Al S/MIME 56k A/ B e 5 1) A NI 1) S BRI 1 2 LE
EREREE: Rl

(B EA IRATGIARIE AT HE AR PR R BRI 7 23 B
RESEN CATRAE (K A Y I F 1) S BBORT P 20 L
~

AR MRS R B R BCE DA IE A AT R s O A, ISR v A IE R R, AN
BEo N, ERARRE BT AN B A TR AR R A o
SEAh, AR 5 AW PERSARVLAC,  HORPOZILIEAS Zor slGR[A], I Ll F4h Al 1 S
o HEPF UE S 2 57 R [P T HEPE AT A B AL

X EM
CHRPEEEAIAE EL” (Mail Flow Details) BT , 55 58 T

fERITE=s S iEE B B L RYER
SESTT B T 745 0 10 L4 P T MO A0
7 “RERIE " R ROAURR b B I TS0 L TR, PLSI R T AR

“HBPERR L Rt SO BT T AR E T AN RE s R . el s DU

“HixSX =" (System Capacity) T1H

“RAEHRT” (System Capacity) UL HIFEHAT KRG MMV B, A TAEBASIH IRAE. fL3%
TAEBAAUR AN TR . AR ARG IR CRE. K/NIEE) o BRCPUERIER .. 4 IhAEN CPU
A FH R A A TS 4 B
“RERER” (System Capacity) TUI A H Ffie L R E &

o VR4 R St i A, BT TR BRI B i A Y 5 AR O

o B RGAT N T TR 1) BIDKE A A8 1 25 5 n) A T stk 34

* B R G0 PR B O HE SRR W YR i 2 13840

| eI 2 2 I HE .-_



P |
B zs552-1enm

S BRI G, AR ARG S IR E B . BRI RN IOHERS , W PFE e AN n] e St i,
T2 1 A TR R BN I A S B AT B S O, IR R A B RO AU IR TAERA
H R IR LU B LR AT

s BRFE: TEIRETRE CIER MBAREA R W AR EEL B IR ) 4R PR R A
DA S B G 4 o S mT LUEEH] “ AR AR (Incoming Mail) 1 “ A% H B (Outgoing Mail) 57
KR EEECR . ARTFAE R, SRR R E - 5 AR, on page 29F1 R AT - £ HIB
1}, on page 29

TAEBATI: TAEBANAISfE78 Y “Lgahds” - WRSOR I i S S 41 B Ak 3 Al o IS (1) AN I
WO, A, TAEZIE R R A MR R, KB RIS TAER S
HRERAfFAE R @, R “ TAERAZ]” (Workqueue) UL [T P BRIEE IR AFAE TAERAZ I HH AL 2R 1)1
Bya),  BLACTAERNIIR S8 . A7 RTEAIME R, TS RS - THERAZI, on page 28,
FETLER: QIR OCRIG I, SN “BETARL” RCM), HRIE “REE” &R
GBI . KB, AT DU PR IR R A Dl e MBI S AN N A E i ARCM, - JF:
AR BISAH 2 0 IR R B S R B TR RN o A (1) RCM 224 ] 2% B R 48 16 A6 68 1 4
WS RGN - RGAEK, on page 29.

HXE@
* R - TAEBASY, on page 28
* REGAE - & NIBLE, on page 29
s R E - A HIEAE, on page 29
* RGN E - RGN, on page 29
* PNAF UL AC 0 158 B, on page 30
* ARG - 426, on page 30

RERE - TIENT

“TAEBAF” (Workqueue) U] k7 BISPHE A BA S AP 4L 28 (K3~ 37 IR 18], 7 350 S 7 e 2 X A 35
W 99 R B T AR A R S DR A B AT I TR B Ab . STT A I A B, /N —A . 1
SR AT AR B A i 38 M A 328 R R PR AN M o AR B AR B g g I T 4

)

Note i SIS IR 25 DX R CE] AERRZ TR, ARBA P RSP8I TR Sbols 2 mg BE i 1) . X AT iy 1E o
STHEL LR T B 2 DX R A 3R R I TR) S T i BT B R

S O S 7oA R I T B A (1 AR A PR R S, LS [ I ) B P AR BA S v 1 s B
Ao TARBAI B B RS A0 P44 B T AR BAB BIEL 0 o

TAEBASI T AP A /R B TR 1, FFAETOHZ o SR TAEBAS A 0 BB AR B I 18] fR K v T 1C
BB, PTRER AR RIS XRHEOL T, 1155 8 T B fE SO0 B I R ST

A RS TAEAS BB SO 3, T2 0 R T IR IS H00 B B {E .

B ERmsxekE |
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| ERentee s
zgai - s ]

2
Tip Y F TAREBNSI GURIN, ST BRI i TARBA S 6 0y 1%, JFARTERRIE 10000 35 HE(F1 ARSI
A

RRBE - RN

P NIBAE T W ARG . AR NHBPE R PPN AR AR KD o S8 mT LUKE &5 2R Fi A
FIFRE I VG o T ARPAEE R (I H PR AR A SC T B, W] LU A A NI BT, 5
W 5 I 1) ) HERS B R B AT IS KO RIRI R A . 180T el Ay B LR AL N I8 5 R A A BC B S
P8O, DA AR 52 B R 36 1 1 24 P S P 3o

)

Note fi )\ JEHEHUY INAN— 2 2 W R4

RRBE - s

A HH A D T S A R . AL B A P /N RIS IR S K/ o 8T LK &5 B R A1
R I AVE T o 7 IR ) IE S WA R AN A R O n DU AR s o, FE )
B I 1] (RIS BRI A B K I MR R AR . BT REIE 20K “AL i IEPE” (Outgoing Mail) 24
5“4 HFR” (Outgoing Destinations) £ it 7 LA, LA H WA 3B, 1P Hhik A& 3% R S 4 1 1
e,

RRBE - RENE

* CPU Qg 15 i
© AT TLIRAS e
o BIETTLINE B

CPU 2K fE ATEMR

MR G2 A, T2 IR CPU SRR sl P v it & . CPU A IF AN — 8 ROR A AE R
GERR . RS CPU A ] A S S A i A7 DT A e — [ I B, U AT R s A AR A A )

H

8

\}

Note  Jt|&|if 7R CPU (B ot R B 0, 5 4% Web FEIHT PR U F R IR (System
Administration) > ZZIEITIRR (System Health) F ek {E CLI H{§i ] healthconfig /it 4. i
1) 24 R Geis AT RS B A

PSS A, T BoR AR R CEIRHEERAL R, SRS R RS IR R Al
HIf CPU HEo 4% hRERI 3 1) CPU BT ] AR Mg <7 it IR MR AL 7 T A R &8 AT e 22 B8 06
RATF AT, Tt A Bl T 5 IR L5 Tl E T e o 22 R B e I
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Rtz NS |
B nenmsmins

R 77 L TH 32 #R

PAE DL THIAC P81 3 7 R G800 20 1) 46 B RE B B 038 o B P00 Y 7 PN A D TR A 8 () B 0] o T 2R 228
SR Z, T AE Web Sl AK O] RGBT (System Administration) > RGEZ{THRIT (System
Health) Ui a{r CLI 1{# ] healthconfig M4 . 1SN KRG TR S HL E W .

BBETLED
ST A5 B B S WA 9 S N YR A (RCM) B9 . B, an S b s n vk, kR
HMR SN T RCM n &, 2B HZE D n-1 K.

S 09 S AN WA B N RCM, - 5 LA IS ot S K sl e I TR R N o i R B 0%
3))” (Resource Conservation Activity) & i 7= #8 T HB A P A Z 3k N RCS, W] B3R B R A3 14K

PR 77 LT 32 #Rije PR

ZRG SIS N AT, AT — S N AE AT S TE 2 1R, AN RN IR M S A e ., BRIAER
BB K HEEAENAE, WAL HIER, JFHZTUHAT A OUIALE C170 A1 C190 % & 1)
JyPEEERE, 8] BE T ORISR R SN N 2 ) 2% B R AL AR R SE B K A

“AER” (AN JUECKRE LART KPR G A R B e D Ui b, DUEER A RR S Z R R .
i, fsn e KBTI B A A A H, BEPERA IR o X AT RE R R A AE AR i . T g
Ay B IL TR 73 47 PDF SO, DMRBE R ZEMERERIRAL LU 2% (B SO N DO o AR
P LA FARTE 5 19 PDF MR, 20T AR FOVE 0, on page 76,

iz & EfE AT A1
PR A SR R 0 WA 0, I8 ) RS0 B .

JI A H0 s B U P RS- o R B s AR B i, AL HE R AR e A AN Web 4 B 83
A AAR IS 005G B Kt vl I o

FERCAR A U, 3 T DL ARy 5 W 9 AT I ) Ve ] £ el m] A

“BRIENTEZZHIRIP” (Advanced Malware Protection) 71 |
PR TR BT 77 2R 9 B 9% RS S R S B
« SR CACRR 2
« GVHTIAR o 55 2T A S S AT
o LERRA (2 LN AT B EOBR I 2 H5E A BRU 0 S P30 NS 1 50 0 0 0
SE I REIE T ARV LIS

AT RS AR B LRSI TEAIE S 1§20 (il -Cisco Secure Email Gateway(t) AsyncOS
(K1 FH 48 R S )
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| ERentee s

sazanumy -z |

FEAEMAG DU, Wi IR FRIAIRM CSCRDER AR h ik E R R R R R
TP R ORY T HRAS DU R PR RS L
s RPUERBATIY - A 49 T
. WA - AMP 5%, 4549 TT
MR - ST, 5550 1T
BRI - SRR, A 51 0
s EPCG R RY - WA BB R, B 51

Zlﬂf

Hﬂf

H]

RGOS ARG R DU R R PR A SR IEIE B 2 Cisco Secure Malware Analytics (Threat Grid)
WA EEIWF WA S S IR 3

)

,_:Esfé ° 1§M‘Zﬁ?’£ CLI J:’ffﬂ:‘l trailblazerconfig > enable ﬁ&ﬂ%iﬁ%TE*ﬁ*ﬁiEQﬁ%o ﬁ?%ﬁ?lﬂ%%,
w2k CORHRZ 2R &S IRE) .

* #& HBELE Cisco Secure Malware Analytics (Threat Grid) &4 H&F “RK” « “J&” F “H” 1%k

(W)

HXER
o ik SHA-256 bR SC/; , 55 52 1L
o A HAAR S TP SO E A T e S . S 52 T

BREE YRR - a‘ﬁ‘]ﬁ‘%

CTRUEEIAERY - F5E7 U IR i SCEEE B RSCAE 5 B AR S5 bR AR R 6 A% N R4 H ST ) Ja
%é?@i
HRVEAME R, B0 @SS AR - AMP (525, 55 49 GUR S P08 2 AR - ST 4T
550 T,

BECEERHRIF - AMP (52

“TRIUERIATRY - AMP {527 (Advanced Malware Protection - AMP Reputation) 52 [f] i 75 FH SCAH:
ﬁ’fﬁﬁ“ﬁlﬂ AR T SCPE AR A% L B o

A RHANE SIS, BP0 AMP HE R . IR LR E A RAE “ 5 AT
$” (Advanced Malware Protection) # 75 H1 .

TR NFA O 48k t'ﬂﬂ‘él E’JY#EP&:EXE/J%AYWI%{E B, WA ORI S
{411 SHA {HEHEAE “ & BB (Advanced Malware Protection) #1577,

AM P bR B9 18 N ST 0 AN ] 2R B s AR NS A SO, Iz 24y RAL ANl
FOIE ARG o

ERmurzssz



ERmEz2 ks |
EERARI - XU

|
Jn}

P N SCAE 2 200 T
* M AMP {53 M 55 i (170 200 BB A HLC A BILIE SR 30/ SHA Py Le.

o T 17 28 3 ) v Rt SRR A B 7 2 1 1 i) 23200 B T8 KR H. 2 A A BHLIE AR I S0 SHA
FIorLe o AT i) 283 ) s 0% T A BT P 65 3R E S BHLIESIZR S0 AF SHA 1 73 HUAE
A A NI SCAE” 7 v 7R 8] 82 B 28 SCAE o

WM B 4 B R XA EL LU ML I SC PR ) SHA T4
T DL AR A5 ) I 4 BEAI B (More Details) 400 EE, L7 46 T 1 26 010 0 08 R
P Fihl 2o E A BLLESURR SO SHA [0 SCHHHUBELN .0
ST BLER 5 10 AMP AEBEIOHe ASCPE” 54 AR A AN .

TR * SO REHCH R (6 A T35 TTH) “AMP (526" BUFI A2 LA Py

o FHRGAOB R P (R SO SO 2 S P e A SCRE OS2, WA R S 4

o TSI D3 P AT e X B B S S 4

PN AT TS CE i

ST SO A BRSO B

 BUHE T SRR PE M SCIHAT B A BRRARPE MY SO TR

NGB VAT B ARSI
TSRS SRR A VA B TSP 2 2 M O PSR R et e 0 € .
ST LU “ FRAOBRU R R (17 305 TUIING “AMP (326" BUETER LI F 2%

o CHTROB TR (RG0SR 2 MRS P It SCPRIOTIE WA RS A

« TSI 1D PO A7 1 8 R B S S 4

o BT SCPFHERT B

LT SO RSP b

BT SO IS bR et TR P BN PRIRAEAF B0 Pt SRR PR BRBSC I 2

k.
NS TLL R AT B AR SC P IR AT
TSRS R A VA B S 5 2 WS M BRI 5t e I 8

SRGEERMERIP - KB
PGB R - “SCPFAMT” (File Analysis) T S T 3% LA AMHT IO B4 S0 (0 R i
CHRIINHITED o WBFERIEAE 30 061K e AP BTG L

AL 1000 DN ICFIHTEARL, WEREEE T Y esv 3UIT.

B ERmsxekE



| ERentee s

I]]

sazanumy - xtes [

XFF- KB Cisco Secure Malware Analytics (Threat Grid) ¥ £ {32 : {E Cisco Secure Malware
Analytics (Threat Grid) % & _EFIA RVFAIR P SO R0 “IEH” (clean). 1K AVIFIRMIGE, T
2[5 Cisco Secure Malware Analytics (Threat Grid) SCE4 AL H B

PENSHHT AT PN 04 B LA S P RO

L ] IR ZRAT R SHA (LA B, sl i SOPE 0 M VRN J2 e 8 (KB 12 CAAE 20 M 17 SCA R IR R
Frow DAEA ARG R ARFENEE, SN SHA-256 fFr I CrE . 55 52 1.

L S 7 I B PR SV IS TG T 7 e A (P S A R R AR R, 0 R R TR iELR{E 2 (Details)
B,
ISR NHEAS O 48 85 AP R 1 ST TR BRI SN SCAFIE RS o0 M, AT XA PR IO 1 SHA (R
FAAE “SCHFEHT” (File Analysis) 9o
LU BRSSO AR RS 7 (Advanced Malware Protection) [ FH F) “ U047 (File
Analysis) f1 BT F -

o B A OB R AR 5 VBRI 2 BT AR 55 A% CLBEAT ST 0 T (R A N R4 ST AR IR 4

o IS AT IR SR B AR N R H SCAE R 51 2R o

o BATRRAEESCAR I im RN A ARt SCHR 811K

SR BEREREP - Iﬁ:L:ﬁﬂ

“EYEB R P - SCEIBW” (Advanced Malware Protection - File Retrospection) T2 [ 41 H T Hi b
EEM*H?%KEEE’DL#F WP IR LA, BRI DA e D8 kAR, AR TG R,
T 2 [ WS A D9 O (R AH R SCRY

HI T “RZOGREPATRIA” BRI A O VR R g AN 2 H g, R s E T LB VSR
%ﬂﬁﬁ%ﬂm % MR

WAF B 1000 MEOEEF, WREEE TN esv L.
UIRIAAS SHA-256 [FPAIE 2 YR AR, I i DR s soBT IR E TAN B )5 g Sl sk

AR SHA - 256 78 fix K] FH i 8] Y Bl R0 BT 52 2 M RS (IS 18 R 3 35 228 486 140 sl 1) 3 L 2
il , i i SHA-256 845 .

AT LM s USRI AR IS U “SCPFIEH” MR A
o AT IR e B ) A AR SRR PR

BHREERMGRIF - MEEMEE

TP RY - WA B ANME R WA TR AR A ST IR S 2 45 RS B
TRTLMER] “ @ Zub AR - WA B 3NE R WA IBWMEZ AVEaE R, fldn.

o T HBAE AT IO AR B BN B IR AL N IR 513

o FHBPEAT 18 B 4 A

* 55 SHA-256 B{HIDCHEIISUAF 44
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R R ek |
B iz sha2s smimRs i

SCIBARAAAT AN RO PR I A 5 S TS 44 12
« AR
o BEAT WS RL SCP

FELURIEOL T, K OB R BIME I N 7 B

o WBAETER: WU N2 T R4 Microsoft Exchange Online f /7 5% Microsoft Exchange On-Premise
M, BEE Ut AN JE T Microsoft Exchange Online 3K 7 B /E S8 MIEAF R ¢ L& 1) Microsoft
Exchange On-Premise /K ) .

RN G o175 S 1 R N AT VS IO 7 P =22 AR D115 ST/ LE

o SIS UEET R BRI O ESRAE H T 1% $E 2 Microsoft Exchange On-Premise HE4H ) FH F K5 A
1o

o AT IR O AR PAT AR AE T, WA 5C E Microsoft Exchange Online Iz 455k
Microsoft Exchange On-Premise Al 45 2 1] 4775 2 4% ] 11
*X KE?H R

* IR JE Microsoft Exchange On-Premise M F, WIS 9 OC E42 44 i F T-3% 4% 1] Microsoft
Exchange On-Premise HE4H 1) FH 2 K ‘5 AN 43 43 L impersonator #fi {5,

* W% & Microsoft Exchange Online 1K F7, W Office 365 )3 FH A Ui [l W4 N ISFE BT 75 FEOAL
M.

o AT SRS B PRY I SO AT SR RSO B PR P S A
o WBAEAN P 1) BTG
o FHT- U7 [l HISH PRI MK ™ PO B ST A (R TG 3 SRS AN TE A
o A AASE A RUP) Microsoft Exchange Online f] /7 8% Microsoft Exchange On-Premise ff] /7 o

* W'k AANJE T Microsoft Exchange Online J8ufik F7 sl s %4 ¢ _F1c & () Microsoft Exchange
On-Premise 3k /'

siii SHA-256 81 ] 275 WS BRE P AR SC B AT o

B SHA-256 B FFRIR T4

T SCE AR S B, TR e 4 2 ] 22 A 50 (SHA-256) Ry BN SO AR b iR RF o iR
AP AT AR RR A A SO, BT St VR o AR TRD ) SHA-256. W15 22 AN 15 2% A0 BEAF [R] 1) 3C
4, WRZ SR BT A SE AR H AT AR TR SHA-256 FRIRAT o

TERZHARS Y, SCHHZ I SHA-256 fHA1HT (R4S %D .

ERHMIRE PRINXHEE IR

T SCAHAR 2R 53 M B B0 25 A2 FARAH DG IR 5 vh fe k. ARG IR, “ s E b3
Kl %] ” (Detected by Advanced Malware Protection) 51| 7EERINIE L F vl fE AL TRk & . 228 s Hidth
H, iR LA B E XS KPR

B ERmsxekE
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“fHEd¥E” (Virus Filtering) 1T .

“SmeErdE” (Virus Filtering) T3 |

“IFEFLUE” (Virus Filtering) U {1t A1% 2 R 2% AR AN 46 et BRI s OMEIR . IR RETIL” (Virus
Filtering) U1 7~ O HH WS AF 9 G 3@ AT (K05 B3 1 5 | A DN BRI 2 o BEEEXTRF S  #3 R DR A 45
P, TTRET AT AR o B, A R R AN R PDF SCPEH ARG RE, ST RE2E 61
YRS ERAER IR B AT PDF B AF .

WRIBAT ZA RS 1, W) O EEd I8 (Virus Filtering) UG B BT B A IR0 #4145 |
BRI G R . oRAEZ I LRI A AR A RS R E . R NS | R B
YOS [) 5 25 T RE AT 2 XTI 45 H

“WiBEItYE” (Virus Filtering) UL $E L M 45 H BRI 21 265 (18 25 (R o “ R 21 (1) HE 44 5
YA NI B3 7 (Top Incoming Virus Detected) #5434 B Fp 7~ B0 128 21 785 ) 0 2% 14095 73 L 2 40
P RN B A HE 42 SERT AL IR LES 7 (Top Outcoming Virus Detected) #4344 5% 77 i s A4 T W)
25 HA TR s v R R AL T

\}

Note iy F I8 = WL 1) 445 110 199 2 3 T ISR A1, 36 3 A NS (Incoming Mail) BUIfI, fi

SEAN R AR A SIIR), SRR B FHPEREATHE o [RIRE, EEEE MRS IP Ak AE RS A R 2% P AR T BoAY
TREERFIEI IS, WEAE AR H RN (Outgoing Senders) LTI 4% HAT M BR4F A A MBAFHE T o

CIREERBTELNE K (VirusTypes Details) 7138 W /n A7 JCHE @R 22 1015 S, BLFE 52 G (148 A FIE
S K 52 TR G RIS B 2 IR A N ISP 04 JE A 3 S 7 9 7 44 R R e S 5 FA) A% A S AP
o AR, AL Wi B AL PR ARG R A% S . SR DA% “AR A% (Incoming
Messages). “ALHUB%L” (Outgoing Messages) 1 “ 52 J&GL S ;540 ” (Total Infected Messages) %
T EF R VRN BT HE

“o2fG 7 (Macro Detection) T3 &

AU “ 22460 ” (Macro Detection) i 55 UL [ £ 75 -
o DL R A A 200 7R 4% SO S HE 44 5 R TR e FH 22 1R A N B 222
o DL AN A 3 s (1) 4% SO A SE W0 10 J3 FH 2 1) A% Hh BRHF AR 22
fasny DA o o 2 I B ARt s DAZE B A R B A o AF DGR A

FHEMBPEROC EEE R Rl T, WA “4RiE 7 (Reports) THzFIZR PILFEZRIEN (Macro
Detection).
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Rl = £ i5iE I
. “DMARC 3&3E” (DMARC Verification) 51

\)

AR AR
© WRAEAARESCAF R N 2 A B AN WIAERSSOPF I SO R 4 . ANTHSAEARS SO

R PR B S
© WERAEMASCAF AN 2 — A B AN WACSCAFR RS 1 — o ATHEE IR A SR R T2
B PE R .

“DMARC %:3E” (DMARC Verification) 51

“DMARC %17 (DMARC Verification) 7 [fi i 75 DMARC AiF KR WM HEA SEmT (1038, LU AsyncOS
E1XF DMARC 56 UE J MO S PEAT I BV E VRIS B v DU AR 35t 40 DMARC #& FERIZ LT
AL ]«

o WBLEIE AL AT & DMARC 22K W HE 8 % ?
« XA, AsyncOS 416 DMARC BiE R MB AT T AT 2454 2

“DMARC ¥;iF” (DMARC Verification) 7T [ {4 15 :

* 7~ 1% DMARC $ ik R MCHE A 5 i A3 B R s TE 3K
© A RBEN AT E B AR

o AR B2 el S T AR BT BV E B B, A8y, T E Ak e 280 R A 2E 51
* il DMARC 33iF B4
* DMARC 0 F 2438 5 5

AT DAREFEAR TS (I RIS L, ey ol B e SGER . 5 PrA RS A [E, S H (Export) B
FET LCRE B2 B AR £ B AR 3 CSV Rt

“URL i3 3€” (URL Filtering) T1E
* CYJEH URL 80, A 45878 URL i P85 F.
o PR AL HHB{F ) “URL 1L 3€” (URL Filtering) 15

« ST URL 985 1B K BRAF (A D S r SRR A/ 1 A i 421 1 1) 8 il 3o s A/ A 75
IR AR SRR 2, IR SR L E L TR )R T URL L JE DI fE -

© “HESETTHY URL 25937 (Top URL Categories) BLEEL & AR Fh B FTA 200, o
WHAE W U8 R0 2 BRI D8 A5 VL BT At

o BERMAEPEARLAE S > URL 8 400 0%k X T8 24 URL MlF:,  ZEvh 5 G s el
FEAT URL ARG 2

o fE “Z4R5S” (Security Services) > “URL i€ #€” (URL Filtering) F1C & F) 4%/ L1451 R W HY
URL REEAEHRE P

B ERmsxekE |
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“SRERAILIE” (Outbreak Filtering) T .

At AL AN I DE A AT IR SEVRSIZR A 1K) URL.

* B URL S R IR A0 0 M (5 25 AV URL . ANHA A URL & A ik 08 S i o 7 2 ek g 1)
TRAH URL. AIE, AN URL CAES, AT E A i) 21 URE R 45 22 AR

o JL T URL A3 JEAS 10 45 R 2x SOWAE P9 A A RS TS H
o JRHR 2% 2 AR s i I8 1) URL PRAN S5 SRAN 2 I BRAEAR 25 o

“URERAEJE” (Outbreak Filtering) T3

TR UE” AR U RS A R IAL R R A RS R, IR T BRI ERS TR S
S R AH A5 SR o A P b DT vy DA SR A2 B M 2« 71 s 1 0 245 4 £ B0t F) 7 70

AP R A IR R DL [ 25 LA SR )
© Z/DBHRIERIR T K AR “ BRI IESS " (Outbreak Filters) LN ?
o WSPEAES 2R R AR S X P 452 B 22 I ) ?

o WL A] e 2 % = A URL 25 LA 2

LA AL IE” (Outbreak Filtering) )75 UUIfT, M “Hi” My R P IEFRERETIE

(Outbreak Filtering).

R T R R AL IR Rt IR _E A%

£ 5 “TREBEATIE” (Outbreak Filtering) 7T _E RIIELHIZ R

B 1% AR

I VG (Time Range) CTFHz41 | A8 H FIEFER RIVEFIEIR SRy,

)

/e Yipl Al ) CRETIR U7 (Threats By Type) #8437~ B A 9 S F2 0
(IS [RI 228 () S R A2 o

JB AL “COBIEEE” ERY ORI AR . M, BRI R
NI R E
B E B RS B IR ER B RN 5 R, IS AR R
W OB R

W ERE TS AL B3R 2 o AT R e i s R PN G B,
RIS CRTE. VERELM Rt « B 2Rk, Bk il
FATRS] TR
B U7 BEAR A TR A 1Ry A ER R TR AN S, W AR TR
WO TR
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Rl = £ i5iE I
. “fhi&EmniEtaen” (Forged Email Detection) T

#B5 1t AR

e NS (¥ e 4B I A NS A A T IS P8 2 B s A T B I 1) B A el A i
JE A5 AL B 1R e NI K 1 AN A7 22

AR B AT R A F L VRS Fi5 R S0 1Y 3l )
BERAT BB R0 K

LB 3 R e A Y UM RN oy AR 803 s R PR AR Y
B PR P ) P R 2

GO 5 B A S A8V SR T AR R, mgon 1 s R
TN UG o AT OB R BER], 3552 B S F 9 5% R 7
S-SR VAR TR

o T A A 120 DX B B P B I 8 DR B B PR IS S s SRR Ak A B S X
Hh BT B A I TR

BERFSE IS TR T 22 G0 75 2 22 K I TR) R0 B D 190 7 g il 110 A2 %
B Lot Fezz e A e o iy A0 2 R (A IR 42 3 o ey
A7 A 1 P B I IR AR B 25 X R AR B s 2 ), PR EATT
NGB BRI T o I 2 S WRLAE A RN IR A S 8 o 1) e
AR B B TR]

P H 5 1) URL “ONEEL P URL” #5r BnE S 5 E K URL, S HM
JE B MU N T 2 1) B R 0 % 22 A AR, DR N 5
o B2 H VB A 2 e B R 6 X b A T o B ) DA

AR A e AR A% 1 URL,  BRA 4 S fs 4w (AR 4] URL 4%
PR, NIRRT URL ¥R ES .

FEEABFE AR IR R IS ER A TR S S T R
R R

\}

AR N T IEMRIETE N TR LIRSS RS DU LA, BRI S I RE S g SR SE R IR 5% s AT

A

“ChiSmB 44 ” (Forged Email Detection) T3
“Oi MBLERI 7 (Forged Email Detection) LI ALFE LA R 445 -

- HER SRR SRR AR . R AR TR B A NIRRT g “ AR AR SRR -1
AT

o (hEER AR FAIES B WAL A NBEPER OIS <R AR fE SRULECETAT
zZe, xrae My, des BorULEC e Eod .

B ERmsxekE |



| ERentee s
“% 1 A\1Hi15%” (Sender Domain Reputation) FI 1 .

B IR AE ORI ARSI A5 Ui, M “IREE” (Reports) T gl Ik FEAIE
R4 (Forged Email Detection).

HALEAEH] “ Ot AR N AL JE AR R forged-email-detection MFFRIERRIY, Aotz “Oh
i A I AR o

M OISR I 7 A5 DU, A mT LUK S R H 5 B CSV SCf . it B TG 1 B
(Export) f4z. EHET MR HREE, )5 Adi T2 (Download).

“ZEAEISE” (Sender Domain Reputation) 71 H
FERTLLEF %P AJS{52” (Sender Domain Reputation) 5 5 i
LU AR I\ SDR M 45 e 11452 4575 A AP
- LLFETE e SUARAR A SDR M 45 e it ol 25 0 45 51 A B P
A\

AR JUAIE SDR Ay "ASARAT" BT IR (15 S A BEUA N SDR P
%IJ’ t(ﬂ "ijﬁmgffq:"‘ n%%z: "%o

* AR5 A SDR IR 55 Hh A% (1 7 2CH IR B 28 ) [ e A S48 22
BRI EAE R AR IO, WA T MR IR R AEIEE.

“HMERELAMIRE” (External Threat Feeds) 71 E

T LME “HMa Ui (External Threat Feeds) 4 2 JUHI £ A
o LA A XA TR0 D0 B4 e PR 41 44 5 BT ) ETF SR
o DL A L TA I BB A BB 1) ETE AU 10 47 2L
o DLEE M A A0 280 f) s 44 A UG S IR 44 SE 11T Y 10C
 DIETEA% U H T i i A AN SRR (R HE 44 SE 1T ETF SR .
o DLRR S A E AT T DB R e N IBAHIER2 1 ETF AU 2

£ “HME PR IER YR 2 (Summary of External Threat Feed Sources) #543:
o 0T DA rialiRe € ETF SRUSHIMSFECR, ZEMSARERER h A F A S AT
o REAT LA Ry E UMY, KRS TOC &5 ETF KU A5 DL -

15 “RKGLFR bR (10C) VLR ZL” R4
o AT UL RGHERRE ETF SRUST TIOC i, AR MR R i b A B AH G HE Ao
AT LA REE 10C, MRS ETF SR A A 10C 1At it o

| ERmurzssz



ERmtEe g |
B wsiemise (Mail Flow Details) i E

PEAE “HMEBIEMIR” (External Threat Feeds) i 75 ULTHI, 15 MM “H " (Reports) 741 3& ik £E5h
ERELANIR (External Threat Feeds).

“HBHEATIEMIS 2”7 (Mail Flow Details) T H

“HRFALEANAE S IR DU A R R AR A R AR AT Web 5 BREE (1 AT IZ RE EHLR LS I AR
SR AR o AT LOSCERAT R AR MEPF R I R e 00 TP Hudik . BRI Z A (HZD 1945
B 1§ﬁﬂu4&%ﬁ9‘§%$7ﬂ“ﬁ)\ﬁ’d IP M bk RS 45 B

ARG “HAFRITEA(E S (Mail Flow Details) i 7 UUIH, 5 “4R7E 7 (Reports) 7412 ik $5 i
HRIE4R{IE B (Mail Flow Details).

“HRAFA RN S IR DR B IR
o Al NHBAT:
* ARV HEPEAAEN
LM PR E AR, SRSk T . 5 36 Ui,
TEAT LA “AR N 35 4R AT BL 5
o SLEUPHIPE B ACE S R AR AT CRAITEERS SO .
« RN BEE KA AHATE CRITEERK/ D
GBI SR KA AT CRAITETER D
2 C BP0 22 R R 22 AR Web 45 B AR 1) TP Mudik . BRERM 28T A (4120

« AR KT O IBPEAIE B IO R A NI VRN G5 . S RAIERS %32
(' |SE/CDIN fﬁéﬂ&”\ CRAFNGEILIE S SBSRAEAE a5 Ao BT 2l i F 4
JEU IS S S RIARN 2 A A S

o [ORFEE IP k. BERMS T H (A2 MHENER, ESH A ZHAALK. AKX
VEANME R, WS A2 N4 (Incoming Mails) & , 25 60 1.

SR 0 BRI AR 0 P 0 M P BRSO, 3 o I B B
SR “ Rt RN BT T DL T4

© BRI SO T R AT TR CRIFETERSL

C ARG Bt AR CRATERR L)

o BER ST B O CRBIBPE. B4 R IEASEITES (% 1P Mok

« AR KT OB RIIBIE R OAAL MBI A A NP ST R . SR B g e ke (k
PENARE DS SRR B aEss) 4000 (1 g S 1 2

o A RHRE IP MBI PEA(E R, TS0 ORI ARG R A EAK. ARTFHAFER, ES
B “RAF NVELIMS BV (Sender Details) % , 26 64 1L,

D SR A U5 1) A BR SR VF 18 A BTSSR TS PR S PR S PR R K 3 e R h O B i %

B ERmsxekE
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“EREFIE4RIE 2 (Mail Flow Details) 53 & - A3 ] .

HXERR
o “AENIBLE” (Incoming Mails) 3 , 2 60 T1
s CWHBER” . %60 1t
o TG HR Y, 55 38 1L

o CHBPRATEN(E R (Mail Flow Details) Ui HH ORLIEL , 57 59 1T

“HRESEIELM{SE” (Mail Flow Details) T3 T #1941 &
CHAFFTEAIE B AN S DU —MAS [ AL
o IP Mkl
LT

T A P 7 128 5 PR (R S P SR A R B R G I i R AL PR R
AN, fE R VEMMS B (Mail Flow Details) UL “4& ABE4E” (Incoming Mails) #H, #7] L)
s CRAEN TP Hudik” (Sender’ s IP Address).  “14%” (Domain name) 5% “ M4 FT G E 15

K7 (Network Owner Information) LUK 245 & (1 & A AL E SCHHE B AR AR E SCHHE BN TE
A5 R, ESHE ORI ABCE I (Sender Profile) G , £ 63 Ui,

\ )

IR T (Network owners) A& (L5 I SEAK . 3 (Domains) &7 [P Huhik ) 5244

FRAEFTIE AL I, Al AR PE4I 45 B (Incoming Mail Details)” A8 H. 28 A% H 2108 BB 44 2 3% 5 1R
PE R 0B T A ST 2 I HE 4 SRR 0 TP bt . SRER M T AT . Al DU P4 N BS2E R 1)
P WA R

E “RAFNBCE SCE” (Sender Profile) U ik TP Mk, $sml M 4% BT A7 & nl Va4 56 & AE 7
E R “RAFNBLE SO (Sender Profile) BT HRF T 1P Hihik . BB 4% Fr A7 2 ARG “ B
THEAN{E S (Mail Flow Details) U2 [f]

WIFARAERT AR A2 B AR P EIENEYE R, 153 “fE ANIBYE” (Incoming Mails) % ,
5560 UL,

fE “HRPFRTELNE B (Mail Flow Details) U, 7] LLEE JEUGREHs T H 31 CSV .

)

AR EATLUERG “HBPRATEARE S SR T AR o WS B TR 5 77 .

“HBPERVEARS S A IR DUHTAT P RS [R] LR -
* 1P sk
. iEjz
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B osssmes

“RBEER”

B [8)SE Bl iR &

ERmEz2 ks |

XL AR I 5 RL I R 15 St P S R B R S FE B ML PR

YT AL, “ORAEATEAER” R OARER TINAIIRE Y NP2 e & i ED) K
LB FCEE N TP Mkl s AT BT o 5T DU A2 IS 199 5 A Hh #R) B IS P0

WFF RIS “RAF NG R & B AR P OIS EIR RS, 1EZH “RIEATENEE” (Sender
Details) % , 7 64 Ui,

CLIE R IR 4 5 I H G2 1 XU DNS i $k BEAT AR IR0 B 3 7 L2044 00 “ Bl 57 %S
RIE . T AP R R A NI AIE A B ORIIE EHLAITT 50 1S B C L R OC DLW HE F o

RLE “ BRI " (Items Displayed) S FEEHESR P BRI R A NEL

ISt 22 4 M 47 T REANWT AT SR BE N S K B3 AR R Bt o X 28 Bt 3 60 B0 BB — 0, BRI
RN A PTEIR, ¥ )5 ARG E) 120 #b o mT LA SE Pron g R H A FE R I Ta Ve . el T2 s
i, DR AR S e R 128 mh e BT SR AT

MR 2RI 8] i R T BEA TP

Table 6: H3 452 = M4 T BE VT A RO B (]38

7 GUI Ak Ry LA T B (8) 35 WX

NS B 60 43 + % 5 434l

PN b2 24 /NI + 12 60 434

JA W7 K+ M HZR R/

30 K Bl 30 K + 24 H AFE /N2

90 K BT 90 K+ 24 HIFEF /N 4

ER 00:00 £ 23:59 (/AT 11:59)

e & VDE! 2RI 00:00 2124 J] f% Jo— KK 23:59

5 S S 1 TF AR H VRIS B 5 R SR IR, 25 7§

“f£ NHR$"” (Incoming Mails) &

CHRAFRTEANS B A2 NIEE” (Mail Flow Details: Incoming Mails) TR 1) “ A& AHBAE” (Incoming
Mails) A2 H.AGLA T CIERE R IR OC_ BB A IR AL SE T RO A N e R AR T i A
SRt TP ks 4 T

ARG AT XE DNS ARG AU R AL 1P Ak AR A7 X DNS & A KA N
UERTE AR, TS BB R OG0 ] 45 v B EZe A ) o

B ERmsxekE
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“ENHEE” (Incoming Mails) 3= .

XEFRAENS R AL NMBPE” ZRINEE—FIE “ F g iR A o B S AT A E N AR B (1 9 25 Py

A% TP hEE, WA RN B R B A A A AT

R TN

L6 R A N E SCHF (Sender Profile) BUTH I, Pk B IP {52 MRS HISEAE S N R4 AL E
A (Sender Profile) TTIHIH, 48 0] LAEE A 45 5E 1P kb sl W25 BT A3 & (R4S B R 4IE
B, GBS R NECE SCIE” (Sender Profile) T, 55 63 T

kv UL E “ A" (Sender Groups) ik 2, Jyidis i “HBAFATEAN{E S ” (Mail Flow Details)
DU B A NGRS . % “RAE NS (Sender Groups report) JLUIHIFEAN{E &, TE S K

PENAR S 5 65 L.

LA BRI A BB PE B PR RN S

T R R P IR R .

TRERT “MENHAE” (Incoming Mails) & 341 Ui 1 «

Fz7HAT “tENBME” (Incoming Mails) 3= #3515t A

5% i3 AR

KA NI (480 RAF N84 o

RAEN TP Huhl (1P k) | R A AR TP Hubik.
THLA AP Hbh) RAFNE ENA
CLGHIER) DNS (IP Hbhik) | i DNS KHIER 1P Hdik.

IP 52494y (IP Huhb)

RAF NI TP AFEAF57 .

L—ANEAEAAL (P MR

E AN RAENA R S

ARG (P kD

L AN R NS S

M (MEPTHED

KA N2 T

L ERE (2 BT A
#)

1 HAT SIS B AP AT 4 . BRI A BRI, AN A
AT NG OB L 1) R T35 T A 0] s A T ] ) B8 Py e T 2
(K1 BN RAC KA AR 8 R AL

PRI (A E T
)

I Q52 g

SRS (Total
Attempted)

C AR 7 RS AN LI 3

S PR A w2
H#H) £

XJE “ A E 2 uE AR (Stopped by Reputation Filtering) [t —AN4144:.
FEon BT H N AT HAT Bl i 2 g e NI i . B/t
B RIS N A P P e BT N BB 4 R B I
AN b 5 AR Za Bl gl TCP 0 46 e N IRl A A3 2 7 “ i
b yEFi#” (Stopped by Reputation Filtering) FJ1E »
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. “{ENHERE” (Incoming Mails) &

Rtz NS |

5%

1t AR

th IP (5250 yE 2

“H IP (52 uE A4, (Stopped by IP Reputation Filtering) [{E AR #i5 %
AR ATV

* KA BLEAF N “ 32 BRA1” HPH %k
* CIRZAEL TCP R4 (MR (Rl g B 180
o AR AT BRI PR T 15 2

HERPE R ORI BTN, AN A KA N e C A (K R HE
VB T B AR A I T ) B85 P o TR 1K) A AR D SRR 408 11 445

T AEIXFMG DL, WORIE R DUREES “ R, Bl O 8R
XA
R “URLEMHHEE” (Mail Flow Summary) 500 _Ef) “IP {52 ik

J&” (IP Reputation Filtering) i i 4f & 3% T Frfg w40 24345 4%
Mrse st . AR S NIRRT B I G 52 1)

B o
H A5 25 e PR A A NI PR A5 25 SR 5 BEL L P S A e K
YR Te ol N H123 15 LDAP JEZE AT RAT $H45F LUEL ) P IS5 re N .
(Stopped as Invalid
Recipients)

ol 2 (P57 A (Spam
Detected)

U2 PR A Aoy 57 S A o

RS 2 )95 55 (Virus
Detected)

AU 0 AT Ao o5 5

SEEE B S/ ER 7S Rl 2l

1 B A DR 5 S AGT I 2 PRy A 2

WAL AR F448 (Stopped by
Content Filter)

HT A 2L 08 A A R K

H DMARC 4% (Stopped
by DMARC)

FEF BRI WBAE S 4y BAE . 5 AT F: (DMARC) 56 1E 26 I B2
.
TR HBAE ) DS “ RM-HE 4 . “RIG-RE R R« RI-To
PR 4R B8 “Stopped by DMARC” i ELKI B HL.

J B A A 2 (Total Threat)

JEB A SH CHE S 2L Ao e N2 BESRBA LL A

)

B4 (Marketing)

ARSI A AN IR B IS S K

Az

AP I A 7 S ISP ) S o
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“RUNBESH” (SenderProfile) 1E [}

5% 1t AR
gt Hdls I Ay e B ) S A
IR A S HREIN kg 2 €0 IS A ) S A 2
IE% (Clean) FT A IE A .
R FET €8 0S4 Sy 3 1 S0 99 DG Ak B8RP BN P 6 4«

“KEANEEIH” (Sender Profile) TImE

IS EBMERIEE R (Mail Flow Details) [ Web #H1H] 5 4& AR5 (Incoming Mail) BT b4
MR £ {5 S (Incoming Mail Details) A2 HL R H Sl SR AR, S tHBL “ R NFCE SCAE” (Sender
Profile) Uiifil. '~k T4EE IP Ml RERM T # (8D g R . ik sdite A
(Incoming Mail) TT I B AR “ K& AF AL & SC2E” (Sender Profile) TUIHI b AIAH N A4,  #& 0] LLT 4T
IP ikl Il 2 B 5 1)« R A AL E SCH” (Sender Profile) G

W2 BT AT 5 2 B ST IR SR . 38 (Domains) 26 7 TP Mk 524K

g 1P Hbhik SORT I 48 BT 2 s i “ Rt NG S (Sender Profile) BTN A AN o X TR0,
LA oK AR 2 A NI N IR e R 2236 . FERDE T 7, R 5 R A NAH DI I3
aIP kb, CRAS TP HhER “ A ARG E SCHF” [Sender Profile] UL AL R4 IHIR . ) “K
- NBCE SCA” (Sender Profile) LA B HE—AME B4y, o405 477 SenderBase. & N AR
NS PSS

o P2 JT AT 2 T B S AP DT B B I 4 T AT S AR 5 2 I 46 Ji A DG IER B R TP ik £
o BRGSO DU & OB I8OR TP ikl
* IP bbb e B SC1F v S AT 5% 1P Mk A5 R
FEAS “RATNBCE AT (Sender Profile) BUIHIEHSH “ 41715 .~ (Current Information) A% H #5075
R E/E
* kA IPEERSHAERGER, O
o IP Mtk 3 /a2 T A
o BT IR (AL BR M9 2 oI )
* CIDR J [l (fBR IP Hidk)
o IP Miuhik . JRI/E R0 46 i A7 25 1 H S 20RTH 2
EVN: -2 LINEIE s S EIV O I PN A
o E RN USSR SEIEAT T DNS B (X 1P Mkl % A AP & SO 5D

it 1 T AN SR AE B AT 24 /NN A AR T 22 /DB . SenderBase Jit AL T IS Af i 2
LR, AT A 10 i E 6y Hobn RO S o i2r RN i K ER B E b 10, 4%

| eI 2 2 I HE .“



ERmgzenE |
. “REANEMIEE (Sender Details) &

E?ﬂ:10096H@§Z$FEBﬁ¥i&§§O A AZA Bhs RURY, URERERE N 1 AL, SRR BCRE S N 10
e vk SRS N A, U2 e T Rlr 30 RAIEII MR AT okt 5.

s PR IR IP k)

* At R BCR/30 RBCE (IUBR TP Hhk P & S04 LD

s AR RS PR 1P HuhikBe & SCAF 5D

< IP 526459 CIUPR 1P Hbudikfic 3 SC 1 7D

o FNHE— B DA 1 R E (PR 28 4 3 Rl e B S A 1D

 SURFILR T A IR AR ES (AN PR I 4 i A Rk i S T

o BBIE% FT AT ) TP M hE R SRR 199 2% F A7 8 A B SCA B )

o HIT K MR 1R TP Mtk (AR 109 46 Ji A7 & DI
Hiili%k B SenderBase BIi¥4H15 2 (Morefrom SenderBase) 1] #5175 IP 152 IRSSHR UL BT
(ERSYIAT

o A5 b R 4 BT 2 4 RN TP il O PRI S 7R 7E W 48 BT 3 TG S i b A o,
HRE TP kRIS S, K R AR T

MIRBC B SO B, 8T DGR E TP ik L B RE A R, B A A ZNE S SO I

“RENEMZE” (Sender Details) =

“CHRERIEANS B £ HITAE” (Mail Flow Details: Outgoing) UL JEHS 1) “ KA N {F E” (Sender
Details) A8 H. AR H T T4 28 M4 W OC i A ST 88 0 R A NHATRS . N SRARYE pri fL I o
T Ek 1P Hudk,

A TS MR B ISR IR E R R VRN S, T A R P B R
FRERT “RIENFEAEE” (Sender Details) 2 12 51 i 1 :

R 8 “REANFERER" (Sender Details) FHIFT 15 A

Hl& it AR
KAENI (38 (Sender Domain | & 1F A4 .
[Domains])

RAEN TP bl (1P Huhk) KA N TP Hidik o
(Sender IP Address [IP Addresses])

EHLA AP HshL) (Hostname [IP | K A2FANFIENLL .
Addresses])

RS2y b7 R B A (Spam R DU 1) (R A A 7 R S -
Detected)

B ERmsxekE
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v |

5% 15 FA
R R ¥)99 7% (Virus Detected) | A 21 1R AR 75 o

R S AT DR AR 2 1o BT R A DR 5 | AT R PR A S B
(Detected by Advanced Malware

Protection)
WAL JEZSH44 (Stopped by EH P 250 B A L A A S e 4 o
Content Filter)

DLP #4# (Stopped by DLP) Hi DLP 5 S F= A s A2 A 2
J IR A L 2L (Total Threat) B IR Chi R b e EE) Sk

1EH (Clean) BT E A
AR FH R R AE Th RE A IR 2E R 26 b AL BE R B 2E v by 1 A

B4 B 2L (Total Messages) FI A B4 £

ZMHEANBRE

& Bir

“CRAEANAL” (Sender Groups) i 2 1% & A N A FIHB AR i SR MG R AR PR (LI E B 22, M & &
SMTP JEFERMRLE e ms Ea A,  “ 3R A NALIIMRE R & (Mail Flow by Sender Group)” 513K 7R
T RAF NAERE E o e RS . 3B R SRS A E 111% 4% 7 (Connections by Mail Flow
Policy Action) &5 7B AN M AFU0 B SRS ARAT AIE R 11 70 e o BRI T EHLYT 1) 3 (HAT) 5%
P RME. A6 HAT BFITEAIME R, S0 L E W G LA o

“fE B H ¥R ” (Outgoing Destinations) 1 [ H& A I 102 w] ik B A2F BT 2= 345 B . 1%L
B SY o DU BB — SO 5, IR S R IR F A% th B WS A HE 44 SEmT i H b, DA Sd%
U 2P (A% R WSR2 SERT I B bR e DI R s Bon— MBI, Sl NS CBR
IWEED) HFRIa .
T Ok PE 2 I Ty [, ok, JRE A e SOE . S iRE AN, @S (Export) 4
A DURE B R B B 5 B AR T A CSV .
“hhK HER” (Outgoing Destinations) T [ 1] Ji] -F-[A] 28 LA Y i) ) f «

o IS O X IS A1 326 281 R 6 i 2

o AL Z D IRPE?

o B 2 REE . RASIRIRIE . R EERIE . BN E R IE sh i

JEAR R
o ARIR T Z /MR UL H AR RS s il PRI [B] T 22 /D g2
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B s (LS Encryption) 7iE

“TLS #n%” (TLS Encryption) 51

ERmEz2 ks |

“TLS % ” (TLS Encryption) UL [H] {2 7~ T WA B 1¥) TLS s ey s AR S Ol o % 18 /s At

TLS 3EH SR M (ARSI VR4
“TLS #4%” (TLS Encryption) U [ 7] F T 5z LL R A5 &

o RVRTIT S, AR ANRIE H R (5 434 TLS ?
ML AR BN T TLS EH:?
o RGBS A VK A T K TLS SEREBEA 1T ?
* {£ DANE 3Z#F T, JEMEESVEAE RIS T TLS 82
* 7E. DANE 3ZHF 1, AR SMRLE SRR PR D i 37 TLS 3E#:?
o WL A VEAK FE ) TLS TF 15774 1n) 1 ?
o BAGAVEKFEAEF TLS MIMELE & SR AFIR 4 bt 2702
* DANE SRR IS D E oy L2 2 /02
* DANE SCHF[A% IS HEAN B (K 1 43 et 2 /b 2

“TLS % ” (TLS Encryption) GUTT 73 4 Al NJESEH 7 AL HOERHR 5y o REMI OB R i 22

ANVEAE B A o

12 R S 8 8 (IR TS T A, A% N sdfe t TLS s MR IR S E B AL A% o B S
SRR T WS A (1 A0 B S R R I TS T s 10 K e LA S e D AT AR KU DANE B4 (K8 .

HETLS HERRE R E L TLS 1ERZ I RAT P ANA .

S A s R 326 R T s WA PR PR PR AR A SR o X TR N, T DA B A R PR 5 M 1 3 )
TLS EAUE . 221 TLS B EL LR R AN E# S 8L S DANE E#£ 54

CIRYE R I IETE RO o BOETT LR Fr A 2498 TLS HEH 1 70 EEAT D 3 R n s IS A s 4
GRS TLS S kit 2 2. fn] LUE I AER 104 B 05 B SO B bR R s BB 1) o

“ Nifi SMTP &143&3F” (Inbound SMTP Authentication) 71 &

“ Nk SMTP S 43 46:3iF” (Inbound SMTP authentication) UL [fi &7 T {4 F % F il 1411 “SMTP AUTH”
iAot B 090 S 55 FH P BRI 25 i 2 1) FR) SMITP 25 1 HEAT S B IE o 20 SR S A2 I S 1 52 1 P
SMTP AUTH iy %, W4 @7 BIMBA 5 7 a1 TLS 482 , A% 7 ity FH R AIE Mo DRI Ay A 4 2K TG
TR P IR EOX S, PRI A SR 1l 42 A TP Mkl 7R A5 5¢ SMTP B3 B0 ik I 7 4045 B

A FH RS AT S LR A R
o BRTTE, 2D NEERATH SMTP 543 KE ?
o 2 /DVERAS S UGIF I 25 7 5 2
s Z/DIERAE ] SMTP AUTH?
o M2 H SMTP SRR, WRLess e ikiE iz 2
1 SMTP S0 BE RN, 2 /DB sl DA [R1E 2
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“#FIR%)” (Rate Limits) 77 [

“ N3k SMTP 3 564E” (Inbound SMTP Authentication) Ui & — AN R s N KIERE B . —
DNRREZAR SMTP G4 KR IE R MR N, DU N & A R E BT 5 403 S UE 16
SHRFEAN R B .

“OFRIIERLE” (Received Connections) I i s 7548 5 I 8] ¥ Bl Y oK 22360448 1) SMTP & 47 56 1k
o} FE AT 5 3 AR (K B 25 P i (AR NG o %IRRT M X e e () i b i B, R 2R Al
F SMTP G403 5 UF BEAT B0AE (IR B, A 250 7 g UE 0 36 032 32 PR I T AN R ek e, A K A#F SMTP
AUTH iy & 3EAT 560 UE 1R RSCEh AT R e

“EEIIBEN” (Received Recipients) B s TIIE N K, X SUHCPE A TR IR 20 7 i 221K
X5 WA 9 G (R e BEAT B4 2 S0 TE LAE ] SMTP B I UESR AL BT . % B34 Wos i Ok
AT BAR BRI N HEE R AR AT 54 IR LR AN

“SMTP S35 IFPESN {5 . (SMTP Authentication details) 3% /R 7K VELN (S B, IR Sedal 1 i 7 2%
BRI MR 194 5% AR AT S A B UE USRI o o) TN, ) LU Sl % 7 il A5 22k
AT REREI B BRI AL 54380 ] SMTP AUTH iy & BEATE B2 (1 e D s R OR AL, LA A 2% ) Ui
UEPERL 223 RUR PR 1) SMTP AUTH FRRCE. 5T LU HI B 1 507 26 200 428 44 sk TP Mk
R E .

“JHEZEFR%]” (Rate Limits) T1 @

M L %A B R A NEAT TR R, AT LURR s S A\t ik RS A1 N B A e 1] e P e
PEAH. “HFRMRE]” (Rate Limits) 5 75 Sk s ™ o b BRI A AR N
AT AR 35 T B 5 DA A

o AIRE Tt AR B S £ A T K

« MOV FPREEN IR, L8N IR AL B A0k s, XS E S B 3h A AR

« HEH BAT KRS SR, T A B 9 s P e 2 H 19

o AT REAAPEAN Ay 457 IR M A 0 I Nl ISP ) R
TERL WEWEAEN (B A &AL sledt AR N BIZETHE B A AR 15 G B C A%
RIS PEE; EATTAN S ) KR AR WD B ) A A N 5 47

AR R ST I E TR AR S e B K e e P B PR AL N R I R A e
N BRR RIS — A FE . BRI S T A DI R 1 S o 4.

“ ORI AR R SRR a7 PR S 1) vy T 1E 2 PR 1 dm R B LR N B IE R
B R AE N BEE I B A U R WA AT 4
FLGAF B A F N IC BT AR B A O AT T4 B, V7 2 B Al A 37 SR 52 SCA e A BRI o
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“HRAE S F TR TE SMTP 4 2% B2 52 I 4
A
ER WA

o WURORE A B A NI E AT A R TP Hudik, WX el NS PEERR AR 2 AR
“HBA 1P Hohl”

© WK — Aj&%/\#)\ﬁﬂiﬁ: ERATIN 0 AR ROP 524570, WKL NP FIERERE AR TS I
FN T E K XA

“FHPHMEH#ZE"” (User Mail Summary) 71 @

“HI ISP 27 (User Mail Sumamiry) BT % B33 HES2 (AT 5C A 8 P A I8 AL FR) S PF PO £ UL
(AN P ATRESIH T 2 AN - #R5 thAS S IR

UL PR 2
o FIR AL IE T A AR H P42 S i R B A Ea s A R S wi L R PR
* FHISPER R RN S
REAT DA FRR S I TEVE ] O Ry FET) o ST, i S (Export) #E4%RT LIS

KR B4 S BRSO CSV g, it m] DLl I fith R A7 L5« H e XA (Customize
Column) 4% i 7= Bk 2 51 B Bk BRIA 1

“H P HBER EFEANS B (User Mail Flow Details) 1) 2@ 54 B IS4 M b1 0 3891 0 326 1 IS4 40 43
J3 “IEH” (Clean).  “Auil 257 HB4E” (Spam Detected) (fFRAEZAND « “KIMEPHE” (Virus
Detected) Fl “ N 25 €SS UEAC” (Content Filter Matches)o. %5 1] LT i 5 o 515 %) 71 2 77

PR P A PR T LA L 1
- HERE SN 7
- BRI IE 36 WP % 2
R IR 7
MBS 7
AR TR B T
» LMD P 2 A
NS PRGSO (Rept Too) MUHE A SCHCEIRPERIFEL P o i3 PR P T < e
X (Mail From:)™ Hebk, EBER 19 51 4 71 0 P T R S 0 S 20 4 1
TR, RS CRRID R RAEN . BT AR <K 2R
PSP, TR B RN B (Intemal User detail) 7T
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MR 7R B A7 BIbR DU R ERUE BL R BRI A, a0 i A e 22 A S RS 2 £
N7 A B i 22 41 4 4 A 1 P A HA B R R A
HXRER

o ISR HITEG (5 S, on page 69

* FWRFFE N, on page 18

F P ERE=H S B

P IR PEAAE B AR AT SR E L VRS R AR AR NS R Bz S B
BRI PN S N By <8/ R A U B NI SR e SURYE S AN 1 2 QN 11 B I S O I 6
A AR IS PE BT o B, 0 TR AN, R8T DR ie At 07 0 A g XA EbR, DR
REZ 43400 SR 2 (KA ABESRMEAT o AR R 65 TR BT ST 25 I DB s S K i K. &
AN B s i SO T R BRSO . BEAh, B BR AR AR IS A 2L i &5 A1 DLP
S IEAC o

T AL IERS ARR, AR N IR A I E R R T AR I IE R TR R GES D N
I yE#E” (Content Filters) UU[fil, on page 20) o {f I kv B AIREEM T 545 € A 28t pEA% UL
TC RTS8 FH P 41 3

RS ENANEAR

TR DL RE “ F P s 227 (User Mail Summary) SIS FE AR R 5, 3 2R @ BN BT Gl
PR o PR S RV EIY R SO 2 A U A I SCA TR H - (i, BL “ex” JF kRt

fii “example.com” )

“DLP =452 (DLP Incident Summary) 71 H

“DLP S/ %” (DLP Incident Summary) G [} i 7~ A% B MR R R 28 R B 508 25 2% (DLP) SRl ik i 5+
PRI B BBPE M A FIAE A% HH 435 ” (Outgoing Mail Policies) 22 H J F ) DLP B £ 5w kA
WU R (P BB « 33 ) DLP SRBE [ BN A IR IR 5 o — N A

] DLP b4t nl BRI DR 880 1 1)
o PR 2R U E ?
* IXLE DLP 4 BAT A AR E L ?
o ALIL X LA 2 DK ?
o LMK LA 2 KR ?
o SRR ILIZ LB
“DLP H/4% % (DLP Incident Summary) Ui €145 PAS 155653«
* DLP HFadhlel, 4™\ (iR, b m. S8 RISEmUCRCHE % 52T DLP S0k
* DLP $E4115 BA1 &
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DLP EHIHER

SnT LR B s s TRIVE L, Bl by ek E e e S AR, kS8 (Export)
e n] DB P R s s 4l 45 B8R S o CSV RS . A 5 AE il LAAMM HoA % 5 0 PDF 45 &,
2 A RS A B 0, on page 76,

His DLP S50 (K14 FR AT 2 B AT o0 SR A i 21 1) DLP 41V {5 8 . A8 FH e 7 a7 DLSRE A& 26 1
AP, S s A0 280 11 R s RO FH P 1) 3

HEXER
* DLP $-F 14115 ., on page 70

* “DLP W& 14145 E.” (DLP Policy Detail) U fii, on page 70

DLP S=HFAER
S BRI £ PR SR T 0 DLP S0M 2276 “DLP (- EAIE R b h il T DLP
N 1 4 BT A A T

“DLP FPEAI{E B R EoR T8 SR ) DLP SH0F B4, IR BRSO A0 7). 7™ PR GE
FECIR B, DLRAERG R C AR RN s B3 A s rh A 38 (RSP 2. e 9 AR )
PREATHER? o

“DLP KE&i£ZH{5 2" (DLP Policy Detail) T3

WIS T “DLP F7E4015 57 (DLP Incident Details) # H A DLP SE0S A4 FR, WG 4T TFHY
“DLP %7415 5”7 (DLP Policy Detail) UL [fI¥ 2% W78 i 5K 1) DLP SR 4s o 12 0 [RIAR 3 ™
PES R 5 DLP SR K % .

UL AAE— AN T DU R “H kA NI (Incidents by Sender) #13, LRy T ki
(IR e DLP SEms I AN o i8Rk i4 ] 7 27s ESRmg [F) DLP FifF g i ™ H g0
a5y DAL R ARATIR A LA e itk . DU B Atk sk & £ 5% . BT “fek
N B4 (Incidents by Sender)” F13 1 i v] g4 20 X ) UK AR 25 W 2% 2 Ab N AT P o

i NGRR, $FTIF “WIBIT 7 (Internal Users) Gl . A XTEAI(E R, 12 [d#unique_1516,

“M4&3 5 "” (Web Interaction) 71
o U T T A T BB N, A R0 A T SRS

W25 AT B BR AR T BERAN S S BT, TR 30 0 BhRET— k. tAh, SR ES R URL )5,
W 2848 B R R AR T B K TT BE T BTN, A ety et

W28 AT R AR T AN SN BT . i A FE W S URL Ji7,  PZEAT LR ER IR o e K n] BE 5
LN, Al gt

0 208 A LR A 75 38 P T A AR B
o RPN B A DS ) R A HLE [ 'S URL.

o “WLEAZHERER” (Web Interaction Tracking) UL HE LA F 4R % -

B ERmsxekE



| ERentee s
“4p 3R 2” (Remediation Report) T .

RARP S EHE8EE URL H1THEE. st URL W/ & A 008 LURE A TEAIR S -
o il TSR URL MR 1.
* siiiiz URL 9 H AT )
* URL 7215 O 1 SR i A i 8 A TS
o MITE G URL NRIERAE (VP BIEECRED o WHE, QURURL SR AOL IER TS,
HARSM R A, WARAE AN “ARH” (unknown).
BREEE URL MIRERPHITE
ARGy 7 p AR NI H A Hh S R URL IR & - HRAT R i 2L
W 4& 32 B IREZIFAIE 2 (Web Interaction Tracking Details). {145 Ll 5 &
A EEENES URL CEREAEHEERD MFI%R. mdidA URL v &7 R4t .
© MlT A E P F S ) URL INCRIUPH#EAE CRRVE BRIEEORSD

BROREHE, EHAT LT A
* EPFAE NBRFSRES (Incoming Mail Policies) > 1§ & i1 iE 25 (Outbreak Filters) i & 4 A it 62,
I I B E O URL 5

c WABIERILE “EEMBBRRENRE” H#IE.
THER, WRRZMN SEEAURLE, HHE GEFSCRE) R, WPRAR Bos AR 5. AT
REZE N, ﬁﬁﬁ*'ﬁﬁWUm”i%Fﬁﬁﬁﬂ%Wﬂ%@mw%ﬁ%%ﬁﬂo

« AN SRS URL 8. i By T A A &) sl i) URL (BT ISR

o FEAEHI P28 AS L ERERIR T I, TR A LA BRI -

o TS K N A ER ISR S RS L Ok TS SR URL JoARE Mg 38 40 FoAl i 7 (ol 3
T AW N 255 A8 TR R i 18 hn, RIS SRAF ANt P s R R S 1
URL A1 4k

o WIRAEH Web R AL S E S URL 8RR = BRI AR AL P (lands 3 o1, IJJE
GEWSCPE N B I 2528 B R A AT R 38 BRIV RS0 A B A F FH P s o 2 T 5 Y URL B AS
4h,

o FEAEATI G, A SR RIME SO PR SIS 18], 35 ) RGeS ) 5 B T S (UTC) )25

“4pF3RE” (Remediation Report) 51
AT U] “AbB HR A IS AT AN I WA RUR R 1 R R

A AR A -

o SEEA AT AR B S AR LR B FE IR R AR R IR 512K
o BT RRANBORWOR R . B0, GERERR . S IRIERT IR .
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PUR S ARE A B 4Rty BR800

#B5
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il 22

“RE W B AUNE R
o A BAE A B R LSRR 2 ARG T AR B B
* J CUHC B AR AE AR B2
© KRR A £

HISHH 1 2 MR

“HBAE B B ANRC R W LR A R

o WSS B S & ST s T i A 33 .

o XTIBEFRAT I E )18 2 #eE

 5j SHA-256 HF KL SCPE 4 . il SHA-256 B8 Al 2 & HB AR
T T A R A S o

o N ICHBFEIAT 1 AN RO Dl AN B AR A e SO SC
12 FR) R

© E B AR R B

HIEFAIE 2R AT AR

“HBFE LR AANR Mo R AN VRS S -

o IEFERHTEE S M AN R AL BES1 R
o HEARBE PR A AN ROIR A o
o HEALPEAZFRAALALFE D, r b AL PRAL AT A L AR B AR {5 S -

o Ja SRR AR R AR H AT A]

o Ja BMFEHE R RN R KU

o Ja SMEAE R R RN AR AL

o SO B A FRAT IR AR RO ERAE

* V4 B B A} Ironport HEAY: ID.

s A CEEEERR, T SRR AR RO A 2 R 2

o BEREHLAL B IR ANRCIRAS A B3l (Suceess)s K

o BORMEAE R AAT N AR EH L o
o AIEIBAEIFA JE Sl AR B IR ISP ko
o R HPE AR g E IR E AT )

5 2P BT -

W (Failed) 5 “HEATH1” (In Progress).

“HBE1EESR” (Message Filters) T3 @

“HRPFILIERS ” (Message Filters) UL PY FfOE SR s HEAL S iy (s JERS VL HC I COL R s 4k
HiRZ LS - IR MERKRIE.
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I, Al Al ARG B Ak & e 22 DR AE I 98 4% o RS B 2R /R HE 2 SERT IR IR A L E 2%
*U%/\Hﬂﬁﬁﬁﬂg%ﬁﬁ@ VCRCTE . M EEnl A M EREE” (Message Tracking) By A ZEUE A5
T A A R 5136

AT DAEFEAR TS (I RV, ey e ol B e SGEE . 5P RS A (A, S H (Export) B
FET LCRE B R B AR £ AR 3 O CSV Rt

“XK=HF14" (High Volume Mail) i @
A\

Note  <JCHiif;” (High Volume Mail) JUIIX /s T A5 Sk 752 LU IS sk 08 24 1) A o

“REMEPE” (High Volume) TUH L E5 LU T 40 B I TE A A -

c HER SRR ER . (R ATEL TR AsyncOS ST HBAF KI8T 3208

c HEREATREE A BN HILEER AT T AsyncOS S5LIR B FHE A FE T 152 A AF N

 SREECEHER ERTRVER SRR . AT IR AT DL T AL SRR (IS R pE RS CREH) kR
27 BN VLECT

“RFMEPE” (High Volume Mail) I3 (R A4 52 i (10 IS 1 JEAS AN W 1 DE 25 1) VL BC T Kk
o RUEUETTAER “HBCRERER” A AU TR S T A W 5

AT DAREFEAR TS (KN RIVE TR, /Ny e ol e 3G 5P Ak Al H], S (Export) B
FT LORE B Al 5 B AR 3 O CSV Rt

“NABITESL"” (Content Filters) T1H

“HNZ T UERR” (Content Filters) U 18 ik PR A 2 ik /s HE 44 5 1 1) A A RH A% HA I A4 PR 45 0k B4 D T
I (PR S i 2 N A eSS ) - RTEERIMYIR . TH “ AL IES” (ContentFilters) UL f,
A LA N A R A B H P B A SRR, FRIRIE DU R A )

o A N EiA% Ak A MR A8 N A T DB SR IO I B £ 7
o JIL BRI BB P F it A TR 52 AR D8 A R A SR AT IO AT ?

MR T N AL IR AR, e “ WAL IESSTEAE{S B (Content Filter detail) U1 &5 A 514
e TR R

X ER

o WA IESRTEAN{E S, on page 73

W'@' Ill.. ‘E’t-ﬂ‘iémtﬂ =3

ST N IR AR LA R N A IR RN R . A IESS R4S L (Content Filter Detail)
TUTHT 7 B S ) HERS (¥ 1o BB 2R VLI, u&#W%FHHEﬁIE@a

| eI 2 2 I HE .“



ERERe Lz |
. “Z2&$TEN” (Safe Print) T

TE “HE PN R4 I TCEC IR (Matches by Internal User) #5840 H,  #80] LS P A FROR & F 1%
PGStk ) “ BB 7 (Internal User) #4145 B UL (i 2 #unique 1516)

“243TE” (Safe Print) TA
Pl LI “ 224531 EN” (Safe Print) $%15 W R 255 -
o DRI 2 R TSR A 2 A T ED R R
o SET MM RIS 2 AT ER I A

e A FTEICE R RS 7 (Summary of Safe Print File Types) #8737, st B AE MR F IR B v B2
MR PR A0 A5 B 22 4T BN R B 5

“BRMKE AR " (Advanced Phishing Protection Reports) 51

& (Reports) > BT IHE (Mail Flow Summary) > =52 W 4§49 & B4 (Advanced Phishing Protection)
(S NITEA TN D N

o LRI R 2 IR i 2 R 2% 40 10 1747 2 R 55 RO A S5 4
o RE R BN BRb e R 28 Bt B 7 2 R 55 B K

\}

ER IR O R R, WA AIE “ iR M 4 £ i (Advanced
Phishing Protection) DJREMACE . 1 XTEAIME R, 1S B URe fis AR 5
b5 SR e 0 9 g 4 1 54 2 IR 45 AH AR R

AT LAZE “ B M 424 ” (Advanced Phishing Protection) #% #5 Ui _L & LA R Y 2%
o FEFSH AR H AL 2R 0] R B A IS A2 19X O R ik 381 JEVRE v 20 19X 488 4 4 BT 4 2 IR 25 AT A2 A B
o SARF R B JBRHR N A B A BB S IR TR A, DAEEAS B .
B i R R IR iy 4 M 28 B A0 7 57 2 IR 45 IR A e B 0s i R, 3 s R T 8 R B R

BB m RS ARG R, HSH B Rhs R g P i 2 k55 BRI o
P o

“HRESERZIEMRIS 24RE " (Mail Policy Details Report) 51 &

TR LMEH] “ MBAF s TR 4015 7 (Mail Policy Details) 4] 15 G 75 5«
o HEALEE R A0 S O E PR IR A SR U FE AR AP CETE MR RS AR D .
o e FEHTV 5 R B ML SRS UL R ) A% tH B PE (BB AR D .

7E “fE NG (Incoming Policies) 701, s 5 HREC MELE SIS T HC AL NI S, LAAE “Hip
PFERER” (Message Tracking) ' HEAE R4 15 B o
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AR R

7E “ALH 5N%” (Outgoing Policies) 431, ik 545 g B4R SRS VCBC 46 N HRAF S 8, AR “HB

PHERER” (Message Tracking) H' AR5 B o

7E AsyncOS HR 5 B Ff = AN FEA A
o W CABIEETERIM R, REOR. AR T IB AT — IR
o W[ DA RIAR AR O “3eT7 S .

o WTUAEA Z R AT IR S MR R GHRIAE ) .

Wik “WidE” (Monitor) > “ 1R 2 (Scheduled Reports) Ui o] e & vHRI K90 25 Fl 4 Tk . il
I “Wi#” (Monitor) > “A4ER4 1R 57 (Archived Reports) UL [HI 25 A A R4 2
T IS X DK PR B AR i Bl il 2, TR BT 22 1000 /N iAR o ] DARR i 75 2 R e e AT
AN, BREEANIEN . WERATR B ERE N, RGeS AR . (H2, Wi
IS RS AL B Rt R0 B2 3R b 2 N E AR S

ERINTE LR s BB P DG 2 AR AR TR T 1) 124 fe %‘ﬁé‘lﬁi A AFEAELEHE AT R 9] /saved_reports

Hxd. CHEXREYIER, ESREFTP. SSH M SCP 51 .

AXEHR

o THRIEAAR R 5 2K 2L, on page 75
o WCE R IR [RIHBHE, on page 76

RS AR S A

AT DL RS DL 4R R

* AMP {55 %

o B RRAER B S AT S b

o SRR B S A E
%Hl%fb%m Uo7
s WELJESS

* DLP FiF A%

* DMARC K:iER &

o RIBIRZE

o N

o AR IS

o D PR ASL DU

« REMBAF

* A3 SMTP S 43 56A4F

© R

o MBARAHE: AR

ERmurzssz


b_ESA_Admin_Guide_14-2-3_appendix1.pdf#nameddest=unique_84

ERmEz2sE |
B sxsnswzssn

* HEFE B kbR
o WBAFRTEAR R B (B RN 80
o WEfF oA 2L ALt
o Mt pE RS
o P HL AR
* ShR HbR
o T PR
o RAFNIRAEE
< 4
* RGN E
* TLS %
o IR 2L
* URL id 3§
* PiEEd vk
* Web A2 4.
AR LS AR “WRAF 224 5”7 (Email Security Monitor) B2 [ 14

HXER
o A R B Z FE I, on page 76

BXMERNTEEM

PDF % 310 3 70 1 98 a4l 85 10 P9 7l i i it i PR 40 > T LU CSV A% 3R 75 3R e
IR

)

Note  5ii/r Windows 1 &AL EAE T Sc. HIBEEEHE PDF, &A% M Adobe.com N # & (1) 7 AR 40, 31K L
GIEAEAR I L.

W E R YR [E ek

SEVCE AR AR Bk, 5§25 W SC A g A e B R el bk . #E CLL A, 158

addressconfig i

Vo rla ﬂ:

=IRRS
LB, gwiE. MR REEERET IR . T DAL REE 4TRSS GRFRE)  FIEiriew
{4 P A B IX SR 5
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\)

Note /RfEpfii\ N, JOEABEMY . I, TAAERY .

“IR¥E” (Monitor)> “TIRIFIIR4 7 (Scheduled Reports) LTI & 7~ MEAE R 5 Fh 20U T RIFR 25 51138

X ERm
o PRI 2, on page 77
* fER4IP R, on page 78

THRIBR &

THRIRIR S P BLZ R R B sl s AT ol DO FRs TR (I e) . Teig s qridy, &Hp
REE e MR Eds, vl 3 Rl —ANHmH. WER, ZHHERR 1 /s iaE H RS
BT RN BCE TR Edhs

IS W AR S BRAA AT SR 5 4R - JmT AT S A8 el B G P A A A P9 8

AR EBR

 JeHR A5 THRI B3 A, on page 77
* ZidE kIR , on page 78
o MBRTHRI K4 55, on page 78

RS XI0 B EE R

Procedure

S 7E “WiE” (Monitor)> “THRIIHRE " (Scheduled Reports) TUI, AiidifwAnitx] A3k & (Add Scheduled
Report).

P2 EFARE I AR PTE MR E R, AT HE S B AN A (10
A KA TR & AR PEANE B, TS BRI B R R 5 265, on page 75,
FER3 AR IR VERS . AsyncOS ANKAIEIR & A4 FRAGME— ko i Seiieif, 1520 QI BAT AR 44 B
INEAG N ST
SR A PR AR I Y BT T “ R AL YE R [Outbreak Filters] 4R it ARI o )
SRS IEFARE IR

* PDF. Q#0401 PDF SO DA AR SR/ AE A% . n] DLl J5 e “ 7% PDF #4757 (Preview
PDF Report) KAZEI L PDF U BB B .

A RA T LLAMOHABIE 51 PDF BOE R, 15S B AR S 71 S0, on page 76.

* CSV. QUL 5 0p B (E B NS Bl 1) ASCIT SCASCE . B4 CSV U ATl 234 100
170 WRHRE WS ZMRALNRNS, WS R AR A CSV 3.
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PER6 SREMREEIT CURAT) o FELER A BeAT iR 1B T
TR SRV RIAALIRE I, WARSRE Ml IREREAERS, (EAS RIERLATTRAEN
Note U SR B AR AL BIAMBIK 1 (540 Yahoo 5% Gmail 55) W] BE 7 ZORE I ik [ My h-
INE SRR S SRS, DA AR IS 0 M 22 Ay B 3R A o

P8 SLIRER (Submit). NI L.

IR R R IR &

Procedure

LB iy “IRS” (Services) > “4EHh#R” (Centralized Reporting) UL 1 b ¥ 412 A (141 25 bl
FTIE2 AT
PIE 3 FEATIFAINTE L

BRI BY$R &

Procedure

S /E “R%S” (Services)> “4Erhif 45 ” (Centralized Reporting) LT, 328 H 48 TR 4R 75 BT X6 I 1) &2 3k
HE

Note T <A (AL SIEHERIER FTA VRIS o
T2 nilifipk (Delete).
T3 HAMNER, RIFHRATE S

AEAT B AR 75 B AF R RRAS AN 22 F BB o

FHERIRE

#5475 (Monitor) > 77#4#R & (Archived Reports) TP A1 AT I AE RS RS o T LOd I sl “HRis A
7 (Report Title) &1 4R & LR A B o 18 S B A F3R & (Generate Report Now), 1 LA
7RI AR

iR “WoR” (Show) SEHLTTIEJEREF H ARG R AL sk AR o) 0 SR AT HE T o

RS IR K B MR - SSRGS f 2 rTOR B 30 ANSEH] (% 1000 MR, BEAE Bk
MR, RGOR MR A B K AR, DURRF 1000 3% — 507 A48, 30 AN (i BR%1E FH T35
Rkt HIREERTK,
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R EM
* B dE TR, on page 79

EREFRE
s T LAE AT SRS RO 00 AP o e A U AR I Tk OB TS, AP T By B
.

Procedure

LB i “AARIIIIRE” (Archived Reports) ULTHITH ¥ 3L Bl A A 3R & (Generate Report Now).
FIB2 PRI RM, AT G bR . AsyncOS NI 5 AR IOME—PE. iR, 152061
HAEMRBRRAZAHE .

ARATH TR S SRR A PEANE R 35 S B TR A7 A 1 2R 7Y, on page 75
I3 PR A R RV . R IUANTE H Tm R R R . D

DR A SGER] L o i, EHME U, I s AR
TR A EFAR IR

* PDF. Q240101 PDF SCRY AR TALE R/ /74 .l LUERE e “ 7% PDF #0757 (Preview
PDF Report) KAZEI L PDF LA BB B RS .

A RAEIEE LM AR 519 PDF 5 R, 155 B AR & (71 420, on page 76.

* CSV. QA EIE 5 2y R B AR M Bdis 1) ASCIL SCASCE . A CSV SUAF T AL 7 204 100
170 WRHRE WS ZRBLNRNS, WG TR AN CSV 3CfF. fiR e AR
I

HIBE PH LA (IR, 545 SR (e “AERII04R7 ” (Archived Reports) BT
TR 6 T 2 LTI D PR 45 DL 1 WSS P i 2 2

BT ML IR (Deliver thisReport) M AR . HEA5HAEEL MO A sz kY.

SIS A

R 4R & BB HERR

o MRPFERERERE F BUR LSS5 | on page 79
o U SO T RN B A SEFE, on page 80
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