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FIB1 LR LIRS (Security Services) > IMS Flik & #i4 (IMSand Graymail).

$E2 S REREHMEIRE (Edit Graymail Settings).

$£123 vk B AR EER4EN (Enable Graymail Detection).
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B B 7R & mR G R 22 £ BGH 1T A B2 N BB SR B
HEETE
i P S P8 0 22 4 HGHS 1T F, on page 12

Procedure

FIE1 KOS R SREE (Mail Policies) > £ NBB4- 3k & (Incoming Mail Policies).
W2 RGBS SUR IR HENE 1 IR B ER M (Graymail) F71 b vk .
P33 MK, Ll Rk

* JA FH At IS

* JA 2 B0E T H

W =R AN IR A



| &mbsRan AR i i
FE IR B R 32 R Ay IronPort-PHAr 153 ]

o BEPEIEAG IR N F T BT WA I R AN T AR 244 (R B Ao
Note WIS ) 2 4 2% R A 42 (RIS 2 2 754 P S/MIIMEE A7 in 28 5 R 756 7 S/MIME 45 4%
o TSR AMBAEISG] CERMELE . AL S ISR R IR AT A BRAE
MlBR Aok R [RIERRG B CRIRISRMEPRRS B X)) s
Note Un TR P 22 A EO T BT, DDA ZR0H 458 11 15 Oy % s 189
o KB fE R 16 2% B ML
o B SO 2

o BIN A E A Sk
o RIS A B4 A B E N

Note U A A BRI D FHAE IS A6 B a5 AR BN, WA SIS INARTE
* ARSI

Note DU AT R BRI B B A S, AT ASZ SN 5 A G MR, T
BRI AR A . AERERFOUT BB Y AN 2 X S 21 ) A (L R
PATAEATERAT

TR A FAIFINE L

What to do next

N

Note iy BLIRL 4 26 (6 b PERO I B SRR ADPE S0 o VAT, JESERSUL R, RAERCE % 2 H0H T

BELE CLI A o 2K (8 B FAS DURD 22 A B 1T F B SR s 18, 151 policyconfig 4. A K
M5, ES M (i T Cisco Secure Email Gatewayf) AsyncOSCLI Z#15/) .

Ex B E 52 RN AY IronPort-PHdr 15 3k
ELLVF DR, IronPort-PHdr 15 kK5 73 0 21 2K (0 R4 5 | 2 A0 B2 A0 B A«
o FEMRAEM 5 B4 /R ARG ES 3,

RS ELT T SR E P
Y

AR WURBCH R E M SR e A C B A, R AE R 5C bR R T
KEHBLEGVEERS, 520k TronPort-PHdr {5 Sk i8I 21 P 47 #E1F

IronPort-PHdr 5 Sk & i i LA E, HAT e il o oA Sk RO S U A €6 - I 5 )
A AR LA A SR

I emtnpmpafm ey i



B smumersses

1 BT i 2R 4%

e R

Mtk

TR B BRI

\)

AR AR e |

AR RO B SR R T SR B A 5 B s R L YRS W TronPort-PHdr {7 Skl 5 0 21 i 4 i

M1 SRS TR A B

IR & HRIHRAE

U RANA BRI LS S N Y A C IS 5, U R AP R B IS oL 0 i it A (o B A 5«
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skip-marketingcheck | £ 6 B HIE A 3

skip-socialcheck | i B0 H1AZ 9 2% WIS 11 ¥ H A2

skip-bulkcheck GERLEE X R ISR 3R A

LR 7~ $5 e AEIUT R “private listener” 320 IRT B 4 20 G I 15 448 D00 8% IS AP 11 i € I A2-45

1.

internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck
0
}

IS s SR PR el

RPN RO E

RE

B2 U TR EERME &R

EXER

“REIR” (Overview) TUIH > “AE& N HEA-H%
%47 (Incoming Mail Summary)

RO B2 CE 44 [Marketing]. £
A [Social] Mt & [Bulk]) K A& A A HE
HE, DLAOK IR S

(13 *Ej:r
&7 (Overview)
PN}

“AE NHBA” (Incoming Mail) UUTH > “$%

RAHEAE B A A NHFATHE” (Top
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BB CE Y [Marketing]. 4142
[Social] FI#t & [Bulk]) T I4L ARt HB A
ik, DL EMPE RS

YN
£ (Incoming
Mails) UL[H

B &R e & iR
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| EIsrReR e An R & iR i
gmaimean

Eia= BEUTREMEEE BEXER
“WHEBH P (Internal Users) TUM > “4% | #BCOK BB E R HEZ SE T I B & 7 . “IHEH

IREH A H B P HEAT RS (Top Users J” (Internal

by Graymail) Users) 5 [A

“WHI P (Internal Users) U > “H] | BT HIP 0 REROA (A IBPF200) CE 4
FURPFRELN(E B (User Mail Flow [Marketing]. £:%Z [Social] Flflt & [Bulk])
Details) RN E IR RCR, DA IR A

“WHBHI 7 (Internal Users) JUIH > “H | 45 € P AEFT R (LSS0 CE A
FHIBAERVEANE B (User Mail Flow [Marketing]. 4142 [Social] flftt & [Bulk])
Details)> “ N /77 (Internal User) (IR | T AR NI E R, DA A LB A 15
NI HTRLED .

U SRAE WA SRS T S RS SBT3, 7271403 AsyncOS 9.5 B8 i flCAS
IEERGE

o BRI ) B AE T RS 21 R S 2 A

o BB S AN CUAE AT 2 2 FAS: D PR B M i

o SRR ISP B HOA B AR T A D) 2 PR B P K

S R A A

AR T RSS T, D2 A SRR BE R 55 8 A6 R AR (L S A BR AR D 7 S B A o EL R AE — 2k
fEOUE (i, SR A ShIRSS BT A SR SS HUBT AT, AT BE G 24T 5l BB A (i
.

LT EPOROBEAE R, AT B R34

* {E Web L1l , #5222 BR% (Security Services) > IMS #/k &4 (IMSand Graymail) 1t
I, #RJ5 midi S RIE#T (Update Now).
* f£ CLI 7, 12T graymailupdate 174> .

BET REIA A IR PEARAS R, 15 2 1% Web ST | M SFA TR & BR45 0 17 L (1 48 T 38 3
s H CLI H 1) graymailstatus #ii4> .

ARZR P BEXBGHITATTESNY

M A RGO T BT, O RSS2 Bonai A R O LT I, FR RO LT

FRAERRE GES 2 EI0H T TAEREE, on page 10) » nJ LUl %R £ ARS (Security Services)

>MEIETTEBEEX (Block Page Customlzatlon) K 8 e I 1T i AN I R s R nnﬁi‘ﬁ
BN A R AR BERNG RS « AU, WS B SURAH U5 Gk xS E 201

REARAPREYIR

R ST ST B O AT B CRGISPEIK LR T AR, WK IR 5 A ik
A ZEPRP AN BN N KO ARLEFRNEZER, WS 2R MELEYIR
T RAT NPT A% o

I emtnpmpafm ey i


b_ESA_Admin_Guide_14-2-3_chapter35.pdf#nameddest=unique_703
b_ESA_Admin_Guide_14-2-3_chapter35.pdf#nameddest=unique_703
b_ESA_Admin_Guide_14-2-3_chapter35.pdf#nameddest=unique_703
b_ESA_Admin_Guide_14-2-3_chapter21.pdf#nameddest=unique_704
b_ESA_Admin_Guide_14-2-3_chapter38.pdf#nameddest=unique_705
b_ESA_Admin_Guide_14-2-3_chapter38.pdf#nameddest=unique_705

AR AR e |

sEQE
JRCE SRR 2 A ORI AT 5 B4 A5 BB o
- BRI AR, WA XA ORI, KA BRI RS, KA BT

W
s IRBEMETER. BRI (RS “AARGI” BBt « A&
mbox #% 3.

s BREEBE. B A R E MR LN 2 AR T R InbRE S B . KEHEBELATHE R
AR

X 7k € BB AR T FR 22 2 BUGE T A st T BE HERR
TCIEPAT LA I T, on page 16

TAERITREEUHITA
i) &3
st “HBUMITH” BER S, BEMPREZIMER:  “TOEBITHL
R =

WL AT MRS CAAR B AR P PAT L AR, WS kAR, DU 2R T S G
EPAT AT ) — 280 WA

o BV A URI 8% mailto Huhl & 5572

o TR A P AR A BRI T (P R 3

o TR B 2 R TE I SR R A U R D T R SR R Il

o T LB ISR A T T T IR S5 G A B S0 A 1 I 35

o e ST AS TG VT D sl

S P LA FTEI0N 3T FH TR 1) URL RT3 T A

BEEE S ERMANK AR EEZE

FOCAL BT S AR, 8 mT DUSC I o R RFAE R 22 S FAT AR €00 IS P41 1 1 ) (MR I i
o X4 fRNC EBCE T DA BE 2 E AR A (S Bl A

1. EFRERSE (Security Services) > IMS Flk &4 (IMS and Graymail)
2. militwiE£F/IZE (Edit Global Settings).
3. WP T RN B 2 EAR AT R B
ENNERR
o BRZTHE 512K BE /NI .

N

R BRI IR s AT

B &R e & iR



| EIsrReR e An R & iR i
ex sz [

o AT IM SE I

4. B NFIREIE P I S I R A
U ERPEUN, AT 1A 120 Z RS BRME R 60 76,
KZ KT AN 0 B OB (e RS /N BB I o S, vl DI I A KB R /N
BRARAG AT W G 1 et 5

5. $RAH K.

==\ 2 P
RE M I 131 3% S 44 o B
XF TR A KW, 4508 B LA E R e MRl A0 R B B A, DA RS IR S iR AT AT A 84 . 1k
CATIPUE =yt SO ke Y SRR RES VAR R Kl [Ea] 1F 0
AT DL R BRI A N FIAE HH S SRS T AN R A2 o G R 5 B A AN [R) B4 P Ao FE A IR ) Jse 35 S 2 5
W, A 1 E A AN R S SR A1  ) 22 AN WA SR o S SRS A ] — AN BRI Ad o 7 48 5
ANBEXS [F]— S [R) I J FH A 7 56
HEETE
o SERCUR T MR AE R OG LR R S B, on page 238 HH D B 2 BT I A AP 3R .
* AL N
o T RRORIAFNSE R ST A, on page 19
o BB TR BN A B A BB IR A (1) 4 | on page 20
o ok B AR AT R E A AT, on page 21
* WERFEH T 24 RSB T7 %8 e AN P A SREmes b s FHAS ) 1R s 357 S BB =1 i 5 |
B ME R, on page 22
o 5B MR AR S I 455 3k |, on page 24
o QNS B B AEAS B e b SRS 7 (Anti-Spam Archive) Hi&EH, HiES 0 H il %,
o WTREDR IR Ak B A AT ML, SE S G kit EHLERAE

Procedure

$IE1 SHIPEREEERE (Mail Policies) > £ N5 B (Incoming Mail Policies) 7 [fi .
iy
PR 2 FHEREFREE (Mail Policies) > % HEB 45 B (Outgoing Mail Policies) Hiifi.

IR 3 AU IR NS 1) BB IR BB (Anti-Spam) F1) T 5 AT M1 SR mEO] BV I fE %

IR 4 {54 I SR B A R SR AR 1434 (Enable Anti-Spam Scanning for This Policy) #7r, EH3 T
TR 119 53 3] S A AR R 7 % o

FIt 7 AR SR T o T 23 010 S 7 SR S -4 e ey

g et i1
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B = smmess

AR AR e |

X TR LLAM RS arn SRAT P ER NS (KU BEEL, Ui G (R A AT S TR e A5
T T LA RIS SN AR S S A
HIRS MCEA N CHA MBI BEALE: SR B W 1

I3 AR
Je FBEABA LS M | 36 4% — AN I
EVBR (Enable 1y g oy 7 RSB, IIELB A IS R 2T AR
uspected Spam
Scanning)
J R BB R A4 4
XS HEAEPAT IR | JE B BN TN BRI I A« SR LA 7 S5 A1 AN 75 2 (103 B S BA T PR A A
(Apply This Action | {E.
to Message)
. fBIX
* B
o B[]
T

(A3 RIXF#%
FFEML (Send to
Alternate Host)

AT LUK R A PR 7 SR S A A8 246 FARIEAEEHL (B SMTP i sl DNS Hh i
IR ENLZ AN — B HBPEIR S ) o

BN TP MUBEER LA . WERER A R4, R E BT EA H (MX). TR
AAFEALE, ¥4 DNS iRkR554 L Al (55 SMTP B l—FF) .

DR AT [ WS, BT E 1) BV S IR S w AT R A, A
I

AR EAE R, SRS UL TR

NI SCAS 3 12
(Add Text to
Subject)

AT A U BRI R SCA 7 R R S S LR B £ 3 AR R SCA, - AT
5 W S8 A R ORI 5 35 IS DL B AN T S R S IR

FEM T B AR B A X AR BUF R A SCA R T IR
BTED BT CIERGZ I D ASIZs i, w2 B i it SCA 5 i ff:
M lgn . flhn, WiREREATHUE, WRINSCA rspan) AR —
Lok R

“COSINSCAF) 1 5” (Add Text to Subject) - Bt H %52 US-ASCII F
o

Note

GO R A SUF MR EAL1%)

W =R AN IR A
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TrmimgsgmsaE

I i
CRUE I 12 | T DU 12 S S S
LEIA g (Advanced) It XA IAI

Custom Header)

FT LUK 5 S SRk A Rl i A 4 5 A PR T4, 9 G s 1) 0 B 33 1S
PEFRFURL, DME e AR M 2 e AR %S . AR, WS A
58 AR A BEAL L IR ISP b ) URL H5E [ 81 B A 45 22 AL BCE <1, on
page 21,

CAIEE) IR FI | mT LLKE SR AP A ik 2 4 AU B At

TEAF BTN rialim %k (Advanced) Jf & X4 F L .

(Send to an

Alternate Envelope | {541, ] LS50 F (0 84 i 2075 51 540 MBS BLAT IR 4R 75
Recipient) RIEZ AN, SO — N EI A K 34 RN .

TR (Archive | 27T KRN MRS CEAERAE] « S SISPERERS” H A H R 30Eh mbox
Message) 1% 3o

B IS AF B A R BRI BRI, R B DA PR B SR S A4 N BB I Ry S ARy I3 S A A\ — A
(Spam Thresholds) | g,

FIR6 SN L L

What to do next

WSy A A R Y T S SR, A B AR O LU R 3R Se b R A e, R 8
P RERF o 15 2 AL T S 30 SR 5 SCHIS A AR i)

fAXER

o GPART G ISP I O LA b RS A, on page 2

o T IRERIAFNBE RS ST A A, on page 19

o FUEZRG: B0 A b RS SEALL B IR R A (1) 34 | on page 20

* KB A EIER AT E R E I, on page 21

o AT B € AT SR SR A b ) URL € m) 1) R 26 22 08 Bl E 741 , on page 21
o LEAN[A] (R ISP S o S FH AN [ S 3 S S A48 5 1 4. Bl B 719, on page 22

T PR TAFOZE A L3 R R 44 B {E

PP A A 15 A S SRS, Pl 5 83 IS 4 A ke T 5 e N BT 2 R, LA S-S (1
AL MBAEAR oo ARJE, AT I (KM SR b i 0 1) B AT LR, DA S 2 A R 0L
BB AT o

N SEBL B e IR HERA TR, BRI DU T B A R 2 33 A P B ELAE & 2 499041 90 A1 100 - [] fY IS
RN BB B o AT SBERE MR A ER N B AR 50,

| g et i1
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B ==50. ax

AR AR e |

B E RN IR 5 SR R R R AR AE

o PR TR ABLAE SR AP L (AT WIS A K R R A 13 o
o el TBEARLIS F B A AELATG T A PR 7 SR IS 0 L 0 i 5 A A3 Dk B ABL B SR S
T CATHE B S B SR WS AP R 7 ¢, LAE I AR AR IS SRS 5 R SR DA PR 33 IS RSB ALz SR s 7
(B A S W B L GO0 T SR MRS P 2 R
A DUKEAA DA P07 S5 S 1D 30 81 58 L5 R AT 50 F1 99 2 TRIFAIAE o T LK SR AL 35 IS 24 o i 58 5 Ay A
T 25 AN RN AR BL 35 A5 5 PR (L TR PR AR AT
D A B A A
TR RV CERURIECED 208 58 2 MSPH UM br A, JF HURTRE ™ A4 58 2 R Ol
e A S R S BRI CR D AN o (RR e bR PR I E R AN e Rava S IEE RPN
s FER ISR CRERFINECED SR B IR DU D B B, I FLR] BeA%I% B 2% 4
SR o I i HL P A BB ST (R RS, E 2 AT A5 V2 ISP 10 B Ay SR s g XU o B
RNGOCT, WERBCE IR, WOAE 20 P D AR T e B R, AL A% .

AJRLSE AR DA (RS 3 IS AN BE A S A AT I S phaed e . i, ST REA BB ST “ OHiA
()7 BEI A, (HEEES “BEL” Br it
HXE@R

o [EIGLHEPER LT % on page 2

o BCE NG BTN by SR A ALk SR 4 | on page 20

BcE A 3B E R INEBE S AL IR BRI RAE

I 3R ER 45 RAER G BRIERHI
(FRRO (RSP
B R | E5 o ZEMRAE B YN “ (Positive spam]” A%
ii’ Ej‘
. e
BEAUBI YA | AR MR 3 SR LERBAE BRI “ (Suspected spam]” FfARIE,
“ [Suspected Spam] ” J"i"ﬁz: Ei
%, 5

B SR 0 < BB B USSP, R SR RSP o 6 8 BRI 1 P T UL A A
WP 40 2R DA T SN0 FLAE B0 BT DL 0 E AL S7 M B

FEGR T SRR T, AN AR B3R IS R E ALy 5 S e 5 B o5 1) A%k o TP mT U R BE AL
SRS EAN AN BRI 7 BB — R VR B IR AT o

AT MR SR PR SRS AN OR T SRS (IR AT, WS T 1 5h.

W =R AN IR A
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sasxrnrrsnsnne

KRB BEBRNAFER ST IHERG

WARAE B IR AT T DA AN A SRS TG 1B B A B, W B3 FH T ISR 1) AsyncOS 9.5
S5, OB MBABCE T B B A BB A 2 [R] - SEE R A (O BAF B R T o 8 S D A B RS A AN
KA, on page 1.

{8 A B E XS K3 BT s iR 44 7 59 URL = 7€ [0 2] B} 25 2 23

fic & 7= 15

A LA B BEAL S S AF () URL,  DUEAERCE N s S o B I, R A 9 25 22 B
% Q2RSS VAL A R sl 224k, IF BB i SRS M) iR,

HEETE

JA H URL L gD e e JLirde 45t T2 i & URL i JE.

Procedure

W B8 AT S 2SI I A

a) MKIXIEPEHR 4 SR B (Mail Policies) > f& NHB 45 E% (Incoming Mail Policies).
b) s RIIIREBE (Anti-Spam) 1| 5 RN CANERIASKRNE ) X B (1 B4 o
c) TESEANBLIRMB AR B E A, B T B IR

d) riiE4% (Advanced) LLZor “¥shinE & Xf5k” (Add Custom Header) £ .
e) WNINHEESFRM, Ul url redirect.

) PRACIHHHINTE

B N A RS LU E n) BAT H g U SR IR HIEPE 1) URL:

a) MKKIEFAB SR EE (Mail Policies) > ff AR AT iE2S (Incoming Content Filters).
b) MARINEESE (Add Filter).

c) HiLIESS 4N url redirect.

d) rfiiliiRmsH (Add Condition).

e) M HAB{Ek (Other Header).

f) FAfELkAAFR: url_redirect.

FORIL 5 TR A (L 5 Sk 58 42 UL

g) EFTFEE K (Header exists).

h) MTEAZE (OK).

i) MdiRINERAE (Add Action).

j) &iidi URL 230 (URL Category).

k) JEFATAR (Available Categories) A K, IRk SN VR INEEE A 45 (Selected
Categories).

) XA URL AR, G EE mE) BRI %R £/ (Redirect to Cisco Security Proxy).

m) iifE (OK).

g et i1
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AR AR e |
B =rromesrssmRRRN R HEH3%: RER)

W3 K N AL SRS I B PE SE0E
a) MKUEP AR SRS (Mail Policies) > & AR5 ES (Incoming Mail Policies).
b) midiRAEIIERS (Content Filters) 415y S5 Hi7E I 7 o 8 6 1) SRS IV PR B 2%
a) WIS, WEFRBRARNEILIESE (Enable Content Filters).
b) EPILEENE R )G url_filtering RIS JERS o
c) PREAIFHHIATE K.

What to do next
HXERM

* #i5¢ [W] URL
s W ERS

EAERIER RS P B R AR B R R R 355 2. Bo &R

MEH “RGBEE NS 7 (8 CLIH Y systemsetup #72) I, RS T8 H R G2
TR B 515 . fE R B, ARERIN R N, (HE, ERAWE G,
AL “ 4248457 (Security Services) 28 Jit I R 46 11 Js b7 3 S A2 vk %6

WE T RS )G, "L MR (Mail Policies) > 15 NHB4- 5B (Incoming Mail Policies) T [fi 4 1%
N MRPE SR s e S B S M PE A R . GBS, 2 AN RN SR 25 ] e B e s A4 . D
] LU RS T mE AR e b S R4

FEARBIH, BRI SRmS A “SAVEIKEE” (Partners) SRS LR st S B AE 4145 | 4 0 Ul b 3
IS R0 S8 AR 3% S

Figure 3: B34 S BG - 42U 14 A B R AT IR BB 51 85

Incoming Mail Policies

Find Policies

Ernail address: I— @® Recipient Find Policies
O sender
Add Palicy ...
Order | Policy Mame Anti-Spam Anti-Virus Cantent Filters Virus Outbrealk Filters Delete
1 Partners {use default) | tuse default) {use default) (use default) | i}
Default Policy IronPort Anti-Spam Sophos Disabled Enabled
Positive: Quarantine Encrypted: Deliver
Suspected: Quaranting Unscannable: Deliver
Virus Fasitive: Drop

Key: [ Default |[ Custom |[ Disabled |

B “BAEAKAE” (Partners) SEBS S SO A RN e 2 AR, IR T ZERSILE, 3 Al
“REIMEAE” (Anti-Spam) FH 5 “EAEIKEE” (Partners) T ( “use default” ) X W[4 H o

TG R P BRI RE L AT, JFIESFE 7 (Yes) I3 DU AN i 2 (08 B M AF Rl o D4 AN 2
FRIE i ISP D00 A P BRI B

N ELEIR T AESEAS S R R A SRR BE 2 A NAS T A B R

W =R AN IR A
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| EIsrReR e An R & iR i

Figure 4: BR1E5ERE - /3

RBREESERHN

8 G BLIR R I R 2R

Anti-Spam Settings

Policy:

Test

Enable Anti-Spam Scanning
for This Policy:

(O Use Settings from Default Policy {IronPort Anti-Spam)

Use IronPort &nti-Spam service

® Q0

Use IronPort Intelligent Multi-Scan
Spam scanning buitt on IronPort Anti-Spam.

Disabled

L |

o

Positively-Identified Spam Settings

Apply This Action to Message:

Deliver »

send to Alternate Host (optional):

Add Text to Subject:

Prepend

[lspam]

b Advanced

O o

Enable Suspected Spam Scanning:

Optional settings for custom header and message delivery.

Suspected Spam Settings

@ ves

Apply This Action to Message:

Deliver

send to Alternate Host (optional):

Add Text to Subject:

Prepend

[[=usPECTED SPAM]

b Advanced

O o

Enable Marketing Email Scanning:

Optional settings for custom header and message delivery.

Marketing Email Settings

3 ves

Apply This Action to Message:

Send to Alternats Host (aptional):

Add Text to Subject:

Prepend

[(MaRKETING]

b Advanced

Cptional settings for custom header and message delivery.

FAIFRASE S, WS SRR 1 T Bl s«

Figure 5: BB 3R 0% - FERBE P B A E A

ES EM

Incoming Mail Policies

Find Policies

Email Address:

@ Recipient
O sender

Order

Policy Mame Anti-Spam

Add Palicy...

Anti-Virus

Content Filters Wirus Quthreak Filters Delete

1

Partners IronPort Intelligent Multi-Scan
Fositive: Deliver
Suspected: Deliver

Marketing Messages: Deliver

{use default)

(use default) {use default) w

Default Policy IronPort Anti-Spam
Positive: Deliver
Suspected: Deliver

Marketing Messages: Disabled

Mot Available

Disabled Mot Available

L_ﬁf',iii&mﬁ'ﬁzl_lﬁg

Key: [ Default || Custom |[ Disabled |

5 U I A I S R HAT R 14

HI BB R ¢ B B AR IERAE CE QR EARANTH IR &) AT REAL 5 AL U AR b U B 33 i F

(K] URL sRILAIRAE S, BRI AT LR P SRk R 3L

TESETT I 7 3 AL 15 P A NS A2 SR s o 55 T R A2 ) 1 N
IR A2 54 s FH 5%

R BB R SR AT o

TR 432 <

HZ I R AT NS N2 B

g et i1
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AR AR e |
B =sssmmemmmammEs

FE S 3 SR R A 3 $m A (8] iR INBYAE Sk
o WSRO WEPEHENS SR T AR AT AN SCESR MR 5 8, DUJE 3 i S A B ) A W s T
Pk
X-IronPort-Anti-Spam-Filtered: true

X-IronPort-Anti-Spam-Result

5 M S B SRV SRE SRR T T B A RN 5 | SERRAS (R4 TR 5 R 2 B gD
MEAE R, I HZ e,

o JURHE BE 2 BRI AN ER =7 Se b B 5 1 AR N A5 2k o
o AT DO E IR IR s SCEAR MBI B Al eE OBl mbi R lis el BERLS S e AF e 2 PR
ANTEERPE ISR AL B Ak TS I E BRI S | on page 17,
AXER
o U 1 E SUIE SR SEAUBL S BB (¥ URL S5 [7) 21 JERE R 2% 22 4 ACRE: BCE7R B, on page 21

EH Rl 3R 45 £\ 3¢ it 20
rﬂ:u\f‘—l'*& = 7] %fa 1x E,‘J EHB'ﬁ:
L4325 R I AR ] DAAR 25 45 R T 04 o AR I s A2E T 32 i 7o o IR ME A e R0 A ek o
] LIRS 8 T LU 285015 0 2485 1 T4«
o G B B A
o Bnac Sk 17 B WIS AEE AL AN 2 17 B s A2 Ay s A2
o B EE A A
o BRI R B WAL (AN 2 72 4 WA 4 s A
o AET IR A 2% A4 A
H*EEm

o GpAe] ) SRR 3 2EAS IEAA I HEPE, on page 24
o PREEMBAFHEAS [ J77, on page 29

an{A] [a) BRHR & 573 LA E MBI HEF
&I
AETF LRI 2 SRR 2 0T, ST 0, SR k.

UK

SR W LU N AT AE SR Talos BRAERARZ T R A 4 21 5% -

W =R AN IR A
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a4

mmmEsaasxrrmons [

8B} Talos MBARARZ T/ 2 —ANEET Web (T H, & SAVRIBAFA BE 53 A A MERER T 1
I3 AL o

o HERAGTYIRIZT TR AN E BN, BHTEN D R

1.
2.
3.
4.

A P BB UE B 55 JOB) Talos BEAEIRZR 1]/ (https://talosintelligence.com/email status_portal).

HFEIRM A (Manage Account).

iR AniE (Add Domain).

{E38 (Domain) 7B T NN G344, DU ) 1] ) A R

e e HREIA T A2 4, I, example. com A& LN ML BB (FH - (R 3K 47 -
user@example.com. WIRZHLINAT LA, TR T A

WAL IR “a” PRI ITE &, g AR A I (1 own thisdomain) SIEAE.

e 2 TR “IRIA IR (T own this domain) BIEHE, A RS A F Vi
AR . A RIS, S “ BB Talos MERIRZS T B wiim, WAk

J4: https://talosintelligence.com/tickets/email _submissions/help

MdifR3 (Submit).

st “ERAC” (Submit) 5, FRGier HAR B 6 ML AU AT I U RS AP A% 2
postmaster@domain.com (;ELEF' domain.com %féﬁ j:ﬁggé “d4” qﬂiﬁ)\ﬁ"]i@i) ’ L)@ﬁﬁi)\iﬂiﬁﬁﬁﬁ
AR

S AL R ARAT postmaster@domain.com B, HE HE 5 TeRL; 1) postmaster MRAE, 156
EE‘*4\$B¢#iIH§%% (%Eﬁﬁ¥§$ﬂﬂ#ﬁﬂﬁéji) ’ Akﬁﬁj%ék,SubmissionPortal@cisco.conlZiﬁé?”
postmaster@domain.cmﬂHﬁmﬂ?rgiﬁfﬁﬂ?U}iﬁﬂﬁgyrﬂﬂﬁto Qijtjbﬁg¢rfiﬂg%§ﬁ%WU:

redirect postmaster: if (rcpt-to == "postmaster@domain.com") AND (mail-from ==
"~SubmissionPortal@cisco.com$") { alt-rcpt-to ("admin@domain.com"); }

738 BT A A3 IE 4 A3 (Domain Owner ship Verification Code) X il HE i A 6 A7 50 Z 45 5 1iE
AR05, DR AR T B

AR T I IE RS (Submit Verification Code).

Al PGPS (Submit Verification Code) #4415, 5t 2 H sh 3R 15587 FE G2 U5 1) BUFR
RESAGVER—NEM ID, ZET1 M “EEK 7 5T LA F 1% 1D #80] LK
ID HIT-ZHZAep (R T AT IS O

iR M ID JEAR R E T4 a2 2SR BRI 22 4= X G HEA T IR BRAS FIME— AR R4

o HEAL PR B O BN, BT D PR

1

N

A FH R UE 8 5% SR Talos HIEIRZR T (https://talosintelligence.com/email_status_portal).
Al & IEm A (Manage Account).

rid R AnE (Add Domain).

#E38 (Domain) 7 BUhHn AL G40, LU ) |1 R ek

g et i1


https://talosintelligence.com/email_status_portal
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/email_status_portal

AR AR e |
B swamssgs s REmme

iR RN T AR 4, BN, example.com A& PA N HL 7 M4 bk Fp 35k 44
user@example.como WA LIHH LA, FHHALRASINITA 1.

5. i3 (Submit).
i “HEA8” (Submit) 5, R CAE ] By M B DR IR MBI AN . 1% B AU S BT,

R JE i B BIIK 7 (Manage Accounts) [ “AUFR1E>R ” (Permission Requests) #5437 B L
(Approve), LUREAERS e HE K

TEVENNE R 5, R AR —NEMID, 7R “E Bk 5 b LA A1 1D,
far] LR ID F AU I BT A 5K

pE s VM ID AR IR e T 52 2 SU RIS 22 4 W G LA T 32 5 HOME— AR IR T
TR 2 AL AT R AN AR Talos BBAFARZRTT A2 BRI} 1D
1. A Web Fr i 5 sk BN HTIIAER 5K

2. P RGEIE (System Administration) > B%} Talos BBEARZS T A E M (Cisco Talos Email Status
Portal Registration).

3. R IR R R — 85y, W R B ST G

4. HigEIEM 1D,

5. 7EiEM ID (Registration ID) 7Bt is A SEE} Talos HEFRIRZS 1 SREII 1D

6. FEATIFHIIN L

7. USRI AR P A R BRI — 058, WS ZH e R T AR I O B A5 1 2B 215 6 20

WA LA#FH CLI H ) portalregistrationconfig fﬁé\ﬂﬁlﬁﬁ{lﬂﬂ‘ 1D,

an{a] [a) BRHR & 573 LKA E MBI HREF
HXIE, B,

* Wi fEhttps://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
214133-how-to-submit-email-messages-to-cisco.html#anc5HKE; HE 2FH2 A8 58 R SO

o “JUEl Talos MBARIRZA T HE B GUHAT T https:/talosintelligence.com/tickets/email submissions/
help.

Procedure

TR PAT W g RHR 73 RANEFITUEE, on page 24 1R TAEH 5L 22D 3.
FER2 M EUT A BRI 73 IS IR AT -

W =R AN IR A


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help

| EIsrReR e An R & iR i
erammrzeEt

o ffF JORHIRAF 22 248 £F, on page 27
o RO SR DRI A4 2 B E R4 T # , on page 27

I ERHR S SRR PR S, R AET T B “ BRIk 1 (Manage Account) #8431FT BB A
FOATHR 2~ (Email Notification and Reports) 2411~ %648 At 06 i fbe 2] MR 42 38 40

Note BRINEOL T, “ M@ & A3 45 7 (Email Notification and Reports) #2410 “ Fe 4248 18
417 (My Submission Notifications) Al “FAIHEATR 5~ (My Submission Reports) #2115
KR AREAE R, 1ESH “JLF Talos MEARRZASTT N HB)Y” vim, MhHEA -

https://talosintelligence.com/tickets/email _submissions/help

What to do next
PRERIBEFREAZ 1 /71, on page 29

EHERE R EEY

BRI 22— TR, R (SRR LH ) # ] Microsoft Outlook [1] A}
et o AR o 2 180K LEA 14358 8 A Microsoft Outlook 301, #1131 Microsoft Outlook

(K] Web FETETA AN — SRS SR LU A 4 P S S AR o5 20 SR R IR R A1
ExER

o AT DL CU R U R 38R 22 4 F: https:/software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=284900944 & flowid=41782&softwareid=283090986,

s ARVEAME R, S0 CERHIB 26 S 2 5 48/ ) http:/www.cisco.com/c/en/us/support/
security/email-encryption/products-user-guide-list.html,

1 5> KR A ER AR A B THE &
HRARIB IR, T LSRR R IE IS IEE ) RFC 822 BEPF§E R ) F e o (b

| g et i1


https://talosintelligence.com/tickets/email_submissions/help
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html

. T LR R E A BRI TR A

AR AR e |

i | EX R A% APRZIFESEM
123
Bl | RETERMATG L. i/ 458 M | spam@access . CALIRZIH P W5,
WPE/ RS RAATEI, TR R (28 oo {EFE PSP 5
WIZ% | M, JETE REIE. TEIRS) ol R £ 0 1
#f phish@access. . X
H , BRI B, (L]
ronport.com FAK IS A VAR
virus(@access.
ironport.com
Outlook fiff “hid
MEEE” (Spam)s  “ M
#4441 ” (Phish) o¥,
“ﬁ%” (Vlrus)ifﬁf
il
Legiti | &v5 CIEW) WSAF, MAERIAE. AR | ham@access. AN Ay 78 48 AR A
mate y‘j “Ham” o irOl’lpOI't.COl’n E‘]%%ﬁ/j’ﬁémg/ﬁ:o
Outlook #ifF “AEdy
W (Not Spam)
7Sl
Wy ERER T R AR5 (JENI | ads@accesso PAST I Ay 37 s A, (H
- £§>m#oﬁﬁ%?ﬂ%,ﬁw%$%imwmwm A I R A i)
PRI R  Outlook fif 5
WSPE | P ) fE S AT R R ) AP AR | g (Marketing) #4¢
P B0, fE 2 LRBSRET L | g
KA BETEAT IS Bl A
BRI T AL .
IR — AT 2 2R, A E
ARG oAt A2 PR At I
1k et AR AT Akl fE (AR | not_ads@access. R kg AR e i, H
sy [IBPEY o SN A ARSI | o A A 55
e, s M, Bl AN B A K

WA N B RE 2 — e R, AT AR A e A A
* Apple HB1E

* Microsoft Outlook for Mac

* Microsoft Outlook Web App

W =R AN IR A



| EIsrReR e An R & iR i
wmizineezmrs [

* Mozilla Thunderbird

i
el

R WIREAE ST Microsoft Windows ] Microsoft Outlook 2010, 2013 % 2016,  Jij-0A 24 ] K&
BHIEAE 2 448 F B8 Microsoft Outlook Web App KA &5 73 A IEH B 4. 1X 42 K24 Outlook for Windows
A BETCVREE R T s S SR EFAN A MR A o b Ab, A A8 a] DU TR G MR A Ry BE- 3 i, A1
Barra.

BREREME IR I RI TR

WS R ACTEANE SRS AN S, W] AAE SR} Talos MEARIRZAS T Wt b A A RERERHE L3242

UK

BB T ERHMEUE G 3 EEL Talos MEARIRZSTT/ (https://talosintelligence.com/email_status_portal).
P2 S EE Talos HEFRRA T/ EIRE (Submissions).

WIB3 Sl dIERRIE (Filter Options) FFUEFEIE 1 (1)t JEAR L 1.

PEA (k) il H P LLg FeRe e H .

TS5t 4

ARVEMF R, WS IEF} Talos MR T FE B U,  WHEA https:/talosintelligence.com/tickets/
email submissions/help.

BT FE N R R Tl E AR E R A A IP

YR —NERZ A MRS AL A (MXBUMTAD « IR S #4507 T ekl %k, HARMAER 55
RIBAG NI A B ARV SER L TR), TR A Y SC TGV o AR TN TP ik o M, BRIk A
A MX/MTA. {2, IronPort 3 S HIBA-FIRI GE 2 494 (] 1P F 2 IR55) Bk ToMH KR AF
N R TP bk,

fE R ZE e R A X S B A R AR N TR 4k o Fi e S BB A X S B BT A 3 MXYMTA [ 44 R Al
IP Mk, DL PR IP Mk r1E ko

HXEM
o HATAE N 4RI IAEE <41 , on page 30
o JCEE IS A 1Y 0% DA A% A P14k, on page 31
o BN 4RI M I HE | on page 36
o MoE HE DR € LA 045 2k , on page 38

BRI AR B
|


https://talosintelligence.com/email_status_portal
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help

AR AR e |

| R N

BB HENRYRIIRE TRA]

THEERT =N ER ARG RE . M TP Hitk 7.8.9.1 &SRIIMBAEELE M 1P Hitik 10.2.3.4
KHe, PRk A MXYMTA. 1E 78 [ 42 99 5 v 4k s

Figure 6:3&33 MX/MTA th 2 RO 44 - 57 8

Firewall
IP: 7.8.9.1
T
. . -
\. Internet 1 Sending
| Machine
k-—-_\(\\ f _J‘

MX/MTA

IP: 10.2.3.5

Cisco Email Security appliance

NS T AANPIATEM LB, R T Mg R 2 P R RIS LA R IS A 3o 38 S 7 A
KT L P 2% 9 102 B IR S5 AR AL BT o AE A b, SR A 7.8.9.1 BB 2 L By K AR I A AR
IR O 2 FF il I MX R MTA SRAREE. £E756] B . SR A 7.8.9.1 IYMEAF A 3 $1 8085 i 5% ml
FAt SRR R BB, SRR AEAR B B M OC 2 Fi SR FME R — > MXG

W =R AN IR A
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mamemEReats ]

Figure 7:5&33 MX/MTA wh & B9 dR 1 - SR

IP: 7.8.9.1
Firewall
s
.ﬁ" W \\ Sending
= ’ " A /_,JK/ ,{ Machine
I’ \r_ Internet
7

5%

Hop2 —»

IP: 10.2.5.1-n

Hop 2 P4 MX
/l MTA
Hop 1 l Hop 1

IP: 10.2.3.6 \ }
a0 = 2o
|

Mail Filter

Cisco Email Security appliance

Fic & BB 44 W < LU(E FH F2 A\ Fp it

AR ER

* JHHAEAN T4k )EE | on page 31
* WA A4k on page 32
o TPARIB A FIIE A4 3k , on page 33

BRfE NPT A
D

Note {47y MX/MTA H5 MEfFrh 2k BIMSLE R OGS, A B HI A A rh 4kl BE

Procedure

T RUGEFER LS (Network) > £ N H4E (Incoming Relays).
$IR2 riti/BA (Enable).
SIE3 B

BB HLRAAE AR A
|



| L

N ANFE N H 4k

LI
IR 2
$IE3

TR4

AR AR e |

A INAE N 4R LR

o PE AR N IR ZRBIISAE 9SG A BE 6 TS, BLK
o BEARiC IR AN AR NI TP k£ Sk

HEIE
AR GEIX LT ATl (045 8, TS0 4RI ({5 % , on page 33

o BRE S A R LB AR SR UM IR AR AR B A IR TP ik o
o WACREAE ] e Ak

o S A bR AR PR K J5tn TP sk (A D115 Sk o
o SRR AN R AR R MX. MTA sHAR L, BB % 5L, DU Sk
A RRAGLR ISR AT NI TP HLhEAS I 2048 AR

Procedure

Rk FE M 4% (Network) > £ N 4% (Incoming Relays).

iR 4E (Add Relay).

LIPNGEE S

i NGEREBIIBAT P OCH) MTAL MX s Ad HSOHLEY TP Mok, BLrb gkl A #B 1.

Af LU 1Pv4 B 1Pv6 Hihik . Fr#fE CIDR A% CEE —AN TP Mk . i, Wi meihsfa 24
MTA ERWCIBAE, 0] BE T 2 N —A 1P Hhik 30 LS i s MTA, #ltn 10.2.3.1/8 5%,
10.2.3.1-10.

X 1Pv6 Hudik, AsyncOS SZHFLA R
®2620:101:2004:4202::0-2620:101:2004:4202::ff
® 2620:101:2004:4202::
®2620:101:2004:4202::23

®2620:101:2004:4202::/64

e F U SR AR AN AR AR TP Mtk (15 3k o
TERANG SR, ANHRERARRE S,
a) IEPRAE KA.
R H e A5k () s k.
b) W Uk
i NTBC v kT SR AV I v R R (5 SR AR
.

W =R AN IR A
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sapipre st Es I

SenderIP
&
X-CustomHeader

) AT ORI k-
G ANAFFAE LS o TP MU A AP sl A e e O “BREC SN — MU DU A TP i

FIR6 I E L

What to do next
T ST DL A

o K gk AL I AT X DHAP SV I B ME A6 BB 4900 5 SRS 1R A At N L. AT QUi 13
Bl A N A 4k A H SRR AT B, on page 37

o T EREE AR R, 1 IC E BRI OC H A& LR R AR 15 k. IS DAL E H A& DA e 2
{1152k , on page 38.

X ERm
o QAT ICE ISP I O LT b R B A, on page 2

F 405 i 44 BT BB 4415 Sk
R WA 0 S B A 8 Y LA SR AL AR Sk 22— SRR ZR BB A 1) S i A RN
* [ X5k , on page 33
o LI 3k, on page 34
BEXE*
BRI AR R A N7 IR B8 S Sk o HEH R SR AR KA N T H VLR B I B 5 SUAE
Ko A7 KA N AN AL TEEELI TP ko B 4n .
SenderIP: 7.8.9.1

X-CustomHeader: 7.8.9.1

A MX/MTA 1] LU AT AR BREC R, Didd N B 8 S Sk ia AR N R 4k shRE i — 7 20
Wltm, T FEY, B CRD#ERSTs ) IP bk 10.2.3.5; {H2, BAECHWB, MEKEDA .
MR N, BT e AR, KAzl F A e XS Sk IERIEC & A48 NP4k,

| g et i1



B csuess

EEUEX

AR AR e |

Figure 8: MX/MTA w2 By BR 14 - AT 2T Bk

IP: 7.5.9.1
Firewall

- .
s " TN Sending
s::’::j C } ‘ / Machine
’f_

" Internet /
L1 ]
.’ b g/

o

\
— & ERE

Hop 2 ¥l e

/ MTA
Hop 1

1 IP: 10.2.3.6

Cisco Email Security appliance

HxER
o INIAE N4 | on page 32

WK MX/MTA e B4 A7 ki TP Hihik i) 19 e A5 Skix—J7 ZATANE, AT DARC & A6 N R4k T fg
DLS I 4G A B A ) R TR] . 7 (Received:) 15 Sk Rl s 42326 TP Hidik o N 24 TP btk 6k 1 ) 194
2 “BE” BUAAIEEN, ] CBE 7 (Received:) £k ARV . Betihin, RSBkt
TS CE -l MXIMTA FRGRIGTIREE - w2 h 16 10.2.3.5) I 25 9 285300 2 W 4 24 FL AT A TR IR Bk A
QR AR NS AR A 2 CREECRT, i - i i MXIMTA F gk e -y Az ksl ik
FIRTEFER] MR SCITHEHL, Wz A e X5k GEZ 0 A e X5k , on page 33) .

TOE MM T AT BT AT A3 DL R L AR M 2 b (ol “ ROt E]: 7 (Received:) f53k) o bk
A ERIEN B FEHULIER] T — SN CREBPER OGO — Bk ACEZER, 2
P H & DU e EAE K65 5k | on page 38) o AsyncOS < 7E 548 IBEECH Mt “ Bzl it

[A]: 7 (Received:) & Sk i i UK H U AT 745 B A5 H 2 R B3 —AS TP Mk Bt fn SR8 2wk,
YU A AT MRS 19 O 7 J 558 A “ Bl i) s 7 (Received:) ff ko WIARBEAT SR BN 745 AT 24
(¥ 1Ptttk WSRO S TS T SERLIR S B TP Sk

XU WBAA Skos i, Wi Ae e 22 7 F65 (D AFBk, WAL TP Hodik Yy 7.8.9.1. {HE,
WRFEE — MRS O) EVENT T4, AR 1P Hukik . 7R RS T, e N4k RE
VAR, I SRS 1P Hhll (10.2.3.5).

TEE - ik MXIMTA gk s e - i, A Nhgkh:

o AR A-10.2.3.5 (il 8l Sk oA 2 86
« B2 B-10.2.6.1 (fff H EUfm kI 2 Bk

W =R AN IR A



| EIsrReR e An R & iR i
eV |

RSN TR B R S ) 28 D 2 AN ER s I BB A AR S i, Gl - Sl R MXIMTA H 4k R
- B . ARG TAMRAE Sk CBIEPERI SR 20D ARl BRI N P4 e
Blo BEHRERBECE 2.

Table 1: — 2% “3EUgRtiE: ” (Received:) 53 (B2 ARG D

1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with
Microsoft SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by

smemail.customerdoamin.org with Microsoft SMTPSVC(5.0.2195.6713);

2 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org

with ESMTP; 21 Sep 2005 13:46:07 -0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWulO08155 for

<joefoolcustomerdomain.org>

4 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1])
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefoolcustomerdomain.org>

5 Received: from linuxl.thespammer.com (HELO linuxl.thespammer.com) ([10.1.1.89])
by sending-machine.spamham.com with ESMTP;

Received: from exchangel.thespammer.com ([10.1.1.111]) by linuxl.thespammer.com
with Microsoft SMTPSVC(6.0.3790.1830);

Subject: Would like a bigger paycheck?

Date: Wed, 21 Sep 2005 13:46:07 -0700

From: "A. Sender" <asend@otherdomain.com>

To: <joefool@customerdomain.org>

R BRI
o ISR 00 2% X L6 Sk o
o WBAR R SR BIEAE AT —BE)
< Bk FEAFLR)
© Bk X IIRMEARH MTA. 1P ik 7.8.9.1.
o HB A 1Y O 25 2 1% 2 Microsoft Exchange 153k

RIS T R WA Sk, BT kAR Sk

| g et i1



AR AR e |
B vanmymmne

Table 2: — 7% “3ZUgAT18: ” (Received:) {5k (§&1%2 ARfil 2)

1 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org

with ESMTP; 21 Sep 2005 13:46:07 -0700

2 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWul008155 for

<joefoolcustomerdomain.org>;

3 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.171)
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefool@customerdomain.org>;

T EIARGE GULH “Usinh4K” (Add Relay) I POPLE 7 T #8452 A fOfe A R4k (D
Figure 9: B E B 2L B 115 Sk M0 e X\ et

Add Relay

Incoming Relay
Marne: (7) IIncomingReIayOne

1P address: (7) . |1D.2.3.5

Header: [ © [ Specify a custormn header

@® [ Parse the "Received" header

Beqgin parsing after: (7) |[
Hop: (2) 2]

HXED
* WA A4k | on page 32

2 )\ R 4k G0 AT 52 0 1] e

o AR NPk FId JELE, on page 36

o fEANH4k. HAT. IP {52450 FUR A N4, on page 37
o AL N ARATH SRR AR L B 18, on page 37

o R N YEFIIRER, on page 37

o R N YRR 2e A s (%D, on page 37

o f N AR FIIRLEER EF, on page 37

o N EFTH &0, on page 37

& N R URFNIT I 2R
HEN TR AR AL IE I TP (5725 15 04RO BBl TP (5 255 TG 1193k B B (reputation,

no-reputation).

W =R AN IR A
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tenrhat. HAT, 1P EEEsmseAd [

EANF4E, HAT. IPEEESFLHAA
HAT SRS A YA A NP ARh E B (B2, BTN RSP gt F 24, Bt LUl
TR e 28 A $reputation AR A HAT SEM& 4 1) g

TN YRR BRI E W T BH

AR B I R AL 1) 4 D R 4 v (R A A T 4R MX B MTA I ISR ke H S8 A 4
i, WHZ A R BOas BT SRS A 1) T H AR AR i (DHAP) BRAT LI, WEPE 9 e 2 T
SN ARIER . XA kR B QR PTATHEA (R ERM IR ) BEAMBIER G, WEPE R SCHAT
Ple B FE BN Bk 2, AR A4k MX B MTA R4k S0k B B ERLIR IR, 22
figp PR G i) R 4k SRR B A N T R IRIE A, 15 DHAP M3 A7 PRSP A3 S e 12 4k
AIE R AN

& N FRUEFNER BR
B 2R B P SR A PRI TP 520 A T AS R U8 TP HOBE 152454

NG AR EEE GRE)
SUYNE

o WA 4 WA A A, S AT AR TP A MX/MTA PO . i, SRAM Bt 80l (1P 4 7.8.9.1)
WL P MX/MTA (1P 4 10.2.3.4) 3% 5 BFMEAE,  DUJHE A 4 20k WoR ok H 1P 7.8.9.1 (15
BREE, PAAk AN B4k MX/MTA (IP 4 10.2.3.5) W54 5 Bl

© IP EERAIASEMI L AN ERE P IR S . hsh, nTREICIE IEMET R AE 4.

&% NP 4R AN AR 14 BR R

RN AR, “EBOFERERTEAN{E S (Message Tracking Details) B3RS F5%F B S8 7= P 4K (1) TP
HuREMIR RIS TP (524550, AN ISR SN AAT NI TP M A5 21553

ENFYEFIHKIL K

ELUF HG R, AN TP A5 B9 B HIAE S 1 AT S . Fo)G, AR NTR4R)S, 1EME TP
(G5 AR5 S AT R

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST match
nx.domain IPR rfc1918

2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

3 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From: <joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:

<mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header
Received found, IP 192.192.108.1 being used, IPR 6.8

emtnpmpafm ey i
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AR AR e |

Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-ID
'<7.0.1.0.2.20060428170643.045 1 be40@sender.com>'

Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject '"That report...'

Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from <joe@sender.com>

Fri Apr 28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient
policy DEFAULT in the inbound table

10

Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11

Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12

Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13

Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

RN FNER 4 B &

PAUR sl o T8 A AR kA5 B H R4 H

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay(myrelay): Header Received found, IP
192.168.230.120 being used

BB HEIEEE

ERBEk

IS 0 D% S e AW B B F IR A7 A A5 S o DRLE, FEAHBAS NI LA A Sk (51 201 Microsoft Exchange
R k5D A R SCHR OB AF IRHAS DA A7 Sk AN S BEAT AR B — P B € (AT Af5 Sk K i g
Be & AsyncOS Hissid sk LA FE T 145 2k

LB SR H LR BE, WS R E H A C RN R E.

e 45 R ) SR

Bz VPRI U, T LA el 1) SEVRF S 30 IS AR SRR AR £ 22 T 41 R ) B0

Procedure

FIB1 KA R LIRS (Security Services) > IronPort kiR (IronPort Anti-Spam).

g

HIB2 P RLIRS (Security Services) > IMS Fk & B4 (IMSand Graymail).
123 AEMNEH (Rule Updates) H#7Fil:

W =R AN IR A
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mik et [

=48 BxER

BERNAEL TR | WSRO T SO AR R E RS A, W R “MREHT” (Never
Updated).

A e H] -

W EOF AT, WSE RN | A SZBDE#T (Update Now).

What to do next
FEXREM

o MRS5S
o R ACH R 55 9 HEAT ST
o PO 55 4 B LA 2T R BT

A3 Bz 17 3% A 4

Z£48 N RE BEZER
MARC A i x-advertisement: spam {53k | ZAG kK240 MRR MEALEE d BRSSP
WA e MRAEEATHRe, AT PN /AT T

BTETRR, BRR by | HIEARE LRSI onpage

X {532 xonavertisenenc: | 110 NorHIIERTE.

spam [WATATIEAEAE A b B . | B Sk 5 DR Hed — TR A H -

* A SMTP i 4 32k B AT AF 3K 1k
MR 1352 58] 1) R AL X O A 3& I A2 LA )
TR B R, on page 40,

* ffiH] trace My 2 IS IAE K. WS AL
FHMRR MR PE PRI BER.

PP SRS | A8 LR F LR R S PR | A 0 e S 1 TE A VA B T2 1

ElE 2 I PR AR S 52 T A2 11K 77 3, on page 41
AXEHR

o [ A I 5% R A S AT A BB S B SR I AT, on page 40
o AN S B IR 2% 7 1) 7 2K, on page 41
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AR AR e |
B om0 i A B R SR

[a] RS {5 ) 5% % 32 HA 14 LA i i 8 e s 3 3% FeS 44
EETHE
ST PHRLE : £ SMTP KRB, on page 40T Y.

Procedure

W AR SREms JE YRR s b7 R Ao
IR 2 KA S NG Sk B HE AR Rk 4 i A SR A . X-Advertisement: spam

K SMTP fir %15 Telnet O8], KB R i 2UREAT BT ] (13t
R3S KA ) B S I DA 1 AR DA 1 A SR TR B ) B A A A 32 T K

B
s FETREACBN?
o JETUNIN T A 7 e AE k2

WP DA B i LA ?
AT A B

HEXERR
o MR S BE M PERCE : A ] SMTP (#7554, on page 40

WX LR EBEFECE : £ SMTP 89711
FEAGN T, A SR 6 Z0UC B A PO AT MR I (I A, I B HAT i 25035 32 RIS %
# telnet IP address of IronPort Appliance with IronPort Anti-Spam port
220 hostname ESMTP
helo example.com
250 hostname
mail from: <test@example.com>
250 sender <test@example.com> ok
rcpt to: <test@address>

250 recipient <test@address>
ok

data

354 go ahead

B &R e & iR



| EIsrReR e An R & iR i
Femkaammesn s

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted
221 hostname

quit

A Mt S ST SR AR I B 775K
1 TronPort Jse 437 3% IS AT RSB fiE 22 T4 1 O U)o DR SEEAN I LA 13 sl (K052 SR s ks, O LI
i B LA HRIE Y], IAGEAEH] F SIME IR -
o AU B A A e S P B D) R G (10 B2 33 P A PP A
B NSk R P AN R IR 2 AN IER A2 o
o A AN S VUM RIS AE”

AP TP AR R S5 « BHAESIZR . IRPFaL uE g ST REM R “ 2 o UM IO BRI 2 BRI S AR HlT R
ESEPi =

o HUPURAR Gy SRS IS O L e Al R (4 L 33 Ao
o DRI I S o
FA 5 MR i PR TAAS DR I SR R0 o A P T S A 7 oty o AR AN A PR R 5 2R
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