fic & B R AR X T BE

AEALE LU
o B HHASHB ISR HE A1, on page 1
« 5 HLNE, on page 6
* A 443K, on page 7
* BB 2, on page 14
* S DI RE, on page 24
o SE [ 1R A FRTHB A, on page 30
o AT H bRz RIS A %1%, on page 38
* IR[M%3E, on page 46
* WEN %1% Z 4L, on page 50
* ff ] Virtual Gateway™ A & T A7 FE4E I B0 BB 14 19 5%, on page 53
o {42 )R HGH T H, on page 62
o [AlEE: WEPEEE, on page 65

B R Z i 45 B R 44

FEMCE O LRI, S8 g A I SCBCE 1 2 T RS SMTP &1 L AT A LW P . X
el B P 2ot & XORAC PR iR GEM HAT 250 A e s miser Gl A 3L pinr i
1) RAT 50

HiIWFl_J?‘U‘?ZIKlJ@ﬂZE’J Hﬂz'ﬁ:ﬁ% m@JLLlﬂéﬁ (NdWOI’ k) >SMTP E%EE (SM TP Route;) ﬁﬁ (EZ smtproutes
A FBER T HIhHESLT sendmail mailertable LhfE.

\)

Note  fyi it Eﬁ‘ﬁﬁﬁ “EEMIER” —E U T GUL T “ RS E S (System Setup Wizard)
(ERAT AT A systemsetup f4) FEAAIA T SO, BIFEMRAR 4 G H A 24 i 4 N I REAS RAT 4%
He X T H—A SMTP # 4 H .
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b_ESA_Admin_Guide_14-2-3_chapter5.pdf#nameddest=unique_150

Be & B R FfE X Th g
B swre ez

AR EHR

* SMTP % ik, on page 2

* BRIA SMTP # (11, on page 2

* 5 X SMTP # i, on page 3

* SMTP % i FR i, on page 3

* SMTP % (11 #ll DNS, on page 3

* SMTP % tH 4R, on page 4

* SMTP it HBAFALIEMERAEIF 7, on page 4

* SMTP % i il 3 SMTP 53 561F, on page 4

o T H GUI & # k% b HEAF 1Y) SMTP % i, on page 4

SMTP i F#ik

SMTP it H1 SCVFRECR R A S T IS F 1) BAR B2 (MX) ML B, W] BLA exampie. con
WL #] groupware. example. como UEHRIF 2 R E “AFHAF N7 Hilik b7 eexample. com [ FTA BT
%Bjijif groupware.example.como ?\éﬁf‘a?ﬂ? groupware.example.com EF'EF}M? “MX” Eﬁ{, ﬁ?)ﬁ?fjf
PBUPHAT “A” B4R, stOE R Il EIE — R L& MX BT ZEAE DNS MX idsg 41,
L2 TC T Bk FC A TEAE 4 5 58 1] 13 0 o AsyncOS 4 8 Gt e 22 SCRE A DA 9 G I 7 DY 7
(40,000) > SMTP B fBGS . GEZSMTP i i P, on page 3)

Jkl:IjJﬁEﬁfmfF@iﬂ%jIﬁL “ﬁ?ﬁﬂ” o ﬁﬂ%’ﬁf@:?‘éi$%%bﬁ, ﬁUﬁﬂ .example.com, UIIJU\ example.coméflf
EE"JE@E&SQE@%H@E& Wﬂﬁﬂy fred@foo.example.com%ﬂ wilma@bar.example.comy}jgiz@{gﬂ‘
VGHC o

WIRAAE SMTP #% th& PR B 341, WE ] DNS $4T MX 4k, REAS I SMTP KT Hi i
Zjﬂ:%o ﬁu% foo.domain E':] DNS MX % H y\] bar.domain, EUE%@J foo.domain E‘JE@EB#%‘M@%Q&
] EH var.domaine RN bar.domain A T EIAL FEHLATHLES, WML foo.domain HIHBLEA

g
M

Hergilivt, B HAZ M. WA MK HER 2. domain HEE N Fb.domain, KRG NH—MNEH
4%’ b.domain E@Hﬂ|§’f¢i%ﬁ§u a.domain, ﬂUKé%ﬁlHﬂlﬁﬁEﬁWO JXWT%/ET, ﬂ'l_j‘i["?'{] a.domain E':] EHIS’H:
)I%”ﬁz:liﬁj b.domain TIHQ/?'_E’E/‘] MX 3‘5*}-[“ /{‘H}iy f@iﬂ:y‘j b.domain E/‘] EHIS#PI%%J%@J a.domain TETTEE{J MX
FHlo

FRRALIEWECER, A B2 H B3 SMTP ¥ ik, e iy s ULRC I 4 H B4, w2k SMTP % &
"l" El{f hostl.example.com %D .example.com %Bﬁ?fﬁy%ﬁﬂ’, mu@i@ﬂ:‘l hostl.example.com EI(J% E{ ’ ?’JI&%
HEEHEAR, B A K BAKR) L example.com 48 HZJGANEY . I, REHAE “fFHf N
(Envelope Recipient)” [ 52 FHUAT MX 2]

ZKIA SMTP F&H

eAR, FET AT PR R e an S XERIA SMTP B4 . W8Ik 5 SMTP B 513 2% Al () Bl AR
VURC, T2sBRIA T E 17 3 ann 45 HASE 1 MX EHL.

fTED SMTP i 4< H N, BRIN SMTP B8 HURAE R ave: S . BAGEMIERERIN SMTP Bt i & H e
B HAm A AT A

B REmminkxns
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Wit “M4” (Network) > “SMTP #1117 (SMTP Routes) J{ B}, smtproutes fir2-AC & ERIN SMTP %
.

EX SMTP &

’fj‘iﬁﬁ “ Mé% 7 (Network) > “SMTP E% EER (SMTP Routes) ﬁﬁ (EJZ smtproutes ﬁ?/v\) F‘J@Eﬁ o i—’lf’._/r,‘\
BT I, o oede o B FLA K A % B ks AN e 38, AR5, Fe HAs L. Hbs AL
A DU N 58 4 PR E 1 B4 Bk 1P kb TP Stk o] U2 FLIRE M B URAS 4 (IPv4) BRRRCAS 6 (IPV6).

X1 IPv6 il AsyncOS Sz HFLL R
® 2620:101:2004:4202::0-2620:101:2004:4202: : ff
® 2620:101:2004:4202::

®2620:101:2004:4202::23

®2620:101:2004:4202::/64

AN, EATLRGE /dev/ouit MR TTHARENL, LUMER 525 HILECRIEEPE. (AL, Scbr b, O
BN IR E /dev/nu11 ATRAORAN 2 FRAIR MO RO SRR B 1F . )

PO AT LLAA ZA HAR TN, A AR NI REA R T 2, AR MX Al —FF. 95 /b
(K3 F A =ML A Bk i 3222 H AR ML o) i i At F As B UREAE 48 0L

HATMRCSE R B AR L “Beil)” J7aU . izl FE T SMTP i 8e, HA—E 5T HBfF.
SEAN, R A A H AR BB, WBER R 2R 7 R K B2 . WERPTA R I H AR
EHUAmIR, PR HEA O, IF HARSJE 22k H AR EALEEA T ALk . CEAMER MX ISR AT
BEEERE)

TEAEH CLI W smtproutes 2 A4)38 % FH IR, 1) LAd ik DUR 5860 A B br ML e 723
HLEG IP Mtk 5 0 b /pri=, JEERATF o Al 65535 Z (M AEEEH T e e Co FRondmmtbe g -
Wﬂﬁﬂ » hostl.example.com/pri=0 E@fjﬂ?ﬁé&%ﬂ: host2.example.com/pri=10. ’Tfﬁﬁlg%ﬁj\&%%/l\% H °

SMTP % B BRI

% T LLE X 40,000 N # . ARSI, ALL £ —BROAS ek oh A i o . BRI, ]
5E X 39,999 AN H A SCH FAT— MG R OCBE T ALL (R i

SMTP #%E1F1 DNS

i R 2 G B 7 USEDNS W] HR 7R HIBAE M DCHAT MX B4k, e fr e e FoRmBkER. MR 21
S P W e 22 SR EAURY, SR REARH A M i, W AURE &AL example.com RIHEFT 1% 2
I~ Exchange 55 4%, W RES A BIZREITLUT SMTP #% gL bik:

example.com exchange.example.com

EN] T A% BIAN R 735K (foo.example.com) [IMBAL, iHAIIAT T =¥ SMTP i i :
.example.com USEDNS

| raEwgmintixneg i
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SMTP % A1 E 4R

MHBALER e A REIT “ ARG B (System Administration) > “#4%” (Alerts) TU (58X alertconfig
fT%) FEIE Kk PR BRI A X 28 H A K SMTP B4 (H o

SMTP F&H . HR 1R EFAEREEIR 9

Fe N WER— BT 10 MEN, IF HIZLEfE AHBAER]— & Exchange k45 #54, I AsyncOS
KATIF—A> TCP 3,  H MBI S — Bl PE, AN S 10 B2 gt

fetth: TAEJEBRARALL, E G Sk — B fE % 5 10 ANASF R 9 10 Azdief A, ) AsyncOS #4547
T 10 A MTA [ 10 AN, JF 1 B> MTA L% — 3.

Peore WER—BHEAMSAEAT 10 20 AJF BRI N 23 50l o T3l A A sk 4l (10 N4
B AT YR oy s BIAERX 10 A NI T — & Exchange lR55as B2 Qitt. Ak, 10 BA
(7 FR) S A1 4443 0L B — TCP 3B AT AL 1L

SMTP % H#0 L s SMTP 256 E

R C QIR 2 SMTP S 3 e RCE S, AT LUK LN T SMTP et FIFHUEIDRE, BT 7R
I Sl 2T W 245 T G M Fh B8 I 9% s R I, R AR IS PEREAT By ik . A DG H 3l SMTP £ 473
AR S, TS AL SMTP 5 4 Kk

{FF GUI & 38 & % H iR 4 A9 SMTP 2% H
i “M4” (Network) > “SMTP % H” (SMTP Routes) 5T [ 45 FEHB A < . ZER iR, &S
BRI . PTLT BN SMTP B 4% H
HXE@M
* YN SMTP ¥ tH, on page 4

* 3 SMTP #H, on page 5
* $ A\ SMTP #¢H, on page 5

7N SMTP 3%

Procedure

T i ML (Network) > “SMTP #H” (SMTP Routes) UL [fH [N B (Add Route).
P2 AN—AEOk. XL ENLA . . IPv4 HihkEE IPve Mkl .

L3 WAH TN XTLUE BN Pv4 bR IPve Huhl. i fid:35% 01T (Add Row) JEAEHATH
BN T —ANHAEN, Rz A HEsEL.

Note AT AIE R ) H AR BN I < 45> 7 SREE NG5 :  example.com:25.

B REmminkxns
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| mERBEEE

swsmrp s ]

L4 WARIMEZA B ENL, RN T 0F165535 ZIRIIFEHL, NI, 0t mem e,

HREMFE, ES e X SMTP # i, on page 3.

TERS FAIHINE L

B4 SMTP % H

5 EHLVT K (HAT) FIlctE Ay i) & (RAT) 288, #&n] LUEN S HATS A SO R & 2 SMTP i ph i
$to SH SMTP B i1 58,

Procedure

FIE1 £ “SMTP i H” (SMTP Routes) T I fii S SMTP & (Export SMTP Routes).

W2

S SMTP B%

B\ SCAT R FR I s i iR A2 (Submiit).

5 MG K (HAT) FIlcE Ay i) % (RAT) 288, #&8n] DUE S HATS A SO R & 20 SMTP i rh i
$te SN SMTP B i1 58

Procedure

7 “SMTP #%tH” (SMTP Routes) 5Ll b i SN SMTP #&H (Import SMTP Routes).
R T ) SMTP 2% ¥ SO

MR (Submit). ol 2 AR A LA SMTP 2% HH & o SCARSUFH I B SMTP i#%
HIZZ T A

SN (Import).

AIDATESCAF I “VERE” o BL “#7 FARF I SKIAT SR R IS8 AsyncOS 20 . il

# this is a comment, but the next line is not

ALL:

What to do next
BRI, FRATH M5 (Email Gateway) Bt B 2L T DL R
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Figure 1: 73 22 AT 2 /5 E X B9 SMTP 8% H

. Internet <

# SMTP
Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACRLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
The smtproutes command was
used to route mail accepted on the

spamdomain.com REJECT public listener InboundMail for

«spamdomain.com REJECT example.com to the host
251.192.1. TCPREFUSE
169.254.10.10 RELAY

ALL: $ACCEPTED
Recipient Access Table (RAT):

UNKNOWNLIST: $ACCEPTED

exchange.example.com.

‘ IP interface: PublicNet (e.g. 192.168.2.1) |

‘ Ethernet interface: Data 2 |

Cisco Email
Security appliance

| Ethernet interface: Data 1 l

| IP interface: PrivateNet (e.g. 192.168.1.1) ‘

exchange.example.com

ERSE: i

AsyncOS $ A2 Ty iR S MR TE - (5 B A A AN R Ak o 2, m] A P 25 St oK
FEIE IS B 1) 23 5 A A PR SR (R A BRIt o

RN T T EE R A AR I - A ) e

Table 1: E Sttt B 75 5%

[RigHHE IRE| i ERSERE

*@anydomain | user@domain M GEBROENLE, | « AUSEREA

on page 7) < SEH T AR

o 431 WS S PR
Foti ) 44

*@olddomain *@newdomain S GES S DIRE, |« DUEEIUTEA
on page 24) o FRATTRE RV

B REmminkxns
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tznex |
R pschild IR 2| ek ERSE
*@olddomain *@newdomain thde GEZHEE D, on s fFERAF NS st
page 14) N7 o RN F/ER

Wik ik
- TR

ke RIS

AR FEHLR], R IBPFEE ) N N AT B 28 Unix R4 2 sendmail
BLE ] /ete/mail/aliases DIRERMIAIT 3, RYEEH P 4% 00 44 A0 LAR ) 44 A S 3%

AT RE P52 IS PE IR B RN CRRON H AR R B Bl repr o) 55550 44 4 SCIVI 5 44 DL LI
MR (5 B Al S g S

N

Note

\)

FERL A RAT 22 )i LSO RIS 2/, MO R e b Bl 44 R H B SOt N e TS0« T IsPHe
7 *ﬁo

Note 5|2 K IhAESEhr Loy EEMRAFIE BN . XY sntproutes M AANIA (i 235 52 [l 38 [l () i 4,
on page 30) , ‘EAEGHBIFIIEEMCPEAN, M0 ZRE M EoHr i b B4R E 1
AXER

o Wi AT & 9 % 3, on page 7
s SHAF A Z , on page 8
* Wil& R R4 H, on page 9

M SITECE A &%

W ARAE LN Iy E e RN LIS B N SONARE, ARSI %8 S, e TR U 51K .

RS AR AR R AR, X S I HAR TR S 7 M) ) .
FZIERFC 1035 55 2.3.1 % “ HIEMFRERE” PHE S ot tE 75 B B ARG R 7 AT
o A0 (1 example.com) & BAA) AT Sk 3k DS 040 SIS FE PR 744 R 485 )2 1) T A AT
%Eﬁmﬂﬂ IT_EEEIEQ WUﬁﬂy iEsz:TI .example.com 4%5 mars.example.com %ﬂ venus.example.com IT_EEEO
FEBE RSO 2 — ARSI, 23R B4 R BRSNS IR A . WS S R T
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Table 2: 3 & R1&%

Z= 1 (LHS) SR A1 (RHS)
LLEK AN Z AR A | B 7)) —AEE A A A 44 ) 81 3R
®

MR A4 T B PR R

username TR ZILACH % o DAHEIZRPIRE TS0 <87 Jatk. subit
SHck B
user@domain FRE LV IS A D) AR A Sk

FEZEMA AT, AT Z AN A, IFHE S 73BT .
AR N AT LU TS useredomain MEAFHIAIE, AT LRI AD 4 o

A SCAF AT B AT B S B “ AR A% (g BRI T AN N T 2R 58 B 00 4405 /s Y
4 BAT— A B R 3

ATLAGIEE A4 1) “BE”  (EafIA4cH D (HEEAT AP e S 45 7R

SCRE /dev/null BIRFIR HARZFEAZMBAT, LS sendmail BU &0 E R SCHEA . WUR MR 7)) 44 34
WS R /dev/nuil, WEFFIEEGI .  GESH “ld CLUE MRS ” — %, ) W ANk
5, AHARHEBN .

HXER
* sl 44 K 7=11, on page 9
+ aliasconfig ir % 7, on page 11

FHMSANA 7R

BERARALRE, LS HFTP. SSH A SCP 7 i) LLRA AR AT LA 1] 1% M5 A4 R 6

i a1iasconfig M2 M) export T AT IRAFAEMIAT R AR oAU (EIRE THARKD 5
MNTFEFI /contiguration Hake AILAE CLIAMEBUL M, RERHILERHFA. G fbh
FAAER BRI H , WIZK AT AT BN R . D

4%%”@%’%11#3(%& /configuration Hi‘:':‘, ?L')EE@#QFH aliasconfig ﬁ*ﬁé‘ﬁ‘] import %ﬁ%i’f?l
F.

EFRHATIF SR B 455 () AR AT B INEERE -
AR AN AR ZJG R conmie AT, DAIHTHC B 5 3

B REmminkxns
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M5l &z ERSEE

RS I Ay AT A (CLD) A AR PMERZEH, WARG SR oik s Mgl & “ALL (fF
3> 7 (ALL [any domain]) 4% H LA 15 H] 5 BT B0t 4 5 (100 42 103 o AR A I MR (1 731 44

by =L

IR ]

N\

Ho

mazesmnzs I

Note

BER IR P KA % H iR

sample Alias Table file

copyright (c) 2001-2005, IronPort Systems, Inc.

Incoming Envelope To addresses are evaluated against each

entry in this file from top to bottom. The first entry that

matches will be used, and the Envelope To will be rewritten.

Separate multiple entries with commas.

Global aliases should appear before the first domain

context. For example:

admin@example.com: administrator@example.com

postmaster@example.net: administrator@example.net

This alias has no implied domain because it appears

before a domain context:

someaddr@somewhere.dom: specificperson@here.dom

The following aliases apply to recipients @ironport.com and

any subdomain within .example.com because the domain context

is specified.

BBk AntE

e
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- EEEELY]

# Email to joe@ironport.com or Jjoe@foo.example.com will

# be delivered to joseph@example.com.

# Similarly, email to fred@mx.example.com will be

# delivered to joseph@example.com
# [ironport.com, .example.com]
# joe, fred: joseph@example.com

# In this example, email to partygoers will be sent to

# three addresses:

# partygoers: wilma@example.com, fred@example.com, barney@example.com
# In this example, mail to help@example.com will be delivered to

# customercare@otherhost.dom. Note that mail to help@ironport.com will
# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# [example.com]

# help: customercare@otherhost.dom

# In this example, mail to nobody@example.com is dropped.

# nobody@example.com: /dev/null

# "Chains" may be created, but they must end in an email address.

# For example, email to "all" will be sent to 9 addresses:

# [example.com]

B REmminkxns
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# all: sales, marketing, engineering

# sales: joe@example.com, fred@example.com, mary@example.com

# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com, chris@example.com

# advertising:richard@example.com, karen@advertising.com

aliasconfig f7 < =15

FEATRBIF, i aliasconfig i RKMIEN A EK. HIL, $5E T example.com I [ F 3. R,
3'%*@@%”% customercare, LJ@E%@J customercare@example.com EI‘JEWHJB#EEWEU
bob@example.com~ frank@example.cmn*”sally@example.com.o %&ﬁF;K’ *@fﬁadminﬁ@ééﬁ%%”é%; EL
{gjgjiﬁéiuadnﬂn,W]EB#FEiﬁiﬁﬂﬁuadministrator@example.como ﬁ}ﬁg’ TTEH%UQS%%ELiEﬁfﬁ%LKO

WEFIJE/I%’ E?TEMZ?%HHL, admin E‘J%)%%U%E/T\E example.com E/‘]%*/l\iﬁj__FIZﬁﬁc

mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

[1]1> 2

Enter new domain context.

Separate multiple domains with commas.

Partial domains such as .example.com are allowed.

[1> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.
Allowed aliases:

- "user" - This user in this domain context.

- "user@domain" - This email address.

BBk AntE

aliasconfig 4% 7l .

e



. aliasconfig %y % =151

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

B Emmnttixhge |

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com

Do you want to add another alias? [N]> n
There are currently 1 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

3. example.com

11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.

- "user" - This user for any domain

- "Q@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.

B REmminkxns
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[1> administrator@example.com
Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>

BRI, FRATH “HPERISC” BLERBLT LA

.com

aliasconfig 4% 7l .
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Figure 2: 73 B34 W X 7E SCH A1 B 3=

.. Internet

+ SMTP
Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACELIST! $BLOCKED
SUSPECTLIST! STHROTTLED
UNENOWNLIST: SACCEPTED

spamdomain.com REJECT
.sepamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

EmEREEEDE |

The Alias Table feature was
configured to create the following
aliases:

admin:

administrator@example.com
[ example.com ]

customercare!: bob@example.com,
frank@example.com,

sally@example.com

Note that alias tables apply to all
email traveling through (received by)
the appliance, from both private and
public listeners.

Cisco Email
Security appliance

=

Ethernet interface: Data 1

IW=RVES

D2 S MR R 2 ) 3 T 5 AT W R Py A BR PR 1 P A5 AR N (R A e AF N B MAIL FROMD LA
“CRAFN: 7 RVEL bk T ARSI I RE . AZIIRER NI SR B e
VR Aol f 3B 2 AN “ Rl o 55— IR SR T ISP Sk P A i p “ PR T

Lo W 7S

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: QOuthoundMail
Host Access Table (HAT):
RELAYLIST: $RELAYED
ALL: $BLOCKED

Default sender domain: example.com|

DISABLED

Received: header:

ok R LRI Bt Dbk DhREIE H] T HIAN

\}

NIRRT o

Note

T Ry 2o e D e 2 P K DL PRC 0L,

“Ohde” ThREAEMIT ARy ERCE, SOU A RGENC B RN A R DI REAN A .
IFAEMBPEAL T TAEBASI . S5 LDAP Wk N2 Bl Jm

LUK AE LDAP it & 2 firfg ot N WS B “ T mPEEE” — 5.

B REmminkxns



| EEskmfnieitohge
{A%EF0 altsrchost .

“Phe” DhRESEPr b S SIS S A AL L K “ e N 7 (o) “ et
N: 7 (From:) fll “$bik: 7 (CC:) FBro AILLERELUT PiAE 5 2 — 4 GUEE ARSI R e da E AN
Al ke S 2

o JEE T O R ) ER SR
* ik LDAP #if).

MW NSRRIk Fh A\ E L Unix R4 sendmail AL & [¥) /etc/mail/genericstable ThHE & 7]
HIARA . 47k LDAP D3 &y iE 45 &, 152 LDAP rifi,
X ERR

* PHZER altsrchost, on page 15

{HZEF0 altsrchost

W, TR sEEHEE AN, I HESMAPAT PTG SEEE A OBl “ il ”
{H/Z, M CLIIZ4T altscrchost iy, # MR IGHENE G R LB SR Dh R hE) fit % altsrchost
i

FHRVEANE B, 15 Virtual Gateway™ AR Ay BT A7 F68 (1385050 & R4 % ¢, on page 531 [ i :
MR- 18, on page 65
HRED

* MLEFANEEK, on page 15

o B RBVT RT3 R 7”11, on page 16

* P A%, on page 16
* Dh3ERH1 , on page 17

B ERShRER

f# ] listenerconfig it %) edit -> masquerade 14 Wl B WU 2 thhe k. 83, LS AM I
SISO S R ALK | on page 160 % T ir & GUE M ZES K A stidik . T 44 R s 5]
B R . A O LDAP th AW F 4115 5, 15 S ULDAP #riff.

KB EANRGN, SRR, i H o R AR kb 3 ULHC I 25 7 55 Wi .
sk dicn Uy Sk i«

Table 3: {h%z = &%

Z 1 (LHS) SR A1 (RHS)
BCRC)— Ak Z NP | Bk CERS IR 5 1 44 /B8
42 K1/ ek () 1) 32

FRI T ERR P ISR H
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BB i AL T B
B =svressnesse

Z= {1 (LHS) A1 (RHS)

username username@domain

@Ak AR e LRI 4. 5 2AMBTaI - A VS EC AR A BRAERE -S540 IR st ik DU RC I 5 . A
WAL A SE R

user@domain username@domain

2 HIRE ZILH I tuhl . 5 2200 B 21 5 Bk DG IE R AR AN BB AR A I pr & ik 5 . Ay
MMLA 2R — A SE BE R L

@domain @domain

Uhak H e R TR i g ik o Ze 0 B0 BUAR SsioRs B 400 A DI, S ) A DR AN AR

@.partialdomain @domain
Iea HARE BA SRS P ik 200 ) JsUn SR 48 o A g3, R0 P 2 DR B AN
IiEe] @domain

ALL %% H 5 A S A st ik DT S HL Al ik 5 AT A ZiE L “@” T3k k.
BEgk HIR 2 AT AR e, ANRAER P I AR B S it .

Note ALK A 45 H T8 VTR

o FUONZ AL D23 b K B s P a3k 47 DL
* BRAEOLT, fEkrh “RAFN: 7 (From:).  “WfFAN: 7 (Tor) Ml “4bik: 7 (CC:) FBh I
BRSO DU RS S o 38T DURC B TOR L RS B S5 3B A N A8 config T4 J5 FHA
SEME B RAEN, IFif e EEERE k.
o AT DS FERAT I SR U 7755 () AR AT I RE . A # TR AT R AT A N B0 i AR
R I 2
* DhER IR T 400,000 M55 H, LR EE new Fip 2382 N ST R N BN TS Wt
TR REFI R R

# sample Masquerading file

@.example.com @example.com # Hides local subdomains in the header

sales sales_team@success.com

@techsupport tech support@biggie.com

user@localdomain user@company.com

ALL @bigsender.com

FANBER

IlIlf}x‘%%)\’f”z:éﬁsendnlaﬂ/etc/mail/genericstablejz’ﬁ:o %g&%}\genericstablejzﬂ#, ﬁ%?ﬁ%?ﬁaFTP\
SSH A1 SCP V5 v LA & AT A7 ) 1 W 9 5 B 46 o
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| EmEsmmtmne

hampl

el |

s genericstable AP CEAERCE B, RIEMEH masquerade T import T AL,
F LR NG FH A 4

listenerconfig -> edit -> listener number -> masquerade -> import

i, FTLMEH] export T FEIANE. REoK 3 (EdaE THARD SAREH
Ko AILAE CLI MBS, AR5 RS

] import Far I, IEHIRZSCIHN B EHRIEH . MRS H (i, — D EE
XA WAESASCAERY CLI 2R R e WERAE S A RE P AFAE TR i, A 7
BN SR AT AT ISR

THICAFE SN genericstable X2 G K commit fy2, LIS TV A2 7 10 TC B 56 S 4% .

?':EZ'K%WJ FI—‘ ’ ’fi);ﬁ listenerconfig E}’\] masquerade % iRV T PrivateNet :J% I J:j]fé j] “QutboundMail”
(1)L AT W R b 3 A fh e 36

5%, K LDAP I TRk Ui 46 . CHORBCE LDAP D3 (015 B, 1 ZHLDAP 7%
o )

%‘Eﬁ @.example.com E‘J%ﬁﬁ]\iﬂﬁiaffq%@%ﬁﬁﬁ @example.com, L)@%}\ .example.com E@%iﬂqJE@ff{q
THEMLAIE IR AR B example. coms SRJG, HIJ' 4 joe KWL £k joe@example. com. 2 FK,
4%%TEI_J'@?KHJ%% L)ﬁ%ﬂ\?ﬁ’l\% H ’ ?ﬁ)ﬁ%tﬂ@?ﬂ%?ﬂ masquerade.txt B"]I’ﬁ:o 'TEH% config ?fﬁ/y\%
MAE “$pik:” (CC:) FBP 2 EHbE, f&)a, XK.

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP
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Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected

listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient

be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or

recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.
[1> masquerade

Do you want to use LDAP for masquerading? [N]> n
Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

B REmminkxns
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- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

Full addresses like "user@example.com" are allowed.
Full addresses with subdomain wildcards such as "username@.company.com" are allowed.
Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.
[1> @example.com

Entry mapping @.example.com to @example.com created.
Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

R E S AT A
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Full addresses like "user@example.com" are allowed.

B & BR R ANRIX Th AR

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.
[1> joel@example.com

Entry mapping joe to joe@example.com created.

Domain Masquerading Table

There are currently 2 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> print

@.example.com @example.com

joe joe@example.com

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.
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- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> masquerade.txt

Export completed.

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> config

Do you wish to masquerade Envelope Sender?
Do you wish to masquerade From headers?

Do you wish to masquerade To headers?

Do you wish to masquerade CC headers?

Do you wish to masquerade Reply-To headers?
Domain Masquerading Table

There are currently 2 entries.

- NEW - Create a new entry.
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- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[r>

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

25

B Emmnttixhge |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this

listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should

be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or

recipient is in a specified group.
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- SMTPAUTH - Configure an SMTP authentication.

[r>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.
[1>

BUAE, FRATHI AL G E R s :
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Figure 3: 1€ R IEFE X Hafh3E

. Internet
¢ SMTP
Public Listener: InhoundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.1982.1. TCPREFUSE
169.254.10.10 RELAY
ALL: SACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

‘ Ethernet interface: Data 2

_‘ Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: QuthoundMail
Host Access Table (HAT):

RELAYLIST: $RELAYED
ALL: $BLOCKED
Default sender domain: example.com
Received: header: DISABLED

Masquerading:

ST AR B T e

EmEREEEDE |

Cisco Email
Security appliance

Two entries were added to the
masquerading table for this
private listener. The first entry
masks all subdomains of a
network (e.g.
exchange.example.com iS
rewritten as example.com). The
second entry rewrites the bare
address joe as

joe@example.com.

LU TR P ACE WU o IR RN R, R DO N R, B DL
SR R AP AN SR A PR NS B I RESRALLT sendmail “B3& "
Postfix “MEUL " Dhfie. DUEEMPEASZREM; LI REA S S To: {7 k.

)

Note Sl DRk IIALFEA/E RAT 2 i HAEVEAS BRI IR L BUR A o 120 “ TSl " —

B REmminkxns



| EmEsmmtmne

mmsimge |

SRS T RE R — A WSt 2 2N THER A ISR Biltn, RS A m WOl T o — K Al
AT LLAE BB 99 5% _E Rt — NSk S LAB OB AT (KK BB F, DR AR B NSRS 2452 =) 1124
Hi o

\}

Note ] DAL & 2234 20,000 AN FfAl i — SRS«

Table 4: 15 B 5 =15 % 7 5

) A #&if

username@example . com | USEr name2@example.net A A ) {1y 5E 3 b 1T

user@.example.com |USer2@example.net

@example.com user @example.net SERC B 52 A R Bk 4 .
7
@example.net

@.example.com user @example.net
19

@example.net

EU\_F%WU ':F' 5 'Ti}ﬂ listenerconfig ’HLB/&\E/‘] domainmap ?ﬁ/v"\j\] /A\%ﬁﬂﬁfi}? “InboundMail” @J@

RS o RAL o1dcompanyname . com 38 A HATAN 55 R M PR WA 1) examp e . com $HRAR JFKE AT EN IS
DAGERIN o A5 U= ) S AEATWT R () RAT PP S0 P AN S RC B HEAT 0 B IS D g sz b b2 i

joe@oldcomapanyname.conl39ﬁ§i¢Wiﬂ#}\E§E§jb joelexample.com, ﬁﬁ%EﬁﬁW?i%F?E@llAj‘qﬂﬁiﬁ%bﬁ

oldcompanyname . com {23} joe@oldcompanyname. com ¥5Z WA FK JLB% B B, Ao BES(F B

No BEAb, K BoRGl 5 2 R D REHEAT X o 044 3 20U AT ol BB R ks BT TDCi2m i s
“any usernameedomain” WL £ “the same usernameenewdomain” o

mail3.example.com> listenerconfig

Currently configured listeners:

1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

DELETE - Remove a listener.
- SETUP - Change global settings.

[1> edit
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Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling:

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

B Emmnttixhge |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this

listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.
[1> domainmap

Domain Map Table

There are currently 0 Domain Mappings.
Domain Mapping is: disabled

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.
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[1> new

Enter the original domain for this entry.
Domains such as "@example.com" are allowed.
Partial hostnames such as "@.example.com" are allowed.
Email addresses such as "test@example.com" and "test@.example.com"
are also allowed.

[1> @.oldcompanyname.com

Enter the new domain for this entry.

The new domain may be a fully qualified

such as "@example.domain.com" or a complete
email address such as "test@example.com"

[1> @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.

- CLEAR - Clear all domain mappings.

[1> print

@.oldcompanyname.com --> (@dexample.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.
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- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.

- CLEAR - Clear all domain mappings.

[1>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling:

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

25

- RCPTACCESS - Modify the Recipient Access Table.

B Emmnttixhge |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this

listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

(1>
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EXERD
o ST H WU |, on page 29

SIS H ARG 5

PP NECF IO R, WEESHFTP. SSH A SCP 1 i) AR £/ 7T LA 7] 1% MR 2 W4 5

QS SR (KA H K SOARSCE. FIZSH GRIERATEERS D MR H o AHRATIT SR A7 4%
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H5SCAPHCRAERCE H kb, SRR M domain T4 K9 smpore T4 LAESCIE, 1A FIRS ]

listenerconfig -> edit -> inejctor number -> domainmap -> import

B, ATBMEH] export Frd FEIATICE . RESK UM (BHRE THAHK SAREH
Ko ATLATE CLIAMESUL SCf, ARG FRR LS.

] import Far I, TEHIRZSCIHN S A RIEH . WARAAAELEH (B, — A EEAT
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Figure 4: 73> 3£AGTRT 32 17 7E X Ay g AR 5

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL:! SACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname.com ACCEPT

EmEREEEDE |

A domain map for the public listener
“InboundMail” was created. Mail for
the domain and any subdomain of
oldcompanyname . com is mapped to
the domain example.com.

ALL REJECT

Domain Map: enabled

@.oldcompanyname . com

‘ IP interface: PublicNet (e.g. 192.165.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7
| IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Private Listener: OutboundMail
Host Access Table (HAT):
RELAYLIST!: $RELAYED

ALL: $BLOCKED

Default sender domain: example.com
Received: header: DISABLED
Masquerading:
@.example.com

@example.com

joe joe@example.com

7E [a) 3R [2] B mR 44

B[] R A S A AT WIS A A S AR AN T JRE SR PRS2 o IS I S T LA 3k 2 i B2 W R 8 1 75 XAk B (]
TR o

VRS AT T e AR 9 S A AR TR U7 A R AR AR o SEE B A 90 5%
A NGR B (CBE AN AR [FI R (EZ R [EI5IE, on page 39)
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o WbERICVEARIE BB A, on page 31
o QBT IR [P E SO, on page 37
o JAR [FIPC SO R H BIMTVTRE SR, on page 37

A3 JoEAR X R ER

AsyncOS ARGV TILALILMIIRAT (g “IRFTHEPE” D Rl 73 B LR S50

« A_LE ” \E

IR AENIIE SMTP <15 H i8] 18 B fR 44 -

BORA|

BRI TCVEAL L MR . B, P BHBAR rTRE Ol AT URY 5 P il R ik ix a
BEfk. (g, SMTP 4XX &% i eid. )

TR ]

TR TCIFAIERIMEE . B, ZIREH P ARFAAAE . A AR IX Lk
(fdn, SMTP 5XX 45 iR ehd. )

“Ei&” (Eﬁ “jE%
IR Z A XY, ERHEEREERD

w7 RE

L7 3|

BTV IE RIS, B, P EHRAR nTRE . T DARY 5 P2 R I L
fsf. (g, SMTP 4XX &% iR ehd. )

TR ]

T TCIFALIL IR B, ZI I H P AT BAS TR LIX LR,
(fFltm, SMTP 5XX f i, )

@IUEH GUI ':F' “ méﬁ'” (Network) ;t%ﬁjiﬁlj “IE[E]EBEI{L—F” (Bounce Proﬁles) ﬁﬁ (j bounceconfig
4D BLE AsyncOS Unfar b33 T G iy A AN i W R e IR AR AR S5 1R el o @)l [P B S0, SRS
WL R% (web) > MR (Listeners) WL (B listenerconfig ) WAL E SCAF N H BT W
P LTH@%NW%W%,%ﬁ@ﬁﬁiﬁﬁ%%ﬁi%ﬁ (AXRVEAER, &SR
3 A S R SR M

EPSE]

o A4 RIGR R AR [F]1¥1 15 B, on page 32

o B[Pl E SO Z 4L, on page 32

o B IR [RIFPR A A4, on page 35

© SR SMTP 2% tH HB AL JE 4548 /E, on page 35
o SR [BIHCE SCPF R, on page 35
 fRIERZSE A% 2, on page 36

o JEIRZEE L, on page 36

o GEIREAE LA AEE [P, on page 37
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B XHUR [E FRHE R [ B9 15 AR

o XTIEHGR ], OB I e SOE O AL IR I R E . sl AT RS 32 A
PORAEFAF. JLUEM “IR[MIFCE SR (Bounce Profiles) U1 % bounceconfig fir &t & 44~ 4K
BEFAMSE. OSBRI E 24, on page 32. )

« BROATEOLR, REEA A GR [RIIR A 8 2L A B A R AR [ N R B AE N . GZIR R4
AL BN AEMS S B A5 B A ANk e U b, “f5 3R 4FN” (Envelope From) & & tH#R
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PfEE. GEZH “HEdx” —®. )

o LEBNFH Ik B g A I TR) a0k B R FEAR IR (HREERAAT RS S5, ORI AR bR 4]

RO B E XS
LRI SCPE L R 92 BORes A R AL 0 2 S

Table 5: ;R A & XX 55

RAEIRRH FRGEAENG R TS o IR [T Ak B2 i, B S e S B R A AL

(Maximum DL 2 O BRI 8. BRI 100 KRR
number of retries)

TERAT AR BB K FD | RGN OB (RIS A A D A (R Ak 3 2 i, W 2230 4 B N EHLLLE
# (Maximum B ARIE AR IR I TR . BRIAER 259,200 #5 (72 /MBS .

number of seconds
in queue)

FEEIR L EEBFRT | 7258 — R PR IR AR M E 2 f, RGNV AT BRIE N 60 7).
FFRMATOEL | R ah N AR e AR T P ORI A . B, IR,
(Initial number of | B y&/NZAE .

secondsto wait
beforeretrying a
message)

FEEIRZEIART | A2 EF L ILPOR PR HT, RGN ARSI H] . ERIME R 3600 F6
EFHMERAME | AR o AR EERZ R R A, e MR E

(Maximum VB A8, A T RN 7] 170 5 4 R s 49 7 s S A o I
number of seconds | g 5 1421 H ¢ T 158 i 1) 1) 50 kA A T3 P 10 1 o, 00 5 Aot P A T )
to Wa!lt before il

retrying a

message)

B REmminkxns
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eemaxtsy |

A A IR [B]EB 14
(Send Hard
Bounce M essages)

FRERE RILE M LA TREIR [P, 4n B0 e 100, D) ] DARE BEE B s 14
A%t BRUEDL R, AR[EIHBREFH DSN #% 0 (RFC 1894).
TR T] DIARYE JRIG ISP O ANE S (IVE S K16 H o SRR I E . 5,
18 0] e A SR S DA SR IR IR B, i ek A T AT A DA S
ravs S [ IgER
7E B ENHER (Notification Template) T, iliiRwM04T (Add Row), 4R 2R 1E
W5 CACELA ] (R AR
Note EH AN ERER NS H (BEIES WE NN o BRI
BRINSC B I [F]IE R .

ETRHMEHT, MBAE S A BRI :

o W SV S AN R A AR SRR 4 B TR BTIE FTE S

o U A R AN S RIS

o T ERE IS A DX SR TS T A 0 ) S A )V

o WERMEAE A 2 CEEANESD T 50 7.

FERC B IR 7R ] ORfrb SRS LA b SRR IR BT, i HoAh i 35 1) i A s
PASESCRGRIR RIS I, 38 A AR R N 4R s -

Message Language Template

FERE [zhecn] v || [bounce_c hinese

Default ¥ ||| bounce_english

BEAE, BT AR AR [P B R DSNCR & 7B . WIHRIERE “H2E” (Yes),
DUJHS A2 ) 5 2 E 3R [P i 3 7 4828 DSNUIRAACHS (RFC 3436), JHAEAEIRATE
IR OIRAS” B E F ARE
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B semeExssx

B & BR R ANRIX Th AR

RIREIRE E I | 1772 e 7 AR BB B WEE . A RS LT, 4T LR Js ab i fF (3
(Send Delay FFNIESC) 1R S E A g SGERE SR B, Sn) e S0 b S LA
gwmm) HHSCRIR AT IR 5 WIS, TR AT 55 1R A A A3 S A 3k S AR £ S
essages
7EIBEHEHR (Notification Template) , fidhidRAn{T (Add Row), 2R JGiEFEMEL;
T USSR AR
Note P ORAZEMERECA R H (MRS WENEOL o BRI
BRIA S H AR [0 T8 A
FERHIEOLR, WP 5 4 0 BRI E
o RS TE AN R T FAd 3 S AR 4% H B s S .
o TSRS R AN SR I 5
o T SRS 4 G TG VR R B S
© WERIBAEN A (FEMIESD AT 50 745,
FEMCE EIR7R] O b SCHBAE LA SRR SR T i, oot HAR T 5 i Py
ISP LA SR SR S SR 5 S A ) I, SSRGS G o«
miE%FiE [zh-cn] T ||| bounce_chinese r
T T LA 5 WA 2 TA] PR i /) P ) W) B8 LA A Rk A 328 ) e KB
B EAR B Y UST AR A | T LCRE BSR4 st i ifg AS 2 BRI PR A5 B A Atk

(Specify Recipient
for Bounces)

R EIAREEFALE IR | ] LLE PR DomainKeys I F SCAFH T2 44 1R [RIRTIEIR B4 . 45 9% DomainKeys
R4 {5 FH 15 ., 52 DomainKey 1 DKIM & 43 5

DomainK eys & &

(Use DomainKeys

signing for bounce

and delay

messages)

2RIEE

#id “REIEEXH” (Bounce Profiles) TUE LAY “4RiELF/IKE " (Edit Global Settings) $i%i%,
g8 Id CLI HH) bouncecontig N S MIEFIAEIRELE X RELEXLIRE .

HEERERELER
ia] B9 E W BT E R
HIEAFHEL (Initial
number of seconds
to wait before
retrying an
unreachable host)

ARG EERETCIE T 7 1 BN AT,
JVAFEAF A 1] . BRI 60 A

B REmminkxns



b_ESA_Admin_Guide_14-2-3_chapter27.pdf#nameddest=unique_1042

| BEsmmEEns
mrEmnrses |

FRERENTCE | A EERIGEV I B AT, RGN A RN . BRI 3600 75
WEEEMZES | (1NN o SPIERAEE T =G I MU, K Dl N FR A EUE T 46
VB R KB BR AT 5 SRR R ERGE R 2O I I 0L, K ISy /], 408 3 ds KD
(Max interval HAh .

allowed between
retriestoan
unreachable host)

BIREFRESHS

e P AR [ S 2 B DDA status 1T status detail fir4 5B LR ¥ 140 26 M50 0 S5 kA 12k
PR [ 1 4

Counters: Reset Uptime Lifetime)
Receiving
Messages Received 0 0 0
Recipients Received 0 0 0
Gen. Bounce Recipients 0 0 0

ARWEAER, WS @it CLI AT B —55, 2 AIRER P fF A s REI, Rk A
R[], XS R A 2 T4

\)

Note I 145 2 A AN MLk B 045 Sk (¥ From: AR[Al. AsyncOS HJ LAJC T Ay 4 A 3 [k - 2 306 ]
L5 B R A N HEAN[R] e sk

SIEIR[E1F0 SMTP 3% H BB 44 13 B 25 1R 1
ST e £ S -8 25 AP 1 DR AR 1 0 50 XA 1 SMT SR B
S5 4 o XTI AR TS PR AT, £l A [ B S AR P A SMTP GBI . 3%
FIL T WBPEI B SC A A ISR, DROBE P T X B LAREAT T Ak O FE ] SMTP B 1A
@

1B [ B B 3Rl
U RN P kR (C RN
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B sensame

B & BR R ANRIX Th AR

Table 6: 7~ 5] 1: REIER B HSE

24 1
B N H IR EL (Max number of retries) 2
BAA R ) B K FP 2 (Max number of seconds in queue) 259,200 F» (72 /NEF)

18 T R MEAERT M) 4 4L (Initial number of seconds before retrying) | 60 72

/==

FEEAR Z BT SR I B KP4 (Max number of seconds to wait before retrying) | 60

FE7RB 1A B YO AR 2R =0 AEPAT,  RIEMRARE A BB O e S B REAT o I I K 3R
AR FEAI [ BB 6082, H/Et=60 (BIRZ—2p4h)a) A RITHEAT 2 IRl o5 T
BRI 1] (), I FLAf 2 A 60 A0 ) s KA TR Tl R o DRI, 50 — R 2R R 2T =120 I3

170 BHEIERSARZ 5, RGN IZBAE N LR PR E, DA s K ER RO 2,

Table 7: =5 2. REIEE X 45

2% &
I KFEIR IR EL (Max number of retries) 100
BA b 1) e K AP % (Max number of seconds in queue) 100 7

LEFIR AL M LE R W) 4G F2 5L (Initial number of seconds before retrying) |60 5

7EF AR Z TS 1 5 KP4 (Max number of seconds to wait before retrying) | 120

FE7R] 2 s B AR ZARAE =0 AT, S U BE =60 INHAT. REE N IRIEIE 2L
Bl CLFERAEAE =120 D SERMEGR[FIIEPE,  ROGAERRFI R T 100 B2 S K 1) o

RFRTFBEIE N

HERE SR

BRI, ZR G0 A B 0y 26 ]S A D s R[] A0 R [ 4 P 4% 16 IR A58 41 (DSN) K 3. DSN /& RFC
1894 5 X[ (5214 http://www.faqs.org/rfes/rfc1894.html) , %A% “ 5 ST ] MR AL 44
H(MTA) I MIME N 2528284, BER 4R A 22 1R M AT AR 28 25 — AN s 2 AN N IR &5 ) F -1~ S
PERISE” o BRUEOL T, AROIREST F1 CFE A AL LR B U IR SR A w4 Clin R A /T
10K) o WS R/NKR T 10K, AR A AR MRS Sk o WM A5 Sk K /N 10K, )
FEIERAS TN BT IS Sk o WA ZEEAE DNS A& /N 10K I (B EE k), wf
PLFE bounceconfig iy 4 Hfi H} max_bounce copy %1 (WEHUNAE CLIHFA[H) .

ARG B BAS s R CREIRTE SR A H DSN A% . A “ M4 ” (Network) SE 5
Ay “IR[FIECE SO (Bounce Profiles) T (H{ bounceconfig #ir4>) 2 B AT 1R [F1 g & SO 56
IR [RIPC S A, I B S BT T BR A K B BRI S

o JRI%JE IR A WA 2 ) ) e e T T T G

o RIBEBEAWIE NI SE TR M1 B KB

B REmminkxns
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pesmuimeE [

IREEHHFEEIR [

TER, WA “AEBNA P B IR ) BB Rk S 3R e o5 S ) g R s 1) 1) s 15 A B
TARKEL ARSI TR), DU AT G [ B ] IS AT S 38 e 75 AR 1] o Gt SR8 i P A 38 S 38 % 75 S
PEIVTIRE, TSR AR ZEA Rl A A X8 v A BROAEAE A fe M

BEAb, AEARFE AR, A I DG A R AR SR AR [P W] BEREAR 23K 15 J3Hib

812 FH8YR B Bt & 3T

FELUR 7Rl rh, A “IRIMIECE SO JAIE T 4404 bouncepr] MR MG & SCIF. 7EIRHCE SCATF,
A B [ R 4232 3 3 2% FH H il bounce-mailbox@example.com. Ui I REIR 235 W4 5 ok 454
WO N ik — B & & b, i BB E5 fAE 2 TR IK) 4 /N (14400 5D ERIAE.
FAXE R

* i ERUGR [FICE ST, on page 37

* Minimalist J& [F] i & SCAF7< 49, on page 37

mEEECAR B BCE

A PUE R AR i HAE “IB RIS E /47 (Bounce Profiles) 4136 A ) 44 Bk K g AT 3B [B] e & S0 3B

Al LA gn i BRI R PR E SCF . FEAREI, S g ERIANC & S LUK maximun number of seconds

to wait before retrying unreachable hosts U\3600 (*/I\/J\Hﬂ“) i.fi%'j(%lj 10800 (E/I\/J\Hﬂ‘) :
Minimalist ;& [5] it & 347~ 51

FELUR 7R, G T 444 minimalist AR [BIFCE ST flﬂ:ﬁu%‘iﬁﬁiﬂ 22 S TR [ Pof AN T
SR (R NEBIXECH ), T HARE T B AT EASE R A . CAEAIREIR [ fE 1, T H.
A RORPGR P

1598 BB B 3 14 B P B (U A2

AR R E SO, o U 4% (Web) > [iilf#2 7 (Listeners) il [fi =% listenerconfig i %
P S BT R

7ELL R 7R, bounceprl AL E UK H 2] OutgoingMail it T FE 7 .
BBy, FRATTH “HBLEMC” (Email Gateway) Bt &AL T-LA R :
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Figure 5: 1R 1 EC & 3L A EIE BT T

Public Listener: InboundMail
Host Access Table (HAT):

WHITELTST: $TRUSTED Note: This public listener remains
unchanged.

BLACKLIST: $BLOCKED

SUSPECTLIST: $ THROTTLED

UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCEPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname .com ACCEPT
ALL REJECT

‘ 1P interface: PublicNet (e.g. 102.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

T Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OuthoundMail
Host Access Table (HAT):

RELAYLIST: $RELAYED

ALL: $BLOCKED This listener was modified to use a
bounce profile named bouncepri.
Hard bounces are sent to the address:
Default sender domain: example.com| pounce-mailbox@example.con.

Received: header: DISABLED

Masquerading:

@.example.com @example.com

{5 A B #rd= ) R4z H R A% 15

S A2 1 (1)K B MR AR A8 AR S5 AT S A NI HE TR 67 . AsyncOS T8 i s SCHB: I DK 4T I (1) bl
SR A DO ) B B ARSI A B, AT nT DLSE 4 IR AR 1%
R “HEsEEE” Thie (GULHR “HBAFSEmG” > “ HAs#Ed” 88 CLI H ¥ desteonfig #r %) , LA
Pt

* WAL, on page 39

* TLS, on page 39

* B [AI5AE, on page 39

* AR M & SCEF, on page 39
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IR 2R PR ]

* JFRIEFAL (Concurrent Connections):  HIBAF /0 IR 2230 FT I 1 B 72 R ALY R N IE 40

o BANEE BRI AEET (Maximum Messages Per Connection): WS4 P 45 A 8l B & 2 v, 5
RIEF) H AR M2

* PN (Recipients): WS 9 AR5 5 I ) Bt YK ) 45 0 I 2 F ML A2 e N4

o BRI (Limits):  ane] 5 3% HAREE MGA M4 F 2 BRI

TLS
o RAREZ . AWETE S P EHLE TLS ##E GEZS U1 TLS, on page 42)
o BFIREEA R B T B TLS JER AL FE NI, iR TLS Wi M0, R R IEEAR . Bhi B h 4
WHE, MARZIR R E .
« SN TLS UE15 LU T 5 2 MU T4 ik TLS iE 82,
1R [2] 36 E

o ST IR PG HAT AR ] GEZ PR [F156GE, on page 46) .

1R [o] fic & 35
o AR AR [RITC & SO AL MR 995G H T4 e I A2 B AL CBRYGR [RITC & S d s«
4”7 (Network) > “iR[HIfC'E 3/ ” (Bounce Profiles) WM E) -
IR G PR vl iR AINE SN

X ER
o fiffy e Al FHWIEAN 42 DAL 25 IR F, on page 39
o BRIAEEFR I, on page 40
o AT H 4545, on page 40

ffa E (5 IR 1% DR X Bl

BRAEE IS deliverycontig My BB MEAFId #EAS (alt-sre-nost) FE i 11, BICE I 4 F R0 1Y
Ky TS AsyncOS B HIFREFAm L 1. BEA B, 2 “H3E)” (auto) Mi& 7w i AsyncOS K
R

S e AT 1 AR T B 11 1P BRI S AT

%7 (Network)> “ o (Interfaces) VU EY interfacecontig Av% (ERIERG W B WA HHATHHE
R AR ) E S, WA SRR I RS . R H A b Ak, 38 I 2 A

IR A bt AR AL, WP AR BB A R thas I “M2% 7 [Network] > “ %
H” [Routing] W BT setgateway T BE) o BRINEK AR IP Ml At A th e 0 3d
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REFH T A s s G P 2 PR R ks o 100, AsyncOS 3 UE £ EL AR BR VALK 4% 1 TP btk i
B FLAR TP Ml 1 0 D 25 45

B RmE “ e (Network) > “HgH” (Routing) UM (BIEI routecontig f14) AlE . B
FHULRC I A¢ HARSE TR o SRR i ch DL oe TR Ge s i

PRIAE & PR

&£ Hrz

BEA il H RIS B OSSR, RN 7R H AR HIR P g 11— 4L b i AR
o BEAN,  RAE HARFESIZR A WA 51 IR R S P AR P BB g2 “ BN B

il

1 GUI H 1) “HE4 505 (Mail Policies) > “ HARr¥EH]” (Destination Controls) T &, CLI H )
destconfig #ir I g AMHER HAR#E 614 H

AXER

o P I M S HE FTRRAR, on page 40

o P ERLE . WA NS, on page 40
* $21lill TLS, on page 42

o IR [5G E bR, on page 42

* #HIE M), on page 43

o VDB ) H AR 6145 H, on page 43

o MG H HFREHIBCE, on page 43

* HFr¥EFI CLL, on page 46

=l B BX P 78 Ak B R 2R

Y= HE AL

AT AT T4 W8 — WA 1) EL R P B St FH 13 4 3 AN IS AP I OGS 5 LI B U AR 4 (TPv4)
FIRRAS 6 (IPv6)o 1] ATE A 0 D% _EPC B — Mt Wr A2 e, DA — AN B AN AR IR s o

WA TPv4 BUIPVG Fi55E 1“7 (Required) Yo', M W4 SR AR $5 2 RRCAS fX) LIk Py 7 -5 42 35k 1
B WRZIRAMEH]Z 1P HUhERSCAS, WITEIRAGRMAE . 4R IPv4 B IPV6 $RE T “

%" (Preferred) BEE, ISP M SHRE 15 56 S8 IR e RROCAS IO AL P B 5 28K 1, n RO I 28—
FRAS I L TCTE T 1), RIE 21 55— AN RRCAS g ik o

ER AL AN B E

T e Ay B BRI e A A AR I, UIRE Sk B WIS A SC A I A LA B SR A AL R
5t DL

X REAN, T RA e RIERA S K i O f K N, A R GU e 52 I TR BN AN
XA XA CORUFARAR” Rl “ HARES]” ThEE (AR SREE (Mail Policies) > B #rZ
(Destination Controls)af destconfig fii4 - Z I ) setgoodtable T2 ) & X A UAETH LA FiBLTR
SEI A -

B REmminkxns
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domain.com
519
=)

.domain.com

sz, e Ans

AEVIAE AsyncOS R LUAFIk (41 sample.server.domain.com) i3 H AR, 1M H.IG 451 75 4 N &
A SERE ()7L .

X HBPEAACAE N, BEETE SRR R 0L R St s 1 A R G i il il

(R

OLIR G 1l BR i 2 SRR TP 42 (R DR O B . AR GE Iy Rl 42 s 4 0 O Fo v (0 R . D
T AT LA 15 Oy A AR A T 5 S PR o

)

Note >y ZR G BRI & BN 500 AN&EE, FRANERE 50 BHIR:.
XUB(EAE N R PEAT T
Table 8: B #Riz 6 = P 891E
FEB Wt A
KRB M9 G B 4 8 AV s K et . G, BT s Wt
(Concurrent Mo D
Connections)
FEANER I EBR | fERE T BIEREZ AT, FOVEAHBAE I 5C B45 g AL AN H i R A a2 1) K S
HS - 25 15
(Maximum
Messages Per
Connection)
WEL TN TEFR E I ) B N AR VR KR A 2. “T6” (None) i e 30 A i A BR
(Recipients) i
S A D9 SR e W N B B R N TR B (AT 1 R 60 23 Bh 2 0] o REi IR i) B
HRE <07 IAEFIZ L.
Note U T B BRI, ) AsyncOS 4> 5 BB T © A T A B A )
TR o A I G 2 LB SO N B Tl A2 38 BB A7 o
AT (Apply [ R A B BT W
Hmits) SEBEE 2 LR MBI A B
T 7 PR TR N T 21 FR e s A2 R Rz 4000 S il
Note WARECE T IP s, (R MORACE R OC, A EL &AL
W SCoRIE BT PR P BEEAN & AR T 110 A A R AU R O 1) 7
Bo HREE BRI CHIER, 5SS R Virtual Gateway ™ £7 A4
A FEAE I B 2 A K, on page 53+
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B & BR R ANRIX Th AR

| TR
“
Note fyy 542 5 ki 0L I Gtk 7 FF PR, A7 mT AT RSt R G PR, s K R P00 S PR A 1 4
P (RS SR, T IR LA A BRI REFA K. an, an PG E 1 DA R4 SCHbdik, IF HAS
A BT IR 100 ™51 yanoo. com HYRIEHERE,  WILKE REAUY ¢ BRI & 25 M FDIERE
X P AT delivernow T I, SHETE destcontig AT EREEM A TH S -
= TLS

JETT LML T TS (fEH2 %4 o WARIRE T “07F " (Required) B, WISz i M1
SCOUTREFE ] MTA HO TLS 64, WISR BRI SN, TR i 20 e RS AT I . A PR IR,
2 AL R TLS AE BRI

AT AR LERE M4 026 21 75 22 TLS JERL 8N, Wb TLS Wheg 2RI, MR DX G 7 RIS it o 54
MR 55 R MC TLS P s 1 E ARS8 A4 TR o A DX O 2 by R MR A2 A I8 2 3R G R S IR o i e 4
TR BRI PR rTLUE IS GUIH ) “ R (System Administration) > “#4” (Alerts)
DU (8E CLI HHY alertconfig iy ) & BRI A .
FA M TLS %4, 15 “ HAsEi” (Destination Controls) T i _I 1) #wEE £ 5% & (Edit Global
Settings) 5 1] destconfig -> setup F-fir %o MR E AR IE, MASHIPIRE . A CHBAER ¢
PSR AR MRS L, 35200 “ W57 (Monitor) > “HBFEEREE” (Message Tracking) U s i 4
WIiR T T A AR 1 TLS EEIET . 0T LA7E Web Fhifi dwis “ BN HAsiE®I&H, 87E
CLI i H destconfig>setup Va2 FREEH T A HAsEHIMIET . AXKBUERMGER, ES
5 WE S A o
ST DU R e Ik BB BRI H AR¥E 4 H A & AE 15 LM FARE 1
VAT (BN S Ny Wl = 7 N M1 £F

o YA H bR HIS H, FEAETH Web S H I TL SIEF (TL Scertificate) 21k £ HAAE 15 .

¢ Eﬁﬂ@@z%iﬁ H *ﬂ‘?f%”% H i, ’fJFIi)EH destconfig > new Bl edit %ﬁéﬂ%lﬁﬁc

\)

Note fai 2 nLIOIEE 100 A Hbsthilg H, HIEBS “BRIN7 Hbskhls H Pl E i AR mE .

ARERMTEAEL, WHESH “REEH” 5.

= Hl1R [ 3 IEARIC

AI LA 8 ST AR ad B A R b TR [BI5GAE . v LA ERIA H AR LSRR & HARTR T i isE . R}
BN ERIN H b 8 FIR ISGAE, AR5 R HEBR TG BT Hbr. A OCTEAE R, 15 S BIRMI4E, on
page 46,
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| mEsmmmnsznst
maire

=HIR [

W T IEHNERE AN, WA RHEIE B R B, T AR ) Tk iR PR SO Rk e
fisg, RPN E SIS R AE desteonfig AT R TLAI o WERANR E IR P RE B SO, KA HTER AR
[PIRCE S ARG R, W25 BB R [P RC E S, on page 37.

A IRETRY B ARIEH 5 B

Procedure

P11 fURMB#R (Add Destination).
PIE2 WEKH.
PR3 AT L

FAMFH BRI R E

DA AN, W] AR NG B SR E SO S H R 2 H A L3 N B R OC L

BB SO R SR AL T Windows INT BCE S BRI S ek 73 4LAE — B2 i, I DU 1 0 i 8
SRR BN, S 2R [example.com] K example.com M S EL. A SLIMAT ] S ECHK
K AN HAREERIAS H o o] DB AL B SO (oeravnT) #505K0E SCERIA HAREERI4C H K

SPNLACE S i PSR HARFERIAE H - CBROAZ HBRAM) 5 BRARRCE S oeravLr)
7y FALBTAT I H Fn gl 2 H A gl .

] AERCE SO A A oE A MR 24 (peravLT) #8205 2R bounce profile ZHLIAMIFTA
ZH.

Table 9: BtriZHIBL B XS E

SHB 152 AR
ip_sort_pref NAZIE AR T HI M P UBRA .

BN AR Ho—AME-

* PREFER V6, R/~ “HIE IPv6”

o X} “IPv6 4757 (IPv6 Required), %1\ REQUIRE vé
o XFT “HIE 1Pv4” (IPv4 Preferred), i\ PREFER v4
o X} T “IPv4 475”7 (IPv6 Required), %A\ REQUIRE v4

max_host_concurrency | {4 M 5C 545 i TN LEE L) B K H S 40
WF A AN E LT S, U A0E L 1init type Ml 1imit apply B4

mex messages per. comection | £ RGE BT KIERLZ FT,  SCVFMBIE SR EIHE E EHUA S HH st IR A (R
KHBA %
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SH2

152 AR

recipient minutes

IS W D SE v A N B N TR B (AT 1 A1 60 7382 18D o WERANY,
2N AR N PR, R I OR B R 2 SRS .

recipient limit

PEFR € IN TR BE N SO VF I RO N B i AN R 24 S AT e N B, 1
R AR B AR E SCIRAS

ﬁﬂ%f@}jﬂ%&iﬁ/z)\(lz%%ﬁ&’ J@L[ZA‘ZJH\/T_X recipient minutes. limit type
pill limitiappIY‘Zgiﬁo

limit type

i 5 4 PR L ) A Bl 2 0 A 5 R B B A #5e TP ik
A LL R A

* 0 (o host) , FerNIH
* 1 (& MxIP) , FANHRAFAZ T IP Hbuhk

limit _apply

5 BRI N 21 R G082 B R R G i
A LLUR M

* 0 (E system) , FNHRGuH
* 1 (H ve) , RKIRREIUM K

bounce validation

FE A AT IR PG e kAR L T fiE
BN CUR o AME

* 0 (8 off)
* 1 (8% on)

table tls

NZIRARE TLS W . A RTRANE R, TS PR 5 1] TLS AHIE T RHIE

BIANCLR Horp—AME:
* 0 (Hoff )
*1 (Hon) , Fm “HIL”
*2 (B required) , Fin “UT”
*3 (M oon verify) , Run “HiE (FuF) ”
* 4 (8 require verify) , #n “Hrig (i) ”

TR RN

bounce profile

EAFH AR IR E SO SRR . IXANATHE (peFAULT] HAREERIZH A .

send tls req alert

FETTAEL T ) TLS HEH RN AR E AR .
BN AR o AME

* 0 (8 off)
* 1 (5 on)

XA RCE, AATAE [DEFAULT] H#Frifii4c H g
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| EmEsmmtmne

samstBHziRE |

SR A it BR

certificate AT TLS EAE . R ATR eI, WA oeravir) HEr#EH 4
H A RE .
Note WRATEEUET), AsyncOS HorBCBR e, (H2 AT %R

UEF A2 AR, DI BSON SRR T 3.

DL 7 {7 T H T4 examplel.com H1 example2.com NG & SO, BLACH N RIBR N H Frdz il

% H:

[DEFAULT]

ip _sort pref = PREFER V6

max_host_concurrency

max messages_per connection

recipient minutes = 6
recipient limit = 300
limit type = host
limit apply = VG

table tls = off

bounce validation = 0
send tls req alert =
certificate = example

[examplel.com]

0

0

.com

ip _sort pref = PREFER V6

recipient minutes = 6

recipient limit = 100

table tls = require verify

limit apply = VG

bounce profile = tls failed

limit type = host

[example?2.com]

certificate = example2.com

table tls = on

bounce profile = tls failed

0

500

50

PL_ 7R 44 examplel.com Fil example2.com 2 L HbrdE 4 H o
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examplel.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: 50

Rate Limiting:

500 concurrent connections

100 recipients per 60 minutes

Limits applied to entire domain, across all virtual gateways
TLS: Required (Verify)

TLS Certificate: example.com

Bounce Profile: tls failed
example?2.com

IP Address Preference: IPv6 Preferred
Maximum messages per connection: Default
Rate Limiting: Default

TLS: Preferred

TLS Certificate: example2.com

Bounce Profile: tls failed

fEH “ HAr$EH]” (Destination Controls) UL [HI L[ S NFRALHEL destconfig -> import T2 FAMLHE
AR BEAR, SERAEH “ HERESD U E S R EL destcontig -> export i AR H AR
2% H S A INI 3. AsyncOS 765 H ) INT LA (pefault] $s

B #r#z %170 CLI

A LM A CLI H () desteonfig T L& HAr#E#I4c H . 75 ( Cisco Secure Email Gateway AsyncOS CLI
ZHERRW) TNAE T w2

iR [3] 35 1E

CIRIE] MBS MTA SIS, FCAE IR A M 45 3 A A ANAE A B S B . i
RM GEED SREMFEMEN, I B EERIBEAN A A% GRS B T AEAERE AR 1,

HAZ ARG E RN (MAIL FROM: <>),

TR 22 (10 T 3 IS A1 326 8% L o 3R S 1 PR ] BB SR Bk A A Bt o X e B oY el AR S
AL PEIR S 28 R AL IR IR RIS . SEAS b, BRI &% 3 R F 0 R i B2 . Ja ok TR b 4k
H AR IZR IR AR BN 2 AN BE TR HE (REPREAD o 7RI el ff, 2 th
WARERAEN, DML ES G ALK S50 GXFRA “Joe job” D o

B REmminkxns
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ik triamEmiE ]

R, T AT TR EHUCPE AT A RIS, SO 55 5 2 B — BB G [

PR o JPEILRIEBE ST R I GUSEPRIE AR R O3S ) o Pk, I F bR
WCEIKCRE B ORIEIAE, WBPER T RE R ET T oo SSORP TR 541 S48 5 et T i
SATIBPE SR BN, A0 SR A e e A ) 6

oy T ARG B R, AsyncOS 320t TIRFIRE. 45 B %0 8R, JEEIRES hitl L
ISP 15 A I P S5 B P A o SR, 2k 2 P B SR P T T P 0 £
RN, DR RAAFAEIARIT . AT ol (R SR o S BBRbR TR, A
o Er M TS P4 BB 5.

WVERE, AL A AR T U R MO R B NGO S5 A 4 o et o 2 Pl O
WBPE CHETAENIBEED S V200 52 L E HIBPE, on page 30,

X ERM
o WER: FRad MR [HI5E, on page 47
o AP AR [P15AE R 1R [F]HE 1 )X %, on page 49
o Bz BRI TohR IR [FIHRLE, on page 48

HBiA: FRiCHREILSIE

5t AR RIS AE R 0 T A IEMSAEIy - A 109 S 35 A v 45 3 R A A bk o 84, MAAIL
FROM: joe@example.com F54% 3 MAIL FROM: prvs=joe=123ABCDEFG@example.com. 7~ 4 [
123,45 HR IS 94 DG A IR BB AL A I B B R AR “IR RS UERRIC” o bl A IR (5
WE” R e AR CH IR E HHNTENE S, 1S R 15 E L HEFR %25 4H, on page
48) o WIHLR[EIHLERAE, I8 [RIHEAErh EAE SO k8 2 A B IR RS R RR I .

A DATE RGN H B AE AR R 30 UEFRCAE D BN B . Ak, 38 W] LR R s S FH B4 H AR [B] 56k
Fride fERZHEIGHUT, BONEHZBCE, X570 H 250 H PRI B hHEBR R & 1 G2 A
H #r ¥4, on page 40)

TR AT AL EPRc ik, AsyncOS A2y Ty —AFrid CLLA A 9 SRR [RTHE 41X 31 DMZ
RN D)

AXER

o JbFEAL NGR[FTHB A, on page 47
o SR [HI5G UFHHEFR S % 5H, on page 48

4bEB 1 N R BB

PR ARBRIC KR P o iR paMIBR, JF MRS EWCAE N RS 3N WS 3E )5
SRR AR o AT L SCHBA: P4 DG A Ak B A A i B b1 TG SRR (B S - SR 4 e 7 1k 2 s
B RESAF k. ARVEMMFEE, 2N E R P %KAIE R E, on page 50,

WARIR IS IEAR AL, T AERGZPRIC B O SG  s B Ar AR R ok, s
SRR A A IR [ 56 0E S SCIK BB AT b B

(7L P> W LR R PR TS RIS RNt s PEAEI I O
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Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192

Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>

Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce, rcpt address
<bob@example.com> rejected by bounce verification.

Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted

\)

Note H#ﬁ@%#&ﬁﬁ“ﬁﬂ%ﬂﬂ%#%%&<&mm@ ) I, A% A A% P A AR P 5 bR
eI

AsyncOS KB [T FRE A BAT 4 Mail From Hihik (<>) (PR X Tl B S s A AR id 5 Bl A
FIARR BT, AsyncOS 23 W HI B GERA OIS o AEXAIELL T, AsyncOS 23 2% H 21301 H 4]
I Hid 2 el 4k TH 3 PI UL BT .

iR [B] 36 M b AR % 2 4

PR 2 EH A 2 BGIR [P G UE AR B IR SC BT A (R SCAR 747 o BRAES DU T, R BT MR A ¢
PR AR 34, DU B TR ) BT A WA — B A TR . IXKE, 0 S —ANIB AR bR ic — AN 4h
KM IS B R AN, WS BAE AL — M NGB [T HEEE,  BIAERE (9] B o AN 1) Fe s 42 190 e Ui
Wik,

PRACEAT-ERIGTEMRI . Bt W LOEFEAE 7 RN 2 UCESbRic Y] RO, IRAER SR
FAURAE P AFAE IS TR) AN L B IR A T AT BT A 3 PR B E b ic A s o

EZ &R CARICIE B fR 14

AsyncOS L ELHE—AN R [ 90 IEA Y HAT W, H T2 Bohric R Bl A2 A8 BRAKE
h AR (Noy, IXFIREATARIC IR I HB A AN A T8, I HISAE 9 5G 2545 412 M A sl R 44 11 R 44
& (Mail Policies) > iR E1343F (Bounce Verification) Ui i b FE A4 A N FH % 5 5 ko I k%
“RET (Yes), MR SREBAT bR IR TR R A RO 832 AT 78 LR AS BT Al RE 2l X
e

BB AN P A B ) BSAE SR AR M o AHE, AR IR AR 32 R A — LR E A5 B A AN
Mo FEIXAHREOL T, AR BN bmic s t: (bRl & @ s E0 o

Procedure

B R ZRX ) HORE MR A I B H AR R, OB RIPRCThRe . BUIN, I (58 mr R
MR AL T o

B REmminkxns |
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FE2 (HE, BEMCRFOR FZIRE R (RO ST RRIC) , wf DA N R A A4l
IEAE “He2” IR RS T E R TEhRc AR MR 2 ” (Consider Untagged Bounces to be Valid)
ZH

1% F 1R [E] 3 E B LE IR [ BB 14 XU 2=

Procedure

P BMAPMCESH, AOHEAE R, 1ES R R [R5 uF kbR id % 8H, on page 49,
SIB2 GiHIBRIIGIE R E . A XEME R, 1ES R &R PR 13 &, on page 50,
PR3 Wk HbsyEdE ARG UE . HORTEAE R, ES A H R, on page 40,

What to do next

HXER
o TCCE B[R] 56E H AR 2 %25, on page 49
o Mo E IR [M5E R, on page 50
* ffiH] CLI M & 1B [M]%iF, on page 50
o RS UEFIEEHENC &, on page 50

FiL &R 0] 36 IE it FRi2 %5 47
AR [ 56 UE b3 Ar 0 2 BH A1 R 25 Wl 24 i 3 A A 20 I () I AT AT B B o IS B 25 AH i) D R

Procedure
HIE1 {EHRESEEE (Mail Policies) > iR [E]3&1F (Bounce Verification) TTf I, i #iiZ % (New Key).

FRR2 MASCA PR, RJE R AHRE (Submit).
TR WAL

What to do next
X EH

* JHFREEH, on page 49

AT LA AR e B b S ZER BRI, AR5 m i 7B RR (Purge) KAA R IF Bl bric % 8] .
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cEIREIIERE
S [P 15 A . B I WO [P R e

Procedure

HEB1 EFEREREE (Mail Policies) > ;R E3E1E (Bounce Verification).

$®2 NmiEIRE (Edit Settings).

P 3 PR IRA T ROR IR, IR I BRI A g A Sk WERERSING Sk, IERAE A FRAME .

T4 5, BB MR E VPR RIGUE A ET RIS BT FE 3 T4 A RIS BRI
o B G B A AN LA B E P A4 e 4% 388 A s 1 2R [ B A2

TIRS FAIHINE L

£/ CLI Bc &R 5136 1F
A LM CLI 1] bveonfig F1 destconfig iy %K AL B IR [MI%iE. 71 (Cisco Secure Email Gateway
AsyncOSCLI %451 ) A4 T iX 4.

IREIIE SRR E

IR PR AE LR NC B P AR, RPN E AR R — A AR [Rls ] BIWT . 408 HIAH R ) 3 6
I, AR RGHRRENS P AR I IR Mo B U kb ic /B PIANEE 8 T BRI AE 5

KB RIESH
deliveryconfig fit 423 5 B AE MM 9 S AL 38 A A ) 25

WS W9 AT FH 22 N WA B U A2 15 1F: SMTP il QMQP. {HJE, A 4K BEEE#R M ] SMTP ££1%,
AUt deliveryconfig iy & A~ i B 72 1% WL

\)

Note 3oy /47 ) — LU Th e i &5 23 S WA K ER U0 S0 0 580 4 32 6 e AR SE U (5 . 7 PRI L,
HZ I “r R LA 1P sk sk

HXERR
o BRIAMERE TP #2110, on page 51
* A REMIALIL TIRE, on page 51
* BRI I KL, on page 51
* deliveryconfig 74, on page 51
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gtz ipEn [

EOAEE IP 3O

BONTEOLT, R 1P 8 VATBEATHE AL 1% o W] DABCE i e & AR 1P #2 Hul 1P 2 4. 4
R E BAR#E I, AsyncOS e N EHLEAE N, $fH]55 SMTP HELO fir & (BRI 4 4%
IR M4 . ZERCHE 1P #2101, 5] interfaceconfig #ir 4.
DL 22 A7 AT ] 8 Bk 458 07 VR I8 £ M A AR 2852 I R«
o AR SRR ISP R 2% 2% S L ) VAL TR R b, AR I DU C R e
* MWE N ASNERFER, ] routeconfig it 1 FR A B HKEAERL
o T, KA S BRA R S TR IR . G SR TP bR B E AR BRI S B, T R
Gt AT T 0 o e 2508 1

A] RERYFEIE TN E
A\

Caution {1 50 j5 FH b Th g, XML AT 5L, IEH AT RE BB E0c. Bbah, TR AR S AR RFC
5321 bpifE. A RFENE S, 2 http:/tools.ietf.org/html/rfc532 1#section-6.1. .

MU AT REMILIR DIRERT,  AsyncOS 0B AEARIEMEAF IE 3OS, AEAEWCAE N LA s 12 iy
RN T AT HEPERR S “ ATRERIARIE” o A RSO N EHLRFEE DB A PR 6 02, BhTh g m
B LEMCE N 22 AN IR PERIIAS . AsyncOS 2 FE B H & FoRs P NS T RERIRIE, IR HEAT
A E SR

NN PR
T LLFR R S W0 5%k BEA T H Sl S A A 1T S R s RO F AR . (REHMIBRNE A 5 Ak
ST 10,000 NERE . ) P BREN S BT 0 5 OK S AR I 0F A R M O T
MFRER?,  REMITWTRE P I ERVGEREC 600, X T AT, BOAERLRECH 10000 o Kzl
BEE NG T BROAE 8 G W AR B IO M 2% o I, L8R5 KA SR KR, IXAE - SEIR
AT RE P EUELE S5 (DoS) i

deliveryconfig 75~ {31

FELL I RBIF, i deliverycontig i WFEIAZ W E N “HZBY” , FFERBHT “RlRERMfERE” .
AR B N 0 WA 6 E B R B A 9000 1,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:
- SETUP - Configure mail delivery.
[1> setup

Choose the default interface to deliver mail.

| raEwgmintixneg i


http://tools.ietf.org/html/rfc5321#section-6.1.

B Emmnttixhge |
. deliveryconfig 7~ 451

1. Auto

2. PublicNet2 (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)
4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery"? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

BUAE, BRI MR AF 0 G HC B AR s «

B REmminkxns
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Figure 6: 1% & B #RF11E1X

{5 Virtual Gateway™ A w i EEtEmEmEm [

o

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACEKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

Ethernet interface: Data 2

Cisco Email
Security appliance

-

Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: OutboundMail

Host Access Table (HAT):
RELAYLIST: $RELAYED

ALL: SBELOCKED

Default sender domain: example.com
Received: header: DISABLED

Masquerading:

FA destconfig entry for the host

small-isp.net was used to limit
100 simultaneous connections, or
10 simultaneous connections using
Virtual Gateway addresses.

The deliveryconfig command
was used to use Auto-selection of
interfaces for email delivery and
the Possible Delivery feature was
enabled. The system-wide
maximum outbound message
delivery was set to 9000 total
concurrent connections.

{& A Virtual Gateway ™ 7K A FT & T 5 RIS BC & AR M <

A5 4 Cisco Virtual Gateway™ FEAR S HARF, W[ 152 5 REA0L R SC ik, DL R Gy e 42 R0 A 3 i

P S L

SORFREAU M SSHAR SEVE TS AT A SR BC A IS o8 CRATAN A TP udik . BN, JF
NI SE I A RO 2% ) WIS AP SROMGS S TN By SR IS S, R IN R A AE []— W PRI R SG . Brf
M1 X S 285 v 18 T P R UL PR Rt 2 Ay 255

X EHR

* MEi&, on page 54

raEwgmintixneg i



B & BR R ANRIX Th AR

B &z

o BE REPL A JCHIE, on page 54

o AR RN G HLHE, on page 61

o G BRAREA MEAUL Y OG- ) A% 1635 4%, on page 61
L

SBIFR T — s AR SSHOAR, 5 7R3 Bl OR & = Bl S0 J03 P rTSE adb ATl A .
FURA SBAAG R LUK IS 90 50 73 B je 22 > E UL R Gtk DLR T A AR OB A o AN UL Y
KHBIEHS BATANF K 1P Hudik ., EHLA RO S A BA )

AEAN RO S Lk 3 E AN [R] £ TP b1k A 32 ML 44 ] ff R0 e 12 90 S A% 32 R A2 b £ N B2 HLIEAf 1Y
Wil, IER 1T IR AE R B AR 1o BRE S A R RE, W SMTP HELO fir 4 o AN
W9 S btk F o IEA I EWLAG o X nT A DR AR B0 ELIDE 9 IR 45 S A B (ISP) $04T /% 7] DNS £ kI, EHIWF
I S ] DG 38 T 1% e 4L I S b i R 26 (K I 1) TP Mk . Hh T4 22 ISP i S [) DN'S 78 e ki &
LRI, RIZIh e AEH A o 40 S i) DNS £y ) 1P Huhik 55 % 32 ML TP Huhib AL
fict, DU ISP mf DAE R A ARV, I FLIE 2 B BRI . R0l AR R O 7] DNS £ 4
TR RERG LD 232 TP Hiuhik, 8% S0 IR 440k 7 AN BELIE

BEAN, 32 Dy BEAN ME AU St ik r FR 23 AR KT EBA S i SRS N BN LIEAEBLIER B
A REAU R S I P S Ul'JZi?‘EiZa‘zHLE‘JEB(*#%*E&?MFU*J—’F@%%@H% HZ AR FHLIE
FCA R UL O AS R A AE [R]— SRR SRR 23 IR ARIE o RV IX LU BB A SIIEA T AR B DL -, (H
RGUE B H SR DI REATIRE P A HEAA R 5 BA A D — A SRR HEAR S (1 4 T R &

2 B FE 0L K i ik

FEBEE B REAU M S k2 7, 6200 BE RIS AGE IS PE ) — 41 TP Mkt (ARG R, W2

“COPBCMZE AN TP Huhl” BRSO BN ER IERATC E DNS RS dw,  LUIRRE 1P ik d A A7 80 EHL
Hio IEBHMCE ) DNS 55 4% nl i ORAEWCIE N ENLAT S 1) DNS BRI, RS AT o4 A7 2801 TP/ 4L
SR

X EM
o QT TP 42 1 LA 40l OCAC & A H, on page 54
o R AT S 2 1P 2 11 LABEATA£3X, on page 57
* A altsrchost 3L+, on page 58
* altsrchost [R i, on page 58
* BLA7 altsrchost iy 217 2GS 1) SCASCAF 7= 491, on page 58
« L CLI ¥3 i altsrchost WG, on page 59

SIE#HRY IP O S EMM KES{ER

e T IP HHE R =LA S, T AL G bk (1) 28 — 22 AT GUI Th i) “M 4" (Network) > “IP
#2107 (IP Interfaces) U [ EK CLI H [ interfaceconfig fir 2l it 1P/ FEA LA X G E B i) IP B2 .

FCE T IP I 2 Jn, FLLESFR 24 1P #2 BES 3R DAL AR5 AT LUREIX S84 7p e 2045 A€ 1) RE A
RISCHL, FRGAEALIRMEPERS 2 DL “ Bty T sCABFA Al HIIX L8 R 40 9 S i

B REmminkxns
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sigse P ausEnnseaEn

QI T Fr A i) 1P 45 1 e, AT LR A8 50K 80 REAU R SC i Bk I 5 SORE RS TP 2 1 sl 1 41
Hg SRR LSS B -

* ATLMHH] altsrchost iy 42452k F4F 2 RAF N TP Hbik lfs R A b A7 L Ay A e 3 32 491 1P
Ferr GBI SCHINED B 4 LA T ARk .

o AP e g, R RABCE R E EAL 1P 45 DU A AR EHL TP 1 GRS ) 58
PO ADRALIEARIC IR . WS BB SN CRAUM SGHIED #fF.  (I7ikbe Bk
IR FERIGER . D

ARG IP BTG R, WS P “ V5l le R 57 Bk

FIHAECA IR, FRAT R IB AR OGS e LU LA, s B R
Figure 7: 2 #£30& FZE O RH

‘ IP interface: PublicNet 192.168.2.1 ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7

| IP interface: PrivateNet 192.168.1.1) |

LE R, “IP 4% 107 (IP Interfaces) UL IR A IAKR Management 4% 4, EHCE T /N
(PrivateNet Fl1 PublicNet) .

Figure 8: “IP3£0” (IP Interface) T TE

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...
Name ‘ 1P Address , Hostname , Delate
.M:;mag.ernent ._ 19.2.:1.6.8.4.2..42;’24 :.mawl3.e.)camp\e.corn _. @ )
“PrivatENet I 192.168.1.1/24 .ma\|3.a>camp\e.corn | @ .
.PublicNEt ] 192.168.2.1/24 "ma\IB.E)camp\e.corn [ i)

PRk, AT “USINIP #2117 (Add IP Interface) GUIHIfE: Data2 LK 1 E 844 4 PublicNet2 ()
B {EHEIP Hikioh 192.168.2.2, HARE T FHL4 maild.example.com. RS54 FTP (i 21)
FTSSH (i 11 22) i T RS
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EmEREEEDE |

B oesnrezousenmirsEn

Figure 9: 7570 IP 3% 0 (Add IP Interface) T3

Add IP Interface

IP Interface Settings

Mame: | [Publichetz

Ethernet Part: | | Data 2 v

IF Address: |192‘153,2,2 *
Metmask: | [255 255.255.0 ¥

Hostname: Imall4.examp|e.cnm

Services: | Service

& Fre

=
o
=3

|

Appliance Management

*

| Onrre
[ Hrres EEE)

| O redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

*

| IronPart Spam Quarantine

| D IronPart Spam Quarantine HTTP

17

[ rranpart Spam Quarantine HTTPS
| O redirect HTTP requests to HTTPS {HTTP and HTTPS Services will be turned on)

[ This is the default interface for IronPort Spam Quarantine
Quarantine fogin and notifications will originate on this interface,
URL Displayed in Motifications:

Haostname

(exampoles: htto: fspamQuurty, hito 10,1 .1.1:88F)

Warnings -* Flease exercise care when disabling or changing these Rems, a5 this cowld disrupt aotive connections to this gppliance when changes
to these fflems are commitied.
** Hyperfinks and URLs affected by these changes will not be usable untl the changes are committed.

BUAE,  FATTRIMR A W4 G HC B AR BT -

Figure 10: 7B —/N A 33Z0O

IP interface: IP interface:
PublicNet PublicNet2
192.168.2.1 192.168.2.2

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 T

‘ IP interface: PrivateNet (e.g. 192.168.1.1) ‘

A FH AU RO St kI, 34 W] A6 A 1 PR B s (R G

B E AN E AL
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wrsteega) e gOsitste ]

Figure 11: TE— /MUK 3% O _EECE 0 AN E R itk

.. Internet -
¢ SMTP
Public
listener:
TnboundMail |A sMTP A suTP A surp A smp
IP interface: IP interface: IP interface: IP interface:
PublicNet PublicNet2 PublicNet3 PublicNet4
192.168.2.1 192.168.2.2 192.168.2.3 192.168.2.4

Ethernet interface: Data 2
‘ Ethernet interface: Data 1 ‘

| IP interface: PrivateNet (e.g. 192.168.1.1) |

TR R DU DYASAS[R] B9 TP 12 FUORARIZ M, Frp U A A B PP S B %52k A L
R A [ S F

TR EERRET R IP $2 O LU IT IR 1%

altsrchost AT PR 1y B EIRIE, KRN IBPERM G R 2P0 GRS L)
DAMEAIX B0 LU IR IR o (HE, i B2 S K (0 T REAT B A P 37 1 USRS 7 e S 815 5 K2 400190
KIS DOAZHTFCRBAFL S S AT . AT RTEAIME R, 5 S B AT oL 08 5 I It S SR

altsrchost fﬁéfﬁﬂ‘?ﬂé Hﬂ[zﬁ:ﬁéji/ﬁﬂ @%i“%?*ﬁﬂ@i%ﬂ%ﬁi)ﬂ lj':] 1P E DEEE Déﬂ
o RAF NI TP Mk
* frER A AR

THRE RGO FAR IR ISR 1P 45 5 4, nTRLBIEEME 3 8, DUERR R AR A TP Hidik ol
fHBRAF NI S TP #2841 (FRGE M8 QAR A4 7K 34T XS .

AsyncOS 234 1P M HEANE 35 A 1 N hE by Wi 25 PIREAT FU . S SR TP Mludib sl 3 A ik 5 3G
e ANEPILRS, W2 AR TP bt FY Tt sfiA ik o R BCA ULHCI, U T BRI st 1

RG] LAILRC LA AR BB R AL LA R I (R4 Se 2

& AHY P s AT NI TP bk 2625158 42 VLT o

Pl 192.168.1.5

SEEMARIEE RN | (53R A AU DI VT A L

{?WU username@example.com

RR#A RGP B S EE R AR AN bR @ £555 2 BT AT IC R .
@j@/ﬂu\ @ ﬁr‘%o %WJ username(@
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B Emmnttixhge |
. £\ altsrchost 3T #

15 ARG AL SEE R AL e RF5TFA6 0080 BEATILAC . 14

@j@/E’u\ @ ﬁ:%o s @example.com

Note {2/ KL altsrehost R IKIME BOFER A 085 B2 J5 HAER B A uBas 2 0, A it e
I SRR R 1

£ CLI ] attsrehost T4 F KT LLR iy 45 HE UL 9 5 o (1 S e Ap -

B it AR
new F-h O EH IR WL
print R Y HTIU B R
delete NS — S e
B X altsrchost 3Z 14
5 HAT. RAT. smtproutes LA R AAZEFIM K —HF, 1] Lot AR SR IE XL altsrchost 4%
H .
Procedure

S i altsrchost 12 ) export T 2K A & H R H 2SO CCFAMBETRE) .
L2 £ CLL4, SRBUZCHE. CHRFEYME R, ESMFTP. SSH F SCP Uii). )
LB 3 M AR A, SR RIS H o MUFE altsrchost & HH 1) T 7R P E 3 2L,

LB (R HBCE AT “altsrchost” H3EH, DMERILUBEH SN, (HRIE4GEE, 1§55
FTP. SSH #1 SCP i/j 1], )

wIES5 fITH altsrchost 1) import 25 A4 f5 1 AT

altsrchost fR &l
Al L L £ 1A 1,000 4> altsrchost 45 H o

B A altsrchost iy S A 3R EF B9 ST S~ 5l
# Comments to describe the file
@example.com DemoInterface
paul@ PublicInterface
joe@ PublicInterface

192.168.1.5, DemolInterface
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| EEskmfnieitohge
3T CLI 7N altsrchost BRET .

steve@example.com PublicNet

Import Fil export ?nn SEBATIEAT, I A RN TP Hhk sl S A A N HEAT WS 214 1 A4 R
BP0 —HUE AR AT, R RO T AR BRI D AR PE A
5 () E&Jﬁ% @) %B:%JT‘O TERAT AP AT 5 (#) TR IR 20

1837 CLI ;7570 altsrchost B &+
MBI ZREIT, KFTE altsrchost R LAUBRANIEAENS . KRG, QIEHNINEH:

* EE ﬁ fé y\J @exchange.example.com éﬂ#ﬂ&%%ﬁ’ﬂéﬂﬁ‘]ﬂilﬁ#ﬂ%lﬂ%ﬁﬂ“ﬁ PublicNet Tﬁ I,

« K H IP Huhly 192.168.35.35 KA N 1P it (ltn, Tl Emimshms e 240D MR- e i) 3
PublicNe2t $11,

Iha, BFTE) altsrchost M DAIEARIN, JFAHIATE M.

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

R E S AT A
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- PRINT - Display all mappings.

- CLEAR - Remove all mappings.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

(11> 1

Mapping for 192.168.35.35 on interface PublicNet2 created.
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.
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- PRINT - Display all mappings.
- CLEAR - Remove all mappings.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

NP TR ARAMG R S R
Figure 12: 73l #E42EE ARG IP 8 A4A

IP interface: IP interface:
PublicNet PublicNet2
192.168.2.1 192.168.2.2
‘ Ethernet interface: Data 2 ‘ The altsrchost table was
o ) modified to create these
mappings. Messages from
@exchange.example.com Use the
% interface PublicNet, and
? messages from 192.168.35.35 use

— =:. the interface PublicNet2.

exchange.example.com 192.168.35.35

HE A FE AU ) K i

JVEREAN BN OCHLEE BAT B ORI IRAEA S TA52, (HRSE R, HR D MR D Re ik i i1
REFUAI O BABIAE A — A AR A O 1 4 L ] o B2 M5 RN MR 420 S BA A IR 2 N MRS
15 1% H hoststatus Al hostrate 1y 4. WA “AHH] CLI #HATE BN 7 —p g “ BT Hr s
A" oy

hoststatus #7423 IR [FI47 5 545 WA N N R IS PR AR (1 ML PE A5 6

ﬁﬂ%ﬁfﬁf@ﬁﬁl?@ﬁi* MR 25 7R AT AR KRR S e (P45 R o 2y 2 2R 5 N R R 1) 32 4L
EisYiiEc e lﬂﬁl*khrf fAsyncOS fﬁﬁ*ﬁﬁ%ﬁ’] DNS 155 B LM AE N MR A B g — AN R
35 A R B3 2 M —A resetcounters i -2 4T LA EN1K .

RS THE B s hEas Il Egs. dbah, REBIFHARESR AR LRiEsh. MX dRAl
2 JE B SXX AR,

BIEREA RN K B X R

HEIE R G SR AR G RN R 0L G Rk 2 ) ) 1

raEwgmintixneg i
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B & BR R ANRIX Th AR

B, — 2l N ISP 23 BRGNS VFREA 207 i L RAT AR . DL, A5 EES ISP IR R AR
2, U 2 A R O AR IR AR

11K destconfig fir4> DL HEAU R S IE I o] 525 W B4 L 355 BT H AR k2 B AF4% 3%, on
page 38,

FEQIE— “H1” R SR IERT, RSO O AR A AP AAR R R B N T B2, BIAEIZAL A5 254 4
IP Huhl At 2 it

flhn, a7 254 A H ok 1P kDRI E NIl <Rl Oy U AR ek, JF
HAE B small-isp.com [RI4F4R s 24T R0 v 100 ANRINERE, it T R U bk i 10 4%
o WRCELA S IR (1 254 A TP Ml ST IR 10 NMER; 248 — A UL
Hks

ERER/EGHITH

AT HPRRE BN e NIl TP ik G AN 23 OB 1 BSPE P SCIRI A, 35 48] AsyncOS

SR IT TR . unsubscribe fiy & SEVFE 4 RIGI T A R IR Rt bk, DA A FANZES

UEThfE. AsyncOS M “ A mIBUH T HIP S dle AR kA TP stk (1) 51 RS 25 B oAk A st
bk R NS P A K BEDL RS, WRZIE NSl Z 5 sBR F], I H ARG T (GUS)
TR TS N, CHAESCIRRAC SR I e A N S E 5 sliliR M. ) FES ke k%
M i sx 37 BT GUS A tr, TR 2 R GL AL I T AT HEFT o

\)

Note 4> i 11 FH AN A T S M 44 B R RIS IS 51 R EAT 6 R o 2B I LA —Fh el b L

s B RN SR A A0 B ANIE 2 IR AR

4RO HIAN Al R 10,000 Atk ity BB 40 T T il T BLRAT LR DY Al 2 —

Table 10: & FEVH T BiE%

username@example.com SEAKE T AY B0 IS 4 M
VB VA FH - BH R e 3 b e e et N

username(@ F P4

FP 44 WA B i A b AT R E T 44 1K P
WA ZETSEI T 2RI at 755 (@)

(@example.com 15,

SR T UL R LA AT N 1475
RS ESRRTI | at 175 (@)

@.example.com it
P B EE 2 1 BH LB R AR R 4l S I P 1 1
IEELICE YN
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10.1.28.12 IP iy

1P bk iE VL T RHAE R AR TP itk i) Bir A i
RN T RIE R AN TP M EFE R 22 N, Uk
VAR A o B R I RS 2 BR )\ TP
HiuhE R o

HXER
* T H CLI ¥s 4 Jri G 7 sk, on page 63
o SAHNG AR T HSCAE, on page 64

£ CLI v i< [BEGHIT Bt

EZ‘S{?UEP, jglf@,iﬂ: user@example.net {ﬁﬂD£UT%E‘EXYﬁWTJﬂﬁ”%’ #lewﬁéﬁﬂﬁ%ﬁﬁiil@@[ﬂﬁﬁo
R B e bk R B AR R IR ] s ISA Y SCAE AR SR B 2 i 24 FLaR A]

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as
"@example.com" or "user@" are allowed, as are IP addresses. Partial hostnames such as
"@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

R E S AT A
|



BB B E FE 2T Bt
B s nssemmETAH

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?
1. Drop

2. Bounce

11> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

SANNSEEHEGEITHAXH

5 HAT. RAT. smtproutes. ifaxfhde®. nlfaK. S LK altsrchost 45 H —#F, nJLUidE 3
RSN S RAE 4 RO AT - 45 B

Procedure

P11 I unsubscribe 174 [ export Ay 2K IA 4 H T H B HEA S (4 E‘EI%?T‘/”\) o
ﬁ%zﬁcu%,ﬁMﬁi#o<ﬁ%$%hM,‘ Z[FTP. SSH Al SCP Jj ).
W3 WM ORI, ARl H .
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| mERBEEE

mm: weEE |

I FAT RSO 4 H o AT AT bRUERRAE RGEIR MR IA 2 w52 1) (<CR>, <LF> 5},
<CR><LF>) o VERATUECT AT 5 ) I 3k0F Hap 2ms . Bilan, AR SCAHFERR T s AN A s
it (test@example.com). 451k (@testdomain.com) AT AT WA N AEZ AN B A HH [F] 44 Fx
(testuser@) P J* LA AERE € TP Mk (11.12.13.14) S8 Tl A .

# this is an example of the global unsubscribe.txt file
testl@example.com

@testdomain.com

testuser@

11.12.13.14

TR A RSP ICEAAR D IORCE H 3k, BHEW LRI S . (AR R, TS FTP. SSH

F1SCP Vi), )

HIE5 (i ] unsubscribe ] import iy 45 A g i 1 3014

Bl HiHEIE

RGBT A U R G A AR PR MG . AT AR O
IR AbEE, JFE R T T R4 . % - Cisco Secure Email Gateway[fI S I : i b 1AL 1% )
B R B3 X 3R AR BA S b R AR IR AR L

AU trace 3 4 T LISRIL AT DD RE K 2 5O . 4 XA B, 1200 “mepig” — 3%
Rl A TS P A P B

\}

Note  Sof TARRMSA:, 75 REHR AL UERS I B IS 2 BEAT B B0HE 2 4 4
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Table 11: Cisco Secure Email Gateway8 Bl {428 . FEUHRE-Th &

ek 15t RA

FHLVs H) 2% (HAT) ACCEPT. REJECT. RELAY 5 TCPREFUSE %%
FHLDNS RAEANGAE | Bk Bk

RAEANA BEAS TP HuhE A5 KT RN HE L

& B KA NRAIE (eI IN LI NANVIE S I E 4

RAF NFAEG 413 B /INISS P gt S R i R

HIS - S TCP AW BA S K/

TLS: /130

SMTP AUTH: 5/ 3%/

LA HA KA IER ) MAIL FROM {5 Sk If B4

IR L2 IR 4R FUR A NIRRT 42 1) Mail From 4% H
SenderBase JT/5% (IP it &/ 4 0D

CA AR Sk K M SRR B I IEA: TR

ENINE A B P Rk 28 IR

IR [ 56 E TR R R 2 Gk

4 Map A9 VG P e 55 28 A S S o PR RN N S AR B R

et N7 2R (RAT) CBUBR A IR #2532 5idfi 4 RCPT TO H IO ALK F € SCSMTP Wi . Se PR iR I
PENGEIL R o

R CfEEREAN . (CRCEMRSGEE . aliasconfig 452 listenerconfig (K 4. )

LDAP Wik N2 Wk N33 1) LDAP BiE & AEAE SMTP il 2 rf . WERAE LDAP Hk 42N, i<

LGRS . 7T LUK LDAP 56 UERC S 78 TAE A S AT
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Table 12: Fp {4 % 218 S OB &

: FEEANMEIETIAE

mm: weEE |

T1E
A5

L DAP Yt A3EZ

ES
g% LDAP {h2E

LDAP B&H

R 1 i A

S N2 16 LDAP BAEAE TAEBAA 34T dn A
LDAP HgkH 2R, WSEFSGRFIIREE. v LU
LDAP B:3FEC & SMTP 231k H AT .

PR AAE TAEBNI s B AERfAR P ail e LDAP 71
WEBEBRIMN. WA (To), “KRAFEA:” (From:)
H/EG “¥Pik:” (CC:) 153k

KX R A% el bk S AT LDAP Al 21 LDAP £ if)
55 Ak 8 25 B ) mail-from-group H rept-to-group 45 & Al
Mo

HEPEILIEASAEREA: “ 452> Z AN
B

* AR A 2

REREREE  [FRUCEEASD | SR S R AP, JEIRIEA s Dt
] TTALER.

B s AR P T AR A& . R T4
WA I AT CHRATRE) . * AT R )
R IX.,

BT PRGN A AT SCHE AR SO, DT
Fr T 75 474 SR

Rz it LI PR IR . * TSI PE R L BN IX

HERE RS i AR B A T R I T I R . % TR R
EFIREX.

R ST TP B2 C1 TP B2 AL M

fEi% IR %) LB EER A L
2. RERA R,

ETF AR F b e HEASLI 36 LI B R M o
B EAS I REIRCE SO T RI% 1 TLS 0
T

T HRARSR 6 TP, RS (RO

S BEUKITR HgiE S (R R AL E AR

B EE B S ML AL, TTHEBOTRT bR H b

M AL e A AT IO

* XU T BE PRSI 3% BIRR A R S X AR s B o
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