N5 E it MTA BIIB1E

AEALE LU

o I 5 HAh MTA (13015 MEI&, on page 1

* WA, on page 2

* FEUWT R HAT 5 F TLS, on page 7
o fE3EI A H TLS FHIE 55 1E, on page 10

* 5T DNS i 44 LA S gE , 45 13 7T
& PR MU HLAF1I2, on page 16
* 4 HTTPS j& k45, on page 19

N% 5H b MTA BY&{SHEd

GNP CHRMBEHERARER, BIMTA) 4 AP S0 T R T Bl 2, il f
TR . (EAER T, RIS 7 ST 5 0 B R BT A £
ST =, HE

Fl 22 22 4 (TLS) A& B RRAS 1R e A B3 2 (SSL) FiA . AU 32 F -1 b i T 1) SMTP
251N . AsyncOS Y #F STARTTLS J £ %] SMTP (Secure SMTP over TLS), #HK/ 4% S 4 RFC
3207 CHUX RFC 2487)

AsyncOS ") TLS St i N2 KA B fh 2e 4. R, % n] DUMAIE P& WL S5 5 N X.509 1F
PRFAH, Wl LAl B2 A UE AN S EAEH . AsyncOS SCREXT A SLRIFAG I AR #2100
24 HTTP (HTTPS) & FEU A . LDAP 4% 11 LA K BT 46t TLS e F Pl r) TLS UE4 .

HEXEM
o ffi[f] TLS /n% SMTP £:1% (1) J5 1, on page 1

(£ TLS Nz SMTP £iE89 A 3%

] TLS fn% SMTP 231 (1977 1%

mESEM MTA EE |
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B csoes

HERZIRYE BEEER
55125 | WBUBIE B R LA SREL X 509 IEFFIFARH . | UEFB 948, on page 2
5 2 05 | FEMSAE M O e IR 7k
* A %544 UET , on page 4
* $AIEFS, on page 6
55 3 25 | PR RN /A 36 A B TLS o ZEATUFRE Y HAT 3 Fi§ TLS, on page
. %)%Hﬂ“}%’)?ﬁ TLS HHIEAS%E, on page

Fawp| (k) AE SR RZAEEESSUN U | & BAE-BmUA L 5112, on page 16
R, MHNZA R BRI AIES, @5
ks

50| CATE) A5 BB W4 SCHC B AE JCIE R AR | 6 22 TLS MERZRIBUN A% 4], on page 12
Y B TLS JERE BN A AR

WERBRYEH

SEI TLS, WS4 R % 25U A ] T BN R IS AF ) X509 UETS FIVLRCHIFARH o %8 ] LS SMTP
BMAMEAEAL I A UE45, X1 L HTTPS IS5+ LDAP £ 1 LUK AT 21 H ARIR) A% ) TLS 4%
FEHIANFIRIE S, R G ] —iiE 45

¥ H] certconfig FLEUF 15, 0T LALE Web S “M 44”7 (Network) > “iE15” (Certificates) UL [fi I
EAE TP, B CLI ] print in 2 &G ILYRK . 1HER, print 72 A B EIE .

A\

Caution iijs ¢ oy G Bt FH IR TLS 1 HTTPS ZHAEIGHURIESS, EAL P AUE S 5 AT — IR S5 H LA 22
A, IAHERE ] i . ARS8 I b — TR 55 I, CLIRHT 408 i
Ko

AXER

o HE AT, on page 2
* WE B LUET , on page 3

#AREBEZZIED

TVEAEHBAE I SR ) — & T AL ) A e A2 AR (B, BRI SEHUANAE G0 76 R 88T T
VAT, WIS IE . A AT R AT HAR T K

B nESEe MTA fEE
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mneazziis [

HARTIRE FHEE

810 [ WUREAESERE T, R TR . | TR AR, on page 3

32 | AR A AT BRNIE 145 4 1K (CSR). I 1554 115 , on page 4

333 [ RIOUE P R BV BUBAE TR LRI T S | 56 T REE 1348 4 K (CSR) BIHIE AR
=, HUFJ , on page 5

435 | AT . AT AR MRS BIOIE S | on page 5

5 3 | WA BAE P IE BAR LR E T2 (G AE M | 4 2E BTN F1%, on page 16
KHUH .

863 | AT AT AE, AT LM e E i EE 15, on page 4

#EBEZIED

HH, LU 32 2w B KBS R KBS G 2 1) (TR A B 24 o m) 2 4l 1Al REie Ay

HoAth 7oK o
FE R $RAE BEZER
810 | WUREBAEERE PR, TR MIAT U AE S B, on page 3
Btk
552 38 | INHIS AT W9 G A il A8 44 RS B {244 AETS , on page 4
34 | I ASAIED. FHHIET , on page 6
940 | AR SN SR OCEAF T | 20 5 — B TR AR G STRY o
HHL.
8508 | N — B ENAERGE R BBAUER. | S5 — SRR AT SCR .
%6 | K ABLUEB T — G HHHEN AW | 2 AUET , on page 6
M?&o N
gz
Z AR AT G E izt LS = .
i, EECE 5 R} Cisco Secure Malware
Analytics (Threat Grid) &% [ 221045, 162
B ST 3 B e 55 o G B v R B
WEPRFEREE

A5 A AT AU ENLAVE QUL AR AR o WER MR R SRR, BT EE AT
SENVGOR A REASERAE L PN SRAEAS, ER] AAE S R0 42 (¥ 30 C A4k 15 A ] 2 4% A4 7

mESEM MTA EE |
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B s
(SAN) UEFERAN o REANERTE RS R UE A5 20 20040 AR A (P UE A4 FK,  IXRE 22 i b (R i Wy B 5 H At ot
FHUEER, SEREA fete 5] e .

Hh (8] H

BRAGE IS UEZ 51, AsyncOS I SZHEAT I h HIE P3G UE . P RIE 2 2 G AR UE AU R E 15,
A F AN, WA R E3— &5 ESET. a0, godaddy.com AJFEMIKR T —5KUETS,
LG XA R — S AF AT I RRAE BN LA B2 T 1 U UE S AR« H84, 1 godaddy.com Al 1]
UEP AR RIS 20 godaddy.com FFAEHFN 3245 AT HUAR UE TS AR AT LR R AV B 360 IE

fEBEER MR
FELLNEOU R, ER]RE 75 EAEMRAE M ¢ LA B2 A UE 1D
o ffi ] TLS I 5 Hifth MTA 1) SMTP 251 (ASEFIHIBE 415
o LEMBLR OGS HTTPS k45, LAMEEA HTTPS Vi) GUIL.
* LDAP %5 #5 75 B4 P UE 15K B 25 44 0F 1 HAE LDAPS 145 i iE 15 o
 SEELHREE M K5 Cisco Secure Malware Analytics (Threat Grid) 13 £ 2 [7] [ 22 421815 .

ZUEH] CLI B A2 4k, 15MH certconfig A4 .

Procedure

FB1 KL% (Network) > iEF (Certificates).

P2 JHRIES (Add Certificate).

$IB3 S FEIEBEZEBIEP (Create SAf-Signed Certificate).
T4 N ABAIE BN E R

PR SELEMREFE

HIR LRI VL E 4 FR

LA MR T

W X 0L I AR T

AMiATR X ML AL/ R X .

I 5/ b X G0 BT AE R/ X (007 BE 18O 465

XL 3T P R L i) E - B2 1 RE

FAFIIR N A CSR ZE AL /N e AR 2048 A7 F1 1024 47

IS i T—% (Next).
I 6 LT FQDN YHiE (FQDN Validation) S EHE LA VR M AT A e P A7 7E /T “ AL A FR” (Common
Name) /& 754 FQDN #% .

B nESEe MTA fEE
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ETFREEHEEER (R Birpmenia [

BT WIEBHA—DAFR BUAEIL T, AsyncOS K73 B 2 B A 1 H 44 5K o

P8 W RIETHER L IIERAE M IE B 41K (CSR), 1E Mt FEIERZERZIFER KA CSR LL PEM X
DRAF 2 A Hh B 2% H AL

TR FAIFINE L

What to do next
SRR T —AN D

* WE BB AUET , on page 2
* B AT, on page 3

AT RFIEBZZIFXK (CSR) BIER M A A

UEASMUA AU AR T T30 UE S 3 R P UE T R FE A B 35 =7 HA A W] ol TR i 3
SAGAESAAMUAR, I T JRORIE. AT LABUBGIE S AUA LR W SRS AAAY] . ERIANIL ST
TS -

A D9 G FT LABI A 1 25 44 UE 5 AR BGIE P28 44145 5K (CSR) BURAZ 4l B R LAY LLIR 1 A JEIE T
UE 50 A WAL L3R (R FAH 28 4 ) nTAB AT A LR 5. AFH 4 S i “ 4% ” (Network) > “UF

P57 (Certificates) UL [fi 5 ffi /1] certconfig iy4> (CLI H) nJ LAIEE A ZUETS . A CSR PLK 28552
BHEAILUES.

AT TR — R B RS, TEAE BB B 2R “certificate authority services SSL Server
Certificates” , JFIEFEmAEI 2 A LT RIM IS o 42 BUIRSS 1K U W1 3RAFUE A5

[RER1E

WS RS B4 UET , on page 2.

HEIEREMA N AEZEZEIER
UEF AR A URIR [RIFAHZE 24 I S AG AT A SE P G, T AR 15 A% 22 A 5
$5 0] LUBHIE 5 A L& FH I R . TP 10 HTTPS A4S« LDAP 2 L1k i 47 45 [a) H bn I 4%
HOTLS %4 .

Procedure

T KIUED ARz a1, S REERI 2 G A FE T 5 PEM S, B = n] LR ¥ PEM
. (OpenSSL FEFTAYHEH T B, W LLM http://www.openssl.org % 2% 3k B AR A )

LR 2 KA LZAUEP _EALBIMRAE R 5
Note I ARUE S A A URA I 50K 7 s A 1 H A A UE TS .

a) MKIKIEFEM L& (Network) > JiEF (Certificates).
b) G RIEBE MU U T 285 HUE T 1 24 FR o

mESEM MTA EE |
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FHIEH
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¢) HANZIAFAEA M FEHLE R A E A
SR 3 L UL AR S AL UEH A SR R IR

What to do next
HEXED
o HE A AUET , on page 2

AsyncOS SZRFAE R R ¢ EAE I M IAB T SEHL S A PRCS #12 #GEF .
PAFH CLI S NIEF, 15I81T certconfig 4.

\}

Note i LAKHESLIUED, AR SANELUES, NS5 AAE BRI FIES
on page 5o

Procedure

FIE1 RUGE ML (Network) > iEF (Certificates).

FIE2 phiRIGES (Add Certificate).

$£18 3 S NIEB (Import Certificate) £ .

IR A Y NFE 2 A TSP R E T S B A

PSS .

$B®6 S T—4 (Next) EHEIEPHIEE.

P71 & FQDN HiE (FQND Validation) SZIEHE, LU A v/FMse: i SCH Al 15 & A7 “ Adt4
” (Common Name). “SAN: DNS #&#:” (SAN: DNS Name) 7Bl & RN A4, VANETH
FQDN #% .,

LIRS Mk — AR,
BRIANTHIL T AsyncOS 2220 Bl FH 445 o

TR FAIFHINE L

What to do next
s MREHEABLIUET, HSHHE A% 4UE T, on page 3.

AsyncOS SZHEFHHES, IR ILIRTE N PKCS #12 #% 3.

B nESEe MTA fEE
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\)

Note LB Z b1, WA ZAL LR P AL G B 41 K (CSR), 1T S B 8 25440, on
page 2.

Procedure

$EB1 SHEML%K (Web) > iEH (Certificates) T,

$1®2 NS HIEF (Export Certificate).

PBI EFEEFHMIER.

WA FNIE BSR4 R

WIRS MUEP SN A I S

FIE6 LHEN (Import).

W1 RSN ORAE BIA H 5 28 7 5H Lo

LIRS EWal LIS HTEL UL, s EEGE (Cancel) IR [ “ M%7 (Network) > “UET5” (Certificates) LMl

What to do next
s MAREHE ABLIUET, HSHHE A2 4UE T, on page 3.

7E{uffr 2 1Y HAT J /5 A TLS

W PAE T SN EE I A TWT R LR ) TLS . S5 mT REAY S AL T 1) ELIC WA (R ALy (BRI 3L AT 2
Fe) IR TLS, (HAYENFB RGN TR (RIL MR e ) BJS ] TLS. =i, %l pem s
XA T R R RN

TR LU R L H) TLS 4572 LR B3R

Table 1: (5T 32 7 B9 TLS iR &

TLS & ax

1@ A FRVERHR NERAE ] TLS . SRR 3 ) T 3 AN T B I 35 1
SMTP 2 iffio IR MELERM OC 1B il BT R 7 BN

2. Wik FEVERT N MTA S0V AR 3 (114 N #2248 A TLS.

3. W FEVEXT I MTA ST R B AR NGERAE ] TLS,  HMEPER SERT ER wooe.

gHELO B QurT ZAMPKH A AT SRV AR E, HRE startTLs i
Lo AT A RFC3207 $55€, ) i %4 SMTP fEAL 4 /2 % 4 () SMTP
RS . “TE” TLS BARE KA AR EAEH TLS I my ik 4e &
I8 Z KRR M R SCHE 4, A BELE BB A LIS A% 2%

mESEM MTA EE |
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B =/ cu et aRRES RAT TLS EEIES

LRI LN, A AIA LR YA B ] TLS 4. U AAE IV R 1) HAT A Al CGREIBO
s CORIZ) WBPEE A TLS. tbAh, 1ERTERA F AL AR T BRI RIS 5 &, t1s
W “off” .

BT R, 0T DICE AN A VTR 7 e+ TLS R e iE B. AXR1FEAELR, E5
[5e] 20 s A FH Web S 1B s (ot Wi B2 e Avt W 3 215 3K o

HEXERR
* ATH] GUI 2 22 3L sl A W B 23 Bic FH T TLS JE 82 (11IE1S, on page 8
* ffTH CLI A A ILEAAA MW R P /0 U H T TLS iEH:11E 15, on page 8
* H&IC 3%, on page 12
« GUI Bl S0 it 23 HAT ) TLS %%, on page 9
* CLI/Rfi: BE G iWrF2)7 HAT [f] TLS 1, on page 9

£ GUI 4 HEFAE AT 2 F 2 BC A T TLS &3 ERYIEH

Procedure

LB FHE] “MLE” (Network) > “MiWTFE/ 7" (Listeners) L[
W2 pih LGB TR I A R

SE3 E “UFEH” (Certificate) 7B, EFUET.

PR 4 FESTHIA L L.

£/ CLI A HEFAB A2 F 2 BCH T TLS iEIERIEH

Procedure

HIE1 fiiH listenerconfig -> edit AT iEEEEENLE KITITFEE o
FIB2 il certificate M EE A FHKIET .

PR 3 MR G E S WU R I+ .

PR 4 EHRMITREFECE S, K comnit f34H K.

H&RIEx

AT R 2 TLS ANTCA A TLS I, WS 22 e s S AR M H G ATl % . e e AL LA
AR SFT A

o BOVTFLREM TLS %k “hiE” .
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uiwpl: EammiieF AT TS 22 ]

o MBS C & “Must issue a STARTTLS command first” 74>
o ERAERWCETAT B AR NS DL T 5]

TLS JEH R A R AR DA SR L R AR B H &

GUI =f7: SERsfifriz/F HAT Y TLS ik &

UK

FIE1 SHF] “HPESEIS” (Mail Policies) > “ M43 55 7 (Mail Flow Policies) T [f .
IR 2 EREE ORI IR, ARG A B R SRS () Pk . (RIS T DAgmAR BRI S50, )
L3 A “TLS” FEBH “I= M G335 UE” (Encryption and Authentication) 375, EFARVTFETHI TLS 2
ol o
PR A ST L
W% O AR BRI TLS 528 S B T W R 7 (10 WS A3k S s

CLI 7=~f5): Eemiriz/F HATRY TLS 1K &

UK

W1 ffiH 1istenerconfig > edit My EREN & MV FET .
W2 i nostaccess -> default 2 Kgn BNV FL T IFERIN HAT 58
IR PR R LUT B, GEEEE R SO — AN G IRk S TLS W
Do you want to allow encrypted TLS connections?
1. No
2. Preferred
3. Required
(11> 3
You have chosen to enable TLS. Please use the 'certconfig' command to

ensure that there is a valid certificate configured.

PR VTR, HORBIERM certcontig fr M fRAFAE 1] ] TN AL P A RAIETS . R AR QIEAT
TUEFS, UV PR A MR AF 199 56 L F5E Ze e MBS e 15 o ST A AT N E 15 )5 ) TLS BAREATI
hi, ﬁi?34<fiﬁé, §?£14<£§ﬁlﬂq]“*ﬁﬁfﬁi%o {fﬁﬁ listenerconfig -> edit -> certificate éﬁé%ﬁﬂ
VTR 7 CIE T e BCH TLS Jim, BUBCERS SBAE CLI M R 7 i -

mESEM MTA EE |
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B cememnsmirsnir

Name: Inboundmail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: Required

SIS K commit A8 .

YA N ~ l& -
&£ 8T 2 B TLS F0E 3 36 3iF
ATLME T “ HAR$EH]” (Destination Controls) BT Y, destconfig fir4, W H AR ZE4% G2 B i 5 42453
I TLS.
i TLS 24k, 48T LB SR G 1) AR 25 A E 15 BEAT 00 0E o b 3ak G F o i T 2 7 3 R U s P () 250k
oo WU FEVS K 2 PUASEGIE K
* SMTP £l AR ZUEPBE L2 SR UF P AR ML (CA) MR HAEH 452
« AEB B H I AR (CN) SEBCHS ALY DNS 2 ARSI H ARk UTAC .
-
S A2} () I el 50 P4 FH 25 4 T 44 Bk (subjectAltName) 37 JE 44 T i) Heh—A DNS & BRULHEL, 40
RFC 2459 frid. VLECSZERMEECST, 41 RFC 2818 2 3.1 1 fTik.

o [FIik - A9 7E SSL L& & 5 F FQDN B0 1R K E IR 54 E B B AT “ A dk4
% ” (Common Name). “SAN: DNS #FR” (SAN: DNS Name) F Bl & R 4, DLARER
73 FQDN ## .

o [AJ3k - AUAF SSL Mt B ¥ B P R X 509 BAEI]: A7 AR 45 283IF 15 25 44 v
ZAGAT CA MUK T H0AE S0 I BCFUE B A T A IR 28 = T M s A v . BFE a3 =2
fEARSERmi R, B E T 2 RE.

T IR IS 0o DG HC S Rl i TLS SEHRG IR Rk Bk, BRUEEINE . AXREHELR, HS0

“CARHRAE I — 5,

T RT DR A0 DG s T A A% TLS JE B MAE 15, SRl 1, W5 Aty “ HAR¥EH]” (Destination
Controls) T _FH4m%E £ Bk & (Edit Global Settings), 7F CLI F{# [ destconfig -> setup iy

Lo PR RRE, AFEERE .

i/ “ HFs¥EH]” (Destination Controls) B destcontig ATAN I, AT LA LS E AR E 5 MAR
() TLS B'E . B i 5 3 A8 e A5 7 A F sl i B A0 FH TLS gz ob, AL ] LLAR g 2 1 A7 b 22
HHATHEOAUE . AKX BT, 1520 K.
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temam s s ]

Table 2: 5% TLS & &

TLS X E ax
BRI {FH “ H AR (Destination Controls) W[ EY destconfig -> default FATY W H
B T DA RE I 230 MTA FE B BRI TLS W .
Qo R4S 1) B “Do you wish to apply a specific TLS setting for this domain?” [F]ZF
“no” , ME “Default” {H.
1.1 AN N 1 B3 MTA (4% H B2 W) i TLS.
2. ik X MHISAE W DG4 1 21150 MTA (4% HOE RS TLS. {HJE, Wi2R TLS Wi K
(FEWCE] 220 WY Z i) 5 SMTP 55 ALK WIS IE . AT AR RAEE
SR A ZAF AU UG )50 a0 RAECE 220 5 5 H4S IF HL TLS P 2%
We, SMTP F4 45 LN “HIR B ORI gksk.
3. W P MR ) G4z T B3k MTA 1A% HIE B RS TLS. ANIEATAE AT S8 E 3 uE 15 122
o W RN, ARSI ERAENAT . WP D), Bt
AL IR
4. L (B | R AR G4 1 2135k MTA (AL HIEHP i TLS . BREE I SR B ik 3 i ik
kD o
YOAIE T REAH b2 R
« VpR TLS, FFIGUEIE . MR hnss S uhfkis
* Ypi§ TLS, HAEGUFUETS . MR I nss 25 ih AL ik .
o AT TLS &8, RIHAAEUE TS . B DAl CATE ALk
5,06 (B | RE AN 9 DG H% 1 2% 38 MTA 1% OGRS TLS. RIS uFsliE 5. nIRef 4
D S/
* VRS TLS 34z, FHIUFIETS o WA i n s s~ ififeik
 PhET TLS 38, (HUEBA B aFiE B (CA) Bk AEiEmper.
« AR TLS &4z, AMEEMTA: .
6. Wi - Wik | ‘T TLS - B0iE” ZEIURN “ 07T TLS - JoubFEE8” eIz 4] 1 X 575 T 5 3 5
FEE RIS R o Anfrr b BRI I £ 4y A K SO VAT WA SR L 1K) S 5 B IR oo h) e 24 45 R

PR .

é‘flﬁy\%iﬂ dNSName El'(] subjectAltName Tf}?{»ﬁ EP%?EEXF)%%@EE’\JE%O ﬁu% dNSName
HH A BRI HE AT (Rer-10) AILRE, B IE T BOH A on, Kk
o RN, I Hasild gt — 2 S 5k . ACSIEB A ansvame FEAY LA
subjectAltName Tﬁ)i:%% Hﬂ‘, ﬁ‘%lﬁMIEﬂ?&*&ﬂlE‘] CNo

R AT AR R B AT BT 0 25 e O NS R e 45 B, B0 0 SRAFE R 4% HHZ 4 H AR E TLS
BOE, MWK B P “ HFr$EH]” (Destination Controls) U HiE destconfig -> default |
AR BCE AT ) C“JB” o “HEIR” . BT . CEIRERIE)” B “DBFRRERUE)” D .
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B :=nssmsusssen

AR EHR

o WAL TLS MEH RN AL 2R, on page 12
* H& L%, on page 12
o EHLE B HLALFIZ, on page 16

I TLS iEI1Z R IW AT &2 X ER
A] LLSR E AR M AEALI8 31 75 5 TLS SRR I, an R TLS B R0, ISP W) OGR4 . Al
WA 5 2R M TLS W0 35 B H ARIBAA PR o IS D0 O 2 b R MR A2 IR 25 R G e R AR v B i o
B ER TR . T LLEIE GUIH “ ARS8 HE” (System Administration)> “#%4 ” (Alerts)
U (8% CLI FP 1) alertconfig iy %) & HER KA
X EM
* JA M TLS JEH | on page 12

B R TLS EEER

Procedure

T SR “HBLEIEIS” (Mail Policies) > “ Hbxr¥EH]” (Destination Controls) T2 [H
$R2 LRilidwiELEIRE (Edit Global Settings).

W3 EIXAT ML TE TLS R RGN K ILEH 7 (Send an alert when a required TLS connection fails) i /3
F (Enable) &£,
WWWCE AR JRBCE, MA RIS BCE . A CHER O 2GR A S, ES0 “
27 (Monitor) > “HEEFRER” (Message Tracking) UL sk HELE H &

TR A SN E L

What to do next
fab ] LLAE AT 24T S HHI2 4T destconfig -> setup #iy4, il CLI J5 A TLS 3 B2 R Bl B kS

HEZIER

4 T TLS HG AR A TLS I, HBAE M S eI H G se P 3 T e 3. H SR 42455 % TLS
BT TR MG B W LUNE— 40, ok Sp i H ik

o L MTA ANSZFF ESMTP (Bltn,  Joikfdb ok B R 2E R <K EHLO i)

o JEFE MTA S2#F ESMTP, {H “STARTTLS” A7EI 2406 EHLO Wi Ny e 4 51 %& 4,

o AR SE R STARTTLS #ir 46, 6FE MTA 4551 “STARTTLS” ¥ 44, {H[AI V4R,

B nESEe MTA fEE
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T DNS 8965 & KR 0wk

* LT DNS [P 44 SEAR SO S0 uEEIA , 565 13 1L
* JAH TLS LA H] DANE SZERdEfT453% , 45 15 1L
* 4 DANE ‘RIS RIZEH , 5 16 1T

E T DNS B945 2 LK S 30 IE#TA
HEFFE ST 5 V0 TLS MeHen] R 2% 5B FAERT— R 2 2RI it
« AT BAUR LI (CA) A1 BLF AT TS A AR 1.
- ki AT LU el AL (MITM) Bt TLS EBEME 2000 26 S A

o QR EAE DNS Irg5-#% L E DNSSEC, Wi ] LU AR DNS MX il 3 4hi& DNS iRy,
FER I EUE S 1) B ] e 3 DNS 2247 P B UG AR 22 2 R 45 s

o MBSO AR EE (MTA) ARECE 2 A5 TUE AU NI R, Al DU R RAS U AR A LA
(CA) MR I A2 AR BE 15 .
H5T SMTP DNS [y 44 SEAA 5 43 5iiE (DANE) WS H] DNS [l 454 1 AC & 1)k 44 2 4t %2 4> (DNSSEC)
P RERKAE x.509 UEP5, JH{#F DNS #Jfic3¢ (WFRA TLSA ids%) 4l H DNS #K.

TLSA il nBREEH, HAP4 545 % RFC 6698 HfiTid DNS 4 B Al H UE-B A & WL (CA). &
Uity SEAARUE PSR S S R . ARG R, ESHAIE TLSA il , 2 14 L. A RS

%4> (DNSSEC) ¥ il il fift vk DNS A fdwill, 395 DNS [2e 4. Al n s S R % 44
) DNSSEC ] fffi (& 2 $R £ P 1E A i e B V5 i 45 4

DU &A% 8 TLS 81 H SMTP DANE (1) 74
s IR IR AN (MITM) B 20T 55071 DNS 2247 iR 2 20its,  $EBEHE PR r) 2 4L 4 .
* fEilid DNSSEC #4970, #&4t TLS 1iFFHA1 DNS 15 B B 8L,

HXERM
* SMTP DANE [ fEJife , &5 13 5L
* % TLSA 3% , 25 14 1L
* i TLS LU DANE S TAE3L , 45 15 00

* Y DANE ‘RIS BRI , 95 16 7T

SMTP DANE T{Eik#2
FP B T4 55 DANE SERFIR H TLS SERE I -3

mESEM MTA EE |
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1 {EAERH DANE SHFHY TLS #ITHEM-EH

Alice Email Security DNS Server Mail Transfer Agent Bob
Gateway MTA)

o = = G

1 —»

(=R

Message from Alice
reaches the Email
Security Gateway.

2 —

Appliance requests TLSA records

le——— 3

TLSA Record is retrieved from
DNS Server secured by DNSSEC

4
STARTTLS SMTP session

Validates X 509 Certificate against
TLSA Certificate / Hash

6

Deliver Message to
recipient address

7T —»

MTA delivers the
message to Bob's
mailbax

1 RN (Alice) M AHZSMAWIEN (Bob) Aik—FF BT

2. MBPEEDEMA: R G

3. HBAFM DG K DNS iR %5 #s b 4l DNS ZEUid sk (WFR4 DNS ) TLSA id%)
4. AEF5HT TLSA s N DNS JikR %5 ds 4%, It DNSSEC {4,

5. WS P D4 g B WA Al (¥ STARTTLS SMTP 431 .

6. X.509 UE TR MR AN bk 56 48 TLSA 0 3% B TLSA sk (KBTI AR . 0iE T, 1B
PR AR 3 B N RIS AL AR EE (MTA) e W RAE B3GR R M, W AERY e A2 A, 5 Dl s A
PR,

7. MTA F5 HAFAL 8 B AR A o

132 TLSA 3K

$& 0] LAZEAE FH] DNSSEC 2544 1) DNS s _FAAUEE 1 B UE Pl & WL (CA) 1) TLSA idsk. LR 2584
PR 523K 4% (FQDN) www.example.com ] TLSA ic\ 371«

_443. tcp.www.example.com. IN TLSA (0 0 1
91751cee0alab8414400238a761411daa29643ab4b8243e9a91649e25be53ada)

IR TLSA s HAT BA T i - B
CEBFERER: REIEBRAEAE.
s G ERPIF, HA 0" R e A4S PKIX IAIE B AR UL CA GET, 1 RFC 6698
TR .
o QAR M1, TR E LI TLS R IR S5 4% S AL 110 £ 3 S AACIE 5 DT IE 1Y) 24 3y S AR UE 15
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F A TLS b DANE siitiTieie [

ST A 2", WHERE TLS IS B O IS S BT, 05 08 AU (5 A
ET.

© WARESE 3", JUHRE ALY TLS iR iR 55 i S f1 0 2% i SEAARUE AL E 15 o
CIRIFRBRTFE: f7C S ORIKEEILRC ) TLS UEFS IR .
s LELRE R, BTN "0 Fi e R IE C SE R UE 1S

< WFEE 1, R 2 A "SubjectPublicKeyInfo" - Bt 4R ILHE .

« ILECRAL. el I I 2R AL
s RGBT, H A 1 HRE FTIE N A SHA-256 B4
< WRVER 0", WIEHRE S ITIE N A S R Y
o MR 2", WHRE Tk AN A SHA-512 B4,

I FH TLS LA A DANE 5 {TR1E

FiaZ |l
o W ORAE 3 R A AR TLSA % iicd s Lt 4T DNSSEC Kk

* WafR) F TLS AZERBAE M OC AL E DANE. A XHANME R, TES AL IE N 5 TLS FHE 15561k
, 5510 T,

UK

1B 1 HE AR SRR (Mail Policies) > B #r#z#l (Destination Controls) T [fii .
$I1B2 fidiRnBEriEH) (Add Destination Controls) 5% S A 4% H o

$IB3 /E TLSHE BT, Lk E% (Preferred). @3E (Required) 2384 (Mandatory) A BELE M1
% _FJH ] DANE 32#F.

IR 4 I\ DANE 7B, %l L% € i) TLS ZE48:45 ¢ DANE LA N E .

DANE i& & R

BRI ] “ Hbr¥%H)” (Destination Controls) U [ ¢ & K1 BRIA
DANE & A H] T AT R > 31 i 38 MTA 4% H) TLS %
o

“BRIN” DANE &4 A& H “ HAsyEH” FRIERIA TLS i%
o WAl LB EE S A X HAMER” & H .

X IR ARFS BB 2 O BIZ48 MTA 145 H & e 1 v 4
DANE, iHIiE# “J5” (None),

mESEM MTA EE |
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B = oane xmmgizess

DANE iz & iE:pU

Wl R ER “HleME” (Opportunistic) A FE FH LA S Fr
DANE , W& AdFfaHL TLS ks SMTP 431 .
WREER “FletE” (Opportunistic) EEFE EHLI R
DANE , W'k pch e SMTP 216 1 i i .

W IR FE “omi]” (Mandatory) HAZEFE EHIA S H: DANE
s WIAS S HAs EVLE T .

DR R “amiE)” (Mandatory) HLZFE FHLSZ 7 DANE,
e R A 28 SMTP 2335 1 1 i d =X

TIRS FATIHINE L

2 DANE < ¢ Bt % X E4R

AT LR, R 2 DANE SR TLS JERZ AR HEPEN DANE $Er A MX EHURI
IS 98 SR 77 AR AR o ISP IO S 2 R S RIS Ak 4 AR 8 AR SR A B0 B A 35 )™ B ) 4 )
VIREEICE PN

J2 F3 DANE £

UK

$IE1 3 REER (System Administration) > 3R (Alerts) T .
WIR 2 EPRE T s s N

W3 I RS N [ BB A% 1K ST IR HE

P A AN

Vol . ~ LY

BIEUE P MAN 53R
B TF S5 PR 0 IF 5 LA ST R AIE I, 502 DX 6 A P A7 P B2 A AT AR LR o 45 7T L 2
¥ A 8 DL 2 £ A TAE B AR LA«

s g HIER. WP BAT G AR BAUA U (TR SR . AR RGP .
* BPEXRITIZFR. G LA CZAFAEE-PMUR U BIZR,  RIE R FI 3 NI PE R % .

KU RS IR AN, R mT LI R e 8 R ol F o B, thm] LRI IR AL ATX P51

Al LAZE GUI i “4%” (Network) > “UES” (Certificates)> “guHE A A HL#) 7 (Edit Certificate
Authorities) UL #43, 87t CLI i H certconfig > certauthority iy 2 #1414 .

B nESEe MTA fEE




| fnz 5 MTA BB
srirsmenanzsz

16 “M 48" (Network) > “iiE+45” (Certificates) > “4uiH il HiMi & HLH4” (Edit Certificate Authorities) U
I, AT DT EU R A5
s ERIEEMANMEHRZTIR (R . AXRTFAELR, ESHEF DI TESE, on
page 17,
CERREFERRSEYIR. BT LUGHEEHRGSIER. GXREAFEE, ESAAH RFE T
KHLFIF, on page 17,
 EERRRFEREEXGERMANMIIFR. Ea] LS H IR O UMEH B e XAIER, RGO
RS ARFEAFEE, WEWSHTAN B E SGERNURNLESIE, on page 18,
* BHEPMANMTIRSHESXH. &0 LURIE R IURNII RAFIR S A € XFER S H 2R
o ARTVEAME R, S0 T HIE MR LI FR, on page 18,

X ER
* BHEUETWUANA TS5, on page 17
« ZEHI R GEUEH AU LI 513E, on page 17
o TN HESGEBMUR B, on page 18

SHAET A NLIRIFZE, on page 18
* {58, on page 19

o HHLZAFAE AL UET, on page 19

EFIEBMANMEYIR

Procedure

HIB1 FHiF] “ML” (Network) > “UFEF5” (Certificates) UL [fi .
FIE2 7F “UEBMEHM (Certificate Authorities) ¥4y, Hiili4R4EIEE (Edit Settings).
$B®3 S EERGIEBMANM (View System Certificate Authorities).

BRARGIUER M AT F

T2 () AR GEUE TS WU AU B2 TCVE I 56 IR, (BT LS R sREE T e A3 . ST e AR 22
SEHIEAR, DU SSVRIBAE I CAE Y B ARG IR A LIS

Procedure

L1 FHE| ML (Network) > “UET5” (Certificates) UL IH]
FIR2 fF “UEPBAMAEHA” (Certificate Authorities) #4y, i i4miBIRE (Edit Settings).
FIE3 X “RGHE” (System List) 125 (Disable) .
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TR A SN E L

FABESGER M FIFR

TET AAEMUAIE B AUA LI € AU, FRRPIR T AMRIERI G, ISR ZE PEM KL, HAY
FEAEAY B W AR AT AE AU LR FRIAIE S o

Procedure

T SHiF “WLK” (Network) > “UE1S” (Certificates) T

FB2 fE “U-PW AN (Certificate Authorities) #4), & i4migiI&E (Edit Settings).

L3 XWT “AmEXFIE” (Custom List), siitiBA (Enable).

PR A AR TR A e AR e R R A

WIES T FQDN I&E (FQND Validation) SiEHE, LUE SR HELE M A A0 IE 15 h 2 B AFAE “ A 3tEs
FR” (Common Name). “SAN: DNS ZH#K” (SAN: DNS Name) 7Bl 9 & [\ 7745, LA N
FQDN #% 3.

PR 6 TN L.

FHIER M AN

WERAE SR E R G AL A 2 SEAGATAE PO UAR KL, sl ZEm R BUAT (10 5 XA, ST LR8I
AR xt SOPF, SR IS N SO ERUE A AU U R SR AT iR . BRI SE RS, R C
RS YN I EPS PNV B EE

Procedure

S ST “ML%” (Network) > “HUE15” (Certificates) T [H o
P2 7F “UEBAMARH” (Certificate Authorities) ¥4y, fiili%m4Ei1% & (Edit Settings).
BB 3 LS55k (Export List).

AsyncOS BRI or “ S HIE A NIMFIE” (Export Certificate Authority List) T [H] .
P4 EREFHMYIE.
LIRS BATIERK A4 .
P 6 LS N (Import).

AsyncOS Fifi R s — AN UHE, 11 [ S8O% B 24T AR BOR AR A0 xt S
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irwEs ]

IERE#h
S IR SRR 1 SRR R ERAE TS CGRSE CA E1S) RSB AOIA R
A PO

il “UEP” (Certificates) T [H ¥ LB £ (UpdateNow), BIVA BEZEMARIET (R4 CAIE
T A 5T R F R T FHARCAS

18 ZETRIIRIER
J AT LAZE IR G A DL S UE B R e 8
o HE R (He X CA) iEH
o BRIZEEMR (RY CA) UED

i

FIE1 SHiH ML (Network) > E$ (Certificates) T .

P2 il “UETFIER” (Certificate Lists) #5 F & IRY{E A RIIRIES (Manage Trusted Root Certificates),
PUEAE H e XERSE CA WEBRTENE R

HIE3 il B EATARUE T 4Z£ " (Cisco Trusted Root Certificate List) #4 F W T 77 UE Toaksz (ltn,
“Admin-Root-CA” ) , LHUEAFUEPIEAEE.

LA [(EDTHIET (Bl “ Admin-Root-CA” ) V415 5 T 7 T #E$ (Download Certificate) F54z

PN BGEFS .

R ST LU e AR AEARIE 112 ” (Custom Trusted Root Certificates List) 84>
e, R BN IR B TEAE R

iR WARFTEL, BOE v LIMER H o SOZAEER CHE X CA) Bk,

71 HTTPS ERiE$H

#50] LILE GUI A8 T 4% (Web) > 1P $##0 (IP Interfaces), i#: CLI 1§ /1] interfaceconfig fir
A, X IP B0 _Ef% HTTPS AR 45 5 HEP

Procedure

HIE1 SHiE %K (Web) > IP##0 (IP Interfaces) M .
HIE2 PR HTTPS ARS8 .
FIEI Eh CEAEE” N HTTPS kM, A 15,

mESEM MTA EE |
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What to do next

)

Note  ZEMf g ¢ bl SE 2k MR IEFS . A8 I, 45 mT LA AR UE-F 55 F HTTPS IR, (HUbHAE
ANgedr, ANEBT— B,

&P LAYE GUIE I R B 135 F HTTPS Ij%s. A GTHAIME R, S E 2%,

B nESEe MTA fEE |


b_ESA_Admin_Guide_14-2-3_chapter3.pdf#nameddest=unique_39

HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



