pE

IR LT e i K2 SO DS EU 2E 22 32 i DUy A S . A TR A L

A
HZ M B “IP Ml R .

o A1 DG 4 2, on page 2
o MEPERISCVRRT, 554 0T
o REFLAHIB A 1 G VF AT HIE, on page 13
o B PERCE P, on page 13
* “PCE AR (Configuration File) T, on page 18
o B PEWLAL M) , on page 19
s B RMRS BB 21 1L
* IR 55 58T , on page 22
o BE LRI BT, on page 23
* JF2% AsyncOS, on page 30
* Jo IR L5463 | on page 35
* KRR B Z ATHAH AsyncOS, on page 36
o Ay IS A D9 G A S ) M T R [ s ik, on page 37
* NARGIZAT RIS HNC B BIAH, on page 38
o KA OS2 4T HR L, on page 39
o 24, on page 39
o B 2% ¥ L, on page 61
* /1] SAML 2.0 ¥ ¥ 5% (SSO) » 2 67 T
* 7£ AsyncOS API [FIHBAFM ¢ AL % OpenlID Connect 1.0, 5§ 75 1T
* RGHI A, on page 78
* [ ALK, on page 80
* WL E, on page 81
* MO HTTP {5 Sk QMBS 28 82 1T
s B HMAERSDIERPRE , 482 1
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o FMOANEIR AL [ Bt 44 (IDN) PIHEF: . 28 83 1T

F 14 P X Y 5 B

DA AT 55 AT LR A BRI A 9 G o f 3 ] T BE

o RG] FHRAER OC , on page 2
B IRHEORE X | on page 2
o WS BT I AT () B SO A3 | on page 3

RASE G| FEEM X

FER A EE B 5| SHBEM GG, nl ARE G R sk &, A S 2 RALIEBAA AT A B4
B LLEE CLI " f# ] shutdown E%, reboot fiy4>, AT LI#EH Web Fitifil:

Procedure

P KKIEFRGERE (System Administration) > X #]/E 1 (Shutdown/Suspend).

IR 2 {ERGHR1E (System Operations) #4r, M¥RYE (Operation) N7 Hhik#E K] (Shutdown) BRE#
5|5 (Reboot).

IR 3 MNERIAPE  URVFT TR ISR B 58 DG P 1T 58 i
ERINGEIR Ky =+ (30) 75

R4 PEIA (Commit).

ZFH IR FN{RIE
ASYNCOS FUVFEHTSPEIEHCRIFEE . (5T

o BB SE W RE e s AU R e AR A
o ARIEPIAT IR BUAE B 5 Sk m 2 A B F o

{# ] CLI /1 H suspend fir 2 5445 H Web FHi:

Procedure

FB1 KIRIEFRFEETE (System Administration) > 3/ & (Shutdown/Suspend).
W2 R T R B 2 AUV AR S BRI

TEER R4 (Mail Operations) # 5y, JEFEEEHE K DI RER/BATVI LR o QA BEAE R ST 2 Al
v, ATV S AT RE e IR
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TR 3 IFALILPTAT IR F BUAE SR 8 SR 2 MR B . MRS 2ER, JATUL R ERAIEL

a. BT MR, T AE RS I8/ F18 (Specify Domain(s)/Subdomain(s)) 7Bt , #ir A\ All,
SR A 1% Enter .

b. BEsEIE R E I IR AR, 1A TS B8/ F 18l (Specify Domain(s)/Subdomain(s)) - Bt H
g NIRER 142 FR ek TP Mk, RJ54% Enter. {2 S 08 CARIMEZANSH .

SRR A FANFER IR, DL VRT IR I AE A 5m  5C P i 58 Bl
WEREATIT ISR, RIS MR A .
BRAIEIR 30 5.

IS HiEIA (Commit).

What to do next
MIEHE ST AT RS, 15 2 ) 15 I IS AR 2 R4 32, on page 3.

1 £ E 5 Y HR4F BY i O 15
HEFT ST UHLER resume iy 082 7 OB AEROBEUCRIL %

Procedure

PN KKIEFRGERE (System Administration) > X i#]/E 1 (Shutdown/Suspend).

SIR 2 {EEBEIRAE (Mail Operations) #5), 1%PE B AL (1 T BE AN/ B TV FE)T .
TSR W ST Z AT R, W AR MO AR B s R

PUR 3 WA AL PTAT M Bl A 32 2 R e 4l 22 AN S g s 2
7138 48/ 18 (Specify Domain(s)/Subdomain(s)) B, il HArgs H ¢ i Kb

YR 4 PEEIA (Commit).

EEAHBARE
A

Caution iy {45 T v ) e 4742 1 S80RF B2 11 0 R A o R 40 Achmin FE 7 DK T 1 Weeb T
S CLL, W20 T8t B

OB R CBEAT B AR N, ST REA BN BRI TR . SEED ) B E R I RAT A
(1, A AR a2 R BHT AT 1 HE e AR D C B e RN A BB ) BCE . ) BOAR
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BT Web FHifisl CLI (IR, AT RE S R MEFR ¢ (FTP. SSH. HTTP.
HTTPS) k%5, HaaMbris el It b kS . Sarposd an =77 A E D ) BRABCE :
« fF Web FLi L, #h RGEIE (System Administration) > B2 & 324 (Configuration File) T i L
() “HE” FL, s R (System Administration) > 2 41% & [5)5 (System Setup Wizard)
R “EERCE” (Reset Configuration) 441
* f£ CLI I, f#ff resetconfig % -

\}

Note (v Y fifft: j9 S b T B 4RSI, resetconfig i A AR, EE MM WE G, MM ICKHKE

14T “REWEINT” (System Setup Wizard). A XTEANE R, WS A R G v ) 3
o FTTFIBAFAEIE AR S I PFAR 0K o

27~ Async0S RIR A B

B WA 9 G E T2 € AsyncOS AR, T AHH Web Ftifil b “ 4% ” (Monitor) S5 E[F) “ &
HMEIR” (System Overview) JUH GEZ Y RF0RE) 5 BEH CLI ) version T4,

BB 14 P =X 1F AT

s DIREHD], W4 W

* BHEBAFVFAT . 5 6 UL

g
o
Eg}
Nl

ISR BLD)EE D, on page 4
* AT TIfE % T BORIU0E | on page 5

« T IHFIThRE % 4H, on page 6

AR ANFNE IR BE % A

XETHIELIBAERG, I OIS T ADPEI A0S, SO TR 03 R Rt
R LER S A RENED -

BLE CLI R H Dhae% 8, 15 featurekey M4 .
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Procedure

TE RUGEFERGETE (System Administration) > ThEE% $f (Feature Keys).
PR 2 PATHAE:

W A FERIIRIE
A GBI e B IIRES A <F5IS> BT EE % $A (Feature Keys for <serial
number>) #5455 .
B OO IR OGRS AR SO RO I D) | AR FF LB TE (Pending Activation) 43
el SRR T A2 ARG, IR e
AR
o B S5l 25 R IR T e iy “ARALBROE” (Pending Activation) F45 AR Z H
%48 (Check for New Keys) %4 .
RIS A FZhREZ AN B 8 FERseG, ois wr st
E N —IR B2 T M RE%HH, Wi R
o
WO R T e % 41 TEARRL IR H0E (Pending Activation) 713tk Fi% 554,
R ERIZ A (Activate Selected Keys).
IS INE D e 5 i I Th RE#E (Feature Activation) #75 .
What to do next
HEXEDR

o FABIPAT I RE RS N ECRIMIE |, on page 5
« “WC'E XM (Configuration File) T, on page 18
B EI T RE R $A T HFHE
TS AT LUK B 9 OB E B A T BRI Ay SIS A 4 O A8 A 1 T e 2 4

Procedure

FLB1 KIRE RS (System Administration) > ThEE 2418 & (Feature Keys Settings).
$IE2 piidmiEINRE A& E (Edit Feature Key Settings).
PR3 UAFEHY R ASE, Wt () e,

SR REBE
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TS SN E L

What to do next
X EM
o UNINANET EL ) REHH , on page 4

I HI R Th e A

WERTHRE R HPR ELR0 ], AR O S TEB PRI 2 A1 90 K. 60 K. 30 K. 15 K. 5 K. 1 KL
JAE BB A . BEOX SR, TR IS OO RAER . GG R, WS
K, on page 39.

IR AT ) Gl Web 1D IDIRERI DI I, 35 5 B MAMRR B H UK R .«

R FIF A
* WEE , 26 1L
o HE BT, H 8 T
o [ SERH RE I BEARE M IBAE OG5 8 1T
« HHEVFRIUE , 589 1T
o MERH RE R B AR RIS OG5 10 T
o [ A SERHAE A B AR I AR O & 10 T
o HOEEBCE , 11 0T
© GEARRCRRET , 511 1
s ORI RReACHE , 312
o AR, B 11 0T

© BEEBGUR R REVFRT , 55 12 T

IR RE AR AT, AT DAJC AR BRI MR AR MR DGV AT AIE o BN B APV AT, A0 ) ERHE
%##ﬁﬂ%@ﬁMnmwwﬂbécwME%¢ﬁﬁﬁﬁ,m%%%W%}ﬁﬁWM%ﬁmﬁ
FEEVERT PRGNS S AR REVERT, S ET A — AN R, AN SR P SR ] (PAK) 1
Wk bz —vE e .

VEAAECERI OGS, BIATIERE CSSM 117 BRERMICE R SGTVF AIEIF 42 VF rIIEAE IS Dl e B IO%_F 2
FR REHLR et 15 CSSMIER:, IRV RIIEAE HIE BALid 4T CSSM LUEREAE 520 -
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2 [ https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment
Guide.html LA T fift LR eI By o

FIRZ Bl
o T DR BRI 9 SC HAT B I I B
« BERERMERIBA, 5 DRV RERR S H145 1) (https://software.cisco.com/#module/SmartLicensing)
AR REI S, B TR AR 9 2% rh 2 e AR e S A B DAL .

A RSB R E A B A T I G B SR REF A B g LR 2RI 2 E 12
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing
Deployment Guide.html.

T AR B B 1) LI R 6V nT R S LR P, T DAEAR L e R e i B s AL, &
AT LABRE CSSM ThRE FAE. FEIFHSE Z BRENHZ G, W EAR 2 S e, £F
A FH HLIBE M ] CSSM. K6 %edi . CSSM TR 2 W1 = KI5 o

\)

SR R M T TR, A P B T
B e 1.0 7H4.

© GLUVFRANIE (P40 (B RO L4 VR Al IR IE A 20 REVF ATIE o

52 [ https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic.

o WA RO SC F AR ZEI B 2 CSSML AR GERT BRI A0 o IS 5% R I i By CSSML AR Ar] i 244
T T HU REVF R BRAT R

\}

AR WUREH B E AR AR B E B3 CSSM, A Ziff F 22 & BR 55 (Security Services) -> RS E
#7 (Service updates) Jy I 10 X 7 A ) 122

\)

AR TR REUORCEDET PAK SCIE CHriIeE2) I, AR IESO IR ST w1 14
K bo MBSCAF)E, DA PAK BN B BEVERT o (ERBEVFRIRUT, InEsC iy f 2 vl ik 3C
e ThRe s I sy, JF H R A RTIEA 4 S

AR BRI CAIERE SecureX KT, TR CRAE MR 1R HIR REVE PTRECZ BT SG 170 SR SecureX VE
T AT R G

RBZIHAT LU RES A BE A WS 99 S0 BB AF T
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B =r=esss

i% AR
1k JE T B e ) F B AEVR T, 30 8 5
2k o SEVRHE R P AV A O | 1 SRS B R B IS

EES %, 558 T
H3 HVERTE (R4 AVRATE , 55 9 3t

& & RERR R AT

iz

$IE1 LR RGEEIE (System Administration) > £ £ 4414 A (Smart Software Licensing).

$1E2 i3 A E REE4F AT (Enable Smart Software Licensing).
BT AR AT, A VRN TR RE KA T (earn More about Smart Software Licensing) 4%
iz

P33 A R TRIE B)E, RhE (OK) «

WA AT

T—$HHita

JA IR RERAFVFRT J,  ARGEVE TR IO AT Dh AR F1 a4 BEVF Rl A Nl o W R AL e
ARG BT T, 84T 90 RIGVEAL T, AT DUE IR REB VR AT DIRE,  Jo s i) CSSME M F 4
Ko

FEBIHIZ /T LRSS IR, @) (58 90 Ry 25 60 K. 55 30 K. 5 15 K. 3 5 RAERG
R WCEBES . FEVPAS I B, T EATE CSSMVE IS R 5%

AR FEAR GV PTRLT SO A R AR KB RO A 9 5 P B VEAIYT,  BIMEAbAT R T T R T
Difge NALEALGVFaT B HoAT A RO rTE R REAI P W G HT P A VAL 3T 2 SR8 kg U S
PRSI A VA R VR AT Dh e, TR RBTE HIBN, 1 B ek P A I v VF T VS
PP VERTUE R 0P 0 H A

AR FEMSOEROC BRI CRIREVERT T DhEESS, R TEIR R BEVE Rl AR MR B2 MV AR

[0 BRHE R E R R T AR X
) SURHE EBCIE R BE ARSI R, AT RACHF L SR R I R PP T T
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FIB1 EPRGEIE (System Administration) > £ &EE4HF A (Smart Software Licensing).
SIR2 W R R E (Transport Settings), ifHidi4m48 (Edit). nJ HIEIELHE:
© BH#%: I HTTPS EHAFFMAF M OGEH 20 MRV R A A . BRAE DL T, kI Cik .
o ARG AR 0 S B BRI T A T ALK B R G B B AR R R T . R
VEIEIRUN, 2503 N AL i N DG B RE AP LGS TR I URL, AR5 iy “Hise” (OK)o BLIEII
SCHF HTTP A HTTPS. 7 FIPS #85XF, 4R IRy HTTPS. A4 RAEMM S IE R, 5SS

% Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing
Deployment Guide.html.

e A8 ) 8 s SR UE V7 ) JERFR e PR B 1D
(https:/software.cisco.com/#module/SmartLicensing). MR T I “ MK~ v, RE150
CHR IEIR, DUERGHT . SR G 7 i S A R

AR SEEE N AR R, TEE

Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing
Deployment Guide.html.

IR 3 VMBI DG, R b S T2

WIE 4 il EM (Register).

FIBS 7F “HEERMVF N7 (Smart Software Licensing) JUIf I, #nf LLAIE “Un Oy, i BB i s
B SEH] 7 (Reregister this product instance if it is already registered) & iEHE, FFVEMIELER G, 15 S 1
) R e SRR A E IR O, 56 10 WL

T—%#ita
7PN R L, BT UAE R BERRAEVRAT U A A E PR .

\}

AR LR TR RERAT VR AT I ) R R BSOS . AR IR T e B
[F] IS 0 5 PR S X 5 L3

B &1 ATIE
PRI SERE ML R 6255 P M 1 9 XV

UK

FIB1 EFRRGEIE (System Administration) > ¥ &]3E (Licenses).
PR 2 HihidwigigE (Edit Settings).
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HIR 3 e IS R GV RUEXT ) “VE AT UE HOE/ R B RS IEAE .
IR 4 PR (Submit).
R BRNTEOLR,  CERBEME AR Ak PN R 22 4 S A W SR [P S0 TR VR R HIE . ANRERGS . 5]

BUR TBOX VR AT LE .
BEATAEAT VAL 3T AN B AR 25 1) S Ak RSS2 A A ) SR [B136 UE IR VF T . IXANIE
JT HE AR P X o

F—5 it 4

VY] E A T SRR, e AT AR (00C) B, I HARANAF AU il 345 30 K 5 R
. 7ERIMZ AT LA OCC 5 REABI IR, 4wl (B30 K. 515 K. 3 5 RAEG —K) I3
WA

OOC T RIAEI G, BB VFrTUE, 10 X Sesh SR AN T o BEFT IRV X LETh g, HE A 200T
CSSM [ 1" _EHEPVEFRTIE, JFERAIHRL.
MERIE R IR 2R T SH AR W
i1
TR L RGEE (System Administration) > & 8E80 ¢ A (Smart Software Licensing).

SIE 2 NIRE (Action) FHzraIK kPR BGH £ (Deregister), X )5 452 (Go).
PIE3 PR (Submit).

[6) 8 fE B R AR B R 2% I AR R 5%

UK

FIB1 LR RGEIE (System Administration) > £ &EEX4HF A (Smart Software Licensing).
LI 2 NIRE (Action) FH AR FIEPEEFEM (Reregister), )5 5% E] (Go).

T—%Hita
A RIEMFRRERE L, WS 5 S RPE REF A BT IR AF 0%, 5 8 Wi,
FEATTRERI Y, BRI MOGHCE G, Bn LLEEA IR AE 5% .
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B EEIRE

wumigs ]

HURELE ] CSSM M 99 O 2 i S S A i B
S

a4

Y TR R REVEPTDREIT, A 0] TSR . R S MR OG, WA ZRUEU v A 194 O
AREESUEMBIE . SRR S, ARSI R G .
TS A 1) R R BE BT B TR IS 0 5% 1 A ] S S B
EZLFRIFIES

I RO RHE RE PP PR MR A E 05, S mT LSRR

A\

AR UREAE CTDVE IS 9 SR i B A

g3z

$IB1 RHRFEEIE (System Administration) > £ e84 AT (Smart Software Licensing)
WIR2 NIRAE T H41 R P S 1 e ik 1ot .

o SLRISEZHZAL

o SLRISEZGE

P 3 FiEIfE (Go).

KAELNR S, BRI AN
© BRI A R e AR

« JE TV R VF T SR
- PRI AART

* DPANT T BIYIIN COPA 30T IR) R i 5 1) B LA 2D
© SRR
* MR
* JRIBRAFHAL
* BIBURI
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o BTHUHE

o SR

© JRINEAT IDAET

* ID IF ST R

* FACEN

* ID UEH E ]

o AN RITE RN AN 00 5 R S0 I P ] i) s A B SIS

* DRI & — A sl

FEHOBTIBAE G b 2 (R BEACERRRAS , AT LR 2P 3R

UK

P EFERFEEIR (System Administration) > & gEEHFIF A (Smart Software Licensing).
I 2 {FE R IBE HIRZS (Smart Agent Update Status) #5743, i SLENE # (Update Now), %3 FEfEfE.
iR IR ] CLI v % savecontig BUIH REE TR (System Administration) > Bt & %

(Configuration Summary) ik Web FHHIRAFATATHCE 0, WA S DR A7 R BBV AT AH G

Ho

HERATHEREFH
FESRREICEL R, 60T DU AL AR PRV IT, F (0 SR AR P BB RN R AT 5L

BRIELIE:
1. AECE MR OC B NSRRI 2T SRR

2.

3.

HIERFZETE (System Administration) > £ 823X 414 7] (Smart Software Licensing) U [fl .
H.i7 /B A (Enable).

R EE B FT A 1T B LB & 888415 7] (Enable Smart Software Licensing on all machines
in the cluster) 5% HE .

A E (OK).

WP EE R AT E ML Z 8 E A E REER 1414 AT (Register Smart Software Licensing across machines
in cluster) & i%LHE .

i E AR (Register).
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\}

Enmarirmii [

P

\)

AT LAAE CLI FPEH] 1icense smart fir 4 i A BERCAFVERT,  JFIRIINS 1] ORHE GEHCPHE PRI T
A HHL

a4

FEARRFRCE A, RO T LUR R BERAFVRAT,  JF 1) SR RERCPT S B A FRME WP A T 5L AR
REVFRTARBERIAT ,  Rm] U SAAT IS F 04 SO E B REVFRT DR . S mT LGSR W 5 I 18 ANV
I R A LA AR R 5, ELRCE R REVF AT DO AE, T JC ™5 A — AN R SGTE A

ARVEMER, TS EREAT R

FE 0L R 44 I 2K 17 AT E

N

FERLEVF TR RERI G, S 0 BB N 2 4 BB e T . A SR R 38 (47 B3k
o

Note

LRI W SCVF PTUEZ T, JE¥EAT T BOR SR BRI 8IS AT R L 10 2

FE 0L R 44 ) X 1 PTE 2 2R

RSB 4 SGF ARSI 5, WS R SR e QRN M, (HAIRTG 180 RIN L M5, fElk
WL, AN AT AR S5 R .

VFRJIERIHZ BTAD 180 K. 150 K. 120 K. 90 Ky 60 K. 30 K. 15 K. S K. 1 KA 0K A
HUEHR, I HLAE v BRI S5 0 A2 4 FRAH R PR TR0 B & AR . IX SRR T “ R40” (System) 267,
FEEANEGH A “TE” (Critical). FERAARIC RIS, 15 S S INERAT N, on page 41,

XA Hh 2P SR R G H
BN DIREE A T Re 2 58 T UM A W DSV rT uE 28 o Yix SeB g L2 H W, ol s
o
HXER
o LERERLBLERI S LK AsyncOS AI GES S I VF AIIE , on page 36

EIEACE Y

MRS X S v 0 P A P R 8 M L S G B SR B i SCFRL XML Cal g JgbRid i ) Aoy

o
AT DA e 2 Ay A L S A
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B snmesxeems rmems

o T LUREBCE SO RAF BB R SE, LA G0 R OR A7 T S BC B A o A SR TC 252 B 1 R G
PR, BEATEL “IRlR” &l (RAT A IC B S0

o« BOTLLU R REIATRCE SO, DIRGEEA WB MO PTATRCE . (VR 2 BB IR e FoAT R
7 XML SCAFIERE . D IX AT LA B o0k 24 Fir e B w] BEAEAE /DR IR CInERIAR ) 3E4T i

B -
« STTILL T AILARCE SCPF, ST, PRI LI R, ISERR L “S8” CLI
A Web ST L

o A PUEE FTP Uil EAESEANECE SO, o n] DUR S NEC & SO — 354 B4R I 2] CLI
o T2 XML A%, T DUE SR AR & S T XML S2RIA] % DTD (SCR42R A
E XD o HLLFE DTD SE5AE XML FCE SO, FE T bAg. (XML 53 T Hn) M Internet H
FREL. D

£ XML B & X232 % R X

o T RAMN—ANMIAE R OGSO ARG B SO pE, IR, PRI AR RS — AN IR G . IXHE,
] LU S AR RA MO B2 AN AR I DG IR 28 . HAT, 8 WIS BEE IC 2 SO AN C/X SR AT A I 5 T
WA M RV R 2 A BEAS HE A 45 9 5K
o ST LICKE AN IS 9 O R 2IAT T B S A e ST oy o T DM SO A IS A4 1 S ()i A
(B0 (FEZ MR DCEREE T ) S B 37 350 43 6 o 3 280 LAt s Y K
fBian, w7 ALEMR PR A R ORI “ 42 R TH 7 (Global Unsubscribe) iy 4. 414 1%
INHCZIEHRCE T “4 B0 H” (Global Unsubscribe) 712¢, T LK “ 4 BT H” (Global
Unsubscribe) Bt E #75 AII HISAT /9 58 I 20 pr A s kg 5

EPEME
BRI IAE BRI ¢ A B S, Rl “ RS EE” (System Administration) > Pt 3¢
- (Configuration File).
“WeE S (Configuration File) T II AL BL R #47
« HFIACE (Current Configuration) - 14715 H 24 1 lic & S0 .
« INEBLE (Load Configuration) - 1 I s 2 ul 3440 i B Sk
s REAPREYFR/M T REEEGIIRMBEREX) - A58, G R <252 FFHLIE
FIZEHET T At N AR IR A 2 326 R0 85 3 RV B2 22 4 9 22 /B E A1) 26

+ EFFCE (Reset Configuration) - FH K AT L& f & [ H ] B E ONAE B E 2 AT e iR
HLED .

\}

Note 7 i 5 A O TIC 12 SCAF LA DN (1) PEM. A% 5B B RA S RINIE S «

HXERM
o DRAFAIF AT B C & A, on page 15
* JNZHCE S, on page 15
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o L HRAE AL B S A, on page 15
* HEMHTINCE, on page 18

®EMSHSRAYECE X

ARG ETR (System Administration) > BL & 34 (Configuration File) U[fi ) HFIECE (Current
Configuration) #4y, 1] LR M FTACE SR A7 2 S AV 5L, BSOS ERAEBIIBLRM 5C F (7T FTP/SCP
M H 3% R configuration H k) ] LI b MBI A2k 22 8 e ik

DL S BABERC &S A — i AR A7

* 5 URL I 38Dy B8 A8 FH 1 IR 25 04T 2 438 A5 BT FH AR

© “BERPARIFE” (Contact Technical Support) BT _FARA7F) CCO A F ID Fl4[H] 1D
A DU I 126 v o e B B SO R B B RS AT I HE SR B i RSB o B i R S AT A A 1) B A
HERAZ SO 4y i ” RSV L, OV A0 B B i A TR TG SO J B 2 31
AsyncOS.
Al DUE Lk o B B & SO R B RS B G HEA N T A RS . R A TR s I S A
P HEE 2

* i FAGH

* RADIUS #14

* LDAP 452 %%

o AHLH P )AL LY

* SNMP {4

* DK/DKIM %4 % 4]

* 4NE SMTP G 43 SiE 265

* PostX Jinas 2 g

* PostX JII# AR %0

* FTP #ki% H & 1T FH %15

* IPMI LAN %4

o HORTFE 7 IR 55 7% URL

o] LAM# H saveconfig dr & Ea AT A H AL B LS HL

18T R 1 A X B B S

AN B E X

B “ REEATER > “HLFSCAE P I MRS %% 7 B mailconfig fy 430 Y
P4 TSP AR IR 2 PP

i ZEETE (System Administration) > Ec & 34 (Configuration File) JUIHIK “ IN#KALE " (Load
Configuration) 844 Hr e B A5 BB MEARR S, v LM 10adconfig fiy 2 E AT 24T A 1 H EC &
24

TR B =Rz g &




B ramaxs

N

zogEr |

o W5 BISAE configuration H3%, R Ltk
© HEMNAM TN EARRE SO .
* FLERIIC EAS R .

Note

pReNIIE: QU G A T S E N

FESERERIT, AT LA PSR s P G L . A S IR TEIC B U], 1S B AEARTES
11 0 5 R In 2 E E

TEACAL IR ik, S AT 254 G ) TOURE AL 35 BL R ic:

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML

</config>

%ﬁiﬁ/‘] </config> ﬁﬂ@ﬂﬁﬁﬁﬁﬂﬁﬁﬁw Xﬂ‘ﬁfﬁiﬂiﬁ#lﬂjti configuration EI%EPE"J DTD (I*ﬁ%ﬂ
5E SO TR AUE XML VA {E. DTD X4 M config.dtde WHRFEEAEH 10adconfig T4

i, A AT RS TR, MIASINECE M. LU N3 DTD SEAE MR EE M G 2 AM 6 UF & S A

AR AT,

AR R AT, W RAEAECE S (gl brid Z 178 CME B <config></config>)
BRACE SO e s AN — gy, R PEE AR IE (W k), JFFETE <config></config> ARid
R,

“oRE” FoR DTD & INEEE /NI 58 BT A A 45 RARC AV RELE N o Bildn,  EAL kGG an ™ Ay

3

A
<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">

<config>

<autosupport enabled>0</autosu

</config>

e e EAEIN G R IR R o AEAE R A0 P9

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
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A

=tz s ammire ]

<config>
<autosupport enabled>0</autosupport enabled>

</config>

WA 25 B ] AL
M RN E AR ORI R C B SCAE IR 6 TR B AR IR, B, R RERA AL
L, Bl e EAR LU RAGES (RIS A HIAT <config></config> FRIL) -

<hostname>mail4.example.com</hostname>
o fHJE, RGUAREE XL T 2 MW RES e, IR R 3E ST AR A R 32, B AL
P L A
<rat>

<rat_entry>

<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>

</rat>

SRR, PO SeVF A, RIMEE “ogi” dERIRAMIAh.

Caution

ZTHRC S 2B RIRRIC

A

A RS A T S G B ST R TR A I, T RE ST BR A AR BRI R A A T

LB N Vv B W tiof el L s o N R S T PR D -V 6 1 UL N STR o SR A6 e 19
LA AL B SO P i o K B

A ORI — R LB S, 35N WERA S FRID, WA E SO, BE R E A
B o, WEREE AR, WL ECE AR SRR .

fitn, AR

<listeners></listeners>

Ko MR GEH BB AT DT A |

Caution

AR ORGP B SO E A B 0, AT RE S AN Web Sl CLIWiT B I8 K il & Bl . ke
AT AR S, AT RE 1 el B 1B BRI B B HDRNERL RIMEPE RO, §E 20 st & 25 IR
%o UEAL, WURAHIE DTD & XHVIRCE L, TE2MEMtar %, S5t smic B8R, #H
B C B S
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B srnzezomzmezasn

KFmE BEITAZBEEEEN
AR BSOS A B H TR (i, A FTPHEIX A HAEITHID 5 loadeonfig
T AN D E D . FTP HEIL RN, RGN, B2 logeonfig fir 4 e B 1A )%
i,

RKFFHERBIESEM
XML it & SO “mis” JRPEDA R “1s0-8859-1" , TCICTEAE IR 74548 B L e S0 T
%E\" Rgﬁﬂj showconfigs saveconfig Eji mailconfig 'IILE/Q‘\, %%EEI{¢¢}EEQEE%E/T$

<?xml version="1.0" encoding="ISO-8859-1"?>

FUAT, LA At g it (1 e & ST

AXER
o FESEREHSAT P 5C b A e

EESRRIERE

AT E S SR Z B s ) B E . EREE N, ERAABRNCE .. SRR
BRI RRE R GUI P il fe ] B E .

WS REE N BUARE, on page 3.

EEREXH

R BEE ] showconfig M B AT & XA HEAME Bl o showconfig T2 ALK 2 AL & 71 EN 2 5 4.

mail3.example.com> showconfig

S

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<t--

Product: IronPort model number Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

“Bc & 31 (Configuration File) 71

o EELNC E LA, on page 13
« E ) BUAKE, on page 3



b_ESA_Admin_Guide_14-0-1_chapter47.pdf#nameddest=unique_1695

| zgem

BB A .

© AWK 2 A3 2R /LIES 3R

IR TS ]

o CICBR AL A 9 5 B4 i m F 445 7], on page 19
o BAFNSFCHESE 2 A FH IS L , on page 19
o P CHAR BUAKI AL 27 1A] |, on page 20
o FRORIC NG DA 3 1) (1) 554, on page 20

(PR EEHLER M 55D & AnA] A E = (8

T84T ESXi 5.5 1 VMFS 5 [ RERLIBAERS 5¢, %A LA2MAC 2TB LU F G243 a] . % Tis4T ESXi
5.1 IHBAEMOC, BRIH 2 TB.

TGRS AT R S S O S 1), TS PAT AR D8R

Note

AN B . WS VM Ware SCR A OCAR B

HEEIE
406 52 e i AR )

Procedure

kD B4 Y S48
F VMWare $AIE (1952 FH T 5 530 21T 5 38 i 2 18
IHZ [ VMWare SCRSH AT ¢ U RUERL G B 045 B RATIT, WIAECL A B $RE ESXi 5.5 Mk fR

K.: http://pubs.vmware.com/vsphere-55/index.jsp?topic=
%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39ES7.html.

HIB 3 KIS R (System Administration) > 7 # & 38 (Disk Management), J-Hf A T8 1) 55 52 15

AR

EEMOEHETEERER

TSR] LI 3 A WIS 90 5 465 358 BT Y 14 B R 1) 2 O R 2 TR R DA G A A 1
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http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html

B = s mowmase

zogEr |

WA TR R R AE
o EE B R HUNARE U | MK 2 R E TR (System Administration) > f# 2 E 32 (Disk
G5 TR A FH A O Management).
o R LA IS T 4 I I A4 D
R bR 7% 1)
(LIRS o T R AR IR 5 RN S SO B X, ) e K PR B

B BB o

o XHF SIS (Policy)s  “IiTE” (Virus) 1 “J&K&” (Outbreak)
BRI, KRB AT 7R B 2 DX R B (W ER R . T S A 3k
PR o 120 S (R BRI

« T “IAh” (Miscellaneous) LA, 4200 T30 N o Hi i LUK
S R R EHICELL N ESHE R “HAL” B
HIfEAL 2%, on page 20

BIE “Hfth”

Ao & aY % 22 == (8]

FoAt R At 18 R S M P B . MR Rl . SmT LU B T Bl 8 LR 2R

A
EEE 5
Bt WK 4 & 38 (System Administration) > H&ITH (Log
Subscriptions), JfH.:
o A MREE H A& H S AE H R MR %
* AR T B AR R BT H AT .
o BUE IR OR S GO0 A I b B TUK R RS
o WHRATAT, WRBNSCAF RN
EAETTHORTIEN M ki 22 #BBH FN L #5 (Help and Support) (Gisets AT ) > #3E
B3k (Packet Capture).
Fic & SO H IS FTP % 2 AR G /data/pub H 5% .
LA AT g K2 | EERCE @ FTP Vi [ PR ¢, 1S FTP. SSH Al SCP i il
el TP
IV NN W 4 B E T8 (System Administration) > #7222 (Disk
Management),

IR BB XL A = B R ER

2 bR AL AR BRI 75% I, R THIR RS 5 JON I R GUE AR . AR RIS E R, &
INPRIET))
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| zgem
wa=angrge [

BRI BIX L AR, 155 3], on page 39.

Y K3 .
MRS EMEREIE
g A2 ) B L REAE T A T 3T, AREE A BB L N 34T .

RERERS
R TCTRT BT S0 5 S R A
* Graymail
* McAfee
» Sophos
ST BLAE MRS B JTRTAT LA R AE%
C FHEHIE, HRAGE, WERTAEHTIE, $21 7
AL R, AN, WS R BT A S % 5 22 0
B AR5 S B R SRS, A0S P ST, R S S 2
1% 8 VU
S S5 5 AT LS ORI SR RIS SRS S SRR, WA

%7 (Security Services) > “JJx%- 5 ¥ (Service Updates) UL [ 1 /{122 FA #9 B 5 5| 28 58 #T AYEEHR (8] B
(Alert Interval for Disabled Automatic Engine Updates) 3£ .

AR TN T RS, BE PRt

AXER

* THIEORGI, 521 0

o [PRRF ARTARAS K 518, 35 22 0
s mAEHE, #2210

* RGUEL, W48 L

FENEHGIE
g2

LB #3R 2RSS (Security Services) > BRSS#EiA (Services Overview) G




zogEr |

B ocssmmaimsie

FIR2 il FAE# (Available Updates) 41 i SE T (Update),  LASRHRIR 55 15 14 S5 ik 55 ORI Al AR o

ER O R E S NE N, ERE A A A

B2 LARTAR AR 51 22

UK

TIE1 3R 2RSS (Security Services) > BR 514 (Services Overview) T .
$B2 SR (Modify Versions) 41 H B2 (Change).
WIR 3 L HE SO I AR S5 A, SRS HRti A (Apply).

B R DG 2o 5 1B [RIR 1) b AN AR
R RS EH LI I A IR S RS R i AR o

iRz A (Apply)Je, R AR E 5150 B3 S0 28 M B30, IR RIREE 515 “ 2R
BEE” U

A7 K5 VEE IR ANEE T F 3 BB (K5 ROR A A 21 AR H &
« BEEF AR WE T OIERREN B RO K2 B BT R BORK 0 .
ARVEAMER, WS H SRl

DL i 25 5 22 58 LLSRAS e e A0
* DiRe# 4]
* McAfeee B a5 & X
* PXE 5%
* Sophos 595 5 & X
* TronPort Jz 35 3% His 444K Jul
o T3 BRI JE AR )
o BF DR
* URL 287 (H1 T URL idyEDhfe. ACTEAIMEE, SRR URL K I4E AR 5 )
o FEME TS5 5 H T URL A JE D) RE R 5E T = IR &S AT A5 il e . A RE R,
152 8 KT 5 Talos 1R S H1IEH:. D
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| zgem
gaurnAnnEd |

* Graymail F)
S

Note  DLP 5| 4R i 2 ULHAC 73 2K 2% (1) 3 B AE R £ AR % (Security Services) > B #1#E & 5k (Data Loss Prevention)
DU EACER . AOCTEAME R, TSR OCT 08 DLP 53R 4 25 UL /> 28 45 .

JR 25 SRR B THCE S (DLP SEHBRAN) MIFTATIRSS . ANBEMAENT MRS (DLP BB ER
A RN IR

FEBLE LSR5 AR U LS B GORT, 152 B B A AR ORI BT, on page 23.

N ===B Ty = -
B LU R A E 3
 SrBCTHRANEHT LT, on page 23
o R I 2 00 B O R IRSS #s T BT EHT | on page 23
o PCE A 190 5% AAE A 1 B77 KOG A o SREUTHZ R8T, on page 24
o IACHI R S5 45 T LA HHET, on page 24
o MASHE R 55 35 T+ 0ORT S8 (KR4 AN AR 245K, on page 25
o TEAH RS 35 EAEE FHHWUZ, on page 26
o PR SSA B LN B LAEET , on page 27
* MCE F 38T, on page 28
o PO A 19 DG DAY UE S8 A% 7 R 45 4 3 IR 250, on page 29
o BB A IO E A S AT AR IR S5 43 18 15, on page 30

S ECFH R AN E Fh BRI
14 AsyncOS THALRUSEHT SN R U P K107 AT F IR

o BEG MR OCHS A) BB SRR BT IR 45 48 T 8O o BRI T
o BT LA R R 8— kST, AR5 AN 48 v (R 45 25 0 A0 FE BB AF I OC o 12 B AR HiL IR 5%
AR TR, on page 24

TR PEANBC BRI TE, TES N B RS 28 BCE LU TN BT, on page 27,

IR M R B E A B RAR S 28 T EFTRINEF

HISPHER OQ LA B BRIk 55 4%, LA I 38T AN HT -
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Figure 1: 3B REFH 74

EE

- =

- B

| -
Your IronPort Appliance HTTP connection -
through firewall IronPort Systems &

Update Servers
SRS BT IR S5 2 A I BN A8 TP stk o G RABAT AR SR AR B K A SR, T RE s SO L B AR B . G
TEAIMEE,, TS DURCE BB 9 OC LAAE P 6 1R B K B PR35 p 3RIBOT ORI B9, on page 24.
B — AN BRI LA A/ Ml 1 80 T 443 1 JMRE ik 5548 T 8Tt 44 .

Fic B R4 I 2K LA FE ™ 18 RO B K S ERES R SR BT R AR BB 3

SR} TronPort FHFI TR IR 45 2346 BN TP kil G RS SR B K R S g, 1 Re i 22 0 S Al
AsyncOS JHE L E FASHLE

Procedure

P E S ERE P SHFIRR, REGHAS URL Hlik,

IR 2 AU KBS LA VR 80 (A IP Mk N 2T+ 2B

B3 KIRIE P& £ PRSS (Security Services) > B 55 5 #1 (Service Updates).

$IE 4 P 4RiEE FIKE (Edit Update Settings).

PERS E DR ICE” TUIK BB IRG As(WHB)” oy, EEE ARk AR JFAE “FEAURL”
FBPALEE 1 DI EIERA URL, LRI AsyncOS FH4F1 McAfee 595 5 2 o

L6 AT “TIHRS 4 (F)FR)” (Update Servers (list)) #8433EH “IronPort T Hi k4% ” (IronPort Update

Servers).

TR FAIHIINE L

MR 3 AR 55 28 FH R A0 S

A LUK AsyncOS THE MG T 4B A AR 25 25 91 NI B I M2 WL THR,  TC ELE M BRI EHT
R4S 2RIRIGT I o Al F TR, TG B HTTP R 288 /9 2% A A5 B0 ) B R (AT ] IR 45 2% o
WUREFE T ETT RS, RIVATRCE A FS HTTP JlRdsas ¢ “BUBE AR ) # AsyncOS MURITH 21
B o

G A A X O TE AL ) FLHCRY Bl S A A BRI D5 ) SR BEAGH T 3l s, 5 AR 25
#o K AsyncOS T MASHIR 557 T 2822 B AN IS W9 DG 3 LU AUEVR} TronPort IR 454 B 480802 P




| zzem
e P T L e |

\}

Note  SEURL it ALK AHE IR 2525 HI T AsyncOS FH4e W1 Sy 2 4 T WA A A S AR 5525, AR 1 iR
S AN WILEL IronPort A B2 508, A, R IE% A RIS A W0 S0V R 289 o ) 2 4
J 55 o

Figure 2: iE12 B 7735

IronPort Systems
Update Servers

L CE——

local HTTP connections

<>
Web Server with HTTP - e

access to Internet
Your IronPort Appliances

370567

Procedure

PR BCEAMRS S, DR RAR AT 0.

PIE2 FEFHA

$IE 3 {F GUI 1 = £ PR (Security Services) > BR 555 7 (Service Updates) 71 5. 7E CLI H i ]
updatecon£ig iy 2 AL B A AT A H IR 55 45 -

PB4 THARGEEIR (System Administration) > R A4 (System Upgrade) Ui skt CLI Hf§ f upgrade
A TR

MZRHE BR 55 25 FH R A0 Fh AV REEE Fn R 20k
BN AsyncOS FHEFI T B SCAE, R8I PR I 4% Hh b 20T R G0 ml i e LT 5
o ) RGBT RS 5 0 ELIBE N U R AR
* Web W W88 SN A ER)
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B =xems s prermmng

A\

Note 5 T-sbfiiAc, Ly LA A5 BEIC BB K B B LA e Vrliid HTTP ¥
] ek, D258 ] DNS A4 R AN 4 2 1P il AT
[T

X THEE AsyncOS BB SCEE, IR B I 4 th b 25— 2 LA B 454 IR 55 4«
* Web fIlk%5#% (#11 Microsoft IIS (Internet Information Services) B¢ Apache JFVRR%5%8) , %%
AV s
 SCHF H KRB WoniEE 24 DNERT
* O M H 3
s CERCEATES CESMm%IiE) sSEAR ( “fR” ) GH50iF
« 2/b40 7 350MB w] AL ), AR AsyncOS B8 Fr {5

Tzlgiﬂ_j,ﬂﬁjj =1=] J:*E'_é:ﬁé&ﬂyiq%

B AR S5

W E AR %5, ¥ 43 http://updates.ironport.com/fetch manifest.html PR 2 T 25 WA 1) 1 45 SC

o FREBUG, WEEMAERTEYYS GETEIRAER O BVLIN G BRI O3 %) LU
BRI R IRRA S o SR, BRI BB HIFRYER . i T A RIRA, AR %5 4%
AR H b i) ZIP SCpE, R H SR A N e R . ST AR, IETE iR TR L
[ (BAE CLI H {8 H updateconfig) H4 IS £ W9 SCHE B A A5 F AN R 5545

MR S5 AL B XML SCAE,  FH T W9 28 e il 44 9 DG 1R ] Y AsyncOS T2 BRI A T 2801 - 2
8o WESCOERRA “VEE7 o UEBH SO T g ZIP ST asyncos H W o & T AHLUIR 55 2348
HxH i ZIP CFf5, 78 “OiiEigsd” i (EifE CLI H1# ] updateconfig) i A\ XML [5¢
# URL, W45 3C1F4.

A RTFETH RO PEAE I, 152 B AR PR SR AR R R SRR AR

BRHITE

BROATFOUT s WBAE P S IC B AR B JERE SO0 e 25 S 4 O . MEIE R I HTTP £ 1 80
BEAT, JF A CINE . WERAA BAER KA T IT o 1, w] RAE SCROBELR 5585 LA BB F 94 5 AT
UM AT 10 U P 2 i 1

WERIEFEAE AR AR S5 #8, T LASRE S ATRE 1) 5 473 90 A 11

Note

W SRE SCTARER IR 55 45% i ACE IR S5 R 1 3 H 3 0 B 0 A8 A AR IR 55 4 A0 BT A3 R 25 BB . Hoik
AR A R 55 B0 ST R AR IR 55 25




| zgem
mERssREUTIARNES [

Ao B AR S5 2RI B A N AR FNE
FRRE R TR ST 282 A X O BT s PR IR 55 2 AT A 6
LA AsyncOS T2 AN IR 55 S8t A HTAH TR] SAN ) ) 2
HEETE
B 2 IS R SR LA SERE R BT RANEFT, IS AE M2 A IR 55 45 T IR sem g . KA, %
BRGNP ZE SR Tk e B YA DR ZURTERT , on page 23 T IITAT

Procedure
HEB1 K IE R LIRS (Security Services) > BR % E # (Service Updates).

$122 Al 4RIEE FHIRE (Edit Update Settings).
PR3 Hi AL

wE 1t AR
EHRS R (BB PSR TronPort BT IR 55 438 42 A I 2% A B e 55 2 2R}

IronPort AsyncOS F+Z% MG RN I 45 B8 BRIA B E 0 48 FH SR} IronPort
SRR S5 A% T BTN

N TR EE AR AR TR B, 3 A W] I BUh S B

WERIEPEA I HOFT IS5 45, WA TR 28T AN SR 1 iRk 5545 K
JEA URL M 5o SRR S5 & 75 5 e e, IR mT LU A A M
JU AR

LY AsyncOS THFT McAfee Bl 5 & SN AT W8, 3
i BE LA AsyncOS £ A& E (Click to use different settings
for AsyncOS) #5#%.

Note g M4l L) Y AN G5 4 K b 35 =5 S B i g
PEREI 258 o

BB R SSas (F3D A PR A 3 B T R S 2E FR THBORT S A ] Dy sk 5 A S B I
BB} IronPort 2 7F BAH K S IE B F11 3

P SE R} ronPort 5T R 5% asids i A 9 2% ik 554 1 280mT H R T+
MRS BB A& GER] XML 3

ARG TARSLHIER 23K N BEHT A AsyncOS THRFRE RS & TH)
FIEE A BRI £ BB} TronPort B8l 2535 T 4.

W IEPEA I S BT RS 4, T HIANTR RN IR IGIE W] XML SO
SIS, A SCIE A AR S5 2 1) HTTP b 5o 0 s o 117 B
B2, AsyncOS ¥4H FHuii 1 80, WIHR MRS 287 E G A3 I0E, TH A
AR P 4 R hg




B z==casx

zogEr |

wE 1t AR
EEEX: A Sophos 1 McAfee il i v MBFHR BRI RHE BE

ZEHMBPN . PXE SIE0RT 5 ek AR 8 A LA DR
HY BB SEE AN TT  T] K% R P S Aer & SEOBT O AIAD)

BFEES s. m Bl h, DUFRORM. pph b A 0 () KAk
FIZh 58T

Note HfeAt 2 £ AR % (Security Services) > B5##E £ % (Data
Loss Prevention) UL [ >4 DLP Ji H A8 8. {HE e 2ot
MR MRS B B3I 8. AK1ER, WS T
DLP 55N VLA 7 K

o A B 3 A RO 1)

=

FERE R E SIBEAR ] “ BB S0 Zhaent, SN ZORR BRI E

BAEEH my halid, £ A0, DAFECR. BRIMEN 30 K.

#0

TEFEIR AR A L 1K) 22 A AL ST K0 SR 25 4% I BT PR I 2 3 1 o o
WA B R o BOATEDL T, WEPE R ek iM% N
AT

HTTP (KIBAR 5525

HIF GUI 81 (14 ik 55 1 e AQCER IR 5545 -
R g e ARH MR A5 & AL e RS0 B A 55

HTTPS {XIEAR 528

{FH] HTTPS Hrl AR AR 4528 . Wikse X7 HTTPS AUHE i 45 %%,
BAE K T B GUIT A LIRSS

TR 4 SEAFHIAE .

=A=REE

Procedure

P11 KR FH 2R 2RSS (Security Services) > AR 55 5 # (Service Updates) Ui [, A5 timEEIRE

(Edit Update Settings).

T2 e EEHELUR B3R
PR3 A SERE (W CERZ SRR o 2B InE 28 m, /NS ISR he o KB

KA 1 /NI
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mEMGRLURTERErRSEiEBnass [

Fic B AR 14 0 5 LA 56 E BB 5 A2 Fr Bl 55 28 IE B B A 3%
S X 5 R 5 BT, S X TR LB R M5 B T3 A
SRR T UEHESIR FRUEANG, IR AT, 0 BRLY H A i S .

{8 1] updateconfig iy He B MLE I LR 2] 8o 7 2 e] e B ik 1

mail.example.com> updateconfig
Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>
Service (images):

Update URL:

Feature Key updates

http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates
- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1>

zaeE ]
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B seemeseormnssas

BiREEENEERERSREBE

U ARAE AR WIARE IR 55 8% W AT LRSI CA TEAS F T s R oG AR HAIE P28 44 o 3K, MBI
FoR A5 AEACEIR 55 2415

1 ] updateconfig iy & Wt B IHIETH . LU R 7l SR T fn ] fic e ik 30

mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwWIBAGIBATANBgkghkiGIw0OBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBGNVBAGTAOEBUIENM. .« « v et et e et et e ee e e et e e e e e et e ee s

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.

FH 25 Async0S
Procedure

Command or Action Purpose

SR W ARPATBRAE, RS TR L | W8 DI R , on page 23
BOTH R BB, R 4 DL SR
CATIE) 73 RIXEE T2

Vi
g
N

TRTTRATIN BT IR 2 e 15 238 A HITHE S, on page 31

N
g
w
[

FRRTHHR 2 T ARSI T LB LA SRS . | TH AsyncOS [H#E £ T4E, on page 32
FHRAERE R AL

Nil

R PATTH. N2 TH 2, on page 32
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RTHRERBRS

RIS T PARREH AL, ISP THEERE P TS L.

BRARIEHIMERS

CRBHIS 22 4 Be % AsyncOSCLI ZE R Tl T TH AR LA B dr &, 23R ML T LA
TRILE: http://www.cisco.com/en/US/products/ps10154/prod_command _reference_list.html,

A A FAREEA

BOATHOLT . HHEPEROAT AsyncOS THINT,  HAT B BURIBCAR N BB ) -0RE 7 Web Fi 1 T

R B A

FEARFHLIO TSN b, BRAEOGE T8 i T 5L

A TR IR AE

BE A KRBT TEE R K B bk 5 AE T Rl g L

BE P AT HITHR R 813k ST A P ) R A

PGETpLEIR i) ML, RIS IERSERRIE N (Clear the

T3 T T 2 R i L LA notification), )5 i< (Close).

Ao

BRI IE A (R A <4 '“*EEJ\ 5 218§ & (Management Appliance) > R4 &8

(Administrator)” BRI . (System Administration) > ZZEF2K (System
Upgrade).

A AR @ %A

BRSO N, 2 lEE P KA AsyncOS TN, HATHE B GURIBOR A SIS - 4 7E Web 5T T3

P 3130 %

TEARRHL ISR, BRAEOGE T8 e T 5L

WA HERARAE

BEAH REBHTHRR TR E R F SUbR B E T i 4 L

Eecy RSP AL IIES S AN P R Sk

KPS S M ATk, ARJEIEREERRIBEN (Clear the

W 7 T P2 A i | NOHTICation), AU SRR (Close).

Ko
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. F+4% Async0S B9 ER T1E

LGN FE R #R1E

TR FR BB A (IR B “4& 30 418 & (Management Appliance) > R ETE

(Administrator)” BRI . ) (System Administration) > Z&E 4Kk (System
Upgrade).

F4% Async0S B4R T 1E

VB — Pt ERHE UL QT N 2D BRI T e TAE.

Before you begin

TR ARSI PRI BT AT S WERANGE B TARBAA, SR T AT T

Procedure

HURORAE XML BB SCAF e R AR s N o ER S B TR AT RRCAS, K S
WEREAEH] “ A BIR/MLIESIZR” (Safelist/Blocklist) Difig, iHHL I T H i1,

PHEPFAT OOV . WA CLIBATAHE, W suspendlistener 74 WU GULARITTHGE, T
> B VTR .

SEAFBAFIE . AT LA workqueue T4 B F ARSI AGHEPEEL,  BUAEA] CLI 1Y) rate fir 4 M 4%
IS I 5% S e e

Note  Jha)m B i AT R

TEFAZEAHER

\)

FUAE AN RAE N BOF 2k, WRTBIE RS T3, fila 223,

Note

TE— ARV R MAA IR 45 8% (AN 2 S8R} TronPort AR 4545 ) &I FH2% AsyncOS i, FHICKAE T4
IFEDET 2e3s . RIS, bRl s 10 B0, SoRIbREIERy, 80T DUEFRE R 8 IT A2 i
Control-C LU HFH-Zmife.

HERTIE
o RS HRM R T B gl 2 NI 2% E RSS20 TH R . ARG BRI k2%, LA
THFERRIN T RGICERBAEMOC, DANBE R BRI g . 16 2 0 & DLRIUTTH 2
HIBEET , on page 23 MINC Bk 55 4% BB LU N TN EE 8T, on page 27,
o QRSB , BT AsyncOS FIMES LAE, on page 327 A1 B 1% .
o R LA R RGP e TR, WE ST R S
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 WHRIUR AT, WILEE & U B 2 B e i 44
o T, K TCEELE FIPS Bixl T A TLS v1.0 fRAS. {H &gy A3, 4] LLZEMR {6 &
Ba H TLS v1.0.

Procedure

FIE1 RUGE R G ETE (System Administration) > ZZEFHZ (System Upgrade).
$IE 2 A FALRE (Upgrade Options).

$123 AR (Upgrade) 2k TH 0 A .

WA RPN IEDI

A Rz 1E

T A N BT T ) i 3R %E (Download and Install).

IR TR, WA RN EESIH T .
T ET R Hi{X T2 (Download only).

IR R, MRS SFOR S I T #.
RO 6 PRy, ARG .

A NI R LY % EE (Install).
SRR O NI, R4 Bon ik

“22%% (Install)” FEI N 7 FE AR 22 22561 AsyncOS flUA .

TS BRA LIRS NI 2Ry, 5 WS T ITHR IR I FE— > AsyncOS A
TER6 WIRT
a) PRI TR TG B ORAE B PG LR configuration H 3%
b)  REHEL 1 BT B SCAT R
Note  SCiAMH] GUI Ry “BCESCAF” UM EL CLI ) loadconfig -4 N B il 14

He S0
) WR A WIS S BC E ST RIA, RN EERAZ SO AR B Rl ik . A FE S0 B 2
AR o

PIRT Hb4a%E (Proceed).
IR 8 WAL AT 2%
a) TEHER NS 2 i R R TS A Y
FERAM W N2 T, e ks 2 B
FRGE oA U TV A s R 4%
b) AFRTFN, diBIER (Reboot Now).




B =ssaTans. mEsBEL TS

zogEr |

¢) K10 738b), F YT [ HBAE I %
WA RN i BRI B E MR SCHBYR,  DUR T, SRR R e £eid 2220 20 70 BHE-ah

AT ERAE

What to do next

o WURGRET W, DAUEHT TR iR .

© MR E T HAERZHT

TERE S LTI, v MWIT U e FROX Se U BB THRE, BL4E “HES T/E (Before You Begin)” i
I IIATPESAT, (HVEERE “ 2% (Install)” 1L,

* WR TR

s TR A ORED WriEy.
s W RFRACELE XM ARG, TSR HECE S, on page 13,

« THRSEIR, T R
EEREBTHRS. BUHSUMRE & TH

Procedure

FIE1 KRR K ETE (System Administration) > ZZEFH L (System Upgrade).
P12 A ARIZIRN (Upgrade Options).

$IE3

PIE4

P AL T

A TRz HR1E

A FECRA A G R
WIREA EAFATI N, HIESe ) N2k, WASE
T ERSER.

U N B TR R ] O BYGE TS 3 (Cancel Download) 4441 .

B0 FBEEREAT I, REA 2 R I,

AL T P ) AN ER ST (Delete File) 441
DO R ORI, REA & BoRtig i,

(k) EFRTHHHE.
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& R IR TN

HATE 80 - A1 90 - RAUGEAE L, A REwe Fe = B MR MY SCHLAR I FE i
WSS B RS e B A G FLYR, DA 44 BEAS T BT IR (P ek R i FH R C & e T RE
HEERIE
o {805 L H i B2 YRR PR (RPC) iy R 2 aM g . ARER, ESH (it
BRI o
o FERISAE M ] DLZEREDT M) s o, s By KT FAT A 00 B g 1 o
o PEIDRETE EE L (s A F S A2 VA M — (1) TPv4 ik o e IV SOn] e FEAS S P a1 i R
B, MAGEMH ipconfig AL .
o B FMBAEM O, ST E AN DU SRR R RE T 15 45 B 1 (IPMI) 2.0 RRAS IR A IS8 — 7
TH. SRR TR,
s FORVI M AT D TEAG R, W20 (CLI 2 %518M) -

Procedure

SRR AT SSH sl A AT 2 5 i 1 Uy [7) iy AT A1 o
S22 {FHAEA “FH R (Administrator)” 1 )AL FR FI0K 2 5% o
T3 WAL T2

remotepower

setup
T4 BEIURRE LM E B
a. ULDIRERIL H 1P ik, o b 28 HEAL A O
b. AT RIS FR 2 BT A 1K - 4 A3 R
IXSGE S b5 T il 88 R ST 19 O P LA LE A5 AR EL ST

FIE5 i N\ commit {5 7E T .

L6 MIEMNCE, PAAIORE T DU R B S P 5 FEL Y

TBT R R T L — B HEMARAE . B, BibE B8 — A2 r Ty, R R BT
BOAT 55 10 BE G AT BCRR U 1) BT 75 TR E 15

What to do next
HXRED
o CFREEE AL Y o H YR
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. 8 2 Z HIRRZAET Async0S

Wk & £ < BIARZA<HY Async0S

AsyncOS AR AsyncOS $#A1: RGeS B Sz HT IR 2 TR 2 4% A BARCAS o

LA

FEMBPERY K AE ] revert fir & o — IO H ARV (A . B & S S80I A I B H SR A . I
SOREE PR O BRI S BOR B, TR MIEREC EHCR IR . tEAh, A2 HORr e B MR RO i,
HERAFIE P B, BTt 2 BRI ZEIE S, IEAE A B revert dr &, TTHER
FERFHBE R SCREA T ELA L U5 7]

A\
Caution  fixupp Z50 HLAT B3 B RRA IO C B S0P o IR SCRFAN I T 7

TEBZ IR 35 L1k & AsyncOS T A5 B 014 ATHE
U SR MG F T I AsyncOS 9.0 k5 213& HI T- M) AsyncOS 8.5, MIIVFATIEAN

40 5 NG F B 2E T AsyncOS 9.0 Pk & 2)3&E H T WRLERT AsyncOS 8.0, WIANEFA B4 P S A F 2
ATREALIZ I 180 K5 FRIT .

Dhae s IR IHEAEATRE DL R #RAN 2 T

HXER
o KB 19 DGR nTE 2 |, on page 13

k& Async0S

Procedure

S W REIE R E B R IR E SCE . BB SR G R, ik, ] DO R R 12 S &
A CBUEN FTP Kk CF. R0, HS i iR 4 A% Bl & SCPF, on page 15,
W2 FEIHARTEENL EARAEIEAE DG Y HT RS 1 S R CRBERCE RS o
Note AR IAE W 2 5 2 3 e B S0
H3 WA /IS (SafelisyBlocklist)” Thfg, 15 “2e4513/PH 1512 (Safelist/Blocklist)”
H e B AL
SRR BAFNGE 2
SR BT BT (P IBAE 9 51 CLI.
TEIEAT revert i 21, R KMV 2GR, Be2X BB FURZ G, o LRI PAT IR B4
B, 7ESE K RT R AT, W20 T AR IS

Qe

Sk Sk
8 S8
(%2 I~




| zgem

P T e |

M CLI & H! revert iy %

Note WAL FEAEHFERT o PTRETT L 15-20 B A S 5e L, I nl ST I ek 45 2 5 U 1n] MR A
Ko

S IR Y S 2 R IR o

WHEHE B MWK G, BT S I interfaceconfig iy AWt B AT 015 n) IP Hihik

9E ;-

EMC A 50 )3 A FTP 5 HTTP.

PL FTP fL6 A (1) XML Bo B SCfF, B0k HoR G 21 GUT Ft i

DA B R B I RCAS ) XML B & S .

WURAT ] “ 22 4% /B 11513 (Safelist/Blocklist)” ZhAE, iHSAIKE “ 248 R/FHIEYIE
(Safelist/Blocklist)” 4 % o

PN NI
IAE, NAE I ITIER AsyncOS JRASIZAT IR AL A AEI 56 o

oAy B4 ) 5 A i B R 4 B B R[] b ik

ZELLRTEBLR, ATELY AsyncOS A= B s e B A5 ) & A N
o S ERIE SN
« B[A
* DMARC /it
* %N C(notify() Al notify-copy() iL JE#s£1F)
o P 2SIEAN (DLRBR B XA F Y “RIERIA” [Send Copy])
s
o At A A

REAT LU g IR I AL IR Wos A RR . P A4 44 0GB AT BLIE R Tk A2 A “ R AT R 5% (Virtual
Gateway)” 3k,

AILAE GUI a2 fE CLI H il addressconfig fir 418 B0 e A 1 (1 IS PR32 [ M.

Procedure

$IB1 S % “ REAE P (System Administration) > “IR [/ Hidil” (Return Addresses) T T
PR 2 fiidwiEiIRE (Edit Settings).

PR3 X EEE ) — AN HE AT S

PR 4 FETIEHIA T L.
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B rzsernrnsumsne

ARFEEITIAASHECE RE

\}

MR STALZANI R, R80T DO BRI &AM AT RS H (I CPUAET L BABI AR (K1 s KB4
SE) PCEBIE . ST LCRE IS W G HE B AR IK B8 E 1 B BN AR AR .

Note

TEH CLI A RGP IRILSHNC E BIEH, 51l H healthconfig T4 . 1 K45 R, 1EZ 0 CLI
WA Bhak GER T BRI 22 42 B 45 1) AsyncOSCLI Z %451 )

HEEIE
AT AN 5 B

Procedure

PE1 KR RFEEIE (System Administration) > RGEIE{TIKIR (System Health).
PR 2 pihidmigigE (Edit Settings).
SIE3 FE LT IE:

* Ju CPU R S (L 73 ETEAD

BEAL, IR E AR AT CPU A L 2 BC B A B N e 75 BB R . ROR S — N EIR A,
R CPU fEHIAE 15 0 BhNIE R T B 5% fil A 2 — ANERGR B T F2ME, W f s — A E
o

Note XU f i i A A1 S VAT AR AR B R ¥ CPU A AT L o

 JINAFTTHAS SR E BIE G0N (BLE 2 LEED .

BEAL, BB G AE AR N A A AT R0 B 1 R N B BRI AR
Jei» WERWAFETURASHIE R T H 150% 5iAE 15 204 1a) b o fil ok 56— AN IGME, STk
A, Flan, WEREERE 10,

o N LERS AT RIS E] 10.1% B, RILE AN,

o YNAFAWAF T AL 15 435N R 15.1% I, SRIES A2,

oy BAF R B R S KR BIEGOM CBAIBPFEOERD

BEAh, IBEE R LEBAA A PR A 00 2 P R (R A S O . RIS AN A,
10 B A N BB 15 20 B N IA 3 T 150% fid & 55— AN ER R, W4 R —ANESR .
flan, iR EE R E N 1000,

o ENF N IR AE e K BOA F] 1002 15, RAXHE—AMER

o Y ENB N B A e K ELAE 15 0B NIR 2] 1510 B, U2 P Ak — AN,

UEDIRERI TSI 8 T “ RGUEIR” (System Alert) 251,
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TR A FAIFHINE L

What to do next
WR AT AN E T2, IEFREIT I RS ER . AU, WSS INEAR IR N, on page
41,

A\ s \— 2= 1 s
REMRENXBIEI TR
A DML FH IS AT RGOS A D e A 2 A I SC s AT IR . PATISAT IR A I, R GER 70 M 4w R
AHZE” (Status Logs) 01 L EHE (52 = AN DU M4 9 ¢ iz AR«

N

Note s FSEHUATIL A HTIN RS “IRAH & (Status Logs) 420407 420 A H I st 4 .

EPATIZI TR, i
« f£ Web JUif b, KRG B R GETR (System Administration) > RFEIE{TR (System Health) 171
I, ARE R EITIEITIRRME (Run Health Check).
* f£ CLI I, i{7f%: healthcheck.
I3 M G R AR R GAE Bl ) LA H N2 B R 1R — A el A o)
o PRI LR
o MSPFALBEAEIR
* 5 CPU i
o =N AT
o 15 N A LT A #
WASE PIRBUS A Fa B A OCIE R T ER—A A, 5% IS A E RIS R E -
HRVEME L, EHZSM:

http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118881-technote-esa-00.html,

a4

EARMETE A SR ARAENS P, JER A S IR AR A RIAORAE B e XSS 2
CEUENED G ATELN “floh” 2] “HE7 RS, AT IRAE R OS¢ LIRS e A 0F s fg . &
0 E A P DR A Bl o T LA B DA G A0 1) 20 0 i A WD S A S P A A 2 R L8 Y B R DAy W 41
PRSI R IE AR . BId GUI I “ REUEHL” > “EHR” G0 (3¢ CLIH ) alertconfig fiv 4)
AR

R E

AL RUERR AR ™ B 0 1 R
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Sk
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o JEH. BT RIERE .
e (Warning): 5 BLHE— 0 W #2891 1T B8 T 22 37 BV 75 1) 1) i s %
5 E: WA HATET YA RS R

T AR BENS A SRR BE T AR ORI R GEAC S, W] ORI G IL S il R R LR IE Rt
SRR E AT RIA . BEIhRERRO “ FEhSCRE” R SRVFBATT B A 32 30 SRR 1 7 SR 1A 3%
Jie “HBNSE” ROERE IR, WHIRGIER SN, status A4 (1% A 1) AsyncOS
JRA o

BONTEOL T, BB “27% 7 (Information) ™ FVEZOIK) “ 40" (System) B MY R AR W A
N SRR AT R B SHBAT (R A o RAEANAS 51 N BB A R SO M, T DLAE I T g
SR A e Th e, TE SN E SR BCE, on page 42,

MR S AR F “EARWATE N (Alert Recipients) Fa & M hik FEAR,  SEA 328 H R ¥ SMTP
B

P AR IS A P P SR e IS A2 PR O P e R, DRI ) AsyncOS T3 IR BIB{-A% 3% R G R e T
AR, RS S BSR4 T A PR E R G AL, BIEAE AsyncOS FE(E Tk ZR 45 M i k)
iT.
B RGA AsyncOS LA R B, IX R Z R AE 144126 0] fg 5 JLAh BB 2R AR 26 AR K
—F:
o AR I FRVE DNS MX FI A e A AL 3%,
o EANISE LAY DNS 45 H 30 43481, Z2474F 30 430 l#Hr—vk, FrClunif DNS H B,
AR A5 1L

o AR M AN TAEBNSALS, T A e TR s s R ik . A4k, AT SZ i
JERS TN BT JEAR AW

o EARMSPEA T AL AT AT, DA MAN 52 3R ] e S s H R 1 B 761 1 52

“

Note [T - 91 atertcontig CLI fiy A JE T TLS S FEIFAE SSL AL E W B L g H T FQDN iiF
] KA RS AIE P R BAAAE “ A4 FK” (Common Name).  “SAN: DNS #FK” (SAN: DNS
Name) 7 BER P [AINAAAE, BASJE /54 FQDN #% (.

A\

Note

[Tlﬁ IAEAE ] alertconsig CLI v A H T TLS SCHEFFEAE SSL L & ¥ & iU+ 8 H T X 509 KAk
o KA IR SS Al P IR 2 42 50




| zgem

E R AR B
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Date: 23 Mar 2005 21:10:19 +0000

To: joel@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed
Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX
Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.

AN IR HR I A

)

TR G |8, ] LUK 4047 ) ] W S e N AR IR . ol R DUORE SR GG SRR
R IB L TR N, B FE WA NS AN R IE “ RS (System) CEARIEALD [y “™
H” (Critical) O™ E ) A5 SN RSCE 5 o

Note

oz A
IR 2
$IE3

PIF4

L5

IR

WRAERGWEMNEM T “AsscRy” , W E bR BRI ™ S 1 il
A AR I 5 e G

Procedure

W IREFE BRFEETR (System Administration) > 43§ (Alerts).
iR nIER A (Add Recipient).
HANWCAE NI . T U N 2 AN bR, FFDOE S .

CATIE) an SRA EERMUERE SR N D3RR IR A RCAS R B S Sl VA, 135 18 T AR AN F S 4518 AN
(Release and Support Notifications) & % HE .

TR BRSO AR B PR R SRR EE A
FEAZTFHAIA T
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B ==cse=

AL EERIRE
LB B 47 0

\)

Note  fifi ] alertconfig CLI iy4- 32 SCEAE S 56 _EARAF I 2R 8 B LI H G 25

Procedure

YR R CER (Alerts) T T M 4REEIL E (Edit Settings).
W2 FN A5 bk DIAE AR AT, SR “ BB (Automatically Generated)

( “alert@<hostname>" ).

PR3 WURE SR BRI SR R A, TR . AT AE R, TS AOR R

15, on page 42,
* F5E AsyncOS Az 5 AR HT SF A IR iR F0 4L
* F5E AsyncOS iz 57 EAR T S A 1 B KDL
B4 nJLUEIET “IronPort 33 FF” (IronPort AutoSupport) LKA “ AFSCRE” « A8 “ABISL
FE7 IVEANE B, WS A 33 FE, on page 40.
s WRBHT “HAzsZR” , WM BRE R “2%” (Information) 25 51 7 G4k i & Hl 2F
NKIE “ AR . o DUE % 2 AR SR A L IR

TS FAIFINE L

T gE
e R AR R AT AR, B
o RIFEART ) RFC 2822 5 kil G Ntk sl FHBRARY “alert@<hostname>" ) o {1 AJIYE
CLI 1§ [f] alertconfig —> from iy 4% & LI .
o ORI BTSRRI
o RO H ST AR S A (1) e KD A
* “AZSCR” MRE Oa HBEEERD .
o B ) BCE BRI “15 B (Information) 2l 38 e EAR MV EARWAT N RIE “ AZICH” REH
It
AXEEES

H LAFRE AsyncOS AL R EAR AT S AT FIAIAA AP B R BB 0 0, AN AR T R BRI 2,
M ICAR R IR M AR AT AR XA AT A3 BURIN (8] A AXREEIRIE) o AR RAVER S,
FIE T EAR L RS AL B CEARIBIRE D R0 8500 IR B8Ok A A RS Hoin L 1% ) L 7]
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Bio DSl WUREERr 5B, EIRAIEN RS SR 15 FP, 358, 75 FP. 155 FbL 315 8P, LUk
i

IR, RIFEPTREACAFIR . Rl ARt R0 A i 4 11 B K AP 48 (maximum number of seconds
to wait before sending a duplicate alert)” 7B, &E ARG RIS ERAE. B0, W AORwIaa
WHEHAN ST, BREN 60>, WIFESF, 15, 357, 60 5. 120 FPAS AILZHR, LLEISHE.

EERIERER

WIS 0 S e DR AFSOBT (Rt LU A R 25 SR i B 4R, W) LAAE GUIA CLI it T & . X
BB TC 0 B AT 5T 3

LEEBOPERK IR, Wl “ER” (Alerts) Uil LINEFHEAFERTAIER (View Top Alerts) 1%
H B H CLI (1) displayalerts #74 . FJLATE GUI 4% HIL g0 SCARRIME NHEFI 24K

ERUAEOL T, WA St 2 IR A7 50 484 DA Wb os 7 HE 2 SERTRYE R (Top Alerts) & . ffiH CLI
"1 alertconfig -> setup i 2 G M A4 9 DS LR A7 R . WU EEAEH L Dhae, IE R B R AT SOk
0.

JXU B2 388 25 15t AR

NRIESRBIIN TER, CFRERAAR (IR A MENART) BRSSO, Wi M ENE (R
U, ZHEES) USSR TS S8 (R o« SEU A EAR I SE bR SCAR R 4o

R, DAREARISPE ] RESAEMEPESOA T H 2] “Sip” o ADREART,  “Sip” KRR SERRH) 1P b
hik

o B HBAFEAR, on page 43

* B9 B AR, on page 44

o HR ARG (DHAP) 417, on page 45
* ffiff XUBGE 5, on page 45

o B OLHBARE 25 X 24, on page 46

o BRI ISR EAR, on page 47

* RGEL, on page 48

* SRR AR, on page 58

* BRI JE A E AR, on page 58

o BB AEREAL, on page 59

Fz 31 3R R 44 4R

PRGN AsyncOS ZE RSP R B BEPFEAR 512, AR EAR AT E AR AR B .
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Table 1: 7] §2 89 RBL IR AR E R 5=

RGE

23

IR 2R R SR B
AS.SERVER.ALERT $engine anti-spam - $message $tb “engine” - IS MBAF GBI
PRI S 5 R ik “message” - H &M
“th” - FHF I
AS.TOOL.INFO_ALERT TE B - $engine - $message “engine” - S MBAE 51344 R
S, BRI % “message” - HSfF
AS.TOOL.ALERT 147 - Sengine - Smessage “engine” - LB IE | 46 44 B
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TSHIIFEP “S$certificate” T Hf.
R J): CRITICAL

“certificate” , T IIFEBIAFR.
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PHERBIR

HR 1 FN A

MAIL.APPNO_ACCESS_KEY

BRSO “RBRROIERN SR = ik
I E I, %I API AccessUID Fl API
Access F4H (Failed to poll for the Cisco

Advanced Phishing Protection Cloud Service
expiry date, add API AccessUID and API Access

secret key).

P : 24 APP I H IR &R R AR H N API
Vi o) SRS RO, R0 IR .

MAIL.APPINVALID KEY

BRAR: “CHT APLY R SH L, Tk
TR R 20t DR 2 IS5 HO 2300 H 3D
ST ELEHC E APLY) ) UID %9, (Failed
to poll for the Cisco Advanced Phishing Protection
Cloud Service expiry date because the API Access
Key is invalid. You need to re-configure the API
Access UID and secret key.)

P 24 APP 2 H IR &R KR4 N\ API
Vi W AR I, RGO R IEEH .

A&

MAIL.APP.EXPIRED

BAROUA: MRS R i = gy cid
W H O . BRI RN A BT iR
%54 3 o (The Cisco Advanced Phishing
Protection Cloud Service has expired and is
disabled. Contact your Cisco Account Manager to
renew the service and enable it.)

V] SR S PR k55 Ead 9] H.

CUARF o 1T B B N RS T/ T e I 05
APP k% .

ANIEH]

MAIL.APP.EXPIRY REMINDER

WA RS R M B B S RS T
$eaas_expiry date FI|H. LR DRE
2P LT IR 4% (Cisco Advanced Phishing
Protection Cloud Service expires on
$eaas_expiry date. You need to contact your Cisco
Account Manager to renew the service).

VEW]: AR B H T = RO RER KX .

Z¥: eaas expiry dateeaas expiry date
-date, SRR A RS
N

MAIL.APP.SERVICE
UNAVAILABLE

WA RS R T B RS T
B VRS 2RSS . (Cisco
Advanced Phishing Protection Cloud Service
update. Unable to establish communication with
the cloud service.)

Uil APP =SS AT, DR ESE S i
Toik#e ) F| APP.




zogEr |
B =veren
I ER AR HR 4 FHEIA S
MAIL.APP.SERVICE_ SRS AR R MR E RS | AE
AVAILABLE %ﬁo EE%HE’(%@;I@{% (Alert text: Cisco
Advanced Phishing Protection Cloud Service
update. Communication with the cloud service has
been established.)
fiik: APP =S5 v H .
EiEFER
T RAE A H AsyncOS AE )45 Pl o B R 24
Table 8: 7] B2 SE #i 8 7 B4R 51| =
ERAFR HREEFOSEIA S
UPDATER.APP.UPDATE RAGHIA)G, Sapp A xZFHEH. Sapp | “app” - NI AR,
ABANDONED U Al Vir SRR,
W éﬁt?f %EEIET Sattempts {};}aé‘ﬁk%m “attempts” - 22X
FRE T o XT HE AL H1 9 2% IC L ) e i
T pIT S
o NHIEAEEF .
UPDATER. UPDATERD. TR L% /b Sthreshold JEik 5 U RF | “threshold” - A RT3l 577 45 .
ANIFEST FAILED ALERT SR
o REERIDURSS SHEH] -
UPDATER.UPDATERD. $mail_text “mail_text” - B A,
RELEASE NOTIFICATION T _ o
et RATIBEN . “notification_subject” - i %104,
UPDATER.UPDATERD. HILAZEE 2. $traceback “traceback” - |13,

UPDATE FAILED

PP, RREIEAT .

BT

M

TERAE A AsyncOS A5 B %Pl R A I DEAS AR KO E, AR E AR E AR B 4 U

B, THER

S S

S PEA T LIERR X CRAUOR TR R B AR SER 5]
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Table 9: F] ERI R IR R T I AR EHR TR

wemenr |

ER AR HR 1 FO A S

VOFEGTL_THRESHOLD_ALERT | jj 28 A ik 18 25 N BE BT 4T .- Stext LIRTE $date $time B | “text” - SRR A,
BT L o “time” - - Y BRI o
Z2% . IR R IR BE R A S O R “date” - - HHT H M.

AS.UPDATE_FAILURE $engine SFTANELL) . IX AT HESE H T AP 455 DNS [0, | “engine” - o2 BT 5

5 [k AL e 1= ¥ HTTP A 2H AT 2 5 downloads.ironport.com
ANTT T B IR) o X 2R MO BB A I O A R S i iR

F&: Serror

et BRI S8 e CASE FUNJGIE B HT N i

“error” - KA.

RERER L
TG

Table 10: 7] RERYSEBFEEIR TR

i AsyncOS A=l IA Bl R GUEAR I FIZE,  ELFRO BRI E 1™ F L B -

ERBIR SRS RE P S8
CLUSTER.CC_ERROR. 7E 1P Sip HEFLFIERETTSHL Sname I 4T - | “name” - THEEHLI T HLA A1/ 741
AUTH_ERROR

Serror - SwhySerror=i BT ARZEGRE T |

FPE . RS IR RN AR . AR
HUAEERAF DL, AT RES MBI A L.

- EFE ML TP,
- R EAN SUAAE L.

CLUSTER.CC_ERROR.DROPPED

LE 1P Sip B RIEM T HHL Sname F HAY -
$error - SwhySerror:=HlLH ZE &M £ 57

Bt SRBFIEEM E I EIL.

“name”
.

- TN B LA AYE 751

- R FHLI 1P,
why” - 45 SRR I PR SCAE KL

CLUSTER.CC_ERROR.FAILED

7€ 1P Sip 2R HAHL Sname I HES - | “name”
Serror - $whyS$error:=i%:$ T

LSRR IRER RN 503k

ﬂ:

- AL M4 R/ 5

- R AL TP,
why” - A SREF R LI SCAE B .

CLUSTER.CC_ERROR.
FORWARD FAILED

7€ 1P Sip R B LR HHL Sname 1 HES - | “name”
$Serror - SwhySerror:=HB {154 & KM, TG BiiF | 5.
UL

PR IR SRR R B e e RIS A P )
THEHUN A%

- THEHLE ENLA /T4

ip” - ZFETEHL TP,
hy” - 5 A R A PR SCAAE B




B semesw

RBER

BN

R4 FN A

CLUSTER.CC_ERROR.NOROUTE

1E IP Sip B RIERTEHL Sname A HAES -
$error - SwhyS$error:= J& I i

P WEHUCERIEISERE R AL
(1% H IR 2%

“name” - TFEHLIK ML RSP

=,
T

“ip” - IEFE TN 1P,
“why” - 47 RER PR SOAE .

CLUSTER.CC_ERROR.SSH KEY

£E 1P Sip B RIEM T ML Sname W HEY -
$error - $SwhyS$error:=F-HL %8 7%

PeE . AFAEJCA SSH FNLE I K 3%

“name” - THELHLI L HLAA/E Y
T

“ip” - I TN 1P,

“why” - 45 REHR TR SOARAE B .

CLUSTER.CC_ERROR.TIMEOUT

76 1P Sip B EHETHEHL Sname I HifY -
$error - $whyS$error:=# 4 H I

BS . FE RN I RIE .

“name” - THELHLI LN /B 751

=

Fo
“ip” - IR LML TP,
“why” - A REHR M PELN SOAME .

CLUSTER.CC_ERROR_NOIP

R P E B E AL Sname IF H 4 - $error -
$why

FEE. R SRR R ) ) — T S LRI
AP Huhk i % o

“name” - VHEEHLI LN A/EL 75

=1

o
“why” - 47 RER KRG SOAAE B

CLUSTER.CC_ERROR_NOIP.
AUTH_ERROR

ERLERNAEREVT 5L Sname B HAY - Serror -
$whyS$error=1t S AP AR

TUTE . ERRBVRRE PRSI 4 BiE
BRI AR . IR HNUA IR R, AT
eSS HBLIZ A OL o

“name” - TFEHLIM ML RSP 51

)

Jo

“why” - 47 RER KPR SOAE .

CLUSTER.CC_ERROR_NOIP.
DROPPED

RN EREI AL Sname B HIEY - Serror -
$whySerror:=Hl 5 & Bl 5

o WEHULZ NGRSk
WA 2% 1P i hik I HL S SR L 25 57 I

“name” - TSI ML F/EL 751

Fo
“why” - A RER I PELN SOAME .

CLUSTER.CC_ERROR_NOIP.
FAILED

ERERN RV ML $Sname I H A - Serror -
$whySerror: =% % 5 M

o MIURFIERRMOT HATSALEE N
RN 53—V SER LR AT 25 TP Stk i

“name” - TFEEALII LA A/EF )

=1

Fo
“why” - A5 RER TR SOAAE B .
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sumagsE ]

EiRAR

R FN A

CLUSTER.CC_ERROR _NOIP.
FORWARD FAILED

BRI EAL Sname B HIEY - Serror -
$SwhySerror:=Hl {5 K KW, Jo bR

MEL WENUEEON RN K 5 LR
A 28 TP itk I FLIE P W SGTE TR e 46
B HHLN RS

“name” - TFEHLIM ML RSP
5.

“why” - A7 RER KPR SOARE R

CLUSTER.CC_ERROR_NOIP.
NOROUTE

EFEREREH AL Sname I H 4 - $error -
$whySerror:=A & I i

FUEE . AL M EEREN IS — T SRR
BAT 23 1P Hiuhk 3 HL GV SRE 48 TS 16 2% el
N ik

“name” - TFELHLIY N4 A/BF 51

=}

Fo
“why” - 5 REHR TR SCALE .

CLUSTER.CC_ERROR_NOIP.
SSH_KEY

ERE BT ML $Sname I H A - Serror -
$whySerror:==F L% L2

PRI, SN RN 5 SR
ST TP b3 HUEHRARICAT M SSH 41
HHIN R

“name” - T ML F/E T 51

1

Jo

“why” - A5 REHR TR SCAAE B .

CLUSTER.CC_ERROR NOIP.
TIMEOUT

R P E B EAL Sname IF HU 4 - $error -
$whySerror:=# 4

B WHEHUEHONEREN K LR

= Ho

AT 2% TP 3l FLE € BB I N A%

“name” - THEEHLI LN /B 51

o

“why” - A7 R PR SOARAE B

CLUSTER.SYNC.PUSH_ALERT

B 1ML $Sname ) $sections

PEIE . HECEHIE AL I B O AR PRy
BRIy &e

“name” - TFEHLIK ML RSP 51

=

"o

“sections” - 1EFE R IERIEERES 4 1151
*.

B MRIgE

AR 2 T G S I G R R AR (K E e

XL EE, AT L EE YT AR RSB E R S

ARG R E T (3 systemsetup i74%) FLE TN DNS i i E .
ANTFe LU Dhfg:

* sethostname

* DNS it’® (GUI LL X dnsconfig &)

s BHACE (GUI LA Ml routeconfig fll setgateway i)
* dnsflush

- BT
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© MZEHEA

* GoRARIR

ERRGEENR

TR T VUNRS . BN S EREN BN BHESCENLA, AT EL R34

o £ Web Jti b, MK “PIZE” (Network) > “IP #2117 (IP Interfaces), H.ifi “4&
P17 (Management), #RJ5fE “ EH4” (Hostname) W' B EHLA o
* /£ CLI 1, {#iH] sethostname T4 .

)

Note i\ sk, B ML A AR

LB A% (DNS) i &
AILLERE GUT ) “ 487 2K “DNS” B ek dnsconfig i A HIEAF M G B DNS W
Al DARCE DL T e
* fli ] Internet ) DNS HR45 #8302 F AR S A%, AR F I AR 45 2%
* /1T DNS B 5140
* JZ[7] DNS 2 $H i 2 A5 b %
* ik DNS 2247

5 DNS AR 5588

AsyncOS 1] LA ] Internet f8 DNS JIR%5#45 % H CLIf) DNS JIlR%545, 5K Internet fi¢ DNS Ji 4545 Fl14&
F7E 4 AL DNS %545 A Internet #JIR 25 A0, AT LASRE TR e i & RS54 . T4 H
DNS 5545 FH TN, P & 20 RIS B2 A (B2 A FRE ) DNS ds%)

A Internet [1) DNS JIRZ5#51F,  AsyncOS SCRF “474r” DNS IR %58 . WAL R B NIk
554, AT LAFE € B AN A G TK) DNS k4545«

WHE “Prsr DNS” i, BN #H in-addrarpa (PTR) 45 H o i, WIREH “ eng” 20 if) 5 5E 1) |44
FRRSS 28 1.2.3.4, JFHTA eng £ HIGZE 172.16 MLy, NN “eng,16.172.in-addr.arpa” J&5E A
P75 DNS B & H (138

ZAFEMMLER

KR MARED DNS B 554%, #nT DURE — DA IEd . AsyncOS # 2lE HIIL /e e B3 0 (1)
DNS 454, WA i% DNS M5B AWM, AsyncOS ¥ 2 H F—/MUsER I M. WA
HIFRSE I DNS RS 5E T 25 H, MRGAERRAT Bl < BEHLA %0 56401 DNS
Mg ds. SR, REESEAFRIFLIN LSS — N Em B 7, KR5S AR K — R TR
AR R, DOSRHE. PrAERR I I T ARG B ) DNS RS54 AR S bl
BH FEARATREEIL S, AT 1P MUk (I AR ) 55— ML GIRDRR I I 18] dpe i, SRR
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7 internet 1R 22 [

PSRRI N TR SE A o T L, IR Z0 0 60 Fb o A RAT — ML Se g, MR 2t 6 k55
TR 60 B WA PALIEG, WE—MLR R G RS S IR 15 8 2 =AM
ST B IRSS AN R Ay 45 8o X T =AM, B8 57, 10 B8, 45 7.

fltn, BBERCE 700G DNS Ikssas, HAmahiingo, —aruitkdl, 5 ahiisnde:

Table 11: DNS R 55 3% . K 5EZRFNiB AT 8] fR =15

Rt | BRSs=5 Bt

% (#)

0 1.2.3.4, 5.5
12355

1 1.2.3.6 10

2 1.2.3.7 45

AsyncOS BAETEH A 0 M & k55 2 [RIBEHLE R . iR —aIuse g 0 MRS 20, WA 7
— G WHRMILL N 0 IR & WS- a3 00, WAL EZ00 | RS 4% (1.2.3.6), Hfa e tbsedih
2(1.2.3.7) HIRSS2%

PESELA 0 PIAHS5 4% (KRR ST RRAR ], ARSGZ0h 1 S5 S (KR I SRR G, ARSE400 2 (i
55w (KU IR YTBR B A

{&£ A Internet 1R AR 55 25
AsyncOS DNS fEHT 5% & 7535 I i 1 B M 14532 7 5 IR B[R I) DNS ¥z

\}

Note [ i PElt BRIN DNS IR 45 #5580 Internet ARAIRSS 752 SN SLABAR S5 8%, W2 55 3 0 401 R 5 126 )1
R FAN 8 TR B 55 23 IR K A

[ [5] DNS it $8 A+

IS A1 O DK S ot 422 8 T W A P RSO I T BT A s B2 W LAAAT “ XU DNS &4k o [H): R4l
AT XU DNS 4k, FRECFIEGAEZEFE AL IP Mokt (AT et Jorh RS xh&E B AL TP ik (1) [
1] DNS (PTR) 4k, ZJG/2%f PTR Ak45 L MIIE N DNS (A) fi#k. 2R5, REUERE A ks
JEAT 5 PTR Ak FUCHE . Wi gh ARV B A 1L SRANEAE, W ARZOKA ] TP Huhik sk DT ML
ViR (HAT) P4 H . teRs @B RAGEH Tt E sk, 524 H AR, on page 621118
()38 1] GNS I,

£ DNS 2528 BRI R 20 . 24 DNS RS- 885 2 A4 HiE, BUEBIHE S (DNS R4 a5
Fell jx |n) DNS EriffiEEm ) #2%. #lan, nifE 8 4~ DNS lk44s, HxIa DNS ZifjiER{E 4 20
o, WLSEERHAE R (8 * 20) = 160 7,

AT LA SR AR T P A W R R K S i) DNS i, 5o dmA “0” AR . SRR i E B s
HORY, MIRGEAL AR BEAT S 7] DNS B4k, 12 3L R (AR I i o XAt m] AR 1 AR A
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B ons e
FHURIAE S B AT Wb 2 EAL IP A A LA FR (CN) I BB X SR P A 326 25 7 25 TLS Sk 3% 42
(3o

DNS Z4k
/R, RGESTEMA: M OCHE JT I A B “ R AE5 13 DNS 2247 ” (Failed to bootstrap the DNS cache)
PR . XL RN RGEVE S H 3 DNS JIRG40il M5, WERAEE A 4G HLRT DNS T R4 0 L
2, WIATREAE S B I IR O o 0 SRCAR o tH IR B, W] BRI AA A M 4% ] /5 DN'S iC '
A A R RS 4

5P DNS £ 75

GUI P “W5EREEAE” 444K dnsflush 74 (4755 dnsflush fir & FPEA(E R, W20 GEH TR

LA RIS AsyncOS ] CLI Z% 4R /) ) Kl DNS ZeA7 HF P A5 B 0] DA FEAE 2o

A DNS R T S A LD fiE . w2 BIZERL, JF HLEDB e S 47 I vl fig 3 B g
I P e o

‘@i EfH A SR ERCE DNS iR E

Procedure

W1 RIRIEFEM L (Network) > DNS.
FIR2 AilidwiEIRE (Edit Settings).

I3 LRI Internet AR DNS AR 25 #3182 H 10 A 3 DNS ARk 454514 /2 Internet 1R DNS %525, I
J8 & 45 /] DNS 4575 .

L4 W ST F A DNS 254, EHAIRS & ID R dRmn1T (Add Row). X REAN RS % 5
2R, WA E ORI DNS RS AI, ERIReegd. AREANG R, 1HSTE 2 DNS i
% %%, on page 62,

PHIBG G G A s o 4 FH DNS e 4s2%, il 4 A\ Ik 44 Fl1 45 FH DNS IR 2545 IP Motk . ¥l hngT (Add
Row) 78 in HoAth 3o

Note Al LLRg BN DNS iS5 a2 /M8 4, WA FHE 5 0 bl g W] . o] BU A\ 22 /) DNS
45 3%, il Al g S 40 b TP Hubk.
HIB6 WP T DNS MAE 1.
FIBT NI 7] DNS 25 4% 2 R4S 45 (Fb 4.
FIB8 ] LB EETF (Clear Cache) ji7 /% DNS 2247
T PEATHMIN T L

fic & TCP/IP @B {5 & H
R B BRI AT LS8 1
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WIS W9 S5 ] LAAE ) B IRE X B A 4 (TPv4) AT H B R B SRR AS 6 (IPV6) i A % 1
Al LA CLI H1(1 routeconfig iy 2 B4 H LA 1ol R 5 PR A 14 1

Procedure

FIE1 R UGE ML (Network) > #E (Routing).

P12 EE6T EAE A HSA (IPv4 5 IPv6) Hdiifing& @ (Add Route).
L3 FAB AR

I A KN Hbr IP Hulik .

LIS MG IP ikt

FIR6 RTINS .

BCEBOAM X

Al LM CLI H 1) setgateway iy 2 B AL ] LA o FERC 2 BRIA YOG

Procedure

FIE1 KGR ML (Network) > #E (Routing).

W2 E0 G O HLIE I B SR A B ok i 1 41 3R T I ERIABE BB (Default Route).
W3 O TP ik,

PR 4 FETHMIAE L.

fiE SSLIZE
AT LME ] “SSL A& $3'E 7 (SSL Configuration Settings) L [ &%, sslconfig 2 A4 M4 R Sl & SSL ¥
o
Procedure

FB1 KR LRGSR (System Administration) > SSL Bt &i& & (SSL Configuration Settings).
FIE2 HiidmiEIRE (Edit Settings).




ECE SSLigE

zogEr |

Important {7 J3 £ 2L MEEAIR 1K) AsyncOS fiiAs (f5il4m, 12.0 8¢ 12.1) F+&k, W] AsyncOS 14.x J 58 b A

FRKIERIA SSL 25 5 el R -
* 3F GUI HTTPS-

AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA::
!'aNULL: ! kRSA:@STRENGTH: -aNULL: -EXPORT: -IDEA: ! DHE-RSA-AES256-SHA

o 3 F Nif SMTP -

AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA::
!'aNULL: ! kRSA:@STRENGTH: -aNULL: -EXPORT : -IDEA: ! DHE-RSA-AES256-SHA

o ¥ F H i SMTP -

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256: ! SRP:

!AESGCM+DH+aRSA: ! AESGCM+RSA: !aNULL: ! eNULL: ! kRSA: @STRENGTH: -aNULL:

:—IDEA: !DHE-RSA-AES256-SHA

SR 3 MK, BT EUF A
* BH GUIHTTPS SSL #'& . fE GUIHTTPS I, fi&E B# 1 SSL J7 vk st
« WE NN SMTP SSL #2 8 . fEAN SMTP , $&52 ZAL 1) SSL ik Rl .
 BE i SMTP SSL #2876 s SMTP ', $552 ZAH 1) SSL 7 ik Al .

-EXPORT

VE AR TLS % ik 55 . 76 “ oAt TLS %57 3 lk %57 (Other TLS Client Services) I, U144

TS AE R G AbT-3E FIPS B0, WIS ERIAAE TLS v1.0 77k Sn] EAZEMEAE 5G4 TLS %)

uiflk4s “LDAP” Fl “Updater” Ja3 M TLS v1.0 77k

IR

* [7£9E FIPS #5x R AR RN ] TLS v1.0 F1 vl Jrvk. )&, mIBLg54 TLS v1.2 5k

XTI,

o WATHRITE S T TLS v1.0 [E FIPS Bl F MERAK I AsyncOS [iiAs (il 12.x 8% 13.00 F+4%
F| AsyncOS 13.5.1 K mhRA, WIS BRINEEF TLS v1.0. #8575 ZAE T UG FE MR 5% g H

TLS v1.0 Jji%.
* M\ AsyncOS 13.5.1 KB mhRASTF4f, AP S HF SSLv2 Fl SSL v3 Jike
o QURIBAE R SCAE T FIPS LU, WANSCHRF TLS v1.0 J5i.
o QRS R DG AL T-AE FIPS BEUR, W2 BRAZEH] TLS v1.0 J7ik.

SIB 4 [k B (Enable) EILHE, LLATVFMSIER X “TLS#AR” . “Hikli SMTP” .
1 “LDAP” JIR55 %% IR 55 I3 2540E 154047 FQDN %31

HIBE [n]ik]iE B (Enable) &IEHE, LLARVFIBLEM S “TLSEAR” o “Hiuh SMTP” |
Hl “LDAP” AR5 2 M 25 I S5UE - FHAT X.509 B0 1F

PR 6 PR3 (Submit).

PR T HBIAE M (Commit Changes).

TR

“ TR
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/A samL 20 g 52 (ss0) [l

£/} SAML 2.0 /) &2 =5 %5 3% (SS0)

o KT LTSk (SSO) fI SAML 2.0, 5 67 1t
* SAML 2.0 SSO T1Ei » 5 67 1T

* SAML 2.0 HJ#ENIFIPR S| . 285 68 7T

o Ul AERREE G ERCE SSO , 2 69 T

X F B 5B 3RE (SS0) 1 SAML 2.0

MBI DG BILAE S FF SAML 2.0 SSO,  LUMEE A = mf LA 7E LA 2 p 15 1) Ho At J5 ) SAMIL 2.0 SSO 1 /il
25 IS AT FH PR AR ) U 6 S P ) G ¢ #5119 Web JETHT. 9, 40544 )3 A Duo. Microsoft AD FS ¥
Azure /£ SAML S 42 (4R 7 (IdP),  JUIm] DURE R G IC B4 k45 $2 7 (SP) LASCHE SAML 2.0
SSO. H P W LA—k¥& 3%, Uil SAML 2.0 SSO i H RS .

SAML 2.0 SSO T1Eifi

SAML 2.0 SSO LAkt BnrE FEH:




Rt

b

B savizo sognisnms)

& 3: SAML TAER

Web Browser

User requests for 3 resource
For example: User logs in to the
appliance

=1

5P redirects to IdP with SAML
authentication request

Browser sends SAML
authentication request to |dP

| Microsoft AD, Azure or Duo)
=

@

Relays SAML Assertion tothe
Service Provider
=1

5P provides access tothe

reguested resource

SAML 2.0 &% 0 F0 BR i)

o B, 5 68 it

o VERY , %69 T
o [Ri, %8 69 T

2

R

BN

S

—

PR

NN

Service Provider [SP)

Lo

lll. [£]

Identity Provider (IdP)

& -
o -

IdP authenticates the user

©

IdP redirects to 5P with SAML
gssertion

RELEEE P FHm (GUI) A “Afi ] SAML )51 2 6 5%~ (Single Sign-On using SAML). 7]
L] GUI Ry 447 L1 (CLY) K & SAML fic & S0 1.

REAE B 00 5C L e B e 25418 A1 7o A0 B SR AR R 1 — S o

B sz
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s I}
iF5H
4 A X 5 Hr A A N, A TAS 2 I HA SAML 2.0 SSO Jii F R N T P a4
PR i)
ANEEEREEL I EF SAML Bl & . FiE SAML Bl E# R T HAL A .
T EES M < EBCE SSO
T2
HEEIRIE B
LB | WH LR AP 4E . 3 69 1L
o VAR A B N =Wl & ik iy s B R X S e A IR SR A5, 58 70 TL
WSR3 | [/E IDP ] o & S 3R AR e DM S A e | Bc B 2 5 fE A X G IE A 1 5 iR R e, 5
A R I Al o 72
SR E A o B SRR P R . fic B M R 2k i G O PR FE P i, 2R 74
ﬁ

YRS | LEMSFERSC LA SAML A JHAME S gk, | )T SAML 543 56 1iE

BIES1H
o SCRE S PR R, 26 69 1T
s T 2adfFmrnES , 56 69 ut
IHHSMRERERF
DA I EA A L RN R Rk Y S e | LA P QIS S W i e g r I R LT B
* Microsoft Active Directory & B 50 1F Ik %5 (AD FS) 2.0 S SR A
* Duo Access Gateway
¢ Azure AD
A
ER R DAEHEATERE SAML 2.0 543 SR AERE AR B AR 9 ¢ Bl Al SAML KL SSO.
ATREBEIES

ARIORA S 4 5C 55 B B (R PP Z [ JAS BT 7 1R R BIRE A5
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B suumxmssmsets

o QN R BEIRAE RSN SAML B M IR RS T 854, B A G MR ILFRE R in 2 SAML i &,
TR A2 A AE P EOR H 2 54T CA FET LA SR IRAEH

© WA E S O L0 SAML WS BT84, TAREUCE X SRR e HOUE 1S, AR5 R A H] FIE
5 FAHBEI o S R R SCH A BEAIEAS RIS IE CLA8 44 1) SAML W7 &

HRIE

SENIBAE P AR RS, WS PUEA AT o G, AIBAE R RIREIEAS R pfx 4% 3,
RORE ISR G o e 5 S B T, AR SN pem 53,

BN pix kg 45k pem #3,  IEHAT LR HRAE:
* NHIFRE OpenSSL LA, FFF AMBRIEAR I CH SR UEF SCA (pfx)e
¢ iéff@ij:uﬂizLi pen1$§it*rtHUE4% openssl pkcsl2 -in <certname>.pfx -nokeys -out cert.pem

* ﬁgffELW:uD 54 LA pen1ﬁ§‘ﬁ4rtﬂiﬁﬁﬁ openssl pkcsl2 -in certname.pfx -nocerts -out key.pem

-nodes

ﬁiﬁ ,L klAA*A%HEPﬂwF %Eﬁ’ openssl rsa -in key.pem -out server.key

R R B IR 5 R
Y

AR SRR LIRSS SR Ot U B AR S 109 5% PR IR 55 SR A R M B AT R E Y

FHIa Z |l
THOR A ARSI . 2B 69 I,

g2

IR AFH Web S8 s 2GR HEAE R ¢

T2 SHiERFEETE (System Administration) > SAML.
FIE3 AR IAR SR (Add Service Provider).

LI A BN TG R

FH i AR

P & SO 44 P i N 55 B AR PP B SCAF IR A 7K

RERE

SR ID BN RSS PP 42 JRIME— 2 PR (ZEAG] PO IR DG .
JIk 55 SR AR e s 4 1D (4% AU % 4 — > URL
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GO SRR SAML Wi 5 th ik P i R H A =X

U BTG E . 7R S IR bRy B R S5 PR i B A, 7
RLETEAAE R

Wr 5 1 # URL

FEGAR AR TE G, DA PEIERE P oK SAML Wi s A ik 2K
URL,

W A URL 2 H] T U7 ) I M 5C f URL. 725 i fe (e
R RSP R U E I, A X LT

SP iF

ey Lk sl AR 2 SRS SR IE
N TR B G b e 2 S P T PR NN R A L

© SNUETAHIIF ST T TR AU (cert) 1K, IR
72 (key) f .

* S PKCS#12 U4 AETS . PKCS #12 K SRHIEAS 26 25U
EEALE
(HiE) FRSHIIEER
WA B B0 SAML SR IR R UEATAE 44, T HAT L FHRAE -
Lo T AP 9 SRR DAL TP AR K E 15

T (cert) M 3N EABIES: . AOCTRAE R, WS T 24
HAFHIETS . 25 69 5L,

2. AR,

3. WHBEER.

(i) REB MBS

SRR 1 G OURR ATl B SAMIL -
LA MBS B SRR o K 45
2. WARAHIE.

R ORPIBACRI key #:. ARUIEBAMANERIGEE, &
ST 2 AmE e, 28 69 1.

BAMWE

AR A B G R R0 SAML W 5 M T25 4, LR REE .

UN AL R LI II, U Z50KE B A7 SRR (K IE PR o 2 I A X 5
o TS NG E R RO L S SRR BCE . 2R 74 UL

AT S

BMANNZVERE . BRI AE R R H S A AR .
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BRBEARN HANTIARE R N IS E . S O3 SR OERE 7K AR R H s A
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$IB5 R (Submit) FFAHIA S .
FHIE6 i~ “SSO BE” W F B RIS PRI o B (SEAR ID MBS % 7 URL) DLUEAE “ R4 $e4Mt
W7 SR AR ID R . fE SR AR ECE IR SR AR R E I, T X RN

A LLEFR LB R SO . BCEWEZ )5, i ST AR (Export Metadata) Jf- frA7 JC s
SCF. BB PR HERE Y SRV TS SO AR 55 B A R A A

T—¥#ita

P B B S PR S Y ST 0 S A SR (IR P o 6 2 P G 2 5 ISR ST (0 S B IR, 272
Lo

A

BEEESHMEM XBIERMRHIERF

FHia Z |l
ORI -
o R EBAE Y OGHE BN AR S5 PR IERE ST o 05 5 B KE M I S IC B0 e 55 4R 155, 28 70 T

o R BIARS PRALRE T B VAN BB e EE SO . 15 S R A Y DG ok R 45 e AR R
, 570 UL,

UK

ST SRR, BTN R EZ

* PO ERSRMET GBI BiEaNEE.

o WIS PR PR SV T B SO IR S5 SR R P PR AN B, S AT ST
SR TR IS 0 DGTRC 5 2 56 SAML B4 56 E 1 SR EAT 45 44 vk X n %5 SAML Wi &, s i (el AH DG LIE
FuR N S R AR
ARG O AFL PR E UL, 125

* B E S HEPEM SGEAS ) ADFS , 5 73 5,

o P05 1 R S 45 1K) Duo Access Gateway » 5 73 i

o fiCEH S HEPEM OGHEAE ) Azure AD , 55 74 L,
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BB MR R OGBS 3 SRR FP B . WS B RC BB AE 8 L) S iR AL P i, o 74 L,

Bo B2 SHR4 M K@ =R AD FS

LR 24 ADFS (2.0 S B ) Be & A 5 R R BB A DS EA T 10845 P s LT I A 45 . AR5
HONTEA B, 152 Microsoft SCHY .
o BEIRAS PRI CHSAR I DG W5 ¥ 2% URL i R4k s .
* fE “HhgkEIT” (Relaying Party Trusts) > “J&1%” (Properties) > “FriSF” (Identifiers) > “H
A I7FRIRTFTE” (Relaying Party Identifier) FIANRSSHEAFEFFI CISAR RG] 844 ID. i1
LRIEAE 5 I e 1“1 7 7 (Service Provider) ¥ & H [ “SZ4K ID” (Entity ID) {HAH A .

© MR CR RIS () BN AOE CAEA I SAML S RiEiis sk , i LA o4
PREPIRES U T84 S HBAEER)  IEASR] certb X, 78 “HakIrfEE” > “mtt” > “&
C

o WIRTHRIE AD FS it & 4 KN SAML Wi, 54 “H 4875/ (Relaying Party Trusts)
> “J&PE” (Properties)> “JiN%” (Encryption) I A% .cer # 20 HR S S AFE P10 CHBAE M IC )
.

s AE CHYTTEET > R > R MR RS BCE ) SHA-1,
o IS0 E SO LAAE i Y A5G SPNameQualifiere 1 Ifi& 4> H g SCHUU 7491

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=

c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

o S P R IR I ATUR S AR, LIOREIISA k1) LDAP J& PEAE g A% A5 2R AL Gl
Kk BEAh, WEHORAS IR B4, DL LR YE ) LDAP JE P L R CR$E5E
4D Kk,

Bt & SR 4 W XK@ {589 Duo Access Gateway

PLF &4 Duo Access Gateway e & A -5 M SCHEAT 10AR BT f5 AT IR s AT 55 o AT R SE 3P4 it
B, %2 Duo Security SRS .

< MRS PRAUER CISPERI O 1l A % URL 808 ORI AL B SAML W7 5 (1 IR 45 B A1 i £¢

%t o
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* 7¢ “Duo FHIH M ” (Duo Admin Panel) > “NJH” (Applications) > “ff£F*N " (Protect an
Application) > “SAML R4542 4L 7 7 (SAML Service Provider)” F, i AMRSCHRALRT sy
K WA ID. W IR AR S IR 06 b “IS7E R 7 WCE ) SR ID” (EARTA

o R DR ERIRSHLAERT CHRPER O B SR ik T84 1 SAML Sy 5 iE i K, WIFE Duo
Access Gateway [ PCE By S EIE, 15 ARG AR (H T84 S M %EiER)
WK H cer 4%

ISV RL By RISV SAML 5 WAERCEL T AUGRE A I K 1110 54 ) B VN
LA cer 0 EAEIRAFHROGE CHBPEIICIN) TEH.

“ #E “Duo FFHLINL > Rl > (5 > SAML RAFHL0ET ™ Fo o5 “NamelD" K500 My
AR .

“ #E “Duo BN > il > {55/ > SAML WA HRLRT” F, 5 “ S moISTis” Wy
SHA-256,

* {& “Duo HHIMMR” b, ¥ “SAML RS FEMFETFBRE” T4 B E SCHE, FHREE SCHE R
SAML MW H A Duo Access Gateway 4.

i & E S5 HR{4- M K 1815 #9 Azure AD
DL 2K Azure AD L R 55 55 ARSI SC b A 738455 BT 75 AT B R AT 55« A SR SE B8RRI ) W
i#% 2% Microsoft Azure AD A%,
o WARSHEAETT CIREEM ) (ISR & URL 320 FI AL 3 SAML W 3 10 IR 25 2 AL 7 b

WA

o 7E AN > Bt N > JEEIERN T > BTUE Sk > JEAR SAML” LB R, 7E Azure |17 HE)
MAREPEOERT IR CH ) SEAR ID. 15 ORI S HRLE OC L “IzE 7 wE i <2k
ID” {EAHIH

o ARG CR RS TRAEE CIRPERISC) FEE N AR 44 (1 SAML B b i K, T57E “SAML 2%
PAEFS” #7y C AN AT > B > AR ] > TR > SAML 2844 0E15” ) R bA%
MRS PEAERT L 1 T258 S RN KD o

o FE R SR f gy C AT > BN > AR ] > B sk > T R PR
W17 b, BCEA SV A R .

o E4 “SAML> P RIA]” Gl Azure 2, FESIAH P RI/ERA, BAEE o] DUG S Bk Azure
SAML I P o

BB X ER SR HIEFIRE

FHiaZ |l
PRI -

o UG E SR I B LR W S 1) S AR LR o TS DI B B S R A 1 S R R
, #7201,
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o ORISR ULRE P o B R E R, B S I PR AR Y T S A S
gz
PR Web FUIH G BB A 56
$1E2 i ERGEEIE (System Administration) > SAML.

$IB3 PRI S RHRHIZRF (Add Identity Provider).
S N PN R

FE 1t AA

LB S 44 R PN R A W B R G R 8

FUEBCE (A E S AR5 s)

SR ID N SR 4 R ME— 2K SRR P S A ID 1R
2 URL

SSO URL Fi 58 M 25 SRR 7 6 20 ) 2L R 1% SAML B3 BiF 175 5K [¥) URL

iEFS AR SR HER PPt SAML W S k4T85 44, A 1A% 5 4y 2
PR PR AETS

B RE (SAS AR o8

S IDP Juids i SN TTEIE (Import Metadata) Ji- &£t Bds S0k

SRS FAIHHINE L

T—%Hit4
JA ] SAML &3 564E .

7 Async0S API BHB{4 X < _E Fc & OpenlD Connect 1.0

o WEER , 576 0T

o TAEWEE, 2876 0L
VAN 7 o LTRSS 2 I A [
M7 U N Y

o LEMRAEM 5C FECE OpenID Connect , 25 77 11
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R PR 2 F 15 ) 24 GBI (IDP) 1 OpenTD Comneot 1.0 £ (4 R 5 1Y 25 3
B, CAEE B R S o] ) AsyncOS AP EAT 0848354z, HET, M IAE M A AE ] Microsoft
AD FS #4177 OpenID Connect JAIIE .

FELUR TARUREH, AD FS I S S ERE >, AMBNTIRE P S A2 7 i, 10 S S 4
B TEIREL AR o

P&

[ RPET 3] FC B R OC LA ARV )& W A OCTEAIMR I, 152 B A2 HEHR 5C L& OpenlD

1.

St

Connect , 2 77 Ui,

[ X PETES)] WA R AR Y 20 3 1 P G E 3R X OpenID Connect At & o8 it % 8, LA

A0 UEVS il & b

FEAE ] AD FS X A0 HTEAT B 3 Bk i SR 7] 2 e A S A 0] Uy 1] FRIEAT 5 473 B AN

BRI VEANS B, 752 0 5 O b SR AR 7 s O SR R SR

K APT UG R 515 )& i A AL BUMBAE %

A I A NS 2 DR 3R (128 B AR B0 TIE APT 13 Kk b 1) 1y 1) 4 L

IS 9 KX U ) & R I T (R P Y (B8RS A HEATHRIE .

IS o4 DA FH € 75 BARLSRAZ BORN Z BC P A BB, BAGE 7 1] AsyncOS APIL.
MR 2 ) AsyncOS APT i SR AL I 24 f i [ o

PR A2 7 B 7 17 4 R i i X

Header
alg:RSA256
typ:JWT

[..

]

Payload
claim: aud: CiscoEmailAPICaller

claim: iss: http://adfsserver/adfs/services/trust

claim: iat: 1594712147

claim: exp: 1594712807

claim: CustomOrgIdentifier: MyCustomOrgId
claim: LastName: Fernandes

claim: FirstName: Erik

claim: Email: erik.fernandes@customorg.com
claim: Role: LogCollector

claim: Role: ReadOnly

[..

]

IS X SR AN SZ R B E v LA SRR 28 44 1R U7 ) 4
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* RSA256
* RSA384

* RSAS512

RIHE &1
FEA% ] OpenID Connect FC & M8 PSS Z B, T A DRI AL AR AT S 46 1F -
o WA R S SRF I AL AUE T (0 5 A e 4R (IR )Y
o ST LA B 43 Bk B (YR e 0BT S A BRI F A 2R U7 1) - o
o WBAEF AT LUE L HTTP 420 B I e R 87, BLE3REX OpenlID Connect JC A L E -

FEMR4E M < L EC E OpenlD Connect

FiaZ |l

B DRI 13 AR 45
© SR IRAESR SRS PP AU KA 2007 1) 4 R CRE T B Oy IR SR IR P BEED
o Vi AMLZES fEfE R, DAE SR VISR Y G T i g IO BB 2

iz
$B1 A RGEETE (System Administration) > OpenlD Connect.

PR 2 pihidmigigE (Edit Settings).
B3 AN TRPBRMTTFESE, CIELE OpenID Connect:

OpenlD Connect 5 £ i3 FF (Description)
SRR U HE URL i N T-3KHL Open ID Connect it & TG 1 5

R BERE URL. ZocHue 1 T RAE s o)

LUR S 32127 URL 7R -
https://example.com/adfs/ well-known/openid-configuration.

R B NV 1) 4 R R R A (R
AR EIRUEVI R, S )
FAL R 6 R P A DL o
LR A2 K 17 -

http://example.com/adfs/services/trust.
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OpenlD Connect £ 15 A (Description)
ZAR i N 25 U i) 2 B 52 A% P WL DG I PR 52 AR
fio
AR WUERELRIMEZAZAME, U5 g T
(Add Row).
P 24 BR NI R I B ARR, %M T H
FAEAEE. A IHAATRH T AU inl ARk 2R A €
5.
S PR 30 B4 A (PR i Spf NAE S AR AR P IR 55 25 vhoe UL 4 A
0, SR 5 REAE MR O Hh C B (R AH N AS 3 ]
A, USRI X A .
R WARERMEZA OIS, ERT
#n4T (Add Row).

TR A FAIFINE L

A4 AT ]

R X

T—5Hit4
¥ 0] A WAL 576 AsyncOS AP i F 42 RUR AR S, IR 1% APLiE K.
U2 APT [ “RRAUERE” ik U5 W A KL H AsynOS APT (1749 o

curl --location --request
GET 'https://esa.com/esa/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’

--header 'Authorization: Bearer <add access_token here>’

BRI OC B B RG], R X, S kR — AN NTP Ik Mgz 01, ARG ff
M GUIH “REEE L7 Sy “mfX” sl e ses” s e ) CLIF A LL R 454 ntpeonfig.
settime Al settz.

0] LLE R G IR (System Administration) > B &) i% & (Time Settings) 7 ifii_E 544 ] tzupdate CLI fiy
AI6UE AsyncOS {3 F RS X S0,

“IfIX” (Time Zone) W[ (At GUI i “ ARG FL” (System Administration) 32 ¥ 1)) iR
TSR SCIIF X o AT PUIERERE 2 1R I X B GMT fmi#%
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Procedure

$IE1 (ERGEEIE (System Administration) > Bf[X (Time Zone) T Ifi+ #iidi 4738i& & (Edit Settings).
WIR2 N F g P B [ SR/ X R X
PR3 RTINS

1 GMT (R %%

Procedure

LB ERFEIE (System Administration) > B [X (Time Zone) UL+ Hili4w3E1% E (Edit Settings).

FIE2 XA Rk “GMT W% i) (GMT Offset)” .

FIR3 {E “ISIX” (Time Zone) FIKR HILFEMHFE . AL 1SRN TIAH] GMT CAYI 4D Fri 25084 N/ 25
RN E . ANIRTER IS € “-7 ) RORAYIAY) FHELUKR. g (47 ) RpRAEY) R4,

PR A RTINS

YmEERT a1 E
ATLUF BL 7742 AL P X e ]

o CHEEE) 82 IS TA) IS0 (NTP) 15 B M 190 5 R e IFI1], on page 79
o FEIRE IO RG], on page 80

CGEFE) 15 P FOLG Ao (BT 8L (NTP) 152 B B4 IR 26 FR 5 1]

TS AU I TR PR BE 792, R S R S D9 G 5 A 18 2% S B S 2 it o BT A 4 7% N A
[d]—% NTP RS %5.

Procedure

TIE1 SNiF “RGE B (System Administration) > “FJ ] % & ” (Time Settings) T .

P} 2 pilidwiE R E (Edit Settings).

IR A “BIELREE 747 (Time Keeping Method) #843, &£ “fdf FH 25 I ] /1 (Use Network Time
Protocol),

I A G\ NTP JlRdsasithhl, SR)5 d:R/Mn4T (Add Row). W] LA INZ /N NTP R 454% .

WBS LENFIR TR NTP RS54, 15 iz kg5 anh I (57 A B b o

HIB6 Oy NTP gk ME . IXJE NTP A B i 11 1P Hubik.
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Procedure

TIE1 SR “RGER” (System Administration) > “[ B % & ” (Time Settings) T .

$IE2 Hii4wiEi% & (Edit Settings).

W3 L “WALREE L7 (Time Keeping Method) #1735, 1EFE “Fahix BN (Set Time Manually).

FEA AL H E AN BRI
SRS e LT
FIR6 FLAIFHHINE L

[ R\ Y 2
B E X
o ff FHGER X LT , on page 80
* WE M P IL DT, on page 81

{5 F Wt R 53 THn

A R A B 73 96 PR B

) AT DA g P A LT AR PR ) 7

A

TR 1

L SRS

SRR BRI ORI, SRENE DA EA T “ BRI
&7 (My Favorites) 32 1% $64% Ik T3 B R 10 21 3 A9 140 3k (Add
This Page To My Favorites).

Toi Ak “I MK ” (My Favorites) 1158 24,

XHIACER A 7 AT B

W UGE B B B Sk (My Favorites) > BE & BIET A Ik
(View All My Favorites), 3% FT 7 FIIFHEsh KU -

HH BBk WG PEER BIUE T S (My Favorites) > BEERGRE AR
(View All My Favorites), 4& J& I BRSO 25 -
e 30| WSRO T T A F A B ) 3 B9 W iET 3Z (Mly Favorites) St £ —

AN DL o

A B e AR DL

WHSI R ITIAR . O
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WERADP S T IX e s, (HORI XL, IR A 2 BB Gk i, X BRI R BRI

Note AN Sabiil iy I ANREAE T IE D g . SXLEH 7 AT LU H AN “IET00” (Options) 3L FEE T o

Procedure

T AR L O O K S SR A
IR 2 KPR (Options) > B &R (Preferences). “IEXi” (Options) 3847 T4 (AT FAf .
$IE3 fiidmiEEIEIN (Edit Preferences).

T4 NEBE:

BHIEIRE 15t AR
5 5 7n (Language Display) AsyncOS for Web £ Web Ft[IFl1 CLI H 4 H (115 5 o
&% U (Landing Page) FH 8 S BB 9 OG5 27 [ DL THT

SRR E I TaYE R CBRIMED (Reporting | ) & 1T b 73 (R BRI 5 I8 (8] Y 1 o
Time Range Displayed [default])

IR 4740 (Number of Reporting BONEOLT, REEWR AR 88174
Rows Displayed)

IS PRATFIN .
FIB6 ol U IR E]_E—TT (Return to previous page) 4% .

ks 41 ML =
g B
S AT DL g AR S AE Y 2 1R AR o A

* % i Internet Explorer 3t 2115, on page 81
o 0BT Web S e 44 04 5 4l A5 5L 4e o7 &L, on page 82

7 = Internet Explorer 3 B &1
7 A Web ST EILH AT RO, SR BUE R Tntenet Explorer 2B .
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Note  fp i) FHULTh RE LB TS IR A1 SN, ST LUAEHIBETh B

Procedure

FI1 KK REEIR (System Administration) > ##i& & (General Settings).
$I2 LB E IE H A1 (Override IE Compatibility Mode) & G HE .
I3 PEAIINTE .

7637 Web SE L Hr SR04 2 B0 FRE R G5 2
ARSI HTRN T s S s s UL T v G B e g AERE S AT, iR
W A AE BT Web ST WSCER IBAF W9 SC S ae Al 15 G B o A RS Sl e v 25 T T A f e it A
Bl o5cst A 1 S FH P A 1) DL A
BOANEWR, WseEMx LB HT “AEREN A7 o REEER “AHHEN ST, ERITRL TR
(=

Procedure

TR KK REET (System Administration) > E#i& & (General Settings).
P2 ERERER ST E LA,
PRI PAIHIN T

=== =9 /7 =
BLE HTTP ELKEMmXE
e, ATLME A CLI /) adminaccessconfig > maxhttpheaderfieldsize AT K E A 3% 3 ME A R
SR HTTP i 5K ¥ HTTP 15 Sk K dse KA
HTTP 15 3k FBOR/NRERIME K 4096 (4 KB), 15 KAE K 33554432 (32 MB).

ERMEFRSSIZRIRE
A LMEH CLI H1f) diagnostic > services {4
o A BBAER DG _EJR IS5 515, AN 30T R Sh R 5
o B IBAER G B RSS9 1 SRR -
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ARVEAFER, WS GEN T ERR M OGN CLI 2548 /) -

E R XS 2 ER1LiE2 (IDN) B84

AR &1

IS4 I 55w AR MR S IS i ik A0 35 IDN Py s
HHT, GBI OGO SCHF LR 5 1) IDN

ENEEXEIES: HMIE. 20K 5. ROATE. SREih. S5, D e
YRR . AR SORAERE . BUREAE . JBIURE . BEndE . 2 E. BRI, Ok
Mk LR, TiRAE. SEWAE. BRI, JE. SHLHE. FEENEEE.

BOMALIMNE S ik Wil HE. 8. Bo02ih. il mEesih. RORRE. 3, fr2
W Wil PR ARG e i .

AR ER -
* HUREAAE 5 83 It

o PSS AF R 5GP ) IDN S B (1 ThRE . 56 83 L

LEAE I E BRI 4 (IDN) THREZ AT, WA ORI 2 LT R ER 41
o AT A NI AR5 2048 ) UTF-8 25 i3 1K) IDN.
e [ WS 9 DG S IR MIB - () MTA 2030 H5 IDN,  JF BRI 1 Hh R38R A UTF-8 % 2X
o AT A IR AEHS 06 548 ) UTF-8 i i) IDN, I L H bR 55 A% 0 Z50AR 157 1L 13252 A1 57 +5 DN,
9 01: 252 5k [ MR I S PRI 2 (4 MITA. 2625 3245 B UTF-8 4% X2 i ) IDN 15K .
* (EFTAIE I DNS dsgrh,  24U# ] Punycode 4% UKL E IDN
Bihn: 764 IDN Bl & MX ids% I, DNS itk (524 4% ] Punycode % 2.

] {5 A 44 > R B9 IDN 33 B & B9 Th e

ST RORCA, s BRI R OGP H] IDN Sk RS E LL T D Be -
* SMTP BB E R E :
* N INECSH IDN 35,
* {fi /] IDN 35 tH 5l 3 N\ SMTP #1.

* DNS ECE %S : {i1/1] IDN I hnek 2w %E DNS R4-28.
s IFEFREIRE:
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o A N B S AT T R o R ER BN I sl 48 IDN 35
* {&: HAT 5 RAT 3 55 In sl 4 IDN 15
* fdiJ1] IDN 42 Hi 585 A\ HAT 8{ RAT %.
s BRI EIRE
o 7B AR NHRF3ES” (Incoming Mail Policies) % H IDN 3807 i sl g A N ¢ “LAR & A
N” (Following Senders) 8% “JELLF & N” (Following Senders are Not) JEIi) FIK A

C “LURIE N7 (Following Recipients) 5% “dELL FUfF N~ (Following Recipients are Not)
I .

o {5 “ALHIBEESERS ” (Outgoing Mail Policies) "1 ] IDN 878 sl B & A N € “ LU &A%
AN” (Following Senders) 5% “JELL R KA N (Following Senders are Not) ZE25) FficfE A
C“LUNIE N (Following Recipients) 8% “JELL N IF N~ (Following Recipients are Not)
BELD R

o FEAR N ISR SRm i A TDN S8 4R 0 R A N sl A
* ¥ H] IDN Jge SR A NS UEG]SM K
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