HE iz

{52 F BB 14 3L iR =% S e S 15 SR

MBI SR T R A A A AR e AR, T35 B RSt 20 ) SEmg,  JFRE g HA Al 9 25 1
SEMEAE I LAREL
A2 PR HI T S SE Y 9 OR T R N AR 1 B RS . BRPR I AR R P A ]
AFALE LN

* MEI&, on page 1

o HBAFRLIE AR 23R, on page 2

o Bk g A 3, on page 4

o PRI ELS ), on page 9

o MPEI JE#S 24, on page 54

* [fH{FF14, on page 85

o AT Ao 3 gt G IO HHIS - B rh R SR B 95 T

* i H] CLI & PEAR {1k JE 2%, on page 95

o W3 g #5214, on page 110

* BUEFAHE1T 4, on page 118

HUFTHBAF L DA, 7T LA R E AE S 9 ST IS IS o Ak PEL AR IR RO o S - 2od 25 K
SE NS g SR o SRS AL 8 2330 T LA H MR A P 7 R R AR SR e T T, Tl XAy
St FHSAE SRS o AT AR 44710

© BRI IERREZER . AT MBI uEAs, AT G R E 71U 30 IS A 0T IS A = ] A P PR S R )
REIESS VARG ISP E BB A N 28 AR M5 R BRARE Sy W ARAE Sk i i S s Ao
APEERAE A B S, AT AEFE GBI AR B IEEE SOt ARG R, 1S
] S 2 2R TR 24 3%, on page 2.

« AIBHREFITIE RS . AsyncOS ALPRMEAF L JERS I, AsyncOS FHH I N 2. ABRNUT LA K0T (145
VEM R T Z R A 2%, Jorh QRIS SR 2« ATAAT ] B SO A Y 22 A FRAR HE - 34 ¥ MIME
Gikby. O A A VLKCHC B K BB AR B WA R . AR R, TS IR Ug 25 4L PE, on
page 4.
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© BRI AN . BEANIEPESAAT RN, T T8 SCEESS PO IERAT AR RIS AR o AT

LAAE B ML 08 & I SOX RN . A7 TR B, TS D IR 9E 5 U, on page 2.

o BRI IERRRIE . A RL IR AT FERUU SR Y true (RIS XS BB RAT R385 o AT LAAAT IR 23

FPR BB CUERE . EFFEERBIRAE) AR VEME ARt — D A F I A e & A CAn il g
WIEAGE R « HREAEE, ESMBEL iE#1E, on page 2.

o BHEEFIHEER AT IERS o I PES RIS AL PR PR S T AT A T S I A, RN Ak sk A%

IEJFIRMEAT o T LUK B Ry 5 SOPFRAY . SR GUa N B e A AT IS s, ik ]
DA PGB o PG 23 Ar i B0 00 Pl 0 P PR Aol o NI 1 B ) T e o X8
R LA Pl A R AR RN TR o 23 Ar s T LA Pl 48 (R TR TR LA R AT AT AR R 5
B S P o T, AR B UM ANIE 2 IR A 7o I 11 23 AT 1 P A SE AT T e AN
WA AR ZREEIA S LHEM AT . RS R, TSP T4, on page 85.

&£/ CLI EIRAPETIERS . CLI SCHpi i & L ISRl g as 8 mC A T o i, T RERR 2 2o

FHHET . ARG I g SR . ARTEAE R, WS CLI A& B E#S, on
page 95,

© BRESTIERE RG] AT A A S S YE S s O S L R R EE . RS R, TS

[5e] S A4 1 5 2% 7~ 451, on page 1105

MRS R R

B4 L 2%

AU EBAERLBERs T s 2 A S I X IS = AT AR B KRS AR o WIS 2oL 08 5 E0 35 WS- 1L 9
LS WURIE G SRS P2 (B8

HXER
o MRPEI EAS FU), on page 2
o HEPFIL ESR 4%, on page 2

o HEPFIL YRR 2R EYL, on page 3

A

IS AP 0 s A D e o 0 8 N FH T (T HIS o rT A I AR R 4T AND OR MINOT 4145 KK &1
R IR BEAh, AT LU RS S 4L A R R IA 5

R 14 3L i RS TR

ISP 90 % 1 D R0 5 22 B A B A 7 R A
B0 T PR

o ARRAE, Blln, fRIE. MERULSGRIFT, S5AREBIRAREE, A SRVl E S SR Wl ECE 2
AbF
o AR AARIE, ARVPTHEEHIE DAL
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Note -l f 8 Mp i DR R LS. ARSI 5 2 M B AR IC AL, ELAEANIL DB R B4R € T ANl (K A,
AT A2 B, IF— Pt (HOE, AR S 3R A R R AR I 2N pEAS UL L, 84 i
MR, R I R e a1k .

X EM
o “IIYESSHELAE” R, on page 54
* #R/EAR 5, on page 63
* VLR N 25 rTRLPE, on page 65
o WS T i A4V E U A 7R 481, on page 66

HR TR 2R R BE L
AL 5

B ERHEES FUUUC RS, WHZ NPT #4E  BNAEAE else §-0),  DUAEREAEL RN A UL ECIN 04T else T
AR

NI PERS I A FRAT B T I AERGG A5 ] BN it g s i S e b PR 8 2
ML e A A L R A

BRI By
expedite: I JEAS A FR
if (recv-listener == 'InboundMail' or recv-int == 'notmain’) | £ i 52 B
{ BAE R
alt-src-host ('outboundl') ;
skip-filters();
}
A3k A R A UL
else
{
alt-src-host ('outbound2') ;
}
VER, W LA AT 4 1A
BRI HEy
expedite2: ORY) £ S
, , , R it
if ((not (recv-listener == 'InboundMail')) and
(not (recv-int == 'notmain')))
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EIRRB By

{ BRAERLTE
alt-src-host ('outbound2"') ;

skip-filters();

}

kL d

T AAE — AN SOAR SO P32 NI 2241 D4 -
WU eSS P S AE G S 8ONG5 R AW 0 05 |5 BG5S B, i, 3%

ﬁﬁiﬁnotify('customercare@example com' %ﬂnotlfy( customercare@example.com")f@¥§§ﬁ; ﬁﬁ%%iﬁ
iﬁ notify("customercare@example.com') zgﬁ%éi ﬁE%ﬁ

PL“#” AL Sk BT B R T 20, (HA S AsyncOS -, I AL filters -> detail
A AL IER AT

2x AL 3E

KL PR PFL JERS T, AsyncOS TN AL AEBR IR LLSAAT IO AR I T AR PR 3R

o BRI IESRINE . HEPF LU SR AL B R LS o AR PEABLEIN,  AsyncOS 23 Bk g8 7171

RPN N RS BRI 8RS o WERPAT T B &4, AR AR AT #E— 2D b . 758
TEANE S, WS BN JE #3F, on page 5.
* ALIBZ Bl X AsyncOS HBLFHAT IEAE ] RE S LEVPAL B LI JELS < WS sl i b5 Sk oAb PRk
Firfr, AsyncOS 23 b FEAE T HS A5 SR B ARk pE 28 2R . A OGRS R, 16 S BB LRI
WK A, on page 5.

s BREFEIMIME Z544. M1 MIME 2584 W T BIPRS00 nl AR “IESC” , WIREEEs o0 Ak

CEAE” o VR 2 IS A I R SO IS 1 SRR A R B A A PATERAE . A ST E
Z MBS IR S B AEF A, on page 5o
ﬁEW']%LTEEEE'J HESD . LRCENRE AR, NECE “f07 kRiD B i ParifE e
AUVCEC AR A IR B X SEVFIEN AN RSP AT B o ARIFAEE, ESHN
A TP VLT {E, on page 6.

s TIMHILEM . 0T EEARI ELS ) AND 8 OR MIESKRAE T, AsyncOS A2t AN AR AE .
AL, IR, REA SN BT B IARR AT . A, £EX AND AT OR PSR A
B, RGESMER A BARI MK . ARG R, TGS R I8 3 (1) AND F1OR I
i, on page 8.

HXER
o HEPEIL LR IUY, on page 5
o A SRR A, on page 5
o MRAEIESC S WA B A, on page 5
o ARG I ICEC I E, on page 6
o WBf R E A ) AND AT OR W3, on page 8
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weigsins [

BB 14 3 R BRI

M I DE RS AE SN L AL FHES ), FHLAESIR PN E G T o ABREBIER, ARG ORIPE I
IS PERLDEas . Ik, Wit PEas 9 CAAEMIE ESAT T e 8dt (LR, T 984% 30 A AL
SABEBAF IR L. LIRSS AR R (AL BT DOl I RG] - S e S 3 AL hE 25
AR HAE NSO AR A B HE S o

PAT B HRAT G, AN IR T HE— 2D A

FRAE IR R RERT & 2L PR U, ek PR T RE 2% T AR AT LA B BRANKT A AT 54«
o AIEAAE T ARG BPRES
« AT
o WIS POSHEPF AT B AR _E AN YRS

HR A= SR AL A0k 1B
R SHUIE, LIRS < ELARI” SR AL, AR BAAANSPR o UL

o WARAE SR R AT ARBEERAE VR I, BLAE W] TR AR T 5 S SR AT UL AL .
o WERAT KA AT KA BRI AR, AN A ] ) B4 SR AT DL
o WERAT KA AT AL PEERAEAE 250, AR i 245 S DA 8 S5O FOAR SoRARL, T AN R A

AT A AE ML i s R P o D b R AT [+

R 14 IE. 3 5 B 14 B 44

IS S e 2 A R e S RECRE AR5 Sk Ja TR AEAT P A 30000 22 B0 ) “ PR IESC” AR
Z PSSR “IESC” A0 PR A AR E . ] 44 ) body-variable Bl at tachment-variable
AR ORISR DS I, MR SR 4% AR 2 MUA IR AR5, 2l Ko
IRAP “IE3C” AR .

74 body-variable I attachment-variable HE{FiL B8 8 MU, - BISPHEAR Sk m TR o] Py 7 4040 A S
PRIESC, X E7 M AR IESCH MIME #8730 BB EOCARN A . IR RW A ST AT 23 (HIE
AL F MIME #53) #0 BF o AsyncOS 2365 BB (AN 7] MIME #73 VEAL, i € SCHF P ik
KGRI

Wjﬂﬂ, T@@%T*ij Microsoft Outlook MUA EPE’\]HﬂMﬁF, iﬂ/@ “Document attached below.” E’uﬂ?
jgéEEIA»\HﬂB’ﬁ:IEI, ﬁﬁxﬁ‘gl “This is a Microsoft Word document.doc” Ezﬁ?jﬂl}ﬁﬁ:o T RZ
JORHBAEA AR AN EE — R AU SCA . 55 Ao —A> BRSO 2 3 i)
MORHEME I 98 &5 AT ARTE “BEOE” QUi X WEPFIN doc SCAFEEZY CRIER —A> MIME ¥
gr) ACIESCT By GRSy, SIS RFCS 1521 11522 FRE,  WEAF IESCE45
Jit#i MIME #53.
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Figure 1: & “HifF” BB

B Microsoft Word document attached - Message (Plain Text)

E.;%&Eply | af_'&}RepIy!iaAI_I | i Forward = MEZN. 4 ||i‘\/ | 3 x | &« - % -~ A | @ ! } 3¢ This is Spam

el S oo |

.

i Fle Edit Wiew Insert Format  Tools  Actions  Help

To:
Cc:
Subject:  Microsoft \Ward document attached

Attachments: This is a Microsoft Word Document. doc {30 KB}

From: Senk:  Thu 4/22/2004 1:52 PM

Docuwment attached helow.

F 3 HIS I ST 22 958 53 IS 10 L SORTBR R8T XA X ), B8] body-variable 5%

attachment-variable HﬂMtFﬂ/)f%ﬁE)”\'Jifﬂ?ﬁﬁﬂﬁﬁ'ﬂ ’ M\Z)ﬁ/f%?%?%ﬁ

o WERMEAR AL — AN SCAES 7, BVER RS Sk 202 “Content-Type: text/plain” 5% “Content-Type:
text/html” , HEE SR BB WA AN IESC . G SR N R B2 HAB IR, MBI DG 2 A

BRI PR o

o WEPFIE SO A AR g i SO (I, A uuencode SRS I SCA) .

SN, FPERIBORE, iR A% SO WA SCARTE S

FEIXFPG UL, b S F

o ARSI E M IR A B, A zip SCEFIR BB B 1

AAEE Ry ES1E

ISR ZR MR TESC B A LR e D s A I, 7T LSS 52 4R BB de /INACEUBI{E >4 AsyncOS 4
FRHEPEI, 2R AEME A E b R B UL “A300 7 I WURRIE B/ NBI{E, I IE A

HALRAE N Trueo AT LA LU S SR H5 o e B 1 -
* IE3CHEF (body-contains)
* SUESCHL# Conly-body-contains)
* (L (attachment-contains)
o WAHEY AL (every-attachment-contains)
o B84 (every-attachment-contains)
o [t 4L PUHC (attachment-dictionary-match)

RIEV] LAY drop-attachments-where-contains ERAF TR & BI{H o

Note S Ay i S 57 B AR A O3 B 5 B

X ER
* [ {E 5%, on page 7
o WA IESCRBRAF IR B T 43, on page 7
* 253 /#% F MIME #4391 B P43, on page 7
* A LR BIE T 23, on page 8
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BB 1%

mEEz ]

L /NI BCR B R E IR, VR EA Y true (AR B UL RCEL -

if(<filter rule>('<pattern>',<minimum threshold>)) {

B, 4552 body—contains ik i &ML 0620 A /DR B “AFIHLEE” PR, TEMH DL R EE:

if (body-contains ('Company Confidential',2)) {

BRIANGOUT, BB JE SIS, AsyncOS 2 Zm il igss, JFERUCAILATBIE 1 (R eE
RATBLAED -

T LAk P 2] i A (R (E FR o e MBG TE B i . A R AL PR B, 1B S “SOARTEYR”

e
B,

FER 4 IE 3 A B 44 B9 BB 1 5

NPT A 8 A4 o SRR I SO TP BRI B MU K B (Y, AsyncOS S
VIS M A5 7 0 B PR VE O B A B “4950 7 o AsyncOS RV SR A7 543 IO UGS, #ff g L
Eﬂ%?lﬁﬁ Iﬂf”E: Bé‘:jlzmlzﬁ:ri/fg%%?gfét%i MIME *:LB% (Wﬂﬁu attachment-contains l‘i/fﬁ’%&%ﬂlﬂu) o
B, BERE T BMEN 2 i vody-contains MRPFILIERS . BCE]— S IESCH S —NILE. PR S—
ANMVEECHTHELE . X EHELEPES I, AsyncOS 23X PN ULECSKRAN, A A3 21 B A A3 73 R 0 T o
FIRE, WEREEAT Z A, AsyncOS 2V RIS 73 R UFSEVLBRCIAG 7 B, SucE T
fﬁyﬂ 3 E/‘J attachment—-contains ﬂ(ﬁ%ﬁ%ﬁﬂﬂo Jﬁzllﬁfﬂ %ﬁ@.ﬁﬁ’l\[ﬁﬁ:ﬁ@ EEB’H:’ j‘JFE_/I\MT'ﬁ:@A/E?
PIANIEHC, B2 AsyncOS X ICHBAERIPE 730 DY, I Ik 1 B 4523 K B o

% #4531 F MIME 334 89 SI{E1F 5

Tyl G TR R A PR R IR (ASCAR HTML) |, AsyncOS A& R 5
HA ISR, MR, © 2 R TILE, A, 205, AsyncOS SIS % i
S oA 2553 P4 FE A B8

i, BHCE T vody-contains REUESF RN, FRREBIE BN 4. BB ELESCA . HTML M AN
PRI o WRAF SR F -

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream
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pody-contains 1 # HUPKE I IS & S0 BB 1K) text/plain A1 text/html 7553 VF 73 A 5 SE B IR145-53
SR EEBGX LA I 45 3L, TE N IR B dm g o TR, Rt gl RS RSB 1043 73 A st
A3y o ARBOZMEAEAT LT 2 (1 UL :
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

K24, AsyncOS L% text/plain Fl text/html f#7>(IVCEC, R [FIFF45) 3, TMifs o AT Bfilk it pE 4%
PSRN

A7 ia) 82 1Y BE T 5

Table 1: P 25 {71 B4 7R 15

A SR, AT DOREARTEZEAT B, TXRE AT DU RS AR B A B i il o DA A . 491
an, SR EANEO R AT MBI IERS . (HAE, WAURIE AT AR RS 4
A, P S EAER K 5, T REA B A e AR R . Datl, AT LU ARG g, St at
ARIGH A RN Al PEAS 8] A 2] v S0 JEAS LU A VL BCA 20 I, L g Rl Y 28
PR E e 4457 B, S0 7 s LU AR AIAS [ A ] i«

ARIB/E REFRIR T nni
5% E R K 3
9N 2
AT 1

%?ﬁt#ﬂ%?ﬁﬂﬁﬂi§ dictionary—match,gi attachment-dictionary-match EB#FtI#%%ﬁi%ﬂU%%é?fﬁFﬁBﬁ,
AsyncOS 23R ARTE IR L5 M h RS TR TE DR RC BN S “4990 7 An. i, J AR “ik
57 FEMBARIESCH I IR, AsyncOS SAE RGN 6. Gn RHB AR I JEAS ) B{E %N 6, AsyncOS
et Sk BN BE A AT B0, R DA AR B —, BB 6, M2l
RALEASARAE

S 443 i 2% 57 B9 AND #0 OR 73z

X MR 36 2% 1) AND 2% OR JIRSRAE T, AsyncOS AN AN A IRk (E. Kk, filtm AND
MR %t 4 False, RGN 5 —ufisR{H. THER, REASILIMNZE A ENTT 6 R AL .
A, EX AND FTOR SR, RAESAH A AR IRAR AL @, 7ELL Fidugss,

W DT 2R S B A S



| 15 PR it 2 SRR 4
mezesan [

ARSIREMN A renote- ip MK, KA ZR A A L rcpt-to-group MR AL (LDAP )i
A R =D

andTestFilter:
if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

{ ... 1

AT ST A B AR I, SR BRI R P AN 23 A i o R SR ORI AT I, 7
TR (0 A 1H o It SR e IRE G ey AN I 1 iy v

expensiveAvoid:
if (<simple tests>)
{ if (<expensive test>)
{ <action> }

}

FER 2R MG DL, W5 18

if (testl AND test2 AND test3) { ... }

RGeS RIE I, AEILAR R

if ((testl AND test2) AND test3) { ... }

it@kigéﬁcmggﬂﬂﬂﬁ #FH?ﬂfXTtK(testlAQQI)test2)$utest3Eﬁﬁiji %§?ﬁXTMk‘4/\AJQ[)ﬁ€ﬁio
X = AN BAAH ], WP ST cest3, BN (test1 AND test2) [FBAS R ILFIf%.

s 3 O
R 14 12 i 25 A0
FEAN I DE RS AT 5 SOk A 28 FH B AR G i o 15 56 8 SO EES I, AR5 & SCRIUIR [F] true {H
I B AEPAT R I S PR A
HXERR
o REJERS UG 3R, on page 9
o RO FR TE A 5K, on page 19

* BHebRIRTT, on page 22
o MRPF I PR AR AE BB AR A, on page 66

SRR N E R
T I T R BLAH P 2 A A,
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Table 2: R 433 JE 25 40 )

) B 1t AR

FHiEL subject T S S 75 DU HE S — SCA A
A ? 155 [ Subject LN, on page
260

Ak body-size FEXRNDNESERE—JEERN? &

Z3 [ 1E SO/, on page 28

fRERAEN matl-from fRERAEN (AL, <MAIL
FROM>) 525 5 i AL ?
HS A E AT AN, on page
27,

A AE B R AN mail-from-group fasRAEN (B, <MAIL
FROM>) & 7ESE ) LDAP
Hrh? ES AT G E A
FEI, on page 28.

RAENA sendexgroup 55t REF - HLUG ) 3 (HAT) Hh
HIBAS A NZHVCHL? 15514 Kk
= N2 AL, on page 28

(EESLCCCIN rept-to 5Bt A (R Envelope To
<RCPTTO>) 27 HiE L
Be? 35 Z A A5 B AL, on
page 26,

Note ropt-to FHIUIFE T HE
fEo MR AR
AN, WA —
A N S fi e R A
FUULAD, BIn]RfE
SERAE N R IR
P A A N A o
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srzanpzr

A

B

15t AR

IO EEY Z PN

rcpt-to-group

fe et N (CH Envelope To
<RCPT TO>) J&fS7EFREMN
LDAP 41 ? WS4l s E
WA NFEU, on page 27,

Note rcpt-to-group Il ERS
T SRR AR A
AEAMRAEN, HA
TR PR B — M fF
UNIIEEEped:if 2 (E
SR BOIRG ITATLAT
NI HR AT o

TFE IP

remote-ip

M 7oKk H B fi e TP Mk
IP ik FEUCRC R A AL ? 1
Z s # 1P B, on page 29.

Pl

recv-int

S A i S PR 14
We? TS TP 2 LR,
on page 30

BT

recv-listener

ISP 77 A 1 S R A P
We? 15 2 B AT T R R,
on page 29,

H 39

date

I AR 2 H YT 8] 22 s
KA ? WS B H W, on
page 30,

Rk

header (<string>)

MR R B R e 1R Sk ? 153k
MR AE A 5 e SO AL AL ?
HZ 5 LB, on page 30,

MS

random (<integer>)

BENLER SR —TUHEN? ES
[ BEALEL, on page 31.

N4

rcpt-count

M A 4 2 DA N 2 T 215
WA NTHEC, on page 32.

Hudik 2K

addr-count ()

ek NI 2B 2 07

It eSS 5 rept-count i JER
WA R Z AT, e BRIV R
I IE S Sk, AR R B
RN 1S TSI, on
page 32,
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A

B

152 AR

SPE R A&

spf-status

4 & SPE I IEIRA ? il JE4s
FU FoVF A AR 1K) SPF 56 UE 25
R AL %R SPF/SIDF 1720
R AHME TR E AR RHRAE . 1EZ 0
SPF-Status #L)I, on page 38.

SPF i i

spf-passed

75t SPF/SIDF $64iF 2 it
JEZS L IPKs SPE/SIDF 45 &R
HAT/RME . 52 [ SPF-Passed Fil
], on page 39.

S/MIME M % iR

smime-gateway

MR 2 5 485t SIMIME 45 42
TN B 44 s 2 1 21
S/MIME ¥ B 4H1 U, on page
39

S/MIME W 22 2L 56-41F

smime-gateway-verified

S/MIME HS {72 15 & sl Dy i i 56
UE, AR B L R D A 25 T BRIE ?
2 S/MIME [ 6 5641E K,
on page 40,

A

image-verdict

o BRI E 2 eI
TR AT A AN [R] ) B 2 A
iR WHZHEI 31T, on page
87,

TAEBRA L

workqueue-count

TAEBAFITH RS T AN TR
THREE? S TAEAS 5L
FEI, on page 40,

IESCH A

body-contains (
<regular expression>)

M2 5 S R E B UL AC I
SCAREEHF? BRI T A
(B F A ) g 2D I H?

5 VARG AR ASHE 53 FHOCIBC B
o

TEZ I 1 3CH4 , on page 32

IESCH A

only-body-contains
(<regular expression>)

M SR A A 5 L R e L
Fe AR ? RO AT I T oA
fEFRE i DR B ANEEAT
A TS P SCHHE R, on
page 32,

P

encrypted

MR 0 2 152 B A
U, on page 33,
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srzanpzr

A

B

152 AR

B4

attachment-filename

St 75 A B S A 4 S R E R
VERCHI A2 152 B A S 44
KL, on page 34.

BT

attachment-type

S 75 A0 5 X MIME 27U
BEAE? TS R AR, on
page 34.

B S22

attachment-filetype

A A B SO R AR FR 4L
SR CRLT
UNIXtile #74) 7 WA PHAFZ
Excel 8% Word 3CFY, &b L4
R UL N HR A S

f: ee. d. hp. if px. gh jee.
png UL & Photoshop 14

WA B SRR kS, A
MRS A AR RS
BT S HR]. iltn, EE R
exe P, AR DU i

if (attachment-filetype ==

"exe")

ARVEAE S, SIS
AAAFRE S (B R S,
on page 35,

M EEMIMEZE 7Y

attachment-mimetype

S 77 6,25 5 E MIME KB
M%##? iZﬁﬂmuégattachment—type
FUNZEALL, AR Z ABAE T
23 PHAl MIME [ {1135 7€ i MIME
B R IR FR W S
HAY, AR A 2 AR 4
HY Reszk g5 ORI
e D) EHS WL e
#5741, on page 92,

BEPESCA B

attachment-hashlist-match

M 75 B 5 S B e
1R 2 SCPF SHA-256 {HUEHL )
B2 EZ 0 E 3 S St
SHA-256 i &2 VC ALK HE 1 BT,
on page 117FIUI A5 ST
SHA-256 i JEAS VLT, U 2557 S
1}, on page 117,
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A

B

152 AR

SELRA IR A

attachment-protected

IS AP 7 0 52 R DR R B
P82 TS B 3 R R BN AT,
on page 94,

REZARY AT

attachment-unprotected

PUE SR ETT -2 el Rl S Al ]
B, AR SZ IR I DR A
IR\ true. 40 FEAIHE G |2 AT LA
HUBA, SO DI A R 52 AR
o R —ANPT SR 2
TR, i ST IR A R 52 AR
Al

EE - RS R LS
BEF 2 Drd i B 2 PEANAH T A
J¥o FAHHIA—PHPERE, FIRES
LA I JE A A 2R 7] true FR) 17
Dlo B, RS SCAFRIN
SR AR ORGP SCAFI - AT
AE< DL PR L o

W Z RN AR SZ R BT, on
page 95.

REERE]

attachment-contains
(<regular expression>)

ISP 5 AR B — AN B
Hige UL R ? e
A EL T O B AR S [ e > IR
#e

ﬁhi%ﬂﬂ%éﬂi?F body-contains ()
RN, U B 2t e A= i S
PEREEAS “IE3C” o WA, 4
AR Y . WS
B R 1 D8 25 7 61, on

page 92,

RS ERE

attachment-binary-contains
(<regular expression>)

R 1 2 B e e
AR T T ) B 2

Eti%mﬂij attachment-contains
O FRUARAL, AR AR b
R,
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srzanpzr

A

B

15t AR

REEREi]

every-attachment-contains
(<regular expression>)

SERSPFRI A IR s L die
SERRACVLAL I SCA? AL ZNAY
FETPAT I, AT RS b
XSRS

“attachment—contains()” %%TF
PAT I AND i858, 13O
Frafile BEAGEEHIL 7 o0 BfE
FRE I D AL

TS W MR DR AR 7R 1,
on page 92,

SN

attachment-size

M A A B KNS —JE
HIBAE? ZBNE body - size
FRISALL, A 25t G 41 4
PEREEAS “1E3C” o R, HH
T AL BB 23 o AESRAT
FEATHRRD Z HT eV RN 1S
e B AR IS i S 2 7R 451, on
page 92,

INFERH RS

dnslist (<query server>)

KA TP ki &5 AR 2
JLPH RS R MR 455 b (RBL)? i
Z [ DNS Z1|IZ N, on page 35,

IP {52

reputation

FH a2 B AT NI TP A5 24353 2
THZ 1P 15 2 M, on page 36.

e

T IP (575

Il

no-reputation

FHFI0S TP A5 21900 250
“JC” (None)o i Z[HITP {5250
M, on page 36.

tN}

dictionary-match
(<dictionary name>)

M IE SO A
dictionary_name P4 7% i 4L (R4 T
T IENRIE B TE ? B
LT R BME R ) IR ?
TE 2 [ ] AL, on page 36,

(REREP I

attachment-dictionary-match
(<dictionary name>)

2 5427 dictionary_name
5] L PR AT T U R A 7
AL I T O B R R b
H? TEZ ] SR, on page
36,
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s % 1588
Eﬂlﬂﬁﬂ@@ﬂ s(likc)lj'eitt—dictionarz)—match 1*‘%7% @A dICtIOFlaI’y
- name P4 25 1] i P R AR ] I )2
IR EATE 2 1S [ 1] L),
on page 36,
fir ki LR hesder-dictionarymatch ffisk (RXAKAG) o
<header>) Y- ’ 547 dictionary name Py 751
S AT IE R A CEoRTE 2 1
Z[5t] ] HLHLU), on page 36.
30 S body-dictionary-nateh L ST IR T S Py
- YN T A OR) Y S P L
true. It UERRSSTEAALA B
I MIME # RARTE,  JFES
B e s E CERINBIEE
H 1) IR true. 1752 5 ) i
FLU, on page 36,
(GEELVEEINTIE RUNIH r(ii‘i;‘;j;i;itlizfng)‘mat':h fEEHE A2 A5 dictionary
Y- name P 75 i gt 14T A7 1 102
I EARTE ? 5 2 [ 1] SR,
on page 36,
B R A AT SRIES mail-fron-dictionarymateh | (ki ff LA L4 dictionary
= name PR 2 ] B R AR 1 U R
IEECATE 2 15 S [ i) S,
on page 36,
SMTP & {3 Yk ) TP DL S e esyy | ERAT AL RIS K
M (Rt 75 55 A G BT
SMTP H] F* ID VLI ? #2154
SMTP £ 4356 1UF FH 7 DT FEC AR,
on page 40,
1EHf true VCEC T M o 525 [ True FU),
on page 25,
A valid Bt C R NI IV w3 i )
MIME {4}, iR [H] False, X
Z R IF] Trueo. 152 [ Valid B,
on page 25,
%4 signed MR O 42 ES 054

FUU, on page 42,
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srzanpzr

A

B

152 AR

AL

signed-certificate
(<field> [<operator>
<regular expression>])

M 2525 N Bk X509 UF 15k &
A HRAULE? 5S4
AR HE, on page 42,

frkER

header-repeats (<target>,
<threshold> [, <direction>])

USR5 2 PR IR 1) Py EH AR o 2
AR NS A, 2z [A]
true:
o L b/ IN IR DU 1 2 A Sk
AHTR] R AT o
o LB b NI R B R
5 B R A KRS o

WHZ P S M, on page
45,

url-reputation
url-no-reputation

M4 FR AR URL [R5 21500 2
T AETR VO AN ?

URL [P5EER 0 & R AAEAE?
EZ W URL 15 20 | on page
AT A CTC B oA A A0
R -

URL 28351

url-category

B4 AT URL M8 5215 5
e A H UL L ?

12 URL ZE5HL0 | on page
47,

BRI

attachment-corrupt

VR & HAT ORI ?

T 2 AR I B RN, on page
48,

MBS

message-language

M CERRIIE SO &5 A3
— R PTIETE E ?

T 2 [ M A1 5 M, on page
48,

E Rl

macro-detection-rule
([ ‘“file type-1"',
'file type-2"',

e, 'file type-n'])

fle Nt B A5 A 55 i 2
(IBR A 2

W ZRIFIN, on page 49
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S EE 15t AR
Oy R forged-enail-detection SEA I OO P NI 2
<threshold>) ' BCRRES A AR “ AN 15

KA N IR AT
AL
52 P PR B, on
page 50,

iglﬂﬁ%ﬁﬂf duplicate boundaries Hilz,f/;{;%%:@/axigm MIME Iﬂ

72

THZ R A SRR, on
page 50,

kA I MIME {2 3L F 0

malformed-header

IS A7 i 717 0, 75 A XA 1R 1) MIME
f53k?

Wk A IEAHIK MIME £ 3k
R LI, on page 51

M BRA ?‘??igiiim;;;ii , AR NI 752K B 38 52 1) FE 53 /3
'countryizgme—2', ' E{?
country name-n']) Note Eﬁfﬁﬂﬁiﬁﬁﬁﬂiﬂﬁﬁ
RLUEA RN 2 T,
Jet e B b
G RET I
15 2 [ L EE A7 F R, on page
51,
s B NIE AT 5 48 € 1 4 AR IL

Sender Domain Reputation:

- sdr-reputation
(< ‘sdr _verdict range'>,
< ‘domain exception
_list'>)

- sdr-age (< ‘unit'>,
< ‘operator'>
< ‘actual value’ >)

- sdr-unscannable
(<'domain exception
_list'>)

External Threat Feeds:
domain-external-
threat-feeds
(<'external threat
feed source name'>,
<'header'> , <'domain

_exception list'>)

fi?
o R NI
o SN
TS ETF I35 20, on

page SIE{SDR 385 2 HLN, on
page 52,

ARVEMFEE, WS PR Ep
ORI A A B B A A
PNk SURH
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mnpmEnRss [

FR GRS FE G S 3 N A DX D (A A S 7 FH BT S PE L e 2%, B Al s 8 1 IR Ak — 20 A HRL )
W&, GESRIEL JERAE, on page 2. ) BbAb, AT DX Fra B LR AL jEss, JHEH
WHERERT (AND. OR L& NOT) 4140,

AR Fh Y IE T SRA 5

SE SO 22 A BEAIU AL TR W ZIE AL RC . 1B WIFRIE AT RS S o AEHEPFI JEAS KL b A )
ENFRGEAN, 5% N E:

Table 3: #0 # B9 IE M R ik

IEMZEL K (abe) U R E U S AP 1 A 2 P 91 5 A E AT AT 0 UL G, DRk i e
FHIN A 1) 1 0 s A AT HR UL .

Wﬂﬁﬂy EEU%@%EE Georg Ej’*f{fﬁ George Of The Jungles j’*fﬁt$ Georgy
Porgy~ F-1F H La Meson Georgette DL & Georg #JULHC .

FAFF () BE TS AT (8) MW S PR s g5 RILIE, S mART 745 ()
(IR 5 7 R IR T Sk F 20 DL

Bln, IENFRIEX rceorgs R FFFH ceorg ILAC.
HWRZG KR H] "

TRE R e £ AP A% UL at 55 (@) MRS B 5 LR

B, IENEFRIAT ~ceorgeradming H 5 FFF H ceorgeeadmin UGHL .

ST ()

H R () BWE A ETHE () BN IEEARMT 77 CRrATERAN) -

B, IENERIESL ~. . adming SR nacadmin LR H sunadmin
[T_E@ﬂ; fﬁ‘% win32admin Z_\‘[E@‘ao

25 () % ELETRL S () A Efr & S ALRL” DR, LI,
(1 ARUR S FRAL (9) 4 SHERTFRFA] (B EBAFRD IAL.

i, Fm”%lﬁ:ﬁk "P.*Pipers$ @EBT@JFE%??@'% pPriper. Peter

Piper. P.Piper fll penelope Penny Piper.

PORHERFIR 74 (V) SORHA TR R AT REAT o Lo DRI, R AR ) R 7 B IA L
M, P8 \s A SRICHE 5 I P RERAB LG, 81\~ A T A5 1
RERIKVCAC. i, MR ~ik\ . ac\ . uks G FFFH ik.ac.uk T
e

EZU: SORIR MR SR R RE LR, DL, W R AR IE SR
R SRt e, 2 PPN PRt £, DLEAEMR AT Ja AR B — A
CEOEMT SRtk R AR IENWERGENAR G, I, W RSy
B FIRRBIEILEL, FFEHIA ~ik\\.ac\\.uks.
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AR KNG (24

7545 (1) R IE MR R A8 73 AN D 7 KNG AR B . 4 4
FE DI KNG ENERGE T Sk 2 S BT RIS AKX S KNG .

@Jﬁﬂy EU“J%%JiJE ?1) VJ_agra ‘5 viagra. vlaGrA U\& VIAGRA [t
fic.

EE?&\%{ {min, max}

BEIE R AV ESR 7S MR d AT DU 52 A 28
1 Jﬁu %éjiit “f {2,3} 7 13 foo %ﬂ fooo V_EEE TETIT_EEE fon ﬂA‘ fofo.

TEAN) if (header ('To') == (500, )") BTFRALE 500 B HE Z FAFH) “To”
f53k.

Or ()

Bl “ol” sHAT. MR A BRIENRIEN, Rk “as” FIL
fiih “A” & “B” VLRI 745 H .

Wﬂﬁﬂy i%lﬁ:—tt “ foolbar” 3{%5 foo E‘Z bar @Eﬂ, fﬂ‘% foobar ;FULEEO

AR EM

o A I 2RI A i B4, on page 20
o NI AE VN, on page 21
o IEMEIEAEHE ASCIT FFF4E, on page 21

* n MK, on page 21
* X3 K/, on page 21

* 9’5 R ERE, on page 21
* PDF HIENZIA S, on page 22

1 FIE W 3258 ST i eb 4

W LM R e AE AR ASCIL G (R HEPE N A (fFSKANIESD R 7R A . RIS, R4

SCRAELL 4R ASCII

o WA Sk

TR PAT IEMFIL K (regex) UK

* MIME i fF 30144 774 B

. Kﬁ MIME 15 3k (I 1E3C CRIAE SR LE)
A5 R W i ) MIME 15 3k, (HAE MIME #5753 [ 1E 3
* KW G ) 255 MIME HEA:
* JTA LL_ERAE MIME 15 Sk 7 2% B 9 A R %6 %2

A LMEH IE R IL L (regexes)  VLECHEAFAEMTH A BIESC, AREVLECAIBIAE. MR EEE S
A, HTML. MS Word. Excel 5. A4 (74 HE gb2312. HZ. EUC, JIS. Shift-JIS. Big5
P A Unicode. AI3HE N 20 JE o GUI G0 5 1 WA U M Aok p ss R0),  mlift Y SCAS S 2
SR E RN R G . A RTEANE R, IS FER CLI & PRI IERS, on page 95T B 414

174, on page 118.
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euzstemen i

IE ) 5258 518 A

U ESE A ULRC — AN TAT R, A AT, IENRRIE S LR ALT (N T3k, BLSETTHRTS (8)
4ike.

\)

Note %@%ﬁ%@mﬁ AN “7, B SER ESULRCHTA A8 . WiEH «rs” o AR,
#2 % Subject M, on page 26 (K55 74

TiEh, MRS ) ) BRI ILHES, 20 T e sl P e SO e i, TR GA S
Sunconl£§%£%?%3thegodsunocommandoﬂﬁga, ﬁiﬂzm”%%itftAsun\.comSJljggzg?%asun.com.BE@ao

AFAR R, A ) I8 20U U Python reModule £ x0IE N ZRiE K . 75 9% Python FEX 1 1E
MR IE X E T8, 15 AN Python 1EZRIEX AL vk, HMhEN:
http://www.python.org/doc/howto/

IEM ik FNIE ASCI FFTF &
TERLGE S, AR TE S U R B N E S
0 DX Bl G B AR SR L T, BGR TR S AT AN A ) e AR R 4 (AR IE B AP B “\w” 36
AR SRR A% I Uk xR — 2 ) i

n N
AE R == % IE R AT UL ECI, AP S = AT AR VC RIS 4

rcpt-to ==
"~goober@dev\\.null\\....$" (matching)

rcpt-to != ""“goober@dev\\.null\\....$" (non-matching)

IENFRIEARX 2 KNG, S BHIERS. IE, RENRIE IR foo, KEAILACHIN Foo, 2

Fooo

\3‘?

B S ATIEER
AT R AT H A OB L U6, PR — Nt i T CPU B o 28— M S 10
IR E AT

attachment-filter: if ((recv-listener == "Inbound") AND
ceeeeeccccccccccccccccccccccccccceceeeccc(((attachment-filename ==

"\\.386$") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ad$")) OR
(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
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el S oo |

(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1lnk$")) OR (attachment-filename == "\\.mdbs$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.wsS$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.wsf$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

FEXFIEOL T, AsyncOS 5 2R B IENZRIE G5 30 I, AR BFRIYEL K recv-listener % )i 5))
— e

H2, WAL T Prodin 5 L JEs

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.
(386 |exe|ad|ade|adplaspl|bas|bat|chm|cmd|com|cpl|crt|exe|lhlp|htalinf|ins|ispl|js|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb]|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

IEN G Z RSP, 10 LSS JEas 58 5 T4Ed, N BEm0 R ST “0” , #
Bk, 5 R, XWVIZREWEK CPU & IR

PDF #01E M ik 3

B HEPRIR

5

4% PDF (14E %7730, PDF n] BEAVEL & A% Bl AT AT o AEXFME DL, F4 9 S it il v A8 i
A E SRR NIRRT AERRAT R . B, AT A AR B AA R /IN T RS, PDF A R
(1977 e PR VA LU B A T AT o 2R 1R W3R IA 205 DX Ay XA 22 (1) PDF SCA4 DL
BOIy, 4 Rk M AR 45 R

#ian, 1r PowerPoint SCAY H A A B BEES AL FH AN [R) A AR -5 (1) Fdn] o 2 IBOEG Y A2 ) PDF 3C
PREF, G S m N SAEAA TR . % T PDF (U458, 5138 GES e “callout” fi#ish
“callout” BY “callout” o Z=ilARE IENFRIAX LR H P — NI, ATREFRAZE] “callout” UL
Bic o

AP B A 2 RIS U R A P A B s DA ARSI i o F R s A
AREAR LT A TN K A LA AR K

s RS

© LEALSRK S
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agrnmzs [

s F— T RSFRF (CUSIP) %5
* LERITII 2 (ABA) #5505

FERLPE S AR REAR IRAT, 1S AR DEAS U A e A LA 4340 1 SOl A 2 (R O B 7«

Table 4; tR 43T JE 25 o H B BEARIRFF

K | ERERIRT 15 BA
=

*eredit | {5 H K5 PO 14, 15 LUK 16 Mifs K5
R BRI AN enRoute .

*aba | S EHBALIK S | PN 58 AL K

Tssno | S RES S PUNSR A 2 2 RIS . *ssn B RERR PR AT PO S 2k ) A2
& AL PR .

*cusip | CUSIP ‘Z 5 RS CUSIP ‘S5,

* BHeFRIRFFIETE, on page 23

BREIRFIEE

\}

FE S AR P R RRUSLREIN L SO X E SCSRBA P SR R U
T PRSI T, R SRR

ID Credit Cards:
if (body-contains ("*credit")) {

notify("legaldept@example.con") ;

T34 TT LAAE PN 7 T 08 2 T P 50 im]  o ER RER IR

Note

ANRERE R BERR AT B 7 5 E N RA S — R4 A Billn, B <credit)*ssn
ATRETCAL
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fERM TS |
B ioesiesmnss iR

\}

Note /L rf fig )i/ *SSN B HEFR IR~ A HVRIR, A7 Bt *ssn B AEFR TR AT 5 HoAthid 9 4 A48 O AL o
Hodp—AN el REECAE FH L g€ 45 & “only-body-contains” R yE4 . IXFE, WA MR AT HRAEMRAE
IESCHHATEAT MIME $ 73 #8047 ARy, SRaIAAXMEA A true. Blan, 0T LA DL T I 9845 -

SSN-nohtml: if only-body-contains( “*ssn” ) { duplicate-quarantine( “Policy” );}

Note {3 s {4 25 702 BEARIRAF 2 BT NI CBE7 ( “credit” « “ssn”  “cusip” BX “aba” ) i, W
A R S A K I B RE AR TR o
Wit WA S A SRS S (XXX-XX-XXXX ), HALE a2 S jiim 7 —A gk
- “gsn” B “ssn XXX-XX-XXXX” . “ssn: XXX-XX-XXXX” 25) , HFIEEM 64 25 8 he
FRUEES I B4 25 224 50,

FHS 4 3 57 =% 0 T 332 R A0 7= 431

I ST GRS T A B U ) 59 B R

X EM
* True F, on page 25
* Valid ¥, on page 25
* Subject FLN, on page 26
o {5 B AR, on page 26
o A AE B AN, on page 27
 fEER A NN, on page 27
o P IS B R AT AR, on page 28
o KA N BN, on page 28
* IESCR/NBN, on page 28
o JFE 1P #LN, on page 29
o BT R R, on page 29
o FC TP 2 TR, on page 30
* HIWHL, on page 30
* {53k HEI, on page 30
* BEHLILI, on page 31
o WA A THEGRIN, on page 32
o HuhikvHEOR N, on page 32
o IESCHHIN, on page 32
* IE3CFI , on page 32
o AT, on page 33
o PHAFEASBEN, on page 34
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True #L M .

o PSR4 B, on page 34

* DNS F1Z&FN, on page 35

* IP {52, on page 36

o W] HLHLI), on page 36

* SPF-Status ¥/, on page 38

* SPF-Passed # U, on page 39

* SIMIME ¥ JCHBA- R, on page 39
* S/MIME ¥ S5 iiE#E I, on page 40
o TAEBAZTHECREN, on page 40

* SMTP 5 3 563k H] F7 UL EC R, on page 40
* UAA N, on page 42

o {5 L EE M, on page 45

* URL {5280 , on page 46

* URL ZHIFN , on page 47

o BURHIBHAERL, on page 48

* W5 5 U, on page 48

* ZATIFLI, on page 49

o Dt HEAFAS DAL, on page 50

o BRI UERI, on page 50

o B U IEA) MIME {5 SRR, on page 51
o ML E BN, on page 51

* ETF ({48 f5 2R, on page 51

* SDR (K352, on page 52

True L0
true FUMIVCHEC T AT Ao 1, T Z1 R il sl s ms 21 TP 42 11 8ok s 1 .
externalFilter:
if (true)
{
alt-src-host ('external');
}
Valid #1 1|

valid BRWSAE MEAEAL & AN AT AT/ 02 MIME #8733 [0] false, e Z iR [0] trueo 01, DARAENIZ:
Z IR AT A AT M K B0

not-valid-mime:

if not valid
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Subject 10

\}
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drop () ;

subject MUUIERE T MUF Sk IR 55 45 € 1E WA AL RC FRT BT o
fldn, DAl uE s 2R 8L LUK E Make Money.... JF Sk (9T AT B4

not-valid-mime:

if not valid

{

drop () ;

}

Tr] LU B A SR B P R AE ASCIF 4 .

A PEAT SKIN s 3 R Sk 00 2 (LA AR AR B R P T A S 50 A s o OBk A X5 1
ML BEERAE M O o RTINS R, TS P S AR AE, on page 5.

D RA SR A BB B R AR S, DU PRS2 3R 7] true:

EmptySubject To filter:

if (header ('Subject') != ".") OR
(header ('To') = ".") {

drop () ;

}

Note

= 2 U AR

\}

2R “Subject” A1 “To” 53k 4%, ML PEAR IR true, WA SLERAK, [FAIFERLIRIA] true. W1
REBPFRATRERE L, D IEER IR true.

rept-to USSR B FTAA 15 B N 545 2 IE RIS RUCRE iR . Bl DUR e as & e Rk
WEL & AT R “scarface” [T IRAF.

Note

rept-to AU R TE IR IE AAANX 73 KN

scarfaceFilter:

if (rcpt-to == 'scarface')
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mepoisstieAmn

drop () ;

\}

Note  cpr-ro MUNIEETHEMF. AAR—AWEAAT ZAMAEN, IBA— B NSRBI RUNIERT,  JTRRE
58 A N ] 22 AR 45 BT AT LR N FTHIEA o

B R Ry EE AR

rept-to-group MUNEFAE EE N JE T-45 2 LDAP 4L Bilan, LU i i as 2 ik ik kil s
T LDAP 4 “ExpiredAccounts” A4,

expiredFilter:
if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;

N

Note . cpi-to-group ML TMEAF. iR —ANIBAFE ZAMIEN, IRA—ABAE N 4R 2 SRR LR,
BV RDRE i 08 BRAE N ] 22 R 38 45 A WL AE N AR o

(EESR AL I

mail-from MRS B A AL 45 % 1R WAL QUL RC IR CE . Bt DR I g 2 S BIALI%
admin@yourdomain.conl%iﬁéﬁqﬁﬁ¥§ﬁuﬂ#o

)

Note  mail-from KU IEMFRIE AR A2 KNG o TR LN B b i A s FR0EAT T %% 3L

kremFilter:

if (mail-from == '“admin@yourdomain\\.com$"')
{

skip-filters();

}
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B sz amu

H RS AR

ZHENBHN

IESC R/

mail-from-group MMIEFR(E £ KN E T2 EF4A M LADP 4l (BREAEA A, KNI bt
ANFERFE LDAP 41D . flan, LUF ok ygas 257 BifL 6 s s ik 7E LDAP 41 “KnownSenders”
1N D3 BT 326 AT ART S 42

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}

sendergroup S PEAS MR WTWTRE S THLYT IR (HAT) UL K A AL R ASKEI A
P “==" (L) s “t =" CAILED e 54 @ IEMRGA CRIASCHMD TERC. Bihn,
FRMBAE R A NS AR IE AL, LU AR g S W A5 U crue, TRRFIBAT AL 2 %
HIHBAE L

senderGroupFilter:

if (sendergroup == "Internal")
{
alt-mailhost (" [172.17.0.11");

}

IESCRANRARMBAFRIR AN, AFEAE KA o pody-size MR REIE SR/ AT 55 45 58 H0 7 AH EC IS
o Biltn, LUR I pES R BESCR/INERE 5 MBI ITA BT

BigFilter:
if (body-size > 5M)
{

bounce () ;
}
body-size ﬁIQiﬁﬁfIQiq:jfitttii:

i Xt b
T

body-size < 10M

INFEET

body-size <= 10M
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IAE 1P F

el |

1l po -]
. KT
body-size > 10M
nly 25
body-size >= 10M jCHLZEATﬂ:
I3
body-size == 10M
AT
body-size != 10M

TR IL, K/ ER HA T LAY 5 28R E -

B2 A
o 10 N7 AT 10)
13 FF15
13k
5k FH
5M
s0s 40 TIRFAT G WM TGy 100 MB R, D

remote-ip AUIUPKRIINR A% M A (1 = AL TP Huhb 2 A5 VCRCHr 2 Ao TP Mtk LLJZ Internet B3
4 Ji% (IPv4) 5% Internet WHISLER 6 iR (IPv6) Mtk FTLMEFT “ KA NALEIL” TR RV BN
o oE 1P Hulb#E5, smo. 1PR. dnslist f45 FUEFTR G ann B4R,

FEVFIENLF 5 RS TP Mkt (8 e AR B e B GriAN 2 BN o B, DUF i jgas &R ml 9t
AEM 10.1.1. = FEIRA IP Mk NI RTE BE4E, HoA X B 50, 510 52, 53, 54 = 55,

notMineFilter:

if (remote-ip != '10.1.1.50-55")
{

bounce () ;

}

TR T T AE e AL

recv-listener MU PEFE EMTWTRE PRI AE o ATWT R P 22 PR 502 R4 HH 24 i TG 5 1R S AT W
REFFIIMERR. B, DU ug s o SL ALK BT LS expedite AAEFTHEAF .

expediteFilter:
if (recv-listener == 'expedite')

{
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skip-filters();

}

= IP O AN

H 20

(EES I

recv-int BUIREREFREH HHMCIIIEN: o 3 DA FRIA L R G0 2 RITRC B A BOWedk. i,
PURRL3E s 2B PR F 45 1 outside (FIFTA EB1F

outsideFilter:

if (recv-int == 'outside')
{

bounce () ;

}

date P2 X0f HECF 5 0 IR TR 11 ST 25 22 7 A P R0 1T 309 1 SUT R0 55 055 MIM/DD/YYYY hh: mim: ss#%
IR TR BB 54 R AT LA RO AT Y DASKE [ 30T 3 AR S IV TRV J5 AT 34 OO
FEE, WA ARSE [ H A R M E, WIRTREAT ). D BU N ERPFsE s 2 IR nR
campaignl@yourdomain.com E/‘J%T: 2003 fﬁ 7 ﬂ 28 E[—th: 1 452)5?/_;]_:‘)\5{]}5)?%‘%'3{4:

TimeOutFilter:

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com"))

{

bounce () ;

}

Note

AL date N spate MEFFRIIEERAE AR A —K.

header () RIS AR MEATA5 Sk P2 B AFAE L ATEL C “header name” ) #% 45& RF e 5 ko SERUI AT
A IEMZ L CGRELT subject UMD, 4 m] AEFAN S EEB A i oo i 1, BRI e 7
THEAE RS BNE LIFR ] “true”  FRASBFLINIR A “false” o i, LU 7@l do2 a5 A7 AE Sk
x-sample, ARAFKERATUETHTH “sanple text” o WIRAIMILHL, MEFHRL2PORM.

FooHeaderFilter:
if (header ('X-Sample') == 'sample text')
{

bounce () ;
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B

mian i

}

TR LR E AR S T R AR ASCIL 74 .

PAF 7l e on AL 2 LU AR SRR o AEXMME DL, AR ORI x-peleteme £k,  UAHIAF Ao kR
fiiske

DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

}

A BEAE SRIN S 3 A Sk 2 A LA AE AR B R P AR S 50 CUn A TSmO B3k A 5 A i
ML PEEAE MO SO o RTINS R, TS P S AR AE, on page 5.

random MUWAEE— AN 2RI N-1 (BEHLEG o N2 RS I 5 P I REAUE . IEW neader 0
R, AN A AAE LERE AR AT, T DARL “—on” TR At il R A e B LA A1
— GNP RK H crue (6o B0, LUR PN JEER SRR EARIR], I 1) 28 3 e 400 90 S ik
A, Ty 2RI E R UL G A B

load balance_a:

if (random(10) < 5)
{

alt-src-host ('interface a');

;lse
;lt—src—host('interfaceb');
ioadbalanceb:

if (random(2))
;lt—src—host('interfacea');

}

else

{
alt-src-host ('interface b');

}
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rept-count ML boay-size MUNZRMIR T2, K mCF WA AR S5 BB EBE T L. X W]
B 1k FH P RIS [ I R 25 22 A4 Wt N, sl D e S O RASAR A8 2l 3 R e e 40h 0 DGtttk . LR
A3 T R e R U I S b I R A A NG 100 PRI A«

large_list filter:

if (rcpt-count > 100) {

alt-src-host ('mass mailing interface');

}

addr-count () MBPFCEIEBMNSTH] — AN AME KT, AT RO AR, IR A
B BRSO . B IE RS 5 ropt-count SRR 2 A0TE T, B IR FEI O BRI 15015 3%,
RIAZEPEN . BAF 5B A KB B8k “undisclosed-recipients™ H144 (K118 28 B0

large_list filter:

if (rcpt-count > 100) {
alt-src-host ('mass mailing interface');

}

body-contains () RENIFHHAL NMBIE AT BT, DL e & S AFAE IS Bloe Uk g il 1X4
FALILAIRZS R IR o boay-contains () MUWAAT ZATILEC. WI{E “43447 07 (Scan Behavior
) WHIELAE CLI ] scanconfig fr B2, & SCRARNIZHA s A T ilLe MIME 2§
B, BT LR E ST true B0 ZE4 10 5 | 2R H B ) /N UL O EL

BOATEOLT, REAMPITA M, Br MIME K20 video/*. audio/*. image/* M ZAb. REGH
FEAFRI A - B0 ZA SO L zipy Jbzip. .compress. .tar M .gzip MIF. BRI LABCE ZEAAH
“HRE” PR (L zip PEIER L zip. )

HRFEAME R, WS B E AT M, on page 118.

PATIESCHHAIT . AsyncOS S dH 3 1E AR 2 A A2 IR WZRIE . BT LIy RIE A e — A
B/NEE, IR T B R B s D ORI E A S, MERIA BN true.

AsyncOS AR IAS[R] MIME 3053 3R,  HHIRATATE T SCAR N 251 MIME #4). W MIME
RIAESE TR E LA, AsyncOS 2RI SCAI 73 AsyncOS FHAR Y M/ H 5 1 11 gm bt i e G
FEBs AR A M Unicode, #RJ57E Unicode H 8 R IENIZR A . WL ABLEH AR IR €95, AsyncOS ¥
EHEAE “HH59T°8” (Scan Behavior) UL H scanconfig iy 248 € [ 2t o
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I % 0 A5 )

N

mztenmn

A K AsyncOS U {EFAREHI AT I A4 sk MIME SRAE I PEGHAE ., 152 Bl 1E S5 R AF, on
page 5.

R MIME 9N g T 3CARNZE, AsyncOS KM .zip 8 tar FEAR4 SO ERIROSC:, Bl R 46 SC 4k
AT 4. PRI, 45121 e SO gt I B Unicode 2 % xCal [9] S o 1) 24
AsyncOS 4R J5 2 7E Unicode 1482 IF R IA K,

PR 7R B 1E SCSCA R i R 46 1 “ Company Confidential” o 7l Fi 5 1 A~ S0 ) dee /i
DI, A RSN (P B NS, 5 | BRI BT A VL ECHRAE,  FFIE AIA AR Tk 2

ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {
notify ('legaldept@example.domain');

bounce () ;

}

ﬁuﬁliﬂﬁﬁﬁgﬁ#DGIEjty ﬁ%fﬁﬁﬁ only-body-contains:

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {
notify('hresource@example.com') ;

}

emmmmﬂWfQN#Wﬁ$% TREINE R . EASRIE BT, DU A A
AFAEIN SRS o 3T AR 1 A0 s A o

Note

encrypted I B EEASTIN S Py 75 rh KDIN S A, AN TN 1) B A

encrypted BN 55 c rue BN AL Z ALTE T, EAZE, WIeikib T b an SR 3 £cdis
BRI &R Bl rue, WERARILBIINZEDE, R[] ra1se. HTILIHRETFEFRMRA:, e HEE
“H1H64T7 8”7 (Scan Behavior) UUHI B H scanconfig fir 2 L HIFIFE R B« A7 JCHE B IX L8128 10t 1) 7
5, WS AN ESIHEAT Y, on page 118,

A P A AT A T R AR BB, BRI, S SRS b A, R A
L BNVEAES TR 5 iR

prevent encrypted data:

if (encrypted) {

bce ('legaldeptlexample.domain') ;

bounce () ;
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attachment-type B SSAG AT S LE rhAEAN PR ) MIME 285, 58 B R VCEC TR e i . A 2
KH “HHAT R TR scancontig fr MBS (WL E H1H517 M, on page 118FTiA) , Pt fE
AT RSB HRE () PR M, DMENERCART. a0 R A 5% 2 MIME 28 JURL i B
i, SRR 25 [H] “true”

BT b D Re 75 LRI A, e N BB R AT A, on page 118k ¥ B A1 6 11

A IR AT LT FH W06 A2 3ok g0 4 R DU A B S P B PR PR A L, 12 A B 4147, on page 85.
A DR A A A A T AT T R e A R A, an AR A MIME 28BN video/* MBS B
(a3 AR

bounce video clips:

if (attachment-type == 'video/*') {

bounce () ;

}

attachment-filename FRIM A A MEAF rRAEAN BRI SCARAL, 1€ SCAT 44 JE A5 DL BG4 78 1R W ZRIB
EEBSC AN Xy KNG o (HE, SRS, RS Ui si R, W igdpisphad .
IR AE R AN A L SO AL DL RS, R iR [B] “true” .
T R LA i)
o BRI SO A MIME {5 3k Sk hiligk . MIME {5 Sk b S0 44 T e 5 AT R 25 b
© WURMNAF AR SOAE, W RO WAFRS S rPB R SO 44, A Y N T i e B G
Z: B E AT M, on page 118)
© WURNF R ARG (MRS AW , s ASMHNAF RS, Al
FRAESCHF SO o X R U attachment-filename MUMALIE . WIS gzip FR4HIT)
AfPATRET (exe) M /2IX AT
o X ARG AN RGE SO foo.exe.gz S M, AT AR T U RR S 2 e i SO (R0 E S AT
KB, UGS I SCIE A4 RN RS SCAT PR I B4 4 SCAF, on page 35,

A7 T LA P MR S S e s U SA i PRSP B (PR A R, TS I 4148, on page 85.

B A A A BT AT T I T R PP RO B I, R P S SR D < o3 BB, HBPE
EPOR:
block mp3s:

if (attachment-filename == ' (?2i)\\.mp3$"') {

bounce () ;
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S T e AT |

AXEM
o BRAFSCAEAL MRS SO P K BN 46 S F, on page 35

Mt ST 4 2 AR TFAS ST R R B A IR S S

DNS 51 3=

7] JEE s WAl DG FEAF A SO A (R A I 4 SCAE - (A gzip BRSO

quarantine gzipped exe or pif:
if (attachment-filename == "' (?i)\\. (exe|pif) ($|.gz$)"') {
quarantine ("Policy");

}

dnslist () MU A#AEH DNSBL J5ik CHERRA “ipdr #5if)” ) AT A M1 A 3L DNS 513 i %
o AL NERE TP HBHEPIRASE S IR LUR S IO (R TP 1.2.3.4.4 A8 4.3.2. )4k R 55 48 44
FRIGATEE CUn MRS 28 A FRAN LA 1 TF Sk, WS A sk i 45w 2 0K 5 TP bk BB R« SR )5 404 T DNS
i), REIRM DNS KN, (GRIRTEARSS 45 413 R AN BIE R 1P shhik) 8% 1P Huhl (FRIR$k
FliZyht) o R IP Mk B N 127.0.0. %, R < ATLLJE 0 #1255 Z B MF BT CR RS
VFIP HubEYa D o SEFr b, A7SeRS # S MR AN TR RR [RIAS [R] (R 550 LAt Al 45w W) 25 X6 T A DT
BCIR [A1AH [ Py 5

I header 0 UM, ans1ist o BUNIHA] AT — oo —BEHI AL A b, ORI S 70 A0 21 g SV P
BRI true 1, EBCABINIRIE] farse (6 (B, WIRIEE DNS JRS5SEE) -

WEREAE N i BARHE R A AT SR S5V R BEAT IR, DL i g a2 S BIAL 1L B

allowedlist bondedsender:
if (dnslist('query.bondedsender.org')) {
skip-filters();

}

B, BT DR T (=) BANSE T (10) KB, B ERS TR T LU

FHITJER EF T ARG S A Y “127.0.0.27 WM IGMBAE . don S 32 HA 45 5, <3z ]
“false” , ITPELS WL AN,

blockedlist:
if (dnslist('dnsbl.example.domain') == '127.0.0.2") {
drop () ;

}
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reputation BUNHRYE 7 — MEAL & IPfF5 4500 . SCRPFTA LLBIE AT, Biln, >, =, <=4, Wk
MBPFARASBAT TP 526490 G T MR B %73, sl T RGN 2] 1P {52 55 A Ak 55 4 1
WKL), PR 2 R R (AR KT AT S TEAETARMED o BT BMEH 3
I no-reputation MU, Ky IPF21550 270 “I6” (None)o BAN/RHIPKFIELER “Subject:”
TRy, A TP A5 MRS IR P AR 23N T BIE -7.5 IFASINHTZR o+ Badrep **+” o
note bad reps:

if (reputation < -7.5) {

strip-header ('Subject');

insert-header ('Subject', '*** BadRep $Reputation *** $Subject');
}

HREMGER, ESH “RIENMSEENE” —&. BiFs Rt BRI 28084, on page 79
IP {5 Z RN A AT -10 A1 10 2 18], {HW T EESIR[F{E NONE, EF5E & #E nove, HHH

no-reputation ﬁﬂmuo

none_rep:
if (no-reputation) {

strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');

}

AR IE SO “dictonary_name” ] i AT AR I SRR S EORTE, W dictionary-mateh (<
dictonary name >) MUNPKHIR[A crue (Ho WHIAMALELE, HHFIER farse. A8 I M1
MfE R CEIERNSFRLFEE) , ES0 “SUCARRE —&,

URHARE S “secret_words” i Mt AT TE IR ISAF I, T 215 g R 35 A DI B GL
copy codenames:

if (dictionary-match ('secret words')) {

bcc('administrator@example.com') ;

}

DL 7R IR AF A 21 “3Ems 7 (Policy) B ES X, WM IE SCHh AL 7 “secret_words” 1] $1H [RI4T:
ﬁﬂﬁﬂﬁ§o £§only—body—contains£§’##Z<Eﬂﬁ(]i%; body—dictionary—match%&##Z<Egﬁiﬁﬁ¥ivg?§%gﬁfﬁg
Bl LUCHC . BN I043 90 (G5 IE 3 2238053/ 4 HIFRAE) AR

quarantine data loss prevention:
if (body-dictionary-match ('secret words'))

{

quarantine ('Policy');
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smagmn ]

FECAR I g g rh,  F R 4 i g b AN AT DG I PR IS - o 2 -
quarantine policy subject:

if (subject-dictionary-match ('gTest')

{

quarantine ('Policy');

}

HORBIVEEL “to” {7 Sk MM fFstil, I3 AF iR BE O«
headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bcc ('administrator@example.com') ;

}

attachment—dictionary—match(<dictonaryiname>)XWNUE@EiEEt§J:th@dictionary—matchfmmu*ﬁﬂi,
AN TR P 2 A KO8 2= B A1 PR G P 1

Ak g SR A 1% E Policy MRS X, WS IBAFI AL % “secret_words” ] i Hp FRATAA 1] 15

quarantine codenames attachment:

if (attachment-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

header-dictionary-match (<dictonary name>, <header>) ﬁﬂﬂﬂﬁ@ﬁiﬂiiijzjtﬁﬁ(ﬁcﬁonaryqnaujliﬂmﬂ
AEARL, - AN () 2 AR AT Sk P48 % <header > R E ULECII . f5k A FRAX 93 R/, BRI,
“subject” Fl “Subject” #IEH .

AL EAS SR A AL E] “SRmE” (Policy) BE X, WIRHBLERT “cc” {5k “ex_employees”
Vi) L AT A )

quarantine codenames attachment:

if (header-dictionary-match ('ex employees', 'cc'))
{

quarantine ('Policy');

}

T AAE A SR TE AL AT BCAT o AN e SCIRPF3 bk Hh 1) 1)
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W5 SPF/SIDF W iiF A int, #50] e 2sH34 SPF/SIDF 46:3iF 45 SL R BUAN A R #AE . spf-status FHI 23 AR
PN SPF IE 45 S PATA . A VRIS B, 1S KR 45 R

Note

WRIEHC & 1A SPE S0 1) SPF JiE Ml g s i, JF H AR 6 5 BA AR AE AR
SPF 543, WURBAE A (K3 AE S5 i I DECIS g i A i R o

B LA DU EEyEA & SPF/SIDF 4631 45 5«

if (spf-status == "Pass")

WA A AN PR A 2 AR AT, T DU PR HE:

if (spf-status == "PermError, TempError")

Ak, R AE ] LUR B, HR3E HELO. MAIL FROM L\ A PRA 5 {1k £ B iE 45 41 -

if (spf-status("pra") == "Fail")

PLUR 7R e 7R spf-status i 3885 (1952 bR W FH :

skip-spam-check-for-verified-senders:

if (sendergroup == "TRUSTED" and spf-status == "Pass") {
skip-spamcheck() ;

}

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status ("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

}

}

} else {

W DT 2R S B A S
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if (spf-status ("pra") == "SoftFail") {
if (spf-status("mailfrom") == "Fail"
or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting
quarantine ("Policy");

}

}

}

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"
or spf-status("mailfrom") == "PermError,

or spf-status("helo") == "PermError, TempError") {
# permanent error - stamp message subject

strip-header ("Subject");

insert-header ("Subject", "[POTENTIAL PHISHING]

SPF-Passed ¥

\)

SPF-Passed #17 .

SSubject"); }

PL R /R e 7Rl spe-passed BN 25 AR ARic hy spfpassed B

quarantine-spf-unauthorized-mail:
if (not spf-passed) {
quarantine ("Policy");

}

Note

I T spe-status MM, spf-passed KEEF SPE/SIDF 56 iF i faj Ak 4 i A /R 18 . LU R EGAESE KA
spf-passed I HEAN A K@il : None. Neutral. Softfail. TempError. PermError PA M Fail. )&
TR R RS A 2 SRR IR AT ER A, 1T spe-status RN,

S/MIME [ 5 B3 45 4 1

S/MIME [ 556 A0 IS 25 B A2 2 5 220k S/MIME 2544 . IS5 sRZE 42 e . Tkt e 2e 4 2
B 75 A S/MIME RIS4:,  FEAEAS T S/MIME [ 56 11F B A 25 2 T i Sk B A 1A T B 125

quarantine smime messages:

if (smime-gateway-message and not smime-gateway-verified) {

e CS ot e |



fERER T iR o s eg |
B smive mseiEmn

quarantine ("Policy");

}
HRVEANE R, 1S HS/MIME %4 ik% .

S/MIME [ > 33 1E £ 1|

S/MIME P4 5 S A6 AE IS, 2 WS A2 75 e D I S0 < A% B 2 R A 3 R It T A s v
AR A MEE AT A SIMIME WA, FEAEAE ] S/MIME (56 1 S 2 R SO0 S A 24T s 25

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
HRVEANE R, 1HSHS/MIME %44

TAEBAFI 2 A
workaueue-count MUMMRHER & BLRA T THEC, SCHEFTAT RIS SEAE, B, >, == < %
FIEE S AL, IR TR H M B R

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck () ;

}

5 SPF/SIDF HIE4M5 L, 155 [ SPF Al SIDF % 1F LA

SMTP 57361k A P TEC &L

ﬁﬂ%'@‘» E/‘] HiWFIX_XJ%ﬁﬂ% SMTP %%E’:ﬁﬂﬁlﬁﬂﬂ#, smtp-auth-id-matches (<target> [, <§€V€-Ch3.l’>])
FIDUPK AR s A N 1¥) SMTP £ 473 56iE FH 7 1D A 2 B A TR0 45 S AME B AN, e A% IR 2 S Ay
BRI M5 Sk o ZR G0 T AT FH st ot 8 285 58 2 B L L 9 A O S

smtp-auth-id-matches %DWJJ%VJ SMTP %ﬁj\é’@ﬁ ID Lj u—FXﬂ'%iﬂ:’ffXﬂ‘ Hﬂ

H¥r 152 R
*EnvelopeFrom |t SMTP 25t L /E N (HFR A MAIL FROM) ()il
*FromAddress LLAE A “From” {5 J<fpT itk . “From:” {53k AP LMk, —/MHbhkrT

BCBIAT
*Sender FLHE “Sender” {7 Sk P € ML
*Any VLHCAE SMTP Bk 23 3 1 0] QU AR AT, AR T7 5 i o
*None VERCIFAFAE SMTP 96 iE23 15 116 QUEE A WA o BERETRAE S I R AR AR IS (7

) AR S
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smrp spsirA A nEan

LR PAT AR IR . AX KNG WRIE At Sieve-char WIES K, 0] HORE 2 ik P s 58 74
JE TG — By Bln, WRSHOP S + 74, L uE ek 20 ik address oe+ foldereexample . com
qu%—%zﬁ?ﬁiﬁﬂﬁq%ﬁﬁfc ﬁﬂ%@ﬂﬁﬂtﬁéjoe+smith+folder@example.com, fiﬁg%%ﬁl%g%§+folder%$§}c an
R SMTP S ARG AE 7 ID 45 th 2 () H i 7 44, AN 58 A BRE R E ik, 1 B 28K 0 Ao
S 24358, W8 & R AFAEVCHC o 2 25U B R0 U 38 i

Ak, Eer LE R $SMTPAuthID A8 &K STMP G356 Uk F ID A5 k.
FREREH sntp-auth-id-matches IEJERFFLIXS L SMTP S 564E H ;1D FHRA:Hukk DA R A AT

e INUGLEf 5=
SMTP 5234 ID Sieve Char | 33 tbthiit R TE?
someuser otheruser@example.com 5
someuser someuser@example.com 2
someuser someuser@another.com =
SomeUser someuser@example.com 2
someuser someuser+folder@example.com | 75
someuser + someuser+folder@example.com | &
someuser@example.com someuser@forged.com 5
someuser@example.com someuser@example.com 2
SomeUser@example.com someuser@example.com =

R R SMTP Yo 223G I QURE AT F, W5 “From” £ kol (U MALAI S RAF A
AT E SMTP SRS IEA /7 ID UUAC. Wi HbhEA ID VURC, I y82i s b, WA ICRS, M
YA B PE

Msg Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a

# special header.

insert-header ("X-Auth-ID", "$SMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and

smtp-auth-id-matches ("*EnvelopeFrom", "+")

{

# Username matches. Verify the domain

if header('from') != "(?i)@(?:example\\.com|alternate\\.com)" or
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mail-from != " (?i)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated
quarantine ("forged") ;

}

} else {

# User claims to be an completely different user

quarantine ("forged") ;

}

}

O L NS A M 275 O 4 o PR R R A R(E, R 2R O 4 . LR DAL %42
JETT R ASN.1 DER Ztd# 2t , DL A5 K H CMS SignedData £5#928% (RFC 3852 i 5.1
D) o BIFARAFZS S T S N AUCEL, A AR T A R .

LR 7 B4 P e RILDDH 45 Skeffi N 2544 M AF -

signedcheck: if signed { insert-header ("X-Signed", "True"); }
PATR 7 A8 ] 2844 RN B4 19 o 7 A AR N AR 28 44 WS AP R B«
Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {

html-convert();

if (attachment size > 0)
{

drop attachments("");

}

}

signed-certificate FIUZERE X.509 15 A M LA BT 258 N 5 45 e 1E W2 A A UERE ) S/MIME i
o BERUASZ KR X509 1iE 5.
FUNTETEA signed-certificate (<TF-B> [<IZ HAT> <IENIRIAA>]), Hrp:

o <FB> @IS R “issuer” BY “signer”

s <BEA> & =55,

o <IEMERIEA> JEITHC “issuer” BY “signer” [FI{H.
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& H44

IEMFRAT F RIEE X

zzA N

I Z AR A I, SR AP AT AT — AN BLRG B A E AVEIC IE IR X, ) 25k (=]
true. ML) {7 45 JE 2K signed-certificate( “issuer” ) Fl signed-certificate( “signer” ) £x7E S/MIME [
PR R LA B A& A IR [F] true

X ER
o 2228 N, on page 43
* MUK ML, on page 43
o IENEFRE T4 S, on page 43
* $CertificateSigners $#/E5 i, on page 44
* 71 1, on page 44

FIU2 A X509 IE 151 subjectAltName $7 & 44 H il rfc822Name 44 Fk 7 FI4E A HBAF 258 o il
BAUEPEA subjectAltName 7B, B I B A AR rfc822Name 4 FK,

signed-certificate( “signer” ) M<K HHAH false. ZEM/DEAFAELZ A rfc822Name ZFR LU T, M
M2 22k P 7 A Rk 5 I ZIA AT UC L,  FFEFR B 5 — N VT HC I 3K A true.

WUR AL 7 X509 UEH AR AT A4 FK . AsyncOS $¢ MIEBH- U HLRY I3 TLH 45l LDAP
- UTF8 Unicode F£F o 5t

* C=US. S=CA. O=IronPort

* C=US. CN=Bob Smith

T X.509 UEB T B A MR B, signed-certificate( “issuer” ) K iFAL S/MIME HB {42 7549 2 X.509
WE,

LDAP - UTF8 & X 1 Al fE1E NI S A T 1004 SCHL. 47 9% LDAP - UTFS H e SUPAF IR AR
i, ESE “REYH VRN (LDAP): BRI FR R RS (Vs Mk
http://www.ietf.org/rfc/rfc4514.txt)
signed-certificate JEIUH 1 U ZIE A e SURUAN T T LDAP-UTF8 5 S e ORI, i 00
B SR AT HEATHE SCo LDAP-UTFS SCVEXT TG e SCRIV AT 7S M AT b AT e B S i, BAR
PN “Example, Inc.” (545 B3 AE G H] LDAP-UTF8 % SCHEI IR #4540 A 1EA -

* Example\, Inc.

* Example\,\ Inc\.

{H/&, signed-certificate AW VEAC Example\, Inc.. 1FWZRIE XA LV AEVCHC IS 4 XS A A) 55,
N IXEC AT L X, RMELE LDAP-UTFS 1 fui/F 4% . A signed-certificate MM @1 42 17 W) 22k X
I, R AR LT LW R0R, AN B AR/ .
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=]

K=

$CertificateSigners 12{E T £

w51

$Certificatesignersf%ff’“jiEaék 45ﬁ£4%ﬁﬁsubjectAltName3(%%q3%£ﬂiﬁﬁ“,%gj\ﬁi \B U%%
FFRAL S BAAREE NI Z AP HkE, iy H IR R

B, Alice f# FH P /NETHHBE25 44 . Bob i I ME—IE O XTHBAFEZE 44 o« IXSEUE D i [/ —FK A F I H L
Wik .. WRFEIE S/MIME 145, ISR & =/ N EE:

[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}7

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}7

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']

SCertificateSigners %EE%%LE%)U:

"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

LUR 7 BIEUEAS AR B AR R B 58 LI 4 A B PR £ Sk »

TIssuer: if signed-certificate("issuer") == "(2i)C=US" {
insert-header ("X-Test", "US issuer");

}

DA R /s BR8N IFAER B example.com I 38 &1 24 57 -

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {
notify("admin@example.com") ;

}

PLUR 7R A8 B0 5 X509 4F P I s sk
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xzEEan [

AnyX509: if signed-certificate ("issuer") {
insert-header ("X-Test", "X.509 present");

}

LR 7B B (R A5 AN 5 2528 NS A 3k«

NoSigner: if not signed-certificate ("signer") {
insert-header ("X-Test", "Old X.509?");

}

ELEENN
U AR 25 5 IS T AT D 2305 2 LA SR 48 e ORI, A5 SR S U1 true
o LR /NI PRSI 81 3 EURH ] 8 AT o
o LERT /MR PRIRTINK B[R] A5 B R A .
] DU FH AR TSI O S o 0, BUAIZ B4 10 Ik 26 o il [ AT LA A KB R A o S 3 33 S
PRGBS B MR A B R T WA, Ao b m ARk
BRI )5 7 /& header-repeats (<target>, <threshold> [, <direction>]), JLH:
* <target> /& subject B¢ mail-from. AsyncOS £11' N\ HArHIEE (.
. ?Ethreshold> e/ PR P HE & X SAEAH RIS PE R, B 2 AR5, KA true
* <direction> & A ANFI/EAE o AN RRFEE TT 0], KO SRAG IR0 A N EAR A B A 14

HEFCLEE NG true H, BRPMSIIERGE L. HSHALED.

Note (5 Sk B AL SRS 80 500 W ME, MUUTEIRER I 2 2% [R5 H o LU 220 32 U5 3k k2
TR o

15 Sk HE ST R UDRE AN W AR A0 PRI A S B RS A B — 20 B o DRI, SR B E B S, Al n] e 4y
I — 23 B AR
HXER
o B L E RN AR RN £5-5 48, on page 45
* 7, on page 46
BIEREERN S HMERNEEER

T LT AND B ORIESAF, A Sk M5 o &5 S A . Bildn, AR EL R gk, W
LK — B 2> HEPES A SCVFBIR -

Fl: if (recv_listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}

| e CS ot e |
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B =

Gt

URL 5 #

el S oo |

A1 AND B OR 328 SERPH £ Sk 7 525 FEAd R 45 A T IR, 380 8005 o Jm ) £ Sk a2 ISR AEL,
I HRAE DB SRAE . WERAT Y G MR AR S AR, W59 B PR HE AT A subject

8%, mail-from.
P AAE 0 BN I SR A Sk AR U G4, 1] OR 38 5454 55 HA W0 I 45 A48 FH I, SEE R0 1
ITABESHE AR LUT il yE 2848 2 2 ffE L EE AT OR 414

fl: if signed OR (header-repeats('subject', 10)) { drop();}

FEAGI R, QI DE A8 A0 PR R LAt 2 U R R AR W, A7 Sk SRS AN AR BRI LU
USRS B2 A UE S S AT TUE R PEAR R RS A4 B, RIAE COA BB, L ug S AS AT
LA NINEZ S (B

FE NI H7RB, AEAET 2 TR, G R SRS AR AT — /N ARSI 21 X B 2 A R £ A RS
Py U ) R SRR R i A 21 “ SR ” B g X

f1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}

FE N7, AEAEAT LS N TR, RO RS AE AT /NN AN 2 X BB 2R AR A - fH &
FAENMIGNEMBAE, K B [R5 B B AN K5 SRR NS o

f2 : 1if header-repeats('mail-from', X, 'outgoing') {drop();}

FE NI, AEAEATLRE N TR, QRO PEASAE AT /NN PYAS N 2 X B sl 5 2 0 7 ) A4 A B
HRRMIAT, AN B U R (K e SR, e 2 Al Sl e B

£f3: if header-repeats('subject', X) {notify('admin@xyz.com');}

A URL 528 M€ SO I8 AF T AT URL A5 24520 (IR F A . A Q2 RAE R, S b
ISR BN T 22K URLH 4% URL {75 2 8 URL S50 8. A5 AT

(EIEEH e

® Msg_filter name ﬂjﬂﬂlﬁ{#ﬁ/ﬁﬁﬁﬁﬁﬁn
* allowedlist N ELE X URL FIK A FR Lt urllistconfig iy 2 & XD o« FRE RVFFIER AL,

EEFEMRSFRBSOIBITIRME, BMITUTIRE:
{8 url-reputation FLMI,

{1/ url-reputation FLIIF, I yELSEL AT
<msg_filter name>:

if url-reputation('<min score'>, <'max score'>, '<allowedlist>',
'<include attachments>', '<include message body subject>")

W DT 2R S B A S
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URL &5 #7

eSO |

{<action>}

Horr:
* min_score Ml max_score JEERVEN G Hl S /NI KA 70 7€ BE VAR TE %G N .
B /N RAF T LA T -10.0 Al 10,0 Z[H],
* include attachments | T-HIHMBARFHFF ) URL. fH “17 K7 8 FIRHHB A4 44 URL H
i, fEH €07 oA RDAHECE B URL 94

* include message body subject T FIMIIE XA B URL. {H “17 R )i X hs:
IESCMF ) URL 45948, i “07 oA R S s 1 SCM 328 URL $94

EEFERS MRS O IHITIRE, BHMITIATRE:
{fH url-no-reputation MM,

M url-no-reputation BN, I yELEILLIT
<msg_filter name>:

if url no reputation('<allowedlist>',

'<include attachments>', '<include message body subject>")

{<action>}

A URL J0 5 ST IR AF A URL B0 (B F A . AR EEMME R, WS B e
LY URLH [114% URL {55 2 5 URL 855019 A PHRTEN .

i uri-category BRI, JLJIEARTEVEM T :

<msg_filter name>: if url-category ([ ‘<category-namel>’ ,’ <category-name2>" ,...,

‘<category-name3>’ ],” <url allowed list>" ,'<include attachments>', '<include message body subject>')

<action>

Hrp:

®* msg_filter name 5%&t$5¢#iiﬂ§%§ﬁ@é§$ﬁo

® action ﬁ%fEﬁqEBﬁ#iiﬂgggﬁi¢ro

* category-name #& URL 2KJjl. 257320 ZERGIEMTEM AR, HEEANET
JEAS P URL J) S5 AP el dt . A OB ARG, 120855 T URL 281,

* url allowed list A CJE X URL MERIAFR GHEIL urllistconfig fir 45 X)) o

* include attachments FH TFIHHIEAFHEF A URL. 18 “17 FRon X IEA:FE2FE R URL $1
i, H €07 FoR ARSI AT IBAR AR URL $14.

* include_message body_ subject F THHIMBAR IESCRI I ) URL. {H “17 Fon & a XTI AE
TESCFI ) URL #1348, B “07 ZR7m AR IR M AF IESCH 32 8 1) URL 4.
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B sreomemn

15 B B AL

T

R 475 = AL

\}

el S oo |

AR PP AL S BRI BT, SRR AR B trueo BUAR BB 2431 51 AN T 44 HR
I EBUR R -

AXER

* 7], on page 48

PRI, SR PR A 1 P A A AR IR AT, WS AHRE 4 B 25 21 Policy B B 1X

quar_ corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }

T RE Ay AL T ISP 5 RN R RIS A o o, T e 22

o R M TR R S B VAN N 1A e £ S
o BIETCIEME TR S KA

AP AP 5 R UL s 7 2 REURI A SR T 5 R AT BB AR A

Note

EE AN TERE

BRI IR AR A

SRR AEAN A A B A A LA I 5

MG X A P PR 5 Rl 5 AR U S o P SR PR 55 o ISR P9 g SR B R AR 123, I
R AL 32 2T S A 5 %
VA R A 5 PRI SOAS PR R 5 ORI LA RN R 5C o WIS 99 R M o vy
I SO IBPE I S o A NSISEREOU R, BRPER OGS R MR S “heE”

o D SRS P QAN SRR ARSI 21 (1

o TSRS R SR TGIE R R IS IR 1

o WSRIE BT S AN G B R BOCAS (1 K/ T 50 745

<msg_filter name>: if (message-language <operator> "<languagel>, <language2>,..., <language

n>") {<action>}

o

®* msg_filter name ﬁ%ﬁtﬁuﬂ#fiﬁ§%§HGQ§$ko

CBERF R ===

* language »& BAESLHEPFI PEAS R € BB AFE 5 I0E. HE SR EANAH . ARSI
PGS RVEMSIR, W EH AR Eas Il 5 40 RS ((AMD fkk.
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Gt

E onl Pl

)

= Il

® action ﬁ%ffﬁqmgﬁ#fiﬂg%§%%¢ﬁo

LAR 7Rl s 1 oer 25 35 JEd e 2k 55 A i

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }

LAR 70 Ji s T iR A v o 5 7 WA In 2 A s

ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");

R LA P 2 AGT U RO RAS, D41 R ST SRR (S A v 5 T 5 (K PR A

pE

DARAF RS BN S5 25, 2 A IR 503

I EE

<msg_filter name>: if (macro-detection-rule (['file type-1', 'file type-2',...
,’ file type-n'])) {<action>}
Horr:

* msg_filter name JEULIBAFLUERS A K

* file_type AJ LUJEBL MR SCRFI SO SR :
* Adobe IR
* Microsoft Office 3(ff

* OLE A

* action AR IBAFLL BERH AR o

A5l

I T ) A S e AR B L A T %2 ) Microsoft Office BRA-RTHB AL

Drop Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft Office
Files'])) { drop(); }

TE R 7B, SR 5 5 FH 2 (1) PDF A% xCBHAF (R4 Ak Bk e &, W2 IR i s 4
Strip Macro enabled PDF: if (rcpt-to =— "joe@example.com") {

drop-macro-enabled-attachments (['Adobe Portable Document Format']); }
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14 X85 B - 00 0 T

T e Ay RN A O I A A AL C “RAE N 530 BIRVERREE, S BRI AF AT #4F

{ii ] forged-email-detection KR MK I LA MEAE o ZERCE SE LIRS, DAZ0R 2 N 25 1l i DA KRS IRA-40 4
WAEDhIE IR E (1 2 100) .

forged-email-detection FLMPHS “ b N7 A5 k5 WA ML B P AT LU, FEBbad RE v, BBAR I 0K
HE AR AL Sy S (R A FH P 3 FCAHAYEAS 530 BUR 21 R 28R 4]

o W “RAFN:” A5 kA <j0hn.simOns@example.com>, Ff H P 753 #4155 H - “John Simons”
TN A P DG 2 B AR A4S 23 82 ZrLehiZ M

o W “RAEN:T 15 kA <john.simons@diff-example.com>, Jf H.P 2818 #4155 H F* “John
Simons” , WU MBAF Y SG S K AR AF 7 100 20 FLeh iz )

ARAAPEAS sy, BSOS A PT REPERUBOR . A RAVBLPEAS 20 v T B85 THRE B AR, W4
fio e g AR

HRTEAME R, S0 Oyt AR
B4 I e 2R B Tk
<filter name>: if (forged-email-detection( “<content dictionary>” , threshold)) {<action>;}

o

* filter_name J& {3 845 1) 44 B
* content_dictionary # P 25 1] $L[¥) 44 FK
* threshold & Re MR 4 W5 7 D 3 B A ) B 4B (1 21 100D

ot

LUN WBAF L g8 A MR AE R i) B N7 A5 S S b AR AT A, 2 2R A A3 3t b D P RO ARL DA
PEAR P KT E5E T 70, WIMEPFIE DS REMIER R E N7 A5 SRR R o 5 B R AE N

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }

ER A FIEER N

N

LM duplicate_boundaries KA il 4075 # 52 MIME 1 4RI HB A

Note

FET AR (I, attachment-contains) B3AE (444, drop-attachments-where-contains) 47t
A PERG SR (A EE R MIME 455 .

BRI IR AR R A

<filter name>: if (duplicate boundaries) {<action>;}
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R E s MIME &3 iamn [

Gt

LA s i s 4 o 124 00 25 T2 MIME 3 5 ) P A7 A

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }
R IERRAY MIME {5 k46500 35 1]

A DU AR AN TE A R4 S S 006,25t U2 1) MIMEE A5 Sk FRTHIE A o

BRI R 2R B A

<filter name>: if (malformed-header){<action>;}

Gt

NI 7R B 7S T Un ] B 25 MIME 15 Sk (4% 2RS5BT AT J 44«

quarantine malformed headers: if (malformed-header)

{
quarantine ("Policy");

}

Hb IR E AL
$45 T LA T S A R U b K 165 TS R 2 5/ M 1 £ NS o

IR EVEE

<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2',...
,’ country name-n'])) {<action>}

Hep:

®* msg_filter name e B HIA I D8 2% (1) 44
® country name AT DA S T 326 () A AT ] 5K/ 4 DX 44 R o
* action AARTHEAF I UEATHRAE

Gt
TN TR 7R B AR oK 1 Country 1 H1 Country2 AR AHIEAE:

Quarantine Incoming Messages from Countryl and Country2: if (geolocation-rule
(['"Countryl', 'Country2'l)) {quarantine ("Policy");}

ETF B335 Z AL

@R, AEH LR A F il DA R NE VLR A AL ] ETF 518K B4 b (R, IS SR 4R AT i
HERAT

EE:

| e CS ot e |
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quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }
A=

* ‘domain-external-threat-feeds' s&dgf5 2FMBAFIL JEAFRN

* ‘etf sourcel' s I TFEMBAF A Sk H R I K ETF ¥

* ‘mail-from','from' +& M TR AIBIEE MG k.

* 'domain_exception list' sEIKBISNIRMAFR. WRALEAEBISIIIR, EH BT .
]l
FELL R R, g ETF 513860 E] Errors To:' 52 SUAR Sk I M, U B 145t i 25

Quaranting Messages _with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}

SDR RIS E LI
§45 T LA FELSRA X KUUHRAR SDR USRI, ot IS P4 T AR IV 1
" RN
" RAENIAT ]
FINCENIESE

HRIE % A S A
Y

AR @UEIEBIE “ZE” o A5 SDR TEAIfEE, 1R LA} Talos:

https://www.talosintelligence.com.

Bk
drop msg based on sdr verdict:

if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop ()}

Heh,
 drop msq based on sdr verdict' REMFLIERINL R,
 sar-reputation’ REERIEACHLEIL IE AN
© Cawul, vpoor P TARYE SDR EHELE I R NS T
* ‘domain_exception List' EHUBISMIRMLHR. WRAGLBISITIE, EHETN ",
- varop® SEAEMBHE 1R

Gt
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| 15 PR it 2 SRR 4
mrzuAmszmsEny [

FELU BB, WisR SDROAEN “RH” 5 WHZHBIRE AR 25 o

quarantine unknown_ sdr_ verdicts:
if sdr-reputation (['unknown'], "")
{quarantine ("Policy")}

IR 4 A ST
\}

IR CRHAIEAERM” (Sender Domain Age) EIUKAE T —4~ AsyncOS RRA i 5 o

B
<msg_filter name>

if sdr-age (< ‘unit'>, < ‘operator'> < ‘actual value’ >)
{<action>}

Hep:
* ‘sdr-reputation' LA B MELFRLUE BRI .
* ‘sdr_age’ JEHI TG SDR i JEMEAF: A A NI 2] o
o cunit' g CRECT L T 7 BT EDL TR R AR N IEAT AR g e
* ‘operator' sELNFHBIEHAT, HITHRHE A A ANBRA SO g WA«

c-> (kP

« - >= (KTEET)
- < UMD

© - <= UMTEET
c - =&

© - 1= OREETD

< - AR

* ‘actual value' s HITHRAE AT N M8AT ROYRL BEMBAF 192 5 o

A5l

FECLT IBAEHA, SRR AE N A 0 R 0, W IR AR e 25 5

Drop Messages Based On SDR Age: if (sdr-age ("unknown", "")) {drop();}
FECLT IBAEA, RO A AT R0 > T— A, R 257

Drop Messages Based On SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

HRE 2 N85S AT 43 4 2 I w44

A
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<msg_filter name>
if sdr-unscannable (<'domain exception list'>)
{<action>}

Hr:
* 'sdr-unscannable' J&I A5 2 IS4 Ve A0 )
'domain_exception list' EIFIFMFIRIFIBFR. WRAIELEBSIMZR, E¥Enh .

T
FELUR BRSO A Ik SDR A9 A, U2 M A4 B o 9

Quarantine Messages_Based On_Sender Domain Unscannable: if (sdr-unscannable (""))

{quarantine ("Policy");}

BB 14 1 TE RS TR

ISP A R 11 PR ) T S AT #4
B0 T PR
o WEAEAE, BN, k. MIERLUSGRIE], SEAMEPEAREE, A VR RS SRl uE s x WA CE 2

AbPE,
o AREAERIE, ARVPTHEHE AR

Note

AR ML e SR E AT LR WERERAE S 2 AL yE SR UL, HAR NI e SR AR T AR K34t
IBAKE B AF 2 BB, I IFSLlE (HE, WEREBAES F8 AR ) AR I 2 AN DEAS UL RS, 4w
INEZS(RERIEE PBAC/ KR 2 SURl:S 5 Y(en

HXED
o CRLIEISRAE” MEE, on page 54
* #EAF &, on page 63
* DL 25 nI FLPE, on page 65
o HEPFIL SRR AE DU MR, on page 66

“TIERRIRIE HER

IS I D 4 wT LICKE LAR A N T, Wi R R P
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Table 5: HR 3T R BR 1R 1E

s mEx ]

®RIE 597 1t AR

(CEVEEIN alt-src-host SO IE M YR EALZ AT B (R
AW SHEE) o ES RS SR ENL O
M el #4E, on page 75.

CEUCEIN alt-rept-to SRR RN o 1 S B AE ol N
$#4E, on page 74.

1& SR ML alt-mailhost BRI H AR ML ST E
1R1% T HLHERAE, on page 74,

T8 40 notify B SEHB A 35 45 5 — AP N 2 9 0l
ORI N DI, on page 69,

SERAIEL S notify-copy HAT 5 notify FHREIEEME, (HIEN <%
bee-scan #AE—FERIERIA . T2 W10
FHIE AT 70X #4E, on page 69,

AP bee FEUCIRA: CIRPFRIA) B4 RIESS o —
WA 1ES 5 A PP i6EAE, on page
71,

EEPIEIEFIG | bee-scan Pl A 24 Aak 2 — Wi N, FFER IR
AT R A ) T G ek AR DA B AR BE %
M 175 2 ) 2 P15 484, on page
71,

e R4 BB EAEARS A mbox A& IS, 155
B - R4 454, on page 75.

e 5 ?”i;jgzijie . BB FRAC A & 3% % quarantine_name [

! - B SRR IR, on page

73,

B (B ‘?uiiiriizguigizti“e Bl B KL RN PR ERR X . 155

! - 1 I 8 A1 261 18, on page 73.

NEREES strip-header AT MR IR T 2 15 k. ES
MR A Sk 4E, on page 76,

ECANSEES insert-header AL AE R AR AT SR AE X . 1S
B4 A A5 S 35:4F , on page 76

YA Sk U edit-header-text PrFR A5 Sk SO e R i e A HR e
ISR . WS e Sk SR
{E, on page 77.
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#R1E

EE

1t AR

Gy 4L SCOUA

edit-body-text()

M TE ST BR IR 2k 2, JR O
R T8 SCAS o n ST 3% AR ot S
PRIESCHP R E N A (T URL) , W] fE
LAF R I DELS . HS g SCOUR
4, on page 77.

¥ HTML

html-convert()

MNHB A IE SCHHER HTML bric, 4 B HEeE
FILESCA 2 o T RS R B A o £
A HTML SRR ASCA, A Re el
HIEiLyE4s . HTML % #454F, on page
78

3 IR [ B S A

bounce-profile

R WA TR e B [RIC SO . W21
AR AT AR, on page 79

g e BRI &

4

skip-spamcheck

TR SRR R 458 1) s 3 S IR A R e AN .
M T . 152 RSl BRI R 45
#1E, on page 79.

GEid K B4

skip-marketingcheck

ST E IR EAE . WSS
WK IR LEEAE, on page 79.

skip-socialcheck

BEILEF XA AT W B4R AE . 15 S 10
GEId IR B 344, on page 79,

skip-bulkcheck

SEId B IR IR . S s
IR 45AE, on page 79.

EV R

skip-viruscheck

TORIERER G B s R AN T
. 1S B SERL B a5 R GEERAT, on
page 80,

VR R R SUR
S 53H

skip-ampcheck

PR S 2 R SRR S E 23 BT AS N T
I C T el SO L R SuR/i-v IR
3T R GE4AE, on page 80.

SN LRS- Y S UR)
LEREL]

skip-vofcheck

ORI AN T L 9 B ol D8 A 41 i Ak
o WSS P RGUERAE, onpage
805
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s mEx ]

#HR1E

EE

152 AR

LR MER R A

drop-attachments-by-name

T S A v i A7 SCAE 44 5 4 e 1 30k
TCVCHEC BT o dn RAFAL SCPE B AT
(zip+ tar) . Microsoft Office ffi{f
(doc. .docx) FHHE:F 1 (winmail.dat)
AL VRSSO, TR 4 2555
W S B BT I 8 #5741, on page
92,

1%

E
i

I A

drop-attachments-by-type

B4 s 44 F MIME 28788 (A B, 4R
452 MIME S8 sS04 i 44 Al 1)
Wro WORAFRSCIEIN T (zips tar) (75 UL
BCA SO, oK & IX Se b . 1210
B R AF i i 287481, on page 92.

L SCAT 2RI R B
{6

drop-attachments-by-filetype

B B4 e RSO “HREC” ULRCHI T
B o AU RAF R SCAF B A (zip tar) (05
VLRSI ST, s e X Lepi . 7K
TEANE R, 1S P M R F ol gk
7, on page 92,

¥ MIME 2K I 3¢
F2F

drop-attachments-by-mimetype

TR A v HAT 4 5 MIME 288 1 T A7
R s (A e S R LS I A
& MIME KA, Rl AR A A7 R4 )
WA . THZ I IR I g s 51,
on page 92,

LS IRE e CPIIES
IR B

drop-attachments-by-hash

F 35 SN FI 3 b R E SO
SHA-256 {ELVL T ) IS AT o 1R B 7 S A1
1o HZ 0 Z 553X SHA-256 il jE4%
VU B R 2, on page 1178100 S B4
5530 SHA-256 il JEAR VLI, W) 2 731
4, on page 117,

LR/ ER B A

drop-attachments-by-size

TR0 TS A2 v i G R 55 T BROR T 45 K
N CBAF AL BT E . R,
X TAERI B R S, IR EA SR A
HRIRLERIRAN, TR A AT ATAT i)
ZATSERR AT IR AN o 1E S AT
MR 9 2% 7~ 8, on page 92
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#R1E

EE

152 AR

LN T

drop-attachments-where-contains

T A A T MR U AT B

B AT I T 0 BB E 1 B b I ?

WA (zips rar) 5 HIATATSC
PEEIEMZE AR ULHS, WA S
W EF . HS AR PR )E &
7N, on page 92.

EFER RIS SN TR e D B SE I
(ISCA . BT DO 2 BRI I B

PR PGS

2t
EE:
M

drop-macro-enabled-attachments

LFFE SRR AT 5 HLZR KB A

Note i Sfr s sl A SCAF 5
YU 2 NI A o IR BRSSP o
B

drop-macro-enabled-attachments

([ ‘file type-1', 'file type-2',

>+, 'file type-n'],

“custom_replacement message” )

Hrp:

'File_typefqgiﬁ%glﬂ:ff"g%giﬁ%ﬂq
SRR

* Adobe fHH#EA TR
® Microsoft Office MAF
* OLE ({267
© B E BRI ANk s,

P A 22 FEBR A I a5 n 2 S
TESTE S ) F G0 A B ER A A«

W2 ZAIFIN, on page 49

F22 1] i DG G B
(55

drop-attachments-where-dictionary-match

FRAE 1] B TE DL C 4% H I BRBEAT o 2R
MIME 53 H A TR A AR A 1] AT (1)
e PEULEC CHAR B @ SO BIED
DL AR ep I B B A o 37 2 ] B4
A ct Y& #5749, on page 92.

A

add-footer (footer-name)

K ST WSO SIS I 2
ARVEAMER, WS ORI —
TR CHPE R DT IARIL .
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s mEx ]

#HR1E

EE

152 AR

NIV

add-heading (heading-name)

P BT B SOAAE Ry DU E A IR
ﬁ?@ﬁfﬂm B, BSH “SURE —
TP I S T R AR

LRI N

encrypt-deferred

FIRIN B ORA, MRPFARSEBEN T —
AL BEIATT, F?fm!ﬁﬁﬁﬁk@):ﬁfﬁﬂﬂ
HWALIE .

ABIR I BEAT
S/MIME %544 /0%

smime-gateway-deferred

( “sending profile” )

ARk R, AFHI$E e IR B S
SHHEAAAT S/MIME 254 80N . 5%
[ AL %I S/MIME 2544 50 N a5 34, on
page 68,

S/MIME %544 /0%

smime-gateway (

“sending profile” )

18 F i o RIS TC B SO PR BRAT
S/MIME %5 4 8l s, JrALILmser, Bk
AR RE— AL . 155 W S/MIME 25
BN EHAE, on page 69.

A AEpR L

tag-message (tag—name)

B A SURTEGS I 2R LA S DLP g

HHUERA A . AT LK DLP SRS I B
AL IR AR IR o WA AR
WO AT Wo TS TR IS AL bR
1CHE1E, on page SLFT “Hli R Tk~

e
B,

mInHE&H

log-entry

TEAF BGRB8 X SCATR I F SCA
PEHE. AR ESEERRE. HE4E
E%m??%#ﬁﬁ¢om e i H
A4 HEEAE, on page 81,

*E#EIJRl,ﬁ§§§$% ® url-reputation-replace
IJRl,é§%ﬁjbjEZ§ ® url-no-reputation-replace
*Ey§[JR14ﬁ§§§é§&% ® url-reputation-defang
LHKLIq“EﬁEE&U ® url-no-reputation-defang

R URLAGZ, %
URL 5 ) 21 0 R
AR

url-reputation-proxy-redirect

url-no-reputation-proxy-redirect

HR¥E URL ({525 1E 24 URL sHAT N

AP AR R AR AL PR IR 55 AN 11 URL
T DL o

W2 HURL 15 Z#4E , on page 81,

e CS ot e |
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B owua

B1E EE L RA

R4l URL 26544 |url-category-replace A URL ZE5ME i URL 8RHAT A

URL F A 2 HURL 2318 . on page 84.

*&ﬁ%[JRldﬁé%Uﬂiﬁﬁ url-category-defang

URL gk

*Eﬂﬁ(JRl,§§BU%§ url-category-proxy-redirect

URL 5 7] 2 R

E7ge Y AL

Phyass s fed ARG NG B op e “ b 7
5k, IR “AFERMN .
T 2 [ Oh i M4 DI, on page 85.

T A no—op RPATIEATHRAE . 1S B CHAE, onpage
85,

TR I | skip-Eilters ORI EANBAT AT AR ML P AL 3,

e Si R e liboR: WL =S C R eIl TSURTIFS
AR A ik 85 £ 4E, on page 67,

M4 s drop MHIBRHMIBR IR 1152 B MBREAE, on
page 67.

3R 1] A bounce BB R gs AN . EZ IR [MHAE,
on page 68,

INE L RfL% | enerypt A F SRR A i 25 %k S0 R PE s . 1
Z [ 454, on page 68.

* AR

HXERR

* [t 41, on page 60
B fe4H

ﬁIElZE attachment-filetype %H drop-attachments-by-filetype rules qﬂ}EiE§§‘*$¢ji¢#%§ﬁﬁ (ﬁﬂ

“exe” A BUAILAMIFAE. AsyncOS T R A A1 H AR B 234

SRR D P M PR I8 SR D IS 4 2 SO PR PRI T 4 SRA A 5 b — A
ARBEREYRAG S (T ME £ ST 2B BT AR . 100, BV 2R B P2 2
exe LA FTA IR 1E

exe check: if (attachment-filetype != "exe") ({

drop () ;
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}

wera ]

R BRI A, AR D AN L exe IUIF,  WEPFRIAT S MIBRIZIEE, RIAE

FABAEAE exe U

Table 6: B3 {44H

M4 2 FR

ESfi1: b a1l

P

* doc
* docx
* mdb
¢ mpp
* ole

* pdf
* ppt
* pptx
e rtf

* wps
* x-wmf
* xIs

* xlsx

AT R

® exe

* java

* msi

* pif

REPE AT HAT R P LUK AR ser SO, HANRE e B8 aX
LE R,

Note

e CS ot e |
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- s

M 440 2 FR R KR
4 * ace (ACE Archiver compressed file)

* arc (SQUASH Compressed archive)

* arj (Robert Jung ARJ compressed archive)

* binhex

* bz (Bzip compressed file)

* bz2 (Bzip compressed file)

* cab (Microsoft cabinet file)

* gzip* (Compressed file - UNIX gzip)

* lha (Compressed Archive [LHA/LHARC/LZH])
* rar (Compressed archive

* sit (Compressed archive - Macintosh file [Stuffit])
* tar* (Compressed archive)

* unix (UNIX compress file)

* zip* (Compressed archive - Windows)

* 200 (ZOO Compressed Archive File)

RS W] DAREAT “IESCH

A . txt
* html

* xml

K4 * bmp
* cur
e gif
* ico
* jpeg
* pcx
° png
* psd
° psp
* tga
e tiff
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RIEZE=E

przz 1

B 428 2 R

AR KR

A

* aac
e aiff
* asf
* avi

© T
* midi
* mov
* mp3
* mpeg
° ogg
* ram
* snd
* wav
* wma

* wmv

bee() bee-scan()s notify(). notify-copy(). add-footer(). add-heading() F1 insert-headers() #fFE HAH —
LA IR e AR BRI S, XA R AT AR T B S IRAG R S R X LR R AR SRR
HARAEAR R o WA Y O SRR LR AR B

Table 7:H 2 I FERIFELE

TS Bk 152 AR
FAf BRI
IESCRN , IR [R5 R AN
$BodySize
UEHEE N SCortifioatesioners IR[FR H 244 4E 15 subjectAltName B 8 N HRE
T gz B, 130 $CertificateSigners #2145 B, on page 4.
H 1 cbate f#F MM/DD/YYYY #4220 ] 24 57 H 1
O EF IS4 , {GR [Pl il % 57 1 X4
Sdropped filename
CEF A4 sdropped filenames B ORI (5 $filenames 231D
LN 1) ST A2 Y WoR CMER TR 53R CRALT $filetypes) o

Sdropped filetypes
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TE BE 152 BB
(EEE N IN SEnveloperron IR AR AR 3 A N (SMAIL FROM>).
EESLICEIN N I [E]HE A A 45 BB (<RCPT TO>).
SEnvelopeRecipients
4, o SEIEL 1 S 44 (015 43 BB
ORI Silesises R [ET A B A SO R/ BRI 5 4 B A1 3
SRR , IR [T A B A SRS B IR 5 A B A1) K
Sfiletypes
e I JE I E AL RO B0 447
GMTimeStamp SoMTimostan PLGMT I ) JE AR [FIHB A B “ 24%: 7 (Received:)
} A T 24 D 90
HAT 4144 seron IR A1 NI B A N UERE I A A N 44 R SR i
; NABEA SR, WA TR H “>Unknown<” .
VL R P 25 SMatehedContent I [ ik A A A SRS N KT 9 2 (4445 body-contains 555
e S SWIIR I ESSTE DI
e JEISE SIS 2P 1 A HAT SRS 4475 . Rt
! AAFHFUE RIS A FR, WHRAFRT R “>Unknown<” .
fir s v aern | BRI 6L IRLA e, SEIA kO
. TR, WA RUE RS
L4 e IR 4
W EBHEAF ID . R AT AR AR PRI A R4 1D B “MID” .« 5215
RFC822 ] “Message-1d” {8 ({# i $Header ¥R Z%{H) &
o
ROV AR 7 SRecvlictonor A A BB A R T T R P R R
B i RIS 2 1
TFE 1P Hidik SRemoters R [EDRs RIS A 25 A D DG ) R e 1) TP bk o
AR ML e remotenoot IR [1] [ S I G 3 IS AL PR R SE ) ML 44
PEEAS | [EEREARIPEE. MRS, 2B
(13 96’7 .
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ik ason FrEmmtarzarse [

TE B 15 A
F , TR [T IS A (1) = A
$Subject
fif i) orime IR [FAS B I X R4 i I ]
I ) ST imestan RIAIRPER R “ TRl 7 (Received:) 47 H A X ) 24
: S L 39
HXER

* A ASCIL PPN 1L JE 4% #5522 4, on page 65

3k ASCHl =R TSR IRET &

ARG 1802022 FEA AT (5 SRAE GRS 77 20D IOBARAS Y i, JF SRR S 1 [ B
A eSS A TR UTE-8 R 4T B[S | A i JEL 326 (0 40 o

LEC RS AL

O VCHECPRAE NS AT WO LESCERBR AT 25 Pty ISP I SC A BB PR 250 4 A1 10 S P R 12 DX R A
I, R LA BRR B P UL RSN A e s B IE SN, DUECH A 2R LA R SR . 34k,
W] LA $MatchedContent f5 4 42t IS 5 A8 H AL R VL BC ) A 7 o

P AN I 2 DX A A S P A i i A U RS RPN GUIT AT RE 2 Sl AR S P 5 i e #R A
IR (LU A RIS RAE I A A o GUI o AR A 4k P A UL RC U HE N, (H R b2
Wy 2V FC IR RS R 512 o AR AR I XL A GUIT A (1 P 5 VG TG 3 A e i 2 o ot g
o BRI BGE F T MSAF TE SO B SRH s e B HS S AN A 23 R DR RE 7 747 A DL SR B8 1
WU FR R 2 TE AR o

e CS ot e |
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Figure 2: EXRMERBERXEFNLREAS

Matched Content

= palicy
Attachment Marne Matched Content Condition
FPL1.1.txt ® M5 38930 USA Facilities 662-646-0523 jsamuelson@acrecorp.com 7/17/06 A DLP Classifier! Contact Information

4929132070312710 Acme Corp Irene Gibbs 08 Sumner Street Greenwood
MS 38930 USA Publishing 662-646-0522 igibbs@acrnecorp.com 2/1/07 &l
4485231592071860 Acme Corp kathy Lopez 808 Sumner Street

Greenwood MS 38930 USA Marketing 662-646-0541 klopez@acmecorp.com
2/1/07 4716298862510192 Acre Corp Marty Smith 808 Sumner Strest
Gresnwnnd MS 3R330 1S4 Frningerinn AR2-RAA-N542 o

|

Headers

®-IronPort-AY: E=Sophos;i="4.43,282,1246818600"%;

d="tzt'?scan'208";a="178202"

Received: from d2,vmw023-bsd04.ibqa (HELO vmw023-bsd0d.ibga) ([172.22.107.1])
by c360q02.ibga with ESMTP; 28 Jul 2009 16:25:03 +0530

Message-1D: <792087,516002035-sendEmail@vmw023-bsd0d =

From: "user@test.com” <user@test.com»

To: "userl@test.com” <userl@test.coms>

Subject: DLPTEST

Date: Tue, 28 Jul 2009 05:42:11 +0000

#-Mailer: sendEmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525.714612664"

Message

Test

Message Parts

Mame Size Details

=

[messags body] ASCII text, with CRLF line terminators

FP1.1.txt 1K | ASCII text

R4 1R =R HR R UL R #7131
T H 0 A 21 S A0 S 7 AR

o ik ) g% MR A sk pE AR A, on page 67
* MERERAE, on page 67

* JB[H#E4E, on page 68

* N #EAE, on page 68

o JEENFE A IEAPILERAE, on page 69

o APIEIEAE, on page 71

* bR B AN ST 24T, on page 73

* BT N4, on page 74

* B BULE BHLERAE, on page 74

s BB AL GRAR CHNED 4, on page 75
* fER4$4E, on page 75

* MERAE k1%, on page 76

* HNAE k4% , on page 76

* Y415 Sk SCAHRAE, on page 77

I EFIRR T RS SR S
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Bk I e R BY R i

il R 351

Lt |

* it 1E SCCAERAE, on page 77

* HTML #:4:354%, on page 78

o B[R HCE SCPFEAE, on page 79

o B8 RBIMIAF R S #AE, on page 79
o SRl RO HEPE AT, on page 79

* SR i EE R G, on page 80

o GO SUHE 2 I E RS o3 B R Ge4AE, on page 80
* LG i B R AT, on page 80

WS IHBAFARIC R4, on page 81

o W H &G4 H4E, on page 81

* URL {5 Z 1 , on page 81

* URL ZKJll##4F , on page 84

* Jo#EAE, on page 85

o Dyt HRAFAS I ER A, on page 85

TR RAE

skip-filters PR AT ORI AFBRL M F I SRS MAEMTRE— DAL B, JFRSEE i EE . AR MR AT
PIRPAT ISR, il sxip-fi1ters BARITIBPRR AT SO BLRIB AN B N 44l o skip-filters
(R HESUREIINE TN 72 S P (o8

ﬁ” Jggﬁﬁiﬁﬁﬂﬁfu customercare@example.com, &‘Eﬂf§x§E§$Tib boss@admin Hﬁﬁﬁ%?ﬂﬂﬁ#

bossFilter:

if (rcpt-to == 'boss@admin$')

{
notify('customercare@example.com') ;
skip-filters();

}

darop BAE R ZFFMA, ANHATAEMAEIE . MIEASRPIG RN ASBOEBEREN, thAhs
MATATHE— DAL PR

T VRS E JC AN george@whitehouse.gov, ZJa M T/8 A spam JF 3k BT A 1B

spamFilter:

if (subject == '"~SPAM.*')

{
notify('george@whitehouse.gov');

drop () ;
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| G
}
IR Bl #:4E
pounce FEVE MG IBAEAE RIS RAE N (BEKEND , At — Db s,
THliE ﬂﬁgﬁﬂgLJﬂéEij@yahoo\\ com £ E%E@%Bﬂ#ﬂﬁﬂtﬁﬁﬁﬁ¥iﬁﬁﬁ#c
yahooFilter:
if (mail-from == '@yahoo\\.com$")
{
bounce () ;
}
INERIE

encrypt AR BCEL IR0 25 lC ST A 1) B AR BC A A A% 326 i 25 R 44
THNILPE 2SN R AL A [encrypt] 1 A AT I

Encrypt Filter:

if ( subject == '\\[encrypt\\]' )
{

encrypt ('My Encryption Profile');

}

\)

Note o Z0H Jod 8¢ F () fin 26 L A A 2 IR 25 0 0 A P G IR AR B0 o RO, 38 0 2000 A I I 9
RERAE A B S

fRIERT S/MIME %52 35 in B4 4E

A&k fEr, smime-gateway-deferred #AE (0 8 5 I ACE B E SO, RHIBAFPAT S/MIME %544 5%,
. XEWE, MRS N T — BN, JREE A G AT 2 4, B HARIx .

FEARIERE R, R A PEARS FTAT R AR KA N AR KB PFEAT SIMIME Jil#

smime-deferred:if (mail-from == "userl@example.com") {smime-gateway-deferred ("smime-encrypt");}
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smive 2z sz

S/MIME 252 5% #R1F

smime-gateway #/F 1 I 5E (K A X E B SCHA BT SIMIME 2844 8, JF AT (&%, BhidAT:
] 5 SEAL PR

T HIRLE SRR B B AT NI SRR IBAE AT S/IMIME 2844, I 57 BME IR I S i1

smime-deliver-now:if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}

188 &N FNIE ENF- 40 X 4R 1E
notify Ml notify-copy #RAFLORE ML HTMILE 4 2 A X B4R E MBAFHBhE . notify-copy ARG KIZIR
SRHEAEIRRIAS, 2RELT bee-scan #:4F . AW AN A5
o WSAE A% A B I 18 R B R A R 5 A A AR BN (vatr wrom Al RepT TO) AT & A 7R
o HEPEAGHBAFAS 2k o
o WA DT HC I DERS K A4 7K o

T L R I N AT YRR EERE AR . A R AR I R /NS 4 MB AR, R IL
*gﬁ\EEEBmB#Fﬁ]admin@example.cmnZiﬁiﬁgiiﬁﬁiﬂﬁgﬂ#’ ??ﬁ%é%ﬁﬂ&%ﬁﬁ?#:

o

bigFilter:

if (body-size >= 4M)

{
notify('admin@example.com') ;
drop () ;

)
B

bigFilterCopy:

if (body-size >= 4M)

{

notify-copy ('admin@example.com') ;
drop () ;

}

ﬁ%iﬁ%ﬁﬁ?)\%iiiﬂlEiﬁiffﬁﬂ¥§§ﬁﬂﬁMBﬁFﬂEﬁt (ﬁ”ﬁﬂ, J:ﬁii%ﬁmqjﬁgadmin@example.com) s ﬂZﬁJEiﬁi
2 MSLE I BT 15 B N /EAR B sEnveloperecipients (IS #EEEAL &, on page 63) :

bigFilter:
if (body-size >= 4M)

{

| e CS ot e |
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notify('SEnvelopeRecipients');

drop () ;

}

notify AR SR E = ANESMYAIE SR, WX LEESH R E Ak HERANFA AT

SRR I FUE XSO BEYR I LESHOn LN tHBL, AL, G SRS A e N B S S
Rk, A R

FRSHOAT A & Al IO JS AR P SR IR AT IS S PR MEAZ EL, on page 63) .« TS 4

%kikﬁi%i%}Message Notificationo

R 3 RAT NSHOT LURAEAT A RGBT bk, 7T LR A AR 0] B A 50 A s 4 S A R A2 PR 454

AR $EnvelopeFromo

WA SO AW ABARR I R A XGTEAE R, WS 8%, on page 91,

PR BIxS b an BT T e, O LSO (oigrilter] Message too large, HFIRFIERIZN
AR, FEEA “message.too.large” AR :

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

%ﬁiﬁﬁIBi{ffﬁ SMatchedContent EETFE%E%ﬁﬁ%HZi?#J\EQ%?ﬂEEiEiﬁﬂli?ﬂ??fiﬂﬁ%ﬁo SMatchedContent
AR BT WoR AT UESS I N A BT, DU I SERS S AR ABA ik 45 SIS T8 0 A BE AR

ABA filter:

if (body-contains ('*aba')) {
notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');
}

X EM

* AN, on page 70

A LA “ AR YR” (Text Resources) TN EY textcontig CLI 44 H a2 SO SR il & o FH T
notify () M notify-copy () HAEMISCATIR . W RAEIEE A @ SCEABR, BB . BRIA
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wuizne [

B AFEUSAAE K, 0 B E SGEHBBCERAALIRIAE k. 20 B SGBEENh R i aEE Sk, %
{?ﬁbﬂ SAllHeaders ﬁ"‘%’f/l;gﬁé% o

AREME R, WSW “SCRBI” —H.

FE N IR EI R, 2RSS A R SCHTR B e AR I, ZR Geas ) PB oA N A& B o s 1k
K:

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',

'$EnvelopeFrom', 'message.too.large');

drop () ;

}

B IR
e FAE SR IBAF I I 44 Rl AR R LA R e W N o S EA BRI . el T B A s b I R4
FPIE, HEEARIAPA S IR BIZTEAE N, ARG KA AT NAS— 5 Hi LR GE R A o
AL e johnny KIER sue IR HHHBAF 2 AFHPIL LS momehome . org:

momFilter:

if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))

{

bce ('mom@home. org') ;

}

bee BAFIE SCHF IR 2 = MNIUMAPIESHL, WX SHTRE AL PP R I B 8 3k (A
KA NS5 AR L XSS HOn s tH L, R, R BB R B R N2 (i 1 R

TSR] e w0 JRUas R A b A A AR R (GE 2 P #AEAZE, on page 63) « BRINNGIL
Ny RORBCEDA ARSI T (AT ssupject) o

HBRAT NSHOT DURAEAT A LA BT bk, 7T DU RE A A 0] B A 80 A Jir s IS A R A2 PO 3341

AR SEnvelopeFromo

JH:%WM%E%E&%J [Bcc] <original subject>, 4%‘1@[5]5%%%&7’9 badbounce@home.org, T}#}:‘ETJ:#ZT—\‘

e
momFilter:
if ((mail-from == '~johnny$') and (rcpt-to == '"“sues$'))

| e CS ot e |
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{

bece ('mom@home.org', '[Bcc] $Subject', 'badbouncefhome.org') ;

}

The alt-mailhost is the fourth parameter:

momFilterAltM:

if ((mail-from == '"johnny$') and (rcpt-to == '"“sue$'))
{

bcc ('mom@home.org', '[Bcc] $Subject', 'S$SEnvelopeFrom',

'momaltmailserver.example.com') ;

}

Caution

bec-scan() 31E

Bec () notify () LMK vounce () I ¥EAHRAF S BAL M S K. B AFDIL L IR AR A S Qi H
By, RS HEPE e R RIA . AN DE AR R AT 2 QU — B S RS SR BT I A 15 3k
WRE SRR, SRR BRSO IR IE AR AT 2 QU — B RIS E T 10k YA KB
Mo AEIX =GO, BB ERe AT 995 25 B 43 SR MR A F S i AL B o

FRIER ZA TR, BATBLZ A bee o #4F:

multiplealthosts:
if (recv-listener == "IncomingMail")
{

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4'");
bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5'");
bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6');
}

HXER

o WAL I AOR L 58 S T HUMEPE, on page 111

pec-scan HRAFIVEEL Y bee BRAFAML, AN ZAAE T AL AU BN B s, DSk 2 e o A
PHEE.

momFilter:
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if ((mail-from == '~johnny$') and (rcpt-to == '"“sues$'))
{

bcc-scan ('mom@home.org') ;

}

b B N & HI R 4E
quarantine ( ‘quarantine name’ ) AR AT N BN B 25 X A B IR E . A3 k@ 25 X PR 45 8,
&M “BBEIX” —%, duplicate-quarantine ( ‘quarantine name’ ) (VAN Ed ST

FORFHRERR D, TR A ISR Gk Sl i IR . BB X A FRIX 7 KN

FERRAC A TN R B X R RIS A kS 1 R S R AR B 70 o IR PE BIA AR R, iRt
HSPER AR I A TN — AN B AR X, IPERE IR LEBAS o A0, BRPRRE At . TER, IR
MEPFAAT BIA T IEAR R, MBI ASBIRNRRE X

*ﬁbﬁﬂﬁy ﬁﬂﬁ%ﬁgﬁtfiﬂgggfgf?quarantine()%%TF: %Eﬁtziﬁgiﬁéibounce()Eifdrop()%%ff, $B¢F2<
SBIRANBGEX, DA e R A PR R 2A A R R SR PRS0 2 bR B X HR A, (HLR PR
S B B B ST BB TR A R N A YE AR BT, MK EIRIE L. skip-filters () HAESSEL
MR AT A e AR P DS, (A AL DE RS T BEDIRIE T o B, W SR AE P JEE A B b
JRNBEEIX, FFAHE skip-filters O #AE, MAMPERRBEL I RAR ISR 384, JERERRE, By
FRMBARAE TG 10— AR A S BUIS R 57

E N RE, SRR “secret word” i 1L HP AT AR 1] 0, B A4 48t & 326 42 Policy B 25 X .

quarantine codenames:

if (dictionary-match ('secret words'))
{

quarantine ('Policy');

}

FE NG, ABRE 2~ wlElE T EFIAT mp3 SCPERAF R ESENS o A SRS B3 .mp3
i, R 2ZAZBAR R, JERER URUG IESCFR ) KRS BRI N — DS
B ) S WA ) AR B B 2 A& 31 “ 5Ems” [Policy] KR IETIX o ) Tt S A7 b SRS BEL 1 R A
SRS N5 345 SR M RES 25 DR TR F o

strip all mp3s:

if (attachment-filename == "' (?2i)\\.mp3$') {

duplicate-quarantine ('Policy');

drop-attachments-by-name (' (?1)\\.mp3$"');

}
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e N IRAE

alt-rept-to PRAFSAEALILIN KA MB AR I AT A NSO HR 2 W N

AN IE ARG AOEAT FAE AN HIE L L freelist. com IRITATMBEE, R M4 1) BT e f N B i
A system-lists@myhost.com:

freelistFilter:

if (rept-to == '\\.freelist\\.com$")

{

alt-rcpt-to('system-lists@myhost.com');

}

e IX ENRE

\)

alt-mailhost AFREIEE MR PTA O N IK TP Hubik 5Ok 25 52 1807 TP il sl EHLA

Note

alt-mailhost Tﬁ%{’ﬁﬂ@iifiﬁﬁﬂwﬁﬂﬁ%I”%Uﬂ%jjizi&tlﬂzﬁtﬁ’l HK#%&BEJEG alt-mailhost TS?%{/FVJ
5 quarantine HAEFRRFIAEAIE BIF5 € P IEAEEHL.

T A AR B WA e N Rk B 5 1) B E ML example.com.

localRedirectFilter:

if (true)

{

alt-mailhost ('example.com') ;

}

K, 5E M3 joeeanywhere. com B MBLFAR AL A7 T example.com, HAF B Akt
joe@anywhere.com [FIREFEHL. F R, smtproutes ATAFi & WA BUSNE t 15 BA 25 se bR AR 1 1%
%.  GESPYEE EAHIR IR, D

Note

alt-mailhost FEAVEACRrFREHG 5. Kk, 15N SMTP #H .

AL PE AR BT A AR ) B 192.168.12.5:

local2Filter:
if (true)

{

W DT 2R S B A S
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eamEm (emnmxsn BE ]

alt-mailhost ('192.168.12.5");

}

EBUREN CERIMXHE) #RIE

FEIRME

alt-src-host BAF UKL YR EHLSON FRE M. IR TNLELFR HEAEAURTY 1P 4% 1 51 1P #5114
R FE— AL IP 1, R AEARIAMEAT I R WAL T AR U5 R TP # . SEBR b, BLERAE
A AFE— A IBAE R R QI 2 AR G ht . A7 PRI B, TS DA AU R 5C™ BRI f
FEAE AR FE MR YK o

IP U BEC) R GE BTG A Y TP 2 1 8 4. AU B ot (f£3%) TP 4211 outbound2
DK E TP HUhEy 1.2, 3.4 BUIZRE EHLRIBTA MSAT QU R UM 5 .

externalFilter:

if (remote-ip == '1.2.3.4")
{

alt-src-host ('outbound2') ;

}

AL PEGER N IP HUIET, 1.2 3.4 BRI RE BN BT AT s AHAE T 1P 4511 41 Groupl .

groupFilter:

if (remote-ip == '1.2.3.4")
{

alt-src-host ('Groupl');

}

archive FRAEPTTEMB AR MY OC A JELaa A CRLAE B mEARAR Sk Al N £RA7 R mbox 4% xC S
ICERAE RS FH ORAF A 1) H S S B RS . R e B a0 it B4 I B 2 6 A8 FH 4w S 44 1
HEITH, ST e A i geds B Gk shysss ity ss H BSOS, ATLMEH fiters
-> logconfig FAn- & gmi it yERs H &R,

Note

Logeontig il TAIE filters M Fard. AR M T & 5e 20 W], 82 AT CLLE Bl
ILJE#S, on page 95,

mbox A% AR ENT UNIX HBF RS X, 1 HAT 22 PP s B AR ol 35 B SE 2 i AT B s . T K24
UNIX &#%¢, LI “nail - mboxfilename” SKAH SCIF. mbox ¥ 24l SeA, Rt aff f
i PP SO G 25 00 £ 5 IS A PR PN 25
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FIBRAS KR AE

NG KIRIE

el S oo |

E R E R, RS R ALY Soesmitheyourdomain. com VCAT, TIPKG M {-EIALRAE 244K
joesmith M H&:

logJoeSmithFilter:

if (mail-from == '“joesmith@yourdomain\\.com$")

{

archive ('joesmith') ;

}

strip-header HAE SR B MM 2 SAAFERE E M5 3k, I AIRPERMIBRIX 4T, SR P60 f71E
ZAME LI, BAE SR BT (S k32 (Fil4n “Received:” f53K)

FE NG, BT WP AEAR IS TS B M ER 5 2K x-Deleteme:

stripXDeleteMeFilter:

if (true)

{

strip-header ('X-DeleteMe');
}

Kb BEAE SN, 3 A Sk 02 A LA AR AR B R P AR S 5 Cln A TS n s I3k 54 5
ML BEERAE MO SO o RTINS R, TS PR S ATRAE, on page 5.

insert-header FAEFAREH I JATA BRI H . AsyncOS AR A MIE SR AT hnitE; 20
DRAE R S AEAT B TIPS A o

FE R 7, GERAEHB A A EIE L, WIEA A x-company HAH A My company wame FI{H
%Z

addxXCompanyFilter:

if (not header ('X-Company'))

{

insert-header ('X-Company', 'My Company Name') ;

}

Insert-header () i‘ﬁ'ﬂ’ﬁf{]ﬁﬁﬁ%iﬂi*ﬁﬁﬁFAsal ?fﬁt’ {E{;%fgﬁﬁ'ﬂb@j% ASCII (ﬁ'%ﬂ%jﬁ) °
A AR R T AT HT BN 5 RS 2, DU R PR BE b A sy ] 11k
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migtasanr

\}

Note strlp headers Ml insert-header BAE AT LAZE A, 5 JEUUA ML 160 BT A7 AR5 Sk o A SR LE 1 B0
» ATUME Z NG Sk (U Received: ) 5 MIERLEIHALT, 2N I S S48 0T B2 N
MUA (£ A~ “Subject:” fF3k) .

R PEATSKIN S R AR Sk 002 I E0 9 AR AR PR rp A S 5 CAn A P n s ORI B3k A6 L5 A
ML BB O o A RTEAE R, TS PIRHE S AR AE, on page 5.

IRARAS KX AHRIE

edit-header—text FRAFESCFRFIIENZRIE BB RERE SR € M5 k30 . IR IR Sk IMIE
WA, IR RO FE 1E IR IL

i, WP T A1 F AR Sk

Subject: SCAN Marketing Messages

AL IS MBSk ) “SCAN” A, RIM{RESCA “Marketing Messages”

Remove SCAN: if true
{
edit-header-text ( ‘Subject’ , ‘~SCAN\\s*’ ,” ' );

}

RLUE AR A B fE R ] R B Sk

Subject: Marketing Messages

w48 IE XX ARRIE

edit-body-text () mﬁﬁ#iiﬂ§%§t§Edit—Header—Text ﬂﬁgﬁ*ﬁfly 1Hf§ ﬂﬁﬁﬁfﬁfﬁﬂ:mﬁﬂ#ﬂiji Zﬂ
RF Ak

edit-body-text () MSFILIERSME M AR, HP o — NS HL B RANENERIL, 2 A2
FERF AR

Example: if true {

edit-body-text ("parameter 1", "parameter 2");

}

edit-body-text () MEAFI BEASAAE FH T~ HIAF 1E SCHE 43 OC I MIME #83 Wif: “ 137 382 Hisf:
CPRAET TR R, 1S B ISR I S BB A, on page 5.

PLUR 7~ g 7s URL MREAE B, 2544 SCA “URL REMOVED” :

URL Replaced: if true {
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el S oo |

edit-body-text (" (?1) (?:https?|ftp)://["\\s\">]+", "URL REMOVED");

}

PAR 79 Ji s 2 ORI 5 i AP LESCHHIBR , IR SOA “XXX-XX-XXXX "

ssn: if true {

edit-body-text (" (2!000) (?:[0-6]\\d{2} 7 (?2:[0-6]\\d[7[012])) (I[
=12) (2100)\\A\\d\\1 (210000)\\d{4}",

"XXX-XX-XXXX") ;

}

Note

HTML 5535 324%

BB TEVAE edit-body-text () 1L UE 28 S F F & HEFR IRAT

RFC 2822 5& LT BRI SCAKE 20, (HILESCAR A T — 2 (i MIME)  LA#i{£% RFC 2822
Mt R At N 2% . AsyncOS BLAE T LM hemil-convert () HSAFIE €A DL VLK HTML $
LN

Convert HTML Filter:
if (true)

{

html-convert();

}

SORHIB A PR K FI T 45 € MIME #8738 Tl “1E3C” 38k “WifE” o hemi-convert ) 1L BEAHX
YER T IR IESCES Sy o A RIS SO E PR R, 35 2 B 130 ISP IEF, on page 5.

ntml-convert () IR MAE SR AL AT, K HTML A SCRS A IIER o

W IR AR A SUAR (text/plain), B JEUREIR Il JE AR o MR A2 17 5 (1) HTML W (text/html),
T HTML bR 286 I, =25 ) 1 SO 45 HTML B0 B4 b A7 3 38 XAk,
HHHTMLANE W A4 SCA . WIEREBAE 254 2 MIME CRH 2353/ 450D, BRI 5N
ZE M 1) text/plain 7553 F1 text/html 34543, 1 BE 245 M B3 S 2E 1K) text/html #8745, {7 text/plain #47
XA MIME 288 (1235504 » W IES B MIER HTML 1E 3G 2019 HTML #rid, 4%
HTML 1F 3C 54 A MR A

WAL IESAS, neml-convert () I UEZHHRAE UK M AEFR 104 75 ZEAL R, AHANSS 7 VB 5 4 &5

o A REFESERUG, XHBAER S A S A IR T At D B AL BIAE e i  RAR A
IE3.
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emmExrgE ]

REIBCE SCHRIE

bounce-profile FAF A HBAF /> B THAC B KR MIAC B A GHSRE AR IHELE. ) WEREBEIS
WAL, DU T L AR [ E SO E B AR IR (BB 0. T b 2l RS AL i A VTWT R e (O L R 20 e &4
IS (KD AR (RIS B (SR E MDD .

E_FEE/J@/}E%%{?WEP, 7'7%‘%7'7 X-Bounce-Profile: fastbounce E’]Fﬁﬁﬁl‘ Eﬁﬁﬁ:ﬁﬁbﬁﬁmbﬁi

{4 “fastbounce”

fastbounce:
if (header ('X-Bounce-Profile') == 'fastbounce') ({
bounce-profile ('fastbounce');

}

23 I i IR AR R e iRAE

skip-spancheck HAFIRR KRG SLVFIBIFSEIT KRG LR B AR T AR BRI E . 2R
ARBCEFE T WA S M AERL 0, s RMACRE WS PEAR I B AT BSR4, A2
X HBAEREAT b B

PAR 7R Se v i TP A5 24553 IR BB S ol 35T P 7 (1 B ol 33 M A1 1oL 9 2 i

allowed list on reputation:
if (reputation > 7.5)

{

skip-spamcheck () ;

}

AR ER

o A N gkt S D e
o G 7 S ML i e i IS 9 S AR B T s

S I ER R AE
0 LA AR S P A B AR A T T 9 M PR 0 B B ek A 1

R 1 I AR IRAE 15 R

skip-marketingcheck GERL B X A ST A
skip-socialcheck GEIL B X AL A I 45 S ) 35 A1
skip-bulkcheck GERL B R BB ) B A
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B sovnszsee

el S oo |

PAUR 7R Bl e AE M RS “private_listener” _EHEWSCIR BB 06 20 S8 1) AT 0 465 IS £ A € IS -
k.

internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck () ;

}

LB fm s R PIRE

REXHEED

R mERAT

skip-viruscheck BAFTRR RGACVFIRAFSEE R LRCE PTG M RN R S8 WERORIC & D 2 &
g8, SR MNAAGUBAEARIC A ST 440, R A AN Xl AT b B

AR 7n il e AE M RS “private_listener” _E3ESCHR IS A Y S8t S by SR S FIBI 3 2 AR 5

internal mail is safe:

if (recv-listener == 'private listener')
{

skip-spamcheck() ;

skip-viruscheck() ;

}

TIRFL M1 R GHRIE

skip-ampcheck #AFFR 7R REESLVFIBAFSEIE RET L HCE SO Z D DERISCA 23 #r o o SRR B S0 A
R LR AN ST 0T, B SR MACKE SRR A0 D ¥ G REAT SO FAR E R BRSO i, et A
SO IBAEREAT AL PE .

LAR7- 45 € 25 PDF B Al N Sead SCPHA 2l g An ST i o

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

IIL. ﬁtjEHEH:I} ﬁf

skip-vofcheck FRAFTRZS REUSVFIBIFSEIL I BEE A DEAS T . W SR i A L e AR 0 R SR Y »
VEERAEAN S IR FREAT AL BE

LR sl 45 sEAEMIVTFE /7 “private listener” 32U MR 2R R S8 4 & ik g 23414 .

internal mail is safe:
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if (recv-listener == 'private listener') Outbreak Filters

{

skip-vofcheck () ;

}

N INEREErR I ER1E

tag-nessage B SAEAMRMBEE RN (52 SURYE,  BUEAET DLP st 6. 457 LU DLP SR
B AL SIS PERR SR ABPE . WSPERR AP AT We 5 R BN &7 (a-za-z0-s -] F°
FFYETh SR FERL AL 5

AIKRLE DLP WSELIEAOR RO B, B0 “BiBRZ R e
LA PGB R B ERI 2 “ (enorype) ™ NG SRR, HTLAGIEE DLP 5005, WIS
FHISTE D T, 0SB 251326 FLAT LIRS -2 X S A

Tag_Message:

if (subject == '“\\[Encrypt\\]"')

{

tag-message ('Encrypt-And-Deliver');

}

AMBEEZBZRE

URL &

#R1E

log-entry FAFEAER BZON 7 ST HAE BN B E UK. SCATT U S A 2cs . ] DU it
BAEARAN TR SR, LR AR B DEAS N T AT 23R AR IR e H &A% H oK s £E 1B
PRERER

PUR 7R BN T AR B DX R i it 5 24 I ML A5 B i gl [P H R 46 H

CompanyConfidential:

if (body-contains ('Company Confidential')

{

log-entry('Message may have contained confidential information.');
bounce () ;

}

A F R4 1) URL A5 2435015 24 URL 80474 . ﬁ%ﬁﬁ#%ﬁﬁﬁ%w,m (5] 815 118 o B AN
TR URLA S S H i) URL: #Ek 28 ] URL 15 25F0 URL 28 #4E
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ER S R |
B =i urL 5205 URL D oA

XL AE AN LR o
E URL {5 284
* msg_filter name A HB{FILIEZS IR,
* min_score M max_score A& AN IV H ) e /N R B KA 93 o 3d V0 T LR 4654 i AR 4L
B /NS RAF 7 LA T -10.0 Al 10,0 Z [H].
o PR IRS ARUEAT 2 OGO R Fa e B A, B AT ERAEIUAH “no - reputation” JRAS, Q1B

AR
* allowedlist A € X URL FIERMAFR (I urilistcontig @ XD o F7ERVFFIE A AT
P

° Z:iﬁ)\ Preserve signed, ﬁﬁiﬁﬁ]\ 0 EE 1:
o 1 - R AEAUN T R4 IR A
* 0 - R bR N H T A7 iR A

UIANRE preserve _signed {H, #RAFKEAUNHI T REEL MR

X ER
 FR¥E URL {524 URL &4 4 SCA, on page 82
* M4l URL {52 2264 URL 1[4 80 W, on page 83
* M#ls URL 520K URL € n) 31 VR 424K HE | on page 83

#R#E URL (5£% URL & 32K

EREEERSRESSFNBUTIRE, EMITUUTRME:

1 H] uri-reputation-replace E/F.

] url-reputation-replace AN, LIS IITEILN:
<msg filter name>:

if <condition>

{url-reputation-replace (<min_score>, <max_score>,’ <replace_text>’ , '< allowedlist> ',<

Preserve signed> ),}

,E\EP, replace_ text %%%}ﬁ% URL E/‘Jizlgo

EEEERSZS A REBSIFNITIRE, BRITUUTRE:
f#H] uri-no-reputation-replace F/E .

# F url-no-reputation-replace FE/ER, LUERFHIETL N
<msg_filter name>:

if <condition>

{url-no-reputation-replace ('<replace text>', '<allowedlist>', <Preserve signed>);}
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132 URL 15 %54 URL s I

}iq“, replace text ﬁ%%ﬁ%?%% LHKLIqutZKO

HR#E URL {5& ZF% URL B9 BLAf

EEFEMRSFRBSOIBITRME, BMITUTRE:
{8 url-reputation-defang #E{F.

i uri-reputation-defang HAEN, IIIERFITEILN:
<msg_filter name>:

if <condition>

{url-reputation-defang (<min_ score>, <max score>, '<allowedlist>', <Preserve signed>);}

EEFERS MRS O IHITIRE, BMITIATRE:
{#H url-no-reputation-defang FEfE.

i url-no-reputation-defang FRAEMT, I UERSIKITEE R .
<msg_filter name>:

if <condition>

{url-no-reputation-defang ('<allowedlist>', <Preserve signed>);}
RIE URL 5295 URLEEREI BRI 2 £ R IE

EEFEEMRSIRBESIFBITIRIE, BHMITUATIRE:

f#H] url-reputation-proxy-redirect #A{F.

{#[] url-reputation-proxy-redirect HRAEMT, IhyEARIRTETE K.
<msg_filter name>:

if <condition>

{url-reputation-proxy-redirect (<min_score>, <max score>, '<allowedlist>',

<Preserve signed>);}

EEFEERS A REGIIRITIRE, BPRITLUTRE:

i url-no-reputation-proxy-redirect #fE.

i FHurl-no-reputation-proxy-redirect TRVERT, EUESSIKEL .
<msg_filter name>:

if <condition>

{url-no-reputation-proxy-redirect ('<allowedlist>', <Preserve signed>);}
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B urossize

URL 25| ##1E
FEFHMELE ) URL JE0ME 25 URL 8HAT N . A REZEAE R, W2 B S S A F5 2  URL
HE OB ) URL: fEIE 38 & 4T URL 57541 URL KA AF
XA AT ZI
TEFTAT URL 2850 #15rh

* msg_filter_name & 3L SRS K A4 FR o

* category-name #&: URL K. HIE 502000 . ZRGIEMI A FR, A E N AL IE
AT URL B4 e . A7 R RG], 523K T URL 2.

« url_allowed list & 252 X URL #IE K4 GELE urllistconfig i 4 ) o

* unsigned-only: HiA 0 5% 1.

o 1 - RRUERRAE DO T AR AL W F
* 0 - K SLAAE N TP e

HXER
* ¥ URL 58 URL & #: 4 3CA | on page 84
« 55T URL 2851 2Bk URL ") , on page 84
* 45 URL 285516 URL 05€ ) 31 1R} 4 A2, on page 84

HR#E URL 25514 URL #5160 XA
fﬁﬁﬂ url-category-replace ﬁé«Fﬂiy fiﬁggggquktjh:

<msg_filter name>:

if <condition>

’

url-category-replace ([ ‘<category-namel>" ,’ <category-name2>" ,...,

’ ’

‘<category-name3>’ ],

}iqﬂ, replacement-text ﬁ%%@%?%% URL HﬁjtZKQ

<replacement—text>’, <url_allowed_list>’ , <unsigned-only>);

£F URL 2551 &% URL = Y B A
] uri-category-defang #RAENS, IPEARIITETEA

<msg_filter name>:

if <condition>

’

url-category-defang ([ ‘<category-namel>’ ,

s

<category—name2>’ PR ‘<category—name3>’ 1,
<url allowed list>’ , <unsigned-only>);

HR¥E URL 225195 URL EE [0 2] BRI R &K 12
{fﬁﬁ url-category-proxy-redirect ﬁéfFHﬁ, iiﬂ%%%ﬁ@f%%&i@:

<msg_filter name>:

if <condition>
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TeiR1E

2t I}

url-category-proxy-redirect ([ ‘<category-namel>" ,’ <category-name2>" ,

‘<category-name3>’ ], ’ <url allowed list>’ , <unsigned-only>);

TCHAEEAEPAT no-op B no FAE. M0 R AEASALTEME Aok g2 A0 H M %0 BR g B 25 s S LA, )
DA R e . i, ST R A0 R BRI SR A AT N, ST DA e R . AEIR PR
VESS TS, ATRMEH] “HBfEid e 284 2 7 (Message Filters report) BT [ W #288 M A4k € 2 14T A

FER A T LA g s

AR 7 B s DA A P S Pl e v R TERR AR A

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}

(A 3 B A A 45R 4

SIRER B

RYie WOIEHBPE b a3 “ R AEN: 7 fsk, JPRIDERHON “(EEAIENT S
LAUR B P e g 2R MR R (0 RPN 7 AR Sk S b (AR AT LA, R A 20 m] S AR R
WV EC o BOR T 885+ 70, WIS RS S MBR “ RN 7 A5 IER IR IO EE RN

FED CF: if (forged-email-detection ("Execs", 70)) { fed("from", ""); }

HISAH I DA P P A R P SR B3k S P o AN 5 2 ) SRS X BREAPE [ IR A7 SR O B A% Ji s S P ) e
E

ST DU B PF (R e SO FRELa PR A, I DERAF o AR S0 e B P A DI A n]
DL R BRI e (B, exed) AT H M A (B, doc) » filtEeid by it
IR -

AR AR, AR PR BRSO S U, R IE A . SR A R S
(EE FCEAE . W44 Excel 58 Word SCEY,  FRAFFAHE 5 1534 n] DUR I AR S8 AL ik A XS
ff: exe. .dll. bmp. .tiff. .pex. .gif\ jpeg. .png LLAX Photoshop K% .

IS 4 0 1y P A R P AR DA A7 A SCA A U T Py 24 4
* ACE {714
« ALZ 174%
* Apple Bi#EWAG
* ARJ 1744
* bzip2 1714
* EGG 1744
* GNU Zip
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B sranmeaomedrs

* 1SO WAt w4

* Java f74%4

* LZH

* Microsoft Cabinet 77
* RAR Z {7 3

* RedHat #1008 BEAR A7
* Roshal /7% (RAR)

* Unix AR 1714

* UNIX R4 AAAY

* UNIX cpio

* UNIX Tar

* XZ 1714

* Zip 4744

* 7-Zip

* ARC

N

Note ] LA7E Web Fitifn v i 22 £ BR %% (Security Services) > $3#1T 4 (Scan Behavior) H{ ik A& 5 A
AR P AR S B SCAE I PEAN 5 &, AT LLZE CLI A {# ] contentscannerstatus iy & KA G . X4
PR A FH BB IR 45 4 E B BB . i SR A BT B B S pF, T S AL E F3 4T 4, on page 118,

HXE@
o HT R B AE R BRI ERS, on page 86
* B4 #1, on page 87
o FCE EUR A HT 514, on page 88
o R AT D gt IO B R AR A5 23 B &5 R ARAT #84E, on page 90
* %/, on page 91
o B BRI DR SR 2R, on page 92

PR T 134 M B9 EB 1 i 2R
A ML BB A R RN, WP ARIRAREE,

AL IE RIS I B AR i SCA, 5 A AR AR, i Hoe] DAL S iR pE R R R AR . GE S
PEFFE IR AE I 98 2% 7~ 8, on page 92) .
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Table 8: F3 T i 5 Bt {4 R R A4 1 8 2R 3R

mgst

1BR1E EE 1t AR

B TR M o BRSO S R IR
(<r§gular expressiin ﬁﬁ¥?ﬁ¢¥#o ﬁnﬁ%Z?tﬁjI##M¢#F(Zﬁ% taf)ég
>[, <optional BUCRCHISCrE, W B . S0
;fmment BT R A 1L 9E 4% 7~ 91, on page 92,

R TS5 I ZFMRAEF MIME SR B A (s

drop-attachments-by-type
(<MIME type

>[, <optional comment
>1)

€ MIME SRRSO A I« sk
ARSI B (zips tar) AL ETUCRC Y SCAF
W XL

LA 2RI TS

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment
>1)

LA MR LS e S “FRE0” T I
o WRAFRI AR (zips tar) B4 & UERC
HISCAE, 0K 5 51X SE A

% MIME 274 i B B 42

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment
>1)

I 4 5 MIME R84 [ i A7 B A
VEHRAEAN S 2l SO A4 52 MIME
KA, DIMASR AR AR

IS

LR E T

drop-attachments-by-size
(<number

>,
>1)

<optional comment

LI b S a7 3 QA T BOR THRE
KN CRAF 5 A 5ALD BIT A AR 35T
B N TAAREURGESC, SR A SR
L AR e KRN T2 R 5 RSBk

/N,

(KR ERE

drop-attachments-where-contains

(<regular expression
>[, <optional comment

>1)

TR A5 E RS S ITAT B AF .
RAFRISAF (zips rar) BLE AT SCMS
TN IE AT T, AR SRR 25

Fo

23] S DG C A R A

drop-attachments-where-dictionary
-match (<dictionary name>)

I T B AR R AR AR 1) LA T U P o3
o iR MIME 73 H IR AR T8 i 40 Ay ] St
ARIE B CHAR 2R e SO
D WM IR Ao 2 BB
S A2k JE 2% 7191, on page 92,

El& o4

FLCIRAEAL S R RE R BRI RS A A RIS ] R T 5 TR IR AN 2 2
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B ==mssmmmsie

PR (5243475 PO 00 000 0 B 2 R84 P T B 0 0k o LR 4 P PR
AU . 47 5 1T LA RS0 R I TR IR LI Ao ke e R T P e B E O T 4L, L
BB ARIE S0 8. R 7 4 A R AT T R R A AE M e KB B R 2 DM
i 77 SR AT X 5

P A BT LT R 8 BP0 8 4 LS SIS 0555 . 3 B RS o 5 24 1y
PRI AR . (PR R AT 5 | SR B RIS L, RS2,

PC B WA X DG AT G BT i s Rl LAASE FH A5 0 st 90 8 0 D) Ach 388 m] 55 AN I S TR o SR 4R
SHEFARE LU R R A M inSc . BMP. JPG. TIF. PNG. GIF. TGA ! PCX.

FURE (M PP, BRSO SRR, [N B SEI AT (3 2 SRR 1 5
AL PR LB E BT AE R AT L A R S
WPEAELIEAERT G, IPERIAEOY <07, 55 “IEHR” SRR, TG, A e G IS e
B IR HE.

B & B G o i35

S %
>

B

N -

T GUI g B G 507

Procedure

e ki 31| %= £ BR 5% (Security Services) > IronPort El1§ 447 (IronPort Image Analysis).
B A (Enable).
PR RY B I B, I S HE WA .
P15 23 M i B D SRR P R0 DL S 5 1 S P AT TR b e .

c EE: FBAOEAGUIAE. BB e e B3 HRE a5 R, Bk, A%

FERTEME IR RA 2] “IEH " e .

s AJEE: BB A LN A

c AEE: BEBROSAEEHNE.
XL s AR 0T s S O3 B T S8 A7 AE AN 25 A 25 ) AT e M IR 251
AT BL M A

« IE%: 0-49

* T[5E: 50-74

* AMEY: 75-100

What to do next

AT DL I A R R v B AR G, B DRk A . B, i SRR IR R, T DARE
RSB R E. B3, MR, WRRIEGHAFREAG SN, ]S T B8 5 = 1 R % .
RPFEREZNT 0 CCRBUE) F1100 CRERUEO Z M fE. iU B R B IR E 65.

W DT 2R S B A S
88
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waEgsinies ]

HXER
* Tl B 23 HT i, on page 89

MORE G TR E

Procedure

FIB1 KRR EBRE (Security Services) > IronPort Bl 447 (IronPort Image Analysis).

PR 2 fidmiERE (Edit Settings).

WIE 3 FLE EUL P BUB e . U BN R & 65,

LERA MEIER . ATBEHAE S HE M RE .
Be EAVE N, R ORMEAES, HOURH.

WIS B, K AsyncOSsyncOS L& A A A IS B B AR K/ NESR I EHE. GEFE) o BRAELLT, 8 100
BEMEGRLE R E . HH/N T 100 RN EGA ] Re Bk
&k LLZE CLI H{#H imageanalysisconfig #y42 i FH 5 53 #r

What to do next
HRED
o PYA R M IR0 2 43 24, on page 89

EEHEMGFIES
LEAE R WA (R e 208 T AR WA H & mler H G w] SR BB AR T 44 L R e iR
BEPEIS 2o BeAh, HESERE S SO i B G2 5 rT LIS 2. FER, HEH IR B 4
ANHEPERTPERIZR, AR BRIEIR . B, WA ) 4 SCHE R A 55 TPEG IR,
H G P& IR S AR, TAZ TPEG BRI A AR MEAb, R R4 SO h A ds 2 A4 B R,
H &2 HR 8 BT R N i 7900 o ANAT R IR AT R W A5 A AT B R AN T3 48
HEAN GG W R FE - QER . PTSEBAE 2D MR . (H2, BrTBUEATIRAE H &S
R A2 WS PE AR, DRI ] AR X S PSR AT (B A A IS P A 3 AN 2 T BE I 1R

R, TR R s SR R FN AR B A 4R a5 SR R 5 T A
Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'

is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done
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. BT RS B B N IRIE B G D TS RBUTIRAE

REbd iR =R B B N IRIEE G 2 TS RPITIRME

)

TR B AT, b 2B S AN R BB A SRAT A RIS BRI g & . B, S nT ey BALILIE
FOGE RIS, T A 5 A AN 2 AR S A S

Note

RORHE U AN EE Z 7 oGR DAL E AN 2 BT BERGHEPE . AT S, TR LR A R A A 2 B B X
DA T 8 )i 300 o B MR S 5 0Hr o

LA 3 A s R A AN 2 sl R] BE WS4 b ic -

image analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" {

strip-header ("Subject");

insert-header ("Subject", "[suspect image] $Subject");
}

}

AXER
o QSRR BB AR B R B 52 I ERBR AT, on page 90

B N A IR AR IR 4R B 15 53 17 51 7€ b B Bt 4

IENEISE iy P o) uﬁ'JLV\J%FL/F%ﬂETEI%éﬁﬁ#EﬂﬂJlf’?MﬂﬁF B T LUK L RS IO N
AR AN R RIS A ) 52 AT AN [RBTG5 AN 2 N 2 AR A

SR BRI MIBRBR A, 3P0 T BL R 354

Procedure

LB KR EE “HBLESRIE” (Mail Policies) > “4& AN ZEId JE4S” (Incoming Content Filters) o
IR 2 il Uit ESS” (Add Filter).

PR3 AN IR LK.

WA 1t “$1E” (Actions) F, HdiRMNIRIE (Add Action).
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FEES A “H S BN FE” (Strip Attachment by File Info) &, ;B S HF EMT (ImageAnalysis
Verdict is):
PI6 LLUF BB b e ok £
* IJ5E
* AN
 NBEEANIG Y
I NUERE T
< BT

B B & T ElG 7 ERRIE
LI T PR S W R

Procedure

W AR {1 SRS (Mail Policies) > “fE NN AL JES” (Incoming Content Filters) -
P2 s NI IERR” (Add Filter).
FB3 MANK L IESR LK.
A {E “%AF” (Conditions) T, HiifinZ (Add Condition).
FIES fF “BFSCEE R (Attachment File Info) ', B 287 ZE (Image Analysis Verdict).
PB6 LR P — AN
. [EE
« AEY
« HBEEANIE Y
S NUERE
< B
IR RRINEIE (Add Action).
IR 8 CEFERLE BB AT e BT (R B4
PR PR IHINTE .

A5 F B I RS RN, I GUI H ) “ SOR TR LI BY textcontig CLI AL E H & SUEKN
AN R SO PR  TBENBR S FFAE ASCIT 7455 (BRI I RSNk FmID) .
E‘FEE/‘J%W”EP’ 5'51@% textconfig ﬁ‘ﬁé‘ﬁﬂ@ﬂﬁa)\ﬁ%ﬂﬂiﬂﬁ?lﬂ‘] strip.mp3 ﬁ%ﬂﬁ%ﬁio BJEE@'J
S DEAS RN, IXFE, g AR TR R mp3 SO, RSSO N R R AR, A5 %N
.mp3 A SIS .
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drop-mp3s:

if (attachment-type == '*/mp3"')

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed', 'S$EnvelopeFrom',
'strip.mp3');

}

ARTEAME R, 1S P ARE A D% H4E, on page 69,

Bt 4 33 s R R L =S o )

mAEk

LA 7R s A2 B B RAT B e

* 4fi A5 3k, on page 92

o AR EFE A, on page 93
o 401 YL VS FC M BR B 2F, on page 94
* BB SZ ORI BT, on page 94

o KA SZ R AP I, on page 95

FEIXLEIR B, AsyncOS 2 7E MR 2 fif 8 A A Il K

FELLR -l RGO IS R BT M A REAT B gt . W R AT B 5 0GR, AN A
M x-Header:

attach disclaim:

if (every-attachment-contains (' [dD]isclaimer') ) {

insert-header ("X-Example-Approval®, "AttachOK");

}

%Ej:ﬁﬁEGﬁ%W”qu’ /\éﬁX¢Mﬁ?ﬁi&ﬁfiiiE#ﬂiﬁﬁiiiiﬁfﬂﬁ%o iiﬂg%g{ﬁﬁﬁ attachment-binary-contains
T PE SR R 20K PDF SCRY 088 e R e s b A/, AN A e U 2k

match PDF Encrypt:

if (attachment-filetype == 'pdf' AND
attachment-binary-contains ('/Encrypt')) {
strip-header ( ‘Subject’ );

insert-header ( ‘Subject’ , ‘[Encrypted] S$Subject’ );

W DT 2R S B A S
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mxtxnzzmy [

BB I
FELUR7RBI, REERIEHMER “ AT HATRE T LHE Cexes (dILAT .scr) o FEMBPEAHERINEC
A, I F BRSSO 4 (] sdropped filename #1FARE) o FER,
drop-attachments-by-filetype HEVEKII AN, FFARPESCAFIIFREUMBRITAF,  TUASE URYE =47
RRRSCAEY 4. b, ATRURRE A SR “mpeg” ), ] AT HIFTAT SCPF2R A 5
( “Media” ) :
strip all exes: if (true) {

drop-attachments-by-filetype ('Executable', “Removed attachment:

$dropped filename” );
}
R REI, REMNEE AN TR exanpie . com MR MR R “ Al $hATREF " 41K
#F (.exe\ .dll Qili .scr) o
strip inbound exes: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ('Executable');
}
TELL R R, b AR B R A AANTEIR example . com P I HH N g SC A2 L PR 52 1l 524
( “wmf” ) u&l}ﬁ'ﬁ:ﬁl‘]@* “'F‘J?;L’/ﬂtiﬁ:” éﬂ (.exe\ .dll ﬂ] .scr) °
strip inbound exes and wmf: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ('Executable');
drop-attachments-by-filetype ('x-wmf');
}
FELURoR G, RGN T 2 MR, X “n AT P AT T . GER,
PEHRAE AR AT AF A SO 2R D
strip_all dangerous: if (true) ({
drop-attachments-by-filetype ('Executable');

drop-attachments-by-name (' (?i)\\. (cmd|pif|bat)$"');

}

drop-attachments-by-name Tﬁ%’ﬁzi}%‘:ﬂi ASCII ?"?‘6‘:0
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Note

drop-attachments-by-name FEVERFARHE N MIME 15 3k ) SCAF 4 ULHE R IE 5. M MIME 15 3k
IR SO A T RS AT RS

TE R REIR, RS exe WTHATREFRAY, WRCRREHE 0. HUE, R 2DH A
R Tk BB A, i DE RS WS HAT HAE . B, R AU JE SRS MR PR A 2R T AN &
-exe SCAFSREBUIR T AT AT«

exe check: if (attachment-filetype != "exe") {

drop () ;

}

U — BB PEEL A, T4 BT D — B . exe SCPE, MRPEI AR BRI, B4
MBS . exe SCFF,

Y22 1) B T B A B B4

drop-attachments-where-dictionary-match HeAFREARHE R] B A 15 VT B B 2F . 01 5 MIME 3543+
HIARTE AR AN Ay ] ORTE R B UL S CELIERIH] ™ 2 SCRTBIAED 5 ISP R B LR 2l Jig
TN RAE SRR 2] “secret_words” ] B (1) TRI TR 5 SR . YRR DR IR —:
Data_Loss_Prevention: if (true) ({

drop-attachments-where-dictionary-match ("secret words", 1);

}

bR &5 32 PR P B9 B 15

attachment—protectedijﬂgggwwﬁimgyrququfﬁqM¢vr£%%§§§%§ﬁ%ﬂ%ﬂho %ﬁﬁTEiZEféfxmﬂ?fJ:fiFﬁﬁt
REPESS, BAORBS AT DL . MR E S, AL NI 0 ORI I o S 1) Hs A0 STARE R A0 A 32 IR
o [FIRE, RBATITE D) PDF U A 32 OR 4, B % i BRI A2 T BT . BT 7] Jie
TN AR AR B« SEmE” (Policy) BB X -

quarantine protected:

if attachment-protected

{

quarantine ("Policy");

}
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ST

M R B2 AR TP R B A4

attachment-unprotected fiﬂ%%%ﬂﬂﬁiﬁﬁﬁ#q“ﬂ@{EﬁﬁMﬁ##ﬁ%%?ﬂ<§§%§ﬂ%ﬁ%ﬁﬁo ﬁtEBﬁ#fi#ggg{%X¢
attachment*protectediiﬂ§%§DG%b?ﬁo %EETEL%EﬁF%iEBﬂ#,h{fﬁﬁﬁtiiﬂ§%§’ tﬁ%ﬂﬂ%éﬁﬁ%ﬁbﬂﬁﬁbiiﬁﬂ
e LUR B JER AsyncOS FESNRWIWTRE e _EATIINAR 2 ORI OB, JF R BT

quarantine unprotected:

if attachment-unprotected

{

quarantine ("Policy");

}

{5 P E 4 5L 7 =S A 0 R 4 B 1 R RO SR B S

Bhn, AEH LN EEAERE IS RS D4 ETF 5138 A28 8 Al A b i SO, xRS
PERATIE 2 R34

BE:

Strip malicious files: if (file-hash-etf-rule (['etf sourcel'], <'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,
"file stripped from message attachment"); }

Hr:

* ‘file-hash-etf-rule' s&PHF ST S M I8 25 4 Ul
* ‘etf sourcel' s FHT-HRHE SCAF BN I M4 Hh (0% = SCAF ) ETF Y86

¢ 'file hash exception list' S SCAFIVBIAN IR I 4K . WERANFAE SR Ab 53, &
HEA

® 'file-hash-etf-strip-attachment-action’ ﬁ%%gﬁzﬁﬁ%Ffﬂi;%%ifjtﬁ#ﬂﬁEK?#E@%%VEQ%%M

FELL R 7RG, QR ESAE LS ETF 5| S0 A S K SR B, T2 R A4 5 e o

Strip Malicious Attachment: if (true) {file-hash-etf-strip-attachment-action
(['threat feed source'], "", “Malicious message attachment has been stripped from
the message.");}

£/ CLI ZE IR 12 ik 25

ATDMER CLI . MBR. s FsEH . SRS HBIRELggas, JFis & iyt pEas i H Hid
I, FRILARTaHGAAFm4S. FRILATAHGASRITFm2.
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Table 9: BRI IE 28 Fn &

B

1t AR

filters

T e MR AN HEARAEZ(EE (B, new. delete. import) .

new

GUE Bt g ds . WIARRAIREE, SUESSREEMES AT IR .. w, it
JERS BN B P H P R AL E . AREAE R, WS R BB K TR JE 45, on
page 97,

delete

ARSI S MR DERS . A ORTRAE R, TSR IE4S, on page
97,

move

FHHI DA S g A . ARG, TES I G H I FL IS, on page 97.

set

LSS W E NS S EARE SRS . ARG, THS P G sl nk s
on page 97,

import

K AT I YRR S IO SUIE A BT AR & CEBPEI KK /configuration H
KD o ARVEAME R, WS AEF R IBLFEIERS, on page 97,

export

Y iE s R A S H B0 (IR SR /configuration H %)  HRFEME
B, 1SS R LS, on page 101,

list

I — A ERE A ISR RAE R AT AER, S0 BoR i g E 513K,
on page 102,

detail

FIEFR I PR VRIS B, B RG I pE2R R B B I IE S, ARTEAIE R, WS
58] s Aoy 28 VR4 45 %, on page 102,

logconfig

HENILUE 2% 11) logeonfig T-32H, U\ﬁﬁ—”}ﬁ)ﬂ archive() i JEAR S VE S 40 H &AT
Mo HREMGEE, ESIIRCE T E2S HETH, on page 102,

\}

Note A7 %t} commit

i, WuESA A

SHI) =P BGIR

Table 10: ;3 [EBR EIRS

segnum

MR I DE A5 A YE F 51 P (A7 BRI PR (4. 1, seqnum 2 o
RPH ALuEss.

filtname

IR B AL TR
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szsemeEs [

range ATUMEH] X-Y TEABNVE R s 2 AN 0Eas, Horh XY 20 e & i 28—
AR seqnums. BT, 2-4 FRoREE L S =MD B IERS . W]
LA X B Y RO TFBAIE . B, -4 Fosprili v s, 2- FRoRBRE— it
JEAS Z AN PTATIL g 2 o RO R LML SCHE 7 all 7RI JEAR 53R P K A7 i 9
Ao

AR ER

o QIEUH I AE IS ERS, on page 97

o B HB A JE 2%, on page 97

» BBl JELE, on page 98

o VO AN PRI 98 2%, on page 98
o ST IS I ERE, on page 101

o S BB JEDE, on page 101

* # G ASCI #1545, on page 102
o ORI JEARF13K, on page 102
o SRR JE RS TESH(E ., on page 102
o P I pESE H A& H, on page 102
o BB AESwES, on page 104

o IRk JE RS, on page 105

B #h Ry E TR =R

new [segnum|filtname|last]
T e B I YEAR AR E . WA NS B B R A OCHE 7 last, AT S8 AR 3E I 2 JE 2R 51 R K
o AT Z A SOV TE]RG: AN SOV AN 24 1T A1 A 1 seqnum. - 4t SR AR AT filtname,
RPN A 2T filtname. segnum Y last.
WAL VESS S, FTLATah i NI E S IAAS . e AN T, AEIAAT TR RN ) R Q) AT EAT R .
PLF 4] R o S B0 12

s FFHV S AT RS ST E A .

» TEPEERIY filtname ANAE—

o LB filtname R B T .

o IR EAFAETEIL AR

o WS HA G AR RGBT () Rk,

P Bk R e S TG 2R

delete [seqnum|filtname|range]

T ERAR R I DE 4 o

n)h:l
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PAUR ST g B R -

o AAFAEAE IR € B ARIKIL DERS -
« NFAEME IR E P95 11 9E 2%

M ENER IR RS

move [segnum|filtnamel|rangeseqgnum|last]

R 2 — A ZHFR RIS B 226 A SHER IR R . WAREE AN S HCE R T last, ILIEASRE
BRI UER IR KRR . WEIRER LA LIS, EATRIHDS PR AL .

LUR 26 T e S B IR
* AMEAEA T B AR IE RS -
« NFAEAE IR P A5 B 984S«
© A5 ANE RIS S T A
s BEIA S REUFII R LA

AR FE BT IR R

N

FeE M PEE PERR PR AW SIAARIG B, DARAT RN o) o DCH IR ERLDE a8 Ak +35 3 HATRCR
A&, A REALBEAEPE. ATRLAEH] CLI R BUAT L v S MG SRS SO ARE SRES (LR SRl JRAR
A o ARSI BT R e AN GROEBRD i uE e To R

Note

RT LR 1L D8 #3 1OTEE PN L 8 5 2 AL T AR SIRAS ;- AsyncOS 245 ANiE sl i 8 23 1L v 25 44
PRSI B 5 SO IS o AERAER A BT A JEES I T BEEE, AsyncOS 2of b g dsbric Ak
RN

Blhn, L4 “filterstatus” (1 RYEEUERS . VA filter —> set TaT SR ILBON ARG SN
W& WEER, Bz ISR E BN, B S CBOuEts OFEAE N SORBI AL .

mail3.example.com> filters

Choose the operation you want to perform:
- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new
Enter filter script. Enter '.' on its own line to end.
filterstatus: if true{skip-filters();}

1 filters added.
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Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.

Choose the operation you want to perform:

R 8 28 S B 2
|
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- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[]> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

(>
AXEM

o WO RS FH IR e 4%, on page 101

W DT 2R S B A S



| 15 PR it 2 SRR 4
wasenutzEs

BT R BRI R R
set [segnum|filtname|range] active|inactive
Fbr IR A B BN 45 R . AR B
< WE: AL E IR IR B IE B) .
s RSB Kk E IR FPIRSBON ARE S .
LUK 261 AT e o S 300 R

* AMEAEAE AR E filtname 13 54 -
* AEAERE TG E P55 L g s .

Note fam LU T I DB AR 2 75 40 TARWE SR s A% GLIBRRIMAAFR) JETH 1 B S SOy LS (!
)o M CLI T3 A B AR BETETL I 94K B S b ic A ARG S . B, REuk o

mailfrompm!, A %7K mailfrompm:.

_J‘)\Tﬁ-_l EI% IIL.\ By

import filename

AU AL TR JE R ) SO A FR e W TE T interfacecontig Ay Ao H T 6% A FTP/SCP i i),
MHAZ AT 20k T3 4% F 1) FTP/SCP AR H sk L E H sk o RGUEEAT SO EAT AT, IR e
o PR UESR G AR R S TP R T A L JE S . A OCTEI{E R, WS UFTP. SSH I SCP
Ville S YardIEassIR GES 5 TR IE S, onpage 101) , ARJE7E T ARTgniE % X

SN e gy, RSP R K gm i .
DL &AM AT RE2 S8 R
o AL
o PRI L FRAME—
o BRI filtname R {4 B
o TVERAAETE LR
o DEPESS HA S HAFEMRE IR (gD 1EAE.

export filename[seqnum| filtname|range]

W AT L DEAR LA s A WA B SO OO T IR M 5% FTP/SCP AR H SR MBCE H %) o A%
PEM{E R, 1i5ZMFTP. SSH A1 SCP i) .

R IERR N, ARG PR A A R A o
LAUR T e S U iR
o AAFAEAE IR € B ARIK L DERS -
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(R T E B b s |
B =z asonzns

« NFAEAE IR E P95 11 98 2%«

#&E3E ASCIl &

ZREUKd FH UTF-8 ZWALAE CLI P Bl & Ak ASCIL AT R e 2% . ot S48 1) 2/ i /s B AN S dF
UTF-8, NTCyEsud s,

I JEAR AR ASCIL A I e 7 VR A AR S h i B2, SRS RZSCAR S RN (S
ST L E 2%, on page 101) HBAER Ko

EREB I EREFIFR

list [segnum| filtname| range]

FEZERE T SR Pk PO e AR AV 5 S AT ENREERR 130 oA B HE:
* RS AR
Mk IS
o MEAS A BN/ ARE SR
o IEEARIIAT R JCROIR A
LUR 2 T e S B IR
* YIRS R

RREERRIFAER

detail [segnum|filtnamel| rangel

RMEITAR UL IEAS 5 A B, AR D8 38 I ST AT FARES 5 R

AcEdEzs H IL.\TTFH

logconfig

BNARR T2 5, O archive (0 B AR SO BSAR SO BC ELE DB A% H AGRET. JXLeRb Iy 1 R
Logcon£ig T 8 I MU TAR T AHAL, H H S R st v n s B 5 | & i g gk 81t sl B .

ey HETHEA LU NBAE, "{EH logeonfig Ffir 2 AT & M

« K& Jiik - FTP 5
* XK/ - 10MB
o BRSO - 10

AREAER, WS “H&dx” —

mail3.example.com> filters

Choose the operation you want to perform:
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- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit

Enter the number of the log you wish to edit.
[1>1

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:

[10485760]1>

Please enter the maximum number of files:

[10]1>

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll

Enter "EDIT" to modify or press Enter to go back.

R 8 28 S B 2
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(1>

S L E 4w AT

AT LUME ] 1ocalecontig iy B E AsyncOS 71 HS{FAb s Hh A8 i s P s FEUAT L B G B2 RO AT 0

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or
modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main body
in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body whenever
possible.

However, if the disclaimer is encoded differently than the message body, and if imposing a
single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit the

message body to

use an encoding that is compatible with the message body as well as the disclaimer. Should
the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error

when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added as

an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding the

message body? [N]>
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Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.

(>
F MRS RIT, SR NAERROEAE SR S (B, TR e R O e BB Sk i g ed, A
VERC B IS

S ARSI S AR T R R ARG, IS P00 O 7 IR IS5 Sk 12 FH IS 1 S 4
it

F AR T RCE S ot A UARE (240 7RI ESCH N ARFEAE R, 20 “ X
PN S e L NI Il L AN R ITE 2/ [ ()

SEDUANEETS T RO S ot A WIARIC AT 0 (R R GEAE MB A LESCAR A R A pe T8 %)« R $
CRT, WIRGN B RS R IR ST A . W RGERE R, R TE BSOS AR D AR
ImEsE

L SRt
R EIR M fiter fr 4007 T =B 28:

M ’Eﬁ /l\ﬂ/)?ﬁ”%ﬁZ?'\J big messageso 'E’fjiiﬂg ody-size %mmu%ﬁjﬁ? 10 MB EI(JEHMEFO

o BIUAUESR S A no_mp3s. ‘B attachment-filename KU ER B4 TR e .mp3 TS
F.

° ﬁgzzﬁ\fiﬂ§%§é§jbnmilfrompma ?foﬁﬁInaﬂ-ﬁonli%ﬂ”ﬁﬁ%iﬁﬁ¥iﬂéEﬂpostmaster@example.comﬁ@
Egﬁty }?%§##£b£§§E administrator@example.como

i) fi1ter -> 1ist TS, RGRIHILIES LA TAL s aREIFA R, RG] nove 1
DYV NG M UE SR E . e, BE T, DU E RS AL

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop () ;

}
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1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
no_mp3s:

if (attachment-filename == "' (?2i)\\.mp3$"') {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
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[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

nwA

if (mail-from == postmasters$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
[1> 1list

Num Active Valid Name

1 Y Y big messages

2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

R 8 28 S B 2
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.
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- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:

[1> 2

Enter the target filter position number or name:

[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y mailfrompm

2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

R 8 28 S B 2
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- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

AN G — L LS Y s 1) B A SR T 5

HXER
o T KB AL JE RS, on page 110
o NS Sk JE 2%, on page 111
* 6 B RIEIYC B, on page 114
o L7531 SHA-256 ish yiE &% VT L ¥ B A2, on page 117

o W5 S SHA-256 b yE#s VLR, U2 5104, on page 117

FF 180 AP ik By 4D 37 2
BT R ID AL A %, 52 @ DL | S AFOGE

® user%otherdomain@validdomain
® user@otherdomain@validdomain:

® domain!user@validdomain

sourceRouted:
if (rcpt-to == "(%[|@[!) (.*)@") |
bounce () ;

}
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Py e A=

AL 9 AN B 52 )38 3 A AL 48 Sendmail/Qmail REENIZE =T 4k BRI . TR 2 RS
(W %) v LU SE AR M stk (1 —30 5, HRAE X K IX Se b W A Rk, IR L S ECE
WA NBRIEAT X LG, SR IGAE RS N — A BRGS0 MBI S AN 25K 13 S IR A2 A 326 B A5

XL YRR H 2, DR AT BER TR MTA BRI S o vr i 4k IX IR (R H 7

Note  ficid il LANC AL B L (DT RE PP . A5 OCTRAME B, V5 2 BOd 8 ) Web St i1 6 22 o W A 3 4t
W IR K o

o BT R L T AN JE RS, on page 111

o BATPIE IR R IL LS 56 PR T HEPE, on page 111
o FHAERE 2 H P I 9ERS, on page 112

o SRR AL I8 4R, on page 112

o HK Ut N: 7 A5 KIdUERS, on page 112
o B CRAEN: 7 ILERE, on page 113

o IP {5251 JE7S, on page 113

* HUIP R 2L K4S, on page 113

* W F4 Regex i JE#E, on page 113

o WoRAE Sk IP (524550 1 JEHS, on page 114
o TEA5 kP A SEmS i JE 4, on page 114

o Wt it 2R [m] it E4S, on page 114

BT ETHAXBHILIER
o T R A A A L T R A

search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {
notify ("admin@company.com") ;

}

B0 IE FH T A IR R TR R F RIER

VI PES 20 AL L0 58 A0 T I ISP REA T H A PR PP o R, AT DA A s gl AN
header-dictionary-match () MR B RIE A E S0t FHIEL GHS RN, on page 36) -

competitorFilter:

if (rcpt-to == '@competitorl.com|@competitor2.com') {

| e CS ot e |
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B ersempmes

bcc-scan ('legal@example.com') ;

}

PELIE45RE F P iE 25
4 2 T L ISR R S M B I

block harrasing user:

if (mail-from == "ex-employee@hotmaill\\.com") {
notify ("admin@company.com") ;

drop ()7

}

TSR E S B IE 25
e 7 R 75 IS SC TR

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop_ Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (asp|bas|bat|cmd|cpl|exe|htalins|ispljs)s$");

}

B WHAN: 7 BERIESS
A “To” {5 R I LT
fH] archive O fTHRIFEAEEEIEY, RIS Hak2H drOP()i it

toTooBig:

if (header ('To') == "~.{500,}") {
archive ('tooTooBigdropped') ;
drop () ;

}
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=8 “&Z&AN: 7 JIERS
HHAEH “From:” 153k

VLI pE s T LA & AR 3 from” btk (1 (KIBRF -

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|<\\s*>") {
drop ()7

}
U R IE A BN BR A U B A RO, 35 (0 BUR L9 &% -

blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == "~$|<\\s*>" OR header ("From") ==
"ASI<\\s*>"))

{

drop ():
}
IPEEDIES
IP {52l ey

note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep SReputation *** $Subject');
}

B IPEETIESS
B O RS IR () TP {Z 251520

mod ipr:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7

}

X 4% Regex i3iE 22
SR B B IS KNS, A HRICRRE Mk SR M (5 “eadme.zip” .

“readme.cxe” . “attach.exe” ZE3CAFULHD) -

filename filter:
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if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1) (readme|attach|information)\\. (ziplexe)S$")) {
drop ()7

}

}

ERERT IPEERIIIERS
SRURAE Sk GBI “FRa” 30 o LUEAENREE F ok B ke

Check ipr:
if (true) {
insert-header ('X-ipr', 'S$Reputation');

}

FEERPRENRRR D IER
ST S I R

Policy Tracker:
if (true) {
insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}

W A3 2R ELTIERR
SRR 1 2 A LA EME 3k, e AR 50 ANt S -

bounce high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "@example\\.com$") ) {
bounce-profile ("too many rcpt bounce"); bounce ();

}

B EH A0 13 HR U
o A B AL DG I YIS, on page 115
o AEIEFNBSAE I R — i W R2 7 1L JE 4%, on page 115
'ﬁAWWﬁﬁtF%mmgﬂw
MBS Itk D2 CERAMTUTRRF?) | on page 115
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saEnmedEs

o LA Rt sERE (2 AMUTEET) |, on page 116
o HoAth 2% 57 W O 0L JE 48, on page 116
o K MAPEFA L JERS, on page 116

it

ﬁ%@&m%ﬁﬁ%%& F%%%LﬁﬁA%D,AWE“de”ﬁ“wwﬂ”,ﬁM@ﬁﬁ
Mk “pubhcl” EAFRTA RIS A0 FOGIR [AUAT AR SR MR A A T i i g 2%
M 723834 publicl 443%

virtual gateways:
if (recv-listener == "OutboundMail") {
alt-src-host ("public2");

}

fRIEFNZRU(E A R — AT 2 Fr i IE 2=

A R ATy A5 PP R R B A oSG T P2 PR A FEAOT B2 “listenerl” b W03 ) B A7 BB a2k
BB “listenerl”  CFFENACE MR A LW P BB ME— L g2 ) -

same listener:

if (recv-inj == 'listenerl') {

alt-src-host('listenerl');

}

B IE Pl g =S

K B AR VCE N N BRIV RE o B, HE e AT A SR AL BRI R 58 MOV R, ITANE RS
U A AT AL BE

textfilter-new:

if (recv-inj == 'inbound' and body-contains ("some spammy message")) {

alt-rcpt-to ("spam.quarantine@spam.example.com") ;

}

IR ER Im IS S 2R (BNt AEFr)

TR s A7 S SR K S (fBckeok B b B AMITIT R P & S AT HTD o R P kR R
mycompany.conlﬁﬁﬁi*@t&:

DomainSpoofed:
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if (mail-from == "mycompany\\.com$") {
if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}

EFHIRBIHIESE (ZMTER)
HLESCHAL, AR S Z AT R P 45 S A H -
domain_spoof:
if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) f{
archive ('domain_spoof');
drop ()7

}

Hith EF R WmiBld e =5
B SO ORI B

reject domain_ spoof:

if (recv-listener == "MailListener") {
insert-header ("X-Group", "$Group");
if ((mail-from == "Q@test\\.mycompany\\.com") AND (header ("X-Group") != "RELAYLIST")) {

notify ("me@here.com");
drop () ;
strip-header ("X-Group") ;

}

MBI SR 2

SR pEE A 2B AT E S BRI I 51 i PR AT LA B € Exchange ik 5545 B
At B 1 P . )

External Loop_ Count:

if (header ("X-ExtLoopl")) {
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if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {
if (header ("X-ExtLoopCount7")) {
if (header ("X-ExtLoopCount8")) {
if (header ("X-ExtLoopCount9")) {
notify ('joe@example.com');
drop () ;

}

else {insert-header ("X-ExtLoopCount9",
SRemoteIP"); }}

else {insert-header ("X-ExtLoopCount8",
else {insert-header ("X-ExtLoopCount7",
else {insert-header ("X-ExtLoopCount6",
else {insert-header ("X-ExtLoopCount5",
else {insert-header ("X-ExtLoopCount4",
else {insert-header ("X-ExtLoopCount3",

else {insert-header ("X-ExtLoopCount2",

else {insert-header ("X-ExtLoopl", "1");

}

\}

"from

"from

"from

"from

"from

"from

"from

"from

Z# 534 sha-2s6 giEsnmmmems |

SRemoteIP");}}
SRemoteIP");}}
SRemoteIP");}}
SRemoteIP");}}
SRemoteIP");}}
SRemoteIP");}}

SRemoteIP"); }}

Note  ERU\TEUL T, AsyncOS 2% [ SRS R I AL L 100 YRR 5 MR B 14«

EF 5 31 SHA-256 i & 35 PT B /Y fR 14 B 14

A L D8 A DL 237 5 SOPF RO 51036 mR KR R ST SHA-256 fELUG IR A IS o (8 A IS P P

File Hash Message Filter: if (true)

{ drop-attachments-by-hash ("SHA-256 hash 1list"); }

9N SR M5 3244 SHA-256 538 sS L, TN X3 HR {4

U SRS B 5 S-S 512 o ARG 72 SCAF SHA-256 {BULHC, WU A st o 8 25 20 A 44
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File Hash Message Filter: if (attachment-hashlist-match("SHA-256 hash list"))
{ drop(); }

Fc BT A

T DIPTSR TR 7, I, 2 R B O AR T <
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