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switch(config)# role name Limited-Access
switch(config-role)# rule 1 permit read-write
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switch(config-role)# rule 1 permit read-write
switch(config-role)# rule 2 permit read-write
TargetParamsEntry

switch(config-role)# rule 3 permit read-write
TargetAddrEntry
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interface

snmp
snmp

snmp

PN

. &% Ausernamem S :

Swi t ch(confi g) #username admin privilege 15 password 0 ciscol23!

2. ERRHRADIUSHRS 25 (ACS)MIPHtiL |, 5

switch# conf terminal

WA

switch(config)# Radius-server host 10.10.1.1 key ciscol23

authenticationaccounting

switch(config)# aaa group server radius RadServer

swi tch(confi g-radi us)#server 10.10.1.1

swi tch(confi g-radi us) # use-vrf Management
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3. EiﬂﬂiﬁRADIUSHE%%ﬁ—Hﬁﬁ , i5 % Atest aaa®mi & :

switch# test aaa server Radius 10.10.1.1 userl Ur2Gd2BH
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4. ERBERZEHWIE , FHA

Swi t ch(confi g) #aaa authentication login default group Radserver
Swi t ch(confi g) #aaa accounting default group Radserver
Swi t ch(confi g) #aaa authentication login error-enable
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7. Click OK.
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1ENexus_E%i Ashow rolefi & LAE R E B A& & F BB /Y 5 RN,

switch# show role (Displays all the roles and includes
customroles that you have created and their perm ssions.)

Rol e: network-adnin

Description: Predefined network admin role has access to all
comands on the switch.

1 pernmit read-wite

Rol e: Li m t ed_Access
Description: Predefined Limted_Access role has access to these conmands.
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1 pernit read-wite feature Interface

Nexus i F & &% Bl iE

FRAEACSEEEMN AP, B MHRBERENexus, BFJg , i Ashow user-accountdns 5 LA UF it A
FPRAEBEALimited AccessAf :

swi t ch# show user-account

user: adm n

this user account has no expiry date
rol es: net work-adnin

user: Test

this user account has no expiry date
roles: Limted Access

BARFBRARSE  RIEERXAZ R AZOGTUANG T, BMIELAFHR.

mORHEREFTE (XRIMAFT ) XIFHEL show wH. EAKHBERRETEXEE show
T B 2.

. showrole — ERAEENFMEEMN G RFN,
. show user-account — & RAF KA FMAEEHTEREDHE,
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1. {# Fshow running-config aaa¥lshow aaa authentication#s < 3 iE BB NAAALE B T B 4 K10 .
2. X¥FRADIUS , f# Fishow aaa authentication®lshow running-config radius#s < % 1if K #£L 8% B
M K (VRF)SAAAL K XER,
3. MBEXLEMSRIEXELIER | 5% Adebug radius allés < LA E AR ER A RidH.
4. WIFMACSHEE T IEFIE M.
mORERBEEFTE ([REMAF ) TIFFELE show BH. EAMLMERETIERXRESE show
R DA,

AR FHdebugi T2 Bl , BZMABEXDebugin THEEFE.

- show running-config aaa-

- show aaa authentication-

- show running-config radius
- debug radius all
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