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SE1IEISELEESAMLE IR HTERF
1.ffAzure ADELE 1 S EFSAML & 3R
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Cisco BB THLUTEE :

1. BRHSE 3.1
2. SAML SSOEp&E
3. Azure AD

fiE R 4A ¢
XA ERET AT REMBEAARA :

1. BRHSE 3.1
2. Azure AD

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
wh(RIA) BE. MRENMELTEIRS , FERETRAERSHBERRE,

db B /=
85 E S [=PTirN

SR RHEER(IdP)

FEXER T RAzure ADNERNNE , ATRIEAFSHURNIERNER (“RSRHERE") 1
7 ] A% PR 7 75 BR IX EE AN BR

fRS5iR A (SP)

APRERRNEERRARS , ERHIHNISERMARSE.

SAML

R4 Wi SHRICIE S (SAML) 2 A VFIdP ISP i B AUSIEH FF BT A .

SAMLEZE A A BHFICE S (XML)EH 5 4124 E MRS 42 Mar LS,
SAMLEFIF &1 BRI SEAZ B  WEERBRS.

SAMLK S

SAMLET S 2 5 M2 HREF X XIS AP ERH RS RAREIXMLIAY,
B=RTRXHNSAMLETIS — BHRIE. BEMBIORE,

- SRS FERAFNS S , ARHAFERAREUREERANSGRIESE (Hl



, Kerberos , A% )
- HEMSHSAMLE Y (REEXAFEENBERIERR ) BE4ARSRMAR

- BRURRKSFHAMASREHERERRS , ENRMARME %Hﬂ?ﬂﬁﬁ%?&ﬂ&:ﬁﬁki%fﬂﬁ%
RV A MR L AR E R,

S nER

SAMLIN THEREBERE S MPIRERER. Azure ADMRFZIREREFISECEEEEXAF,. BXNE
HHER,

ENMNAFPBYSHREEFZE R —RERER(SSO) , Ri5Azure ADRMUEFERAF AL RIXLE
AR S5 B SAMLIE ME4& % 45 ISE

ISEMAZzure ADE SRR BB RIUE , WEAFTR.

Web Browser ISE Azure AD

25 ) &

L User sglects SAML Login
option on ISE GUI

Internal Redirection to Azure
https://login.microsoftonline.com/

F

v

SAML Request, Identity Provider (Azure AD) authenticates the user

Encoded SAML Response is returned along with assertion data

SAML Response is sent to Service Provider (ISE)
t 3

ISE confirms successful authentication as a
result of SAML Response parsing, browser
is redirected and logged into ISE GUI

-

A
k4

Bt i& SAML SSO5Azure ADRYEERX
$B1.EISELBEESAMLE PIEHEF

1.¥5Azure ADELE 7 S\ EBSAML B 177

EISE L , S E|Administration > Identity Management > External Identity Sources > SAML Id
Providers , A jg R iiAddiZ4,



% Ald Provider NameH £ HSubmit AR EE. IdREEFBMXISEEN , MBI Ro

= Cisco |5 Administration - ldentity Managament
Identities Groups External Identity Sources dentity Source Sequences Settings

Azurg
External ldentity Sources

2. ELEISESHRIETTE

S EAdministration > System > Admin Access > Authentication > Authentication Method , &5

1% Password Based#i£3%40,
MIdentity Source THIFI R PR Z B I ENFTEZIDRRMEREN , BT

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Authentication
Authentication Method Password Policy Account Disable Policy Lock/Suspend Settings

Authorization

Authentication Type

Administrators

Settings

(7) Client Certificate Based

SAML:Azure L

SR HERSRHEBEER

ERINEE>FHEESHEF MR > SAML IdIRERF> [EHSAMLIEHREF].
FiZ & F t0# Bl Service Provider Info , ARG # HExportiz4ll ( MBEFFR ) o



ldentity Provider List » Azure_SAML

SAML Identity Provider

General dentity Provider Config. Service Provider Info.

Service Provider Information

(] Load balancer

Export Service Provider Infa. Export

Includes the following portals:

Sponsor Portal {default)

TE . xmIX 4 HRF, i2%Location URLFentitylD{E.

<?xml version="1.0" encoding="UTF-8"7>

<md:EntityDescriptor entityID="http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd" xmlns:md="urn:oasi
<md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" WantAssertionsSig
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIFTjCCAzagAwIBAgINAg2amSTL6NAE8FY+tzANBgkghkiGOwOBAQwFADATMSMwWIQYDVQQDEXpT
QUIMX2TzZTMEMS0x0S5ja3VtYXIyLmNvbTAeFwOyMTA3MTkwMzI4MDBaFwOyNjA3MTgwMzI4MDBa
MCUxIzAhBgNVBAMTGINBTUXxfaXNTMyOXLTESLmNrdWlhcjIuY29tMIICIjANBgkghkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAviT1a4+S0uP33j037yCOXnHAZzADupfgcgwcp13QnFxhVfnDd01ixGRT817aQ
1zdKhpwf/BsJeSznXyaPVxFcmMFHbmyt469gQ/jQQEyt7YhyohGOt1lop01lgDGwtOnWZGQ+ccvgXSL
GelHYdTDtE1LMEcGg1mCd56GfrDc]dX0cZImiDzizyjGKDdPf+1VM5JHCo6UNLF1IFyPmGvcCXnt
NVgsYvxSzF038ciQqImOsqrVrrYZuIUAXDWUNUg9pSGzHOFkSsZRPxrQh+3N5DEFFIMzybvmlFYu
9h83gL4WIWMizETO6Vs/DOp6BST2MPxKe790R5TfxFqIDIDNYgCnHMGooVmnSSnDsAgWebvF1luhZ
nGGkH5R0gT7v3CDrdFtRoNYAT+Yv0941KzFCSEOsshykGSjgVn31XQ5vgDH1PvgNaYs/PWiCvmI/
wYKSTn9/hn7JIM1DgOR1PGEkVjg5WbxcViejMrrIzNrIciFNz1FuggaE8tC7uyuQZa2rcmTrXGWC]
sDU4uOvFpFvrcC/Tavr9Fnx7LPwXa0asvld19SPbD+qYgshz9AI/nIXaZdioHzEQwa8pkoNRBwjZ
ef+WFC9dWIy+ctbBTO+EMO6Xj1laTI1bV80mN/6LhiS8g7KpFz4RN+agliu6pgZ5058Zot9ggkpFw
kVS9vT4EOQzwWNGo7pQI8CAWEAAaNIMHswWIAYDVRORBBkwF4IVaXNTMyOxLTESLmNrdwWlhcjIuY29t
MAWGA1UdEwQFMAMBAf8wCwYDVROPBAQDAgLsMBOGA1UdDgQWBBRIkY2z/9H9PpwSnOPGARCj51aZ
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDQYJKoZIhvcNAQEMBQADggIBAIE6GmMNnBL
206Dkb6fHdgKd9goN8N2bj+34ybwxqvDSwGtn4NAG6HY1q7N6i1zAD/7s0ZfHgOT2UTgZpRFIFsHN
CGchSHgDt3bQ7g+GW1vcgreC7R46genaonXVr1tRwllvVIdCf8IQFFMxya/rIC4mxVeoo0j1F19d
rvDBH+XVEt67DnQWkuLp8zPJUugfad4HOvdm6oF3uBteO/pdUtEi6f0bqrowCyWd9Tjq7KXfd2ITw
hMxaFsv8wWcVuOMDPkPIxUwwt6gfHObE5TuT4EYVuuHiwMNGbZqggb+ad4uSkX/EfiDVoLSL6KI31
nf/341cuRTIUmDh9g2mppbBwOcxzoUxDm+HReSe+0JhRCyIJcOvUpdNmYC8cfAZuiV/e3wk0BLZM
TgV8FTVQSnra9LwHP/PgeNAPUcCRPXSwaKE4rvjvMc0aS/iYdwZhZiJ8zBdIBanMv5mGulnvTEt9IK
EEwj9ysT1IHmdgoH3EmOFOgnzRORVSMPbIxXAoTFjfoITTMdQXNHhg+w1POKXS2GCZ29vAM52d8ZCq
UrzOVXNHKWKwWER/gq1GgaWvh3X/G+z1shUQDrJcBdLcZI1WKUMa6XVDj1l8byhBM7 pFGwg4z9YIZGF
/ncHcoxFY759LA+m7Brp7FFPiGCrPW8EOV7bUMSDmmg/53NoktfJ1CckaWE87myhimj0
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>



<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</md:NameIDFormat>
<md:AssertionConsumerService index="0" Location="https://10.201.232.19:8443/portal/SSOLoginResponse.act
<md:AssertionConsumerService index="1" Location="https://ise3-1-19.onmicrosoft.com:8443/portal/SSOLogin

</md:SPSSODescriptor>
</md:EntityDescriptor>

XML Ry ERE 1

entitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumerService
Location="https://10.201.232.19:8443/portal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise3-1-
19.onmicrosoft.com:8443/portal/SSOLoginResponse.action"

F£—% : BEEAzure AD IdPIZE
1.012Azure ADF =

&% ZE|Azure Active DirectoryB B I AMUERIR , RBEREHAD , EAFFR.

Azure Active Directory admin center

Dashboard > Default Directory

1% Dashboard . 3
— w Default Directory | Overview

= All services Azure Active Directory

O % Switchtenant [i] Deletetenant —+ Createatenant [ What's new [&5] Preview features 7 Got feedback?

% Azure Active Directory O Overview

y
¢ Getting started

Ak Users B 9

O Azure Active Directony can help you enable remote work for your employees and partners. Leam more

s . e & Preview hub

s Enterprise applications

# Diagnose and solve problems

.
Default Directory
Manage
£ Search your tenant
&h Users
& Groups % Tenant information @ Azure AD Connect
BE  External Identities
Your role Status
sk Roles and administrators Global administrator More info Mot enabled
A Administrative units (Preview) License
Last sync

m g _— Azure AD Premium P2
= Enterprise applications Synt has never run

Tenant ID

CH Deviees
B4aceb48-115d-4ad9-a3bf-7EE0...

5 App registrations

Primary domain
@) Identity Governance ekomeyccisco.enmicrosaft.com
BT Application proxy

. .
a Licenses

Sign-ins
b Azure AD Connect 3
28
k= Custom domain names 26
24
3 Mobility (MOM and MAM) 2

2
Password reset g 23


http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action

% Users , SdNew User , RIEEZEERE User name. NameFinitial Password, 2@ Create ,
AP~

Identity
User name * (i) | mck /|@| gdplab2021.onmicrosoft.. |E
The domain name | need isn't shown here

MName * (i) | mck /|
First name | |
Last name | |
Password

@ Auto-generate password

O Let me create the password
Initial password

|:| Show Password

2. 812 Azure ADA

ﬁ?¥éﬂo iEENeW Groupo

Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

& + New group | L Download groups [i] Delete ) Refresh == Columns

&2 All groups

2 Deleted 6 This page includes previews available for your evaluation. View previews —>
eleted groups

« Diagnose and solve problems ‘ O Search groups +? Add filters

A KRR 7 Security, MEFTR , BLEGroup name,



Azure Active Directory admin center

© Dashboard > TAC > Groups >

Edl pashboard
New Group
i= all services
* FAVORITES
Group type * @
B Azure Active Directory | Security v |
& HEEE Group name * (i)
) Enterprise applications | ISE Admin Group \/|

Group description (D

| Enter a description for the group |

Azure AD roles can be assigned to the group @
T
Membership type * @

| Assigned %

Owners

Mo owners selected

Members

Mo members selected

3.FAzure ADAF D BELA A

8 #HNo members selected, EBRAF , REREHER, £fiCreate ABIE DB ERAFWA,



Add members

Search (D)

,-5:' mck

mck
mck@gdplab2021.onmicrosoft.com

Selected items

Mo items selected

& X E Group Objectid , EILREAH , ISE Admin GroupHI{E 71576c60ec-cOb6-4044-a8ec-
d395b1475d6e ( tIEFTR ) o



Dashboard >

&3 Groups | All groups
TAC - Azure Active Directory
« 4N 4 = W Delet O i = : = o
T~ Newgroup ¥ Download groups Delete Refresh =2 Columns Preview features A Got feedback?
& Al groups

This page includes previews available for your evaluation. View préviews =
& Deleted groups o 2 v

A Diagnose and solve problems

|/'-‘ Search groups | * Add filters
Settings Name Object Id Group Type Membership Type
@ General ] . ISE Admin Group l 575:50ec-c0b6-4044-a8ec-d395b1475d5el Security Assigned
3 Expiration

3 Naming policy

4.2 Azure AD Enterprise S T2 F

EADT , %&$REnterprise Applications , 5% HiNew application.

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications

Ell Dashboard z ' L : :
Enterprise applications | All applications
1= All services Default Directory - Azure Active Directory
% FAVORITES & -+ New application == Columns [&] Preview features < Got feedback?
B Azure Active Directory et
. O Try out the new Enterprise Apps search preview! Click to enable the preview. =
6 Users 0 overview
£ Enterprise applications # Diagnose and solve prablems Application type Applications status Application visibility
| Enterprise Applications | | Any v | | Ay v
Manage
BE Al applications | First 50 shown, to search all of your applications, enter a display name or the application ID.

1%£$% Create your own application,



Azure Active Directory admin center

Dashboard Enterprise applications

=
E00 pashboard Browse Azure AD Gallery

= all services

* FAVORITES | t Create your o\-.r\.aFDh:a'.Ec“I © fequestnew galleryapp | A7 Got feedback?

B Arure Active Directory
0 You're in the new and improved app gallery experience, Click here o switch back to the legacy app gallery experience, =%

:. Users

) Ean e O oe e 1 -
s Enterprise applications | A search application Single Sign-on : All User Account Management : All Categories @ All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle
. = 3
Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy Manage Application Pro:

—3 Federated 550 gJ Provisioning
Featured applications

Adobe Creative Cloud Adobe Identity ADP GlobalView
‘ Wicrosoft Carporation ‘ Management ({Deprecated)
D Adobe lne ' ADP LLC

Adobe Adobe 2= e

WMARARFNER , RFER Integrate any other application you not found in the gallery(Non-
gallery)(ENERE ( 3ERE ) FHRAINVFIEHMUARER)RiEEE , AFE THCreatetRf ( W0
EFR ) .



Create your own application X

What's the name of your app?
| 1SE_3_1_Admin_SSO o

What are you looking to do with your application?
II:) Configure Application Proxy for secure remote access to an on-premises application

(:) Register an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

SAFERMEIN AR

EESBERAFMA,

% Dashboard » Enterprise applications >

B . .
o esneesd g2 ISE_3_1_Admin_SSO | Overview
= All services Enterprise Application
*  FAVORITES &
B Azure Active Directory i oveniew Properties
B isers [ opeployment plan H Name (D
ISE_3_1_Admin_S50
8 Enterprise applications Manage | E20 = B |
Il Properties Application 1D (@
. | T6b82bcb-a918-4016-aad?-... [ |
& Ovmers aiisetin il
ject I ®
4. Roles and administrators (Preview) l 22aedf32-82¢T7-4712-ab34-1.. [ ]
& users and groups .
Getting Started
D Ssingle sign-on
@ Provisioning
B} application proxy & 1. Assign users and groups —3 2. Set up single sign on
G Self-cenvice Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials
Security Assign users and groups Get started

& Conditional Access



# #Add user/group.

Azure Active Directory admin center

E Admin_§

Dashboard > Enterprise applications > ISE_3_1_Admin_S50
Bl Dashboard -
a ISE_3_1_Admin_SSO | Users and groups
= Al services Enterprse Applicaton
L b T Acd serigroup t =2 colemrs | & Got feedback?
B Azure Active Directory B Overview
= 0 The spplication will appesr for attigned usent within My Apps. Set ‘visible ta ubert? 25 no in properties t prevent this, —3
a Users D ceployment Fan
B8 enterprise applications Manage £ Firsd 200 shown, to search a
It eropenies Dislary Nasme Dbject Type Rale assigred

KREAFME,

Azure Active Directory admin center

® Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >
Ell Dashboard :
ashooar Add Assignment
= All services Default Directory

FAVORITES

. . Users and groups
Azure Active Directory >

*
2
& Users

a= Enterprise applications

None Selected

User

EEREZAEENA , AERETERE,

N B AERETEPANENIRESRE B rARINASNEERESRET
K12 ISEHY I AR,

Users and groups

L2 Search

ISE Admin Group

@

mck@gdplab2021.onmicrosoft.com

EEA R , B hAssign.



Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Dashboard Add Assignment

= All services Default Directory

+ FAVORITES

A\ When you assign a group to an application, only users directly in the group will have access. The assignment
b Azure Active Directory does not cascade to nested groups.

& Users

EE, Enterprise applications

Users and groups

1 group selected.

User

Hit , ERENANAFMARESIERATIEA,

Azure Active Directory admin center

% Dashboard > ISE_3_1_Admin_550

Slosbos @ ISE_3_1_Admin_SSO | Users and groups

= All services — Enterprise Application

EUNEARORIIES ® + Add user/group &7 Edit [ Remove /2 Update Credentials == Columns AP Gotfeedback?
B ovenview

B Azure Active Directory
o The application will appear for assigned users within My Apps. Set “visible to users?” to no in properties to prevent this. =

| Plan
.t‘ Users [ oeployment Plan
u Enterprise applications Manage £ First 200 shown, to search all users & groups, enter 3 display name.

Il eroperties Display Name Object Type

& Owners D . ISE Admin Group Group

»

s Roles and administrators (Preview)

& Users and groups

6.EiEAzure AD Enterprise S T2 F

SEENNARRF , R K TESet up single sign on.

Azure Active Directory admin center

* Dashboard * Enterprise applications >
Eil pashboard H :
g2z ISE_3_1_Admin_SSO | Overview
= All services - Enterprise Application
* FAVORITES &
B Azure Active Diractory i overview Properties
& Users M peployment Flan H Name @
: T ISE_3_1_Admin_S50 [11]
i Enterprise applications Manage | |
i . Application ID @
il Properties
| T6b82bcb-as18-4016-aad7-... [ |
& Owners -
Object I &
i FRoles and administrators (Preview) l 22aed{32-82¢7-47f2-ab34-1... ]
& Users and groups .
Getting Started
3 single sign-on
® Provisioning
Bl Application proxy a 1. Assign users and groups _3 2. Set up single sign on
© seli-service Provide sp-_?:i{ift users and groups access Enable Jslers to sign into their application
to the applications using their Azure AD credentials
Security Assign users and groups Get started

& cConditional Access



ET—1REFFIEESAML,

Azure Active Directory admin center

Dashboard *» Emterprise applications » 15E_3_1_Admin_550
[~4] H - &
Oachbiomnd dmin_$S0 | Single sign-on -
= All senvices plrcaton
* FAVORITES 2 z
X o Select a single sign-on method  Help me decide
B Azure Active Directory RSN
& users M Cepieyenent Plan
H rprise i Mansge ® Dizabledd SAML ﬁ Paspword-bazad
B cnie pupkee s = Single sign-on iz not enabled. The user Rich and secure authentication to Pasgword storage and replay using a
Il Properties won't b able to launch the app frem applications using the SAML (Security web browser axtension or mobile app.
e My Apps Assartion Markup Language) protocol.
& Owmers
s Roles and administrators (Freview)
2 Users and groups
D single sign-on
D Provisioning Co) Linked
Li application in My Apps

B applhcation proxy andjor Cfice 365 application Buncher,
G seti-senice
Sacurity

& Conditional Access
& Pemissions

W Token encryprion
Ativity

D g

i Usage & insights
W auc logs

& Provisigning logs

IS Acoess reviews

KREEXRSAMLE EZ U RE.

Set up Single Sign-On with SAML

Read the configuration guide 7 for help integrating ISE30.

o Basic SAML Configuration 2 Edit
Identifier (Entity 1D) Required
Reply URL {(Assertion Consurmer Service URL) Required
Sign on URL Optional
Relay State Ootional
Lagout Urd Optional

e User Attributes & Claims 2 Edit

givenname user.givenname
surname usersurnarme
emailaddress user.mail

name user.userprincipalname
Unigue User Identifier user.userprincipalname

£ Fi 5 BRExport Service Provider Information XML ## # entity| DB 8 FE 4RI &F (Entity ID). &£
FAssertionConsumerService H i Locations {E1E 7t Reply URL(Assertion Consumer Service
URL), Click Save.



N B EEURLAEERFIE AT SEURLEEEHEIPREN AR,

Basic SAML Configuration

E| Save

Identifier (Entity ID) * @
The default identifier will be the qudience of the SAML response for IDP-initiated 550

Default
http://CiscolSE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd 0]
http://adapplicationregistry.onmicrosoft.com/customappsso/primary \:\ (@
|
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated 550
Default

https://10.201.232.19:8443/portal/S5CLoginResponse.action 0]

Sign on URL @

Enter a sign on URL

Relay State @

Enter a relay state

Logout Url @

Enter a logout url

7.Ei B Active Directory/H & M

EREAHEENABMEE  EREAFEENIARPESZULNRE.




User Attributes & Claims

givenname

sUrname
emailaddress

name

Unigue User |dentifier

# FAdd a group claim,

user.givenname
USer.surname

user.mail
user.userprincipalname
user.userprincipalname

£ Edit

Azure Active Directory admin center

«
Ell Dashboard
= All services

% FAVORITES -+ Add new claim

2 Azure Active Directory

& Users Required claim

' Enterprise applications Claim name

Dashboard > Enterprise applications > ISE30 > SAML-based Sign-on >

User Attributes & Claims

-+ Add a group claim [== Columns

Unigue User Identifier (Name ID)

Additional claims

Claim name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/name

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Value

user.userprincipalname [nameid-for... =**

Value

user.mail
user.givenname
user.userprincipalname

user.surname

1% Security groups , RE# HiSave, ESource attribute T H 3K 2 i%EEGroup ID, EH I EIE
EAEENAFHENEN , HiABTHGroups,



Group Claims

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

(:) Mone

All groups

@ Secunty groups
O Directory roles

O Groups assigned to the application

Source attribute *

| Group 1D

Advanced options

Customize the name of the group claim

Mame (required)

| Groups

Mamespace (optional)

|:| Emit groups as role claims (O

BB N ZEANTREBEERHR. EAXHIH , ©RGroups.



Azure Active Directory admin center

X Dashboard * Enterprise applications * |SE_3_1_Admin_550 > SAML-based Sign-on >

B 1 i

£l Dashboard User Attributes & Claims

= All services

* FAVORITES + Add new claim Add a group claim == Columns

B Azure Active Directory

Users Required claim

Enterprise applications Claim name Vi

i

Unigue User Identifier (Wame ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value

Groups user.groups
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org,/ws/2005/05/ identity/claims/givenname user.givenname
http://schemas.xmlscap.org,/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/surmame usersurname

8. T HAzureBx & & 14 W iE ST EIBXMLIL 44

ESAMLEZIEH S |, BEHDownload X Bk & Tt HIEXML,

SAML Signing Certificate /' cdit
i

Status Active

Thumbprint B2AFABB4TB350C93DEZD59ECETEEACE12CE84462

Expiration 71972024, 12:16:24 PM

Maotification Email chandandemo@outlook.com

App Federation Metadata Url https://login.microsoftonline.com,/182900ec-e960... [

Certificate (Basegd) Download

Certificate (Raw) Download

|Feceration Metadata ML Lownload |

B=2 . N TEIEMAzure Active Directory £ £ FIISE
SMEEE>SHEE>NTH DR > SAML [dREREF> [BHSAMLIRHEEF].

%10+ )% Bl Identity Provider Config , A5 & tiBrowse, M T EHAzureBk & THIBEXMLE B ik
BERATHREXMLY Y , REETRF-



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
Azure
External ldentity Sources
= SAML Identity Provider
Cartificate Authentication § Genaral Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

£ Active Directory % + - "
Identity Provider Configuration
LDAP Impet |dentity Providar Config File | Choose File (1)

Provider Id
ODBC

1 RADIUS Tok Single Sign On URL hitps:{flogin. microsoftonline.com/182900ec-e960- 4340-bd20-e4522197aci8/saml2

b oKken
Single Sign Out URL (Redirect) hitps:/flogin. microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/sami2
RSA SecurlD .o -
Sianina Certificates

SAML Id Providers
Sl agon Subject Issuer Valid From Valid To (Expira... Serial Number

1 Sacial Login
CN=Microsoft Azure Federated S50 Certificate  CM=Microsoft Azur.  Mon Jul 19 12:16:2. FriJul 19 12:16:24 .. 2528 CB 30EB AL 8O B

$ME : FISELEESAMLA

P B Groupsit Tl , ARJFFFClaim namefy{E M Configure Active Directory Group attribute®s i 2|
Group Membership Attribute

= Cisco |S] Administration - Identity Management

ldentities Groups External ldentity Sources Identity Source Sequences Settings

ity Provider List » Azure
External Identity Sources

SAML Identity Provider

1 Certificate Authentication F General Identity Provider Config Service Provider Info Groups Anributes Advanced Settings
—
1 Active Directory
Groups
I LDAP

Group Membership Attribute | groups
1 ODBC

RADIUS Token

! RSA SecurlD

F1 SAML Id Providers O Mame in Assertion Name in ISE

#HAdd. ERAERFAzure Active Directory A 7 7 Bl EI4A PRV ISEE AR AN RIDEEF
Assertion® B & #o

FERATHIREEISEFNER , HEISELEFREHMWA, EAXRRFISH | FERHERSuper
Admin, Click OK.Click Save.

X2EAzure F VAT ISE LR H B TRz (B B 2R ST,



Add Group

*Name in Assertion 576c60ec-c0b6-4044-a8ec-d3

*MName in ISE Customization Admin N

Customization Admin
ERS Admin

ERS Operator
Elevated System Admin
Helpdesk Admin
|dentity Admin

MnT Admin

Metwork Device Admin
FPolicy Admin

REAC Admin

SPOG Admin

Super Admin

System Admin
TACACS+ Admin

—

(Wit ) $55, EERBACERK
ME—SF | A4EISE LRBY S REXEN A BRI,

EREETAENIFREFIKE(RBAC) , iHS M EIAdministration > System > Admin Access >
Authorization > Permissions > RBAC Policies H RIEEEH# TE &,

HRERX REIEENSE,



~ RBAC Policies

Rule Name Admin Groups Permissions
lCustomizaticm Admin T pustomization Admin Menu ... T Actions
Elevated System Admin + n System Admin Menu Access... T Actions
ERS Admin T Super Admin Data Access T Actions
!ERS Operator '. lSuper Admin Data Access T Actions
ERS Trustsec T Super Admin Data Access r Actions
Helpdesk Admin T : Helpdesk Admin Menu Access T Actions
_Identlt-,r Admin i] !denliw Admin Menu Access... t Actions
MnT Admin - MnT Admin Menu Access =T Actions
Netwolk Device Admin T !\ietwork Device Menu Acce... T Actions
Policy Admin T n  Policy Admin Menu Access ... Actions
RBAC Admin T 2 RBAC Admin Menu Access ... T Actions
Read Only Admin T super Admin Menu Access ... T Actions
SPOG Admin T Super Admin Data Access Gl Actions
Super Admin T Super Admin Menu Access ... T Actions
Super Admin_Azure _Suner Admin t r _Super Admin Menu Access ... T Actions
System Admin T System Admin Menu Access... T Actions
TACACS- Admin T TACACS4 Admin Menu Acc... T Actions

56 UF
BAEHRETHER,

N B - Azureli TAER AYSAML SSOB IR TR . SAMLIERAFAHISEREE | Azure
SAML SSOF REIEE T 1E,

fTFFISE GUIRRIETRER. REFETS—MEASAMLE RHHTIET,
1. REMISE GUIRRIE , AR/ HEASAMLE X,



TN
CISCO

l[dentity Services Engine

Intuitive network security

Log In With SAML

[ Log In With ISE ]

English | B45E

Froblems logging in?

2.RRSFIEBEED EMicrosoft B XRERE., WRFTR , W A 2ISENA Rk HEF B EIE
,RERET—% , AR,



Be Microsoft
Sign In

mck@gdplab2021.onmicrosoft.com

Can't access your account?

SHMARPHNER  AERHER.



B Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Forgot my password
Sign in

4 EEFHREEREISENAMERNR , R\ IR ENISEAR EMNMINR , MEFATR,

nnnnnnnn

HEHEER

REo RENEETATHEERTHRED R,



A ALIP

T BR1E3% H B8 MAzure Active Directory 2 [BIAMESAMLE R ZEXEE, Eit , BRI LIEENG
PIRHUEREF (Azure) KBNS B HRIEEKXNEIR , HPISESEH KRB,

B A HIN RNk P EB A EREEIR, WA, ISEMREBERAFPEIE , lEtHRENX
HAIdP(Azure),

TRENERZKSEEFERIFDFER, EFRLFAS  EEFZBRNZKSREEBHR
B, MEAR

B Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password
Sign in

BE 2. AP TAETFMIZAFIHBISAML SSOME., SHIEMEREL , ISEMARKBIAFEKE , It
it A2 R A IdP(Azure),

EfERI R : BiIFAdd group to the Applicationfit B S B2 & T , BT,



% Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADST550105: The signed in user
‘userwithoutgroup@gdplab2021.onmicrosoft.com’ is not assigned to a role for the
application "76b82bcb-a%918-4016-aad7-b43bcd4326254'(ISE_3_1_Admin_550).

Troubleshooting details 4
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 1215cea0-c349-4bee-922d-262995222101

Correlation Id: 71052620-45¢1-4fad-baas-ff75842cfo10

Timestamp: 2021-08-04T22:48:02Z

Message: AADSTS50105: The signed in user 'userwithoutgroup@gdplab2021.onmicrosoft.com’
is not assigned to a role for the application '76b&2bch-a918-4016-3ad7-
b43bc4326254°(1SE_3_1_Admin_S50).

Flag sign-in errors for review: Enable flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.

B 3.ISEN ARSZ BT ELEBSAMLERER, YMNBHREEFAZUeTT TR RS RRUEERF
ISEX#£SAMLIERAET , @XEEBE, MAzure ADMESSOBEFZFE/ER , ENISEFRXEHFHIE
HEF L RHWSAMLIER,



10.201.232.19:8.4

B

This page isn't working

10.201.232.19 is currently unable to handle this request

l d > Enterprise applicat E3.1 Adm Test single sign-on with ISE_3_1_Admin_S50 x
ISE_3_1_ Admin_SSO | SAML-based Sign-on -

FIB 4.ISEERRZREE R BRMEL HIR. J2aEAzurettl M A aIZNANFEHBRE
ISEFRFILEL , 2 RELEHEIR,

ERRIEE : BRAzure MISEHR“SAML & 1 12 £ 72 7 4" (SAML Identity Provider Groups)i£ Wl
THAHEFHENMER. BXFAGE , B RAAXENFERAAzure ADELESAML SSOF 7 TRISER
2.7.714,



||||||Il|
CISCO

ldentity Services Engine

Intuitive network security

n Access Denied

Log In With SAML

‘ Log In With ISE ]

English | BA:E

Problems logging in?

BEBRISERFE
DMEISE LB HULA M AHH BERD . SRBRE-HEHBR>BILES> R BERE.

AHEM |[BELRD |[BEXHR




i ERES guest.log

opensaml| ||ifid ise-psc.log
saml Wi ise-psc.log

SAMLE R AMAF R B MR EER B &

—4AREE | ERAPITHAOF BRI B S PEFEER = (ise-psc.log).

N ox-orEmaTE. ERED

1.APMISEEER A REEEMEIdP URL,

<#froot>

2021-07-29 13:48:20,709 INFO
2021-07-29 13:48:20,712 INFO

, B EEEE.

[admin-http-poo146][] api.services.persistance.dao.DistributionDAO -::::
[admin-http-poo146][] cpm.admin.infra.spring.ISEAdminControllerUtils -::

forwardStr for: https://10.201.232.19/adni n/Logi nAction. do

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.
[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.

IDP URL: https://login.nmcrosoftonline.con 182900ec-e960-4340- bd20-e4522197ecf 8/ sam 2

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

SAML request - spUrl ToRet urnTo:

2021-07-29 13:48:20,844 DEBUG
2021-07-29 13:48:20,851 DEBUG

2. MR BT 2R 4 I SAMLIE RS

<tfroot>

2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

https://10.201. 232.

[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

201.232.19-8443-exec-7]1[] cpm.
201.232.19-8443-exec-7]1[] cpm.
201.232.19-8443-exec-7]1[] cpm.
201.232.19-8443-exec-7]1[] cpm.

saml.framework.
saml.framework.
saml.framework
saml.framework.

19: 8443/ portal / SSOLogi nResponse. acti on

201.232.19-8443-exec-7]1[] cpm.
201.232.19-8443-exec-7]1[] cpm.

201.232.19-8443-exec-10][] cpm.
201.232.19-8443-exec-10][] cpm.
201.232.19-8443-exec-10][] cpm.
201.232.19-8443-exec-10][] cpm.

saml.framework.
saml.framework.

saml . framework.
saml . framework.
saml . framework.
saml . framework.

imp1.SAM
imp1.SAM

imp1.SAM
imp1.SAM

.imp1.SAM

imp1.SAM

imp1.SAM
imp1.SAM

imp1.SA
imp1.SA
imp1.SA
imp1.SA


https://10.201.232.19/admin/LoginAction.do
https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action

-::::- Decoded SAML relay state of: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a

2021-07-29 13:48:27,177 DEBUG

-::::- Decoded SAML message

2021-07-29 13:48:27,182
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183

opensaml.common.binding.
2021-07-29 13:
2021-07-29 13:
2021-07-29 13:

2021-07-29 13:

<tfroot>

2021-07-29 13:
2021-07-29 13:
2021-07-29 13:
2021-07-29 13:

2021-07-29 13:

2021-07-29 13:

2021-07-29 13:

2021-07-29 13:

2021-07-29 13:
2021-07-29 13:
2021-07-29 13:
2021-07-29 13:
2021-07-29 13:
2021-07-29 13:
2021-07-29 13:
2021-07-29 13:

[ parseAttributes] Set on |dpResponse object

48:
48:
48:

48:

) %

48:
48:
48:
48:

48:

48:

48:

48:

48:
48:
48:
48:
48:
48:
48:
48:

27,183
27,183
27,184

27,184

27,184
27,184
27,184
27,184

27,184

27,184

27,184

27,184

27,184
27,184
27,184
27,184
27,184
27,184
27,184
27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

ez,

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

2021-07-29 13:48:27,184 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][] opensaml.ws.message.decode

[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
decoding.BaseSAMLMessageDecoder -:::
.232.
.232.
.232.

[https-jsse-nio-10
[https-jsse-nio-10
[https-jsse-nio-10

[ htt ps-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

.201
.201
.201

201.

201.
201.
201.
201.

201.

201.

201.

201.

201.
201.
201.
201.
201.
201.
201.
201.

232.

232.

232.

232.

232.

232.
232.
232.
232.

232.
232.
232.
232.
232.
232.
232.
232.

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

opensaml.

saml2.binding.dec

opensaml .ws.message.decode
opensaml .ws.message.decode

opensaml.common.binding.
:- Intended message destination endpoint:
opensaml.common.binding.
cpm.saml.framework.impl.
opensaml.common.binding.

cpm san . framewor k. i npl .

cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework

cpm san . franewor k.

cpm san . franewor k.

cpm san . franewor k.

cpm san . franework. i

cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework

Limpl
Limpl
Limpl
Limpl

imp

imp

imp

np

Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl

de

h
de
SAl
de

SAl

.SA
.SA
.SA
.SA

. SAl

. SAl

. SAl

. SAl

.SA
.SA
.SA
.SA
.SA
.SA
.SA
.SA

- attribute<http://schenmas. xm soap. org/ ws/ 2005/ 05/i dentity/

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.impl.SA

4 WEAEM , H{EHN576c60ec-cOb6-4044-a8ec-d395b1475d6e , EZ W,


https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://schemas.microsoft.com/identity/claims/tenantid
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/identity/claims/identityprovider
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
mailto:mck@gdplab2021.onmicrosoft.com
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

13:
13:
13:
13:
13:
13:
13:

48:
48:
48:
48:
48:
48:
48:

IdP URI:
SP URI: http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd

Assertion Consumer URL:

27,185
27,185
27,185
27,185
27,185
27,185
27,186
https:

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8

https:

201.
201.
201.
201.
201.
201.
201.

232.
232.
232.
232.
232.
232.
232.

10.201.232.19:8443

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10]1[]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

ortal/SSOLoginResponse.action

cpm.
cpm.
cpm
cpm.
cpm.
cpm
cpm.

.saml

.saml

saml
saml

saml
saml

saml

.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1

.SA
.SA
.SA
.SA
.SA
.SA
.SA

Request Id: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a2fd-7047-4d1d-89
Client Address:
Load Balancer:

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,189
27,189
27,358

5. RBACER KL,

<#froot>

2021-07-29 13:48: 27, 368 ERROR

java. l ang. Nul | Poi nt er Excepti on

10.24

null

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO

.226.171

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[admin-http-poo150][] ise.rbac.evaluator.impl.

201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.

232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

cpm.
cpm.
cpm.
cpm.
org.
org.
cpm.
org.
org.
org.
org.
org.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

saml.framework.validat
saml.framework.validat
saml.framework.validat
saml.framework.validat
opensaml.security.SAML
opensaml.security.SAML
saml.framework.validat

opensam]
opensam]

opensam]
opensam]
saml
saml
saml
saml
saml
saml
saml
saml
saml
saml
saml

.xml.
.xml.
opensam] .
.xml.
.xml.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.

xml.

signature
signature
signature
signature
signature
validat
validat
validat
validat
validat
validat
validat
imp1.SA
imp1.SA
imp1.SA
imp1.SA

MenuPermissionEvaluatorImp

R R LR R L T ""~':=‘::':~.'::':~.':7‘:Rbac Log Summary for- user Sam"User:‘::’:?‘::‘:z‘::‘::‘::‘::':7':7':7':7‘::':7'::':7':7':7':7‘::':7'::':7':7':
2021-07-29 13:48:27,360

INFO

2021-07-29 13:48: 27,369 | NFO

2021-07-29 13:48: 27,369 | NFO

[admin-http-poo150][] com.cisco.ise.util.RBACUtil -:::

[admi n-http-pool 50][] cpm adm n.infra.action. Logi nAction -:::

[admi n-http-pool 50][] cpm adm n.infra.action. Logi nAction -:::

:- Populating cach

[admi n-http-pool 50][] cpmadm n.infra.utils.Perm ssionEval uationUtil -:::

In Login

In Login


https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
mailto:mck@gdplab2021.onmicrosoft.com
mailto:name=mck@gdplab2021.onmicrosoft.com

2021-07-29 13:48: 27,369 ERROR [adnin-http-pool 50][] cpm admi n.infra.action.LoginAction -::::- Can't sa\

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admi n.infra.action.Logi nActi onResul t Handl er -::

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admin.infra.spring.|SEAdm nControllerUtils -:::


https://10.201.232.19/admin/LoginAction.do
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