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ci scoasa#tshow runni ng-config : Saved : ASA Version
8.0(4) ! hostnane ciscoasa enabl e password
8Ry2Yj I yt 7TRRXU24 encrypted nanmes ! interface Ethernet0/0
nanei f outside security-level 0 ip address 209.165.201.2
255.255.255.224 | interface Ethernet0/1 naneif inside
security-level 100 ip address 192.168.100.2
255.255.255.0 ! interface Ethernet0/2 nanei f manage
security-level 0 ip address 10.1.1.1 255.255.255.0
interface Ethernet0/3 shutdown no naneif no security-
level no ip address ! interface Ethernet0/4 shutdown no
nanei f no security-level no ip address ! interface

Et hernet 0/ 5 shutdown no nanmeif no security-level no ip
address ! passwd 2KFQhbNI dI . 2KYQU encrypted ftp node
passi ve access-list nonat extended permt ip

192.168. 100. 0 255. 255. 255. 0 192. 168. 10. 0 255. 255. 255. 0
access-list nonat extended permt ip 192.168.10.0

255, 255. 255. 0 192. 168. 100. 0 255.255.255.0 !'--- ACL to
define the traffic to be exenpted from NAT. no pager

| oggi ng enabl e |1 oggi ng asdm i nfornmational ntu outside
1500 ntu inside 1500 ntu manage 1500 !--- Creating IP
address block to be assigned for the VPN clients ip

| ocal pool newpool 192.168.10.40-192. 168. 10. 50 nask
255.255.255.0 no failover icnp unreachable rate-limt 1
burst-size 1 asdm i mage di sk0:/asdm 615. bin no asdm
history enable arp tineout 14400 gl obal (outside) 1
interface nat (inside) 0 access-list nonat !--- The
traffic permtted in "nonat" ACL is exenpted from NAT
nat (inside) 1 192.168.100.0 255.255.255.0 route outside
0.0.0.0 0.0.0.0 209.165.201.1 1 !'--- Default route is
configured through "inside" interface for norma
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traffic. route inside 0.0.0.0 0.0.0.0 192.168. 100. 20
tunneled !'--- Tunneled Default route is configured
through "inside" interface for encrypted traffic

timeout xlate 3:00:00 tinmeout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00: 02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
dynami c- access-policy-record DfltAccessPolicy http

server enable !--- Configuring the ASA as HTTP server
http 10.1.1.0 255.255.255.0 nanage !--- Configuring the
network to be allowed for ASDM access. ! !--- Qutput is

suppressed ! telnet tinmeout 5 ssh tinmeout 5 console
timeout O threat-detection basic-threat threat-detection
statistics access-list ! class-map inspection_default
mat ch defaul t-inspection-traffic ! ! policy-map type

i nspect dns preset_dns_map paraneters nessage-|ength
maxi mum 512 policy-map gl obal _policy class

i nspection_default inspect dns preset_dns_nap inspect
ftp inspect h323 h225 inspect h323 ras inspect netbios

i nspect rsh inspect rtsp inspect skinny inspect esntp

i nspect sqlnet inspect sunrpc inspect tftp inspect sip

i nspect xdncp ! service-policy global _policy global ! !I-

-- Qutput suppressed ! webvpn enable outside !--- Enable
WebVPN on the outside interface svc inage
di skO:/sslclient-win-1.1.4.179.pkg 1 !--- Assign the

AnyConnect SSL VPN Client inmage to be used svc enable !-
-- Enable the ASA to downl oad SVC i nages to renote

conputers group-policy grppolicy internal !--- Create an
internal group policy "grppolicy" group-policy grppolicy
attributes VPN-tunnel -protocol svc !--- Specify SSL as a
perm tted VPN tunneling protocol ! username cisco

password fflRPGDSQIh9YLg encrypted privilege 15 !---
Create a user account "cisco" tunnel-group Test type
renote-access !--- Create a tunnel group "Test" with
type as renote access tunnel -group Test general -
attributes address-pool newpool !--- Associate the
address pool vpnpool created default-group-policy
grppolicy !--- Associate the group policy "clientgroup"
created pronpt hostnanme context

Crypt ochecksum 1b247197c8f f 70ee4432c13f b037854e : end
ci scoasa#
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