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1%EI01: CLIA % echo %CCE_JAVA_HOME%
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« - 4+ E I Control Panel » System and Security » System I o &
Control Panel Home @
® Oevice Manages T e [
& Remote settings Environment Variables X
You must be logged on 3 an Administrator 1o make mast of these changes
9 Advanced systemn settings S
SO User variables for Admindstrator
Visual effects, processor scheduling, memary usage, and virtual meemony
Variable Value
Settrgs i Path Co\Users\Adminastratod\AppData\Local Micresef\WindowsApps:
TEMP C\Users\Administrator\AppDataiLocal Temp
User Profies ThP C:\Users\Administrator AppData\Local Temp
Desiciop settings related to your signn |
Settings.
Startup and Recovery
System startup. sysbeen fadure, and debugging information Mew... Edit... Delete

. Enablevaprciier

oK Cacdl Com3pec ChWindows'\systemd 2\ cmd.exe
COR_EMABLE_PROFILING 1
COR_PROFILER AppDynamicsAgentProfiler
CORECLR_ENABLE PROFILI.. 1
CORECLE PROFILER, AgglhvnamicsAgentProfiler 2

Mew... Edit... Dedete

(i) ML <ICM install directory>ssI\%& cacerts X ¥, ZBALLUREESHIFEMVE,
SE1MNBEHEB\ICFEES. PGHIFABAWRS S HISIEF,

()VEXKEJHAWERESSE L | SMEIRSEE ( Rogers, PG, HBAWARS 28
) url:https://{servername}.



“ C | A Notsecure | https://ucce-aw.ccwebex.com

oh

General Detals Cartification Path € & Certificate Export Wizard

Show: | <All>

Export File Format
Field Value Certificates can be exported in a variety of file formats.
[version V3
[ =] serial number 00910882797970660
[ signature algorithm sha2S6RSA
[ signature hash algorithm cha2s6

| Issuer UCCE-AW. conebex.com (0 DER encaded binary X.500 {.CER)

Select the format you want to use:

[ vaiid from Tuesday, February 21, 2023 4... [ ®Base-64 encoded 505 (cen) |
=] valid to Monday, February 16, 2043 4...

[, - U T-ali skt Fres () Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS 212 (.PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Enable certificate privacy

Edit Properties. .. — Microsoft Serialized Certificate Store (.S5T)

Cancel

(i) FFEPREZER IS STHFR, Hltc\temp\certs , FRHEP a5 A HICM{svr}[ab].cer,

Y
N

7 %k Base-64 encoded X.509(.CER)& I,

EZL . NEEHHB/\ICKES. PGHIFMBEAWRS S HDFPIEH,

()VEAWRRSER L , HTFARKEER , ARSMERSS (KEHF. CxRHF|JIZFE:|/,. PG ) DFP
url:https://{servername}:7890/icm-dp/rest/DiagnosticPortal/GetProductVersion,
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(i FHEBRER SUHFF RBlc:\temp\certs , FHFHIEF & Fdfp{svr}[ab].cer
7 : % Base-64 encoded X.509(.CER)& I,

$E=% : FISFDFPIE# MRouter\Logger. PGFIAWS AAWARE 25,

BEFISEZERIERSAAWESSR. ZTRHAIENKE . %CCE_JAVA_HOME%\bin:

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\IIS{svr}[ab].cer -alias {fqgdn_of_server}_II
ExampTle:%CCE_JAVA_HOME%\bin\keytool.exe -import -file c:\temp\certs\IISAWA.cer -alias AWA_IIS -keystore

AR BASHIFBEAWRS SRAVFIA RS BRIEH.

AT HDFPEZERIES S AAWRS SRN® T

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\dfp{svr}[ab].cer -alias {fqdn_of_server}_DF
Example: %CCE_JAVA_HOME%\bin\keytool.exe -import -file c:\temp\certs\dfpAWA.cer -alias AWA_DFP -keystor

AR FASHIBEAWRS SRV E RS BRIEH,
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%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\IIS{svr}[ab].cer -alias {fqdn_of_server}_II
Example: %CCE_JAVA_HOME%\bin\keytool.exe -import -file c:\temp\certs\IISAWA.cer -alias AWA_IIS -keystor
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(i)Sf#ZE Cisco Unified Communications Operating System Administration 2 [
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(i) FRIEPH , AR5 HE THdownload .PEMXH , FERFEAWMRS 25 £ AV GRS XK F,

- Certificate Settings

File Mame Cop. Bors. Com . pEm
Cerbificate Purpose tomcak-trust
Certficate Type trust-certs
Certhcate Group prioduct-cp

Césorpbeon| frendly namel Trust Céertificate

- Certificate File Data
[ a

Version: W3
Senal Number: SCISEIAH0AS0TAT]IOBBESBELSICFT IOD
Signatwresigonthm: SHAISSwEhRSA (1.2.840.11354%,1.0.11)
Ieguer Mame: LeBXB, STemb, CNefop bars. oM, OU/eBXE TAC, OuTaAC, Colls
Valudity Froam: Mon Dac 16 10:55:22 EST 2019
To: 5Sat Dec 14 10:5%:-21 EST 2024
Tubject Name: L=BEXBE, STema, CNeop bors.oom, OU=BXE TAC, O=TaC, CelS
Key: RSA (1.2.840.113545.1.1.1)

By valae;
308201000282010100c1 420ced76c23b9d6000 1 efbf33 19670562463 50a8af3134304 2 ca8 7654195
EREaa0al 24581 4beSa3c S5 8401 23T c 143800050590 35206001 3B ISF4 fbidda e T 1FR T S004592
G8e0e6 1606404443900 3162000 cbe 0659 LaDE 000 SedaTOE60 306016302008 T 32352 aenbabefbT22
flefditatetacalfTE7b14108TEO0a1 162 180340003 0 Bba Rt 308 2bbach T4 72348 Taceblal T 1 baf
520da30a30n0642 13632046 3e8da500d 1Mo d5EM6d06ddefd 20165802 0es50d T 203l 54247 &

Delete | | Downlosd PEM File || Download .DER File |

AR XRAPMITHRNS R,

BZH  RVOSFENASAAWARS 2R,

EITEHATEMNEKR . %CCE_JAVA_HOME%\bin

ATEABERIEHRNGT

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\vosapplicationX.pem -alias {fqdn_of_VOS} -k
Example: %CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\CUICPub.pem -alias CUICPub -keysto
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« VOS¥ A : Cisco VVBM=EERS 8.

(i)CVPHERS 8% : LLARSSBRFEXRE

« Windows¥ A& : OAMPARSS 28HIWSMIE$
« VOS¥ A : miEERSEEFMCisco VVBRRS 8-

(il CVPIREREE - LIRS HFEXHE
« Windows¥ & : kR EOAMP ARS8 HYWSMIEH
(iv)Cisco VVBARS &7 : WWIRFREE

« Windows¥ & : CVPARSS 282 R VXMLIEH MCVP AR S5 22 #Y CallserveriE $
- VOS¥ & : miEERS R

T =803 T ECVPHRE R BRI M B LR IERAEN LR,

185 : CVP OAMPARS5 285 5 CVPAR S5 88 M R &5 AR 55 25 i [B] AYlE 5 3 #R
S82%84 : CVP OAMPRRSS B2 MIVOS¥ & M A 2 Bl BV iE 5 3 #R
E38F4 : CVPERSS 88 MVOSY & B A i (B AV iE +5 32 R

18845 : CVP OAMPRSS 28 5 CVP RS 88 M 4R & AR S5 27 2 [H] RYE 5 X R
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SB1MCVPIRSE 2. REFMOAMPARSE 28-S HWSMIEH,
EZL  FWSMIEBMCVPIRE MR E RS EES AOAMPRS 25
$£=% : FCVP OAMPRSEBBWSMIEH S ACVPIRSE B MR & RS 28,

AR FFRZE , DTIRITUATRE -

1 UERR ST AwSED,

2.3 F12.6.2 , EfRREZHRERE |, HHEE%CVP_HOME%\bin 3 #43Xk Hi= 1T
DecryptKeystoreUtil.bat3X 4

3 F12.6.1, BEFIRBMAERD , HZfTaH , more
%CVP_HOME%\conf\security.properties.

4.3z 1Tkeytooltn TN HEE L HB,

5.M%CVP_HOME%\conf\security\ B 3= 1T @5 T copy .keystore backup.keystore,

FT1MCVPIRSS 2R, R EMOAMPARSS 28 S HIWSMIEH,

() FWSMIEBEMNEBNCVPRRG S HEIIGRUE , AEAMENEMREGR L. BUFEHES
B RAwsmX.crto FXBRNRFB|AEN A, Fl0 , wsmesa.crt, wsmesb.crt, wsmrepa.crt,



wsmrepb.crt, wsmoamp.crt,

ATSEHELERIERNGT

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -export -a

(VM A R EE R %CVP_HOME%\confisecurity\wsm.crtE FiE$ , HEERZSF[LBGHE
& AwsmX.crto

B=F  FWSMIEHMCVPARS 28 Mk & BR 55 28 5 AOAMPER S 270

(i) CVPHRS 28 MR & AR S5 BFWSMIEF (wsmX.crt) & #1 Z|OAMPHR S5 28 L BY
%CVP_HOME%\confisecurity B 3%,

(EAUTHETSFAXLIES .

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

(i EF B3 RSB,
$E =% : FCVP OAMPIRSEBFWSMIE B 5 ACVPIRSE 2 MRS RS 25

(i) FFOAMP R Z5 B8 WSMIE 5 (wsmoampX.crt) E FI BIFTBECVPIRF B MR & ARG/ LW
%CVP_HOME %\conf\security B 3,

(EAUATHSSAULS :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

(D) p=u): E:p -

582%8% : CVP OAMP RS 282 MVOSF & BL A i 8] BVl 5 3 4R
FRINFER L RIRFTRHISIRAT
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E=%  MVOSKMIEHS AOAMPRRS &R,
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(i)S M ZCisco Unified Communications Operating System Administration T

. https://FQDN:8443/cmplatform.
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- Statlus

{Dﬁ-ﬂtﬁ! Rendy

= Certificate Settings

Flg Hame Wbl 25 Bers, Dom, P
Certibiate Purpaie bt al-Erast
Certicate Type Erust-certs

Certificate Group prod wct-opi

Descriptson|friendly name) Trust Cerbficate

= Certificate File Data
[ &

Wersaan: Wl
Senal Numiber: GEFERSFSEFEE3L 10B44DE3 568825008403
Signaturealgorthm: SHA2S&withRESA (1.2.840.113%49.1.1.11)
lssuer Hame: L=mg, STens, CH=wbll5 bern, oam, QU =lak, O=hers, C=US
Valdity From: Thu Dec 05 06:51:10 PST 201%
To: Tue Des 03 066:51:09 PST 2024

Subject Name: L=rip, ST=ng, CHewvvbl25.bora.com, QUs=lah, O=bora, C=U5
Fey: RS& (1.2.840,113549,1.1.1)

Ky value:

308201 0a0282010100f 16das8Edbefb L A8 TS L TRO&CIaFF P dSdEAdLT 1 9FSdbeed2 208 1bebe 7E TADD

Sled2T26c526036113207d157d001 78040470 10462 T a9 T L Te BT e 040807 705 56Mc2 000065
T096e81d65bdodOcadbcbdd 1 df1d9ad 097 5a32 90 e SdeScc2deASFECIBodBedS0e1 3301 ddE0SS 24T

0110957 dbe0e 22 Thod 1476165 2fdb2an T H0B2 db T84 2 440205290756 1 /1 BO4 2 345358425000
c77de1dad0el SFlc0aed0bo03dd81SceabSfoasa00darcd8101 3bd69 361468402 720500 2004553004

Celete ‘ Dowvnload PEM File | Covwriload OER File

ETH  FVOSNAIUEHF AOAMPARS 5.

(i)fFVOSIEH & #IFOAMP AR &85 L B % CVP_HOME%\confisecurity B .
(EARTHESALES :

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

(i) EX 2 31 IR S5 25
385 : CVPERSS 88 MVOSYF & B A i (B AV IE 5 32

XRBRCVPEEMEBRRAPOLAG 2BHTSIPEENEZENESR, AXHEAER , H2H
CVPELEEM™ : CVPELEER — &%) .

CVP CallStudio WebfR 5 £ 5
X AR WebfRE TEFRest ClenttER T Z S BEEWIEMER


/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf

iH25 ¥ Cisco Unified CVP VXMLBRZ 88 #Cisco Unified Call StudiofxZx12.6(2)- Web R £ 5%
[Cisco Unified Customer Voice Portal] - Cisco
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« XMPCCEEXEZuUI$H — PCCE 12.5
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/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/user/guide/ccvp_b_1262-user-guide-for-cisco-unified-cvp-vxml-server-and-call-studio/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/user/guide/ccvp_b_1262-user-guide-for-cisco-unified-cvp-vxml-server-and-call-studio/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/user/guide/ccvp_b_1262-user-guide-for-cisco-unified-cvp-vxml-server-and-call-studio/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/user/guide/ccvp_b_1262-user-guide-for-cisco-unified-cvp-vxml-server-and-call-studio/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/user/guide/ccvp_b_1262-user-guide-for-cisco-unified-cvp-vxml-server-and-call-studio/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/user/guide/ccvp_b_1262-user-guide-for-cisco-unified-cvp-vxml-server-and-call-studio/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/user/guide/ccvp_b_1262-user-guide-for-cisco-unified-cvp-vxml-server-and-call-studio/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/user/guide/ccvp_b_1262-user-guide-for-cisco-unified-cvp-vxml-server-and-call-studio/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
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